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FOREWORD 

This document contains the Federal Rules of Evidence, as 
amended to December 1, 2020. The rules were enacted by Public 
Law 93–595 (approved January 2, 1975) and have been amended by 
Acts of Congress, and further amended by the United States 
Supreme Court. This document has been prepared by the Commit-
tee in response to the need for an official up-to-date document 
containing the latest amendments to the rules. 

For the convenience of the user, where a rule has been amended 
a reference to the date the amendment was promulgated and the 
date the amendment became effective follows the text of the rule. 

The Committee on Rules of Practice and Procedure and the Ad-
visory Committee on the Federal Rules of Evidence, Judicial Con-
ference of the United States, prepared notes explaining the pur-
pose and intent of the amendments to the rules. The Committee 
Notes may be found in the Appendix to Title 28, United States 
Code, following the particular rule to which they relate. 

Chairman, Committee on the Judiciary. 
DECEMBER 1, 2020. 

(III) 





(V) 

AUTHORITY FOR PROMULGATION OF RULES 

TITLE 28, UNITED STATES CODE 

§ 2072. Rules of procedure and evidence; power to prescribe 
(a) The Supreme Court shall have the power to prescribe general 

rules of practice and procedure and rules of evidence for cases in 
the United States district courts (including proceedings before 
magistrate judges thereof) and courts of appeals. 

(b) Such rules shall not abridge, enlarge or modify any sub-
stantive right. All laws in conflict with such rules shall be of no 
further force or effect after such rules have taken effect. 

(c) Such rules may define when a ruling of a district court is 
final for the purposes of appeal under section 1291 of this title. 

(Added Pub. L. 100–702, title IV, § 401(a), Nov. 19, 1988, 102 Stat. 4648, 
eff. Dec. 1, 1988; amended Pub. L. 101–650, title III, §§ 315, 321, Dec. 
1, 1990, 104 Stat. 5115, 5117.) 

§ 2073. Rules of procedure and evidence; method of prescribing 
(a)(1) The Judicial Conference shall prescribe and publish the 

procedures for the consideration of proposed rules under this sec-
tion. 

(2) The Judicial Conference may authorize the appointment of 
committees to assist the Conference by recommending rules to be 
prescribed under sections 2072 and 2075 of this title. Each such 
committee shall consist of members of the bench and the profes-
sional bar, and trial and appellate judges. 

(b) The Judicial Conference shall authorize the appointment of 
a standing committee on rules of practice, procedure, and evi-
dence under subsection (a) of this section. Such standing commit-
tee shall review each recommendation of any other committees so 
appointed and recommend to the Judicial Conference rules of 
practice, procedure, and evidence and such changes in rules pro-
posed by a committee appointed under subsection (a)(2) of this 
section as may be necessary to maintain consistency and other-
wise promote the interest of justice. 

(c)(1) Each meeting for the transaction of business under this 
chapter by any committee appointed under this section shall be 
open to the public, except when the committee so meeting, in 
open session and with a majority present, determines that it is in 
the public interest that all or part of the remainder of the meet-
ing on that day shall be closed to the public, and states the reason 
for so closing the meeting. Minutes of each meeting for the trans-
action of business under this chapter shall be maintained by the 
committee and made available to the public, except that any por-
tion of such minutes, relating to a closed meeting and made avail-
able to the public, may contain such deletions as may be nec-
essary to avoid frustrating the purposes of closing the meeting. 



VI AUTHORITY FOR PROMULGATION OF RULES 

(2) Any meeting for the transaction of business under this chap-
ter, by a committee appointed under this section, shall be pre-
ceded by sufficient notice to enable all interested persons to at-
tend. 

(d) In making a recommendation under this section or under 
section 2072 or 2075, the body making that recommendation shall 
provide a proposed rule, an explanatory note on the rule, and a 
written report explaining the body’s action, including any minor-
ity or other separate views. 

(e) Failure to comply with this section does not invalidate a rule 
prescribed under section 2072 or 2075 of this title. 

(Added Pub. L. 100–702, title IV, § 401(a), Nov. 19, 1988, 102 Stat. 4649, 
eff. Dec. 1, 1988; amended Pub. L. 103–394, title I, § 104(e), Oct. 22, 
1994, 108 Stat. 4110.) 

§ 2074. Rules of procedure and evidence; submission to Congress; 
effective date 

(a) The Supreme Court shall transmit to the Congress not later 
than May 1 of the year in which a rule prescribed under section 
2072 is to become effective a copy of the proposed rule. Such rule 
shall take effect no earlier than December 1 of the year in which 
such rule is so transmitted unless otherwise provided by law. The 
Supreme Court may fix the extent such rule shall apply to pro-
ceedings then pending, except that the Supreme Court shall not 
require the application of such rule to further proceedings then 
pending to the extent that, in the opinion of the court in which 
such proceedings are pending, the application of such rule in such 
proceedings would not be feasible or would work injustice, in 
which event the former rule applies. 

(b) Any such rule creating, abolishing, or modifying an evi-
dentiary privilege shall have no force or effect unless approved by 
Act of Congress. 

(Added Pub. L. 100–702, title IV, § 401(a), Nov. 19, 1988, 102 Stat. 4649, 
eff. Dec. 1, 1988.) 

§ 2075. Bankruptcy rules 
The Supreme Court shall have the power to prescribe by general 

rules, the forms of process, writs, pleadings, and motions, and the 
practice and procedure in cases under title 11. 

Such rules shall not abridge, enlarge, or modify any substantive 
right. 

The Supreme Court shall transmit to Congress not later than 
May 1 of the year in which a rule prescribed under this section is 
to become effective a copy of the proposed rule. The rule shall 
take effect no earlier than December 1 of the year in which it is 
transmitted to Congress unless otherwise provided by law. 

The bankruptcy rules promulgated under this section shall pre-
scribe a form for the statement required under section 707(b)(2)(C) 
of title 11 and may provide general rules on the content of such 
statement. 

(Added Pub. L. 88–623, § 1, Oct. 3, 1964, 78 Stat. 1001; amended Pub. 
L. 95–598, title II, § 247, Nov. 6, 1978, 92 Stat. 2672; Pub. L. 103–394, 
title I, § 104(f), Oct. 22, 1994, 108 Stat. 4110; Pub. L. 109–8, title XII, 
§ 1232, Apr. 20, 2005, 119 Stat. 202.) 



(VII) 

1 LEGISLATIVE HISTORY: 

HOUSE REPORTS: No. 93–650 (Comm. on the Judiciary) and No. 93–1597 
(Comm. of Conference). 

SENATE REPORT No. 93–1277 (Comm. on the Judiciary). 
CONGRESSIONAL RECORD, Vol. 120 (1974): 

Jan. 30, Feb. 6, considered and passed House. 
Nov. 21, 22, considered and passed Senate, amended. 
Dec. 16, Senate agreed to conference report. 
Dec. 17, 18, House agreed to conference report. 

WEEKLY COMPILATION OF PRESIDENTIAL DOCUMENTS, Vol. 11, No. 1: 
Jan. 3, 1975, Presidential statement. 

HISTORICAL NOTE 

The Supreme Court prescribes Federal Rules of Evidence pursu-
ant to section 2072 of Title 28, United States Code, as enacted by 
Title IV ‘‘Rules Enabling Act’’ of Pub. L. 100–702 (approved No-
vember 19, 1988, 102 Stat. 4648), effective December 1, 1988, and sec-
tion 2075 of Title 28. Pursuant to section 2074 of Title 28, the Su-
preme Court transmits to Congress (not later than May 1 of the 
year in which a rule prescribed under section 2072 is to become ef-
fective) a copy of the proposed rule. The rule takes effect no ear-
lier than December 1 of the year in which the rule is transmitted 
unless otherwise provided by law. 

Pursuant to sections 3402, 3771, and 3772 of Title 18, United 
States Code, and sections 2072 and 2075 of Title 28, United States 
Code, as then in effect, the Supreme Court through the Chief Jus-
tice submitted Federal Rules of Evidence to Congress on February 
5, 1973 (409 U.S. 1132; Cong. Rec., vol. 119, pt. 3, p. 3247, Exec. 
Comm. 359, H. Doc. 93–46). To allow additional time for Congress 
to review the proposed rules, Public Law 93–12 (approved March 30, 
1973, 87 Stat. 9) provided that the proposed rules ‘‘shall have no 
force or effect except to the extent, and with such amendments, 
as they may be expressly approved by Act of Congress’’. 

Public Law 93–595 1 (approved January 2, 1975, 88 Stat. 1926) en-
acted the Federal Rules of Evidence proposed by the Supreme 
Court, with amendments made by Congress, to be effective July 1, 
1975. 

Section 1 of Public Law 94–113 (approved October 16, 1975, 89 
Stat. 576) added clause (C) to Rule 801(d)(1), effective October 31, 
1975. 

Section 1 of Public Law 94–149 (approved December 12, 1975, 89 
Stat. 805) enacted technical amendments which affected the Table 
of Contents and Rules 410, 606(b), 803(23), 804(b)(3), and 1101(e). 

Section 2 of Public Law 95–540 (approved October 28, 1978, 92 
Stat. 2046) added Rule 412 and inserted item 412 in the Table of 
Contents. The amendments apply to trials that begin more than 
thirty days after October 28, 1978. 

Section 251 of Public Law 95–598 (approved November 6, 1978, 92 
Stat. 2673) amended Rule 1101(a) and (b) by striking out ‘‘, referees 
in bankruptcy,’’ and by substituting ‘‘title 11, United States 
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Code’’ for ‘‘the Bankruptcy Act’’, effective October 1, 1979, pursu-
ant to section 402(c) of Public Law 95–598. 

Section 252 of Public Law 95–598 would have amended Rule 
1101(a) by inserting ‘‘the United States Bankruptcy Courts,’’ im-
mediately after ‘‘the United States district courts,’’, effective 
April 1, 1984, pursuant to section 402(b) of Public Law 95–598. How-
ever, following a series of amendments (extending the April 1, 
1984, effective date) by Public Laws 98–249, § 1(a), 98–271, § 1(a), 
98–299, § 1(a), 98–325, § 1(a), and 98–353, § 121(a), section 402(b) of Pub-
lic Law 95–598 was amended by section 113 of Public Law 98–353 to 
provide that the amendment ‘‘shall not be effective’’. 

An amendment to Rule 410 was proposed by the Supreme Court 
by order dated April 30, 1979, transmitted to Congress by the Chief 
Justice on the same day (441 U.S. 970, 1007; Cong. Rec., vol. 125, pt. 
8, p. 9366, Exec. Comm. 1456; H. Doc. 96–112), and was to be effective 
August 1, 1979. Public Law 96–42 (approved July 31, 1979, 93 Stat. 
326) delayed the effective date of the amendment to Rule 410 until 
December 1, 1980, or until and to the extent approved by Act of 
Congress, whichever is earlier. In the absence of further action by 
Congress, the amendment to Rule 410 became effective December 
1, 1980. 

Sections 142 and 402 of Public Law 97–164 (approved April 2, 1982, 
96 Stat. 45, 57) amended Rule 1101(a), effective October 1, 1982. 

Section 406 of Public Law 98–473 (approved October 12, 1984, 98 
Stat. 2067) amended Rule 704. 

Additional amendments were adopted by the Court by order 
dated March 2, 1987, transmitted to Congress by the Chief Justice 
on the same day (480 U.S. 1023; Cong. Rec., vol. 133, pt. 4, p. 4484, 
Exec. Comm. 713; H. Doc. 100–41), and became effective October 1, 
1987. The amendments affected Rules 101, 104(c), (d), 106, 404(a)(1), 
(b), 405(b), 411, 602 to 604, 606, 607, 608(b), 609(a), 610, 611(c), 612, 613, 
615, 701, 703, 705, 706(a), 801(a), (d), 803(5), (18), (19), (21), (24), 804(a), 
(b)(2), (3), (5), 806, 902(2), (3), 1004(3), 1007, and 1101(a). 

Additional amendments were adopted by the Court by order 
dated April 25, 1988, transmitted to Congress by the Chief Justice 
on the same day (485 U.S. 1049; Cong. Rec., vol. 134, pt. 7, p. 9154, 
Exec. Comm. 3517; H. Doc. 100–187), and became effective November 
1, 1988. The amendments affected Rules 101, 602, 608(b), 613(b), 615, 
902(3), and 1101(a), (e). 

Sections 7046 and 7075 of Public Law 100–690 (approved November 
18, 1988, 102 Stat. 4400, 4405) amended the Tables of Contents and 
Rules 412, 615, 804(a)(5), and 1101(a). Section 7075(a) of Public Law 
100–690, which directed the amendment of Rule 615 by inserting 
‘‘a’’ before ‘‘party which is not a natural person.’’, could not be ex-
ecuted because ‘‘party which is not a natural person.’’ did not ap-
pear. However, the word ‘‘a’’ was inserted by the intervening 
amendment adopted by the Court by order dated April 25, 1988, ef-
fective November 1, 1988. Section 7075(c)(1) of Public Law 100–690, 
which directed the amendment of Rule 1101(a) by striking ‘‘Rules’’ 
and inserting ‘‘rules’’, could not be executed because of the inter-
vening amendment adopted by the Court by order dated April 25, 
1988, effective November 1, 1988. 

An additional amendment was adopted by the Court by order 
dated January 26, 1990, transmitted to Congress by the Chief Jus-
tice on the same day (493 U.S. 1175; Cong. Rec., vol. 136, pt. 1, p. 
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662, Exec. Comm. 2370; H. Doc. 101–142), and became effective De-
cember 1, 1990. The amendment affected Rule 609(a). 

Additional amendments were adopted by the Court by order 
dated April 30, 1991, transmitted to Congress by the Chief Justice 
on the same day (500 U.S. 1001; Cong. Rec., vol. 137, pt. 7, p. 9721, 
Ex. Comm. 1189; H. Doc. 102–76), and became effective December 1, 
1991. The amendments affected Rules 404(b) and 1102. 

Additional amendments were adopted by the Court by order 
dated April 22, 1993, transmitted to Congress by the Chief Justice 
on the same day (507 U.S. 1187; Cong. Rec., vol. 139, pt. 6, p. 8127, 
Ex. Comm. 1104; H. Doc. 103–76), and became effective December 1, 
1993. The amendments affected Rules 101, 705, and 1101(a), (e). 

An additional amendment was adopted by the Court by order 
dated April 29, 1994, and transmitted to Congress by the Chief Jus-
tice on the same day (511 U.S. 1187; Cong. Rec., vol. 140, pt. 7, p. 
8903, Ex. Comm. 3085; H. Doc. 103–250). The amendment affected 
Rule 412 and was to become effective December 1, 1994. Section 
40141(a) of Public Law 103–322 (approved September 13, 1994, 108 
Stat. 1918) provided that such amendment would take effect on 
December 1, 1994, but with the general amendment of Rule 412 
made by section 40141(b) of Public Law 103–322. 

Section 320935(a) of Public Law 103–322 (approved September 13, 
1994, 108 Stat. 2135) amended the Federal Rules of Evidence by add-
ing Rules 413 to 415, with provisions in section 320935(b)–(e) of Pub-
lic Law 103–322 relating to the effective date and application of 
such rules. Pursuant to Pub. L. 103–322, § 320935(c), the Judicial 
Conference transmitted a report to Congress on February 9, 1995, 
containing recommendations different from the amendments 
made by Pub. L. 103–322, § 320935(a). Congress did not adopt the rec-
ommendations submitted or provide otherwise by law. Accord-
ingly, Rules 413 to 415, as so added, became effective on July 9, 
1995. 

Additional amendments were adopted by the Court by order 
dated April 11, 1997, transmitted to Congress by the Chief Justice 
on the same day (520 U.S. 1323; Cong. Rec., vol. 143, pt. 4, p. 5550, 
Ex. Comm. 2798; H. Doc. 105–69), and became effective December 1, 
1997. The amendments affected Rules 407, 801, 803, 804, and 806 and 
added Rule 807. 

Additional amendments were adopted by the Court by order 
dated April 24, 1998, transmitted to Congress by the Chief Justice 
on the same day (523 U.S. 1235; Cong. Rec., vol. 144, pt. 6, p. 8151, 
Ex. Comm. 8996 to Ex. Comm. 8998; H. Doc. 105–268), and became ef-
fective December 1, 1998. The amendments affected Rule 615. 

Additional amendments were adopted by the Court by order 
dated April 17, 2000, transmitted to Congress by the Chief Justice 
on the same day (529 U.S. 1189; Cong. Rec., vol. 146, pt. 5, p. 6328, 
Ex. Comm. 7333; H. Doc. 106–225), and became effective December 
1, 2000. The amendments affected Rules 103, 404, 701, 702, 703, 803, 
and 902. 

An additional amendment was adopted by the Court by order 
dated March 27, 2003, transmitted to Congress by the Chief Justice 
on the same day (538 U.S. 1097; Cong. Rec., vol. 149, pt. 6, p. 7689, 
Ex. Comm. 1494; H. Doc. 108–57), and became effective December 1, 
2003. The amendment affected Rule 608. 
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Additional amendments were adopted by the Court by order 
dated April 12, 2006, transmitted to Congress by the Chief Justice 
on the same day (547 U.S. 1281; Cong. Rec., vol. 152, pt. 6, p. 7213, 
Ex. Comm. 7320; H. Doc. 109–108), and became effective December 
1, 2006. The amendments affected Rules 404, 408, 606, and 609. 

Section 1 of Public Law 110–322 (approved September 19, 2008, 122 
Stat. 3537) added Rule 502 and inserted item 502 in the Table of 
Contents. The amendments apply in all proceedings commenced 
after September 19, 2008, and, insofar as is just and practicable, in 
all proceedings pending on that date. 

An additional amendment was adopted by the Court by order 
dated April 28, 2010, transmitted to Congress by the Chief Justice 
on the same day (559 U.S. 1157; Cong. Rec., vol. 156, pt. 6, p. 8139, 
Ex. Comm. 7475; H. Doc. 111–113), and became effective December 
1, 2010. The amendment affected Rule 804. 

Additional amendments were adopted by the Court by order 
dated April 26, 2011, transmitted to Congress by the Chief Justice 
on the same day (563 U.S. 1075; Cong. Rec., vol. 157, pt. 6, p. 7770, 
Ex. Comm. 1662; H. Doc. 112–28), and became effective December 1, 
2011. The amendments affected Rules 101 to 1103. 

An additional amendment was adopted by the Court by order 
dated April 13, 2013, transmitted to Congress by the Chief Justice 
on April 16, 2013 (569 U.S. 1167; Cong. Rec., vol. 159, pt. 5, p. 6968, 
Ex. Comm. 1492; H. Doc. 113–26), and became effective December 1, 
2013. The amendment affected Rule 803. 

Additional amendments were adopted by the Court by order 
dated April 25, 2014, transmitted to Congress by the Chief Justice 
on the same day (572 U.S. 1233; Cong. Rec., vol. 160, pt. 11, p. 15506, 
Ex. Comm. 7580; H. Doc. 113–164), and became effective December 
1, 2014. The amendments affected Rules 801 and 803. 

Additional amendments were adopted by the Court by order 
dated April 27, 2017, transmitted to Congress by the Chief Justice 
on the same day (581 U.S.——; Cong. Rec., vol. 163, p. H4175, Daily 
Issue, Ex. Comm. 1256; H. Doc. 115–34), and became effective De-
cember 1, 2017. The amendments affected Rules 803 and 902. 

An additional amendment was adopted by the Court by order 
dated April 25, 2019, transmitted to Congress by the Chief Justice 
on the same day (587 U.S.——; Cong. Rec., vol. 165, p. H7864, Daily 
Issue, Ex. Comm. 2225; H. Doc. 116–67), and became effective De-
cember 1, 2019. The amendment affected Rule 807. 

An additional amendment was adopted by the Court by order 
dated April 27, 2020, transmitted to Congress by the Chief Justice 
on the same day (590 U.S.——; Cong. Rec., vol. 166, p. H4223, Daily 
Issue, Ex. Comm. 4922; H. Doc. 116–144), and became effective De-
cember 1, 2020. The amendment affected Rule 404. 

Committee Notes 

Committee Notes prepared by the Committee on Rules of Prac-
tice and Procedure and the Advisory Committee on the Federal 
Rules of Evidence, Judicial Conference of the United States, ex-
plaining the purpose and intent of the amendments are set out in 
the Appendix to Title 28, United States Code, following the par-
ticular rule to which they relate. In addition, the notes are set out 
in the House documents listed above. 
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FEDERAL RULES OF EVIDENCE 

Effective July 1, 1975, as amended to December 1, 2020 

ARTICLE I. GENERAL PROVISIONS 

Rule 101. Scope; Definitions 
(a) SCOPE. These rules apply to proceedings in United States 

courts. The specific courts and proceedings to which the rules 
apply, along with exceptions, are set out in Rule 1101. 

(b) DEFINITIONS. In these rules: 
(1) ‘‘civil case’’ means a civil action or proceeding; 
(2) ‘‘criminal case’’ includes a criminal proceeding; 
(3) ‘‘public office’’ includes a public agency; 
(4) ‘‘record’’ includes a memorandum, report, or data com-

pilation; 
(5) a ‘‘rule prescribed by the Supreme Court’’ means a rule 

adopted by the Supreme Court under statutory authority; and 
(6) a reference to any kind of written material or any other 

medium includes electronically stored information. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 25, 1988, eff. Nov. 
1, 1988; Apr. 22, 1993, eff. Dec. 1, 1993; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 102. Purpose 
These rules should be construed so as to administer every pro-

ceeding fairly, eliminate unjustifiable expense and delay, and pro-
mote the development of evidence law, to the end of ascertaining 
the truth and securing a just determination. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 103. Rulings on Evidence 
(a) PRESERVING A CLAIM OF ERROR. A party may claim error in 

a ruling to admit or exclude evidence only if the error affects a 
substantial right of the party and: 

(1) if the ruling admits evidence, a party, on the record: 
(A) timely objects or moves to strike; and 
(B) states the specific ground, unless it was apparent 

from the context; or 
(2) if the ruling excludes evidence, a party informs the court 

of its substance by an offer of proof, unless the substance was 
apparent from the context. 

(b) NOT NEEDING TO RENEW AN OBJECTION OR OFFER OF PROOF. 
Once the court rules definitively on the record—either before or at 
trial—a party need not renew an objection or offer of proof to pre-
serve a claim of error for appeal. 

(c) COURT’S STATEMENT ABOUT THE RULING; DIRECTING AN OFFER 
OF PROOF. The court may make any statement about the char-
acter or form of the evidence, the objection made, and the ruling. 



2 Rule 104 FEDERAL RULES OF EVIDENCE 

The court may direct that an offer of proof be made in question- 
and-answer form. 

(d) PREVENTING THE JURY FROM HEARING INADMISSIBLE EVIDENCE. 
To the extent practicable, the court must conduct a jury trial so 
that inadmissible evidence is not suggested to the jury by any 
means. 

(e) TAKING NOTICE OF PLAIN ERROR. A court may take notice of 
a plain error affecting a substantial right, even if the claim of 
error was not properly preserved. 

(As amended Apr. 17, 2000, eff. Dec. 1, 2000; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 104. Preliminary Questions 
(a) IN GENERAL. The court must decide any preliminary question 

about whether a witness is qualified, a privilege exists, or evi-
dence is admissible. In so deciding, the court is not bound by evi-
dence rules, except those on privilege. 

(b) RELEVANCE THAT DEPENDS ON A FACT. When the relevance of 
evidence depends on whether a fact exists, proof must be intro-
duced sufficient to support a finding that the fact does exist. The 
court may admit the proposed evidence on the condition that the 
proof be introduced later. 

(c) CONDUCTING A HEARING SO THAT THE JURY CANNOT HEAR IT. 
The court must conduct any hearing on a preliminary question so 
that the jury cannot hear it if: 

(1) the hearing involves the admissibility of a confession; 
(2) a defendant in a criminal case is a witness and so re-

quests; or 
(3) justice so requires. 

(d) CROSS-EXAMINING A DEFENDANT IN A CRIMINAL CASE. By testi-
fying on a preliminary question, a defendant in a criminal case 
does not become subject to cross-examination on other issues in 
the case. 

(e) EVIDENCE RELEVANT TO WEIGHT AND CREDIBILITY. This rule 
does not limit a party’s right to introduce before the jury evi-
dence that is relevant to the weight or credibility of other evi-
dence. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 105. Limiting Evidence That Is Not Admissible Against Other 
Parties or for Other Purposes 

If the court admits evidence that is admissible against a party 
or for a purpose—but not against another party or for another 
purpose—the court, on timely request, must restrict the evidence 
to its proper scope and instruct the jury accordingly. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 106. Remainder of or Related Writings or Recorded State-
ments 

If a party introduces all or part of a writing or recorded state-
ment, an adverse party may require the introduction, at that 
time, of any other part—or any other writing or recorded state-
ment—that in fairness ought to be considered at the same time. 



3 Rule 401 FEDERAL RULES OF EVIDENCE 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

ARTICLE II. JUDICIAL NOTICE 

Rule 201. Judicial Notice of Adjudicative Facts 
(a) SCOPE. This rule governs judicial notice of an adjudicative 

fact only, not a legislative fact. 
(b) KINDS OF FACTS THAT MAY BE JUDICIALLY NOTICED. The court 

may judicially notice a fact that is not subject to reasonable dis-
pute because it: 

(1) is generally known within the trial court’s territorial ju-
risdiction; or 

(2) can be accurately and readily determined from sources 
whose accuracy cannot reasonably be questioned. 

(c) TAKING NOTICE. The court: 
(1) may take judicial notice on its own; or 
(2) must take judicial notice if a party requests it and the 

court is supplied with the necessary information. 
(d) TIMING. The court may take judicial notice at any stage of 

the proceeding. 
(e) OPPORTUNITY TO BE HEARD. On timely request, a party is en-

titled to be heard on the propriety of taking judicial notice and 
the nature of the fact to be noticed. If the court takes judicial no-
tice before notifying a party, the party, on request, is still enti-
tled to be heard. 

(f) INSTRUCTING THE JURY. In a civil case, the court must in-
struct the jury to accept the noticed fact as conclusive. In a 
criminal case, the court must instruct the jury that it may or 
may not accept the noticed fact as conclusive. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

ARTICLE III. PRESUMPTIONS IN CIVIL CASES 

Rule 301. Presumptions in Civil Cases Generally 
In a civil case, unless a federal statute or these rules provide 

otherwise, the party against whom a presumption is directed has 
the burden of producing evidence to rebut the presumption. But 
this rule does not shift the burden of persuasion, which remains 
on the party who had it originally. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 302. Applying State Law to Presumptions in Civil Cases 
In a civil case, state law governs the effect of a presumption re-

garding a claim or defense for which state law supplies the rule of 
decision. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

ARTICLE IV. RELEVANCE AND ITS LIMITS 

Rule 401. Test for Relevant Evidence 
Evidence is relevant if: 

(a) it has any tendency to make a fact more or less probable 
than it would be without the evidence; and 
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(b) the fact is of consequence in determining the action. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 402. General Admissibility of Relevant Evidence 
Relevant evidence is admissible unless any of the following pro-

vides otherwise: 
• the United States Constitution; 
• a federal statute; 
• these rules; or 
• other rules prescribed by the Supreme Court. 

Irrelevant evidence is not admissible. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 403. Excluding Relevant Evidence for Prejudice, Confusion, 
Waste of Time, or Other Reasons 

The court may exclude relevant evidence if its probative value 
is substantially outweighed by a danger of one or more of the fol-
lowing: unfair prejudice, confusing the issues, misleading the jury, 
undue delay, wasting time, or needlessly presenting cumulative 
evidence. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 404. Character Evidence; Other Crimes, Wrongs, or Acts 
(a) CHARACTER EVIDENCE. 

(1) Prohibited Uses. Evidence of a person’s character or char-
acter trait is not admissible to prove that on a particular oc-
casion the person acted in accordance with the character or 
trait. 

(2) Exceptions for a Defendant or Victim in a Criminal Case. The 
following exceptions apply in a criminal case: 

(A) a defendant may offer evidence of the defendant’s 
pertinent trait, and if the evidence is admitted, the pros-
ecutor may offer evidence to rebut it; 

(B) subject to the limitations in Rule 412, a defendant 
may offer evidence of an alleged victim’s pertinent trait, 
and if the evidence is admitted, the prosecutor may: 

(i) offer evidence to rebut it; and 
(ii) offer evidence of the defendant’s same trait; and 

(C) in a homicide case, the prosecutor may offer evidence 
of the alleged victim’s trait of peacefulness to rebut evi-
dence that the victim was the first aggressor. 

(3) Exceptions for a Witness. Evidence of a witness’s character 
may be admitted under Rules 607, 608, and 609. 

(b) OTHER CRIMES, WRONGS, OR ACTS. 
(1) Prohibited Uses. Evidence of any other crime, wrong, or 

act is not admissible to prove a person’s character in order to 
show that on a particular occasion the person acted in accord-
ance with the character. 

(2) Permitted Uses. This evidence may be admissible for an-
other purpose, such as proving motive, opportunity, intent, 
preparation, plan, knowledge, identity, absence of mistake, or 
lack of accident. 

(3) Notice in a Criminal Case. In a criminal case, the prosecu-
tor must: 
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(A) provide reasonable notice of any such evidence that 
the prosecutor intends to offer at trial, so that the defend-
ant has a fair opportunity to meet it; 

(B) articulate in the notice the permitted purpose for 
which the prosecutor intends to offer the evidence and the 
reasoning that supports the purpose; and 

(C) do so in writing before trial—or in any form during 
trial if the court, for good cause, excuses lack of pretrial 
notice. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 30, 1991, eff. Dec. 
1, 1991; Apr. 17, 2000, eff. Dec. 1, 2000; Apr. 12, 2006, eff. Dec. 1, 2006; 
Apr. 26, 2011, eff. Dec. 1, 2011; Apr. 27, 2020, eff. Dec. 1, 2020.) 

Rule 405. Methods of Proving Character 
(a) BY REPUTATION OR OPINION. When evidence of a person’s char-

acter or character trait is admissible, it may be proved by testi-
mony about the person’s reputation or by testimony in the form 
of an opinion. On cross-examination of the character witness, the 
court may allow an inquiry into relevant specific instances of the 
person’s conduct. 

(b) BY SPECIFIC INSTANCES OF CONDUCT. When a person’s char-
acter or character trait is an essential element of a charge, claim, 
or defense, the character or trait may also be proved by relevant 
specific instances of the person’s conduct. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 406. Habit; Routine Practice 
Evidence of a person’s habit or an organization’s routine prac-

tice may be admitted to prove that on a particular occasion the 
person or organization acted in accordance with the habit or rou-
tine practice. The court may admit this evidence regardless of 
whether it is corroborated or whether there was an eyewitness. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 407. Subsequent Remedial Measures 
When measures are taken that would have made an earlier in-

jury or harm less likely to occur, evidence of the subsequent 
measures is not admissible to prove: 

• negligence; 
• culpable conduct; 
• a defect in a product or its design; or 
• a need for a warning or instruction. 

But the court may admit this evidence for another purpose, such 
as impeachment or—if disputed—proving ownership, control, or 
the feasibility of precautionary measures. 

(As amended Apr. 11, 1997, eff. Dec. 1, 1997; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 408. Compromise Offers and Negotiations 
(a) PROHIBITED USES. Evidence of the following is not admissi-

ble—on behalf of any party—either to prove or disprove the valid-
ity or amount of a disputed claim or to impeach by a prior incon-
sistent statement or a contradiction: 
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(1) furnishing, promising, or offering—or accepting, promis-
ing to accept, or offering to accept—a valuable consideration 
in compromising or attempting to compromise the claim; and 

(2) conduct or a statement made during compromise negotia-
tions about the claim—except when offered in a criminal case 
and when the negotiations related to a claim by a public office 
in the exercise of its regulatory, investigative, or enforcement 
authority. 

(b) EXCEPTIONS. The court may admit this evidence for another 
purpose, such as proving a witness’s bias or prejudice, negating a 
contention of undue delay, or proving an effort to obstruct a 
criminal investigation or prosecution. 

(As amended Apr. 12, 2006, eff. Dec. 1, 2006; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 409. Offers to Pay Medical and Similar Expenses 
Evidence of furnishing, promising to pay, or offering to pay 

medical, hospital, or similar expenses resulting from an injury is 
not admissible to prove liability for the injury. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 410. Pleas, Plea Discussions, and Related Statements 
(a) PROHIBITED USES. In a civil or criminal case, evidence of the 

following is not admissible against the defendant who made the 
plea or participated in the plea discussions: 

(1) a guilty plea that was later withdrawn; 
(2) a nolo contendere plea; 
(3) a statement made during a proceeding on either of those 

pleas under Federal Rule of Criminal Procedure 11 or a com-
parable state procedure; or 

(4) a statement made during plea discussions with an attor-
ney for the prosecuting authority if the discussions did not re-
sult in a guilty plea or they resulted in a later-withdrawn 
guilty plea. 

(b) EXCEPTIONS. The court may admit a statement described in 
Rule 410(a)(3) or (4): 

(1) in any proceeding in which another statement made dur-
ing the same plea or plea discussions has been introduced, if 
in fairness the statements ought to be considered together; or 

(2) in a criminal proceeding for perjury or false statement, 
if the defendant made the statement under oath, on the 
record, and with counsel present. 

(As amended Pub. L. 94–149, § 1(9), Dec. 12, 1975, 89 Stat. 805; Apr. 
30, 1979, eff. Dec. 1, 1980; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 411. Liability Insurance 
Evidence that a person was or was not insured against liability 

is not admissible to prove whether the person acted negligently or 
otherwise wrongfully. But the court may admit this evidence for 
another purpose, such as proving a witness’s bias or prejudice or 
proving agency, ownership, or control. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 
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Rule 412. Sex-Offense Cases: The Victim’s Sexual Behavior or Pre-
disposition 

(a) PROHIBITED USES. The following evidence is not admissible in 
a civil or criminal proceeding involving alleged sexual mis-
conduct: 

(1) evidence offered to prove that a victim engaged in other 
sexual behavior; or 

(2) evidence offered to prove a victim’s sexual predisposition. 
(b) EXCEPTIONS. 

(1) Criminal Cases. The court may admit the following evi-
dence in a criminal case: 

(A) evidence of specific instances of a victim’s sexual be-
havior, if offered to prove that someone other than the de-
fendant was the source of semen, injury, or other physical 
evidence; 

(B) evidence of specific instances of a victim’s sexual be-
havior with respect to the person accused of the sexual 
misconduct, if offered by the defendant to prove consent or 
if offered by the prosecutor; and 

(C) evidence whose exclusion would violate the defend-
ant’s constitutional rights. 

(2) Civil Cases. In a civil case, the court may admit evidence 
offered to prove a victim’s sexual behavior or sexual pre-
disposition if its probative value substantially outweighs the 
danger of harm to any victim and of unfair prejudice to any 
party. The court may admit evidence of a victim’s reputation 
only if the victim has placed it in controversy. 

(c) PROCEDURE TO DETERMINE ADMISSIBILITY. 
(1) Motion. If a party intends to offer evidence under Rule 

412(b), the party must: 
(A) file a motion that specifically describes the evidence 

and states the purpose for which it is to be offered; 
(B) do so at least 14 days before trial unless the court, for 

good cause, sets a different time; 
(C) serve the motion on all parties; and 
(D) notify the victim or, when appropriate, the victim’s 

guardian or representative. 
(2) Hearing. Before admitting evidence under this rule, the 

court must conduct an in camera hearing and give the victim 
and parties a right to attend and be heard. Unless the court or-
ders otherwise, the motion, related materials, and the record 
of the hearing must be and remain sealed. 

(d) DEFINITION OF ‘‘VICTIM.’’ In this rule, ‘‘victim’’ includes an 
alleged victim. 

(As added Pub. L. 95–540, § 2(a), Oct. 28, 1978, 92 Stat. 2046, eff. Nov. 
28, 1978; amended Pub. L. 100–690, title VII, § 7046(a), Nov. 18, 1988, 
102 Stat. 4400; Apr. 29, 1994, eff. Dec. 1, 1994; Sept. 13, 1994, eff. Dec. 
1, 1994; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 413. Similar Crimes in Sexual-Assault Cases 
(a) PERMITTED USES. In a criminal case in which a defendant is 

accused of a sexual assault, the court may admit evidence that 
the defendant committed any other sexual assault. The evidence 
may be considered on any matter to which it is relevant. 
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(b) DISCLOSURE TO THE DEFENDANT. If the prosecutor intends to 
offer this evidence, the prosecutor must disclose it to the defend-
ant, including witnesses’ statements or a summary of the ex-
pected testimony. The prosecutor must do so at least 15 days be-
fore trial or at a later time that the court allows for good cause. 

(c) EFFECT ON OTHER RULES. This rule does not limit the admis-
sion or consideration of evidence under any other rule. 

(d) DEFINITION OF ‘‘SEXUAL ASSAULT.’’ In this rule and Rule 415, 
‘‘sexual assault’’ means a crime under federal law or under state 
law (as ‘‘state’’ is defined in 18 U.S.C. § 513) involving: 

(1) any conduct prohibited by 18 U.S.C. chapter 109A; 
(2) contact, without consent, between any part of the defend-

ant’s body—or an object—and another person’s genitals or 
anus; 

(3) contact, without consent, between the defendant’s geni-
tals or anus and any part of another person’s body; 

(4) deriving sexual pleasure or gratification from inflicting 
death, bodily injury, or physical pain on another person; or 

(5) an attempt or conspiracy to engage in conduct described 
in subparagraphs (1)–(4). 

(As added Pub. L. 103–322, title XXXII, § 320935(a), Sept. 13, 1994, 108 
Stat. 2136, eff. July 9, 1995; amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 414. Similar Crimes in Child-Molestation Cases 
(a) PERMITTED USES. In a criminal case in which a defendant is 

accused of child molestation, the court may admit evidence that 
the defendant committed any other child molestation. The evi-
dence may be considered on any matter to which it is relevant. 

(b) DISCLOSURE TO THE DEFENDANT. If the prosecutor intends to 
offer this evidence, the prosecutor must disclose it to the defend-
ant, including witnesses’ statements or a summary of the ex-
pected testimony. The prosecutor must do so at least 15 days be-
fore trial or at a later time that the court allows for good cause. 

(c) EFFECT ON OTHER RULES. This rule does not limit the admis-
sion or consideration of evidence under any other rule. 

(d) DEFINITION OF ‘‘CHILD’’ AND ‘‘CHILD MOLESTATION.’’ In this 
rule and Rule 415: 

(1) ‘‘child’’ means a person below the age of 14; and 
(2) ‘‘child molestation’’ means a crime under federal law or 

under state law (as ‘‘state’’ is defined in 18 U.S.C. § 513) involv-
ing: 

(A) any conduct prohibited by 18 U.S.C. chapter 109A and 
committed with a child; 

(B) any conduct prohibited by 18 U.S.C. chapter 110; 
(C) contact between any part of the defendant’s body—or 

an object—and a child’s genitals or anus; 
(D) contact between the defendant’s genitals or anus and 

any part of a child’s body; 
(E) deriving sexual pleasure or gratification from inflict-

ing death, bodily injury, or physical pain on a child; or 
(F) an attempt or conspiracy to engage in conduct de-

scribed in subparagraphs (A)–(E). 

(As added Pub. L. 103–322, title XXXII, § 320935(a), Sept. 13, 1994, 108 
Stat. 2136, eff. July 9, 1995; amended Apr. 26, 2011, eff. Dec. 1, 2011.) 
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Rule 415. Similar Acts in Civil Cases Involving Sexual Assault or 
Child Molestation 

(a) PERMITTED USES. In a civil case involving a claim for relief 
based on a party’s alleged sexual assault or child molestation, the 
court may admit evidence that the party committed any other 
sexual assault or child molestation. The evidence may be consid-
ered as provided in Rules 413 and 414. 

(b) DISCLOSURE TO THE OPPONENT. If a party intends to offer this 
evidence, the party must disclose it to the party against whom it 
will be offered, including witnesses’ statements or a summary of 
the expected testimony. The party must do so at least 15 days be-
fore trial or at a later time that the court allows for good cause. 

(c) EFFECT ON OTHER RULES. This rule does not limit the admis-
sion or consideration of evidence under any other rule. 

(As added Pub. L. 103–322, title XXXII, § 320935(a), Sept. 13, 1994, 108 
Stat. 2137, eff. July 9, 1995; amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

ARTICLE V. PRIVILEGES 

Rule 501. Privilege in General 
The common law—as interpreted by United States courts in the 

light of reason and experience—governs a claim of privilege unless 
any of the following provides otherwise: 

• the United States Constitution; 
• a federal statute; or 
• rules prescribed by the Supreme Court. 

But in a civil case, state law governs privilege regarding a claim 
or defense for which state law supplies the rule of decision. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 502. Attorney-Client Privilege and Work Product; Limitations 
on Waiver 

The following provisions apply, in the circumstances set out, to 
disclosure of a communication or information covered by the at-
torney-client privilege or work-product protection. 

(a) DISCLOSURE MADE IN A FEDERAL PROCEEDING OR TO A FEDERAL 
OFFICE OR AGENCY; SCOPE OF A WAIVER. When the disclosure is 
made in a federal proceeding or to a federal office or agency and 
waives the attorney-client privilege or work-product protection, 
the waiver extends to an undisclosed communication or informa-
tion in a federal or state proceeding only if: 

(1) the waiver is intentional; 
(2) the disclosed and undisclosed communications or infor-

mation concern the same subject matter; and 
(3) they ought in fairness to be considered together. 

(b) INADVERTENT DISCLOSURE. When made in a federal proceeding 
or to a federal office or agency, the disclosure does not operate as 
a waiver in a federal or state proceeding if: 

(1) the disclosure is inadvertent; 
(2) the holder of the privilege or protection took reasonable 

steps to prevent disclosure; and 
(3) the holder promptly took reasonable steps to rectify the 

error, including (if applicable) following Federal Rule of Civil 
Procedure 26(b)(5)(B). 
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(c) DISCLOSURE MADE IN A STATE PROCEEDING. When the disclo-
sure is made in a state proceeding and is not the subject of a 
state-court order concerning waiver, the disclosure does not oper-
ate as a waiver in a federal proceeding if the disclosure: 

(1) would not be a waiver under this rule if it had been made 
in a federal proceeding; or 

(2) is not a waiver under the law of the state where the dis-
closure occurred. 

(d) CONTROLLING EFFECT OF A COURT ORDER. A federal court may 
order that the privilege or protection is not waived by disclosure 
connected with the litigation pending before the court—in which 
event the disclosure is also not a waiver in any other federal or 
state proceeding. 

(e) CONTROLLING EFFECT OF A PARTY AGREEMENT. An agreement 
on the effect of disclosure in a federal proceeding is binding only 
on the parties to the agreement, unless it is incorporated into a 
court order. 

(f) CONTROLLING EFFECT OF THIS RULE. Notwithstanding Rules 
101 and 1101, this rule applies to state proceedings and to federal 
court-annexed and federal court-mandated arbitration proceed-
ings, in the circumstances set out in the rule. And notwithstand-
ing Rule 501, this rule applies even if state law provides the rule 
of decision. 

(g) DEFINITIONS. In this rule: 
(1) ‘‘attorney-client privilege’’ means the protection that ap-

plicable law provides for confidential attorney-client commu-
nications; and 

(2) ‘‘work-product protection’’ means the protection that ap-
plicable law provides for tangible material (or its intangible 
equivalent) prepared in anticipation of litigation or for trial. 

(As added Pub. L. 110–322, § 1(a), Sept. 19, 2008, 122 Stat. 3537; 
amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

ARTICLE VI. WITNESSES 

Rule 601. Competency to Testify in General 
Every person is competent to be a witness unless these rules 

provide otherwise. But in a civil case, state law governs the 
witness’s competency regarding a claim or defense for which state 
law supplies the rule of decision. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 602. Need for Personal Knowledge 
A witness may testify to a matter only if evidence is introduced 

sufficient to support a finding that the witness has personal 
knowledge of the matter. Evidence to prove personal knowledge 
may consist of the witness’s own testimony. This rule does not 
apply to a witness’s expert testimony under Rule 703. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 25, 1988, eff. Nov. 
1, 1988; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 603. Oath or Affirmation to Testify Truthfully 
Before testifying, a witness must give an oath or affirmation to 

testify truthfully. It must be in a form designed to impress that 
duty on the witness’s conscience. 
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(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 604. Interpreter 
An interpreter must be qualified and must give an oath or affir-

mation to make a true translation. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 605. Judge’s Competency as a Witness 
The presiding judge may not testify as a witness at the trial. A 

party need not object to preserve the issue. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 606. Juror’s Competency as a Witness 
(a) AT THE TRIAL. A juror may not testify as a witness before the 

other jurors at the trial. If a juror is called to testify, the court 
must give a party an opportunity to object outside the jury’s pres-
ence. 

(b) DURING AN INQUIRY INTO THE VALIDITY OF A VERDICT OR IN-
DICTMENT. 

(1) Prohibited Testimony or Other Evidence. During an inquiry 
into the validity of a verdict or indictment, a juror may not 
testify about any statement made or incident that occurred 
during the jury’s deliberations; the effect of anything on that 
juror’s or another juror’s vote; or any juror’s mental processes 
concerning the verdict or indictment. The court may not re-
ceive a juror’s affidavit or evidence of a juror’s statement on 
these matters. 

(2) Exceptions. A juror may testify about whether: 
(A) extraneous prejudicial information was improperly 

brought to the jury’s attention; 
(B) an outside influence was improperly brought to bear 

on any juror; or 
(C) a mistake was made in entering the verdict on the 

verdict form. 

(As amended Pub. L. 94–149, § 1(10), Dec. 12, 1975, 89 Stat. 805; Mar. 
2, 1987, eff. Oct. 1, 1987; Apr. 12, 2006, eff. Dec. 1, 2006; Apr. 26, 2011, 
eff. Dec. 1, 2011.) 

Rule 607. Who May Impeach a Witness 
Any party, including the party that called the witness, may at-

tack the witness’s credibility. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 608. A Witness’s Character for Truthfulness or Untruthfulness 
(a) REPUTATION OR OPINION EVIDENCE. A witness’s credibility 

may be attacked or supported by testimony about the witness’s 
reputation for having a character for truthfulness or untruthful-
ness, or by testimony in the form of an opinion about that char-
acter. But evidence of truthful character is admissible only after 
the witness’s character for truthfulness has been attacked. 



12 Rule 609 FEDERAL RULES OF EVIDENCE 

(b) SPECIFIC INSTANCES OF CONDUCT. Except for a criminal con-
viction under Rule 609, extrinsic evidence is not admissible to 
prove specific instances of a witness’s conduct in order to attack 
or support the witness’s character for truthfulness. But the court 
may, on cross-examination, allow them to be inquired into if they 
are probative of the character for truthfulness or untruthfulness 
of: 

(1) the witness; or 
(2) another witness whose character the witness being cross- 

examined has testified about. 
By testifying on another matter, a witness does not waive any 

privilege against self-incrimination for testimony that relates 
only to the witness’s character for truthfulness. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 25, 1988, eff. Nov. 
1, 1988; Mar. 27, 2003, eff. Dec. 1, 2003; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 609. Impeachment by Evidence of a Criminal Conviction 
(a) IN GENERAL. The following rules apply to attacking a 

witness’s character for truthfulness by evidence of a criminal con-
viction: 

(1) for a crime that, in the convicting jurisdiction, was pun-
ishable by death or by imprisonment for more than one year, 
the evidence: 

(A) must be admitted, subject to Rule 403, in a civil case 
or in a criminal case in which the witness is not a defend-
ant; and 

(B) must be admitted in a criminal case in which the 
witness is a defendant, if the probative value of the evi-
dence outweighs its prejudicial effect to that defendant; 
and 

(2) for any crime regardless of the punishment, the evidence 
must be admitted if the court can readily determine that es-
tablishing the elements of the crime required proving—or the 
witness’s admitting—a dishonest act or false statement. 

(b) LIMIT ON USING THE EVIDENCE AFTER 10 Years. This subdivi-
sion (b) applies if more than 10 years have passed since the 
witness’s conviction or release from confinement for it, whichever 
is later. Evidence of the conviction is admissible only if: 

(1) its probative value, supported by specific facts and cir-
cumstances, substantially outweighs its prejudicial effect; and 

(2) the proponent gives an adverse party reasonable written 
notice of the intent to use it so that the party has a fair op-
portunity to contest its use. 

(c) EFFECT OF A PARDON, ANNULMENT, OR CERTIFICATE OF REHA-
BILITATION. Evidence of a conviction is not admissible if: 

(1) the conviction has been the subject of a pardon, annul-
ment, certificate of rehabilitation, or other equivalent proce-
dure based on a finding that the person has been rehabilitated, 
and the person has not been convicted of a later crime punish-
able by death or by imprisonment for more than one year; or 

(2) the conviction has been the subject of a pardon, annul-
ment, or other equivalent procedure based on a finding of in-
nocence. 

(d) JUVENILE ADJUDICATIONS. Evidence of a juvenile adjudication 
is admissible under this rule only if: 
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(1) it is offered in a criminal case; 
(2) the adjudication was of a witness other than the defend-

ant; 
(3) an adult’s conviction for that offense would be admissible 

to attack the adult’s credibility; and 
(4) admitting the evidence is necessary to fairly determine 

guilt or innocence. 
(e) PENDENCY OF AN APPEAL. A conviction that satisfies this rule 

is admissible even if an appeal is pending. Evidence of the pend-
ency is also admissible. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Jan. 26, 1990, eff. Dec. 
1, 1990; Apr. 12, 2006, eff. Dec. 1, 2006; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 610. Religious Beliefs or Opinions 

Evidence of a witness’s religious beliefs or opinions is not admis-
sible to attack or support the witness’s credibility. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 611. Mode and Order of Examining Witnesses and Presenting 
Evidence 

(a) CONTROL BY THE COURT; PURPOSES. The court should exercise 
reasonable control over the mode and order of examining wit-
nesses and presenting evidence so as to: 

(1) make those procedures effective for determining the 
truth; 

(2) avoid wasting time; and 
(3) protect witnesses from harassment or undue embarrass-

ment. 
(b) SCOPE OF CROSS-EXAMINATION. Cross-examination should not 

go beyond the subject matter of the direct examination and mat-
ters affecting the witness’s credibility. The court may allow in-
quiry into additional matters as if on direct examination. 

(c) LEADING QUESTIONS. Leading questions should not be used on 
direct examination except as necessary to develop the witness’s 
testimony. Ordinarily, the court should allow leading questions: 

(1) on cross-examination; and 
(2) when a party calls a hostile witness, an adverse party, or 

a witness identified with an adverse party. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 612. Writing Used to Refresh a Witness’s Memory 

(a) SCOPE. This rule gives an adverse party certain options when 
a witness uses a writing to refresh memory: 

(1) while testifying; or 
(2) before testifying, if the court decides that justice re-

quires the party to have those options. 
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(b) ADVERSE PARTY’S OPTIONS; DELETING UNRELATED MATTER. 
Unless 18 U.S.C. § 3500 provides otherwise in a criminal case, an ad-
verse party is entitled to have the writing produced at the hear-
ing, to inspect it, to cross-examine the witness about it, and to in-
troduce in evidence any portion that relates to the witness’s testi-
mony. If the producing party claims that the writing includes un-
related matter, the court must examine the writing in camera, de-
lete any unrelated portion, and order that the rest be delivered to 
the adverse party. Any portion deleted over objection must be pre-
served for the record. 

(c) FAILURE TO PRODUCE OR DELIVER THE WRITING. If a writing is 
not produced or is not delivered as ordered, the court may issue 
any appropriate order. But if the prosecution does not comply in 
a criminal case, the court must strike the witness’s testimony 
or—if justice so requires—declare a mistrial. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 613. Witness’s Prior Statement 
(a) SHOWING OR DISCLOSING THE STATEMENT DURING EXAMINA-

TION. When examining a witness about the witness’s prior state-
ment, a party need not show it or disclose its contents to the wit-
ness. But the party must, on request, show it or disclose its con-
tents to an adverse party’s attorney. 

(b) EXTRINSIC EVIDENCE OF A PRIOR INCONSISTENT STATEMENT. 
Extrinsic evidence of a witness’s prior inconsistent statement is 
admissible only if the witness is given an opportunity to explain 
or deny the statement and an adverse party is given an oppor-
tunity to examine the witness about it, or if justice so requires. 
This subdivision (b) does not apply to an opposing party’s state-
ment under Rule 801(d)(2). 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 25, 1988, eff. Nov. 
1, 1988; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 614. Court’s Calling or Examining a Witness 
(a) CALLING. The court may call a witness on its own or at a par-

ty’s request. Each party is entitled to cross-examine the witness. 
(b) EXAMINING. The court may examine a witness regardless of 

who calls the witness. 
(c) OBJECTIONS. A party may object to the court’s calling or ex-

amining a witness either at that time or at the next opportunity 
when the jury is not present. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 615. Excluding Witnesses 
At a party’s request, the court must order witnesses excluded so 

that they cannot hear other witnesses’ testimony. Or the court 
may do so on its own. But this rule does not authorize excluding: 

(a) a party who is a natural person; 
(b) an officer or employee of a party that is not a natural 

person, after being designated as the party’s representative by 
its attorney; 

(c) a person whose presence a party shows to be essential to 
presenting the party’s claim or defense; or 
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(d) a person authorized by statute to be present. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 25, 1988, eff. Nov. 
1, 1988; Pub. L. 100–690, title VII, § 7075(a), Nov. 18, 1988, 102 Stat. 
4405; Apr. 24, 1998, eff. Dec. 1, 1998; Apr. 26, 2011, eff. Dec. 1, 2011.) 

ARTICLE VII. OPINIONS AND EXPERT TESTIMONY 

Rule 701. Opinion Testimony by Lay Witnesses 
If a witness is not testifying as an expert, testimony in the form 

of an opinion is limited to one that is: 
(a) rationally based on the witness’s perception; 
(b) helpful to clearly understanding the witness’s testimony 

or to determining a fact in issue; and 
(c) not based on scientific, technical, or other specialized 

knowledge within the scope of Rule 702. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 17, 2000, eff. Dec. 
1, 2000; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 702. Testimony by Expert Witnesses 
A witness who is qualified as an expert by knowledge, skill, ex-

perience, training, or education may testify in the form of an 
opinion or otherwise if: 

(a) the expert’s scientific, technical, or other specialized 
knowledge will help the trier of fact to understand the evi-
dence or to determine a fact in issue; 

(b) the testimony is based on sufficient facts or data; 
(c) the testimony is the product of reliable principles and 

methods; and 
(d) the expert has reliably applied the principles and meth-

ods to the facts of the case. 

(As amended Apr. 17, 2000, eff. Dec. 1, 2000; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 703. Bases of an Expert’s Opinion Testimony 
An expert may base an opinion on facts or data in the case that 

the expert has been made aware of or personally observed. If ex-
perts in the particular field would reasonably rely on those kinds 
of facts or data in forming an opinion on the subject, they need 
not be admissible for the opinion to be admitted. But if the facts 
or data would otherwise be inadmissible, the proponent of the 
opinion may disclose them to the jury only if their probative 
value in helping the jury evaluate the opinion substantially out-
weighs their prejudicial effect. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 17, 2000, eff. Dec. 
1, 2000; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 704. Opinion on an Ultimate Issue 
(a) IN GENERAL—NOT AUTOMATICALLY OBJECTIONABLE. An opin-

ion is not objectionable just because it embraces an ultimate 
issue. 

(b) EXCEPTION. In a criminal case, an expert witness must not 
state an opinion about whether the defendant did or did not have 
a mental state or condition that constitutes an element of the 
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crime charged or of a defense. Those matters are for the trier of 
fact alone. 

(As amended Pub. L. 98–473, title II, § 406, Oct. 12, 1984, 98 Stat. 
2067; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 705. Disclosing the Facts or Data Underlying an Expert’s 
Opinion 

Unless the court orders otherwise, an expert may state an opin-
ion—and give the reasons for it—without first testifying to the 
underlying facts or data. But the expert may be required to dis-
close those facts or data on cross-examination. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 22, 1993, eff. Dec. 
1, 1993; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 706. Court-Appointed Expert Witnesses 
(a) APPOINTMENT PROCESS. On a party’s motion or on its own, 

the court may order the parties to show cause why expert wit-
nesses should not be appointed and may ask the parties to submit 
nominations. The court may appoint any expert that the parties 
agree on and any of its own choosing. But the court may only ap-
point someone who consents to act. 

(b) EXPERT’S ROLE. The court must inform the expert of the ex-
pert’s duties. The court may do so in writing and have a copy filed 
with the clerk or may do so orally at a conference in which the 
parties have an opportunity to participate. The expert: 

(1) must advise the parties of any findings the expert makes; 
(2) may be deposed by any party; 
(3) may be called to testify by the court or any party; and 
(4) may be cross-examined by any party, including the party 

that called the expert. 
(c) COMPENSATION. The expert is entitled to a reasonable com-

pensation, as set by the court. The compensation is payable as fol-
lows: 

(1) in a criminal case or in a civil case involving just com-
pensation under the Fifth Amendment, from any funds that 
are provided by law; and 

(2) in any other civil case, by the parties in the proportion 
and at the time that the court directs—and the compensation 
is then charged like other costs. 

(d) DISCLOSING THE APPOINTMENT TO THE JURY. The court may 
authorize disclosure to the jury that the court appointed the ex-
pert. 

(e) PARTIES’ CHOICE OF THEIR OWN EXPERTS. This rule does not 
limit a party in calling its own experts. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

ARTICLE VIII. HEARSAY 

Rule 801. Definitions That Apply to This Article; Exclusions from 
Hearsay 

(a) STATEMENT. ‘‘Statement’’ means a person’s oral assertion, 
written assertion, or nonverbal conduct, if the person intended it 
as an assertion. 
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(b) DECLARANT. ‘‘Declarant’’ means the person who made the 
statement. 

(c) HEARSAY. ‘‘Hearsay’’ means a statement that: 
(1) the declarant does not make while testifying at the cur-

rent trial or hearing; and 
(2) a party offers in evidence to prove the truth of the matter 

asserted in the statement. 
(d) STATEMENTS THAT ARE NOT HEARSAY. A statement that 

meets the following conditions is not hearsay: 
(1) A Declarant-Witness’s Prior Statement. The declarant testi-

fies and is subject to cross-examination about a prior state-
ment, and the statement: 

(A) is inconsistent with the declarant’s testimony and 
was given under penalty of perjury at a trial, hearing, or 
other proceeding or in a deposition; 

(B) is consistent with the declarant’s testimony and is 
offered: 

(i) to rebut an express or implied charge that the de-
clarant recently fabricated it or acted from a recent 
improper influence or motive in so testifying; or 

(ii) to rehabilitate the declarant’s credibility as a 
witness when attacked on another ground; or 

(C) identifies a person as someone the declarant per-
ceived earlier. 

(2) An Opposing Party’s Statement. The statement is offered 
against an opposing party and: 

(A) was made by the party in an individual or represent-
ative capacity; 

(B) is one the party manifested that it adopted or be-
lieved to be true; 

(C) was made by a person whom the party authorized to 
make a statement on the subject; 

(D) was made by the party’s agent or employee on a mat-
ter within the scope of that relationship and while it ex-
isted; or 

(E) was made by the party’s coconspirator during and in 
furtherance of the conspiracy. 

The statement must be considered but does not by itself es-
tablish the declarant’s authority under (C); the existence or 
scope of the relationship under (D); or the existence of the 
conspiracy or participation in it under (E). 

(As amended Pub. L. 94–113, § 1, Oct. 16, 1975, 89 Stat. 576, eff. Oct. 
31, 1975; Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 11, 1997, eff. Dec. 1, 1997; 
Apr. 26, 2011, eff. Dec. 1, 2011; Apr. 25, 2014, eff. Dec. 1, 2014.) 

Rule 802. The Rule Against Hearsay 

Hearsay is not admissible unless any of the following provides 
otherwise: 

• a federal statute; 
• these rules; or 
• other rules prescribed by the Supreme Court. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 
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Rule 803. Exceptions to the Rule Against Hearsay—Regardless of 
Whether the Declarant Is Available as a Witness 

The following are not excluded by the rule against hearsay, re-
gardless of whether the declarant is available as a witness: 

(1) Present Sense Impression. A statement describing or ex-
plaining an event or condition, made while or immediately 
after the declarant perceived it. 

(2) Excited Utterance. A statement relating to a startling 
event or condition, made while the declarant was under the 
stress of excitement that it caused. 

(3) Then-Existing Mental, Emotional, or Physical Condition. A 
statement of the declarant’s then-existing state of mind (such 
as motive, intent, or plan) or emotional, sensory, or physical 
condition (such as mental feeling, pain, or bodily health), but 
not including a statement of memory or belief to prove the 
fact remembered or believed unless it relates to the validity or 
terms of the declarant’s will. 

(4) Statement Made for Medical Diagnosis or Treatment. A 
statement that: 

(A) is made for—and is reasonably pertinent to—medical 
diagnosis or treatment; and 

(B) describes medical history; past or present symptoms 
or sensations; their inception; or their general cause. 

(5) Recorded Recollection. A record that: 
(A) is on a matter the witness once knew about but now 

cannot recall well enough to testify fully and accurately; 
(B) was made or adopted by the witness when the matter 

was fresh in the witness’s memory; and 
(C) accurately reflects the witness’s knowledge. 

If admitted, the record may be read into evidence but may 
be received as an exhibit only if offered by an adverse party. 

(6) Records of a Regularly Conducted Activity. A record of an 
act, event, condition, opinion, or diagnosis if: 

(A) the record was made at or near the time by—or from 
information transmitted by—someone with knowledge; 

(B) the record was kept in the course of a regularly con-
ducted activity of a business, organization, occupation, or 
calling, whether or not for profit; 

(C) making the record was a regular practice of that ac-
tivity; 

(D) all these conditions are shown by the testimony of 
the custodian or another qualified witness, or by a certifi-
cation that complies with Rule 902(11) or (12) or with a 
statute permitting certification; and 

(E) the opponent does not show that the source of infor-
mation or the method or circumstances of preparation in-
dicate a lack of trustworthiness. 

(7) Absence of a Record of a Regularly Conducted Activity. Evi-
dence that a matter is not included in a record described in 
paragraph (6) if: 

(A) the evidence is admitted to prove that the matter did 
not occur or exist; 

(B) a record was regularly kept for a matter of that kind; 
and 
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(C) the opponent does not show that the possible source 
of the information or other circumstances indicate a lack 
of trustworthiness. 

(8) Public Records. A record or statement of a public office if: 
(A) it sets out: 

(i) the office’s activities; 
(ii) a matter observed while under a legal duty to re-

port, but not including, in a criminal case, a matter 
observed by law-enforcement personnel; or 

(iii) in a civil case or against the government in a 
criminal case, factual findings from a legally author-
ized investigation; and 

(B) the opponent does not show that the source of infor-
mation or other circumstances indicate a lack of trust-
worthiness. 

(9) Public Records of Vital Statistics. A record of a birth, death, 
or marriage, if reported to a public office in accordance with 
a legal duty. 

(10) Absence of a Public Record. Testimony—or a certification 
under Rule 902—that a diligent search failed to disclose a pub-
lic record or statement if: 

(A) the testimony or certification is admitted to prove 
that 

(i) the record or statement does not exist; or 
(ii) a matter did not occur or exist, if a public office 

regularly kept a record or statement for a matter of 
that kind; and 

(B) in a criminal case, a prosecutor who intends to offer 
a certification provides written notice of that intent at 
least 14 days before trial, and the defendant does not ob-
ject in writing within 7 days of receiving the notice—un-
less the court sets a different time for the notice or the ob-
jection. 

(11) Records of Religious Organizations Concerning Personal or 
Family History. A statement of birth, legitimacy, ancestry, 
marriage, divorce, death, relationship by blood or marriage, or 
similar facts of personal or family history, contained in a reg-
ularly kept record of a religious organization. 

(12) Certificates of Marriage, Baptism, and Similar Ceremonies. A 
statement of fact contained in a certificate: 

(A) made by a person who is authorized by a religious or-
ganization or by law to perform the act certified; 

(B) attesting that the person performed a marriage or 
similar ceremony or administered a sacrament; and 

(C) purporting to have been issued at the time of the act 
or within a reasonable time after it. 

(13) Family Records. A statement of fact about personal or 
family history contained in a family record, such as a Bible, 
genealogy, chart, engraving on a ring, inscription on a por-
trait, or engraving on an urn or burial marker. 

(14) Records of Documents That Affect an Interest in Property. 
The record of a document that purports to establish or affect 
an interest in property if: 

(A) the record is admitted to prove the content of the 
original recorded document, along with its signing and its 
delivery by each person who purports to have signed it; 
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(B) the record is kept in a public office; and 
(C) a statute authorizes recording documents of that 

kind in that office. 
(15) Statements in Documents That Affect an Interest in Prop-

erty. A statement contained in a document that purports to es-
tablish or affect an interest in property if the matter stated 
was relevant to the document’s purpose—unless later dealings 
with the property are inconsistent with the truth of the state-
ment or the purport of the document. 

(16) Statements in Ancient Documents. A statement in a docu-
ment that was prepared before January 1, 1998, and whose au-
thenticity is established. 

(17) Market Reports and Similar Commercial Publications. Mar-
ket quotations, lists, directories, or other compilations that 
are generally relied on by the public or by persons in particu-
lar occupations. 

(18) Statements in Learned Treatises, Periodicals, or Pamphlets. 
A statement contained in a treatise, periodical, or pamphlet 
if: 

(A) the statement is called to the attention of an expert 
witness on cross-examination or relied on by the expert on 
direct examination; and 

(B) the publication is established as a reliable authority 
by the expert’s admission or testimony, by another ex-
pert’s testimony, or by judicial notice. 

If admitted, the statement may be read into evidence but 
not received as an exhibit. 

(19) Reputation Concerning Personal or Family History. A rep-
utation among a person’s family by blood, adoption, or mar-
riage—or among a person’s associates or in the community— 
concerning the person’s birth, adoption, legitimacy, ancestry, 
marriage, divorce, death, relationship by blood, adoption, or 
marriage, or similar facts of personal or family history. 

(20) Reputation Concerning Boundaries or General History. A 
reputation in a community—arising before the controversy— 
concerning boundaries of land in the community or customs 
that affect the land, or concerning general historical events 
important to that community, state, or nation. 

(21) Reputation Concerning Character. A reputation among a 
person’s associates or in the community concerning the per-
son’s character. 

(22) Judgment of a Previous Conviction. Evidence of a final 
judgment of conviction if: 

(A) the judgment was entered after a trial or guilty plea, 
but not a nolo contendere plea; 

(B) the conviction was for a crime punishable by death 
or by imprisonment for more than a year; 

(C) the evidence is admitted to prove any fact essential 
to the judgment; and 

(D) when offered by the prosecutor in a criminal case for 
a purpose other than impeachment, the judgment was 
against the defendant. 

The pendency of an appeal may be shown but does not affect 
admissibility. 

(23) Judgments Involving Personal, Family, or General History, 
or a Boundary. A judgment that is admitted to prove a matter 
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of personal, family, or general history, or boundaries, if the 
matter: 

(A) was essential to the judgment; and 
(B) could be proved by evidence of reputation. 

(24) [Other Exceptions.] [Transferred to Rule 807.] 

(As amended Pub. L. 94–149, § 1(11), Dec. 12, 1975, 89 Stat. 805; Mar. 
2, 1987, eff. Oct. 1, 1987; Apr. 11, 1997, eff. Dec. 1, 1997; Apr. 17, 2000, 
eff. Dec. 1, 2000; Apr. 26, 2011, eff. Dec. 1, 2011; Apr. 13, 2013, eff. Dec. 
1, 2013; Apr. 25, 2014, eff. Dec. 1, 2014; Apr. 27, 2017, eff. Dec. 1, 2017.) 

Rule 804. Exceptions to the Rule Against Hearsay—When the De-
clarant Is Unavailable as a Witness 

(a) CRITERIA FOR BEING UNAVAILABLE. A declarant is considered 
to be unavailable as a witness if the declarant: 

(1) is exempted from testifying about the subject matter of 
the declarant’s statement because the court rules that a privi-
lege applies; 

(2) refuses to testify about the subject matter despite a 
court order to do so; 

(3) testifies to not remembering the subject matter; 
(4) cannot be present or testify at the trial or hearing be-

cause of death or a then-existing infirmity, physical illness, or 
mental illness; or 

(5) is absent from the trial or hearing and the statement’s 
proponent has not been able, by process or other reasonable 
means, to procure: 

(A) the declarant’s attendance, in the case of a hearsay 
exception under Rule 804(b)(1) or (6); or 

(B) the declarant’s attendance or testimony, in the case 
of a hearsay exception under Rule 804(b)(2), (3), or (4). 

But this subdivision (a) does not apply if the statement’s 
proponent procured or wrongfully caused the declarant’s un-
availability as a witness in order to prevent the declarant 
from attending or testifying. 

(b) THE EXCEPTIONS. The following are not excluded by the rule 
against hearsay if the declarant is unavailable as a witness: 

(1) Former Testimony. Testimony that: 
(A) was given as a witness at a trial, hearing, or lawful 

deposition, whether given during the current proceeding or 
a different one; and 

(B) is now offered against a party who had—or, in a civil 
case, whose predecessor in interest had—an opportunity 
and similar motive to develop it by direct, cross-, or redi-
rect examination. 

(2) Statement Under the Belief of Imminent Death. In a prosecu-
tion for homicide or in a civil case, a statement that the de-
clarant, while believing the declarant’s death to be imminent, 
made about its cause or circumstances. 

(3) Statement Against Interest. A statement that: 
(A) a reasonable person in the declarant’s position would 

have made only if the person believed it to be true be-
cause, when made, it was so contrary to the declarant’s 
proprietary or pecuniary interest or had so great a tend-
ency to invalidate the declarant’s claim against someone 
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else or to expose the declarant to civil or criminal liabil-
ity; and 

(B) is supported by corroborating circumstances that 
clearly indicate its trustworthiness, if it is offered in a 
criminal case as one that tends to expose the declarant to 
criminal liability. 

(4) Statement of Personal or Family History. A statement 
about: 

(A) the declarant’s own birth, adoption, legitimacy, an-
cestry, marriage, divorce, relationship by blood, adoption, 
or marriage, or similar facts of personal or family history, 
even though the declarant had no way of acquiring per-
sonal knowledge about that fact; or 

(B) another person concerning any of these facts, as well 
as death, if the declarant was related to the person by 
blood, adoption, or marriage or was so intimately associ-
ated with the person’s family that the declarant’s informa-
tion is likely to be accurate. 

(5) [Other Exceptions.] [Transferred to Rule 807.] 
(6) Statement Offered Against a Party That Wrongfully Caused 

the Declarant’s Unavailability. A statement offered against a 
party that wrongfully caused—or acquiesced in wrongfully 
causing—the declarant’s unavailability as a witness, and did 
so intending that result. 

(As amended Dec. 12, 1975; Mar. 2, 1987, eff. Oct. 1, 1987; Nov. 18, 
1988; Apr. 11, 1997, eff. Dec. 1, 1997; Apr. 28, 2010, eff. Dec. 1, 2010; 
Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 805. Hearsay Within Hearsay 
Hearsay within hearsay is not excluded by the rule against hear-

say if each part of the combined statements conforms with an ex-
ception to the rule. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 806. Attacking and Supporting the Declarant’s Credibility 

When a hearsay statement—or a statement described in Rule 
801(d)(2)(C), (D), or (E)—has been admitted in evidence, the declar-
ant’s credibility may be attacked, and then supported, by any evi-
dence that would be admissible for those purposes if the declarant 
had testified as a witness. The court may admit evidence of the 
declarant’s inconsistent statement or conduct, regardless of when 
it occurred or whether the declarant had an opportunity to ex-
plain or deny it. If the party against whom the statement was ad-
mitted calls the declarant as a witness, the party may examine 
the declarant on the statement as if on cross-examination. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 11, 1997, eff. Dec. 
1, 1997; Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 807. Residual Exception 

(a) IN GENERAL. Under the following conditions, a hearsay state-
ment is not excluded by the rule against hearsay even if the state-
ment is not admissible under a hearsay exception in Rule 803 or 
804: 
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(1) the statement is supported by sufficient guarantees of 
trustworthiness—after considering the totality of circum-
stances under which it was made and evidence, if any, corrobo-
rating the statement; and 

(2) it is more probative on the point for which it is offered 
than any other evidence that the proponent can obtain 
through reasonable efforts. 

(b) NOTICE. The statement is admissible only if the proponent 
gives an adverse party reasonable notice of the intent to offer the 
statement—including its substance and the declarant’s name—so 
that the party has a fair opportunity to meet it. The notice must 
be provided in writing before the trial or hearing—or in any form 
during the trial or hearing if the court, for good cause, excuses a 
lack of earlier notice. 

(Added Apr. 11, 1997, eff. Dec. 1, 1997; amended Apr. 26, 2011, eff. 
Dec. 1, 2011; Apr. 25, 2019, eff. Dec. 1, 2019.) 

ARTICLE IX. AUTHENTICATION AND IDENTIFICATION 

Rule 901. Authenticating or Identifying Evidence 
(a) IN GENERAL. To satisfy the requirement of authenticating or 

identifying an item of evidence, the proponent must produce evi-
dence sufficient to support a finding that the item is what the pro-
ponent claims it is. 

(b) EXAMPLES. The following are examples only—not a complete 
list—of evidence that satisfies the requirement: 

(1) Testimony of a Witness with Knowledge. Testimony that an 
item is what it is claimed to be. 

(2) Nonexpert Opinion About Handwriting. A nonexpert’s opin-
ion that handwriting is genuine, based on a familiarity with it 
that was not acquired for the current litigation. 

(3) Comparison by an Expert Witness or the Trier of Fact. A 
comparison with an authenticated specimen by an expert wit-
ness or the trier of fact. 

(4) Distinctive Characteristics and the Like. The appearance, 
contents, substance, internal patterns, or other distinctive 
characteristics of the item, taken together with all the cir-
cumstances. 

(5) Opinion About a Voice. An opinion identifying a person’s 
voice—whether heard firsthand or through mechanical or elec-
tronic transmission or recording—based on hearing the voice 
at any time under circumstances that connect it with the al-
leged speaker. 

(6) Evidence About a Telephone Conversation. For a telephone 
conversation, evidence that a call was made to the number as-
signed at the time to: 

(A) a particular person, if circumstances, including self- 
identification, show that the person answering was the one 
called; or 

(B) a particular business, if the call was made to a busi-
ness and the call related to business reasonably transacted 
over the telephone. 

(7) Evidence About Public Records. Evidence that: 
(A) a document was recorded or filed in a public office as 

authorized by law; or 
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(B) a purported public record or statement is from the 
office where items of this kind are kept. 

(8) Evidence About Ancient Documents or Data Compilations. 
For a document or data compilation, evidence that it: 

(A) is in a condition that creates no suspicion about its 
authenticity; 

(B) was in a place where, if authentic, it would likely be; 
and 

(C) is at least 20 years old when offered. 
(9) Evidence About a Process or System. Evidence describing a 

process or system and showing that it produces an accurate re-
sult. 

(10) Methods Provided by a Statute or Rule. Any method of au-
thentication or identification allowed by a federal statute or 
a rule prescribed by the Supreme Court. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 902. Evidence That Is Self-Authenticating 
The following items of evidence are self-authenticating; they re-

quire no extrinsic evidence of authenticity in order to be admit-
ted: 

(1) Domestic Public Documents That Are Sealed and Signed. A 
document that bears: 

(A) a seal purporting to be that of the United States; any 
state, district, commonwealth, territory, or insular posses-
sion of the United States; the former Panama Canal Zone; 
the Trust Territory of the Pacific Islands; a political sub-
division of any of these entities; or a department, agency, 
or officer of any entity named above; and 

(B) a signature purporting to be an execution or attesta-
tion. 

(2) Domestic Public Documents That Are Not Sealed but Are 
Signed and Certified. A document that bears no seal if: 

(A) it bears the signature of an officer or employee of an 
entity named in Rule 902(1)(A); and 

(B) another public officer who has a seal and official du-
ties within that same entity certifies under seal—or its 
equivalent—that the signer has the official capacity and 
that the signature is genuine. 

(3) Foreign Public Documents. A document that purports to be 
signed or attested by a person who is authorized by a foreign 
country’s law to do so. The document must be accompanied by 
a final certification that certifies the genuineness of the sig-
nature and official position of the signer or attester—or of any 
foreign official whose certificate of genuineness relates to the 
signature or attestation or is in a chain of certificates of genu-
ineness relating to the signature or attestation. The certifi-
cation may be made by a secretary of a United States embassy 
or legation; by a consul general, vice consul, or consular agent 
of the United States; or by a diplomatic or consular official of 
the foreign country assigned or accredited to the United 
States. If all parties have been given a reasonable opportunity 
to investigate the document’s authenticity and accuracy, the 
court may, for good cause, either: 
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(A) order that it be treated as presumptively authentic 
without final certification; or 

(B) allow it to be evidenced by an attested summary 
with or without final certification. 

(4) Certified Copies of Public Records. A copy of an official 
record—or a copy of a document that was recorded or filed in 
a public office as authorized by law—if the copy is certified as 
correct by: 

(A) the custodian or another person authorized to make 
the certification; or 

(B) a certificate that complies with Rule 902(1), (2), or (3), 
a federal statute, or a rule prescribed by the Supreme 
Court. 

(5) Official Publications. A book, pamphlet, or other publica-
tion purporting to be issued by a public authority. 

(6) Newspapers and Periodicals. Printed material purporting 
to be a newspaper or periodical. 

(7) Trade Inscriptions and the Like. An inscription, sign, tag, 
or label purporting to have been affixed in the course of busi-
ness and indicating origin, ownership, or control. 

(8) Acknowledged Documents. A document accompanied by a 
certificate of acknowledgment that is lawfully executed by a 
notary public or another officer who is authorized to take ac-
knowledgments. 

(9) Commercial Paper and Related Documents. Commercial 
paper, a signature on it, and related documents, to the extent 
allowed by general commercial law. 

(10) Presumptions Under a Federal Statute. A signature, docu-
ment, or anything else that a federal statute declares to be 
presumptively or prima facie genuine or authentic. 

(11) Certified Domestic Records of a Regularly Conducted Activ-
ity. The original or a copy of a domestic record that meets the 
requirements of Rule 803(6)(A)–(C), as shown by a certification 
of the custodian or another qualified person that complies 
with a federal statute or a rule prescribed by the Supreme 
Court. Before the trial or hearing, the proponent must give an 
adverse party reasonable written notice of the intent to offer 
the record—and must make the record and certification avail-
able for inspection—so that the party has a fair opportunity to 
challenge them. 

(12) Certified Foreign Records of a Regularly Conducted Activity. 
In a civil case, the original or a copy of a foreign record that 
meets the requirements of Rule 902(11), modified as follows: 
the certification, rather than complying with a federal statute 
or Supreme Court rule, must be signed in a manner that, if 
falsely made, would subject the maker to a criminal penalty 
in the country where the certification is signed. The pro-
ponent must also meet the notice requirements of Rule 902(11). 

(13) Certified Records Generated by an Electronic Process or Sys-
tem. A record generated by an electronic process or system 
that produces an accurate result, as shown by a certification 
of a qualified person that complies with the certification re-
quirements of Rule 902(11) or (12). The proponent must also 
meet the notice requirements of Rule 902(11). 

(14) Certified Data Copied from an Electronic Device, Storage 
Medium, or File. Data copied from an electronic device, storage 
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(a) all the originals are lost or destroyed, and not by the pro-
ponent acting in bad faith; 

(b) an original cannot be obtained by any available judicial 
process; 

(c) the party against whom the original would be offered had 
control of the original; was at that time put on notice, by 
pleadings or otherwise, that the original would be a subject of 
proof at the trial or hearing; and fails to produce it at the trial 
or hearing; or 

(d) the writing, recording, or photograph is not closely relat-
ed to a controlling issue. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 1005. Copies of Public Records to Prove Content 
The proponent may use a copy to prove the content of an official 

record—or of a document that was recorded or filed in a public of-
fice as authorized by law—if these conditions are met: the record 
or document is otherwise admissible; and the copy is certified as 
correct in accordance with Rule 902(4) or is testified to be correct 
by a witness who has compared it with the original. If no such 
copy can be obtained by reasonable diligence, then the proponent 
may use other evidence to prove the content. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 1006. Summaries to Prove Content 
The proponent may use a summary, chart, or calculation to 

prove the content of voluminous writings, recordings, or photo-
graphs that cannot be conveniently examined in court. The pro-
ponent must make the originals or duplicates available for exam-
ination or copying, or both, by other parties at a reasonable time 
and place. And the court may order the proponent to produce 
them in court. 

(As amended Apr. 26, 2011, eff. Dec. 1, 2011.) 

Rule 1007. Testimony or Statement of a Party to Prove Content 
The proponent may prove the content of a writing, recording, or 

photograph by the testimony, deposition, or written statement of 
the party against whom the evidence is offered. The proponent 
need not account for the original. 

(As amended Mar. 2, 1987, eff. Oct. 1, 1987; Apr. 26, 2011, eff. Dec. 
1, 2011.) 

Rule 1008. Functions of the Court and Jury 
Ordinarily, the court determines whether the proponent has ful-

filled the factual conditions for admitting other evidence of the 
content of a writing, recording, or photograph under Rule 1004 or 
1005. But in a jury trial, the jury determines—in accordance with 
Rule 104(b)—any issue about whether: 

(a) an asserted writing, recording, or photograph ever ex-
isted; 

(b) another one produced at the trial or hearing is the origi-
nal; or 



 
 

Violence Against Women Reauthorization Act 



S. 47

One Hundred Thirteenth Congress
of the

United States of America 
AT THE FIRST SESSION 

Begun and held at the City of Washington on Thursday, 
the third day of January, two thousand and thirteen 

An Act 
To reauthorize the Violence Against Women Act of 1994.

Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Violence Against Women 
Reauthorization Act of 2013’’. 
SEC. 2. TABLE OF CONTENTS. 

The table of contents for this Act is as follows:

Sec. 1. Short title. 
Sec. 2. Table of contents. 
Sec. 3. Universal definitions and grant conditions. 
Sec. 4. Effective date. 

TITLE I—ENHANCING JUDICIAL AND LAW ENFORCEMENT TOOLS TO 
COMBAT VIOLENCE AGAINST WOMEN 

Sec. 101. Stop grants. 
Sec. 102. Grants to encourage arrest policies and enforcement of protection orders. 
Sec. 103. Legal assistance for victims. 
Sec. 104. Consolidation of grants to support families in the justice system. 
Sec. 105. Sex offender management. 
Sec. 106. Court-appointed special advocate program. 
Sec. 107. Criminal provision relating to stalking, including cyberstalking. 
Sec. 108. Outreach and services to underserved populations grant. 
Sec. 109. Culturally specific services grant. 

TITLE II—IMPROVING SERVICES FOR VICTIMS OF DOMESTIC VIOLENCE, 
DATING VIOLENCE, SEXUAL ASSAULT, AND STALKING 

Sec. 201. Sexual assault services program. 
Sec. 202. Rural domestic violence, dating violence, sexual assault, stalking, and 

child abuse enforcement assistance. 
Sec. 203. Training and services to end violence against women with disabilities 

grants. 
Sec. 204. Enhanced training and services to end abuse in later life. 

TITLE III—SERVICES, PROTECTION, AND JUSTICE FOR YOUNG VICTIMS OF 
VIOLENCE 

Sec. 301. Rape prevention and education grant. 
Sec. 302. Creating hope through outreach, options, services, and education for chil-

dren and youth. 
Sec. 303. Grants to combat violent crimes on campuses. 
Sec. 304. Campus sexual violence, domestic violence, dating violence, and stalking 

education and prevention. 

TITLE IV—VIOLENCE REDUCTION PRACTICES 

Sec. 401. Study conducted by the centers for disease control and prevention. 
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Sec. 402. Saving money and reducing tragedies through prevention grants. 

TITLE V—STRENGTHENING THE HEALTHCARE SYSTEM’S RESPONSE TO 
DOMESTIC VIOLENCE, DATING VIOLENCE, SEXUAL ASSAULT, AND 
STALKING 

Sec. 501. Consolidation of grants to strengthen the healthcare system’s response to 
domestic violence, dating violence, sexual assault, and stalking. 

TITLE VI—SAFE HOMES FOR VICTIMS OF DOMESTIC VIOLENCE, DATING 
VIOLENCE, SEXUAL ASSAULT, AND STALKING 

Sec. 601. Housing protections for victims of domestic violence, dating violence, sex-
ual assault, and stalking. 

Sec. 602. Transitional housing assistance grants for victims of domestic violence, 
dating violence, sexual assault, and stalking. 

Sec. 603. Addressing the housing needs of victims of domestic violence, dating vio-
lence, sexual assault, and stalking. 

TITLE VII—ECONOMIC SECURITY FOR VICTIMS OF VIOLENCE 
Sec. 701. National Resource Center on Workplace Responses to assist victims of do-

mestic and sexual violence. 

TITLE VIII—PROTECTION OF BATTERED IMMIGRANTS 
Sec. 801. U nonimmigrant definition. 
Sec. 802. Annual report on immigration applications made by victims of abuse. 
Sec. 803. Protection for children of VAWA self-petitioners. 
Sec. 804. Public charge. 
Sec. 805. Requirements applicable to U visas. 
Sec. 806. Hardship waivers. 
Sec. 807. Protections for a fiancée or fiancé of a citizen. 
Sec. 808. Regulation of international marriage brokers. 
Sec. 809. Eligibility of crime and trafficking victims in the Commonwealth of the 

Northern Mariana Islands to adjust status. 
Sec. 810. Disclosure of information for national security purposes. 

TITLE IX—SAFETY FOR INDIAN WOMEN 
Sec. 901. Grants to Indian tribal governments. 
Sec. 902. Grants to Indian tribal coalitions. 
Sec. 903. Consultation. 
Sec. 904. Tribal jurisdiction over crimes of domestic violence. 
Sec. 905. Tribal protection orders. 
Sec. 906. Amendments to the Federal assault statute. 
Sec. 907. Analysis and research on violence against Indian women. 
Sec. 908. Effective dates; pilot project. 
Sec. 909. Indian law and order commission; Report on the Alaska Rural Justice and 

Law Enforcement Commission. 
Sec. 910. Special rule for the State of Alaska. 

TITLE X—SAFER ACT 
Sec. 1001. Short title. 
Sec. 1002. Debbie Smith grants for auditing sexual assault evidence backlogs. 
Sec. 1003. Reports to Congress. 
Sec. 1004. Reducing the rape kit backlog. 
Sec. 1005. Oversight and accountability. 
Sec. 1006. Sunset. 

TITLE XI—OTHER MATTERS 
Sec. 1101. Sexual abuse in custodial settings. 
Sec. 1102. Anonymous online harassment. 
Sec. 1103. Stalker database. 
Sec. 1104. Federal victim assistants reauthorization. 
Sec. 1105. Child abuse training programs for judicial personnel and practitioners 

reauthorization. 

TITLE XII—TRAFFICKING VICTIMS PROTECTION 

Subtitle A—Combating International Trafficking in Persons 
Sec. 1201. Regional strategies for combating trafficking in persons. 
Sec. 1202. Partnerships against significant trafficking in persons. 
Sec. 1203. Protection and assistance for victims of trafficking. 
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Sec. 1204. Minimum standards for the elimination of trafficking. 
Sec. 1205. Best practices in trafficking in persons eradication. 
Sec. 1206. Protections for domestic workers and other nonimmigrants. 
Sec. 1207. Prevention of child marriage. 
Sec. 1208. Child soldiers. 

Subtitle B—Combating Trafficking in Persons in the United States 

PART I—PENALTIES AGAINST TRAFFICKERS AND OTHER CRIMES 
Sec. 1211. Criminal trafficking offenses. 
Sec. 1212. Civil remedies; clarifying definition. 

PART II—ENSURING AVAILABILITY OF POSSIBLE WITNESSES AND INFORMANTS 
Sec. 1221. Protections for trafficking victims who cooperate with law enforcement. 
Sec. 1222. Protection against fraud in foreign labor contracting. 

PART III—ENSURING INTERAGENCY COORDINATION AND EXPANDED REPORTING 
Sec. 1231. Reporting requirements for the Attorney General. 
Sec. 1232. Reporting requirements for the Secretary of Labor. 
Sec. 1233. Information sharing to combat child labor and slave labor. 
Sec. 1234. Government training efforts to include the Department of Labor. 
Sec. 1235. GAO report on the use of foreign labor contractors. 
Sec. 1236. Accountability. 

PART IV—ENHANCING STATE AND LOCAL EFFORTS TO COMBAT TRAFFICKING IN 
PERSONS 

Sec. 1241. Assistance for domestic minor sex trafficking victims. 
Sec. 1242. Expanding local law enforcement grants for investigations and prosecu-

tions of trafficking. 
Sec. 1243. Model State criminal law protection for child trafficking victims and sur-

vivors. 

Subtitle C—Authorization of Appropriations 
Sec. 1251. Adjustment of authorization levels for the Trafficking Victims Protection 

Act of 2000. 
Sec. 1252. Adjustment of authorization levels for the Trafficking Victims Protection 

Reauthorization Act of 2005. 

Subtitle D—Unaccompanied Alien Children 
Sec. 1261. Appropriate custodial settings for unaccompanied minors who reach the 

age of majority while in Federal custody. 
Sec. 1262. Appointment of child advocates for unaccompanied minors. 
Sec. 1263. Access to Federal foster care and unaccompanied refugee minor protec-

tions for certain U Visa recipients. 
Sec. 1264. GAO study of the effectiveness of border screenings.

SEC. 3. UNIVERSAL DEFINITIONS AND GRANT CONDITIONS. 

(a) DEFINITIONS.—Subsection (a) of section 40002 of the 
Violence Against Women Act of 1994 (42 U.S.C. 13925(a)) is 
amended—

(1) by striking paragraphs (5), (17), (18), (23), (29), (33), 
(36), and (37); 

(2) by redesignating—
(A) paragraphs (34) and (35) as paragraphs (41) and 

(42), respectively; 
(B) paragraphs (30), (31), and (32) as paragraphs (36), 

(37), and (38), respectively; 
(C) paragraphs (24) through (28) as paragraphs (30) 

through (34), respectively; 
(D) paragraphs (21) and (22) as paragraphs (26) and 

(27), respectively; 
(E) paragraphs (19) and (20) as paragraphs (23) and 

(24), respectively; 
(F) paragraphs (10) through (16) as paragraphs (13) 

through (19), respectively; 
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(G) paragraphs (6), (7), (8), and (9) as paragraphs 
(8), (9), (10), and (11), respectively; and 

(H) paragraphs (1), (2), (3), and (4) as paragraphs 
(2), (3), (4), and (5), respectively; 
(3) by inserting before paragraph (2), as redesignated, the 

following: 
‘‘(1) ALASKA NATIVE VILLAGE.—The term ‘Alaska Native 

village’ has the same meaning given such term in the Alaska 
Native Claims Settlement Act (43 U.S.C. 1601 et seq.).’’; 

(4) in paragraph (3), as redesignated, by striking ‘‘serious 
harm.’’ and inserting ‘‘serious harm to an unemancipated 
minor.’’; 

(5) in paragraph (4), as redesignated, by striking ‘‘The 
term’’ through ‘‘that—’’ and inserting ‘‘The term ‘community-
based organization’ means a nonprofit, nongovernmental, or 
tribal organization that serves a specific geographic community 
that—’’; 

(6) by inserting after paragraph (5), as redesignated, the 
following: 

‘‘(6) CULTURALLY SPECIFIC.—The term ‘culturally specific’ 
means primarily directed toward racial and ethnic minority 
groups (as defined in section 1707(g) of the Public Health 
Service Act (42 U.S.C. 300u–6(g)). 

‘‘(7) CULTURALLY SPECIFIC SERVICES.—The term ‘culturally 
specific services’ means community-based services that include 
culturally relevant and linguistically specific services and 
resources to culturally specific communities.’’; 

(7) in paragraph (8), as redesignated, by inserting ‘‘or 
intimate partner’’ after ‘‘former spouse’’ and ‘‘as a spouse’’; 

(8) by inserting after paragraph (11), as redesignated, the 
following: 

‘‘(12) HOMELESS.—The term ‘homeless’ has the meaning 
provided in section 41403(6).’’; 

(9) in paragraph (18), as redesignated, by inserting ‘‘or 
Village Public Safety Officers’’ after ‘‘governmental victim serv-
ices programs’’; 

(10) in paragraph (19), as redesignated, by inserting at 
the end the following: 
‘‘Intake or referral, by itself, does not constitute legal assist-
ance.’’; 

(11) by inserting after paragraph (19), as redesignated, 
the following: 

‘‘(20) PERSONALLY IDENTIFYING INFORMATION OR PERSONAL 
INFORMATION.—The term ‘personally identifying information’ 
or ‘personal information’ means individually identifying 
information for or about an individual including information 
likely to disclose the location of a victim of domestic violence, 
dating violence, sexual assault, or stalking, regardless of 
whether the information is encoded, encrypted, hashed, or 
otherwise protected, including—

‘‘(A) a first and last name; 
‘‘(B) a home or other physical address; 
‘‘(C) contact information (including a postal, e-mail or 

Internet protocol address, or telephone or facsimile 
number); 

‘‘(D) a social security number, driver license number, 
passport number, or student identification number; and 
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‘‘(E) any other information, including date of birth, 
racial or ethnic background, or religious affiliation, that 
would serve to identify any individual. 
‘‘(21) POPULATION SPECIFIC ORGANIZATION.—The term 

‘population specific organization’ means a nonprofit, nongovern-
mental organization that primarily serves members of a specific 
underserved population and has demonstrated experience and 
expertise providing targeted services to members of that specific 
underserved population. 

‘‘(22) POPULATION SPECIFIC SERVICES.—The term ‘popu-
lation specific services’ means victim-centered services that 
address the safety, health, economic, legal, housing, workplace, 
immigration, confidentiality, or other needs of victims of 
domestic violence, dating violence, sexual assault, or stalking, 
and that are designed primarily for and are targeted to a 
specific underserved population.’’; 

(12) in paragraph (23), as redesignated, by striking ‘‘serv-
ices’’ and inserting ‘‘assistance’’; 

(13) by inserting after paragraph (24), as redesignated, 
the following: 

‘‘(25) RAPE CRISIS CENTER.—The term ‘rape crisis center’ 
means a nonprofit, nongovernmental, or tribal organization, 
or governmental entity in a State other than a Territory that 
provides intervention and related assistance, as specified in 
section 41601(b)(2)(C), to victims of sexual assault without 
regard to their age. In the case of a governmental entity, 
the entity may not be part of the criminal justice system 
(such as a law enforcement agency) and must be able to offer 
a comparable level of confidentiality as a nonprofit entity that 
provides similar victim services.’’; 

(14) in paragraph (26), as redesignated—
(A) in subparagraph (A), by striking ‘‘or’’ after the 

semicolon; 
(B) in subparagraph (B), by striking the period and 

inserting ‘‘; or’’; and 
(C) by inserting at the end the following: 
‘‘(C) any federally recognized Indian tribe.’’; 

(15) in paragraph (27), as redesignated—
(A) by striking ‘‘52’’ and inserting ‘‘57’’; and 
(B) by striking ‘‘150,000’’ and inserting ‘‘250,000’’; 

(16) by inserting after paragraph (27), as redesignated, 
the following: 

‘‘(28) SEX TRAFFICKING.—The term ‘sex trafficking’ means 
any conduct proscribed by section 1591 of title 18, United 
States Code, whether or not the conduct occurs in interstate 
or foreign commerce or within the special maritime and terri-
torial jurisdiction of the United States. 

‘‘(29) SEXUAL ASSAULT.—The term ‘sexual assault’ means 
any nonconsensual sexual act proscribed by Federal, tribal, 
or State law, including when the victim lacks capacity to con-
sent.’’; 

(17) by inserting after paragraph (34), as redesignated, 
the following: 

‘‘(35) TRIBAL COALITION.—The term ‘tribal coalition’ means 
an established nonprofit, nongovernmental Indian organization, 
Alaska Native organization, or a Native Hawaiian organization 
that—
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‘‘(A) provides education, support, and technical assist-
ance to member Indian service providers in a manner that 
enables those member providers to establish and maintain 
culturally appropriate services, including shelter and rape 
crisis services, designed to assist Indian women and the 
dependents of those women who are victims of domestic 
violence, dating violence, sexual assault, and stalking; and 

‘‘(B) is comprised of board and general members that 
are representative of—

‘‘(i) the member service providers described in 
subparagraph (A); and 

‘‘(ii) the tribal communities in which the services 
are being provided.’’; 

(18) by inserting after paragraph (38), as redesignated, 
the following: 

‘‘(39) UNDERSERVED POPULATIONS.—The term ‘underserved 
populations’ means populations who face barriers in accessing 
and using victim services, and includes populations underserved 
because of geographic location, religion, sexual orientation, 
gender identity, underserved racial and ethnic populations, 
populations underserved because of special needs (such as lan-
guage barriers, disabilities, alienage status, or age), and any 
other population determined to be underserved by the Attorney 
General or by the Secretary of Health and Human Services, 
as appropriate. 

‘‘(40) UNIT OF LOCAL GOVERNMENT.—The term ‘unit of local 
government’ means any city, county, township, town, borough, 
parish, village, or other general purpose political subdivision 
of a State.’’; and 

(19) by inserting after paragraph (42), as redesignated, 
the following: 

‘‘(43) VICTIM SERVICE PROVIDER.—The term ‘victim service 
provider’ means a nonprofit, nongovernmental or tribal 
organization or rape crisis center, including a State or tribal 
coalition, that assists or advocates for domestic violence, dating 
violence, sexual assault, or stalking victims, including domestic 
violence shelters, faith-based organizations, and other organiza-
tions, with a documented history of effective work concerning 
domestic violence, dating violence, sexual assault, or stalking. 

‘‘(44) VICTIM SERVICES OR SERVICES.—The terms ‘victim 
services’ and ‘services’ mean services provided to victims of 
domestic violence, dating violence, sexual assault, or stalking, 
including telephonic or web-based hotlines, legal advocacy, eco-
nomic advocacy, emergency and transitional shelter, accompani-
ment and advocacy through medical, civil or criminal justice, 
immigration, and social support systems, crisis intervention, 
short-term individual and group support services, information 
and referrals, culturally specific services, population specific 
services, and other related supportive services. 

‘‘(45) YOUTH.—The term ‘youth’ means a person who is 
11 to 24 years old.’’. 
(b) GRANTS CONDITIONS.—Subsection (b) of section 40002 of 

the Violence Against Women Act of 1994 (42 U.S.C. 13925(b)) 
is amended—

(1) in paragraph (2)—
(A) in subparagraph (B), by striking clauses (i) and 

(ii) and inserting the following: 
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‘‘(i) disclose, reveal, or release any personally 
identifying information or individual information col-
lected in connection with services requested, utilized, 
or denied through grantees’ and subgrantees’ pro-
grams, regardless of whether the information has been 
encoded, encrypted, hashed, or otherwise protected; or 

‘‘(ii) disclose, reveal, or release individual client 
information without the informed, written, reasonably 
time-limited consent of the person (or in the case of 
an unemancipated minor, the minor and the parent 
or guardian or in the case of legal incapacity, a court-
appointed guardian) about whom information is sought, 
whether for this program or any other Federal, State, 
tribal, or territorial grant program, except that consent 
for release may not be given by the abuser of the 
minor, incapacitated person, or the abuser of the other 
parent of the minor. 

If a minor or a person with a legally appointed guardian 
is permitted by law to receive services without the parent’s 
or guardian’s consent, the minor or person with a guardian 
may release information without additional consent.’’; 

(B) by amending subparagraph (D), to read as follows: 
‘‘(D) INFORMATION SHARING.—

‘‘(i) Grantees and subgrantees may share—
‘‘(I) nonpersonally identifying data in the 

aggregate regarding services to their clients and 
nonpersonally identifying demographic information 
in order to comply with Federal, State, tribal, or 
territorial reporting, evaluation, or data collection 
requirements; 

‘‘(II) court-generated information and law 
enforcement-generated information contained in 
secure, governmental registries for protection order 
enforcement purposes; and 

‘‘(III) law enforcement-generated and prosecu-
tion-generated information necessary for law 
enforcement and prosecution purposes. 
‘‘(ii) In no circumstances may—

‘‘(I) an adult, youth, or child victim of domestic 
violence, dating violence, sexual assault, or 
stalking be required to provide a consent to release 
his or her personally identifying information as 
a condition of eligibility for the services provided 
by the grantee or subgrantee; 

‘‘(II) any personally identifying information be 
shared in order to comply with Federal, tribal, 
or State reporting, evaluation, or data collection 
requirements, whether for this program or any 
other Federal, tribal, or State grant program.’’; 

(C) by redesignating subparagraph (E) as subpara-
graph (F); 

(D) by inserting after subparagraph (D) the following: 
‘‘(E) STATUTORILY MANDATED REPORTS OF ABUSE OR 

NEGLECT.—Nothing in this section prohibits a grantee or 
subgrantee from reporting suspected abuse or neglect, as 
those terms are defined and specifically mandated by the 
State or tribe involved.’’; and 
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(E) by inserting after subparagraph (F), as redesig-
nated, the following: 

‘‘(G) CONFIDENTIALITY ASSESSMENT AND ASSURANCES.—
Grantees and subgrantees must document their compliance 
with the confidentiality and privacy provisions required 
under this section.’’; 
(2) by striking paragraph (3) and inserting the following: 
‘‘(3) APPROVED ACTIVITIES.—In carrying out the activities 

under this title, grantees and subgrantees may collaborate with 
or provide information to Federal, State, local, tribal, and terri-
torial public officials and agencies to develop and implement 
policies and develop and promote State, local, or tribal legisla-
tion or model codes designed to reduce or eliminate domestic 
violence, dating violence, sexual assault, and stalking.’’; 

(3) in paragraph (7), by inserting at the end the following: 
‘‘Final reports of such evaluations shall be made available 
to the public via the agency’s website.’’; and 

(4) by inserting after paragraph (11) the following: 
‘‘(12) DELIVERY OF LEGAL ASSISTANCE.—Any grantee or sub-

grantee providing legal assistance with funds awarded under 
this title shall comply with the eligibility requirements in sec-
tion 1201(d) of the Violence Against Women Act of 2000 (42 
U.S.C. 3796gg–6(d)). 

‘‘(13) CIVIL RIGHTS.—
‘‘(A) NONDISCRIMINATION.—No person in the United 

States shall, on the basis of actual or perceived race, color, 
religion, national origin, sex, gender identity (as defined 
in paragraph 249(c)(4) of title 18, United States Code), 
sexual orientation, or disability, be excluded from participa-
tion in, be denied the benefits of, or be subjected to discrimi-
nation under any program or activity funded in whole 
or in part with funds made available under the Violence 
Against Women Act of 1994 (title IV of Public Law 103–
322; 108 Stat. 1902), the Violence Against Women Act 
of 2000 (division B of Public Law 106–386; 114 Stat. 1491), 
the Violence Against Women and Department of Justice 
Reauthorization Act of 2005 (title IX of Public Law 109–
162; 119 Stat. 3080), the Violence Against Women 
Reauthorization Act of 2013, and any other program or 
activity funded in whole or in part with funds appropriated 
for grants, cooperative agreements, and other assistance 
administered by the Office on Violence Against Women. 

‘‘(B) EXCEPTION.—If sex segregation or sex-specific 
programming is necessary to the essential operation of 
a program, nothing in this paragraph shall prevent any 
such program or activity from consideration of an individ-
ual’s sex. In such circumstances, grantees may meet the 
requirements of this paragraph by providing comparable 
services to individuals who cannot be provided with the 
sex-segregated or sex-specific programming. 

‘‘(C) DISCRIMINATION.—The authority of the Attorney 
General and the Office of Justice Programs to enforce this 
paragraph shall be the same as it is under section 3789d 
of title 42, United States Code. 
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‘‘(D) CONSTRUCTION.—Nothing contained in this para-
graph shall be construed, interpreted, or applied to sup-
plant, displace, preempt, or otherwise diminish the respon-
sibilities and liabilities under other State or Federal civil 
rights law, whether statutory or common. 
‘‘(14) CLARIFICATION OF VICTIM SERVICES AND LEGAL ASSIST-

ANCE.—Victim services and legal assistance under this title 
also include services and assistance to victims of domestic 
violence, dating violence, sexual assault, or stalking who are 
also victims of severe forms of trafficking in persons as defined 
by section 103 of the Trafficking Victims Protection Act of 
2000 (22 U.S.C. 7102). 

‘‘(15) CONFERRAL.—
‘‘(A) IN GENERAL.—The Office on Violence Against 

Women shall establish a biennial conferral process with 
State and tribal coalitions and technical assistance pro-
viders who receive funding through grants administered 
by the Office on Violence Against Women and authorized 
by this Act, and other key stakeholders. 

‘‘(B) AREAS COVERED.—The areas of conferral under 
this paragraph shall include—

‘‘(i) the administration of grants; 
‘‘(ii) unmet needs; 
‘‘(iii) promising practices in the field; and 
‘‘(iv) emerging trends. 

‘‘(C) INITIAL CONFERRAL.—The first conferral shall be 
initiated not later than 6 months after the date of enact-
ment of the Violence Against Women Reauthorization Act 
of 2013. 

‘‘(D) REPORT.—Not later than 90 days after the conclu-
sion of each conferral period, the Office on Violence Against 
Women shall publish a comprehensive report that—

‘‘(i) summarizes the issues presented during con-
ferral and what, if any, policies it intends to implement 
to address those issues; 

‘‘(ii) is made available to the public on the Office 
on Violence Against Women’s website and submitted 
to the Committee on the Judiciary of the Senate and 
the Committee on the Judiciary of the House of Rep-
resentatives. 

‘‘(16) ACCOUNTABILITY.—All grants awarded by the 
Attorney General under this Act shall be subject to the following 
accountability provisions: 

‘‘(A) AUDIT REQUIREMENT.—
‘‘(i) IN GENERAL.—Beginning in the first fiscal year 

beginning after the date of the enactment of this Act, 
and in each fiscal year thereafter, the Inspector Gen-
eral of the Department of Justice shall conduct audits 
of recipients of grants under this Act to prevent waste, 
fraud, and abuse of funds by grantees. The Inspector 
General shall determine the appropriate number of 
grantees to be audited each year. 

‘‘(ii) DEFINITION.—In this paragraph, the term 
‘unresolved audit finding’ means a finding in the final 
audit report of the Inspector General of the Depart-
ment of Justice that the audited grantee has utilized 
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grant funds for an unauthorized expenditure or other-
wise unallowable cost that is not closed or resolved 
within 12 months from the date when the final audit 
report is issued. 

‘‘(iii) MANDATORY EXCLUSION.—A recipient of grant 
funds under this Act that is found to have an unre-
solved audit finding shall not be eligible to receive 
grant funds under this Act during the following 2 
fiscal years. 

‘‘(iv) PRIORITY.—In awarding grants under this Act, 
the Attorney General shall give priority to eligible 
entities that did not have an unresolved audit finding 
during the 3 fiscal years prior to submitting an applica-
tion for a grant under this Act. 

‘‘(v) REIMBURSEMENT.—If an entity is awarded 
grant funds under this Act during the 2-fiscal-year 
period in which the entity is barred from receiving 
grants under paragraph (2), the Attorney General 
shall—

‘‘(I) deposit an amount equal to the grant funds 
that were improperly awarded to the grantee into 
the General Fund of the Treasury; and 

‘‘(II) seek to recoup the costs of the repayment 
to the fund from the grant recipient that was 
erroneously awarded grant funds. 

‘‘(B) NONPROFIT ORGANIZATION REQUIREMENTS.—
‘‘(i) DEFINITION.—For purposes of this paragraph 

and the grant programs described in this Act, the 
term ‘nonprofit organization’ means an organization 
that is described in section 501(c)(3) of the Internal 
Revenue Code of 1986 and is exempt from taxation 
under section 501(a) of such Code. 

‘‘(ii) PROHIBITION.—The Attorney General may not 
award a grant under any grant program described 
in this Act to a nonprofit organization that holds money 
in offshore accounts for the purpose of avoiding paying 
the tax described in section 511(a) of the Internal 
Revenue Code of 1986. 

‘‘(iii) DISCLOSURE.—Each nonprofit organization 
that is awarded a grant under a grant program 
described in this Act and uses the procedures pre-
scribed in regulations to create a rebuttable presump-
tion of reasonableness for the compensation of its offi-
cers, directors, trustees and key employees, shall dis-
close to the Attorney General, in the application for 
the grant, the process for determining such compensa-
tion, including the independent persons involved in 
reviewing and approving such compensation, the com-
parability data used, and contemporaneous substan-
tiation of the deliberation and decision. Upon request, 
the Attorney General shall make the information dis-
closed under this subsection available for public inspec-
tion. 
‘‘(C) CONFERENCE EXPENDITURES.—

‘‘(i) LIMITATION.—No amounts authorized to be 
appropriated to the Department of Justice under this 
Act may be used by the Attorney General, or by any 
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individual or organization awarded discretionary funds 
through a cooperative agreement under this Act, to 
host or support any expenditure for conferences that 
uses more than $20,000 in Department funds, unless 
the Deputy Attorney General or such Assistant 
Attorney Generals, Directors, or principal deputies as 
the Deputy Attorney General may designate, provides 
prior written authorization that the funds may be 
expended to host a conference. 

‘‘(ii) WRITTEN APPROVAL.—Written approval under 
clause (i) shall include a written estimate of all costs 
associated with the conference, including the cost of 
all food and beverages, audiovisual equipment, hono-
raria for speakers, and any entertainment. 

‘‘(iii) REPORT.—The Deputy Attorney General shall 
submit an annual report to the Committee on the 
Judiciary of the Senate and the Committee on the 
Judiciary of the House of Representatives on all 
approved conference expenditures referenced in this 
paragraph. 
‘‘(D) ANNUAL CERTIFICATION.—Beginning in the first 

fiscal year beginning after the date of the enactment of 
this Act, the Attorney General shall submit, to the Com-
mittee on the Judiciary and the Committee on Appropria-
tions of the Senate and the Committee on the Judiciary 
and the Committee on Appropriations of the House of Rep-
resentatives, an annual certification that—

‘‘(i) all audits issued by the Office of the Inspector 
General under paragraph (1) have been completed and 
reviewed by the appropriate Assistant Attorney Gen-
eral or Director; 

‘‘(ii) all mandatory exclusions required under 
subparagraph (A)(iii) have been issued; 

‘‘(iii) all reimbursements required under subpara-
graph (A)(v) have been made; and 

‘‘(iv) includes a list of any grant recipients excluded 
under subparagraph (A) from the previous year.’’. 

SEC. 4. EFFECTIVE DATE. 

Except as otherwise specifically provided in this Act, the provi-
sions of titles I, II, III, IV, VII, and sections 3, 602, 901, and 
902 of this Act shall not take effect until the beginning of the 
fiscal year following the date of enactment of this Act. 

TITLE I—ENHANCING JUDICIAL AND 
LAW ENFORCEMENT TOOLS TO COM-
BAT VIOLENCE AGAINST WOMEN 

SEC. 101. STOP GRANTS. 

Title I of the Omnibus Crime Control and Safe Streets Act 
of 1968 (42 U.S.C. 3711 et seq.) is amended—

(1) in section 1001(a)(18) (42 U.S.C. 3793(a)(18)), by 
striking ‘‘$225,000,000 for each of fiscal years 2007 through 
2011’’ and inserting ‘‘$222,000,000 for each of fiscal years 2014 
through 2018’’; 
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(2) in section 2001(b) (42 U.S.C. 3796gg(b))—
(A) in the matter preceding paragraph (1)—

(i) by striking ‘‘equipment’’ and inserting 
‘‘resources’’; and 

(ii) by inserting ‘‘for the protection and safety of 
victims,’’ after ‘‘women,’’; 
(B) in paragraph (1), by striking ‘‘sexual assault’’ and 

all that follows through ‘‘dating violence’’ and inserting 
‘‘domestic violence, dating violence, sexual assault, and 
stalking, including the appropriate use of nonimmigrant 
status under subparagraphs (T) and (U) of section 
101(a)(15) of the Immigration and Nationality Act (8 U.S.C. 
1101(a))’’; 

(C) in paragraph (2), by striking ‘‘sexual assault and 
domestic violence’’ and inserting ‘‘domestic violence, dating 
violence, sexual assault, and stalking’’; 

(D) in paragraph (3), by striking ‘‘sexual assault and 
domestic violence’’ and inserting ‘‘domestic violence, dating 
violence, sexual assault, and stalking, as well as the appro-
priate treatment of victims’’; 

(E) in paragraph (4)—
(i) by striking ‘‘sexual assault and domestic 

violence’’ and inserting ‘‘domestic violence, dating 
violence, sexual assault, and stalking’’; and 

(ii) by inserting ‘‘, classifying,’’ after ‘‘identifying’’; 
(F) in paragraph (5)—

(i) by inserting ‘‘and legal assistance’’ after ‘‘victim 
services’’; 

(ii) by striking ‘‘domestic violence and dating 
violence’’ and inserting ‘‘domestic violence, dating 
violence, and stalking’’; and 

(iii) by striking ‘‘sexual assault and domestic 
violence’’ and inserting ‘‘domestic violence, dating 
violence, sexual assault, and stalking’’; 
(G) by striking paragraph (6) and redesignating para-

graphs (7) through (14) as paragraphs (6) through (13), 
respectively; 

(H) in paragraph (6), as redesignated by subparagraph 
(G), by striking ‘‘sexual assault and domestic violence’’ and 
inserting ‘‘domestic violence, dating violence, sexual 
assault, and stalking’’; 

(I) in paragraph (7), as redesignated by subparagraph 
(G), by striking ‘‘and dating violence’’ and inserting ‘‘dating 
violence, and stalking’’; 

(J) in paragraph (9), as redesignated by subparagraph 
(G), by striking ‘‘domestic violence or sexual assault’’ and 
inserting ‘‘ domestic violence, dating violence, sexual 
assault, or stalking’’; 

(K) in paragraph (12), as redesignated by subparagraph 
(G)—

(i) in subparagraph (A), by striking ‘‘triage proto-
cols to ensure that dangerous or potentially lethal cases 
are identified and prioritized’’ and inserting ‘‘the use 
of evidence-based indicators to assess the risk of 
domestic and dating violence homicide and prioritize 
dangerous or potentially lethal cases’’; and 

(ii) by striking ‘‘and’’ at the end; 
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(L) in paragraph (13), as redesignated by subparagraph 
(G)—

(i) by striking ‘‘to provide’’ and inserting ‘‘pro-
viding’’; 

(ii) by striking ‘‘nonprofit nongovernmental’’; 
(iii) by striking the comma after ‘‘local govern-

ments’’; 
(iv) in the matter following subparagraph (C), by 

striking ‘‘paragraph (14)’’ and inserting ‘‘paragraph 
(13)’’; and 

(v) by striking the period at the end and inserting 
a semicolon; and 
(M) by inserting after paragraph (13), as redesignated 

by subparagraph (G), the following: 
‘‘(14) developing and promoting State, local, or tribal legis-

lation and policies that enhance best practices for responding 
to domestic violence, dating violence, sexual assault, and 
stalking; 

‘‘(15) developing, implementing, or enhancing Sexual 
Assault Response Teams, or other similar coordinated commu-
nity responses to sexual assault; 

‘‘(16) developing and strengthening policies, protocols, best 
practices, and training for law enforcement agencies and 
prosecutors relating to the investigation and prosecution of 
sexual assault cases and the appropriate treatment of victims; 

‘‘(17) developing, enlarging, or strengthening programs 
addressing sexual assault against men, women, and youth in 
correctional and detention settings; 

‘‘(18) identifying and conducting inventories of backlogs 
of sexual assault evidence collection kits and developing proto-
cols and policies for responding to and addressing such backlogs, 
including protocols and policies for notifying and involving vic-
tims; 

‘‘(19) developing, enlarging, or strengthening programs and 
projects to provide services and responses targeting male and 
female victims of domestic violence, dating violence, sexual 
assault, or stalking, whose ability to access traditional services 
and responses is affected by their sexual orientation or gender 
identity, as defined in section 249(c) of title 18, United States 
Code; and 

‘‘(20) developing, enhancing, or strengthening prevention 
and educational programming to address domestic violence, 
dating violence, sexual assault, or stalking, with not more than 
5 percent of the amount allocated to a State to be used for 
this purpose.’’; 

(3) in section 2007 (42 U.S.C. 3796gg–1)—
(A) in subsection (a), by striking ‘‘nonprofit nongovern-

mental victim service programs’’ and inserting ‘‘victim 
service providers’’; 

(B) in subsection (b)(6), by striking ‘‘(not including 
populations of Indian tribes)’’; 

(C) in subsection (c)—
(i) by striking paragraph (2) and inserting the 

following: 
‘‘(2) grantees and subgrantees shall develop a plan for 

implementation and shall consult and coordinate with—
‘‘(A) the State sexual assault coalition; 
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‘‘(B) the State domestic violence coalition; 
‘‘(C) the law enforcement entities within the State; 
‘‘(D) prosecution offices; 
‘‘(E) State and local courts; 
‘‘(F) Tribal governments in those States with State 

or federally recognized Indian tribes; 
‘‘(G) representatives from underserved populations, 

including culturally specific populations; 
‘‘(H) victim service providers; 
‘‘(I) population specific organizations; and 
‘‘(J) other entities that the State or the Attorney Gen-

eral identifies as needed for the planning process;’’; 
(ii) by redesignating paragraph (3) as paragraph 

(4); 
(iii) by inserting after paragraph (2), as amended 

by clause (i), the following: 
‘‘(3) grantees shall coordinate the State implementation 

plan described in paragraph (2) with the State plans described 
in section 307 of the Family Violence Prevention and Services 
Act (42 U.S.C. 10407) and the programs described in section 
1404 of the Victims of Crime Act of 1984 (42 U.S.C. 10603) 
and section 393A of the Public Health Service Act (42 U.S.C. 
280b–1b).’’; 

(iv) in paragraph (4), as redesignated by clause 
(ii)—

(I) in subparagraph (A), by striking ‘‘and not 
less than 25 percent shall be allocated for prosecu-
tors’’; 

(II) by redesignating subparagraphs (B) and 
(C) as subparagraphs (C) and (D); 

(III) by inserting after subparagraph (A), the 
following: 

‘‘(B) not less than 25 percent shall be allocated for 
prosecutors;’’; and 

(IV) in subparagraph (D) as redesignated by 
subclause (II) by striking ‘‘for’’ and inserting ‘‘to’’; 
and 
(v) by adding at the end the following: 

‘‘(5) not later than 2 years after the date of enactment 
of this Act, and every year thereafter, not less than 20 percent 
of the total amount granted to a State under this subchapter 
shall be allocated for programs or projects in 2 or more alloca-
tions listed in paragraph (4) that meaningfully address sexual 
assault, including stranger rape, acquaintance rape, alcohol 
or drug-facilitated rape, and rape within the context of an 
intimate partner relationship.’’; 

(D) by striking subsection (d) and inserting the fol-
lowing: 

‘‘(d) APPLICATION REQUIREMENTS.—An application for a grant 
under this section shall include—

‘‘(1) the certifications of qualification required under sub-
section (c); 

‘‘(2) proof of compliance with the requirements for the 
payment of forensic medical exams and judicial notification, 
described in section 2010; 



S. 47—15

‘‘(3) proof of compliance with the requirements for paying 
fees and costs relating to domestic violence and protection 
order cases, described in section 2011 of this title; 

‘‘(4) proof of compliance with the requirements prohibiting 
polygraph examinations of victims of sexual assault, described 
in section 2013 of this title; 

‘‘(5) an implementation plan required under subsection (i); 
and 

‘‘(6) any other documentation that the Attorney General 
may require.’’; 

(E) in subsection (e)—
(i) in paragraph (2)—

(I) in subparagraph (A), by striking ‘‘domestic 
violence and sexual assault’’ and inserting 
‘‘domestic violence, dating violence, sexual assault, 
and stalking’’; and 

(II) in subparagraph (D), by striking ‘‘linguis-
tically and’’; and 
(ii) by adding at the end the following: 

‘‘(3) CONDITIONS.—In disbursing grants under this part, 
the Attorney General may impose reasonable conditions on 
grant awards to ensure that the States meet statutory, regu-
latory, and other program requirements.’’; 

(F) in subsection (f), by striking the period at the 
end and inserting ‘‘, except that, for purposes of this sub-
section, the costs of the projects for victim services or 
tribes for which there is an exemption under section 
40002(b)(1) of the Violence Against Women Act of 1994 
(42 U.S.C. 13925(b)(1)) shall not count toward the total 
costs of the projects.’’; and 

(G) by adding at the end the following: 
‘‘(i) IMPLEMENTATION PLANS.—A State applying for a grant 

under this part shall—
‘‘(1) develop an implementation plan in consultation with 

the entities listed in subsection (c)(2), that identifies how the 
State will use the funds awarded under this part, including 
how the State will meet the requirements of subsection (c)(5); 
and 

‘‘(2) submit to the Attorney General—
‘‘(A) the implementation plan developed under para-

graph (1); 
‘‘(B) documentation from each member of the planning 

committee as to their participation in the planning process; 
‘‘(C) documentation from the prosecution, law enforce-

ment, court, and victim services programs to be assisted, 
describing—

‘‘(i) the need for the grant funds; 
‘‘(ii) the intended use of the grant funds; 
‘‘(iii) the expected result of the grant funds; and 
‘‘(iv) the demographic characteristics of the popu-

lations to be served, including age, disability, race, 
ethnicity, and language background; 
‘‘(D) a description of how the State will ensure that 

any subgrantees will consult with victim service providers 
during the course of developing their grant applications 
in order to ensure that the proposed activities are designed 
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to promote the safety, confidentiality, and economic 
independence of victims; 

‘‘(E) demographic data on the distribution of under-
served populations within the State and a description of 
how the State will meet the needs of underserved popu-
lations, including the minimum allocation for population 
specific services required under subsection (c)(4)(C); 

‘‘(F) a description of how the State plans to meet the 
regulations issued pursuant to subsection (e)(2); 

‘‘(G) goals and objectives for reducing domestic 
violence-related homicides within the State; and 

‘‘(H) any other information requested by the Attorney 
General. 

‘‘(j) REALLOCATION OF FUNDS.—A State may use any returned 
or remaining funds for any authorized purpose under this part 
if—

‘‘(1) funds from a subgrant awarded under this part are 
returned to the State; or 

‘‘(2) the State does not receive sufficient eligible applica-
tions to award the full funding within the allocations in sub-
section (c)(4)’’; 

(4) in section 2010 (42 U.S.C. 3796gg–4)—
(A) in subsection (a), by striking paragraph (1) and 

inserting the following: 
‘‘(1) IN GENERAL.—A State, Indian tribal government, or 

unit of local government shall not be entitled to funds under 
this subchapter unless the State, Indian tribal government, 
unit of local government, or another governmental entity—

‘‘(A) incurs the full out-of-pocket cost of forensic medical 
exams described in subsection (b) for victims of sexual 
assault; and 

‘‘(B) coordinates with health care providers in the 
region to notify victims of sexual assault of the availability 
of rape exams at no cost to the victims.’’; 

(B) in subsection (b)—
(i) in paragraph (1), by inserting ‘‘or’’ after the 

semicolon; 
(ii) in paragraph (2), by striking ‘‘; or’’ and inserting 

a period; and 
(iii) by striking paragraph (3); and 

(C) by amending subsection (d) to read as follows: 
‘‘(d) NONCOOPERATION.—

‘‘(1) IN GENERAL.—To be in compliance with this section, 
a State, Indian tribal government, or unit of local government 
shall comply with subsection (b) without regard to whether 
the victim participates in the criminal justice system or 
cooperates with law enforcement. 

‘‘(2) COMPLIANCE PERIOD.—States, territories, and Indian 
tribal governments shall have 3 years from the date of enact-
ment of this Act to come into compliance with this section.’’; 
and 

(5) in section 2011(a)(1) (42 U.S.C. 3796gg–5(a)(1))—
(A) by inserting ‘‘modification, enforcement, dismissal, 

withdrawal’’ after ‘‘registration,’’ each place it appears; 
(B) by inserting ‘‘, dating violence, sexual assault, or 

stalking’’ after ‘‘felony domestic violence’’; and 
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(C) by striking ‘‘victim of domestic violence’’ and all 
that follows through ‘‘sexual assault’’ and inserting ‘‘victim 
of domestic violence, dating violence, sexual assault, or 
stalking’’. 

SEC. 102. GRANTS TO ENCOURAGE ARREST POLICIES AND ENFORCE-
MENT OF PROTECTION ORDERS. 

(a) IN GENERAL.—Part U of title I of the Omnibus Crime 
Control and Safe Streets Act of 1968 (42 U.S.C. 3796hh et seq.) 
is amended—

(1) in section 2101 (42 U.S.C. 3796hh)—
(A) in subsection (b)—

(i) in the matter preceding paragraph (1), by 
striking ‘‘States,’’ and all that follows through ‘‘units 
of local government’’ and inserting ‘‘grantees’’; 

(ii) in paragraph (1), by inserting ‘‘and enforcement 
of protection orders across State and tribal lines’’ before 
the period; 

(iii) in paragraph (2), by striking ‘‘and training 
in police departments to improve tracking of cases’’ 
and inserting ‘‘data collection systems, and training 
in police departments to improve tracking of cases 
and classification of complaints’’; 

(iv) in paragraph (4), by inserting ‘‘and provide 
the appropriate training and education about domestic 
violence, dating violence, sexual assault, and stalking’’ 
after ‘‘computer tracking systems’’; 

(v) in paragraph (5), by inserting ‘‘and other victim 
services’’ after ‘‘legal advocacy service programs’’; 

(vi) in paragraph (6), by striking ‘‘judges’’ and 
inserting ‘‘Federal, State, tribal, territorial, and local 
judges, courts, and court-based and court-related per-
sonnel’’; 

(vii) in paragraph (8), by striking ‘‘and sexual 
assault’’ and inserting ‘‘dating violence, sexual assault, 
and stalking’’; 

(viii) in paragraph (10), by striking ‘‘non-profit, 
non-governmental victim services organizations,’’ and 
inserting ‘‘victim service providers, staff from popu-
lation specific organizations,’’; and 

(ix) by adding at the end the following: 
‘‘(14) To develop and implement training programs for 

prosecutors and other prosecution-related personnel regarding 
best practices to ensure offender accountability, victim safety, 
and victim consultation in cases involving domestic violence, 
dating violence, sexual assault, and stalking. 

‘‘(15) To develop or strengthen policies, protocols, and 
training for law enforcement, prosecutors, and the judiciary 
in recognizing, investigating, and prosecuting instances of 
domestic violence, dating violence, sexual assault, and stalking 
against immigrant victims, including the appropriate use of 
applications for nonimmigrant status under subparagraphs (T) 
and (U) of section 101(a)(15) of the Immigration and Nationality 
Act (8 U.S.C. 1101(a)(15)). 

‘‘(16) To develop and promote State, local, or tribal legisla-
tion and policies that enhance best practices for responding 
to the crimes of domestic violence, dating violence, sexual 
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assault, and stalking, including the appropriate treatment of 
victims. 

‘‘(17) To develop, implement, or enhance sexual assault 
nurse examiner programs or sexual assault forensic examiner 
programs, including the hiring and training of such examiners. 

‘‘(18) To develop, implement, or enhance Sexual Assault 
Response Teams or similar coordinated community responses 
to sexual assault. 

‘‘(19) To develop and strengthen policies, protocols, and 
training for law enforcement officers and prosecutors regarding 
the investigation and prosecution of sexual assault cases and 
the appropriate treatment of victims. 

‘‘(20) To provide human immunodeficiency virus testing 
programs, counseling, and prophylaxis for victims of sexual 
assault. 

‘‘(21) To identify and inventory backlogs of sexual assault 
evidence collection kits and to develop protocols for responding 
to and addressing such backlogs, including policies and proto-
cols for notifying and involving victims. 

‘‘(22) To develop multidisciplinary high-risk teams focusing 
on reducing domestic violence and dating violence homicides 
by—

‘‘(A) using evidence-based indicators to assess the risk 
of homicide and link high-risk victims to immediate crisis 
intervention services; 

‘‘(B) identifying and managing high-risk offenders; and 
‘‘(C) providing ongoing victim advocacy and referrals 

to comprehensive services including legal, housing, health 
care, and economic assistance.’’; 

(B) in subsection (c)—
(i) in paragraph (1)—

(I) in the matter preceding subparagraph (A), 
by inserting ‘‘except for a court,’’ before ‘‘certify’’; 
and 

(II) by redesignating subparagraphs (A) and 
(B) as clauses (i) and (ii), and adjusting the margin 
accordingly; 
(ii) in paragraph (2), by inserting ‘‘except for a 

court,’’ before ‘‘demonstrate’’; 
(iii) in paragraph (3)—

(I) by striking ‘‘spouses’’ each place it appears 
and inserting ‘‘parties’’; and 

(II) by striking ‘‘spouse’’ and inserting ‘‘party’’; 
(iv) in paragraph (4)—

(I) by inserting ‘‘, dating violence, sexual 
assault, or stalking’’ after ‘‘felony domestic 
violence’’; 

(II) by inserting ‘‘modification, enforcement, 
dismissal,’’ after ‘‘registration,’’ each place it 
appears; 

(III) by inserting ‘‘dating violence,’’ after 
‘‘victim of domestic violence,’’; and 

(IV) by striking ‘‘and’’ at the end; 
(v) in paragraph (5)—

(I) in the matter preceding subparagraph (A), 
by striking ‘‘, not later than 3 years after January 
5, 2006’’; 
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(II) by inserting ‘‘, trial of, or sentencing for’’ 
after ‘‘investigation of’’ each place it appears; 

(III) by redesignating subparagraphs (A) and 
(B) as clauses (i) and (ii), and adjusting the margin 
accordingly; 

(IV) in clause (ii), as redesignated by subclause 
(III) of this clause, by striking ‘‘subparagraph (A)’’ 
and inserting ‘‘clause (i)’’; and 

(V) by striking the period at the end and 
inserting ‘‘; and’’; 
(vi) by redesignating paragraphs (1) through (5), 

as amended by this subparagraph, as subparagraphs 
(A) through (E), respectively; 

(vii) in the matter preceding subparagraph (A), 
as redesignated by clause (v) of this subparagraph—

(I) by striking the comma that immediately 
follows another comma; and 

(II) by striking ‘‘grantees are States’’ and 
inserting the following: ‘‘grantees are—

‘‘(1) States’’; and 
(viii) by adding at the end the following: 

‘‘(2) a State, tribal, or territorial domestic violence or sexual 
assault coalition or a victim service provider that partners 
with a State, Indian tribal government, or unit of local govern-
ment that certifies that the State, Indian tribal government, 
or unit of local government meets the requirements under 
paragraph (1).’’; 

(C) in subsection (d)—
(i) in paragraph (1)—

(I) in the matter preceding subparagraph (A), 
by inserting ‘‘, policy,’’ after ‘‘law’’; and 

(II) in subparagraph (A), by inserting ‘‘and 
the defendant is in custody or has been served 
with the information or indictment’’ before the 
semicolon; and 
(ii) in paragraph (2), by striking ‘‘it’’ and inserting 

‘‘its’’; and 
(D) by adding at the end the following: 

‘‘(f) ALLOCATION FOR TRIBAL COALITIONS.—Of the amounts 
appropriated for purposes of this part for each fiscal year, not 
less than 5 percent shall be available for grants under section 
2001 of title I of the Omnibus Crime Control and Safe Streets 
Act of 1968 (42 U.S.C. 3796gg). 

‘‘(g) ALLOCATION FOR SEXUAL ASSAULT.—Of the amounts appro-
priated for purposes of this part for each fiscal year, not less 
than 25 percent shall be available for projects that address sexual 
assault, including stranger rape, acquaintance rape, alcohol or drug-
facilitated rape, and rape within the context of an intimate partner 
relationship.’’; and 

(2) in section 2102(a) (42 U.S.C. 3796hh–1(a))—
(A) in paragraph (1), by inserting ‘‘court,’’ after ‘‘tribal 

government,’’; and 
(B) in paragraph (4), by striking ‘‘nonprofit, private 

sexual assault and domestic violence programs’’ and 
inserting ‘‘victim service providers and, as appropriate, 
population specific organizations’’. 
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(b) AUTHORIZATION OF APPROPRIATIONS.—Section 1001(a)(19) 
of title I of the Omnibus Crime Control and Safe Streets Act 
of 1968 (42 U.S.C. 3793(a)(19)) is amended—

(1) by striking ‘‘$75,000,000’’ and all that follows through 
‘‘2011.’’ and inserting ‘‘$73,000,000 for each of fiscal years 2014 
through 2018.’’; and 

(2) by striking the period that immediately follows another 
period. 

SEC. 103. LEGAL ASSISTANCE FOR VICTIMS. 

Section 1201 of the Violence Against Women Act of 2000 (42 
U.S.C. 3796gg–6) is amended—

(1) in subsection (a)—
(A) in the first sentence, by striking ‘‘arising as a 

consequence of’’ and inserting ‘‘relating to or arising out 
of’’; and 

(B) in the second sentence, by inserting ‘‘or arising 
out of’’ after ‘‘relating to’’; 
(2) in subsection (b)—

(A) in the heading, by inserting ‘‘AND GRANT CONDI-
TIONS’’ after ‘‘DEFINITIONS’’; and 

(B) by inserting ‘‘and grant conditions’’ after ‘‘defini-
tions’’; 
(3) in subsection (c)—

(A) in paragraph (1), by striking ‘‘victims services 
organizations’’ and inserting ‘‘victim service providers’’; and 

(B) by striking paragraph (3) and inserting the fol-
lowing: 
‘‘(3) to implement, expand, and establish efforts and 

projects to provide competent, supervised pro bono legal assist-
ance for victims of domestic violence, dating violence, sexual 
assault, or stalking, except that not more than 10 percent 
of the funds awarded under this section may be used for the 
purpose described in this paragraph.’’; 

(4) in subsection (d)—
(A) in paragraph (1), by striking ‘‘this section has com-

pleted’’ and all that follows and inserting the following: 
‘‘this section—’’

‘‘(A) has demonstrated expertise in providing legal 
assistance to victims of domestic violence, dating violence, 
sexual assault, or stalking in the targeted population; or 

‘‘(B)(i) is partnered with an entity or person that has 
demonstrated expertise described in subparagraph (A); and 

‘‘(ii) has completed, or will complete, training in connec-
tion with domestic violence, dating violence, stalking, or 
sexual assault and related legal issues, including training 
on evidence-based risk factors for domestic and dating 
violence homicide;’’; and 

(B) in paragraph (2), by striking ‘‘stalking organization’’ 
and inserting ‘‘stalking victim service provider’’; and 
(5) in subsection (f) in paragraph (1), by striking ‘‘this 

section’’ and all that follows and inserting the following: ‘‘this 
section $57,000,000 for each of fiscal years 2014 through 2018.’’. 

SEC. 104. CONSOLIDATION OF GRANTS TO SUPPORT FAMILIES IN THE 
JUSTICE SYSTEM. 

(a) IN GENERAL.—Title III of division B of the Victims of Traf-
ficking and Violence Protection Act of 2000 (Public Law 106–386; 
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114 Stat. 1509) is amended by striking the section preceding section 
1302 (42 U.S.C. 10420), as amended by section 306 of the Violence 
Against Women and Department of Justice Reauthorization Act 
of 2005 (Public Law 109–162; 119 Stat. 316), and inserting the 
following: 

‘‘SEC. 1301. GRANTS TO SUPPORT FAMILIES IN THE JUSTICE SYSTEM. 

‘‘(a) IN GENERAL.—The Attorney General may make grants 
to States, units of local government, courts (including juvenile 
courts), Indian tribal governments, nonprofit organizations, legal 
services providers, and victim services providers to improve the 
response of all aspects of the civil and criminal justice system 
to families with a history of domestic violence, dating violence, 
sexual assault, or stalking, or in cases involving allegations of 
child sexual abuse. 

‘‘(b) USE OF FUNDS.—A grant under this section may be used 
to—

‘‘(1) provide supervised visitation and safe visitation 
exchange of children and youth by and between parents in 
situations involving domestic violence, dating violence, child 
sexual abuse, sexual assault, or stalking; 

‘‘(2) develop and promote State, local, and tribal legislation, 
policies, and best practices for improving civil and criminal 
court functions, responses, practices, and procedures in cases 
involving a history of domestic violence or sexual assault, or 
in cases involving allegations of child sexual abuse, including 
cases in which the victim proceeds pro se; 

‘‘(3) educate court-based and court-related personnel and 
court-appointed personnel (including custody evaluators and 
guardians ad litem) and child protective services workers on 
the dynamics of domestic violence, dating violence, sexual 
assault, and stalking, including information on perpetrator 
behavior, evidence-based risk factors for domestic and dating 
violence homicide, and on issues relating to the needs of victims, 
including safety, security, privacy, and confidentiality, including 
cases in which the victim proceeds pro se; 

‘‘(4) provide appropriate resources in juvenile court matters 
to respond to dating violence, domestic violence, sexual assault 
(including child sexual abuse), and stalking and ensure nec-
essary services dealing with the health and mental health 
of victims are available; 

‘‘(5) enable courts or court-based or court-related programs 
to develop or enhance—

‘‘(A) court infrastructure (such as specialized courts, 
consolidated courts, dockets, intake centers, or interpreter 
services); 

‘‘(B) community-based initiatives within the court 
system (such as court watch programs, victim assistants, 
pro se victim assistance programs, or community-based 
supplementary services); 

‘‘(C) offender management, monitoring, and account-
ability programs; 

‘‘(D) safe and confidential information-storage and 
information-sharing databases within and between court 
systems; 
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‘‘(E) education and outreach programs to improve 
community access, including enhanced access for under-
served populations; and 

‘‘(F) other projects likely to improve court responses 
to domestic violence, dating violence, sexual assault, and 
stalking; 
‘‘(6) provide civil legal assistance and advocacy services, 

including legal information and resources in cases in which 
the victim proceeds pro se, to—

‘‘(A) victims of domestic violence; and 
‘‘(B) nonoffending parents in matters—

‘‘(i) that involve allegations of child sexual abuse; 
‘‘(ii) that relate to family matters, including civil 

protection orders, custody, and divorce; and 
‘‘(iii) in which the other parent is represented by 

counsel; 
‘‘(7) collect data and provide training and technical assist-

ance, including developing State, local, and tribal model codes 
and policies, to improve the capacity of grantees and commu-
nities to address the civil justice needs of victims of domestic 
violence, dating violence, sexual assault, and stalking who have 
legal representation, who are proceeding pro se, or who are 
proceeding with the assistance of a legal advocate; and 

‘‘(8) to improve training and education to assist judges, 
judicial personnel, attorneys, child welfare personnel, and legal 
advocates in the civil justice system. 
‘‘(c) CONSIDERATIONS.—

‘‘(1) IN GENERAL.—In making grants for purposes described 
in paragraphs (1) through (7) of subsection (b), the Attorney 
General shall consider—

‘‘(A) the number of families to be served by the pro-
posed programs and services; 

‘‘(B) the extent to which the proposed programs and 
services serve underserved populations; 

‘‘(C) the extent to which the applicant demonstrates 
cooperation and collaboration with nonprofit, nongovern-
mental entities in the local community with demonstrated 
histories of effective work on domestic violence, dating 
violence, sexual assault, or stalking, including State or 
tribal domestic violence coalitions, State or tribal sexual 
assault coalitions, local shelters, and programs for domestic 
violence and sexual assault victims; and 

‘‘(D) the extent to which the applicant demonstrates 
coordination and collaboration with State, tribal, and local 
court systems, including mechanisms for communication 
and referral. 
‘‘(2) OTHER GRANTS.—In making grants under subsection 

(b)(8) the Attorney General shall take into account the extent 
to which the grantee has expertise addressing the judicial sys-
tem’s handling of family violence, child custody, child abuse 
and neglect, adoption, foster care, supervised visitation, divorce, 
and parentage. 
‘‘(d) APPLICANT REQUIREMENTS.—The Attorney General may 

make a grant under this section to an applicant that—
‘‘(1) demonstrates expertise in the areas of domestic 

violence, dating violence, sexual assault, stalking, or child 
sexual abuse, as appropriate; 
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‘‘(2) ensures that any fees charged to individuals for use 
of supervised visitation programs and services are based on 
the income of those individuals, unless otherwise provided by 
court order; 

‘‘(3) for a court-based program, certifies that victims of 
domestic violence, dating violence, sexual assault, or stalking 
are not charged fees or any other costs related to the filing, 
petitioning, modifying, issuance, registration, enforcement, 
withdrawal, or dismissal of matters relating to the domestic 
violence, dating violence, sexual assault, or stalking; 

‘‘(4) demonstrates that adequate security measures, 
including adequate facilities, procedures, and personnel capable 
of preventing violence, and adequate standards are, or will 
be, in place (including the development of protocols or policies 
to ensure that confidential information is not shared with 
courts, law enforcement agencies, or child welfare agencies 
unless necessary to ensure the safety of any child or adult 
using the services of a program funded under this section), 
if the applicant proposes to operate supervised visitation pro-
grams and services or safe visitation exchange; 

‘‘(5) certifies that the organizational policies of the applicant 
do not require mediation or counseling involving offenders and 
victims being physically present in the same place, in cases 
where domestic violence, dating violence, sexual assault, or 
stalking is alleged; 

‘‘(6) certifies that any person providing legal assistance 
through a program funded under this section has completed 
or will complete training on domestic violence, dating violence, 
sexual assault, and stalking, including child sexual abuse, and 
related legal issues; and 

‘‘(7) certifies that any person providing custody evaluation 
or guardian ad litem services through a program funded under 
this section has completed or will complete training developed 
with input from and in collaboration with a tribal, State, terri-
torial, or local domestic violence, dating violence, sexual assault, 
or stalking victim service provider or coalition on the dynamics 
of domestic violence and sexual assault, including child sexual 
abuse, that includes training on how to review evidence of 
past abuse and the use of evidenced-based theories to make 
recommendations on custody and visitation. 
‘‘(e) AUTHORIZATION OF APPROPRIATIONS.—There is authorized 

to be appropriated to carry out this section, $22,000,000 for each 
of fiscal years 2014 through 2018. Amounts appropriated pursuant 
to this subsection shall remain available until expended. 

‘‘(f) ALLOTMENT FOR INDIAN TRIBES.—
‘‘(1) IN GENERAL.—Not less than 10 percent of the total 

amount available under this section for each fiscal year shall 
be available for grants under the program authorized by section 
3796gg–10 of this title. 

‘‘(2) APPLICABILITY OF PART.—The requirements of this sec-
tion shall not apply to funds allocated for the program described 
in paragraph (1).’’. 
(b) TECHNICAL AND CONFORMING AMENDMENT.—Subtitle J of 

the Violence Against Women Act of 1994 (42 U.S.C. 14043 et 
seq.) is repealed. 
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SEC. 105. SEX OFFENDER MANAGEMENT. 

Section 40152(c) of the Violence Against Women Act of 1994 
(42 U.S.C. 13941) is amended by striking ‘‘$5,000,000’’ and all 
that follows and inserting ‘‘$5,000,000 for each of fiscal years 2014 
through 2018.’’. 
SEC. 106. COURT-APPOINTED SPECIAL ADVOCATE PROGRAM. 

Subtitle B of title II of the Crime Control Act of 1990 (42 
U.S.C. 13011 et seq.) is amended—

(1) in section 216 (42 U.S.C. 13012), by striking ‘‘January 
1, 2010’’ and inserting ‘‘January 1, 2015’’; 

(2) in section 217 (42 U.S.C. 13013)—
(A) by striking ‘‘Code of Ethics’’ in section (c)(2) and 

inserting ‘‘Standards for Programs’’; and 
(B) by adding at the end the following: 

‘‘(e) REPORTING.—An organization that receives a grant under 
this section for a fiscal year shall submit to the Administrator 
a report regarding the use of the grant for the fiscal year, including 
a discussion of outcome performance measures (which shall be 
established by the Administrator) to determine the effectiveness 
of the programs of the organization in meeting the needs of children 
in the child welfare system.’’; and 

(3) in section 219(a) (42 U.S.C. 13014(a)), by striking ‘‘fiscal 
years 2007 through 2011’’ and inserting ‘‘fiscal years 2014 
through 2018’’. 

SEC. 107. CRIMINAL PROVISION RELATING TO STALKING, INCLUDING 
CYBERSTALKING. 

(a) INTERSTATE DOMESTIC VIOLENCE.—Section 2261(a)(1) of title 
18, United States Code, is amended—

(1) by inserting ‘‘is present’’ after ‘‘Indian Country or’’; 
and 

(2) by inserting ‘‘or presence’’ after ‘‘as a result of such 
travel’’; 
(b) STALKING.—Section 2261A of title 18, United States Code, 

is amended to read as follows: 

‘‘§ 2261A. Stalking 
‘‘Whoever—

‘‘(1) travels in interstate or foreign commerce or is present 
within the special maritime and territorial jurisdiction of the 
United States, or enters or leaves Indian country, with the 
intent to kill, injure, harass, intimidate, or place under surveil-
lance with intent to kill, injure, harass, or intimidate another 
person, and in the course of, or as a result of, such travel 
or presence engages in conduct that—

‘‘(A) places that person in reasonable fear of the death 
of, or serious bodily injury to—

‘‘(i) that person; 
‘‘(ii) an immediate family member (as defined in 

section 115) of that person; or 
‘‘(iii) a spouse or intimate partner of that person; 

or 
‘‘(B) causes, attempts to cause, or would be reasonably 

expected to cause substantial emotional distress to a person 
described in clause (i), (ii), or (iii) of subparagraph (A); 
or 



S. 47—25

‘‘(2) with the intent to kill, injure, harass, intimidate, or 
place under surveillance with intent to kill, injure, harass, 
or intimidate another person, uses the mail, any interactive 
computer service or electronic communication service or elec-
tronic communication system of interstate commerce, or any 
other facility of interstate or foreign commerce to engage in 
a course of conduct that—

‘‘(A) places that person in reasonable fear of the death 
of or serious bodily injury to a person described in clause 
(i), (ii), or (iii) of paragraph (1)(A); or 

‘‘(B) causes, attempts to cause, or would be reasonably 
expected to cause substantial emotional distress to a person 
described in clause (i), (ii), or (iii) of paragraph (1)(A), 

shall be punished as provided in section 2261(b) of this title.’’. 
(c) INTERSTATE VIOLATION OF PROTECTION ORDER.—Section 

2262(a)(2) of title 18, United States Code, is amended by inserting 
‘‘is present’’ after ‘‘Indian Country or’’. 
SEC. 108. OUTREACH AND SERVICES TO UNDERSERVED POPULATIONS 

GRANT. 

Section 120 of the Violence Against Women and Department 
of Justice Reauthorization Act of 2005 (42 U.S.C. 14045) is amended 
to read as follows: 
‘‘SEC. 120. GRANTS FOR OUTREACH AND SERVICES TO UNDERSERVED 

POPULATIONS. 

‘‘(a) GRANTS AUTHORIZED.—
‘‘(1) IN GENERAL.—Of the amounts appropriated under the 

grant programs identified in paragraph (2), the Attorney Gen-
eral shall take 2 percent of such appropriated amounts and 
combine them to award grants to eligible entities described 
in subsection (b) of this section to develop and implement 
outreach strategies targeted at adult or youth victims of 
domestic violence, dating violence, sexual assault, or stalking 
in underserved populations and to provide victim services to 
meet the needs of adult and youth victims of domestic violence, 
dating violence, sexual assault, and stalking in underserved 
populations. The requirements of the grant programs identified 
in paragraph (2) shall not apply to this grant program. 

‘‘(2) PROGRAMS COVERED.—The programs covered by para-
graph (1) are the programs carried out under the following 
provisions: 

‘‘(A) Section 2001 of the Omnibus Crime Control and 
Safe Streets Act of 1968 (Grants to Combat Violent Crimes 
Against Women). 

‘‘(B) Section 2101 of the Omnibus Crime Control and 
Safe Streets Act of 1968 (Grants to Encourage Arrest Poli-
cies and Enforcement of Protection Orders Program). 

‘‘(b) ELIGIBLE ENTITIES.—Eligible entities under this section 
are—

‘‘(1) population specific organizations that have dem-
onstrated experience and expertise in providing population spe-
cific services in the relevant underserved communities, or popu-
lation specific organizations working in partnership with a 
victim service provider or domestic violence or sexual assault 
coalition; 

‘‘(2) victim service providers offering population specific 
services for a specific underserved population; or 
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‘‘(3) victim service providers working in partnership with 
a national, State, tribal, or local organization that has dem-
onstrated experience and expertise in providing population spe-
cific services in the relevant underserved population. 
‘‘(c) PLANNING GRANTS.—The Attorney General may use up 

to 25 percent of funds available under this section to make one-
time planning grants to eligible entities to support the planning 
and development of specially designed and targeted programs for 
adult and youth victims in one or more underserved populations, 
including—

‘‘(1) identifying, building and strengthening partnerships 
with potential collaborators within underserved populations, 
Federal, State, tribal, territorial or local government entities, 
and public and private organizations; 

‘‘(2) conducting a needs assessment of the community and 
the targeted underserved population or populations to deter-
mine what the barriers are to service access and what factors 
contribute to those barriers, using input from the targeted 
underserved population or populations; 

‘‘(3) identifying promising prevention, outreach and inter-
vention strategies for victims from a targeted underserved popu-
lation or populations; and 

‘‘(4) developing a plan, with the input of the targeted under-
served population or populations, for implementing prevention, 
outreach and intervention strategies to address the barriers 
to accessing services, promoting community engagement in the 
prevention of domestic violence, dating violence, sexual assault, 
and stalking within the targeted underserved populations, and 
evaluating the program. 
‘‘(d) IMPLEMENTATION GRANTS.—The Attorney General shall 

make grants to eligible entities for the purpose of providing or 
enhancing population specific outreach and services to adult and 
youth victims in one or more underserved populations, including—

‘‘(1) working with Federal, State, tribal, territorial and 
local governments, agencies, and organizations to develop or 
enhance population specific services; 

‘‘(2) strengthening the capacity of underserved populations 
to provide population specific services; 

‘‘(3) strengthening the capacity of traditional victim service 
providers to provide population specific services; 

‘‘(4) strengthening the effectiveness of criminal and civil 
justice interventions by providing training for law enforcement, 
prosecutors, judges and other court personnel on domestic 
violence, dating violence, sexual assault, or stalking in under-
served populations; or 

‘‘(5) working in cooperation with an underserved population 
to develop and implement outreach, education, prevention, and 
intervention strategies that highlight available resources and 
the specific issues faced by victims of domestic violence, dating 
violence, sexual assault, or stalking from underserved popu-
lations. 
‘‘(e) APPLICATION.—An eligible entity desiring a grant under 

this section shall submit an application to the Director of the 
Office on Violence Against Women at such time, in such form, 
and in such manner as the Director may prescribe. 

‘‘(f) REPORTS.—Each eligible entity receiving a grant under 
this section shall submit to the Director of the Office on Violence 
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Against Women a report that describes the activities carried out 
with grant funds. 

‘‘(g) AUTHORIZATION OF APPROPRIATIONS.—In addition to the 
funds identified in subsection (a)(1), there are authorized to be 
appropriated to carry out this section $2,000,000 for each of fiscal 
years 2014 through 2018. 

‘‘(h) DEFINITIONS AND GRANT CONDITIONS.—In this section the 
definitions and grant conditions in section 40002 of the Violence 
Against Women Act of 1994 (42 U.S.C. 13925) shall apply.’’. 

SEC. 109. CULTURALLY SPECIFIC SERVICES GRANT. 

Section 121 of the Violence Against Women and Department 
of Justice Reauthorization Act of 2005 (42 U.S.C. 14045a) is 
amended—

(1) in the section heading, by striking ‘‘AND LINGUIS-
TICALLY’’; 

(2) by striking ‘‘and linguistically’’ each place it appears; 
(3) by striking ‘‘and linguistic’’ each place it appears; 
(4) by striking subsection (a)(2) and inserting: 
‘‘(2) PROGRAMS COVERED.—The programs covered by para-

graph (1) are the programs carried out under the following 
provisions: 

‘‘(A) Section 2101 of the Omnibus Crime Control and 
Safe Streets Act of 1968 (Grants to Encourage Arrest Poli-
cies and Enforcement of Protection Orders). 

‘‘(B) Section 14201 of division B of the Victims of Traf-
ficking and Violence Protection Act of 2000 (42 U.S.C. 
3796gg–6) (Legal Assistance for Victims). 

‘‘(C) Section 40295 of the Violence Against Women 
Act of 1994 (42 U.S.C. 13971) (Rural Domestic Violence, 
Dating Violence, Sexual Assault, Stalking, and Child Abuse 
Enforcement Assistance). 

‘‘(D) Section 40802 of the Violence Against Women 
Act of 1994 (42 U.S.C. 14041a) (Enhanced Training and 
Services to End Violence Against Women Later in Life). 

‘‘(E) Section 1402 of division B of the Victims of Traf-
ficking and Violence Protection Act of 2000 (42 U.S.C. 
3796gg–7) (Education, Training, and Enhanced Services 
to End Violence Against and Abuse of Women with Disabil-
ities).’’; and 
(5) in subsection (g), by striking ‘‘linguistic and’’. 

TITLE II—IMPROVING SERVICES FOR 
VICTIMS OF DOMESTIC VIOLENCE, 
DATING VIOLENCE, SEXUAL ASSAULT, 
AND STALKING 

SEC. 201. SEXUAL ASSAULT SERVICES PROGRAM. 

(a) GRANTS TO STATES AND TERRITORIES.—Section 41601(b) of 
the Violence Against Women Act of 1994 (42 U.S.C. 14043g(b)) 
is amended—

(1) in paragraph (1), by striking ‘‘other programs’’ and 
all that follows and inserting ‘‘other nongovernmental or tribal 
programs and projects to assist individuals who have been 
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victimized by sexual assault, without regard to the age of 
the individual.’’; 

(2) in paragraph (2)—
(A) in subparagraph (B), by inserting ‘‘or tribal pro-

grams and activities’’ after ‘‘nongovernmental organiza-
tions’’; and 

(B) in subparagraph (C)(v), by striking ‘‘linguistically 
and’’; and 
(3) in paragraph (4)—

(A) by inserting ‘‘(including the District of Columbia 
and Puerto Rico)’’ after ‘‘The Attorney General shall allo-
cate to each State’’; 

(B) by striking ‘‘the District of Columbia, Puerto Rico,’’ 
after ‘‘Guam’’; 

(C) by striking ‘‘0.125 percent’’ and inserting ‘‘0.25 
percent’’; and 

(D) by striking ‘‘The District of Columbia shall be 
treated as a territory for purposes of calculating its alloca-
tion under the preceding formula.’’. 

(b) AUTHORIZATION OF APPROPRIATIONS.—Section 41601(f)(1) of 
the Violence Against Women Act of 1994 (42 U.S.C. 14043g(f)(1)) 
is amended by striking ‘‘$50,000,000 to remain available until 
expended for each of the fiscal years 2007 through 2011’’ and 
inserting ‘‘$40,000,000 to remain available until expended for each 
of fiscal years 2014 through 2018’’. 

SEC. 202. RURAL DOMESTIC VIOLENCE, DATING VIOLENCE, SEXUAL 
ASSAULT, STALKING, AND CHILD ABUSE ENFORCEMENT 
ASSISTANCE. 

Section 40295 of the Violence Against Women Act of 1994 
(42 U.S.C. 13971) is amended—

(1) in subsection (a)(1)(H), by inserting ‘‘, including sexual 
assault forensic examiners’’ before the semicolon; 

(2) in subsection (b)—
(A) in paragraph (1)—

(i) by striking ‘‘victim advocacy groups’’ and 
inserting ‘‘victim service providers’’; and 

(ii) by inserting ‘‘, including developing multidisci-
plinary teams focusing on high risk cases with the 
goal of preventing domestic and dating violence homi-
cides’’ before the semicolon; 
(B) in paragraph (2)—

(i) by striking ‘‘and other long- and short-term 
assistance’’ and inserting ‘‘legal assistance, and other 
long-term and short-term victim and population spe-
cific services’’; and 

(ii) by striking ‘‘and’’ at the end; 
(C) in paragraph (3), by striking the period at the 

end and inserting ‘‘; and’’; and 
(D) by adding at the end the following: 

‘‘(4) developing, enlarging, or strengthening programs 
addressing sexual assault, including sexual assault forensic 
examiner programs, Sexual Assault Response Teams, law 
enforcement training, and programs addressing rape kit back-
logs. 

‘‘(5) developing programs and strategies that focus on the 
specific needs of victims of domestic violence, dating violence, 
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sexual assault, and stalking who reside in remote rural and 
geographically isolated areas, including addressing the chal-
lenges posed by the lack of access to shelters and victims 
services, and limited law enforcement resources and training, 
and providing training and resources to Community Health 
Aides involved in the delivery of Indian Health Service pro-
grams.’’; and 

(3) in subsection (e)(1), by striking ‘‘$55,000,000 for each 
of the fiscal years 2007 through 2011’’ and inserting 
‘‘$50,000,000 for each of fiscal years 2014 through 2018’’. 

SEC. 203. TRAINING AND SERVICES TO END VIOLENCE AGAINST 
WOMEN WITH DISABILITIES GRANTS. 

Section 1402 of division B of the Victims of Trafficking and 
Violence Protection Act of 2000 (42 U.S.C. 3796gg–7) is amended—

(1) in subsection (b)—
(A) in paragraph (1), by inserting ‘‘(including using 

evidence-based indicators to assess the risk of domestic 
and dating violence homicide)’’ after ‘‘risk reduction’’; 

(B) in paragraph (4), by striking ‘‘victim service 
organizations’’ and inserting ‘‘victim service providers’’; and 

(C) in paragraph (5), by striking ‘‘victim services 
organizations’’ and inserting ‘‘victim service providers’’; 
(2) in subsection (c)(1)(D), by striking ‘‘nonprofit and non-

governmental victim services organization, such as a State’’ 
and inserting ‘‘victim service provider, such as a State or tribal’’; 
and 

(3) in subsection (e), by striking ‘‘$10,000,000 for each 
of the fiscal years 2007 through 2011’’ and inserting ‘‘$9,000,000 
for each of fiscal years 2014 through 2018’’. 

SEC. 204. ENHANCED TRAINING AND SERVICES TO END ABUSE IN 
LATER LIFE. 

(a) IN GENERAL.—Subtitle H of the Violence Against Women 
Act of 1994 (42 U.S.C. 14041 et seq.) is amended to read as follows: 

‘‘Subtitle H—Enhanced Training and 
Services To End Abuse Later in Life 

‘‘SEC. 40801. ENHANCED TRAINING AND SERVICES TO END ABUSE IN 
LATER LIFE. 

‘‘(a) DEFINITIONS.—In this section—
‘‘(1) the term ‘exploitation’ has the meaning given the term 

in section 2011 of the Social Security Act (42 U.S.C. 1397j); 
‘‘(2) the term ‘later life’, relating to an individual, means 

the individual is 50 years of age or older; and 
‘‘(3) the term ‘neglect’ means the failure of a caregiver 

or fiduciary to provide the goods or services that are necessary 
to maintain the health or safety of an individual in later life. 
‘‘(b) GRANT PROGRAM.—

‘‘(1) GRANTS AUTHORIZED.—The Attorney General may 
make grants to eligible entities to carry out the activities 
described in paragraph (2). 

‘‘(2) MANDATORY AND PERMISSIBLE ACTIVITIES.—
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‘‘(A) MANDATORY ACTIVITIES.—An eligible entity 
receiving a grant under this section shall use the funds 
received under the grant to—

‘‘(i) provide training programs to assist law enforce-
ment agencies, prosecutors, agencies of States or units 
of local government, population specific organizations, 
victim service providers, victim advocates, and relevant 
officers in Federal, tribal, State, territorial, and local 
courts in recognizing and addressing instances of elder 
abuse; 

‘‘(ii) provide or enhance services for victims of 
abuse in later life, including domestic violence, dating 
violence, sexual assault, stalking, exploitation, and 
neglect; 

‘‘(iii) establish or support multidisciplinary collabo-
rative community responses to victims of abuse in later 
life, including domestic violence, dating violence, sexual 
assault, stalking, exploitation, and neglect; and 

‘‘(iv) conduct cross-training for law enforcement 
agencies, prosecutors, agencies of States or units of 
local government, attorneys, health care providers, 
population specific organizations, faith-based advo-
cates, victim service providers, and courts to better 
serve victims of abuse in later life, including domestic 
violence, dating violence, sexual assault, stalking, 
exploitation, and neglect. 
‘‘(B) PERMISSIBLE ACTIVITIES.—An eligible entity 

receiving a grant under this section may use the funds 
received under the grant to—

‘‘(i) provide training programs to assist attorneys, 
health care providers, faith-based leaders, or other 
community-based organizations in recognizing and 
addressing instances of abuse in later life, including 
domestic violence, dating violence, sexual assault, 
stalking, exploitation, and neglect; or 

‘‘(ii) conduct outreach activities and awareness 
campaigns to ensure that victims of abuse in later 
life, including domestic violence, dating violence, sexual 
assault, stalking, exploitation, and neglect receive 
appropriate assistance. 
‘‘(C) WAIVER.—The Attorney General may waive 1 or 

more of the activities described in subparagraph (A) upon 
making a determination that the activity would duplicate 
services available in the community. 

‘‘(D) LIMITATION.—An eligible entity receiving a grant 
under this section may use not more than 10 percent 
of the total funds received under the grant for an activity 
described in subparagraph (B)(ii). 
‘‘(3) ELIGIBLE ENTITIES.—An entity shall be eligible to 

receive a grant under this section if—
‘‘(A) the entity is—

‘‘(i) a State; 
‘‘(ii) a unit of local government; 
‘‘(iii) a tribal government or tribal organization; 
‘‘(iv) a population specific organization with dem-

onstrated experience in assisting individuals over 50 
years of age; 
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‘‘(v) a victim service provider with demonstrated 
experience in addressing domestic violence, dating 
violence, sexual assault, and stalking; or 

‘‘(vi) a State, tribal, or territorial domestic violence 
or sexual assault coalition; and 
‘‘(B) the entity demonstrates that it is part of a multi-

disciplinary partnership that includes, at a minimum—
‘‘(i) a law enforcement agency; 
‘‘(ii) a prosecutor’s office; 
‘‘(iii) a victim service provider; and 
‘‘(iv) a nonprofit program or government agency 

with demonstrated experience in assisting individuals 
in later life; 

‘‘(4) UNDERSERVED POPULATIONS.—In making grants under 
this section, the Attorney General shall give priority to pro-
posals providing services to culturally specific and underserved 
populations. 

‘‘(5) AUTHORIZATION OF APPROPRIATIONS.—There is author-
ized to be appropriated to carry out this section $9,000,000 
for each of fiscal years 2014 through 2018.’’. 

TITLE III—SERVICES, PROTECTION, 
AND JUSTICE FOR YOUNG VICTIMS OF 
VIOLENCE 

SEC. 301. RAPE PREVENTION AND EDUCATION GRANT. 

Section 393A of the Public Health Service Act (42 U.S.C. 280b–
1b) is amended—

(1) in subsection (a)—
(A) in the matter preceding paragraph (1), by inserting 

‘‘, territorial or tribal’’ after ‘‘crisis centers, State’’; and 
(B) in paragraph (6), by inserting ‘‘and alcohol’’ after 

‘‘about drugs’’; and 
(2) in subsection (c)—

(A) in paragraph (1), by striking ‘‘$80,000,000 for each 
of fiscal years 2007 through 2011’’ and inserting 
‘‘$50,000,000 for each of fiscal years 2014 through 2018’’; 
and 

(B) by adding at the end the following: 
‘‘(3) BASELINE FUNDING FOR STATES, THE DISTRICT OF 

COLUMBIA, AND PUERTO RICO.—A minimum allocation of 
$150,000 shall be awarded in each fiscal year for each of the 
States, the District of Columbia, and Puerto Rico. A minimum 
allocation of $35,000 shall be awarded in each fiscal year for 
each Territory. Any unused or remaining funds shall be allotted 
to each State, the District of Columbia, and Puerto Rico on 
the basis of population.’’. 

SEC. 302. CREATING HOPE THROUGH OUTREACH, OPTIONS, SERVICES, 
AND EDUCATION FOR CHILDREN AND YOUTH. 

Subtitle L of the Violence Against Women Act of 1994 is 
amended by striking sections 41201 through 41204 (42 U.S.C. 
14043c through 14043c–3) and inserting the following: 
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‘‘SEC. 41201. CREATING HOPE THROUGH OUTREACH, OPTIONS, SERV-
ICES, AND EDUCATION FOR CHILDREN AND YOUTH 
(‘CHOOSE CHILDREN & YOUTH’). 

‘‘(a) GRANTS AUTHORIZED.—The Attorney General, working in 
collaboration with the Secretary of Health and Human Services 
and the Secretary of Education, shall award grants to enhance 
the safety of youth and children who are victims of, or exposed 
to, domestic violence, dating violence, sexual assault, stalking, or 
sex trafficking and prevent future violence. 

‘‘(b) PROGRAM PURPOSES.—Funds provided under this section 
may be used for the following program purpose areas: 

‘‘(1) SERVICES TO ADVOCATE FOR AND RESPOND TO YOUTH.—
To develop, expand, and strengthen victim-centered interven-
tions and services that target youth who are victims of domestic 
violence, dating violence, sexual assault, stalking, and sex traf-
ficking. Services may include victim services, counseling, 
advocacy, mentoring, educational support, transportation, legal 
assistance in civil, criminal and administrative matters, such 
as family law cases, housing cases, child welfare proceedings, 
campus administrative proceedings, and civil protection order 
proceedings, population-specific services, and other activities 
that support youth in finding safety, stability, and justice and 
in addressing the emotional, cognitive, and physical effects 
of trauma. Funds may be used to—

‘‘(A) assess and analyze currently available services 
for youth victims of domestic violence, dating violence, 
sexual assault, stalking, and sex trafficking, determining 
relevant barriers to such services in a particular locality, 
and developing a community protocol to address such prob-
lems collaboratively; 

‘‘(B) develop and implement policies, practices, and 
procedures to effectively respond to domestic violence, 
dating violence, sexual assault, stalking, or sex trafficking 
against youth; or 

‘‘(C) provide technical assistance and training to 
enhance the ability of school personnel, victim service pro-
viders, child protective service workers, staff of law enforce-
ment agencies, prosecutors, court personnel, individuals 
who work in after school programs, medical personnel, 
social workers, mental health personnel, and workers in 
other programs that serve children and youth to improve 
their ability to appropriately respond to the needs of chil-
dren and youth who are victims of domestic violence, dating 
violence, sexual assault, stalking, and sex trafficking, and 
to properly refer such children, youth, and their families 
to appropriate services. 
‘‘(2) SUPPORTING YOUTH THROUGH EDUCATION AND PROTEC-

TION.—To enable middle schools, high schools, and institutions 
of higher education to—

‘‘(A) provide training to school personnel, including 
healthcare providers and security personnel, on the needs 
of students who are victims of domestic violence, dating 
violence, sexual assault, stalking, or sex trafficking; 

‘‘(B) develop and implement prevention and interven-
tion policies in middle and high schools, including appro-
priate responses to, and identification and referral proce-
dures for, students who are experiencing or perpetrating 
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domestic violence, dating violence, sexual assault, stalking, 
or sex trafficking, and procedures for handling the require-
ments of court protective orders issued to or against stu-
dents; 

‘‘(C) provide support services for student victims of 
domestic violence, dating violence, sexual assault, stalking, 
or sex trafficking, such as a resource person who is either 
on-site or on-call; 

‘‘(D) implement developmentally appropriate edu-
cational programming for students regarding domestic 
violence, dating violence, sexual assault, stalking, and sex 
trafficking and the impact of such violence on youth; or 

‘‘(E) develop strategies to increase identification, sup-
port, referrals, and prevention programming for youth who 
are at high risk of domestic violence, dating violence, sexual 
assault, stalking, or sex trafficking. 

‘‘(c) ELIGIBLE APPLICANTS.—
‘‘(1) IN GENERAL.—To be eligible to receive a grant under 

this section, an entity shall be—
‘‘(A) a victim service provider, tribal nonprofit, or popu-

lation-specific or community-based organization with a 
demonstrated history of effective work addressing the needs 
of youth who are, including runaway or homeless youth 
affected by, victims of domestic violence, dating violence, 
sexual assault, stalking, or sex trafficking; 

‘‘(B) a victim service provider that is partnered with 
an entity that has a demonstrated history of effective work 
addressing the needs of youth; or 

‘‘(C) a public, charter, tribal, or nationally accredited 
private middle or high school, a school administered by 
the Department of Defense under section 2164 of title 
10, United States Code or section 1402 of the Defense 
Dependents’ Education Act of 1978, a group of schools, 
a school district, or an institution of higher education. 
‘‘(2) PARTNERSHIPS.—

‘‘(A) EDUCATION.—To be eligible to receive a grant for 
the purposes described in subsection (b)(2), an entity 
described in paragraph (1) shall be partnered with a public, 
charter, tribal, or nationally accredited private middle or 
high school, a school administered by the Department of 
Defense under section 2164 of title 10, United States Code 
or section 1402 of the Defense Dependents’ Education Act 
of 1978, a group of schools, a school district, or an institu-
tion of higher education. 

‘‘(B) OTHER PARTNERSHIPS.—All applicants under this 
section are encouraged to work in partnership with 
organizations and agencies that work with the relevant 
population. Such entities may include—

‘‘(i) a State, tribe, unit of local government, or 
territory; 

‘‘(ii) a population specific or community-based 
organization; 

‘‘(iii) batterer intervention programs or sex 
offender treatment programs with specialized knowl-
edge and experience working with youth offenders; or 
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‘‘(iv) any other agencies or nonprofit, nongovern-
mental organizations with the capacity to provide effec-
tive assistance to the adult, youth, and child victims 
served by the partnership. 

‘‘(d) GRANTEE REQUIREMENTS.—Applicants for grants under this 
section shall establish and implement policies, practices, and proce-
dures that—

‘‘(1) require and include appropriate referral systems for 
child and youth victims; 

‘‘(2) protect the confidentiality and privacy of child and 
youth victim information, particularly in the context of parental 
or third party involvement and consent, mandatory reporting 
duties, and working with other service providers all with pri-
ority on victim safety and autonomy; and 

‘‘(3) ensure that all individuals providing intervention or 
prevention programming to children or youth through a pro-
gram funded under this section have completed, or will com-
plete, sufficient training in connection with domestic violence, 
dating violence, sexual assault, stalking, and sex trafficking. 
‘‘(e) DEFINITIONS AND GRANT CONDITIONS.—In this section, the 

definitions and grant conditions provided for in section 40002 shall 
apply. 

‘‘(f) AUTHORIZATION OF APPROPRIATIONS.—There is authorized 
to be appropriated to carry out this section, $15,000,000 for each 
of fiscal years 2014 through 2018. 

‘‘(g) ALLOTMENT.—
‘‘(1) IN GENERAL.—Not less than 50 percent of the total 

amount appropriated under this section for each fiscal year 
shall be used for the purposes described in subsection (b)(1). 

‘‘(2) INDIAN TRIBES.—Not less than 10 percent of the total 
amount appropriated under this section for each fiscal year 
shall be made available for grants under the program author-
ized by section 2015 of the Omnibus Crime Control and Safe 
Streets Act of 1968. The requirements of this section shall 
not apply to funds allocated under this paragraph. 
‘‘(h) PRIORITY.—The Attorney General shall prioritize grant 

applications under this section that coordinate with prevention 
programs in the community.’’. 

SEC. 303. GRANTS TO COMBAT VIOLENT CRIMES ON CAMPUSES. 

Section 304 of the Violence Against Women and Department 
of Justice Reauthorization Act of 2005 (42 U.S.C. 14045b) is 
amended—

(1) in subsection (a)—
(A) in paragraph (1)—

(i) by striking ‘‘stalking on campuses, and’’ and 
inserting ‘‘stalking on campuses,’’; 

(ii) by striking ‘‘crimes against women on’’ and 
inserting ‘‘crimes on’’; and 

(iii) by inserting ‘‘, and to develop and strengthen 
prevention education and awareness programs’’ before 
the period; and 
(B) in paragraph (2), by striking ‘‘$500,000’’ and 

inserting ‘‘$300,000’’; 
(2) in subsection (b)—

(A) in paragraph (2)—
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(i) by inserting ‘‘, strengthen,’’ after ‘‘To develop’’; 
and 

(ii) by inserting ‘‘including the use of technology 
to commit these crimes,’’ after ‘‘sexual assault and 
stalking,’’; 
(B) in paragraph (4)—

(i) by inserting ‘‘and population specific services’’ 
after ‘‘strengthen victim services programs’’; 

(ii) by striking ‘‘entities carrying out’’ and all that 
follows through ‘‘stalking victim services programs’’ 
and inserting ‘‘victim service providers’’; and 

(iii) by inserting ‘‘, regardless of whether the serv-
ices are provided by the institution or in coordination 
with community victim service providers’’ before the 
period at the end; and 
(C) by adding at the end the following: 

‘‘(9) To develop or adapt and provide developmental, cul-
turally appropriate, and linguistically accessible print or elec-
tronic materials to address both prevention and intervention 
in domestic violence, dating violence, sexual violence, and 
stalking. 

‘‘(10) To develop or adapt population specific strategies 
and projects for victims of domestic violence, dating violence, 
sexual assault, and stalking from underserved populations on 
campus.’’; 

(3) in subsection (c)—
(A) in paragraph (2)—

(i) in subparagraph (B), by striking ‘‘any non-
profit’’ and all that follows through ‘‘victim services 
programs’’ and inserting ‘‘victim service providers’’; 

(ii) by redesignating subparagraphs (D) through 
(F) as subparagraphs (E) through (G), respectively; 
and 

(iii) by inserting after subparagraph (C), the fol-
lowing: 
‘‘(D) describe how underserved populations in the cam-

pus community will be adequately served, including the 
provision of relevant population specific services;’’; and 

(B) in paragraph (3), by striking ‘‘2007 through 2011’’ 
and inserting ‘‘2014 through 2018’’; 
(4) in subsection (d)—

(A) by redesignating paragraph (3) as paragraph (4); 
and 

(B) by inserting after paragraph (2), the following: 
‘‘(3) GRANTEE MINIMUM REQUIREMENTS.—Each grantee 

shall comply with the following minimum requirements during 
the grant period: 

‘‘(A) The grantee shall create a coordinated community 
response including both organizations external to the 
institution and relevant divisions of the institution. 

‘‘(B) The grantee shall establish a mandatory preven-
tion and education program on domestic violence, dating 
violence, sexual assault, and stalking for all incoming stu-
dents. 

‘‘(C) The grantee shall train all campus law enforce-
ment to respond effectively to domestic violence, dating 
violence, sexual assault, and stalking. 
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‘‘(D) The grantee shall train all members of campus 
disciplinary boards to respond effectively to situations 
involving domestic violence, dating violence, sexual assault, 
or stalking.’’; and 
(5) in subsection (e), by striking ‘‘there are’’ and all that 

follows through the period and inserting ‘‘there is authorized 
to be appropriated $12,000,000 for each of fiscal years 2014 
through 2018.’’. 

SEC. 304. CAMPUS SEXUAL VIOLENCE, DOMESTIC VIOLENCE, DATING 
VIOLENCE, AND STALKING EDUCATION AND PREVENTION. 

(a) IN GENERAL.—Section 485(f) of the Higher Education Act 
of 1965 (20 U.S.C. 1092(f)) is amended—

(1) in paragraph (1)—
(A) in subparagraph (C)(iii), by striking the period 

at the end and inserting ‘‘, when the victim of such crime 
elects or is unable to make such a report.’’; and 

(B) in subparagraph (F)—
(i) in clause (i)(VIII), by striking ‘‘and’’ after the 

semicolon; 
(ii) in clause (ii)—

(I) by striking ‘‘sexual orientation’’ and 
inserting ‘‘ national origin, sexual orientation, 
gender identity,’’; and 

(II) by striking the period and inserting ‘‘; 
and’’; and 
(iii) by adding at the end the following: 
‘‘(iii) of domestic violence, dating violence, and 

stalking incidents that were reported to campus secu-
rity authorities or local police agencies.’’; 

(2) in paragraph (3), by inserting ‘‘, that withholds the 
names of victims as confidential,’’ after ‘‘that is timely’’; 

(3) in paragraph (6)(A)—
(A) by redesignating clauses (i), (ii), and (iii) as clauses 

(ii), (iii), and (iv), respectively; 
(B) by inserting before clause (ii), as redesignated by 

subparagraph (A), the following: 
‘‘(i) The terms ‘dating violence’, ‘domestic violence’, and 

‘stalking’ have the meaning given such terms in section 
40002(a) of the Violence Against Women Act of 1994 (42 U.S.C. 
13925(a)).’’; and 

(C) by inserting after clause (iv), as redesignated by 
subparagraph (A), the following: 
‘‘(v) The term ‘sexual assault’ means an offense classified 

as a forcible or nonforcible sex offense under the uniform crime 
reporting system of the Federal Bureau of Investigation.’’; 

(4) in paragraph (7)—
(A) by striking ‘‘paragraph (1)(F)’’ and inserting 

‘‘clauses (i) and (ii) of paragraph (1)(F)’’; and 
(B) by inserting after ‘‘Hate Crime Statistics Act.’’ the 

following: ‘‘For the offenses of domestic violence, dating 
violence, and stalking, such statistics shall be compiled 
in accordance with the definitions used in section 40002(a) 
of the Violence Against Women Act of 1994 (42 U.S.C. 
13925(a)).’’; 
(5) by striking paragraph (8) and inserting the following: 
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‘‘(8)(A) Each institution of higher education participating in 
any program under this title and title IV of the Economic Oppor-
tunity Act of 1964, other than a foreign institution of higher edu-
cation, shall develop and distribute as part of the report described 
in paragraph (1) a statement of policy regarding—

‘‘(i) such institution’s programs to prevent domestic 
violence, dating violence, sexual assault, and stalking; and 

‘‘(ii) the procedures that such institution will follow once 
an incident of domestic violence, dating violence, sexual assault, 
or stalking has been reported, including a statement of the 
standard of evidence that will be used during any institutional 
conduct proceeding arising from such a report. 
‘‘(B) The policy described in subparagraph (A) shall address 

the following areas: 
‘‘(i) Education programs to promote the awareness of rape, 

acquaintance rape, domestic violence, dating violence, sexual 
assault, and stalking, which shall include—

‘‘(I) primary prevention and awareness programs for 
all incoming students and new employees, which shall 
include—

‘‘(aa) a statement that the institution of higher 
education prohibits the offenses of domestic violence, 
dating violence, sexual assault, and stalking; 

‘‘(bb) the definition of domestic violence, dating 
violence, sexual assault, and stalking in the applicable 
jurisdiction; 

‘‘(cc) the definition of consent, in reference to 
sexual activity, in the applicable jurisdiction; 

‘‘(dd) safe and positive options for bystander inter-
vention that may be carried out by an individual to 
prevent harm or intervene when there is a risk of 
domestic violence, dating violence, sexual assault, or 
stalking against a person other than such individual; 

‘‘(ee) information on risk reduction to recognize 
warning signs of abusive behavior and how to avoid 
potential attacks; and 

‘‘(ff) the information described in clauses (ii) 
through (vii); and 
‘‘(II) ongoing prevention and awareness campaigns for 

students and faculty, including information described in 
items (aa) through (ff) of subclause (I). 
‘‘(ii) Possible sanctions or protective measures that such 

institution may impose following a final determination of an 
institutional disciplinary procedure regarding rape, acquaint-
ance rape, domestic violence, dating violence, sexual assault, 
or stalking. 

‘‘(iii) Procedures victims should follow if a sex offense, 
domestic violence, dating violence, sexual assault, or stalking 
has occurred, including information in writing about—

‘‘(I) the importance of preserving evidence as may be 
necessary to the proof of criminal domestic violence, dating 
violence, sexual assault, or stalking, or in obtaining a 
protection order; 

‘‘(II) to whom the alleged offense should be reported; 
‘‘(III) options regarding law enforcement and campus 

authorities, including notification of the victim’s option to—
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‘‘(aa) notify proper law enforcement authorities, 
including on-campus and local police; 

‘‘(bb) be assisted by campus authorities in notifying 
law enforcement authorities if the victim so chooses; 
and 

‘‘(cc) decline to notify such authorities; and 
‘‘(IV) where applicable, the rights of victims and the 

institution’s responsibilities regarding orders of protection, 
no contact orders, restraining orders, or similar lawful 
orders issued by a criminal, civil, or tribal court. 
‘‘(iv) Procedures for institutional disciplinary action in cases 

of alleged domestic violence, dating violence, sexual assault, 
or stalking, which shall include a clear statement that—

‘‘(I) such proceedings shall—
‘‘(aa) provide a prompt, fair, and impartial inves-

tigation and resolution; and 
‘‘(bb) be conducted by officials who receive annual 

training on the issues related to domestic violence, 
dating violence, sexual assault, and stalking and how 
to conduct an investigation and hearing process that 
protects the safety of victims and promotes account-
ability; 
‘‘(II) the accuser and the accused are entitled to the 

same opportunities to have others present during an 
institutional disciplinary proceeding, including the oppor-
tunity to be accompanied to any related meeting or pro-
ceeding by an advisor of their choice; and 

‘‘(III) both the accuser and the accused shall be simulta-
neously informed, in writing, of—

‘‘(aa) the outcome of any institutional disciplinary 
proceeding that arises from an allegation of domestic 
violence, dating violence, sexual assault, or stalking; 

‘‘(bb) the institution’s procedures for the accused 
and the victim to appeal the results of the institutional 
disciplinary proceeding; 

‘‘(cc) of any change to the results that occurs prior 
to the time that such results become final; and 

‘‘(dd) when such results become final. 
‘‘(v) Information about how the institution will protect the 

confidentiality of victims, including how publicly-available 
recordkeeping will be accomplished without the inclusion of 
identifying information about the victim, to the extent permis-
sible by law. 

‘‘(vi) Written notification of students and employees about 
existing counseling, health, mental health, victim advocacy, 
legal assistance, and other services available for victims both 
on-campus and in the community. 

‘‘(vii) Written notification of victims about options for, and 
available assistance in, changing academic, living, transpor-
tation, and working situations, if so requested by the victim 
and if such accommodations are reasonably available, regard-
less of whether the victim chooses to report the crime to campus 
police or local law enforcement. 
‘‘(C) A student or employee who reports to an institution of 

higher education that the student or employee has been a victim 
of domestic violence, dating violence, sexual assault, or stalking, 
whether the offense occurred on or off campus, shall be provided 
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with a written explanation of the student or employee’s rights 
and options, as described in clauses (ii) through (vii) of subpara-
graph (B).’’; 

(6) in paragraph (9), by striking ‘‘The Secretary’’ and 
inserting ‘‘The Secretary, in consultation with the Attorney 
General of the United States,’’; 

(7) by striking paragraph (16) and inserting the following: 
‘‘(16)(A) The Secretary shall seek the advice and counsel of 

the Attorney General of the United States concerning the develop-
ment, and dissemination to institutions of higher education, of 
best practices information about campus safety and emergencies. 

‘‘(B) The Secretary shall seek the advice and counsel of the 
Attorney General of the United States and the Secretary of Health 
and Human Services concerning the development, and dissemina-
tion to institutions of higher education, of best practices information 
about preventing and responding to incidents of domestic violence, 
dating violence, sexual assault, and stalking, including elements 
of institutional policies that have proven successful based on evi-
dence-based outcome measurements.’’; and 

(8) by striking paragraph (17) and inserting the following: 
‘‘(17) No officer, employee, or agent of an institution partici-

pating in any program under this title shall retaliate, intimidate, 
threaten, coerce, or otherwise discriminate against any individual 
for exercising their rights or responsibilities under any provision 
of this subsection.’’. 

(b) EFFECTIVE DATE.—The amendments made by this section 
shall take effect with respect to the annual security report under 
section 485(f)(1) of the Higher Education Act of 1965 (20 U.S.C. 
1092(f)(1)) prepared by an institution of higher education 1 calendar 
year after the date of enactment of this Act, and each subsequent 
calendar year. 

TITLE IV—VIOLENCE REDUCTION 
PRACTICES 

SEC. 401. STUDY CONDUCTED BY THE CENTERS FOR DISEASE CON-
TROL AND PREVENTION. 

Section 402(c) of the Violence Against Women and Department 
of Justice Reauthorization Act of 2005 (42 U.S.C. 280b–4(c)) is 
amended by striking ‘‘$2,000,000 for each of the fiscal years 2007 
through 2011’’ and inserting ‘‘$1,000,000 for each of the fiscal years 
2014 through 2018’’. 
SEC. 402. SAVING MONEY AND REDUCING TRAGEDIES THROUGH 

PREVENTION GRANTS. 

(a) SMART PREVENTION.—Section 41303 of the Violence 
Against Women Act of 1994 (42 U.S.C. 14043d–2) is amended 
to read as follows: 
‘‘SEC. 41303. SAVING MONEY AND REDUCING TRAGEDIES THROUGH 

PREVENTION (SMART PREVENTION). 

‘‘(a) GRANTS AUTHORIZED.—The Attorney General, in consulta-
tion with the Secretary of Health and Human Services and the 
Secretary of Education, is authorized to award grants for the pur-
pose of preventing domestic violence, dating violence, sexual assault, 
and stalking by taking a comprehensive approach that focuses 
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on youth, children exposed to violence, and men as leaders and 
influencers of social norms. 

‘‘(b) USE OF FUNDS.—Funds provided under this section may 
be used for the following purposes: 

‘‘(1) TEEN DATING VIOLENCE AWARENESS AND PREVENTION.—
To develop, maintain, or enhance programs that change atti-
tudes and behaviors around the acceptability of domestic 
violence, dating violence, sexual assault, and stalking and pro-
vide education and skills training to young individuals and 
individuals who influence young individuals. The prevention 
program may use evidence-based, evidence-informed, or innova-
tive strategies and practices focused on youth. Such a program 
should include—

‘‘(A) age and developmentally-appropriate education on 
domestic violence, dating violence, sexual assault, stalking, 
and sexual coercion, as well as healthy relationship skills, 
in school, in the community, or in health care settings; 

‘‘(B) community-based collaboration and training for 
those with influence on youth, such as parents, teachers, 
coaches, healthcare providers, faith-leaders, older teens, 
and mentors; 

‘‘(C) education and outreach to change environmental 
factors contributing to domestic violence, dating violence, 
sexual assault, and stalking; and 

‘‘(D) policy development targeted to prevention, 
including school-based policies and protocols. 
‘‘(2) CHILDREN EXPOSED TO VIOLENCE AND ABUSE.—To 

develop, maintain or enhance programs designed to prevent 
future incidents of domestic violence, dating violence, sexual 
assault, and stalking by preventing, reducing and responding 
to children’s exposure to violence in the home. Such programs 
may include—

‘‘(A) providing services for children exposed to domestic 
violence, dating violence, sexual assault or stalking, 
including direct counseling or advocacy, and support for 
the non-abusing parent; and 

‘‘(B) training and coordination for educational, after-
school, and childcare programs on how to safely and con-
fidentially identify children and families experiencing 
domestic violence, dating violence, sexual assault, or 
stalking and properly refer children exposed and their fami-
lies to services and violence prevention programs. 
‘‘(3) ENGAGING MEN AS LEADERS AND ROLE MODELS.—To 

develop, maintain or enhance programs that work with men 
to prevent domestic violence, dating violence, sexual assault, 
and stalking by helping men to serve as role models and social 
influencers of other men and youth at the individual, school, 
community or statewide levels. 
‘‘(c) ELIGIBLE ENTITIES.—To be eligible to receive a grant under 

this section, an entity shall be—
‘‘(1) a victim service provider, community-based organiza-

tion, tribe or tribal organization, or other non-profit, nongovern-
mental organization that has a history of effective work pre-
venting domestic violence, dating violence, sexual assault, or 
stalking and expertise in the specific area for which they are 
applying for funds; or 
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‘‘(2) a partnership between a victim service provider, 
community-based organization, tribe or tribal organization, or 
other non-profit, nongovernmental organization that has a his-
tory of effective work preventing domestic violence, dating 
violence, sexual assault, or stalking and at least one of the 
following that has expertise in serving children exposed to 
domestic violence, dating violence, sexual assault, or stalking, 
youth domestic violence, dating violence, sexual assault, or 
stalking prevention, or engaging men to prevent domestic 
violence, dating violence, sexual assault, or stalking: 

‘‘(A) A public, charter, tribal, or nationally accredited 
private middle or high school, a school administered by 
the Department of Defense under section 2164 of title 
10, United States Code or section 1402 of the Defense 
Dependents’ Education Act of 1978, a group of schools, 
or a school district. 

‘‘(B) A local community-based organization, population-
specific organization, or faith-based organization that has 
established expertise in providing services to youth. 

‘‘(C) A community-based organization, population-spe-
cific organization, university or health care clinic, faith-
based organization, or other non-profit, nongovernmental 
organization with a demonstrated history of effective work 
addressing the needs of children exposed to domestic 
violence, dating violence, sexual assault, or stalking. 

‘‘(D) A nonprofit, nongovernmental entity providing 
services for runaway or homeless youth affected by 
domestic violence, dating violence, sexual assault, or 
stalking. 

‘‘(E) Healthcare entities eligible for reimbursement 
under title XVIII of the Social Security Act, including pro-
viders that target the special needs of children and youth. 

‘‘(F) Any other agencies, population-specific organiza-
tions, or nonprofit, nongovernmental organizations with 
the capacity to provide necessary expertise to meet the 
goals of the program; or 
‘‘(3) a public, charter, tribal, or nationally accredited private 

middle or high school, a school administered by the Department 
of Defense under section 2164 of title 10, United States Code 
or section 1402 of the Defense Dependents’ Education Act of 
1978, a group of schools, a school district, or an institution 
of higher education. 
‘‘(d) GRANTEE REQUIREMENTS.—

‘‘(1) IN GENERAL.—Applicants for grants under this section 
shall prepare and submit to the Director an application at 
such time, in such manner, and containing such information 
as the Director may require that demonstrates the capacity 
of the applicant and partnering organizations to undertake 
the project. 

‘‘(2) POLICIES AND PROCEDURES.—Applicants under this sec-
tion shall establish and implement policies, practices, and proce-
dures that—

‘‘(A) include appropriate referral systems to direct any 
victim identified during program activities to highly quali-
fied follow-up care; 

‘‘(B) protect the confidentiality and privacy of adult 
and youth victim information, particularly in the context 
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of parental or third party involvement and consent, manda-
tory reporting duties, and working with other service pro-
viders; 

‘‘(C) ensure that all individuals providing prevention 
programming through a program funded under this section 
have completed or will complete sufficient training in 
connection with domestic violence, dating violence, sexual 
assault or stalking; and 

‘‘(D) document how prevention programs are coordi-
nated with service programs in the community. 
‘‘(3) PREFERENCE.—In selecting grant recipients under this 

section, the Attorney General shall give preference to applicants 
that—

‘‘(A) include outcome-based evaluation; and 
‘‘(B) identify any other community, school, or State-

based efforts that are working on domestic violence, dating 
violence, sexual assault, or stalking prevention and explain 
how the grantee or partnership will add value, coordinate 
with other programs, and not duplicate existing efforts. 

‘‘(e) DEFINITIONS AND GRANT CONDITIONS.—In this section, the 
definitions and grant conditions provided for in section 40002 shall 
apply. 

‘‘(f) AUTHORIZATION OF APPROPRIATIONS.—There is authorized 
to be appropriated to carry out this section, $15,000,000 for each 
of fiscal years 2014 through 2018. Amounts appropriated under 
this section may only be used for programs and activities described 
under this section. 

‘‘(g) ALLOTMENT.—
‘‘(1) IN GENERAL.—Not less than 25 percent of the total 

amounts appropriated under this section in each fiscal year 
shall be used for each set of purposes described in paragraphs 
(1), (2), and (3) of subsection (b). 

‘‘(2) INDIAN TRIBES.—Not less than 10 percent of the total 
amounts appropriated under this section in each fiscal year 
shall be made available for grants to Indian tribes or tribal 
organizations. If an insufficient number of applications are 
received from Indian tribes or tribal organizations, such funds 
shall be allotted to other population-specific programs.’’. 
(b) REPEALS.—The following provisions are repealed: 

(1) Sections 41304 and 41305 of the Violence Against 
Women Act of 1994 (42 U.S.C. 14043d–3 and 14043d–4). 

(2) Section 403 of the Violence Against Women and Depart-
ment of Justice Reauthorization Act of 2005 (42 U.S.C. 14045c). 
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TITLE V—STRENGTHENING THE 
HEALTHCARE SYSTEM’S RESPONSE 
TO DOMESTIC VIOLENCE, DATING VI-
OLENCE, SEXUAL ASSAULT, AND 
STALKING 

SEC. 501. CONSOLIDATION OF GRANTS TO STRENGTHEN THE 
HEALTHCARE SYSTEM’S RESPONSE TO DOMESTIC 
VIOLENCE, DATING VIOLENCE, SEXUAL ASSAULT, AND 
STALKING. 

(a) GRANTS.—Section 399P of the Public Health Service Act 
(42 U.S.C. 280g–4) is amended to read as follows: 
‘‘SEC. 399P. GRANTS TO STRENGTHEN THE HEALTHCARE SYSTEM’S 

RESPONSE TO DOMESTIC VIOLENCE, DATING VIOLENCE, 
SEXUAL ASSAULT, AND STALKING. 

‘‘(a) IN GENERAL.—The Secretary shall award grants for—
‘‘(1) the development or enhancement and implementation 

of interdisciplinary training for health professionals, public 
health staff, and allied health professionals; 

‘‘(2) the development or enhancement and implementation 
of education programs for medical, nursing, dental, and other 
health profession students and residents to prevent and respond 
to domestic violence, dating violence, sexual assault, and 
stalking; and 

‘‘(3) the development or enhancement and implementation 
of comprehensive statewide strategies to improve the response 
of clinics, public health facilities, hospitals, and other health 
settings (including behavioral and mental health programs) 
to domestic violence, dating violence, sexual assault, and 
stalking. 
‘‘(b) USE OF FUNDS.—

‘‘(1) REQUIRED USES.—Amounts provided under a grant 
under this section shall be used to—

‘‘(A) fund interdisciplinary training and education pro-
grams under paragraphs (1) and (2) of subsection (a) that—

‘‘(i) are designed to train medical, psychology, 
dental, social work, nursing, and other health profes-
sion students, interns, residents, fellows, or current 
health care providers to identify and provide health 
care services (including mental or behavioral health 
care services and referrals to appropriate community 
services) to individuals who are or who have been 
victims of domestic violence, dating violence, sexual 
assault, or stalking; and 

‘‘(ii) plan and develop culturally competent clinical 
training components for integration into approved 
internship, residency, and fellowship training or con-
tinuing medical or other health education training that 
address physical, mental, and behavioral health issues, 
including protective factors, related to domestic 
violence, dating violence, sexual assault, stalking, and 
other forms of violence and abuse, focus on reducing 
health disparities and preventing violence and abuse, 
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and include the primacy of victim safety and confiden-
tiality; 
‘‘(B) design and implement comprehensive strategies 

to improve the response of the health care system to 
domestic or sexual violence in clinical and public health 
settings, hospitals, clinics, and other health settings 
(including behavioral and mental health), under subsection 
(a)(3) through—

‘‘(i) the implementation, dissemination, and 
evaluation of policies and procedures to guide health 
professionals and public health staff in identifying and 
responding to domestic violence, dating violence, sexual 
assault, and stalking, including strategies to ensure 
that health information is maintained in a manner 
that protects the patient’s privacy and safety, and 
safely uses health information technology to improve 
documentation, identification, assessment, treatment, 
and follow-up care; 

‘‘(ii) the development of on-site access to services 
to address the safety, medical, and mental health needs 
of patients by increasing the capacity of existing health 
care professionals and public health staff to address 
domestic violence, dating violence, sexual assault, and 
stalking, or by contracting with or hiring domestic 
or sexual assault advocates to provide such services 
or to model other services appropriate to the geographic 
and cultural needs of a site; 

‘‘(iii) the development of measures and methods 
for the evaluation of the practice of identification, inter-
vention, and documentation regarding victims of 
domestic violence, dating violence, sexual assault, and 
stalking, including the development and testing of 
quality improvement measurements, in accordance 
with the multi-stakeholder and quality measurement 
processes established under paragraphs (7) and (8) of 
section 1890(b) and section 1890A of the Social Security 
Act (42 U.S.C. 1395aaa(b)(7) and (8); 42 U.S.C. 1890A); 
and 

‘‘(iv) the provision of training and follow-up tech-
nical assistance to health care professionals, and public 
health staff, and allied health professionals to identify, 
assess, treat, and refer clients who are victims of 
domestic violence, dating violence, sexual assault, or 
stalking, including using tools and training materials 
already developed. 

‘‘(2) PERMISSIBLE USES.—
‘‘(A) CHILD AND ELDER ABUSE.—To the extent consistent 

with the purpose of this section, a grantee may use amounts 
received under this section to address, as part of a com-
prehensive programmatic approach implemented under the 
grant, issues relating to child or elder abuse. 

‘‘(B) RURAL AREAS.—Grants funded under paragraphs 
(1) and (2) of subsection (a) may be used to offer to rural 
areas community-based training opportunities, which may 
include the use of distance learning networks and other 
available technologies needed to reach isolated rural areas, 
for medical, nursing, and other health profession students 
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and residents on domestic violence, dating violence, sexual 
assault, stalking, and, as appropriate, other forms of 
violence and abuse. 

‘‘(C) OTHER USES.—Grants funded under subsection 
(a)(3) may be used for—

‘‘(i) the development of training modules and poli-
cies that address the overlap of child abuse, domestic 
violence, dating violence, sexual assault, and stalking 
and elder abuse, as well as childhood exposure to 
domestic and sexual violence; 

‘‘(ii) the development, expansion, and implementa-
tion of sexual assault forensic medical examination 
or sexual assault nurse examiner programs; 

‘‘(iii) the inclusion of the health effects of lifetime 
exposure to violence and abuse as well as related 
protective factors and behavioral risk factors in health 
professional training schools including medical, dental, 
nursing, social work, and mental and behavioral health 
curricula, and allied health service training courses; 
or 

‘‘(iv) the integration of knowledge of domestic 
violence, dating violence, sexual assault, and stalking 
into health care accreditation and professional 
licensing examinations, such as medical, dental, social 
work, and nursing boards, and where appropriate, 
other allied health exams. 

‘‘(c) REQUIREMENTS FOR GRANTEES.—
‘‘(1) CONFIDENTIALITY AND SAFETY.—

‘‘(A) IN GENERAL.—Grantees under this section shall 
ensure that all programs developed with grant funds 
address issues of confidentiality and patient safety and 
comply with applicable confidentiality and nondisclosure 
requirements under section 40002(b)(2) of the Violence 
Against Women Act of 1994 and the Family Violence 
Prevention and Services Act, and that faculty and staff 
associated with delivering educational components are fully 
trained in procedures that will protect the immediate and 
ongoing security and confidentiality of the patients, patient 
records, and staff. Such grantees shall consult entities with 
demonstrated expertise in the confidentiality and safety 
needs of victims of domestic violence, dating violence, 
sexual assault, and stalking on the development and ade-
quacy of confidentially and security procedures, and provide 
documentation of such consultation. 

‘‘(B) ADVANCE NOTICE OF INFORMATION DISCLOSURE.—
Grantees under this section shall provide to patients 
advance notice about any circumstances under which 
information may be disclosed, such as mandatory reporting 
laws, and shall give patients the option to receive informa-
tion and referrals without affirmatively disclosing abuse. 
‘‘(2) LIMITATION ON ADMINISTRATIVE EXPENSES.—A grantee 

shall use not more than 10 percent of the amounts received 
under a grant under this section for administrative expenses. 

‘‘(3) APPLICATION.—
‘‘(A) PREFERENCE.—In selecting grant recipients under 

this section, the Secretary shall give preference to 
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applicants based on the strength of their evaluation strate-
gies, with priority given to outcome based evaluations. 

‘‘(B) SUBSECTION (A)(1) AND (2) GRANTEES.—Applications 
for grants under paragraphs (1) and (2) of subsection (a) 
shall include—

‘‘(i) documentation that the applicant represents 
a team of entities working collaboratively to strengthen 
the response of the health care system to domestic 
violence, dating violence, sexual assault, or stalking, 
and which includes at least one of each of—

‘‘(I) an accredited school of allopathic or osteo-
pathic medicine, psychology, nursing, dentistry, 
social work, or other health field; 

‘‘(II) a health care facility or system; or 
‘‘(III) a government or nonprofit entity with 

a history of effective work in the fields of domestic 
violence, dating violence, sexual assault, or 
stalking; and 
‘‘(ii) strategies for the dissemination and sharing 

of curricula and other educational materials developed 
under the grant, if any, with other interested health 
professions schools and national resource repositories 
for materials on domestic violence, dating violence, 
sexual assault, and stalking. 
‘‘(C) SUBSECTION (A)(3) GRANTEES.—An entity desiring 

a grant under subsection (a)(3) shall submit an application 
to the Secretary at such time, in such a manner, and 
containing such information and assurances as the Sec-
retary may require, including—

‘‘(i) documentation that all training, education, 
screening, assessment, services, treatment, and any 
other approach to patient care will be informed by 
an understanding of violence and abuse victimization 
and trauma-specific approaches that will be integrated 
into prevention, intervention, and treatment activities; 

‘‘(ii) strategies for the development and 
implementation of policies to prevent and address 
domestic violence, dating violence, sexual assault, and 
stalking over the lifespan in health care settings; 

‘‘(iii) a plan for consulting with State and tribal 
domestic violence or sexual assault coalitions, national 
nonprofit victim advocacy organizations, State or tribal 
law enforcement task forces (where appropriate), and 
population specific organizations with demonstrated 
expertise in domestic violence, dating violence, sexual 
assault, or stalking; 

‘‘(iv) with respect to an application for a grant 
under which the grantee will have contact with 
patients, a plan, developed in collaboration with local 
victim service providers, to respond appropriately to 
and make correct referrals for individuals who disclose 
that they are victims of domestic violence, dating 
violence, sexual assault, stalking, or other types of 
violence, and documentation provided by the grantee 
of an ongoing collaborative relationship with a local 
victim service provider; and 
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‘‘(v) with respect to an application for a grant 
proposing to fund a program described in subsection 
(b)(2)(C)(ii), a certification that any sexual assault 
forensic medical examination and sexual assault nurse 
examiner programs supported with such grant funds 
will adhere to the guidelines set forth by the Attorney 
General. 

‘‘(d) ELIGIBLE ENTITIES.—
‘‘(1) IN GENERAL.—To be eligible to receive funding under 

paragraph (1) or (2) of subsection (a), an entity shall be—
‘‘(A) a nonprofit organization with a history of effective 

work in the field of training health professionals with an 
understanding of, and clinical skills pertinent to, domestic 
violence, dating violence, sexual assault, or stalking, and 
lifetime exposure to violence and abuse; 

‘‘(B) an accredited school of allopathic or osteopathic 
medicine, psychology, nursing, dentistry, social work, or 
allied health; 

‘‘(C) a health care provider membership or professional 
organization, or a health care system; or 

‘‘(D) a State, tribal, territorial, or local entity. 
‘‘(2) SUBSECTION (A)(3) GRANTEES.—To be eligible to receive 

funding under subsection (a)(3), an entity shall be—
‘‘(A) a State department (or other division) of health, 

a State, tribal, or territorial domestic violence or sexual 
assault coalition or victim service provider, or any other 
nonprofit, nongovernmental organization with a history of 
effective work in the fields of domestic violence, dating 
violence, sexual assault, or stalking, and health care, 
including physical or mental health care; or 

‘‘(B) a local victim service provider, a local department 
(or other division) of health, a local health clinic, hospital, 
or health system, or any other community-based organiza-
tion with a history of effective work in the field of domestic 
violence, dating violence, sexual assault, or stalking and 
health care, including physical or mental health care. 

‘‘(e) TECHNICAL ASSISTANCE.—
‘‘(1) IN GENERAL.—Of the funds made available to carry 

out this section for any fiscal year, the Secretary may make 
grants or enter into contracts to provide technical assistance 
with respect to the planning, development, and operation of 
any program, activity or service carried out pursuant to this 
section. Not more than 8 percent of the funds appropriated 
under this section in each fiscal year may be used to fund 
technical assistance under this subsection. 

‘‘(2) AVAILABILITY OF MATERIALS.—The Secretary shall 
make publicly available materials developed by grantees under 
this section, including materials on training, best practices, 
and research and evaluation. 

‘‘(3) REPORTING.—The Secretary shall publish a biennial 
report on—

‘‘(A) the distribution of funds under this section; and 
‘‘(B) the programs and activities supported by such 

funds. 
‘‘(f) RESEARCH AND EVALUATION.—

‘‘(1) IN GENERAL.—Of the funds made available to carry 
out this section for any fiscal year, the Secretary may use 



S. 47—48

not more than 20 percent to make a grant or enter into a 
contract for research and evaluation of—

‘‘(A) grants awarded under this section; and 
‘‘(B) other training for health professionals and effec-

tive interventions in the health care setting that prevent 
domestic violence, dating violence, and sexual assault 
across the lifespan, prevent the health effects of such 
violence, and improve the safety and health of individuals 
who are currently being victimized. 
‘‘(2) RESEARCH.—Research authorized in paragraph (1) may 

include—
‘‘(A) research on the effects of domestic violence, dating 

violence, sexual assault, and childhood exposure to 
domestic, dating or sexual violence on health behaviors, 
health conditions, and health status of individuals, families, 
and populations, including underserved populations; 

‘‘(B) research to determine effective health care inter-
ventions to respond to and prevent domestic violence, 
dating violence, sexual assault, and stalking; 

‘‘(C) research on the impact of domestic, dating and 
sexual violence, childhood exposure to such violence, and 
stalking on the health care system, health care utilization, 
health care costs, and health status; and 

‘‘(D) research on the impact of adverse childhood 
experiences on adult experience with domestic violence, 
dating violence, sexual assault, stalking, and adult health 
outcomes, including how to reduce or prevent the impact 
of adverse childhood experiences through the health care 
setting. 

‘‘(g) AUTHORIZATION OF APPROPRIATIONS.—There is authorized 
to be appropriated to carry out this section, $10,000,000 for each 
of fiscal years 2014 through 2018. 

‘‘(h) DEFINITIONS.—Except as otherwise provided herein, the 
definitions provided for in section 40002 of the Violence Against 
Women Act of 1994 shall apply to this section.’’. 

(b) REPEALS.—The following provisions are repealed: 
(1) Section 40297 of the Violence Against Women Act of 

1994 (42 U.S.C. 13973). 
(2) Section 758 of the Public Health Service Act (42 U.S.C. 

294h). 

TITLE VI—SAFE HOMES FOR VICTIMS 
OF DOMESTIC VIOLENCE, DATING VI-
OLENCE, SEXUAL ASSAULT, AND 
STALKING 

SEC. 601. HOUSING PROTECTIONS FOR VICTIMS OF DOMESTIC 
VIOLENCE, DATING VIOLENCE, SEXUAL ASSAULT, AND 
STALKING. 

(a) AMENDMENT.—Subtitle N of the Violence Against Women 
Act of 1994 (42 U.S.C. 14043e et seq.) is amended—

(1) by inserting after the subtitle heading the following: 
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‘‘CHAPTER 1—GRANT PROGRAMS’’; 

(2) in section 41402 (42 U.S.C. 14043e–1), in the matter 
preceding paragraph (1), by striking ‘‘subtitle’’ and inserting 
‘‘chapter’’; 

(3) in section 41403 (42 U.S.C. 14043e–2), in the matter 
preceding paragraph (1), by striking ‘‘subtitle’’ and inserting 
‘‘chapter’’; and 

(4) by adding at the end the following: 

‘‘CHAPTER 2—HOUSING RIGHTS 

‘‘SEC. 41411. HOUSING PROTECTIONS FOR VICTIMS OF DOMESTIC 
VIOLENCE, DATING VIOLENCE, SEXUAL ASSAULT, AND 
STALKING. 

‘‘(a) DEFINITIONS.—In this chapter: 
‘‘(1) AFFILIATED INDIVIDUAL.—The term ‘affiliated indi-

vidual’ means, with respect to an individual—
‘‘(A) a spouse, parent, brother, sister, or child of that 

individual, or an individual to whom that individual stands 
in loco parentis; or 

‘‘(B) any individual, tenant, or lawful occupant living 
in the household of that individual. 
‘‘(2) APPROPRIATE AGENCY.—The term ‘appropriate agency’ 

means, with respect to a covered housing program, the Execu-
tive department (as defined in section 101 of title 5, United 
States Code) that carries out the covered housing program. 

‘‘(3) COVERED HOUSING PROGRAM.—The term ‘covered 
housing program’ means—

‘‘(A) the program under section 202 of the Housing 
Act of 1959 (12 U.S.C. 1701q); 

‘‘(B) the program under section 811 of the Cranston-
Gonzalez National Affordable Housing Act (42 U.S.C. 8013); 

‘‘(C) the program under subtitle D of title VIII of the 
Cranston-Gonzalez National Affordable Housing Act (42 
U.S.C. 12901 et seq.); 

‘‘(D) the program under subtitle A of title IV of the 
McKinney-Vento Homeless Assistance Act (42 U.S.C. 11360 
et seq.); 

‘‘(E) the program under subtitle A of title II of the 
Cranston-Gonzalez National Affordable Housing Act (42 
U.S.C. 12741 et seq.); 

‘‘(F) the program under paragraph (3) of section 221(d) 
of the National Housing Act (12 U.S.C. 1715l(d)) that bears 
interest at a rate determined under the proviso under 
paragraph (5) of such section 221(d); 

‘‘(G) the program under section 236 of the National 
Housing Act (12 U.S.C. 1715z–1); 

‘‘(H) the programs under sections 6 and 8 of the United 
States Housing Act of 1937 (42 U.S.C. 1437d and 1437f); 

‘‘(I) rural housing assistance provided under sections 
514, 515, 516, 533, and 538 of the Housing Act of 1949 
(42 U.S.C. 1484, 1485, 1486, 1490m, and 1490p–2); and 

‘‘(J) the low income housing tax credit program under 
section 42 of the Internal Revenue Code of 1986. 

‘‘(b) PROHIBITED BASIS FOR DENIAL OR TERMINATION OF ASSIST-
ANCE OR EVICTION.—
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‘‘(1) IN GENERAL.—An applicant for or tenant of housing 
assisted under a covered housing program may not be denied 
admission to, denied assistance under, terminated from partici-
pation in, or evicted from the housing on the basis that the 
applicant or tenant is or has been a victim of domestic violence, 
dating violence, sexual assault, or stalking, if the applicant 
or tenant otherwise qualifies for admission, assistance, partici-
pation, or occupancy. 

‘‘(2) CONSTRUCTION OF LEASE TERMS.—An incident of actual 
or threatened domestic violence, dating violence, sexual assault, 
or stalking shall not be construed as—

‘‘(A) a serious or repeated violation of a lease for 
housing assisted under a covered housing program by the 
victim or threatened victim of such incident; or 

‘‘(B) good cause for terminating the assistance, tenancy, 
or occupancy rights to housing assisted under a covered 
housing program of the victim or threatened victim of 
such incident. 
‘‘(3) TERMINATION ON THE BASIS OF CRIMINAL ACTIVITY.—

‘‘(A) DENIAL OF ASSISTANCE, TENANCY, AND OCCUPANCY 
RIGHTS PROHIBITED.—No person may deny assistance, ten-
ancy, or occupancy rights to housing assisted under a cov-
ered housing program to a tenant solely on the basis of 
criminal activity directly relating to domestic violence, 
dating violence, sexual assault, or stalking that is engaged 
in by a member of the household of the tenant or any 
guest or other person under the control of the tenant, 
if the tenant or an affiliated individual of the tenant is 
the victim or threatened victim of such domestic violence, 
dating violence, sexual assault, or stalking. 

‘‘(B) BIFURCATION.—
‘‘(i) IN GENERAL.—Notwithstanding subparagraph 

(A), a public housing agency or owner or manager 
of housing assisted under a covered housing program 
may bifurcate a lease for the housing in order to evict, 
remove, or terminate assistance to any individual who 
is a tenant or lawful occupant of the housing and 
who engages in criminal activity directly relating to 
domestic violence, dating violence, sexual assault, or 
stalking against an affiliated individual or other indi-
vidual, without evicting, removing, terminating assist-
ance to, or otherwise penalizing a victim of such 
criminal activity who is also a tenant or lawful occu-
pant of the housing. 

‘‘(ii) EFFECT OF EVICTION ON OTHER TENANTS.—
If public housing agency or owner or manager of 
housing assisted under a covered housing program 
evicts, removes, or terminates assistance to an indi-
vidual under clause (i), and the individual is the sole 
tenant eligible to receive assistance under a covered 
housing program, the public housing agency or owner 
or manager of housing assisted under the covered 
housing program shall provide any remaining tenant 
an opportunity to establish eligibility for the covered 
housing program. If a tenant described in the preceding 
sentence cannot establish eligibility, the public housing 
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agency or owner or manager of the housing shall pro-
vide the tenant a reasonable time, as determined by 
the appropriate agency, to find new housing or to estab-
lish eligibility for housing under another covered 
housing program. 
‘‘(C) RULES OF CONSTRUCTION.—Nothing in subpara-

graph (A) shall be construed—
‘‘(i) to limit the authority of a public housing 

agency or owner or manager of housing assisted under 
a covered housing program, when notified of a court 
order, to comply with a court order with respect to—

‘‘(I) the rights of access to or control of prop-
erty, including civil protection orders issued to pro-
tect a victim of domestic violence, dating violence, 
sexual assault, or stalking; or 

‘‘(II) the distribution or possession of property 
among members of a household in a case; 
‘‘(ii) to limit any otherwise available authority of 

a public housing agency or owner or manager of 
housing assisted under a covered housing program to 
evict or terminate assistance to a tenant for any viola-
tion of a lease not premised on the act of violence 
in question against the tenant or an affiliated person 
of the tenant, if the public housing agency or owner 
or manager does not subject an individual who is or 
has been a victim of domestic violence, dating violence, 
or stalking to a more demanding standard than other 
tenants in determining whether to evict or terminate; 

‘‘(iii) to limit the authority to terminate assistance 
to a tenant or evict a tenant from housing assisted 
under a covered housing program if a public housing 
agency or owner or manager of the housing can dem-
onstrate that an actual and imminent threat to other 
tenants or individuals employed at or providing service 
to the property would be present if the assistance 
is not terminated or the tenant is not evicted; or 

‘‘(iv) to supersede any provision of any Federal, 
State, or local law that provides greater protection 
than this section for victims of domestic violence, 
dating violence, sexual assault, or stalking. 

‘‘(c) DOCUMENTATION.—
‘‘(1) REQUEST FOR DOCUMENTATION.—If an applicant for, 

or tenant of, housing assisted under a covered housing program 
represents to a public housing agency or owner or manager 
of the housing that the individual is entitled to protection 
under subsection (b), the public housing agency or owner or 
manager may request, in writing, that the applicant or tenant 
submit to the public housing agency or owner or manager 
a form of documentation described in paragraph (3). 

‘‘(2) FAILURE TO PROVIDE CERTIFICATION.—
‘‘(A) IN GENERAL.—If an applicant or tenant does not 

provide the documentation requested under paragraph (1) 
within 14 business days after the tenant receives a request 
in writing for such certification from a public housing 
agency or owner or manager of housing assisted under 
a covered housing program, nothing in this chapter may 
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be construed to limit the authority of the public housing 
agency or owner or manager to—

‘‘(i) deny admission by the applicant or tenant 
to the covered program; 

‘‘(ii) deny assistance under the covered program 
to the applicant or tenant; 

‘‘(iii) terminate the participation of the applicant 
or tenant in the covered program; or 

‘‘(iv) evict the applicant, the tenant, or a lawful 
occupant that commits violations of a lease. 
‘‘(B) EXTENSION.—A public housing agency or owner 

or manager of housing may extend the 14-day deadline 
under subparagraph (A) at its discretion. 
‘‘(3) FORM OF DOCUMENTATION.—A form of documentation 

described in this paragraph is—
‘‘(A) a certification form approved by the appropriate 

agency that—
‘‘(i) states that an applicant or tenant is a victim 

of domestic violence, dating violence, sexual assault, 
or stalking; 

‘‘(ii) states that the incident of domestic violence, 
dating violence, sexual assault, or stalking that is the 
ground for protection under subsection (b) meets the 
requirements under subsection (b); and 

‘‘(iii) includes the name of the individual who com-
mitted the domestic violence, dating violence, sexual 
assault, or stalking, if the name is known and safe 
to provide; 
‘‘(B) a document that—

‘‘(i) is signed by—
‘‘(I) an employee, agent, or volunteer of a 

victim service provider, an attorney, a medical 
professional, or a mental health professional from 
whom an applicant or tenant has sought assistance 
relating to domestic violence, dating violence, 
sexual assault, or stalking, or the effects of the 
abuse; and 

‘‘(II) the applicant or tenant; and 
‘‘(ii) states under penalty of perjury that the indi-

vidual described in clause (i)(I) believes that the 
incident of domestic violence, dating violence, sexual 
assault, or stalking that is the ground for protection 
under subsection (b) meets the requirements under 
subsection (b); 
‘‘(C) a record of a Federal, State, tribal, territorial, 

or local law enforcement agency, court, or administrative 
agency; or 

‘‘(D) at the discretion of a public housing agency or 
owner or manager of housing assisted under a covered 
housing program, a statement or other evidence provided 
by an applicant or tenant. 
‘‘(4) CONFIDENTIALITY.—Any information submitted to a 

public housing agency or owner or manager under this sub-
section, including the fact that an individual is a victim of 
domestic violence, dating violence, sexual assault, or stalking 
shall be maintained in confidence by the public housing agency 
or owner or manager and may not be entered into any shared 



S. 47—53

database or disclosed to any other entity or individual, except 
to the extent that the disclosure is—

‘‘(A) requested or consented to by the individual in 
writing; 

‘‘(B) required for use in an eviction proceeding under 
subsection (b); or 

‘‘(C) otherwise required by applicable law. 
‘‘(5) DOCUMENTATION NOT REQUIRED.—Nothing in this sub-

section shall be construed to require a public housing agency 
or owner or manager of housing assisted under a covered 
housing program to request that an individual submit docu-
mentation of the status of the individual as a victim of domestic 
violence, dating violence, sexual assault, or stalking. 

‘‘(6) COMPLIANCE NOT SUFFICIENT TO CONSTITUTE EVIDENCE 
OF UNREASONABLE ACT.—Compliance with subsection (b) by 
a public housing agency or owner or manager of housing 
assisted under a covered housing program based on documenta-
tion received under this subsection, shall not be sufficient to 
constitute evidence of an unreasonable act or omission by the 
public housing agency or owner or manager or an employee 
or agent of the public housing agency or owner or manager. 
Nothing in this paragraph shall be construed to limit the 
liability of a public housing agency or owner or manager of 
housing assisted under a covered housing program for failure 
to comply with subsection (b). 

‘‘(7) RESPONSE TO CONFLICTING CERTIFICATION.—If a public 
housing agency or owner or manager of housing assisted under 
a covered housing program receives documentation under this 
subsection that contains conflicting information, the public 
housing agency or owner or manager may require an applicant 
or tenant to submit third-party documentation, as described 
in subparagraph (B), (C), or (D) of paragraph (3). 

‘‘(8) PREEMPTION.—Nothing in this subsection shall be con-
strued to supersede any provision of any Federal, State, or 
local law that provides greater protection than this subsection 
for victims of domestic violence, dating violence, sexual assault, 
or stalking. 
‘‘(d) NOTIFICATION.—

‘‘(1) DEVELOPMENT.—The Secretary of Housing and Urban 
Development shall develop a notice of the rights of individuals 
under this section, including the right to confidentiality and 
the limits thereof. 

‘‘(2) PROVISION.—Each public housing agency or owner or 
manager of housing assisted under a covered housing program 
shall provide the notice developed under paragraph (1), together 
with the form described in subsection (c)(3)(A), to an applicant 
for or tenants of housing assisted under a covered housing 
program—

‘‘(A) at the time the applicant is denied residency in 
a dwelling unit assisted under the covered housing pro-
gram; 

‘‘(B) at the time the individual is admitted to a dwelling 
unit assisted under the covered housing program; 

‘‘(C) with any notification of eviction or notification 
of termination of assistance; and 

‘‘(D) in multiple languages, consistent with guidance 
issued by the Secretary of Housing and Urban Development 
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in accordance with Executive Order 13166 (42 U.S.C. 
2000d–1 note; relating to access to services for persons 
with limited English proficiency). 

‘‘(e) EMERGENCY TRANSFERS.—Each appropriate agency shall 
adopt a model emergency transfer plan for use by public housing 
agencies and owners or managers of housing assisted under covered 
housing programs that—

‘‘(1) allows tenants who are victims of domestic violence, 
dating violence, sexual assault, or stalking to transfer to 
another available and safe dwelling unit assisted under a cov-
ered housing program if—

‘‘(A) the tenant expressly requests the transfer; and 
‘‘(B)(i) the tenant reasonably believes that the tenant 

is threatened with imminent harm from further violence 
if the tenant remains within the same dwelling unit 
assisted under a covered housing program; or 

‘‘(ii) in the case of a tenant who is a victim of sexual 
assault, the sexual assault occurred on the premises during 
the 90 day period preceding the request for transfer; and 
‘‘(2) incorporates reasonable confidentiality measures to 

ensure that the public housing agency or owner or manager 
does not disclose the location of the dwelling unit of a tenant 
to a person that commits an act of domestic violence, dating 
violence, sexual assault, or stalking against the tenant. 
‘‘(f) POLICIES AND PROCEDURES FOR EMERGENCY TRANSFER.—

The Secretary of Housing and Urban Development shall establish 
policies and procedures under which a victim requesting an emer-
gency transfer under subsection (e) may receive, subject to the 
availability of tenant protection vouchers, assistance under section 
8(o) of the United States Housing Act of 1937 (42 U.S.C. 1437f(o)). 

‘‘(g) IMPLEMENTATION.—The appropriate agency with respect 
to each covered housing program shall implement this section, 
as this section applies to the covered housing program.’’. 

(b) CONFORMING AMENDMENTS.—
(1) SECTION 6.—Section 6 of the United States Housing 

Act of 1937 (42 U.S.C. 1437d) is amended—
(A) in subsection (c)—

(i) by striking paragraph (3); and 
(ii) by redesignating paragraphs (4) and (5) as 

paragraphs (3) and (4), respectively; 
(B) in subsection (l)—

(i) in paragraph (5), by striking ‘‘, and that an 
incident or incidents of actual or threatened domestic 
violence, dating violence, or stalking will not be con-
strued as a serious or repeated violation of the lease 
by the victim or threatened victim of that violence 
and will not be good cause for terminating the tenancy 
or occupancy rights of the victim of such violence’’; 
and 

(ii) in paragraph (6), by striking ‘‘; except that’’ 
and all that follows through ‘‘stalking.’’; and 
(C) by striking subsection (u). 

(2) SECTION 8.—Section 8 of the United States Housing 
Act of 1937 (42 U.S.C. 1437f) is amended—

(A) in subsection (c), by striking paragraph (9); 
(B) in subsection (d)(1)—
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(i) in subparagraph (A), by striking ‘‘and that an 
applicant or participant is or has been a victim of 
domestic violence, dating violence, or stalking is not 
an appropriate basis for denial of program assistance 
or for denial of admission if the applicant otherwise 
qualifies for assistance or admission’’; and 

(ii) in subparagraph (B)—
(I) in clause (ii), by striking ‘‘, and that an 

incident or incidents of actual or threatened 
domestic violence, dating violence, or stalking will 
not be construed as a serious or repeated violation 
of the lease by the victim or threatened victim 
of that violence and will not be good cause for 
terminating the tenancy or occupancy rights of 
the victim of such violence’’; and 

(II) in clause (iii), by striking ‘‘, except that:’’ 
and all that follows through ‘‘stalking.’’; 

(C) in subsection (f)—
(i) in paragraph (6), by adding ‘‘and’’ at the end; 
(ii) in paragraph (7), by striking the semicolon 

at the end and inserting a period; and 
(iii) by striking paragraphs (8), (9), (10), and (11); 

(D) in subsection (o)—
(i) in paragraph (6)(B), by striking the last sen-

tence; 
(ii) in paragraph (7)—

(I) in subparagraph (C), by striking ‘‘and that 
an incident or incidents of actual or threatened 
domestic violence, dating violence, or stalking shall 
not be construed as a serious or repeated violation 
of the lease by the victim or threatened victim 
of that violence and shall not be good cause for 
terminating the tenancy or occupancy rights of 
the victim of such violence’’; and 

(II) in subparagraph (D), by striking ‘‘; except 
that’’ and all that follows through ‘‘stalking.’’; and 
(iii) by striking paragraph (20); and 

(E) by striking subsection (ee). 
(3) RULE OF CONSTRUCTION.—Nothing in this Act, or the 

amendments made by this Act, shall be construed—
(A) to limit the rights or remedies available to any 

person under section 6 or 8 of the United States Housing 
Act of 1937 (42 U.S.C. 1437d and 1437f), as in effect 
on the day before the date of enactment of this Act; 

(B) to limit any right, remedy, or procedure otherwise 
available under any provision of part 5, 91, 880, 882, 883, 
884, 886, 891, 903, 960, 966, 982, or 983 of title 24, Code 
of Federal Regulations, that—

(i) was issued under the Violence Against Women 
and Department of Justice Reauthorization Act of 2005 
(Public Law 109–162; 119 Stat. 2960) or an amendment 
made by that Act; and 

(ii) provides greater protection for victims of 
domestic violence, dating violence, sexual assault, and 
stalking than this Act; or 
(C) to disqualify an owner, manager, or other individual 

from participating in or receiving the benefits of the low 
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income housing tax credit program under section 42 of 
the Internal Revenue Code of 1986 because of noncompli-
ance with the provisions of this Act. 

SEC. 602. TRANSITIONAL HOUSING ASSISTANCE GRANTS FOR VICTIMS 
OF DOMESTIC VIOLENCE, DATING VIOLENCE, SEXUAL 
ASSAULT, AND STALKING. 

Chapter 11 of subtitle B of the Violence Against Women Act 
of 1994 (42 U.S.C. 13975 et seq.) is amended—

(1) in the chapter heading, by striking ‘‘CHILD VICTIMS 
OF DOMESTIC VIOLENCE, STALKING, OR SEXUAL 
ASSAULT’’ and inserting ‘‘VICTIMS OF DOMESTIC 
VIOLENCE, DATING VIOLENCE, SEXUAL ASSAULT, OR 
STALKING’’; and 

(2) in section 40299 (42 U.S.C. 13975)—
(A) in the header, by striking ‘‘CHILD VICTIMS OF 

DOMESTIC VIOLENCE, STALKING, OR SEXUAL ASSAULT’’ and 
inserting ‘‘VICTIMS OF DOMESTIC VIOLENCE, DATING 
VIOLENCE, SEXUAL ASSAULT, OR STALKING’’; 

(B) in subsection (a)(1), by striking ‘‘fleeing’’; 
(C) in subsection (b)(3)—

(i) in subparagraph (A), by striking ‘‘ and’’ at the 
end; 

(ii) by redesignating subparagraph (B) as subpara-
graph (C); 

(iii) by inserting after subparagraph (A) the fol-
lowing: 
‘‘(B) secure employment, including obtaining employ-

ment counseling, occupational training, job retention coun-
seling, and counseling concerning re-entry in to the 
workforce; and’’; and 

(iv) in subparagraph (C), as redesignated by clause 
(ii), by striking ‘‘ employment counseling,’’; and 
(D) in subsection (g)—

(i) in paragraph (1), by striking ‘‘$40,000,000 for 
each of fiscal years 2007 through 2011’’ and inserting 
‘‘$35,000,000 for each of fiscal years 2014 through 
2018’’; and 

(ii) in paragraph (3)—
(I) in subparagraph (A), by striking ‘‘eligible’’ 

and inserting ‘‘qualified’’; and 
(II) by adding at the end the following: 

‘‘(D) QUALIFIED APPLICATION DEFINED.—In this para-
graph, the term ‘qualified application’ means an application 
that—

‘‘(i) has been submitted by an eligible applicant; 
‘‘(ii) does not propose any activities that may com-

promise victim safety, including—
‘‘(I) background checks of victims; or 
‘‘(II) clinical evaluations to determine eligi-

bility for services; 
‘‘(iii) reflects an understanding of the dynamics 

of domestic violence, dating violence, sexual assault, 
or stalking; and 

‘‘(iv) does not propose prohibited activities, 
including mandatory services for victims.’’. 
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SEC. 603. ADDRESSING THE HOUSING NEEDS OF VICTIMS OF 
DOMESTIC VIOLENCE, DATING VIOLENCE, SEXUAL 
ASSAULT, AND STALKING. 

Subtitle N of the Violence Against Women Act of 1994 (42 
U.S.C. 14043e et seq.) is amended—

(1) in section 41404(i) (42 U.S.C. 14043e–3(i)), by striking 
‘‘$10,000,000 for each of fiscal years 2007 through 2011’’ and 
inserting ‘‘$4,000,000 for each of fiscal years 2014 through 
2018’’; and 

(2) in section 41405(g) (42 U.S.C. 14043e–4(g)), by striking 
‘‘$10,000,000 for each of fiscal years 2007 through 2011’’ and 
inserting ‘‘$4,000,000 for each of fiscal years 2014 through 
2018’’. 

TITLE VII—ECONOMIC SECURITY FOR 
VICTIMS OF VIOLENCE 

SEC. 701. NATIONAL RESOURCE CENTER ON WORKPLACE RESPONSES 
TO ASSIST VICTIMS OF DOMESTIC AND SEXUAL VIOLENCE. 

Section 41501(e) of the Violence Against Women Act of 1994 
(42 U.S.C. 14043f(e)) is amended by striking ‘‘fiscal years 2007 
through 2011’’ and inserting ‘‘fiscal years 2014 through 2018’’. 

TITLE VIII—PROTECTION OF BATTERED 
IMMIGRANTS 

SEC. 801. U NONIMMIGRANT DEFINITION. 

Section 101(a)(15)(U)(iii) of the Immigration and Nationality 
Act (8 U.S.C. 1101(a)(15)(U)(iii)) is amended by inserting ‘‘stalking;’’ 
after ‘‘sexual exploitation;’’. 

SEC. 802. ANNUAL REPORT ON IMMIGRATION APPLICATIONS MADE 
BY VICTIMS OF ABUSE. 

Not later than December 1, 2014, and annually thereafter, 
the Secretary of Homeland Security shall submit to the Committee 
on the Judiciary of the Senate and the Committee on the Judiciary 
of the House of Representatives a report that includes the following: 

(1) The number of aliens who—
(A) submitted an application for nonimmigrant status 

under paragraph (15)(T)(i), (15)(U)(i), or (51) of section 
101(a) of the Immigration and Nationality Act (8 U.S.C. 
1101(a)) during the preceding fiscal year; 

(B) were granted such nonimmigrant status during 
such fiscal year; or 

(C) were denied such nonimmigrant status during such 
fiscal year. 
(2) The mean amount of time and median amount of time 

to adjudicate an application for such nonimmigrant status 
during such fiscal year. 

(3) The mean amount of time and median amount of time 
between the receipt of an application for such nonimmigrant 
status and the issuance of work authorization to an eligible 
applicant during the preceding fiscal year. 
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(4) The number of aliens granted continued presence in 
the United States under section 107(c)(3) of the Trafficking 
Victims Protection Act of 2000 (22 U.S.C. 7105(c)(3)) during 
the preceding fiscal year. 

(5) A description of any actions being taken to reduce 
the adjudication and processing time, while ensuring the safe 
and competent processing, of an application described in para-
graph (1) or a request for continued presence referred to in 
paragraph (4). 

SEC. 803. PROTECTION FOR CHILDREN OF VAWA SELF-PETITIONERS. 

Section 204(l)(2) of the Immigration and Nationality Act (8 
U.S.C. 1154(l)(2)) is amended—

(1) in subparagraph (E), by striking ‘‘or’’ at the end; 
(2) by redesignating subparagraph (F) as subparagraph 

(G); and 
(3) by inserting after subparagraph (E) the following: 

‘‘(F) a child of an alien who filed a pending or approved 
petition for classification or application for adjustment of 
status or other benefit specified in section 101(a)(51) as 
a VAWA self-petitioner; or’’. 

SEC. 804. PUBLIC CHARGE. 

Section 212(a)(4) of the Immigration and Nationality Act (8 
U.S.C. 1182(a)(4)) is amended by adding at the end the following: 

‘‘(E) SPECIAL RULE FOR QUALIFIED ALIEN VICTIMS.—
Subparagraphs (A), (B), and (C) shall not apply to an 
alien who—

‘‘(i) is a VAWA self-petitioner; 
‘‘(ii) is an applicant for, or is granted, non-

immigrant status under section 101(a)(15)(U); or 
‘‘(iii) is a qualified alien described in section 431(c) 

of the Personal Responsibility and Work Opportunity 
Reconciliation Act of 1996 (8 U.S.C. 1641(c)).’’. 

SEC. 805. REQUIREMENTS APPLICABLE TO U VISAS. 

(a) IN GENERAL.—Section 214(p) of the Immigration and Nation-
ality Act (8 U.S.C. 1184(p)) is amended by adding at the end 
the following: 

‘‘(7) AGE DETERMINATIONS.—
‘‘(A) CHILDREN.—An unmarried alien who seeks to 

accompany, or follow to join, a parent granted status under 
section 101(a)(15)(U)(i), and who was under 21 years of 
age on the date on which such parent petitioned for such 
status, shall continue to be classified as a child for purposes 
of section 101(a)(15)(U)(ii), if the alien attains 21 years 
of age after such parent’s petition was filed but while 
it was pending. 

‘‘(B) PRINCIPAL ALIENS.—An alien described in clause 
(i) of section 101(a)(15)(U) shall continue to be treated 
as an alien described in clause (ii)(I) of such section if 
the alien attains 21 years of age after the alien’s application 
for status under such clause (i) is filed but while it is 
pending.’’. 

(b) EFFECTIVE DATE.—The amendment made by subsection (a) 
shall take effect as if enacted as part of the Victims of Trafficking 
and Violence Protection Act of 2000 (Public Law 106–386; 114 
Stat. 1464). 
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SEC. 806. HARDSHIP WAIVERS. 

(a) IN GENERAL.—Section 216(c)(4) of the Immigration and 
Nationality Act (8 U.S.C. 1186a(c)(4)) is amended—

(1) in subparagraph (A), by striking the comma at the 
end and inserting a semicolon; 

(2) in subparagraph (B), by striking ‘‘(1), or’’ and inserting 
‘‘(1); or’’; 

(3) in subparagraph (C), by striking the period at the 
end and inserting a semicolon and ‘‘or’’; and 

(4) by inserting after subparagraph (C) the following: 
‘‘(D) the alien meets the requirements under section 

204(a)(1)(A)(iii)(II)(aa)(BB) and following the marriage cere-
mony was battered by or subject to extreme cruelty per-
petrated by the alien’s intended spouse and was not at 
fault in failing to meet the requirements of paragraph 
(1).’’. 

(b) TECHNICAL CORRECTIONS.—Section 216(c)(4) of the Immigra-
tion and Nationality Act (8 U.S.C. 1186a(c)(4)), as amended by 
subsection (a), is further amended—

(1) in the matter preceding subparagraph (A), by striking 
‘‘The Attorney General, in the Attorney General’s’’ and inserting 
‘‘The Secretary of Homeland Security, in the Secretary’s’’; and 

(2) in the undesignated paragraph at the end—
(A) in the first sentence, by striking ‘‘Attorney General’’ 

and inserting ‘‘Secretary of Homeland Security’’; 
(B) in the second sentence, by striking ‘‘Attorney Gen-

eral’’ and inserting ‘‘Secretary’’; 
(C) in the third sentence, by striking ‘‘Attorney Gen-

eral.’’ and inserting ‘‘Secretary.’’; and 
(D) in the fourth sentence, by striking ‘‘Attorney Gen-

eral’’ and inserting ‘‘Secretary’’. 
SEC. 807. PROTECTIONS FOR A FIANCÉE OR FIANCÉ OF A CITIZEN. 

(a) IN GENERAL.—Section 214 of the Immigration and Nation-
ality Act (8 U.S.C. 1184) is amended—

(1) in subsection (d)—
(A) in paragraph (1), by striking ‘‘crime.’’ and inserting 

‘‘crime described in paragraph (3)(B) and information on 
any permanent protection or restraining order issued 
against the petitioner related to any specified crime 
described in paragraph (3)(B)(i).’’; 

(B) in paragraph (2)(A), in the matter preceding clause 
(i)—

(i) by striking ‘‘a consular officer’’ and inserting 
‘‘the Secretary of Homeland Security’’; and 

(ii) by striking ‘‘the officer’’ and inserting ‘‘the Sec-
retary’’; and 
(C) in paragraph (3)(B)(i), by striking ‘‘abuse, and 

stalking.’’ and inserting ‘‘abuse, stalking, or an attempt 
to commit any such crime.’’; and 
(2) in subsection (r)—

(A) in paragraph (1), by striking ‘‘crime.’’ and inserting 
‘‘crime described in paragraph (5)(B) and information on 
any permanent protection or restraining order issued 
against the petitioner related to any specified crime 
described in subsection (5)(B)(i).’’; and 

(B) by amending paragraph (4)(B)(ii) to read as follows: 
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‘‘(ii) To notify the beneficiary as required by clause (i), the 
Secretary of Homeland Security shall provide such notice to the 
Secretary of State for inclusion in the mailing to the beneficiary 
described in section 833(a)(5)(A)(i) of the International Marriage 
Broker Regulation Act of 2005 (8 U.S.C. 1375a(a)(5)(A)(i)).’’; and 

(3) in paragraph (5)(B)(i), by striking ‘‘abuse, and stalking.’’ 
and inserting ‘‘abuse, stalking, or an attempt to commit any 
such crime.’’. 
(b) PROVISION OF INFORMATION TO K NONIMMIGRANTS.—Section 

833 of the International Marriage Broker Regulation Act of 2005 
(8 U.S.C. 1375a) is amended—

(1) in subsection (a)(5)(A)—
(A) in clause (iii)—

(i) by striking ‘‘State any’’ and inserting ‘‘State, 
for inclusion in the mailing described in clause (i), 
any’’; and 

(ii) by striking the last sentence; and 
(B) by adding at the end the following: 

‘‘(iv) The Secretary of Homeland Security shall 
conduct a background check of the National Crime 
Information Center’s Protection Order Database on 
each petitioner for a visa under subsection (d) or (r) 
of section 214 of the Immigration and Nationality Act 
(8 U.S.C. 1184). Any appropriate information obtained 
from such background check—

‘‘(I) shall accompany the criminal background 
information provided by the Secretary of Homeland 
Security to the Secretary of State and shared by 
the Secretary of State with a beneficiary of a peti-
tion referred to in clause (iii); and 

‘‘(II) shall not be used or disclosed for any 
other purpose unless expressly authorized by law. 
‘‘(v) The Secretary of Homeland Security shall 

create a cover sheet or other mechanism to accompany 
the information required to be provided to an applicant 
for a visa under subsection (d) or (r) of section 214 
of the Immigration and Nationality Act (8 U.S.C. 1184) 
by clauses (i) through (iv) of this paragraph or by 
clauses (i) and (ii) of subsection (r)(4)(B) of such section 
214, that calls to the applicant’s attention—

‘‘(I) whether the petitioner disclosed a protec-
tion order, a restraining order, or criminal history 
information on the visa petition; 

‘‘(II) the criminal background information and 
information about any protection order obtained 
by the Secretary of Homeland Security regarding 
the petitioner in the course of adjudicating the 
petition; and 

‘‘(III) whether the information the petitioner 
disclosed on the visa petition regarding any pre-
vious petitions filed under subsection (d) or (r) 
of such section 214 is consistent with the informa-
tion in the multiple visa tracking database of the 
Department of Homeland Security, as described 
in subsection (r)(4)(A) of such section 214.’’; and 

(2) in subsection (b)(1)(A), by striking ‘‘or’’ after ‘‘orders’’ 
and inserting ‘‘and’’. 
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SEC. 808. REGULATION OF INTERNATIONAL MARRIAGE BROKERS. 

(a) IMPLEMENTATION OF THE INTERNATIONAL MARRIAGE BROKER 
ACT OF 2005.—

(1) FINDINGS.—Congress finds the following: 
(A) The International Marriage Broker Act of 2005 

(subtitle D of Public Law 109–162; 119 Stat. 3066) has 
not been fully implemented with regard to investigating 
and prosecuting violations of the law, and for other pur-
poses. 

(B) Six years after Congress enacted the International 
Marriage Broker Act of 2005 to regulate the activities 
of the hundreds of for-profit international marriage brokers 
operating in the United States, the Attorney General has 
not determined which component of the Department of 
Justice will investigate and prosecute violations of such 
Act. 
(2) REPORT.—Not later than 90 days after the date of 

the enactment of this Act, the Attorney General shall submit 
to Congress a report that includes the following: 

(A) The name of the component of the Department 
of Justice responsible for investigating and prosecuting vio-
lations of the International Marriage Broker Act of 2005 
(subtitle D of Public Law 109–162; 119 Stat. 3066) and 
the amendments made by this Act. 

(B) A description of the policies and procedures of 
the Attorney General for consultation with the Secretary 
of Homeland Security and the Secretary of State in inves-
tigating and prosecuting such violations. 

(b) TECHNICAL CORRECTION.—Section 833(a)(2)(H) of the Inter-
national Marriage Broker Regulation Act of 2005 (8 U.S.C. 
1375a(a)(2)(H)) is amended by striking ‘‘Federal and State sex 
offender public registries’’ and inserting ‘‘the National Sex Offender 
Public Website’’. 

(c) REGULATION OF INTERNATIONAL MARRIAGE BROKERS.—Sec-
tion 833(d) of the International Marriage Broker Regulation Act 
of 2005 (8 U.S.C. 1375a(d)) is amended—

(1) by amending paragraph (1) to read as follows: 
‘‘(1) PROHIBITION ON MARKETING OF OR TO CHILDREN.—

‘‘(A) IN GENERAL.—An international marriage broker 
shall not provide any individual or entity with the personal 
contact information, photograph, or general information 
about the background or interests of any individual under 
the age of 18. 

‘‘(B) COMPLIANCE.—To comply with the requirements 
of subparagraph (A), an international marriage broker 
shall—

‘‘(i) obtain a valid copy of each foreign national 
client’s birth certificate or other proof of age document 
issued by an appropriate government entity; 

‘‘(ii) indicate on such certificate or document the 
date it was received by the international marriage 
broker; 

‘‘(iii) retain the original of such certificate or docu-
ment for 7 years after such date of receipt; and 

‘‘(iv) produce such certificate or document upon 
request to an appropriate authority charged with the 
enforcement of this paragraph.’’; 
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(2) in paragraph (2)—
(A) in subparagraph (A)(i)—

(i) in the heading, by striking ‘‘REGISTRIES.—’’ and 
inserting ‘‘WEBSITE.—’’; and 

(ii) by striking ‘‘Registry or State sex offender 
public registry,’’ and inserting ‘‘Website,’’; and 
(B) in subparagraph (B)(ii), by striking ‘‘or stalking.’’ 

and inserting ‘‘stalking, or an attempt to commit any such 
crime.’’; 
(3) in paragraph (3)—

(A) in subparagraph (A)—
(i) in clause (i), by striking ‘‘Registry, or of the 

relevant State sex offender public registry for any State 
not yet participating in the National Sex Offender 
Public Registry, in which the United States client has 
resided during the previous 20 years,’’ and inserting 
‘‘Website’’; and 

(ii) in clause (iii)(II), by striking ‘‘background 
information collected by the international marriage 
broker under paragraph (2)(B);’’ and inserting ‘‘signed 
certification and accompanying documentation or 
attestation regarding the background information col-
lected under paragraph (2)(B);’’; and 
(B) by striking subparagraph (C); 

(4) in paragraph (5)—
(A) in subparagraph (A)(ii), by striking ‘‘A penalty may 

be imposed under clause (i) by the Attorney General only’’ 
and inserting ‘‘At the discretion of the Attorney General, 
a penalty may be imposed under clause (i) either by a 
Federal judge, or by the Attorney General’’; 

(B) by amending subparagraph (B) to read as follows: 
‘‘(B) FEDERAL CRIMINAL PENALTIES.—

‘‘(i) FAILURE OF INTERNATIONAL MARRIAGE BROKERS 
TO COMPLY WITH OBLIGATIONS.—Except as provided in 
clause (ii), an international marriage broker that, in 
circumstances in or affecting interstate or foreign com-
merce, or within the special maritime and territorial 
jurisdiction of the United States—

‘‘(I) except as provided in subclause (II), vio-
lates (or attempts to violate) paragraph (1), (2), 
(3), or (4) shall be fined in accordance with title 
18, United States Code, or imprisoned for not more 
than 1 year, or both; or 

‘‘(II) knowingly violates or attempts to violate 
paragraphs (1), (2), (3), or (4) shall be fined in 
accordance with title 18, United States Code, or 
imprisoned for not more than 5 years, or both. 
‘‘(ii) MISUSE OF INFORMATION.—A person who 

knowingly discloses, uses, or causes to be used any 
information obtained by an international marriage 
broker as a result of a requirement under paragraph 
(2) or (3) for any purpose other than the disclosures 
required under paragraph (3) shall be fined in accord-
ance with title 18, United States Code, or imprisoned 
for not more than 1 year, or both. 

‘‘(iii) FRAUDULENT FAILURES OF UNITED STATES CLI-
ENTS TO MAKE REQUIRED SELF-DISCLOSURES.—A person 
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who knowingly and with intent to defraud another 
person outside the United States in order to recruit, 
solicit, entice, or induce that other person into entering 
a dating or matrimonial relationship, makes false or 
fraudulent representations regarding the disclosures 
described in clause (i), (ii), (iii), or (iv) of subsection 
(d)(2)(B), including by failing to make any such disclo-
sures, shall be fined in accordance with title 18, United 
States Code, imprisoned for not more than 1 year, 
or both. 

‘‘(iv) RELATIONSHIP TO OTHER PENALTIES.—The 
penalties provided in clauses (i), (ii), and (iii) are in 
addition to any other civil or criminal liability under 
Federal or State law to which a person may be subject 
for the misuse of information, including misuse to 
threaten, intimidate, or harass any individual. 

‘‘(v) CONSTRUCTION.—Nothing in this paragraph 
or paragraph (3) or (4) may be construed to prevent 
the disclosure of information to law enforcement or 
pursuant to a court order.’’; and 
(C) in subparagraph (C), by striking the period at 

the end and inserting ‘‘including equitable remedies.’’; 
(5) by redesignating paragraphs (6) and (7) as paragraphs 

(7) and (8), respectively; and 
(6) by inserting after paragraph (5) the following: 
‘‘(6) ENFORCEMENT.—

‘‘(A) AUTHORITY.—The Attorney General shall be 
responsible for the enforcement of the provisions of this 
section, including the prosecution of civil and criminal pen-
alties provided for by this section. 

‘‘(B) CONSULTATION.—The Attorney General shall con-
sult with the Director of the Office on Violence Against 
Women of the Department of Justice to develop policies 
and public education designed to promote enforcement of 
this section.’’. 

(d) GAO STUDY AND REPORT.—Section 833(f) of the Inter-
national Marriage Broker Regulation Act of 2005 (8 U.S.C. 1375a(f)) 
is amended—

(1) in the subsection heading, by striking ‘‘STUDY AND 
REPORT.—’’ and inserting ‘‘STUDIES AND REPORTS.—’’; and 

(2) by adding at the end the following: 
‘‘(4) CONTINUING IMPACT STUDY AND REPORT.—

‘‘(A) STUDY.—The Comptroller General shall conduct 
a study on the continuing impact of the implementation 
of this section and of section of 214 of the Immigration 
and Nationality Act (8 U.S.C. 1184) on the process for 
granting K nonimmigrant visas, including specifically a 
study of the items described in subparagraphs (A) through 
(E) of paragraph (1). 

‘‘(B) REPORT.—Not later than 2 years after the date 
of the enactment of the Violence Against Women Reauthor-
ization Act of 2013, the Comptroller General shall submit 
to the Committee on the Judiciary of the Senate and the 
Committee on the Judiciary of the House of Representatives 
a report setting forth the results of the study conducted 
under subparagraph (A). 
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‘‘(C) DATA COLLECTION.—The Attorney General, the 
Secretary of Homeland Security, and the Secretary of State 
shall collect and maintain the data necessary for the Comp-
troller General to conduct the study required by paragraph 
(1)(A).’’. 

SEC. 809. ELIGIBILITY OF CRIME AND TRAFFICKING VICTIMS IN THE 
COMMONWEALTH OF THE NORTHERN MARIANA ISLANDS 
TO ADJUST STATUS. 

Section 705(c) of the Consolidated Natural Resources Act of 
2008 (Public Law 110–229; 48 U.S.C. 1806 note), is amended by 
striking ‘‘except that,’’ and all that follows through the end, and 
inserting the following: ‘‘except that—

‘‘(1) for the purpose of determining whether an alien law-
fully admitted for permanent residence (as defined in section 
101(a)(20) of the Immigration and Nationality Act (8 U.S.C. 
1101(a)(20)) has abandoned or lost such status by reason of 
absence from the United States, such alien’s presence in the 
Commonwealth, before, on or after November 28, 2009, shall 
be considered to be presence in the United States; and 

‘‘(2) for the purpose of determining whether an alien whose 
application for status under subparagraph (T) or (U) of section 
101(a)(15) of the Immigration and Nationality Act (8 U.S.C. 
1101(a)(15)) was granted is subsequently eligible for adjustment 
under subsection (l) or (m) of section 245 of such Act (8 U.S.C. 
1255), such alien’s physical presence in the Commonwealth 
before, on, or after November 28, 2009, and subsequent to 
the grant of the application, shall be considered as equivalent 
to presence in the United States pursuant to a nonimmigrant 
admission in such status.’’. 

SEC. 810. DISCLOSURE OF INFORMATION FOR NATIONAL SECURITY 
PURPOSES. 

(a) INFORMATION SHARING.—Section 384(b) of the Illegal 
Immigration Reform and Immigrant Responsibility Act of 1996 
(8 U.S.C. 1367(b)) is amended—

(1) in paragraph (1)—
(A) by inserting ‘‘Secretary of Homeland Security or 

the’’ before ‘‘Attorney General may’’; and 
(B) by inserting ‘‘Secretary’s or the’’ before ‘‘Attorney 

General’s discretion’’; 
(2) in paragraph (2)—

(A) by inserting ‘‘Secretary of Homeland Security or 
the’’ before ‘‘Attorney General may’’; 

(B) by inserting ‘‘Secretary or the’’ before ‘‘Attorney 
General for’’; and 

(C) by inserting ‘‘in a manner that protects the con-
fidentiality of such information’’ after ‘‘law enforcement 
purpose’’; 
(3) in paragraph (5), by striking ‘‘Attorney General is’’ 

and inserting ‘‘Secretary of Homeland Security and the Attorney 
General are’’; and 

(4) by adding at the end a new paragraph as follows: 
‘‘(8) Notwithstanding subsection (a)(2), the Secretary of 

Homeland Security, the Secretary of State, or the Attorney 
General may provide in the discretion of either such Secretary 
or the Attorney General for the disclosure of information to 
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national security officials to be used solely for a national secu-
rity purpose in a manner that protects the confidentiality of 
such information.’’. 
(b) GUIDELINES.—Section 384(d) of the Illegal Immigration 

Reform and Immigrant Responsibility Act of 1996 (8 U.S.C. 1367(d)) 
is amended—

(1) by inserting ‘‘, Secretary of State,’’ after ‘‘The Attorney 
General’’; 

(2) by inserting ‘‘, Department of State,’’ after ‘‘Department 
of Justice’’; and 

(3) by inserting ‘‘and severe forms of trafficking in persons 
or criminal activity listed in section 101(a)(15)(U) of the 
Immigration and Nationality Act (8 U.S.C. 1101(a)(15)(u))’’ after 
‘‘domestic violence’’. 
(c) IMPLEMENTATION.—Not later than 180 days after the date 

of the enactment of this Act, the Attorney General, the Secretary 
of State, and Secretary of Homeland Security shall provide the 
guidance required by section 384(d) of the Illegal Immigration 
Reform and Immigrant Responsibility Act of 1996 (8 U.S.C. 1367(d)), 
consistent with the amendments made by subsections (a) and (b). 

(d) CLERICAL AMENDMENT.—Section 384(a)(1) of the Illegal 
Immigration Reform and Immigrant Responsibility Act of 1986 
is amended by striking ‘‘241(a)(2)’’ in the matter following subpara-
graph (F) and inserting ‘‘237(a)(2)’’. 

TITLE IX—SAFETY FOR INDIAN WOMEN 

SEC. 901. GRANTS TO INDIAN TRIBAL GOVERNMENTS. 

Section 2015(a) of title I of the Omnibus Crime Control and 
Safe Streets Act of 1968 (42 U.S.C. 3796gg–10(a)) is amended—

(1) in paragraph (2), by inserting ‘‘sex trafficking,’’ after 
‘‘sexual assault,’’; 

(2) in paragraph (4), by inserting ‘‘sex trafficking,’’ after 
‘‘sexual assault,’’; 

(3) in paragraph (5), by striking ‘‘and stalking’’ and all 
that follows and inserting ‘‘sexual assault, sex trafficking, and 
stalking;’’; 

(4) in paragraph (7)—
(A) by inserting ‘‘sex trafficking,’’ after ‘‘sexual assault,’’ 

each place it appears; and 
(B) by striking ‘‘and’’ at the end; 

(5) in paragraph (8)—
(A) by inserting ‘‘sex trafficking,’’ after ‘‘stalking,’’; and 
(B) by striking the period at the end and inserting 

a semicolon; and 
(6) by adding at the end the following: 
‘‘(9) provide services to address the needs of youth who 

are victims of domestic violence, dating violence, sexual assault, 
sex trafficking, or stalking and the needs of youth and children 
exposed to domestic violence, dating violence, sexual assault, 
or stalking, including support for the nonabusing parent or 
the caretaker of the youth or child; and 

‘‘(10) develop and promote legislation and policies that 
enhance best practices for responding to violent crimes against 
Indian women, including the crimes of domestic violence, dating 
violence, sexual assault, sex trafficking, and stalking.’’. 
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SEC. 902. GRANTS TO INDIAN TRIBAL COALITIONS. 

Section 2001 of title I of the Omnibus Crime Control and 
Safe Streets Act of 1968 (42 U.S.C. 3796gg) is amended by striking 
subsection (d) and inserting the following: 

‘‘(d) TRIBAL COALITION GRANTS.—
‘‘(1) PURPOSE.—The Attorney General shall award a grant 

to tribal coalitions for purposes of—
‘‘(A) increasing awareness of domestic violence and 

sexual assault against Indian women; 
‘‘(B) enhancing the response to violence against Indian 

women at the Federal, State, and tribal levels; 
‘‘(C) identifying and providing technical assistance to 

coalition membership and tribal communities to enhance 
access to essential services to Indian women victimized 
by domestic and sexual violence, including sex trafficking; 
and 

‘‘(D) assisting Indian tribes in developing and pro-
moting State, local, and tribal legislation and policies that 
enhance best practices for responding to violent crimes 
against Indian women, including the crimes of domestic 
violence, dating violence, sexual assault, sex trafficking, 
and stalking. 
‘‘(2) GRANTS.—The Attorney General shall award grants 

on an annual basis under paragraph (1) to—
‘‘(A) each tribal coalition that—

‘‘(i) meets the criteria of a tribal coalition under 
section 40002(a) of the Violence Against Women Act 
of 1994 (42 U.S.C. 13925(a)); 

‘‘(ii) is recognized by the Office on Violence Against 
Women; and 

‘‘(iii) provides services to Indian tribes; and 
‘‘(B) organizations that propose to incorporate and 

operate a tribal coalition in areas where Indian tribes 
are located but no tribal coalition exists. 
‘‘(3) USE OF AMOUNTS.—For each of fiscal years 2014 

through 2018, of the amounts appropriated to carry out this 
subsection—

‘‘(A) not more than 10 percent shall be made available 
to organizations described in paragraph (2)(B), provided 
that 1 or more organizations determined by the Attorney 
General to be qualified apply; 

‘‘(B) not less than 90 percent shall be made available 
to tribal coalitions described in paragraph (2)(A), which 
amounts shall be distributed equally among each eligible 
tribal coalition for the applicable fiscal year. 
‘‘(4) ELIGIBILITY FOR OTHER GRANTS.—Receipt of an award 

under this subsection by a tribal coalition shall not preclude 
the tribal coalition from receiving additional grants under this 
title to carry out the purposes described in paragraph (1). 

‘‘(5) MULTIPLE PURPOSE APPLICATIONS.—Nothing in this 
subsection prohibits any tribal coalition or organization 
described in paragraph (2) from applying for funding to address 
sexual assault or domestic violence needs in the same applica-
tion.’’. 
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SEC. 903. CONSULTATION. 

Section 903 of the Violence Against Women and Department 
of Justice Reauthorization Act of 2005 (42 U.S.C. 14045d) is 
amended—

(1) in subsection (a)—
(A) by striking ‘‘and the Violence Against Women Act 

of 2000’’ and inserting ‘‘, the Violence Against Women 
Act of 2000’’; and 

(B) by inserting ‘‘, and the Violence Against Women 
Reauthorization Act of 2013’’ before the period at the end; 
(2) in subsection (b)—

(A) in the matter preceding paragraph (1), by striking 
‘‘Secretary of the Department of Health and Human Serv-
ices’’ and inserting ‘‘Secretary of Health and Human Serv-
ices, the Secretary of the Interior,’’; and 

(B) in paragraph (2), by striking ‘‘and stalking’’ and 
inserting ‘‘stalking, and sex trafficking’’; and 
(3) by adding at the end the following: 

‘‘(c) ANNUAL REPORT.—The Attorney General shall submit to 
Congress an annual report on the annual consultations required 
under subsection (a) that—

‘‘(1) contains the recommendations made under subsection 
(b) by Indian tribes during the year covered by the report; 

‘‘(2) describes actions taken during the year covered by 
the report to respond to recommendations made under sub-
section (b) during the year or a previous year; and 

‘‘(3) describes how the Attorney General will work in 
coordination and collaboration with Indian tribes, the Secretary 
of Health and Human Services, and the Secretary of the Interior 
to address the recommendations made under subsection (b). 
‘‘(d) NOTICE.—Not later than 120 days before the date of a 

consultation under subsection (a), the Attorney General shall notify 
tribal leaders of the date, time, and location of the consultation.’’. 

SEC. 904. TRIBAL JURISDICTION OVER CRIMES OF DOMESTIC 
VIOLENCE. 

Title II of Public Law 90–284 (25 U.S.C. 1301 et seq.) (commonly 
known as the ‘‘Indian Civil Rights Act of 1968’’) is amended by 
adding at the end the following: 

‘‘SEC. 204. TRIBAL JURISDICTION OVER CRIMES OF DOMESTIC 
VIOLENCE. 

‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) DATING VIOLENCE.—The term ‘dating violence’ means 

violence committed by a person who is or has been in a social 
relationship of a romantic or intimate nature with the victim, 
as determined by the length of the relationship, the type of 
relationship, and the frequency of interaction between the per-
sons involved in the relationship. 

‘‘(2) DOMESTIC VIOLENCE.—The term ‘domestic violence’ 
means violence committed by a current or former spouse or 
intimate partner of the victim, by a person with whom the 
victim shares a child in common, by a person who is cohabi-
tating with or has cohabitated with the victim as a spouse 
or intimate partner, or by a person similarly situated to a 
spouse of the victim under the domestic- or family- violence 
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laws of an Indian tribe that has jurisdiction over the Indian 
country where the violence occurs. 

‘‘(3) INDIAN COUNTRY.—The term ‘Indian country’ has the 
meaning given the term in section 1151 of title 18, United 
States Code. 

‘‘(4) PARTICIPATING TRIBE.—The term ‘participating tribe’ 
means an Indian tribe that elects to exercise special domestic 
violence criminal jurisdiction over the Indian country of that 
Indian tribe. 

‘‘(5) PROTECTION ORDER.—The term ‘protection order’—
‘‘(A) means any injunction, restraining order, or other 

order issued by a civil or criminal court for the purpose 
of preventing violent or threatening acts or harassment 
against, sexual violence against, contact or communication 
with, or physical proximity to, another person; and 

‘‘(B) includes any temporary or final order issued by 
a civil or criminal court, whether obtained by filing an 
independent action or as a pendent lite order in another 
proceeding, if the civil or criminal order was issued in 
response to a complaint, petition, or motion filed by or 
on behalf of a person seeking protection. 
‘‘(6) SPECIAL DOMESTIC VIOLENCE CRIMINAL JURISDICTION.—

The term ‘special domestic violence criminal jurisdiction’ means 
the criminal jurisdiction that a participating tribe may exercise 
under this section but could not otherwise exercise. 

‘‘(7) SPOUSE OR INTIMATE PARTNER.—The term ‘spouse or 
intimate partner’ has the meaning given the term in section 
2266 of title 18, United States Code. 
‘‘(b) NATURE OF THE CRIMINAL JURISDICTION.—

‘‘(1) IN GENERAL.—Notwithstanding any other provision of 
law, in addition to all powers of self-government recognized 
and affirmed by sections 201 and 203, the powers of self-
government of a participating tribe include the inherent power 
of that tribe, which is hereby recognized and affirmed, to exer-
cise special domestic violence criminal jurisdiction over all per-
sons. 

‘‘(2) CONCURRENT JURISDICTION.—The exercise of special 
domestic violence criminal jurisdiction by a participating tribe 
shall be concurrent with the jurisdiction of the United States, 
of a State, or of both. 

‘‘(3) APPLICABILITY.—Nothing in this section—
‘‘(A) creates or eliminates any Federal or State criminal 

jurisdiction over Indian country; or 
‘‘(B) affects the authority of the United States or any 

State government that has been delegated authority by 
the United States to investigate and prosecute a criminal 
violation in Indian country. 
‘‘(4) EXCEPTIONS.—

‘‘(A) VICTIM AND DEFENDANT ARE BOTH NON-INDIANS.—
‘‘(i) IN GENERAL.—A participating tribe may not 

exercise special domestic violence criminal jurisdiction 
over an alleged offense if neither the defendant nor 
the alleged victim is an Indian. 

‘‘(ii) DEFINITION OF VICTIM.—In this subparagraph 
and with respect to a criminal proceeding in which 
a participating tribe exercises special domestic violence 
criminal jurisdiction based on a violation of a protection 
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order, the term ‘victim’ means a person specifically 
protected by a protection order that the defendant 
allegedly violated. 
‘‘(B) DEFENDANT LACKS TIES TO THE INDIAN TRIBE.—

A participating tribe may exercise special domestic violence 
criminal jurisdiction over a defendant only if the defend-
ant—

‘‘(i) resides in the Indian country of the partici-
pating tribe; 

‘‘(ii) is employed in the Indian country of the 
participating tribe; or 

‘‘(iii) is a spouse, intimate partner, or dating 
partner of—

‘‘(I) a member of the participating tribe; or 
‘‘(II) an Indian who resides in the Indian 

country of the participating tribe. 
‘‘(c) CRIMINAL CONDUCT.—A participating tribe may exercise 

special domestic violence criminal jurisdiction over a defendant 
for criminal conduct that falls into one or more of the following 
categories: 

‘‘(1) DOMESTIC VIOLENCE AND DATING VIOLENCE.—An act 
of domestic violence or dating violence that occurs in the Indian 
country of the participating tribe. 

‘‘(2) VIOLATIONS OF PROTECTION ORDERS.—An act that—
‘‘(A) occurs in the Indian country of the participating 

tribe; and 
‘‘(B) violates the portion of a protection order that—

‘‘(i) prohibits or provides protection against violent 
or threatening acts or harassment against, sexual 
violence against, contact or communication with, or 
physical proximity to, another person; 

‘‘(ii) was issued against the defendant; 
‘‘(iii) is enforceable by the participating tribe; and 
‘‘(iv) is consistent with section 2265(b) of title 18, 

United States Code. 
‘‘(d) RIGHTS OF DEFENDANTS.—In a criminal proceeding in 

which a participating tribe exercises special domestic violence 
criminal jurisdiction, the participating tribe shall provide to the 
defendant—

‘‘(1) all applicable rights under this Act; 
‘‘(2) if a term of imprisonment of any length may be 

imposed, all rights described in section 202(c); 
‘‘(3) the right to a trial by an impartial jury that is drawn 

from sources that—
‘‘(A) reflect a fair cross section of the community; and 
‘‘(B) do not systematically exclude any distinctive group 

in the community, including non-Indians; and 
‘‘(4) all other rights whose protection is necessary under 

the Constitution of the United States in order for Congress 
to recognize and affirm the inherent power of the participating 
tribe to exercise special domestic violence criminal jurisdiction 
over the defendant. 
‘‘(e) PETITIONS TO STAY DETENTION.—

‘‘(1) IN GENERAL.—A person who has filed a petition for 
a writ of habeas corpus in a court of the United States under 
section 203 may petition that court to stay further detention 
of that person by the participating tribe. 
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‘‘(2) GRANT OF STAY.—A court shall grant a stay described 
in paragraph (1) if the court—

‘‘(A) finds that there is a substantial likelihood that 
the habeas corpus petition will be granted; and 

‘‘(B) after giving each alleged victim in the matter 
an opportunity to be heard, finds by clear and convincing 
evidence that under conditions imposed by the court, the 
petitioner is not likely to flee or pose a danger to any 
person or the community if released. 
‘‘(3) NOTICE.—An Indian tribe that has ordered the deten-

tion of any person has a duty to timely notify such person 
of his rights and privileges under this subsection and under 
section 203. 
‘‘(f) GRANTS TO TRIBAL GOVERNMENTS.—The Attorney General 

may award grants to the governments of Indian tribes (or to author-
ized designees of those governments)—

‘‘(1) to strengthen tribal criminal justice systems to assist 
Indian tribes in exercising special domestic violence criminal 
jurisdiction, including—

‘‘(A) law enforcement (including the capacity of law 
enforcement or court personnel to enter information into 
and obtain information from national crime information 
databases); 

‘‘(B) prosecution; 
‘‘(C) trial and appellate courts; 
‘‘(D) probation systems; 
‘‘(E) detention and correctional facilities; 
‘‘(F) alternative rehabilitation centers; 
‘‘(G) culturally appropriate services and assistance for 

victims and their families; and 
‘‘(H) criminal codes and rules of criminal procedure, 

appellate procedure, and evidence; 
‘‘(2) to provide indigent criminal defendants with the effec-

tive assistance of licensed defense counsel, at no cost to the 
defendant, in criminal proceedings in which a participating 
tribe prosecutes a crime of domestic violence or dating violence 
or a criminal violation of a protection order; 

‘‘(3) to ensure that, in criminal proceedings in which a 
participating tribe exercises special domestic violence criminal 
jurisdiction, jurors are summoned, selected, and instructed in 
a manner consistent with all applicable requirements; and 

‘‘(4) to accord victims of domestic violence, dating violence, 
and violations of protection orders rights that are similar to 
the rights of a crime victim described in section 3771(a) of 
title 18, United States Code, consistent with tribal law and 
custom. 
‘‘(g) SUPPLEMENT, NOT SUPPLANT.—Amounts made available 

under this section shall supplement and not supplant any other 
Federal, State, tribal, or local government amounts made available 
to carry out activities described in this section. 

‘‘(h) AUTHORIZATION OF APPROPRIATIONS.—There are authorized 
to be appropriated $5,000,000 for each of fiscal years 2014 through 
2018 to carry out subsection (f) and to provide training, technical 
assistance, data collection, and evaluation of the criminal justice 
systems of participating tribes.’’. 
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SEC. 905. TRIBAL PROTECTION ORDERS. 

Section 2265 of title 18, United States Code, is amended by 
striking subsection (e) and inserting the following: 

‘‘(e) TRIBAL COURT JURISDICTION.—For purposes of this section, 
a court of an Indian tribe shall have full civil jurisdiction to issue 
and enforce protection orders involving any person, including the 
authority to enforce any orders through civil contempt proceedings, 
to exclude violators from Indian land, and to use other appropriate 
mechanisms, in matters arising anywhere in the Indian country 
of the Indian tribe (as defined in section 1151) or otherwise within 
the authority of the Indian tribe.’’. 
SEC. 906. AMENDMENTS TO THE FEDERAL ASSAULT STATUTE. 

(a) IN GENERAL.—Section 113 of title 18, United States Code, 
is amended—

(1) in subsection (a)—
(A) by striking paragraph (1) and inserting the fol-

lowing: 
‘‘(1) Assault with intent to commit murder or a violation 

of section 2241 or 2242, by a fine under this title, imprisonment 
for not more than 20 years, or both.’’; 

(B) in paragraph (2), by striking ‘‘felony under chapter 
109A’’ and inserting ‘‘violation of section 2241 or 2242’’; 

(C) in paragraph (3) by striking ‘‘and without just 
cause or excuse,’’; 

(D) in paragraph (4), by striking ‘‘six months’’ and 
inserting ‘‘1 year’’; 

(E) in paragraph (7)—
(i) by striking ‘‘substantial bodily injury to an indi-

vidual who has not attained the age of 16 years’’ and 
inserting ‘‘substantial bodily injury to a spouse or 
intimate partner, a dating partner, or an individual 
who has not attained the age of 16 years’’; and 

(ii) by striking ‘‘fine’’ and inserting ‘‘a fine’’; and 
(F) by adding at the end the following: 

‘‘(8) Assault of a spouse, intimate partner, or dating partner 
by strangling, suffocating, or attempting to strangle or suf-
focate, by a fine under this title, imprisonment for not more 
than 10 years, or both.’’; and 

(2) in subsection (b)—
(A) by striking ‘‘(b) As used in this subsection—’’ and 

inserting the following: 
‘‘(b) DEFINITIONS.—In this section—’’; 

(B) in paragraph (1)(B), by striking ‘‘and’’ at the end; 
(C) in paragraph (2), by striking the period at the 

end and inserting a semicolon; and 
(D) by adding at the end the following: 

‘‘(3) the terms ‘dating partner’ and ‘spouse or intimate 
partner’ have the meanings given those terms in section 2266; 

‘‘(4) the term ‘strangling’ means intentionally, knowingly, 
or recklessly impeding the normal breathing or circulation of 
the blood of a person by applying pressure to the throat or 
neck, regardless of whether that conduct results in any visible 
injury or whether there is any intent to kill or protractedly 
injure the victim; and 

‘‘(5) the term ‘suffocating’ means intentionally, knowingly, 
or recklessly impeding the normal breathing of a person by 
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covering the mouth of the person, the nose of the person, 
or both, regardless of whether that conduct results in any 
visible injury or whether there is any intent to kill or 
protractedly injure the victim.’’. 
(b) INDIAN MAJOR CRIMES.—Section 1153(a) of title 18, United 

States Code, is amended by striking ‘‘assault with intent to commit 
murder, assault with a dangerous weapon, assault resulting in 
serious bodily injury (as defined in section 1365 of this title)’’ 
and inserting ‘‘a felony assault under section 113’’. 

(c) REPEAT OFFENDERS.—Section 2265A(b)(1)(B) of title 18, 
United States Code, is amended by inserting ‘‘or tribal’’ after 
‘‘State’’. 
SEC. 907. ANALYSIS AND RESEARCH ON VIOLENCE AGAINST INDIAN 

WOMEN. 

(a) IN GENERAL.—Section 904(a) of the Violence Against Women 
and Department of Justice Reauthorization Act of 2005 (42 U.S.C. 
3796gg–10 note) is amended—

(1) in paragraph (1)—
(A) by striking ‘‘The National’’ and inserting ‘‘Not later 

than 2 years after the date of enactment of the Violence 
Against Women Reauthorization Act of 2013, the National’’; 
and 

(B) by inserting ‘‘and in Native villages (as defined 
in section 3 of the Alaska Native Claims Settlement Act 
(43 U.S.C. 1602))’’ before the period at the end; 
(2) in paragraph (2)(A)—

(A) in clause (iv), by striking ‘‘and’’ at the end; 
(B) in clause (v), by striking the period at the end 

and inserting ‘‘; and’’; and 
(C) by adding at the end the following: 

‘‘(vi) sex trafficking.’’; 
(3) in paragraph (4), by striking ‘‘this Act’’ and inserting 

‘‘the Violence Against Women Reauthorization Act of 2013’’; 
and 

(4) in paragraph (5), by striking ‘‘this section $1,000,000 
for each of fiscal years 2007 and 2008’’ and inserting ‘‘this 
subsection $1,000,000 for each of fiscal years 2014 and 2015’’. 
(b) AUTHORIZATION OF APPROPRIATIONS.—Section 905(b)(2) of 

the Violence Against Women and Department of Justice Reauthor-
ization Act of 2005 (28 U.S.C. 534 note) is amended by striking 
‘‘fiscal years 2007 through 2011’’ and inserting ‘‘fiscal years 2014 
through 2018’’. 
SEC. 908. EFFECTIVE DATES; PILOT PROJECT. 

(a) GENERAL EFFECTIVE DATE.—Except as provided in section 
4 and subsection (b) of this section, the amendments made by 
this title shall take effect on the date of enactment of this Act. 

(b) EFFECTIVE DATE FOR SPECIAL DOMESTIC-VIOLENCE CRIMINAL 
JURISDICTION.—

(1) IN GENERAL.—Except as provided in paragraph (2), sub-
sections (b) through (d) of section 204 of Public Law 90–284 
(as added by section 904) shall take effect on the date that 
is 2 years after the date of enactment of this Act. 

(2) PILOT PROJECT.—
(A) IN GENERAL.—At any time during the 2-year period 

beginning on the date of enactment of this Act, an Indian 
tribe may ask the Attorney General to designate the tribe 
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as a participating tribe under section 204(a) of Public Law 
90–284 on an accelerated basis. 

(B) PROCEDURE.—The Attorney General may grant a 
request under subparagraph (A) after coordinating with 
the Secretary of the Interior, consulting with affected 
Indian tribes, and concluding that the criminal justice 
system of the requesting tribe has adequate safeguards 
in place to protect defendants’ rights, consistent with sec-
tion 204 of Public Law 90–284. 

(C) EFFECTIVE DATES FOR PILOT PROJECTS.—An Indian 
tribe designated as a participating tribe under this para-
graph may commence exercising special domestic violence 
criminal jurisdiction pursuant to subsections (b) through 
(d) of section 204 of Public Law 90–284 on a date estab-
lished by the Attorney General, after consultation with 
that Indian tribe, but in no event later than the date 
that is 2 years after the date of enactment of this Act. 

SEC. 909. INDIAN LAW AND ORDER COMMISSION; REPORT ON THE 
ALASKA RURAL JUSTICE AND LAW ENFORCEMENT 
COMMISSION. 

(a) IN GENERAL.—Section 15(f) of the Indian Law Enforcement 
Reform Act (25 U.S.C. 2812(f)) is amended by striking ‘‘2 years’’ 
and inserting ‘‘3 years’’. 

(b) REPORT.—The Attorney General, in consultation with the 
Attorney General of the State of Alaska, the Commissioner of Public 
Safety of the State of Alaska, the Alaska Federation of Natives 
and Federally recognized Indian tribes in the State of Alaska, 
shall report to Congress not later than one year after enactment 
of this Act with respect to whether the Alaska Rural Justice and 
Law Enforcement Commission established under Section 112(a)(1) 
of the Consolidated Appropriations Act, 2004 should be continued 
and appropriations authorized for the continued work of the 
commission. The report may contain recommendations for legisla-
tion with respect to the scope of work and composition of the 
commission. 

SEC. 910. SPECIAL RULE FOR THE STATE OF ALASKA. 

(a) EXPANDED JURISDICTION.—In the State of Alaska, the 
amendments made by sections 904 and 905 shall only apply to 
the Indian country (as defined in section 1151 of title 18, United 
States Code) of the Metlakatla Indian Community, Annette Island 
Reserve. 

(b) RETAINED JURISDICTION.—The jurisdiction and authority 
of each Indian tribe in the State of Alaska under section 2265(e) 
of title 18, United States Code (as in effect on the day before 
the date of enactment of this Act)—

(1) shall remain in full force and effect; and 
(2) are not limited or diminished by this Act or any amend-

ment made by this Act. 
(c) SAVINGS PROVISION.—Nothing in this Act or an amendment 

made by this Act limits or diminishes the jurisdiction of the State 
of Alaska, any subdivision of the State of Alaska, or any Indian 
tribe in the State of Alaska. 
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TITLE X—SAFER ACT 

SEC. 1001. SHORT TITLE. 

This title may be cited as the ‘‘Sexual Assault Forensic Evidence 
Reporting Act of 2013’’ or the ‘‘SAFER Act of 2013’’. 
SEC. 1002. DEBBIE SMITH GRANTS FOR AUDITING SEXUAL ASSAULT 

EVIDENCE BACKLOGS. 

Section 2 of the DNA Analysis Backlog Elimination Act of 
2000 (42 U.S.C. 14135) is amended—

(1) in subsection (a), by adding at the end the following 
new paragraph: 

‘‘(7) To conduct an audit consistent with subsection (n) 
of the samples of sexual assault evidence that are in the posses-
sion of the State or unit of local government and are awaiting 
testing. 

‘‘(8) To ensure that the collection and processing of DNA 
evidence by law enforcement agencies from crimes, including 
sexual assault and other violent crimes against persons, is 
carried out in an appropriate and timely manner and in accord-
ance with the protocols and practices developed under sub-
section (o)(1).’’; 

(2) in subsection (c), by adding at the end the following 
new paragraph: 

‘‘(4) ALLOCATION OF GRANT AWARDS FOR AUDITS.—For each 
of fiscal years 2014 through 2017, not less than 5 percent, 
but not more than 7 percent, of the grant amounts distributed 
under paragraph (1) shall, if sufficient applications to justify 
such amounts are received by the Attorney General, be awarded 
for purposes described in subsection (a)(7), provided that none 
of the funds required to be distributed under this paragraph 
shall decrease or otherwise limit the availability of funds 
required to be awarded to States or units of local government 
under paragraph (3).’’; and 

(3) by adding at the end the following new subsections: 
‘‘(n) USE OF FUNDS FOR AUDITING SEXUAL ASSAULT EVIDENCE 

BACKLOGS.—
‘‘(1) ELIGIBILITY.—The Attorney General may award a grant 

under this section to a State or unit of local government for 
the purpose described in subsection (a)(7) only if the State 
or unit of local government—

‘‘(A) submits a plan for performing the audit of samples 
described in such subsection; and 

‘‘(B) includes in such plan a good-faith estimate of 
the number of such samples. 
‘‘(2) GRANT CONDITIONS.—A State or unit of local govern-

ment receiving a grant for the purpose described in subsection 
(a)(7)—

‘‘(A) may not enter into any contract or agreement 
with any non-governmental vendor laboratory to conduct 
an audit described in subsection (a)(7); and 

‘‘(B) shall—
‘‘(i) not later than 1 year after receiving the grant, 

complete the audit referred to in paragraph (1)(A) in 
accordance with the plan submitted under such para-
graph; 
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‘‘(ii) not later than 60 days after receiving posses-
sion of a sample of sexual assault evidence that was 
not in the possession of the State or unit of local 
government at the time of the initiation of an audit 
under paragraph (1)(A), subject to paragraph (4)(F), 
include in any required reports under clause (v), the 
information listed under paragraph (4)(B); 

‘‘(iii) for each sample of sexual assault evidence 
that is identified as awaiting testing as part of the 
audit referred to in paragraph (1)(A)—

‘‘(I) assign a unique numeric or alphanumeric 
identifier to each sample of sexual assault evidence 
that is in the possession of the State or unit of 
local government and is awaiting testing; and 

‘‘(II) identify the date or dates after which 
the State or unit of local government would be 
barred by any applicable statutes of limitations 
from prosecuting a perpetrator of the sexual 
assault to which the sample relates; 
‘‘(iv) provide that—

‘‘(I) the chief law enforcement officer of the 
State or unit of local government, respectively, 
is the individual responsible for the compliance 
of the State or unit of local government, respec-
tively, with the reporting requirements described 
in clause (v); or 

‘‘(II) the designee of such officer may fulfill 
the responsibility described in subclause (I) so long 
as such designee is an employee of the State or 
unit of local government, respectively, and is not 
an employee of any governmental laboratory or 
non-governmental vendor laboratory; and 
‘‘(v) comply with all grantee reporting require-

ments described in paragraph (4). 
‘‘(3) EXTENSION OF INITIAL DEADLINE.—The Attorney Gen-

eral may grant an extension of the deadline under paragraph 
(2)(B)(i) to a State or unit of local government that dem-
onstrates that more time is required for compliance with such 
paragraph. 

‘‘(4) SEXUAL ASSAULT FORENSIC EVIDENCE REPORTS.—
‘‘(A) IN GENERAL.—For not less than 12 months after 

the completion of an initial count of sexual assault evidence 
that is awaiting testing during an audit referred to in 
paragraph (1)(A), a State or unit of local government that 
receives a grant award under subsection (a)(7) shall, not 
less than every 60 days, submit a report to the Department 
of Justice, on a form prescribed by the Attorney General, 
which shall contain the information required under 
subparagraph (B). 

‘‘(B) CONTENTS OF REPORTS.—A report under this para-
graph shall contain the following information: 

‘‘(i) The name of the State or unit of local govern-
ment filing the report. 

‘‘(ii) The period of dates covered by the report. 
‘‘(iii) The cumulative total number of samples of 

sexual assault evidence that, at the end of the reporting 
period—
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‘‘(I) are in the possession of the State or unit 
of local government at the reporting period; 

‘‘(II) are awaiting testing; and 
‘‘(III) the State or unit of local government 

has determined should undergo DNA or other 
appropriate forensic analyses. 
‘‘(iv) The cumulative total number of samples of 

sexual assault evidence in the possession of the State 
or unit of local government that, at the end of the 
reporting period, the State or unit of local government 
has determined should not undergo DNA or other 
appropriate forensic analyses, provided that the 
reporting form shall allow for the State or unit of 
local government, at its sole discretion, to explain the 
reasoning for this determination in some or all cases. 

‘‘(v) The cumulative total number of samples of 
sexual assault evidence in a total under clause (iii) 
that have been submitted to a laboratory for DNA 
or other appropriate forensic analyses. 

‘‘(vi) The cumulative total number of samples of 
sexual assault evidence identified by an audit referred 
to in paragraph (1)(A) or under paragraph (2)(B)(ii) 
for which DNA or other appropriate forensic analysis 
has been completed at the end of the reporting period. 

‘‘(vii) The total number of samples of sexual assault 
evidence identified by the State or unit of local govern-
ment under paragraph (2)(B)(ii), since the previous 
reporting period. 

‘‘(viii) The cumulative total number of samples 
of sexual assault evidence described under clause (iii) 
for which the State or unit of local government will 
be barred within 12 months by any applicable statute 
of limitations from prosecuting a perpetrator of the 
sexual assault to which the sample relates. 
‘‘(C) PUBLICATION OF REPORTS.—Not later than 7 days 

after the submission of a report under this paragraph by 
a State or unit of local government, the Attorney General 
shall, subject to subparagraph (D), publish and disseminate 
a facsimile of the full contents of such report on an appro-
priate internet website. 

‘‘(D) PERSONALLY IDENTIFIABLE INFORMATION.—The 
Attorney General shall ensure that any information pub-
lished and disseminated as part of a report under this 
paragraph, which reports information under this sub-
section, does not include personally identifiable information 
or details about a sexual assault that might lead to the 
identification of the individuals involved. 

‘‘(E) OPTIONAL REPORTING.—The Attorney General 
shall—

‘‘(i) at the discretion of a State or unit of local 
government required to file a report under subpara-
graph (A), allow such State or unit of local government, 
at their sole discretion, to submit such reports on a 
more frequent basis; and 

‘‘(ii) make available to all States and units of local 
government the reporting form created pursuant to 
subparagraph (A), whether or not they are required 
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to submit such reports, and allow such States or units 
of local government, at their sole discretion, to submit 
such reports for publication. 
‘‘(F) SAMPLES EXEMPT FROM REPORTING REQUIRE-

MENT.—The reporting requirements described in paragraph 
(2) shall not apply to a sample of sexual assault evidence 
that—

‘‘(i) is not considered criminal evidence (such as 
a sample collected anonymously from a victim who 
is unwilling to make a criminal complaint); or 

‘‘(ii) relates to a sexual assault for which the 
prosecution of each perpetrator is barred by a statute 
of limitations. 

‘‘(5) DEFINITIONS.—In this subsection: 
‘‘(A) AWAITING TESTING.—The term ‘awaiting testing’ 

means, with respect to a sample of sexual assault evidence, 
that—

‘‘(i) the sample has been collected and is in the 
possession of a State or unit of local government; 

‘‘(ii) DNA and other appropriate forensic analyses 
have not been performed on such sample; and 

‘‘(iii) the sample is related to a criminal case or 
investigation in which final disposition has not yet 
been reached. 
‘‘(B) FINAL DISPOSITION.—The term ‘final disposition’ 

means, with respect to a criminal case or investigation 
to which a sample of sexual assault evidence relates—

‘‘(i) the conviction or acquittal of all suspected per-
petrators of the crime involved; 

‘‘(ii) a determination by the State or unit of local 
government in possession of the sample that the case 
is unfounded; or 

‘‘(iii) a declaration by the victim of the crime 
involved that the act constituting the basis of the crime 
was not committed. 
‘‘(C) POSSESSION.—

‘‘(i) IN GENERAL.—The term ‘possession’, used with 
respect to possession of a sample of sexual assault 
evidence by a State or unit of local government, 
includes possession by an individual who is acting 
as an agent of the State or unit of local government 
for the collection of the sample. 

‘‘(ii) RULE OF CONSTRUCTION.—Nothing in clause 
(i) shall be construed to create or amend any Federal 
rights or privileges for non-governmental vendor lab-
oratories described in regulations promulgated under 
section 210303 of the DNA Identification Act of 1994 
(42 U.S.C. 14131). 

‘‘(o) ESTABLISHMENT OF PROTOCOLS, TECHNICAL ASSISTANCE, 
AND DEFINITIONS.—

‘‘(1) PROTOCOLS AND PRACTICES.—Not later than 18 months 
after the date of enactment of the SAFER Act of 2013, the 
Director, in consultation with Federal, State, and local law 
enforcement agencies and government laboratories, shall 
develop and publish a description of protocols and practices 
the Director considers appropriate for the accurate, timely, 
and effective collection and processing of DNA evidence, 
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including protocols and practices specific to sexual assault 
cases, which shall address appropriate steps in the investigation 
of cases that might involve DNA evidence, including—

‘‘(A) how to determine—
‘‘(i) which evidence is to be collected by law enforce-

ment personnel and forwarded for testing; 
‘‘(ii) the preferred order in which evidence from 

the same case is to be tested; and 
‘‘(iii) what information to take into account when 

establishing the order in which evidence from different 
cases is to be tested; 
‘‘(B) the establishment of a reasonable period of time 

in which evidence is to be forwarded by emergency response 
providers, law enforcement personnel, and prosecutors to 
a laboratory for testing; 

‘‘(C) the establishment of reasonable periods of time 
in which each stage of analytical laboratory testing is to 
be completed; 

‘‘(D) systems to encourage communication within a 
State or unit of local government among emergency 
response providers, law enforcement personnel, prosecu-
tors, courts, defense counsel, crime laboratory personnel, 
and crime victims regarding the status of crime scene evi-
dence to be tested; and 

‘‘(E) standards for conducting the audit of the backlog 
for DNA case work in sexual assault cases required under 
subsection (n). 
‘‘(2) TECHNICAL ASSISTANCE AND TRAINING.—The Director 

shall make available technical assistance and training to sup-
port States and units of local government in adopting and 
implementing the protocols and practices developed under para-
graph (1) on and after the date on which the protocols and 
practices are published. 

‘‘(3) DEFINITIONS.—In this subsection, the terms ‘awaiting 
testing’ and ‘possession’ have the meanings given those terms 
in subsection (n).’’. 

SEC. 1003. REPORTS TO CONGRESS. 

Not later than 90 days after the end of each fiscal year for 
which a grant is made for the purpose described in section 2(a)(7) 
of the DNA Analysis Backlog Elimination Act of 2000, as amended 
by section 1002, the Attorney General shall submit to Congress 
a report that—

(1) lists the States and units of local government that 
have been awarded such grants and the amount of the grant 
received by each such State or unit of local government; 

(2) states the number of extensions granted by the Attorney 
General under section 2(n)(3) of the DNA Analysis Backlog 
Elimination Act of 2000, as added by section 1002; and 

(3) summarizes the processing status of the samples of 
sexual assault evidence identified in Sexual Assault Forensic 
Evidence Reports established under section 2(n)(4) of the DNA 
Analysis Backlog Elimination Act of 2000, including the number 
of samples that have not been tested. 

SEC. 1004. REDUCING THE RAPE KIT BACKLOG. 

Section 2(c)(3) of the DNA Analysis Backlog Elimination Act 
of 2000 (42 U.S.C. 14135(c)(3)) is amended—
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(a) in subparagraph (B), by striking ‘‘2014’’ and inserting 
‘‘2018’’; and 

(b) by adding at the end the following: 
‘‘(C) For each of fiscal years 2014 through 2018, not 

less than 75 percent of the total grant amounts shall be 
awarded for a combination of purposes under paragraphs 
(1), (2), and (3) of subsection (a).’’. 

SEC. 1005. OVERSIGHT AND ACCOUNTABILITY. 

All grants awarded by the Department of Justice that are 
authorized under this title shall be subject to the following: 

(1) AUDIT REQUIREMENT.—Beginning in fiscal year 2013, 
and each fiscal year thereafter, the Inspector General of the 
Department of Justice shall conduct audits of recipients of 
grants under this title to prevent waste, fraud, and abuse 
of funds by grantees. The Inspector General shall determine 
the appropriate number of grantees to be audited each year. 

(2) MANDATORY EXCLUSION.—A recipient of grant funds 
under this title that is found to have an unresolved audit 
finding shall not be eligible to receive grant funds under this 
title during the 2 fiscal years beginning after the 12-month 
period described in paragraph (5). 

(3) PRIORITY.—In awarding grants under this title, the 
Attorney General shall give priority to eligible entities that, 
during the 3 fiscal years before submitting an application for 
a grant under this title, did not have an unresolved audit 
finding showing a violation in the terms or conditions of a 
Department of Justice grant program. 

(4) REIMBURSEMENT.—If an entity is awarded grant funds 
under this Act during the 2-fiscal-year period in which the 
entity is barred from receiving grants under paragraph (2), 
the Attorney General shall—

(A) deposit an amount equal to the grant funds that 
were improperly awarded to the grantee into the General 
Fund of the Treasury; and 

(B) seek to recoup the costs of the repayment to the 
fund from the grant recipient that was erroneously awarded 
grant funds. 
(5) DEFINED TERM.—In this section, the term ‘‘unresolved 

audit finding’’ means an audit report finding in the final audit 
report of the Inspector General of the Department of Justice 
that the grantee has utilized grant funds for an unauthorized 
expenditure or otherwise unallowable cost that is not closed 
or resolved within a 12-month period beginning on the date 
when the final audit report is issued. 

(6) NONPROFIT ORGANIZATION REQUIREMENTS.—
(A) DEFINITION.—For purposes of this section and the 

grant programs described in this title, the term ‘‘ ‘nonprofit 
organization’ ’’ means an organization that is described in 
section 501(c)(3) of the Internal Revenue Code of 1986 
and is exempt from taxation under section 501(a) of such 
Code. 

(B) PROHIBITION.—The Attorney General shall not 
award a grant under any grant program described in this 
title to a nonprofit organization that holds money in off-
shore accounts for the purpose of avoiding paying the tax 
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described in section 511(a) of the Internal Revenue Code 
of 1986. 

(C) DISCLOSURE.—Each nonprofit organization that is 
awarded a grant under a grant program described in this 
title and uses the procedures prescribed in regulations 
to create a rebuttable presumption of reasonableness for 
the compensation of its officers, directors, trustees and 
key employees, shall disclose to the Attorney General, in 
the application for the grant, the process for determining 
such compensation, including the independent persons 
involved in reviewing and approving such compensation, 
the comparability data used, and contemporaneous 
substantiation of the deliberation and decision. Upon 
request, the Attorney General shall make the information 
disclosed under this subsection available for public inspec-
tion. 
(7) ADMINISTRATIVE EXPENSES.—Unless otherwise explicitly 

provided in authorizing legislation, not more than 7.5 percent 
of the amounts authorized to be appropriated under this title 
may be used by the Attorney General for salaries and adminis-
trative expenses of the Department of Justice. 

(8) CONFERENCE EXPENDITURES.—
(A) LIMITATION.—No amounts authorized to be appro-

priated to the Department of Justice under this title may 
be used by the Attorney General or by any individual 
or organization awarded discretionary funds through a 
cooperative agreement under this Act, to host or support 
any expenditure for conferences that uses more than 
$20,000 in Department funds, unless the Deputy Attorney 
General or the appropriate Assistant Attorney General, 
Director, or principal deputy as the Deputy Attorney Gen-
eral may designate, provides prior written authorization 
that the funds may be expended to host a conference. 

(B) WRITTEN APPROVAL.—Written approval under 
subparagraph (A) shall include a written estimate of all 
costs associated with the conference, including the cost 
of all food and beverages, audio/visual equipment, hono-
raria for speakers, and any entertainment. 

(C) REPORT.—The Deputy Attorney General shall 
submit an annual report to the Committee on the Judiciary 
of the Senate and the Committee on the Judiciary of the 
House of Representatives on all conference expenditures 
approved by operation of this paragraph. 
(9) PROHIBITION ON LOBBYING ACTIVITY.—

(A) IN GENERAL.—Amounts authorized to be appro-
priated under this title may not be utilized by any grant 
recipient to—

(i) lobby any representative of the Department of 
Justice regarding the award of grant funding; or 

(ii) lobby any representative of a Federal, state, 
local, or tribal government regarding the award of 
grant funding. 
(B) PENALTY.—If the Attorney General determines that 

any recipient of a grant under this title has violated 
subparagraph (A), the Attorney General shall—

(i) require the grant recipient to repay the grant 
in full; and 
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(ii) prohibit the grant recipient from receiving 
another grant under this title for not less than 5 years. 

SEC. 1006. SUNSET. 

Effective on December 31, 2018, subsections (a)(6) and (n) of 
section 2 of the DNA Analysis Backlog Elimination Act of 2000 
(42 U.S.C. 14135(a)(6) and (n)) are repealed. 

TITLE XI—OTHER MATTERS 

SEC. 1101. SEXUAL ABUSE IN CUSTODIAL SETTINGS. 

(a) SUITS BY PRISONERS.—Section 7(e) of the Civil Rights of 
Institutionalized Persons Act (42 U.S.C. 1997e(e)) is amended by 
inserting before the period at the end the following: ‘‘or the commis-
sion of a sexual act (as defined in section 2246 of title 18, United 
States Code)’’. 

(b) UNITED STATES AS DEFENDANT.—Section 1346(b)(2) of title 
28, United States Code, is amended by inserting before the period 
at the end the following: ‘‘or the commission of a sexual act (as 
defined in section 2246 of title 18)’’. 

(c) ADOPTION AND EFFECT OF NATIONAL STANDARDS.—Section 
8 of the Prison Rape Elimination Act of 2003 (42 U.S.C. 15607) 
is amended—

(1) by redesignating subsection (c) as subsection (e); and 
(2) by inserting after subsection (b) the following: 

‘‘(c) APPLICABILITY TO DETENTION FACILITIES OPERATED BY THE 
DEPARTMENT OF HOMELAND SECURITY.—

‘‘(1) IN GENERAL.—Not later than 180 days after the date 
of enactment of the Violence Against Women Reauthorization 
Act of 2013, the Secretary of Homeland Security shall publish 
a final rule adopting national standards for the detection, 
prevention, reduction, and punishment of rape and sexual 
assault in facilities that maintain custody of aliens detained 
for a violation of the immigrations laws of the United States. 

‘‘(2) APPLICABILITY.—The standards adopted under para-
graph (1) shall apply to detention facilities operated by the 
Department of Homeland Security and to detention facilities 
operated under contract with the Department. 

‘‘(3) COMPLIANCE.—The Secretary of Homeland Security 
shall—

‘‘(A) assess compliance with the standards adopted 
under paragraph (1) on a regular basis; and 

‘‘(B) include the results of the assessments in perform-
ance evaluations of facilities completed by the Department 
of Homeland Security. 
‘‘(4) CONSIDERATIONS.—In adopting standards under para-

graph (1), the Secretary of Homeland Security shall give due 
consideration to the recommended national standards provided 
by the Commission under section 7(e). 

‘‘(5) DEFINITION.—As used in this section, the term ‘deten-
tion facilities operated under contract with the Department’ 
includes, but is not limited to contract detention facilities and 
detention facilities operated through an intergovernmental 
service agreement with the Department of Homeland Security. 
‘‘(d) APPLICABILITY TO CUSTODIAL FACILITIES OPERATED BY THE 

DEPARTMENT OF HEALTH AND HUMAN SERVICES.—
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‘‘(1) IN GENERAL.—Not later than 180 days after the date 
of enactment of the Violence Against Women Reauthorization 
Act of 2013, the Secretary of Health and Human Services 
shall publish a final rule adopting national standards for the 
detection, prevention, reduction, and punishment of rape and 
sexual assault in facilities that maintain custody of unaccom-
panied alien children (as defined in section 462(g) of the Home-
land Security Act of 2002 (6 U.S.C. 279(g))). 

‘‘(2) APPLICABILITY.—The standards adopted under para-
graph (1) shall apply to facilities operated by the Department 
of Health and Human Services and to facilities operated under 
contract with the Department. 

‘‘(3) COMPLIANCE.—The Secretary of Health and Human 
Services shall—

‘‘(A) assess compliance with the standards adopted 
under paragraph (1) on a regular basis; and 

‘‘(B) include the results of the assessments in perform-
ance evaluations of facilities completed by the Department 
of Health and Human Services. 
‘‘(4) CONSIDERATIONS.—In adopting standards under para-

graph (1), the Secretary of Health and Human Services shall 
give due consideration to the recommended national standards 
provided by the Commission under section 7(e).’’. 

SEC. 1102. ANONYMOUS ONLINE HARASSMENT. 

Section 223(a)(1) of the Communications Act of 1934 (47 U.S.C. 
223(a)(1)) is amended—

(1) in subparagraph (A), in the undesignated matter fol-
lowing clause (ii), by striking ‘‘annoy,’’; 

(2) in subparagraph (C)—
(A) by striking ‘‘annoy,’’; and 
(B) by striking ‘‘harass any person at the called number 

or who receives the communication’’ and inserting ‘‘harass 
any specific person’’; and 
(3) in subparagraph (E), by striking ‘‘harass any person 

at the called number or who receives the communication’’ and 
inserting ‘‘harass any specific person’’. 

SEC. 1103. STALKER DATABASE. 

Section 40603 of the Violence Against Women Act of 1994 
(42 U.S.C. 14032) is amended by striking ‘‘$3,000,000’’ and all 
that follows and inserting ‘‘$3,000,000 for fiscal years 2014 through 
2018.’’. 

SEC. 1104. FEDERAL VICTIM ASSISTANTS REAUTHORIZATION. 

Section 40114 of the Violence Against Women Act of 1994 
(Public Law 103–322; 108 Stat. 1910) is amended by striking ‘‘fiscal 
years 2007 through 2011’’ and inserting ‘‘fiscal years 2014 through 
2018’’. 

SEC. 1105. CHILD ABUSE TRAINING PROGRAMS FOR JUDICIAL PER-
SONNEL AND PRACTITIONERS REAUTHORIZATION. 

Subtitle C of the Victims of Child Abuse Act of 1990 (42 
U.S.C. 13024) is amended in subsection (a) by striking ‘‘$2,300,000’’ 
and all that follows and inserting ‘‘$2,300,000 for each of fiscal 
years 2014 through 2018.’’. 
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TITLE XII—TRAFFICKING VICTIMS 
PROTECTION 

Subtitle A—Combating International 
Trafficking in Persons 

SEC. 1201. REGIONAL STRATEGIES FOR COMBATING TRAFFICKING IN 
PERSONS. 

Section 105 of the Trafficking Victims Protection Act of 2000 
(22 U.S.C. 7103) is amended—

(1) in subsection (d)(7)(J), by striking ‘‘section 105(f) of 
this division’’ and inserting ‘‘subsection (g)’’; 

(2) in subsection (e)(2)—
(A) by striking ‘‘(2) COORDINATION OF CERTAIN ACTIVI-

TIES.—’’ and all that follows through ‘‘exploitation.’’; 
(B) by redesignating subparagraph (B) as paragraph 

(2), and moving such paragraph, as so redesignated, 2 
ems to the left; and 

(C) by redesignating clauses (i) and (ii) as subpara-
graphs (A) and (B), respectively, and moving such subpara-
graphs, as so redesignated, 2 ems to the left; 
(3) by redesignating subsection (f) as subsection (g); and 
(4) by inserting after subsection (e) the following: 

‘‘(f) REGIONAL STRATEGIES FOR COMBATING TRAFFICKING IN PER-
SONS.—Each regional bureau in the Department of State shall 
contribute to the realization of the anti-trafficking goals and objec-
tives of the Secretary of State. Each year, in cooperation with 
the Office to Monitor and Combat Trafficking in Persons, each 
regional bureau shall submit a list of anti-trafficking goals and 
objectives to the Secretary of State for each country in the 
geographic area of responsibilities of the regional bureau. Host 
governments shall be informed of the goals and objectives for their 
particular country and, to the extent possible, host government 
officials should be consulted regarding the goals and objectives.’’. 

SEC. 1202. PARTNERSHIPS AGAINST SIGNIFICANT TRAFFICKING IN 
PERSONS. 

The Trafficking Victims Protection Act of 2000 is amended 
by inserting after section 105 (22 U.S.C. 7103) the following: 

‘‘SEC. 105A. CREATING, BUILDING, AND STRENGTHENING PARTNER-
SHIPS AGAINST SIGNIFICANT TRAFFICKING IN PERSONS. 

‘‘(a) DECLARATION OF PURPOSE.—The purpose of this section 
is to promote collaboration and cooperation—

‘‘(1) between the United States Government and govern-
ments listed on the annual Trafficking in Persons Report; 

‘‘(2) between foreign governments and civil society actors; 
and 

‘‘(3) between the United States Government and private 
sector entities. 
‘‘(b) PARTNERSHIPS.—The Director of the office established 

pursuant to section 105(e)(1) of this Act, in coordination and 
cooperation with other officials at the Department of State, officials 
at the Department of Labor, and other relevant officials of the 
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United States Government, shall promote, build, and sustain part-
nerships between the United States Government and private enti-
ties, including foundations, universities, corporations, community-
based organizations, and other nongovernmental organizations, to 
ensure that—

‘‘(1) United States citizens do not use any item, product, 
or material produced or extracted with the use and labor from 
victims of severe forms of trafficking; and 

‘‘(2) such entities do not contribute to trafficking in persons 
involving sexual exploitation. 
‘‘(c) PROGRAM TO ADDRESS EMERGENCY SITUATIONS.—The Sec-

retary of State, acting through the Director established pursuant 
to section 105(e)(1) of this Act, is authorized to establish a fund 
to assist foreign governments in meeting unexpected, urgent needs 
in prevention of trafficking in persons, protection of victims, and 
prosecution of trafficking offenders. 

‘‘(d) CHILD PROTECTION COMPACTS.—
‘‘(1) IN GENERAL.—The Secretary of State, in consultation 

with the Administrator of the United States Agency for Inter-
national Development, the Secretary of Labor, and the heads 
of other relevant agencies, is authorized to provide assistance 
under this section for each country that enters into a child 
protection compact with the United States to support policies 
and programs that—

‘‘(A) prevent and respond to violence, exploitation, and 
abuse against children; and 

‘‘(B) measurably reduce the trafficking of minors by 
building sustainable and effective systems of justice, 
prevention, and protection. 
‘‘(2) ELEMENTS.—A child protection compact under this sub-

section shall establish a multi-year plan for achieving shared 
objectives in furtherance of the purposes of this Act. The com-
pact should take into account, if applicable, the national child 
protection strategies and national action plans for human traf-
ficking of a country, and shall describe—

‘‘(A) the specific objectives the foreign government and 
the United States Government expect to achieve during 
the term of the compact; 

‘‘(B) the responsibilities of the foreign government and 
the United States Government in the achievement of such 
objectives; 

‘‘(C) the particular programs or initiatives to be under-
taken in the achievement of such objectives and the amount 
of funding to be allocated to each program or initiative 
by both countries; 

‘‘(D) regular outcome indicators to monitor and 
measure progress toward achieving such objectives; 

‘‘(E) a multi-year financial plan, including the esti-
mated amount of contributions by the United States 
Government and the foreign government, and proposed 
mechanisms to implement the plan and provide oversight; 

‘‘(F) how a country strategy will be developed to sustain 
progress made toward achieving such objectives after 
expiration of the compact; and 

‘‘(G) how child protection data will be collected, tracked, 
and managed to provide strengthened case management 
and policy planning. 
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‘‘(3) FORM OF ASSISTANCE.—Assistance under this sub-
section may be provided in the form of grants, cooperative 
agreements, or contracts to or with national governments, 
regional or local governmental units, or non-governmental 
organizations or private entities with expertise in the protection 
of victims of severe forms of trafficking in persons. 

‘‘(4) ELIGIBLE COUNTRIES.—The Secretary of State, in con-
sultation with the agencies set forth in paragraph (1) and 
relevant officers of the Department of Justice, shall select coun-
tries with which to enter into child protection compacts. The 
selection of countries under this paragraph shall be based on—

‘‘(A) the selection criteria set forth in paragraph (5); 
and 

‘‘(B) objective, documented, and quantifiable indicators, 
to the maximum extent possible. 
‘‘(5) SELECTION CRITERIA.—A country shall be selected 

under paragraph (4) on the basis of criteria developed by the 
Secretary of State in consultation with the Administrator of 
the United States Agency for International Development and 
the Secretary of Labor. Such criteria shall include—

‘‘(A) a documented high prevalence of trafficking in 
persons within the country; and 

‘‘(B) demonstrated political motivation and sustained 
commitment by the government of such country to under-
take meaningful measures to address severe forms of traf-
ficking in persons, including prevention, protection of vic-
tims, and the enactment and enforcement of anti-trafficking 
laws against perpetrators. 
‘‘(6) SUSPENSION AND TERMINATION OF ASSISTANCE.—

‘‘(A) IN GENERAL.—The Secretary may suspend or 
terminate assistance provided under this subsection in 
whole or in part for a country or entity if the Secretary 
determines that—

‘‘(i) the country or entity is engaged in activities 
that are contrary to the national security interests 
of the United States; 

‘‘(ii) the country or entity has engaged in a pattern 
of actions inconsistent with the criteria used to deter-
mine the eligibility of the country or entity, as the 
case may be; or 

‘‘(iii) the country or entity has failed to adhere 
to its responsibilities under the Compact. 
‘‘(B) REINSTATEMENT.—The Secretary may reinstate 

assistance for a country or entity suspended or terminated 
under this paragraph only if the Secretary determines that 
the country or entity has demonstrated a commitment to 
correcting each condition for which assistance was sus-
pended or terminated under subparagraph (A).’’. 

SEC. 1203. PROTECTION AND ASSISTANCE FOR VICTIMS OF TRAF-
FICKING. 

(a) TASK FORCE ACTIVITIES.—Section 105(d)(6) of the Traf-
ficking Victims Protection Act of 2000 (22 U.S.C. 7103(d)(6)) is 
amended by inserting ‘‘, and make reasonable efforts to distribute 
information to enable all relevant Federal Government agencies 
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to publicize the National Human Trafficking Resource Center Hot-
line on their websites, in all headquarters offices, and in all field 
offices throughout the United States’’ before the period at the end. 

(b) CONGRESSIONAL BRIEFING.—Section 107(a)(2) of the Traf-
ficking Victims Protection Act of 2000 (22 U.S.C. 7105(a)(2)) is 
amended by inserting ‘‘and shall brief Congress annually on such 
efforts’’ before the period at the end. 
SEC. 1204. MINIMUM STANDARDS FOR THE ELIMINATION OF TRAF-

FICKING. 

Section 108(b) of the Trafficking Victims Protection Act of 2000 
(22 U.S.C. 7106(b)) is amended—

(1) in paragraph (3)—
(A) by striking ‘‘peacekeeping’’ and inserting ‘‘diplo-

matic, peacekeeping,’’; 
(B) by striking ‘‘, and measures’’ and inserting ‘‘, a 

transparent system for remediating or punishing such 
public officials as a deterrent, measures’’; and 

(C) by inserting ‘‘, effective bilateral, multilateral, or 
regional information sharing and cooperation arrangements 
with other countries, and effective policies or laws regu-
lating foreign labor recruiters and holding them civilly 
and criminally liable for fraudulent recruiting’’ before the 
period at the end; 
(2) in paragraph (4), by inserting ‘‘and has entered into 

bilateral, multilateral, or regional law enforcement cooperation 
and coordination arrangements with other countries’’ before 
the period at the end; 

(3) in paragraph (7)—
(A) by inserting ‘‘, including diplomats and soldiers,’’ 

after ‘‘public officials’’; 
(B) by striking ‘‘peacekeeping’’ and inserting ‘‘diplo-

matic, peacekeeping,’’; and 
(C) by inserting ‘‘A government’s failure to appro-

priately address public allegations against such public offi-
cials, especially once such officials have returned to their 
home countries, shall be considered inaction under these 
criteria.’’ after ‘‘such trafficking.’’; 
(4) by redesignating paragraphs (9) through (11) as para-

graphs (10) through (12), respectively; and 
(5) by inserting after paragraph (8) the following: 
‘‘(9) Whether the government has entered into effective, 

transparent partnerships, cooperative arrangements, or agree-
ments that have resulted in concrete and measurable outcomes 
with—

‘‘(A) domestic civil society organizations, private sector 
entities, or international nongovernmental organizations, 
or into multilateral or regional arrangements or agree-
ments, to assist the government’s efforts to prevent traf-
ficking, protect victims, and punish traffickers; or 

‘‘(B) the United States toward agreed goals and objec-
tives in the collective fight against trafficking.’’. 

SEC. 1205. BEST PRACTICES IN TRAFFICKING IN PERSONS ERADI-
CATION. 

Section 110(b) of the Trafficking Victims Protection Act of 2000 
(22 U.S.C. 7107(b)) is amended—

(1) in paragraph (1)—
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(A) by striking ‘‘with respect to the status of severe 
forms of trafficking in persons that shall include—’’ and 
inserting ‘‘describing the anti-trafficking efforts of the 
United States and foreign governments according to the 
minimum standards and criteria enumerated in section 
108, and the nature and scope of trafficking in persons 
in each country and analysis of the trend lines for indi-
vidual governmental efforts. The report should include—
’’; 

(B) in subparagraph (E), by striking ‘‘; and’’ and 
inserting a semicolon; 

(C) in subparagraph (F), by striking the period at the 
end and inserting ‘‘; and’’; and 

(D) by inserting at the end the following: 
‘‘(G) a section entitled ‘Promising Practices in the 

Eradication of Trafficking in Persons’ to highlight effective 
practices and use of innovation and technology in preven-
tion, protection, prosecution, and partnerships, including 
by foreign governments, the private sector, and domestic 
civil society actors.’’; 
(2) by striking paragraph (2); 
(3) by redesignating paragraphs (3) and (4) as paragraphs 

(2) and (3), respectively; and 
(4) in paragraph (2), as redesignated, by adding at the 

end the following: 
‘‘(E) PUBLIC NOTICE.—Not later than 30 days after 

notifying Congress of each country determined to have 
met the requirements under subclauses (I) through (III) 
of subparagraph (D)(ii), the Secretary of State shall provide 
a detailed description of the credible evidence supporting 
such determination on a publicly available website main-
tained by the Department of State.’’. 

SEC. 1206. PROTECTIONS FOR DOMESTIC WORKERS AND OTHER NON-
IMMIGRANTS. 

Section 202 of the William Wilberforce Trafficking Victims 
Protection Reauthorization Act of 2008 (8 U.S.C. 1375b) is 
amended—

(1) in subsection (a)—
(A) in the subsection heading, by inserting ‘‘AND VIDEO 

FOR CONSULAR WAITING ROOMS’’ after ‘‘INFORMATION PAM-
PHLET’’; and 

(B) in paragraph (1)—
(i) by inserting ‘‘and video’’ after ‘‘information pam-

phlet’’; and 
(ii) by adding at the end the following: ‘‘The video 

shall be distributed and shown in consular waiting 
rooms in embassies and consulates appropriate to the 
circumstances that are determined to have the greatest 
concentration of employment or education-based non-
immigrant visa applicants, and where sufficient video 
facilities exist in waiting or other rooms where 
applicants wait or convene. The Secretary of State 
is authorized to augment video facilities in such con-
sulates or embassies in order to fulfill the purposes 
of this section.’’; 
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(2) in subsection (b), by inserting ‘‘and video’’ after 
‘‘information pamphlet’’; 

(3) in subsection (c)—
(A) in paragraph (1), by inserting ‘‘and produce or 

dub the video’’ after ‘‘information pamphlet’’; and 
(B) in paragraph (2), by inserting ‘‘and the video pro-

duced or dubbed’’ after ‘‘translated’’; and 
(4) in subsection (d)—

(A) in paragraph (1), by inserting ‘‘and video’’ after 
‘‘information pamphlet’’; 

(B) in paragraph (2), by inserting ‘‘and video’’ after 
‘‘information pamphlet’’; and 

(C) by adding at the end the following: 
‘‘(4) DEADLINE FOR VIDEO DEVELOPMENT AND DISTRIBU-

TION.—Not later than 1 year after the date of the enactment 
of the Violence Against Women Reauthorization Act of 2013, 
the Secretary of State shall make available the video developed 
under subsection (a) produced or dubbed in all the languages 
referred to in subsection (c).’’. 

SEC. 1207. PREVENTION OF CHILD MARRIAGE. 

(a) IN GENERAL.—Section 106 of the Trafficking Victims Protec-
tion Act of 2000 (22 U.S.C. 7104) is amended by adding at the 
end the following: 

‘‘(j) PREVENTION OF CHILD TRAFFICKING THROUGH CHILD MAR-
RIAGE.—The Secretary of State shall establish and implement a 
multi-year, multi-sectoral strategy—

‘‘(1) to prevent child marriage; 
‘‘(2) to promote the empowerment of girls at risk of child 

marriage in developing countries; 
‘‘(3) that should address the unique needs, vulnerabilities, 

and potential of girls younger than 18 years of age in developing 
countries; 

‘‘(4) that targets areas in developing countries with high 
prevalence of child marriage; and 

‘‘(5) that includes diplomatic and programmatic initia-
tives.’’. 
(b) INCLUSION OF CHILD MARRIAGE STATUS IN REPORTS.—The 

Foreign Assistance Act of 1961 (22 U.S.C. 2151 et seq.) is amended—
(1) in section 116 (22 U.S.C. 2151n), by adding at the 

end the following: 
‘‘(g) CHILD MARRIAGE STATUS.—

‘‘(1) IN GENERAL.—The report required under subsection 
(d) shall include, for each country in which child marriage 
is prevalent, a description of the status of the practice of child 
marriage in such country. 

‘‘(2) DEFINED TERM.—In this subsection, the term ‘child 
marriage’ means the marriage of a girl or boy who is—

‘‘(A) younger than the minimum age for marriage under 
the laws of the country in which such girl or boy is a 
resident; or 

‘‘(B) younger than 18 years of age, if no such law 
exists.’’; and 
(2) in section 502B (22 U.S.C. 2304), by adding at the 

end the following: 
‘‘(i) CHILD MARRIAGE STATUS.—



S. 47—89

‘‘(1) IN GENERAL.—The report required under subsection 
(b) shall include, for each country in which child marriage 
is prevalent, a description of the status of the practice of child 
marriage in such country. 

‘‘(2) DEFINED TERM.—In this subsection, the term ‘child 
marriage’ means the marriage of a girl or boy who is—

‘‘(A) younger than the minimum age for marriage under 
the laws of the country in which such girl or boy is a 
resident; or 

‘‘(B) younger than 18 years of age, if no such law 
exists.’’. 

SEC. 1208. CHILD SOLDIERS. 

Section 404 of the William Wilberforce Trafficking Victims 
Protection Reauthorization Act of 2008 (22 U.S.C. 2370c–1) is 
amended—

(1) in subsection (a), by striking ‘‘(b), (c), and (d), the 
authorities contained in section 516 or 541 of the Foreign 
Assistance Act of 1961 (22 U.S.C. 2321j or 2347)’’ and inserting 
‘‘(b) through (f), the authorities contained in sections 516, 541, 
and 551 of the Foreign Assistance Act of 1961 (22 U.S.C. 
2321j, 2347, and 2348)’’; and 

(2) by adding at the end the following: 
‘‘(f) EXCEPTION FOR PEACEKEEPING OPERATIONS.—The limita-

tion set forth in subsection (a) that relates to section 551 of the 
Foreign Assistance Act of 1961 shall not apply to programs that 
support military professionalization, security sector reform, height-
ened respect for human rights, peacekeeping preparation, or the 
demobilization and reintegration of child soldiers.’’. 

Subtitle B—Combating Trafficking in 
Persons in the United States 

PART I—PENALTIES AGAINST TRAFFICKERS 
AND OTHER CRIMES 

SEC. 1211. CRIMINAL TRAFFICKING OFFENSES. 

(a) RICO AMENDMENT.—Section 1961(1)(B) of title 18, United 
States Code, is amended by inserting ‘‘section 1351 (relating to 
fraud in foreign labor contracting),’’ before ‘‘section 1425’’. 

(b) ENGAGING IN ILLICIT SEXUAL CONDUCT IN FOREIGN 
PLACES.—Section 2423(c) of title 18, United States Code, is amended 
by inserting ‘‘or resides, either temporarily or permanently, in a 
foreign country’’ after ‘‘commerce’’. 

(c) UNLAWFUL CONDUCT WITH RESPECT TO DOCUMENTS.—
(1) IN GENERAL.—Chapter 77 of title 18, United States 

Code, is amended by adding at the end the following: 

‘‘§ 1597. Unlawful conduct with respect to immigration docu-
ments 

‘‘(a) DESTRUCTION, CONCEALMENT, REMOVAL, CONFISCATION, OR 
POSSESSION OF IMMIGRATION DOCUMENTS.—It shall be unlawful 
for any person to knowingly destroy, conceal, remove, confiscate, 
or possess, an actual or purported passport or other immigration 
document of another individual —
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‘‘(1) in the course of violating section 1351 of this title 
or section 274 of the Immigration and Nationality Act (8 U.S.C. 
1324); 

‘‘(2) with intent to violate section 1351 of this title or 
section 274 of the Immigration and Nationality Act (8 U.S.C. 
1324); or 

‘‘(3) in order to, without lawful authority, maintain, pre-
vent, or restrict the labor of services of the individual. 
‘‘(b) PENALTY.—Any person who violates subsection (a) shall 

be fined under this title, imprisoned for not more than 1 year, 
or both. 

‘‘(c) OBSTRUCTION.—Any person who knowingly obstructs, 
attempts to obstruct, or in any way interferes with or prevents 
the enforcement of this section, shall be subject to the penalties 
described in subsection (b).’’. 

(2) TECHNICAL AND CONFORMING AMENDMENT.—The table 
of sections for chapter 77 of title 18, United States Code, 
is amended by adding at the end the following:

‘‘1597. Unlawful conduct with respect to immigration documents.’’.

SEC. 1212. CIVIL REMEDIES; CLARIFYING DEFINITION. 

(a) CIVIL REMEDY FOR PERSONAL INJURIES.—Section 2255 of 
title 18, United States Code, is amended—

(1) in subsection (a), by striking ‘‘section 2241(c)’’ and 
inserting ‘‘section 1589, 1590, 1591, 2241(c)’’; and 

(2) in subsection (b), by striking ‘‘six years’’ and inserting 
‘‘10 years’’. 
(b) DEFINITION.—

(1) IN GENERAL.—Section 103 of the Trafficking Victims 
Protection Act of 2000 (22 U.S.C. 7102) is amended—

(A) by redesignating paragraphs (1) through (14) as 
paragraphs (2) through (15), respectively; 

(B) by inserting before paragraph (2), as redesignated, 
the following: 
‘‘(1) ABUSE OR THREATENED ABUSE OF LAW OR LEGAL 

PROCESS.—The term ‘abuse or threatened abuse of the legal 
process’ means the use or threatened use of a law or legal 
process, whether administrative, civil, or criminal, in any 
manner or for any purpose for which the law was not designed, 
in order to exert pressure on another person to cause that 
person to take some action or refrain from taking some action.’’; 

(C) in paragraph (14), as redesignated, by striking 
‘‘paragraph (8)’’ and inserting ‘‘paragraph (9)’’; and 

(D) in paragraph (15), as redesignated, by striking 
‘‘paragraph (8) or (9)’’ and inserting ‘‘paragraph (9) or (10)’’. 
(2) TECHNICAL AND CONFORMING AMENDMENTS.—

(A) TRAFFICKING VICTIMS PROTECTION ACT OF 2000.—
The Trafficking Victims Protection Act of 2000 (22 U.S.C. 
7101 et eq.) is amended—

(i) in section 110(e) (22 U.S.C. 7107(e))—
(I) by striking ‘‘section 103(7)(A)’’ and inserting 

‘‘section 103(8)(A)’’; and 
(II) by striking ‘‘section 103(7)(B)’’ and 

inserting ‘‘section 103(8)(B)’’; and 
(ii) in section 113(g)(2) (22 U.S.C. 7110(g)(2)), by 

striking ‘‘section 103(8)(A)’’ and inserting ‘‘section 
103(9)(A)’’. 
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(B) NORTH KOREAN HUMAN RIGHTS ACT OF 2004.—Sec-
tion 203(b)(2) of the North Korean Human Rights Act of 
2004 (22 U.S.C. 7833(b)(2)) is amended by striking ‘‘section 
103(14)’’ and inserting ‘‘section 103(15)’’. 

(C) TRAFFICKING VICTIMS PROTECTION REAUTHORIZA-
TION ACT OF 2005.—Section 207 of the Trafficking Victims 
Protection Reauthorization Act of 2005 (42 U.S.C. 14044e) 
is amended—

(i) in paragraph (1), by striking ‘‘section 103(8)’’ 
and inserting ‘‘section 103(9)’’; 

(ii) in paragraph (2), by striking ‘‘section 103(9)’’ 
and inserting ‘‘section 103(10)’’; and 

(iii) in paragraph (3), by striking ‘‘section 103(3)’’ 
and inserting ‘‘section 103(4)’’. 
(D) VIOLENCE AGAINST WOMEN AND DEPARTMENT OF 

JUSTICE REAUTHORIZATION ACT OF 2005.—Section 111(a)(1) 
of the Violence Against Women and Department of Justice 
Reauthorization Act of 2005 (42 U.S.C. 14044f(a)(1)) is 
amended by striking ‘‘paragraph (8)’’ and inserting ‘‘para-
graph (9)’’. 

PART II—ENSURING AVAILABILITY OF 
POSSIBLE WITNESSES AND INFORMANTS 

SEC. 1221. PROTECTIONS FOR TRAFFICKING VICTIMS WHO 
COOPERATE WITH LAW ENFORCEMENT. 

Section 101(a)(15)(T)(ii)(III) of the Immigration and Nationality 
Act (8 U.S.C. 1101(a)(15)(T)(ii)(III) is amended by inserting ‘‘, or 
any adult or minor children of a derivative beneficiary of the alien, 
as’’ after ‘‘age’’. 
SEC. 1222. PROTECTION AGAINST FRAUD IN FOREIGN LABOR CON-

TRACTING. 

Section 101(a)(15)(U)(iii) of the Immigration and Nationality 
Act (8 U.S.C. 1101(a)(15)(U)(iii)) is amended by inserting ‘‘fraud 
in foreign labor contracting (as defined in section 1351 of title 
18, United States Code);’’ after ‘‘perjury;’’. 

PART III—ENSURING INTERAGENCY 
COORDINATION AND EXPANDED REPORTING 

SEC. 1231. REPORTING REQUIREMENTS FOR THE ATTORNEY GENERAL. 

Section 105(d)(7) of the Trafficking Victims Protection Act of 
2000 (22 U.S.C. 7103(d)(7)) is amended—

(1) by redesignating subparagraphs (D) through (J) as sub-
paragraphs (I) through (O); 

(2) by striking subparagraphs (B) and (C) and inserting 
the following: 

‘‘(B) the number of persons who have been granted 
continued presence in the United States under section 
107(c)(3) during the preceding fiscal year and the mean 
and median time taken to adjudicate applications sub-
mitted under such section, including the time from the 
receipt of an application by law enforcement to the issuance 
of continued presence, and a description of any efforts 
being taken to reduce the adjudication and processing time 
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while ensuring the safe and competent processing of the 
applications; 

‘‘(C) the number of persons who have applied for, been 
granted, or been denied a visa or otherwise provided status 
under subparagraph (T)(i) or (U)(i) of section 101(a)(15) 
of the Immigration and Nationality Act (8 U.S.C. 
1101(a)(15)) during the preceding fiscal year; 

‘‘(D) the number of persons who have applied for, been 
granted, or been denied a visa or status under clause 
(ii) of section 101(a)(15)(T) of the Immigration and Nation-
ality Act (8 U.S.C. 1101(a)(15)(T)) during the preceding 
fiscal year, broken down by the number of such persons 
described in subclauses (I), (II), and (III) of such clause 
(ii); 

‘‘(E) the amount of Federal funds expended in direct 
benefits paid to individuals described in subparagraph (D) 
in conjunction with T visa status; 

‘‘(F) the number of persons who have applied for, been 
granted, or been denied a visa or status under section 
101(a)(15)(U)(i) of the Immigration and Nationality Act 
(8 U.S.C. 1101(a)(15)(U)(i)) during the preceding fiscal year; 

‘‘(G) the mean and median time in which it takes 
to adjudicate applications submitted under the provisions 
of law set forth in subparagraph (C), including the time 
between the receipt of an application and the issuance 
of a visa and work authorization; 

‘‘(H) any efforts being taken to reduce the adjudication 
and processing time, while ensuring the safe and competent 
processing of the applications;’’; 
(3) in subparagraph (N)(iii), as redesignated, by striking 

‘‘and’’ at the end; 
(4) in subparagraph (O), as redesignated, by striking the 

period at the end and inserting ‘‘; and’’; and 
(5) by adding at the end the following: 

‘‘(P) the activities undertaken by Federal agencies to 
train appropriate State, tribal, and local government and 
law enforcement officials to identify victims of severe forms 
of trafficking, including both sex and labor trafficking; 

‘‘(Q) the activities undertaken by Federal agencies in 
cooperation with State, tribal, and local law enforcement 
officials to identify, investigate, and prosecute offenses 
under sections 1581, 1583, 1584, 1589, 1590, 1592, and 
1594 of title 18, United States Code, or equivalent State 
offenses, including, in each fiscal year—

‘‘(i) the number, age, gender, country of origin, 
and citizenship status of victims identified for each 
offense; 

‘‘(ii) the number of individuals charged, and the 
number of individuals convicted, under each offense; 

‘‘(iii) the number of individuals referred for 
prosecution for State offenses, including offenses 
relating to the purchasing of commercial sex acts; 

‘‘(iv) the number of victims granted continued pres-
ence in the United States under section 107(c)(3); and 

‘‘(v) the number of victims granted a visa or other-
wise provided status under subparagraph (T)(i) or 
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(U)(i) of section 101(a)(15) of the Immigration and 
Nationality Act (8 U.S.C. 1101(a)(15)); and 
‘‘(R) the activities undertaken by the Department of 

Justice and the Department of Health and Human Services 
to meet the specific needs of minor victims of domestic 
trafficking, including actions taken pursuant to subsection 
(f) and section 202(a) of the Trafficking Victims Protection 
Reauthorization Act of 2005 (42 U.S.C. 14044(a)), and the 
steps taken to increase cooperation among Federal agencies 
to ensure the effective and efficient use of programs for 
which the victims are eligible.’’. 

SEC. 1232. REPORTING REQUIREMENTS FOR THE SECRETARY OF 
LABOR. 

Section 105(b) of the Trafficking Victims Protection Act of 2005 
(22 U.S.C. 7112(b)) is amended by adding at the end the following: 

‘‘(3) SUBMISSION TO CONGRESS.—Not later than December 
1, 2014, and every 2 years thereafter, the Secretary of Labor 
shall submit the list developed under paragraph (2)(C) to Con-
gress.’’. 

SEC. 1233. INFORMATION SHARING TO COMBAT CHILD LABOR AND 
SLAVE LABOR. 

Section 105(a) of the Trafficking Victims Protection Act of 2005 
(22 U.S.C. 7112(a)) is amended by adding at the end the following: 

‘‘(3) INFORMATION SHARING.—The Secretary of State shall, 
on a regular basis, provide information relating to child labor 
and forced labor in the production of goods in violation of 
international standards to the Department of Labor to be used 
in developing the list described in subsection (b)(2)(C).’’. 

SEC. 1234. GOVERNMENT TRAINING EFFORTS TO INCLUDE THE 
DEPARTMENT OF LABOR. 

Section 107(c)(4) of the Trafficking Victims Protection Act of 
2000 (22 U.S.C. 7105(c)(4)) is amended—

(1) in the first sentence, by inserting ‘‘the Department 
of Labor, the Equal Employment Opportunity Commission,’’ 
before ‘‘and the Department’’; and 

(2) in the second sentence, by inserting ‘‘, in consultation 
with the Secretary of Labor,’’ before ‘‘shall provide’’. 

SEC. 1235. GAO REPORT ON THE USE OF FOREIGN LABOR CONTRAC-
TORS. 

(a) IN GENERAL.—Not later than 2 years after the date of 
the enactment of this Act, the Comptroller General of the United 
States shall submit a report on the use of foreign labor contractors 
to—

(1) the Committee on the Judiciary of the Senate; 
(2) the Committee on Health, Education, Labor, and Pen-

sions of the Senate; 
(3) the Committee on the Judiciary of the House of Rep-

resentatives; and 
(4) the Committee on Education and the Workforce of the 

House of Representatives. 
(b) CONTENTS.—The report under subsection (a) should, to the 

extent possible—
(1) address the role and practices of United States 

employers in—
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(A) the use of labor recruiters or brokers; or 
(B) directly recruiting foreign workers; 

(2) analyze the laws that protect such workers, both over-
seas and domestically; 

(3) describe the oversight and enforcement mechanisms 
in Federal departments and agencies for such laws; and 

(4) identify any gaps that may exist in these protections; 
and 

(5) recommend possible actions for Federal departments 
and agencies to combat any abuses. 
(c) REQUIREMENTS.—The report under subsection (a) shall—

(1) describe the role of labor recruiters or brokers working 
in countries that are sending workers and receiving funds, 
including any identified involvement in labor abuses; 

(2) describe the role and practices of employers in the 
United States that commission labor recruiters or brokers or 
directly recruit foreign workers; 

(3) describe the role of Federal departments and agencies 
in overseeing and regulating the foreign labor recruitment 
process, including certifying and enforcing under existing regu-
lations; 

(4) describe the type of jobs and the numbers of positions 
in the United States that have been filled through foreign 
workers during each of the last 8 years, including positions 
within the Federal Government; 

(5) describe any efforts or programs undertaken by Federal, 
State and local government entities to encourage employers, 
directly or indirectly, to use foreign workers or to reward 
employers for using foreign workers; and 

(6) based on the information required under paragraphs 
(1) through (3), identify any common abuses of foreign workers 
and the employment system, including the use of fees and 
debts, and recommendations of actions that could be taken 
by Federal departments and agencies to combat any identified 
abuses. 

SEC. 1236. ACCOUNTABILITY. 

All grants awarded by the Attorney General under this title 
or an Act amended by this title shall be subject to the following 
accountability provisions: 

(1) AUDIT REQUIREMENT.—
(A) DEFINITION.—In this paragraph, the term ‘‘unre-

solved audit finding’’ means an audit report finding in 
the final audit report of the Inspector General of the 
Department of Justice that the grantee has used grant 
funds for an unauthorized expenditure or otherwise 
unallowable cost that is not closed or resolved during the 
12-month period beginning on the date on which the final 
audit report is issued 

(B) REQUIREMENT.—Beginning in the first fiscal year 
beginning after the date of enactment of this Act, and 
in each fiscal year thereafter, the Inspector General of 
the Department of Justice shall conduct audits of recipients 
of grants under this title or an Act amended by this title 
to prevent waste, fraud, and abuse of funds by grantees. 
The Inspector General shall determine the appropriate 
number of grantees to be audited each year. 
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(C) MANDATORY EXCLUSION.—A recipient of grant funds 
under this title or an Act amended by this title that is 
found to have an unresolved audit finding shall not be 
eligible to receive grant funds under this title or an Act 
amended by this title during the first 2 fiscal years begin-
ning after the end of the 12-month period described in 
subparagraph (A). 

(D) PRIORITY.—In awarding grants under this title or 
an Act amended by this title, the Attorney General shall 
give priority to eligible applicants that did not have an 
unresolved audit finding during the 3 fiscal years before 
submitting an application for a grant under this title or 
an Act amended by this title. 

(E) REIMBURSEMENT.—If an entity is awarded grant 
funds under this title or an Act amended by this title 
during the 2-fiscal-year period during which the entity 
is barred from receiving grants under subparagraph (C), 
the Attorney General shall—

(i) deposit an amount equal to the amount of the 
grant funds that were improperly awarded to the 
grantee into the General Fund of the Treasury; and 

(ii) seek to recoup the costs of the repayment to 
the fund from the grant recipient that was erroneously 
awarded grant funds. 

(2) NONPROFIT ORGANIZATION REQUIREMENTS.—
(A) DEFINITION.—For purposes of this paragraph and 

the grant programs under this title or an Act amended 
by this title, the term ‘‘nonprofit organization’’ means an 
organization that is described in section 501(c)(3) of the 
Internal Revenue Code of 1986 and is exempt from taxation 
under section 501(a) of such Code. 

(B) PROHIBITION.—The Attorney General may not 
award a grant under this title or an Act amended by 
this title to a nonprofit organization that holds money 
in offshore accounts for the purpose of avoiding paying 
the tax described in section 511(a) of the Internal Revenue 
Code of 1986. 

(C) DISCLOSURE.—Each nonprofit organization that is 
awarded a grant under this title or an Act amended by 
this title and uses the procedures prescribed in regulations 
to create a rebuttable presumption of reasonableness for 
the compensation of its officers, directors, trustees and 
key employees, shall disclose to the Attorney General, in 
the application for the grant, the process for determining 
such compensation, including the independent persons 
involved in reviewing and approving such compensation, 
the comparability data used, and contemporaneous 
substantiation of the deliberation and decision. Upon 
request, the Attorney General shall make the information 
disclosed under this subparagraph available for public 
inspection. 
(3) CONFERENCE EXPENDITURES.—

(A) LIMITATION.—No amounts authorized to be appro-
priated to the Department of Justice under this title or 
an Act amended by this title may be used by the Attorney 
General, or by any individual or entity awarded discre-
tionary funds through a cooperative agreement under this 
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title or an Act amended by this title, to host or support 
any expenditure for conferences that uses more than 
$20,000 in funds made available to the Department of 
Justice, unless the Deputy Attorney General or the appro-
priate Assistant Attorney General, Director, or principal 
deputy (as designated by the Deputy Attorney General) 
provides prior written authorization that the funds may 
be expended to host the conference. 

(B) WRITTEN APPROVAL.—Written approval under 
subparagraph (A) shall include a written estimate of all 
costs associated with the conference, including the cost 
of all food, beverages, audio-visual equipment, honoraria 
for speakers, and entertainment. 

(C) REPORT.—The Deputy Attorney General shall 
submit an annual report to the Committee on the Judiciary 
of the Senate and the Committee on the Judiciary of the 
House of Representatives on all conference expenditures 
approved under this paragraph. 
(4) ANNUAL CERTIFICATION.—Beginning in the first fiscal 

year beginning after the date of enactment of this Act, the 
Attorney General shall submit, to the Committee on the 
Judiciary and the Committee on Appropriations of the Senate 
and the Committee on the Judiciary and the Committee on 
Appropriations of the House of Representatives, an annual 
certification indicating whether—

(A) all audits issued by the Office of the Inspector 
General under paragraph (1) have been completed and 
reviewed by the appropriate Assistant Attorney General 
or Director; 

(B) all mandatory exclusions required under paragraph 
(1)(C) have been issued; 

(C) all reimbursements required under paragraph 
(1)(E) have been made; and 

(D) includes a list of any grant recipients excluded 
under paragraph (1) from the previous year. 

PART IV—ENHANCING STATE AND LOCAL EF-
FORTS TO COMBAT TRAFFICKING IN PER-
SONS 

SEC. 1241. ASSISTANCE FOR DOMESTIC MINOR SEX TRAFFICKING VIC-
TIMS. 

(a) IN GENERAL.—Section 202 of the Trafficking Victims Protec-
tion Reauthorization Act of 2005 (42 U.S.C. 14044a) is amended 
to read as follows: 
‘‘SEC. 202. ESTABLISHMENT OF A GRANT PROGRAM TO DEVELOP, 

EXPAND, AND STRENGTHEN ASSISTANCE PROGRAMS FOR 
CERTAIN PERSONS SUBJECT TO TRAFFICKING. 

‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) ASSISTANT SECRETARY.—The term ‘Assistant Secretary’ 

means the Assistant Secretary for Children and Families of 
the Department of Health and Human Services. 

‘‘(2) ASSISTANT ATTORNEY GENERAL.—The term ‘Assistant 
Attorney General’ means the Assistant Attorney General for 
the Office of Justice Programs of the Department of Justice. 
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‘‘(3) ELIGIBLE ENTITY.—The term ‘eligible entity’ means a 
State or unit of local government that—

‘‘(A) has significant criminal activity involving sex traf-
ficking of minors; 

‘‘(B) has demonstrated cooperation between Federal, 
State, local, and, where applicable, tribal law enforcement 
agencies, prosecutors, and social service providers in 
addressing sex trafficking of minors; 

‘‘(C) has developed a workable, multi-disciplinary plan 
to combat sex trafficking of minors, including—

‘‘(i) building or establishing a residential care 
facility for minor victims of sex trafficking; 

‘‘(ii) the provision of rehabilitative care to minor 
victims of sex trafficking; 

‘‘(iii) the provision of specialized training for law 
enforcement officers and social service providers for 
all forms of sex trafficking, with a focus on sex traf-
ficking of minors; 

‘‘(iv) prevention, deterrence, and prosecution of 
offenses involving sex trafficking of minors; 

‘‘(v) cooperation or referral agreements with 
organizations providing outreach or other related serv-
ices to runaway and homeless youth; and 

‘‘(vi) law enforcement protocols or procedures to 
screen all individuals arrested for prostitution, whether 
adult or minor, for victimization by sex trafficking 
and by other crimes, such as sexual assault and 
domestic violence; and 
‘‘(D) provides assurance that a minor victim of sex 

trafficking shall not be required to collaborate with law 
enforcement to have access to residential care or services 
provided with a grant under this section. 
‘‘(4) MINOR VICTIM OF SEX TRAFFICKING.—The term ‘minor 

victim of sex trafficking’ means an individual who—
‘‘(A) is younger than 18 years of age, and is a victim 

of an offense described in section 1591(a) of title 18, United 
States Code, or a comparable State law; or 

‘‘(B)(i) is not younger than 18 years of age nor older 
than 20 years of age; 

‘‘(ii) before the individual reached 18 years of age, 
was described in subparagraph (A); and 

‘‘(iii) was receiving shelter or services as a minor victim 
of sex trafficking. 
‘‘(5) QUALIFIED NONGOVERNMENTAL ORGANIZATION.—The 

term ‘qualified nongovernmental organization’ means an 
organization that—

‘‘(A) is not a State or unit of local government, or 
an agency of a State or unit of local government; 

‘‘(B) has demonstrated experience providing services 
to victims of sex trafficking or related populations (such 
as runaway and homeless youth), or employs staff special-
ized in the treatment of sex trafficking victims; and 

‘‘(C) demonstrates a plan to sustain the provision of 
services beyond the period of a grant awarded under this 
section. 
‘‘(6) SEX TRAFFICKING OF A MINOR.—The term ‘sex traf-

ficking of a minor’ means an offense described in section 1591(a) 
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of title 18, United States Code, or a comparable State law, 
against a minor. 
‘‘(b) SEX TRAFFICKING BLOCK GRANTS.—

‘‘(1) GRANTS AUTHORIZED.—
‘‘(A) IN GENERAL.—The Assistant Attorney General, in 

consultation with the Assistant Secretary, may make block 
grants to 4 eligible entities located in different regions 
of the United States to combat sex trafficking of minors. 

‘‘(B) REQUIREMENT.—Not fewer than 1 of the block 
grants made under subparagraph (A) shall be awarded 
to an eligible entity with a State population of less than 
5,000,000. 

‘‘(C) GRANT AMOUNT.—Subject to the availability of 
appropriations under subsection (g) to carry out this sec-
tion, each grant made under this section shall be for an 
amount not less than $1,500,000 and not greater than 
$2,000,000. 

‘‘(D) DURATION.—
‘‘(i) IN GENERAL.—A grant made under this section 

shall be for a period of 1 year. 
‘‘(ii) RENEWAL.—

‘‘(I) IN GENERAL.—The Assistant Attorney Gen-
eral may renew a grant under this section for 
up to 3 1-year periods. 

‘‘(II) PRIORITY.—In making grants in any fiscal 
year after the first fiscal year in which grants 
are made under this section, the Assistant 
Attorney General shall give priority to an eligible 
entity that received a grant in the preceding fiscal 
year and is eligible for renewal under this subpara-
graph, taking into account any evaluation of the 
eligible entity conducted under paragraph (4), if 
available. 

‘‘(E) CONSULTATION.—In carrying out this section, the 
Assistant Attorney General shall consult with the Assistant 
Secretary with respect to—

‘‘(i) evaluations of grant recipients under para-
graph (4); 

‘‘(ii) avoiding unintentional duplication of grants; 
and 

‘‘(iii) any other areas of shared concern. 
‘‘(2) USE OF FUNDS.—

‘‘(A) ALLOCATION.—Not less than 67 percent of each 
grant made under paragraph (1) shall be used by the 
eligible entity to provide residential care and services (as 
described in clauses (i) through (iv) of subparagraph (B)) 
to minor victims of sex trafficking through qualified non-
governmental organizations. 

‘‘(B) AUTHORIZED ACTIVITIES.—Grants awarded pursu-
ant to paragraph (2) may be used for—

‘‘(i) providing residential care to minor victims of 
sex trafficking, including temporary or long-term place-
ment as appropriate; 

‘‘(ii) providing 24-hour emergency social services 
response for minor victims of sex trafficking; 
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‘‘(iii) providing minor victims of sex trafficking with 
clothing and other daily necessities needed to keep 
such victims from returning to living on the street; 

‘‘(iv) case management services for minor victims 
of sex trafficking; 

‘‘(v) mental health counseling for minor victims 
of sex trafficking, including specialized counseling and 
substance abuse treatment; 

‘‘(vi) legal services for minor victims of sex traf-
ficking; 

‘‘(vii) specialized training for social service pro-
viders, public sector personnel, and private sector per-
sonnel likely to encounter sex trafficking victims on 
issues related to the sex trafficking of minors and 
severe forms of trafficking in persons; 

‘‘(viii) outreach and education programs to provide 
information about deterrence and prevention of sex 
trafficking of minors; 

‘‘(ix) programs to provide treatment to individuals 
charged or cited with purchasing or attempting to pur-
chase sex acts in cases where—

‘‘(I) a treatment program can be mandated 
as a condition of a sentence, fine, suspended sen-
tence, or probation, or is an appropriate alternative 
to criminal prosecution; and 

‘‘(II) the individual was not charged with pur-
chasing or attempting to purchase sex acts with 
a minor; and 
‘‘(x) screening and referral of minor victims of 

severe forms of trafficking in persons. 
‘‘(3) APPLICATION.—

‘‘(A) IN GENERAL.—Each eligible entity desiring a grant 
under this section shall submit an application to the Assist-
ant Attorney General at such time, in such manner, and 
accompanied by such information as the Assistant Attorney 
General may reasonably require. 

‘‘(B) CONTENTS.—Each application submitted pursuant 
to subparagraph (A) shall—

‘‘(i) describe the activities for which assistance 
under this section is sought; and 

‘‘(ii) provide such additional assurances as the 
Assistant Attorney General determines to be essential 
to ensure compliance with the requirements of this 
section. 

‘‘(4) EVALUATION.—The Assistant Attorney General shall 
enter into a contract with an academic or non-profit organiza-
tion that has experience in issues related to sex trafficking 
of minors and evaluation of grant programs to conduct an 
annual evaluation of each grant made under this section to 
determine the impact and effectiveness of programs funded 
with the grant. 
‘‘(c) MANDATORY EXCLUSION.—An eligible entity that receives 

a grant under this section that is found to have utilized grant 
funds for any unauthorized expenditure or otherwise unallowable 
cost shall not be eligible for any grant funds awarded under the 
grant for 2 fiscal years following the year in which the unauthorized 
expenditure or unallowable cost is reported. 
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‘‘(d) COMPLIANCE REQUIREMENT.—An eligible entity shall not 
be eligible to receive a grant under this section if, during the 
5 fiscal years before the eligible entity submits an application 
for the grant, the eligible entity has been found to have violated 
the terms or conditions of a Government grant program by utilizing 
grant funds for unauthorized expenditures or otherwise unallowable 
costs. 

‘‘(e) ADMINISTRATIVE CAP.—The cost of administering the grants 
authorized by this section shall not exceed 3 percent of the total 
amount appropriated to carry out this section. 

‘‘(f) AUDIT REQUIREMENT.—For fiscal years 2016 and 2017, the 
Inspector General of the Department of Justice shall conduct an 
audit of all 4 eligible entities that receive block grants under this 
section. 

‘‘(g) MATCH REQUIREMENT.—An eligible entity that receives a 
grant under this section shall provide a non-Federal match in 
an amount equal to not less than—

‘‘(1) 15 percent of the grant during the first year; 
‘‘(2) 25 percent of the grant during the first renewal period; 
‘‘(3) 40 percent of the grant during the second renewal 

period; and 
‘‘(4) 50 percent of the grant during the third renewal period. 

‘‘(h) NO LIMITATION ON SECTION 204 GRANTS.—An entity that 
applies for a grant under section 204 is not prohibited from also 
applying for a grant under this section. 

‘‘(i) AUTHORIZATION OF APPROPRIATIONS.—There are authorized 
to be appropriated $8,000,000 to the Attorney General for each 
of the fiscal years 2014 through 2017 to carry out this section. 

‘‘(j) GAO EVALUATION.—Not later than 30 months after the 
date of the enactment of this Act, the Comptroller General of 
the United States shall submit a report to Congress that contains—

‘‘(1) an evaluation of the impact of this section in aiding 
minor victims of sex trafficking in the jurisdiction of the entity 
receiving the grant; and 

‘‘(2) recommendations, if any, regarding any legislative or 
administrative action the Comptroller General determines 
appropriate.’’. 
(b) SUNSET PROVISION.—The amendment made by subsection 

(a) shall be effective during the 4-year period beginning on the 
date of the enactment of this Act. 

SEC. 1242. EXPANDING LOCAL LAW ENFORCEMENT GRANTS FOR 
INVESTIGATIONS AND PROSECUTIONS OF TRAFFICKING. 

Section 204 of the Trafficking Victims Protection Reauthoriza-
tion Act of 2005 (42 U.S.C. 14044c) is amended—

(1) in subsection (a)(1)—
(A) in subparagraph (A), by striking ‘‘, which involve 

United States citizens, or aliens admitted for permanent 
residence, and’’; 

(B) by redesignating subparagraphs (B), (C), and (D) 
as subparagraphs (C), (D), and (E), respectively; and 

(C) by inserting after subparagraph (A) the following: 
‘‘(B) to train law enforcement personnel how to identify 

victims of severe forms of trafficking in persons and related 
offenses;’’; and 
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(D) in subparagraph (C), as redesignated, by inserting 
‘‘and prioritize the investigations and prosecutions of those 
cases involving minor victims’’ after ‘‘sex acts’’; 
(2) by redesignating subsection (d) as subsection (e); 
(3) by inserting after subsection (c) the following: 

‘‘(d) NO LIMITATION ON SECTION 202 GRANT APPLICATIONS.—
An entity that applies for a grant under section 202 is not prohibited 
from also applying for a grant under this section.’’; 

(4) in subsection (e), as redesignated, by striking 
‘‘$20,000,000 for each of the fiscal years 2008 through 2011’’ 
and inserting ‘‘$10,000,000 for each of the fiscal years 2014 
through 2017’’; and 

(5) by adding at the end the following: 
‘‘(f) GAO EVALUATION AND REPORT.—Not later than 30 months 

after the date of enactment of this Act, the Comptroller General 
of the United States shall conduct a study of and submit to Congress 
a report evaluating the impact of this section on—

‘‘(1) the ability of law enforcement personnel to identify 
victims of severe forms of trafficking in persons and investigate 
and prosecute cases against offenders, including offenders who 
engage in the purchasing of commercial sex acts with a minor; 
and 

‘‘(2) recommendations, if any, regarding any legislative or 
administrative action the Comptroller General determines 
appropriate to improve the ability described in paragraph (1).’’. 

SEC. 1243. MODEL STATE CRIMINAL LAW PROTECTION FOR CHILD 
TRAFFICKING VICTIMS AND SURVIVORS. 

Section 225(b) of the Trafficking Victims Reauthorization Act 
of 2008 (22 U.S.C. 7101 note) is amended—

(1) in paragraph (1), by striking ‘‘and’’ at the end; 
(2) by redesignating paragraph (2) as paragraph (3); and 
(3) by inserting after paragraph (1) the following: 
‘‘(2) protects children exploited through prostitution by 

including safe harbor provisions that—
‘‘(A) treat an individual under 18 years of age who 

has been arrested for engaging in, or attempting to engage 
in, a sexual act with another person in exchange for mone-
tary compensation as a victim of a severe form of trafficking 
in persons; 

‘‘(B) prohibit the charging or prosecution of an indi-
vidual described in subparagraph (A) for a prostitution 
offense; 

‘‘(C) require the referral of an individual described 
in subparagraph (A) to appropriate service providers, 
including comprehensive service or community-based pro-
grams that provide assistance to child victims of commer-
cial sexual exploitation; and 

‘‘(D) provide that an individual described in subpara-
graph (A) shall not be required to prove fraud, force, or 
coercion in order to receive the protections described under 
this paragraph;’’. 
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Subtitle C—Authorization of 
Appropriations 

SEC. 1251. ADJUSTMENT OF AUTHORIZATION LEVELS FOR THE TRAF-
FICKING VICTIMS PROTECTION ACT OF 2000. 

The Trafficking Victims Protection Act of 2000 (22 U.S.C. 7101 
et seq.) is amended—

(1) in section 112A(b)(4) (22 U.S.C. 7109a(b)(4))—
(A) by striking ‘‘$2,000,000’’ and inserting ‘‘$1,000,000’’; 

and 
(B) by striking ‘‘2008 through 2011’’ and inserting 

‘‘2014 through 2017’’; and 
(2) in section 113 (22 U.S.C. 7110)—

(A) subsection (a)—
(i) by striking ‘‘$5,500,000 for each of the fiscal 

years 2008 through 2011’’ each place it appears and 
inserting ‘‘$2,000,000 for each of the fiscal years 2014 
through 2017’’; 

(ii) by inserting ‘‘, including regional trafficking 
in persons officers,’’ after ‘‘for additional personnel,’’; 
and 

(iii) by striking ‘‘, and $3,000 for official reception 
and representation expenses’’; 
(B) in subsection (b)—

(i) in paragraph (1), by striking ‘‘$12,500,000 for 
each of the fiscal years 2008 through 2011’’ and 
inserting ‘‘$14,500,000 for each of the fiscal years 2014 
through 2017’’; and 

(ii) in paragraph (2), by striking ‘‘to the Secretary 
of Health and Human Services’’ and all that follows 
and inserting ‘‘$8,000,000 to the Secretary of Health 
and Human Services for each of the fiscal years 2014 
through 2017.’’; 
(C) in subsection (c)(1)—

(i) in subparagraph (A), by striking ‘‘2008 through 
2011’’ each place it appears and inserting ‘‘2014 
through 2017’’; 

(ii) in subparagraph (B)—
(I) by striking ‘‘$15,000,000 for fiscal year 2003 

and $10,000,000 for each of the fiscal years 2008 
through 2011’’ and inserting ‘‘$10,000,000 for each 
of the fiscal years 2014 through 2017’’; and 

(II) by striking ‘‘2008 through 2011’’ and 
inserting ‘‘2014 through 2017’’; and 
(iii) in subparagraph (C), by striking ‘‘2008 through 

2011’’ and inserting ‘‘2014 through 2017’’; 
(D) in subsection (d)—

(i) by redesignating subparagraphs (A) through (C) 
as paragraphs (1) through (3), respectively, and moving 
such paragraphs 2 ems to the left; 

(ii) in the paragraph (1), as redesignated, by 
striking ‘‘$10,000,000 for each of the fiscal years 2008 
through 2011’’ and inserting ‘‘$11,000,000 for each of 
the fiscal years 2014 through 2017’’; and 

(iii) in paragraph (3), as redesignated, by striking 
‘‘to the Attorney General’’ and all that follows and 
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inserting ‘‘$11,000,000 to the Attorney General for each 
of the fiscal years 2014 through 2017.’’; 
(E) in subsection (e)—

(i) in paragraph (1), by striking ‘‘$15,000,000 for 
each of the fiscal years 2008 through 2011’’ and 
inserting ‘‘$7,500,000 for each of the fiscal years 2014 
through 2017’’; and 

(ii) in paragraph (2), by striking ‘‘$15,000,000 for 
each of the fiscal years 2008 through 2011’’ and 
inserting ‘‘$7,500,000 for each of the fiscal years 2014 
through 2017’’; 
(F) in subsection (f), by striking ‘‘$10,000,000 for each 

of the fiscal years 2008 through 2011’’ and inserting 
‘‘$5,000,000 for each of the fiscal years 2014 through 2017’’; 
and 

(G) in subsection (i), by striking ‘‘$18,000,000 for each 
of the fiscal years 2008 through 2011’’ and inserting 
‘‘$10,000,000 for each of the fiscal years 2014 through 
2017’’. 

SEC. 1252. ADJUSTMENT OF AUTHORIZATION LEVELS FOR THE TRAF-
FICKING VICTIMS PROTECTION REAUTHORIZATION ACT 
OF 2005. 

The Trafficking Victims Protection Reauthorization Act of 2005 
(Public Law 109–164) is amended—

(1) by striking section 102(b)(7); and 
(2) in section 201(c)(2), by striking ‘‘$1,000,000 for each 

of the fiscal years 2008 through 2011’’ and inserting ‘‘$250,000 
for each of the fiscal years 2014 through 2017’’. 

Subtitle D—Unaccompanied Alien 
Children 

SEC. 1261. APPROPRIATE CUSTODIAL SETTINGS FOR UNACCOMPANIED 
MINORS WHO REACH THE AGE OF MAJORITY WHILE IN 
FEDERAL CUSTODY. 

Section 235(c)(2) of the William Wilberforce Trafficking Victims 
Protection Reauthorization Act of 2008 (8 U.S.C. 1232(c)(2)) is 
amended—

(1) by striking ‘‘Subject to’’ and inserting the following: 
‘‘(A) MINORS IN DEPARTMENT OF HEALTH AND HUMAN 

SERVICES CUSTODY.—Subject to’’; and 
(2) by adding at the end the following: 

‘‘(B) ALIENS TRANSFERRED FROM DEPARTMENT OF 
HEALTH AND HUMAN SERVICES TO DEPARTMENT OF HOME-
LAND SECURITY CUSTODY.—If a minor described in subpara-
graph (A) reaches 18 years of age and is transferred to 
the custody of the Secretary of Homeland Security, the 
Secretary shall consider placement in the least restrictive 
setting available after taking into account the alien’s 
danger to self, danger to the community, and risk of flight. 
Such aliens shall be eligible to participate in alternative 
to detention programs, utilizing a continuum of alternatives 
based on the alien’s need for supervision, which may 
include placement of the alien with an individual or an 
organizational sponsor, or in a supervised group home.’’. 
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SEC. 1262. APPOINTMENT OF CHILD ADVOCATES FOR UNACCOM-
PANIED MINORS. 

Section 235(c)(6) of the William Wilberforce Trafficking Victims 
Protection Reauthorization Act of 2008 (8 U.S.C. 1232(c)(6)) is 
amended—

(1) by striking ‘‘The Secretary’’ and inserting the following: 
‘‘(A) IN GENERAL.—The Secretary’’; and 

(2) by striking ‘‘and criminal’’; and 
(3) by adding at the end the following: 

‘‘(B) APPOINTMENT OF CHILD ADVOCATES.—
‘‘(i) INITIAL SITES.—Not later than 2 years after 

the date of the enactment of the Violence Against 
Women Reauthorization Act of 2013, the Secretary of 
Health and Human Services shall appoint child advo-
cates at 3 new immigration detention sites to provide 
independent child advocates for trafficking victims and 
vulnerable unaccompanied alien children. 

‘‘(ii) ADDITIONAL SITES.—Not later than 3 years 
after the date of the enactment of the Violence Against 
Women Reauthorization Act of 2013, the Secretary 
shall appoint child advocates at not more than 3 addi-
tional immigration detention sites. 

‘‘(iii) SELECTION OF SITES.—Sites at which child 
advocate programs will be established under this 
subparagraph shall be located at immigration deten-
tion sites at which more than 50 children are held 
in immigration custody, and shall be selected sequen-
tially, with priority given to locations with—

‘‘(I) the largest number of unaccompanied alien 
children; and 

‘‘(II) the most vulnerable populations of 
unaccompanied children. 

‘‘(C) RESTRICTIONS.—
‘‘(i) ADMINISTRATIVE EXPENSES.—A child advocate 

program may not use more that 10 percent of the 
Federal funds received under this section for adminis-
trative expenses. 

‘‘(ii) NONEXCLUSIVITY.—Nothing in this section 
may be construed to restrict the ability of a child 
advocate program under this section to apply for or 
obtain funding from any other source to carry out 
the programs described in this section. 

‘‘(iii) CONTRIBUTION OF FUNDS.—A child advocate 
program selected under this section shall contribute 
non-Federal funds, either directly or through in-kind 
contributions, to the costs of the child advocate pro-
gram in an amount that is not less than 25 percent 
of the total amount of Federal funds received by the 
child advocate program under this section. In-kind con-
tributions may not exceed 40 percent of the matching 
requirement under this clause. 
‘‘(D) ANNUAL REPORT TO CONGRESS.—Not later than 

1 year after the date of the enactment of the Violence 
Against Women Reauthorization Act of 2013, and annually 
thereafter, the Secretary of Health and Human Services 
shall submit a report describing the activities undertaken 
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by the Secretary to authorize the appointment of inde-
pendent Child Advocates for trafficking victims and vulner-
able unaccompanied alien children to the Committee on 
the Judiciary of the Senate and the Committee on the 
Judiciary of the House of Representatives. 

‘‘(E) ASSESSMENT OF CHILD ADVOCATE PROGRAM.—
‘‘(i) IN GENERAL.—As soon as practicable after the 

date of the enactment of the Violence Against Women 
Reauthorization Act of 2013, the Comptroller General 
of the United States shall conduct a study regarding 
the effectiveness of the Child Advocate Program oper-
ated by the Secretary of Health and Human Services. 

‘‘(ii) MATTERS TO BE STUDIED.—In the study 
required under clause (i), the Comptroller General 
shall— collect information and analyze the following: 

‘‘(I) analyze the effectiveness of existing child 
advocate programs in improving outcomes for traf-
ficking victims and other vulnerable unaccom-
panied alien children; 

‘‘(II) evaluate the implementation of child 
advocate programs in new sites pursuant to 
subparagraph (B); 

‘‘(III) evaluate the extent to which eligible traf-
ficking victims and other vulnerable unaccom-
panied children are receiving child advocate serv-
ices and assess the possible budgetary implications 
of increased participation in the program; 

‘‘(IV) evaluate the barriers to improving out-
comes for trafficking victims and other vulnerable 
unaccompanied children; and 

‘‘(V) make recommendations on statutory 
changes to improve the Child Advocate Program 
in relation to the matters analyzed under sub-
clauses (I) through (IV). 
‘‘(iii) GAO REPORT.—Not later than 3 years after 

the date of the enactment of this Act, the Comptroller 
General of the United States shall submit the results 
of the study required under this subparagraph to—

‘‘(I) the Committee on the Judiciary of the 
Senate; 

‘‘(II) the Committee on Health, Education, 
Labor, and Pensions of the Senate; 

‘‘(III) the Committee on the Judiciary of the 
House of Representatives; and 

‘‘(IV) the Committee on Education and the 
Workforce of the House of Representatives. 

‘‘(F) AUTHORIZATION OF APPROPRIATIONS.—There are 
authorized to be appropriated to the Secretary and Human 
Services to carry out this subsection—

‘‘(i) $1,000,000 for each of the fiscal years 2014 
and 2015; and 

‘‘(ii) $2,000,000 for each of the fiscal years 2016 
and 2017.’’. 
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SEC. 1263. ACCESS TO FEDERAL FOSTER CARE AND UNACCOMPANIED 
REFUGEE MINOR PROTECTIONS FOR CERTAIN U VISA 
RECIPIENTS. 

Section 235(d)(4) of the William Wilberforce Trafficking Victims 
Protection Reauthorization Act of 2008 (8 U.S.C. 1232(d)(4)) is 
amended—

(1) in subparagraph (A), 
(A) by striking ‘‘either’’; 
(B) by striking ‘‘or who’’ and inserting a comma; and 
(C) by inserting ‘‘, or has been granted status under 

section 101(a)(15)(U) of the Immigration and Nationality 
Act (8 U.S.C. 1101(a)(15)(U)),’’ before ‘‘, shall be eligible’’; 
and 
(2) in subparagraph (B), by inserting ‘‘, or status under 

section 101(a)(15)(U) of the Immigration and Nationality Act 
(8 U.S.C. 1101(a)(15)(U)),’’ after ‘‘(8 U.S.C. 1101(a)(27)(J))’’. 

SEC. 1264. GAO STUDY OF THE EFFECTIVENESS OF BORDER 
SCREENINGS. 

(a) STUDY.—
(1) IN GENERAL.—The Comptroller General of the United 

States shall conduct a study examining the effectiveness of 
screenings conducted by Department of Homeland Security per-
sonnel in carrying out section 235(a)(4) of the William Wilber-
force Trafficking Victims Protection Reauthorization Act of 2008 
(8 U.S.C. 1232(a)(4)). 

(2) STUDY.—In carrying out paragraph (1), the Comptroller 
General shall take into account—

(A) the degree to which Department of Homeland Secu-
rity personnel are adequately ensuring that—

(i) all children are being screened to determine 
whether they are described in section 235(a)(2)(A) of 
the William Wilberforce Trafficking Victims Protection 
Reauthorization Act; 

(ii) appropriate and reliable determinations are 
being made about whether children are described in 
section 235(a)(2)(A) of such Act, including determina-
tions of the age of such children; 

(iii) children are repatriated in an appropriate 
manner, consistent with clauses (i) through (iii) of sec-
tion 235(a)(2)(C) of such Act; 

(iv) children are appropriately being permitted to 
withdraw their applications for admission, in accord-
ance with section 235(a)(2)(B)(i) of such Act; 

(v) children are being properly cared for while 
they are in the custody of the Department of Homeland 
Security and awaiting repatriation or transfer to the 
custody of the Secretary of Health and Human Serv-
ices; and 

(vi) children are being transferred to the custody 
of the Secretary of Health and Human Services in 
a manner that is consistent with such Act; and 
(B) the number of such children that have been trans-

ferred to the custody of the Department of Health and 
Human Services, the Federal funds expended to maintain 
custody of such children, and the Federal benefits available 
to such children, if any. 
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(3) ACCESS TO DEPARTMENT OF HOMELAND SECURITY OPER-
ATIONS.—

(A) IN GENERAL.—Except as provided in subparagraph 
(B), for the purposes of conducting the study described 
in subsection (a), the Secretary shall provide the Comp-
troller General with unrestricted access to all stages of 
screenings and other interactions between Department of 
Homeland Security personnel and children encountered by 
the Comptroller General. 

(B) EXCEPTIONS.—The Secretary shall not permit unre-
stricted access under subparagraph (A) if the Secretary 
determines that the security of a particular interaction 
would be threatened by such access. 

(b) REPORT TO CONGRESS.—Not later than 2 years after the 
date of the commencement of the study described in subsection 
(a), the Comptroller General of the United States shall submit 
a report to the Committee on the Judiciary of the Senate and 
the Committee on the Judiciary of the House of Representatives 
that contains the Commission’s findings and recommendations.

Speaker of the House of Representatives.

Vice President of the United States and
President of the Senate.
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SUMMARY OF 
THE HIPAA PRIVACY RULE 

 

Introduction 
 
The Standards for Privacy of Individually Identifiable Health Information (“Privacy 
Rule”) establishes, for the first time, a set of national standards for the protection of 
certain health information.  The U.S. Department of Health and Human Services 
(“HHS”) issued the Privacy Rule to implement the requirement of the Health 
Insurance Portability and Accountability Act of 1996 (“HIPAA”). 1  The Privacy Rule 
standards address the use and disclosure of individuals’ health information—called 
“protected health information” by organizations subject to the Privacy Rule — called 
“covered entities,” as well as standards for individuals' privacy rights to understand 
and control how their health information is used.  Within HHS, the Office for Civil 
Rights (“OCR”) has responsibility for implementing and enforcing the Privacy Rule 
with respect to voluntary compliance activities and civil money penalties.   
 
A major goal of the Privacy Rule is to assure that individuals’ health information is 
properly protected while allowing the flow of health information needed to provide 
and promote high quality health care and to protect the public's health and well being.  
The Rule strikes a balance that permits important uses of information, while 
protecting the privacy of people who seek care and healing.  Given that the health 
care marketplace is diverse, the Rule is designed to be flexible and comprehensive to 
cover the variety of uses and disclosures that need to be addressed. 
 
This is a summary of key elements of the Privacy Rule and not a complete or 
comprehensive guide to compliance.  Entities regulated by the Rule are obligated to 
comply with all of its applicable requirements and should not rely on this summary as 
a source of legal information or advice.  To make it easier for entities to review the 
complete requirements of the Rule, provisions of the Rule referenced in this summary 
are cited in notes at the end of this document.  To view the entire Rule, and for other 
additional helpful information about how it applies, see the OCR website: 
http://www.hhs.gov/ocr/hipaa.  In the event of a conflict between this summary 
and the Rule, the Rule governs. 
 
Links to the OCR Guidance Document are provided throughout this paper. Provisions 
of the Rule referenced in this summary are cited in endnotes at the end of this 
document.  To review the entire Rule itself, and for other additional helpful 
information about how it applies, see the OCR website: 
http://www.hhs.gov/ocr/hipaa. 
 

Statutory & 
Regulatory 
Background 

 
The Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public 
Law 104-191, was enacted on August 21, 1996.  Sections 261 through 264 of HIPAA 
require the Secretary of HHS to publicize standards for the electronic exchange, 
privacy and security of health information.  Collectively these are known as the 
Administrative Simplification provisions. 
 
HIPAA required the Secretary to issue privacy regulations governing individually 
identifiable health information, if Congress did not enact privacy legislation within 

http://www.hhs.gov/ocr/hipaa
http://www.hhs.gov/ocr/hipaa
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three years of the passage of HIPAA.  Because Congress did not enact privacy 
legislation, HHS developed a proposed rule and released it for public comment on 
November 3, 1999.  The Department received over 52,000 public comments.  The 
final regulation, the Privacy Rule, was published December 28, 2000.2    
 
In March 2002, the Department proposed and released for public comment 
modifications to the Privacy Rule.  The Department received over 11,000 comments.  
The final modifications were published in final form on August 14, 2002.3  A text 
combining the final regulation and the modifications can be found at 45 CFR Part 
160 and Part 164, Subparts A and E on the OCR website: 
http://www.hhs.gov/ocr/hipaa. 
 

Who is 
Covered by the 
Privacy Rule 

 
The Privacy Rule, as well as all the Administrative Simplification rules, apply to 
health plans, health care clearinghouses, and to any health care provider who 
transmits health information in electronic form in connection with transactions for 
which the Secretary of HHS has adopted standards under HIPAA (the “covered 
entities”).  For help in determining whether you are covered, use the decision tool at: 
http://www.cms.hhs.gov/hipaa/hipaa2/support/tools/decisionsupport/default.asp. 
 
Health Plans.  Individual and group plans that provide or pay the cost of medical 
care are covered entities.4  Health plans include health, dental, vision, and 
prescription drug insurers, health maintenance organizations (“HMOs”), Medicare, 
Medicaid, Medicare+Choice and Medicare supplement insurers, and long-term care 
insurers (excluding nursing home fixed-indemnity policies).  Health plans also 
include employer-sponsored group health plans, government and church-sponsored 
health plans, and multi-employer health plans.  There are exceptions—a group health 
plan with less than 50 participants that is administered solely by the employer that 
established and maintains the plan is not a covered entity.  Two types of government-
funded programs are not health plans: (1) those whose principal purpose is not 
providing or paying the cost of health care, such as the food stamps program; and (2) 
those programs whose principal activity is directly providing health care, such as a 
community health center,5 or the making of grants to fund the direct provision of 
health care.   Certain types of insurance entities are also not health plans, including 
entities providing only workers’ compensation, automobile insurance, and property 
and casualty insurance. 
 
Health Care Providers.  Every health care provider, regardless of size, who 
electronically transmits health information in connection with certain transactions, is 
a covered entity.  These transactions include claims, benefit eligibility inquiries, 
referral authorization requests, or other transactions for which HHS has established 
standards under the HIPAA Transactions Rule.6  Using electronic technology, such as 
email, does not mean a health care provider is a covered entity; the transmission must 
be in connection with a standard transaction.  The Privacy Rule covers a health care 
provider whether it electronically transmits these transactions directly or uses a 
billing service or other third party to do so on its behalf.  Health care providers 
include all “providers of services” (e.g., institutional providers such as hospitals) and 
“providers of medical or health services” (e.g., non-institutional providers such as 
physicians, dentists and other practitioners) as defined by Medicare, and any other 
person or organization that furnishes, bills, or is paid for health care. 

http://www.hhs.gov/ocr/hipaa
http://www.cms.hhs.gov/hipaa/hipaa2/support/tools/decisionsupport/default.asp
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Health Care Clearinghouses.  Health care clearinghouses are entities that process 
nonstandard information they receive from another entity into a standard (i.e., 
standard format or data content), or vice versa. 7   In most instances, health care 
clearinghouses will receive individually identifiable health information only when 
they are providing these processing services to a health plan or health care provider as 
a business associate. In such instances, only certain provisions of the Privacy Rule are 
applicable to the health care clearinghouse’s uses and disclosures of protected health 
information.8  Health care clearinghouses include billing services, repricing 
companies, community health management information systems, and value-added 
networks and switches if these entities perform clearinghouse functions. 
 

Business 
Associates 

 
Business Associate Defined.  In general, a business associate is a person or 
organization, other than a member of a covered entity's workforce, that performs 
certain functions or activities on behalf of, or provides certain services to, a covered 
entity that involve the use or disclosure of individually identifiable health 
information.  Business associate functions or activities on behalf of a covered entity 
include claims processing, data analysis, utilization review, and billing.9  Business 
associate services to a covered entity are limited to legal, actuarial, accounting, 
consulting, data aggregation, management, administrative, accreditation, or financial 
services. However, persons or organizations are not considered business associates if 
their functions or services do not involve the use or disclosure of protected health 
information, and where any access to protected health information by such persons 
would be incidental, if at all.  A covered entity can be the business associate of 
another covered entity.   
 
Business Associate Contract.  When a covered entity uses a contractor or other non-
workforce member to perform "business associate" services or activities, the Rule 
requires that the covered entity include certain protections for the information in a 
business associate agreement (in certain circumstances governmental entities may use 
alternative means to achieve the same protections).  In the business associate contract, 
a covered entity must impose specified written safeguards on the individually 
identifiable health information used or disclosed by its business associates.10  
Moreover, a covered entity may not contractually authorize its business associate to 
make any use or disclosure of protected health information that would violate the 
Rule.  Covered entities that have an existing written contract or agreement with 
business associates prior to October 15, 2002, which is not renewed or modified prior 
to April 14, 2003, are permitted to continue to operate under that contract until they 
renew the contract or April 14, 2004, whichever is first.11  Sample business associate 
contract language is available on the OCR website at: 
http://www.hhs.gov/ocr/hipaa/contractprov.html.  Also see OCR “Business 
Associate” Guidance. 
 

What 
Information is 
Protected 

 
Protected Health Information.  The Privacy Rule protects all "individually 
identifiable health information" held or transmitted by a covered entity or its business 
associate, in any form or media, whether electronic, paper, or oral.  The Privacy Rule 
calls this information "protected health information (PHI)."12   
 

http://www.hhs.gov/ocr/hipaa/contractprov.html
http://www.hhs.gov/ocr/hipaa/guidelines/businessassociates.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/businessassociates.pdf
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“Individually identifiable health information” is information, including demographic 
data, that relates to: 

• the individual’s past, present or future physical or mental health or 
condition,  

• the provision of health care to the individual, or  
• the past, present, or future payment for the provision of health care to the 

individual,  
and that identifies the individual or for which there is a reasonable basis to believe 
can be used to identify the individual.13  Individually identifiable health information 
includes many common identifiers (e.g., name, address, birth date, Social Security 
Number). 
 
The Privacy Rule excludes from protected health information employment records 
that a covered entity maintains in its capacity as an employer and education and 
certain other records subject to, or defined in, the Family Educational Rights and 
Privacy Act, 20 U.S.C. §1232g. 
 
De-Identified Health Information.  There are no restrictions on the use or 
disclosure of de-identified health information.14  De-identified health information 
neither identifies nor provides a reasonable basis to identify an individual.  There are 
two ways to de-identify information; either: 1) a formal determination by a qualified 
statistician; or 2) the removal of specified identifiers of the individual and of the 
individual’s relatives, household members, and employers is required, and is 
adequate only if the covered entity has no actual knowledge that the remaining 
information could be used to identify the individual.15 
 

General 
Principle for 
Uses and 
Disclosures 

 
Basic Principle.  A major purpose of the Privacy Rule is to define and limit the 
circumstances in which an individual’s protected heath information may be used or 
disclosed by covered entities.  A covered entity may not use or disclose protected 
health information, except either: (1) as the Privacy Rule permits or requires; or (2) as 
the individual who is the subject of the information (or the individual’s personal 
representative) authorizes in writing.16   
 
Required Disclosures.  A covered entity must disclose protected health information 
in only two situations:  (a) to individuals (or their personal representatives) 
specifically when they request access to, or an accounting of disclosures of, their 
protected health information; and (b) to HHS when it is undertaking a compliance 
investigation or review or enforcement action.17  See OCR “Government Access” 
Guidance. 
 

Permitted Uses 
and Disclosures 

 
Permitted Uses and Disclosures.  A covered entity is permitted, but not required, to 
use and disclose protected health information, without an individual’s authorization, 
for the following purposes or situations: (1) To the Individual (unless required for 
access or accounting of disclosures); (2) Treatment, Payment, and Health Care 
Operations; (3) Opportunity to Agree or Object; (4) Incident to an otherwise 
permitted use and disclosure; (5) Public Interest and Benefit Activities; and  
 
 

http://www.hhs.gov/ocr/hipaa/guidelines/govtaccess.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/govtaccess.pdf
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(6) Limited Data Set for the purposes of research, public health or health care 
operations.18  Covered entities may rely on professional ethics and best judgments in 
deciding which of these permissive uses and disclosures to make.   
 
(1) To the Individual.  A covered entity may disclose protected health information to 
the individual who is the subject of the information. 
 
(2) Treatment, Payment, Health Care Operations.  A covered entity may use and 
disclose protected health information for its own treatment, payment, and health care 
operations activities.19  A covered entity also may disclose protected health 
information for the treatment activities of any health care provider, the payment 
activities of another covered entity and of any health care provider, or the health care 
operations of another covered entity involving either quality or competency assurance 
activities or fraud and abuse detection and compliance activities, if both covered 
entities have or had a relationship with the individual and the protected health 
information pertains to the relationship.  See OCR “Treatment, Payment, Health Care 
Operations” Guidance. 
 

Treatment is the provision, coordination, or management of health care and 
related services for an individual by one or more health care providers, 
including consultation between providers regarding a patient and referral of a 
patient by one provider to another.20 
 
Payment encompasses activities of a health plan to obtain premiums, 
determine or fulfill responsibilities for coverage and provision of benefits, 
and furnish or obtain reimbursement for health care delivered to an 
individual21 and activities of a health care provider to obtain payment or be 
reimbursed for the provision of health care to an individual. 
 
Health care operations are any of the following activities:  (a) quality 
assessment and improvement activities, including case management and care 
coordination; (b) competency assurance activities, including provider or 
health plan performance evaluation, credentialing, and accreditation; (c) 
conducting or arranging for medical reviews, audits, or legal services, 
including fraud and abuse detection and compliance programs; (d) specified 
insurance functions, such as underwriting, risk rating, and reinsuring risk; (e) 
business planning, development, management, and administration; and (f) 
business management and general administrative activities of the entity, 
including but not limited to: de-identifying protected health information, 
creating a limited data set, and certain fundraising for the benefit of the 
covered entity.22 

 
Most uses and disclosures of psychotherapy notes for treatment, payment, and health 
care operations purposes require an authorization as described below.23  
 
Obtaining “consent” (written permission from individuals to use and disclose their 
protected health information for treatment, payment, and health care operations) is 
optional under the Privacy Rule for all covered entities.24  The content of a consent 
form, and the process for obtaining consent, are at the discretion of the covered entity 
electing to seek consent. 
 

http://www.hhs.gov/ocr/hipaa/guidelines/sharingfortpo.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/sharingfortpo.pdf
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(3) Uses and Disclosures with Opportunity to Agree or Object.  Informal 
permission may be obtained by asking the individual outright, or by circumstances 
that clearly give the individual the opportunity to agree, acquiesce, or object.  Where 
the individual is incapacitated, in an emergency situation, or not available, covered 
entities generally may make such uses and disclosures, if in the exercise of their 
professional judgment, the use or disclosure is determined to be in the best interests 
of the individual. 
 

Facility Directories.  It is a common practice in many health care facilities, 
such as hospitals, to maintain a directory of patient contact information.  A 
covered health care provider may rely on an individual’s informal permission 
to list in its facility directory the individual’s name, general condition, 
religious affiliation, and location in the provider’s facility.25  The provider 
may then disclose the individual’s condition and location in the facility to 
anyone asking for the individual by name, and also may disclose religious 
affiliation to clergy.  Members of the clergy are not required to ask for the 
individual by name when inquiring about patient religious affiliation.   
 
For Notification and Other Purposes.   A covered entity also may rely on an 
individual’s informal permission to disclose to the individual’s family, 
relatives, or friends, or to other persons whom the individual identifies, 
protected health information directly relevant to that person’s involvement in 
the individual’s care or payment for care. 26  This provision, for example, 
allows a pharmacist to dispense filled prescriptions to a person acting on 
behalf of the patient.  Similarly, a covered entity may rely on an individual’s 
informal permission to use or disclose protected health information for the 
purpose of notifying (including identifying or locating) family members, 
personal representatives, or others responsible for the individual’s care of the 
individual’s location, general condition, or death.  In addition, protected 
health information may be disclosed for notification purposes to public or 
private entities authorized by law or charter to assist in disaster relief efforts. 
 

(4) Incidental Use and Disclosure.  The Privacy Rule does not require that every 
risk of an incidental use or disclosure of protected health information be eliminated.  
A use or disclosure of this information that occurs as a result of, or as “incident to,” 
an otherwise permitted use or disclosure is permitted as long as the covered entity has 
adopted reasonable safeguards as required by the Privacy Rule, and the information 
being shared was limited to the “minimum necessary,” as required by the Privacy 
Rule.27  See OCR “Incidental Uses and Disclosures” Guidance. 
 
(5) Public Interest and Benefit Activities.  The Privacy Rule permits use and 
disclosure of protected health information, without an individual’s authorization or 
permission, for 12 national priority purposes.28  These disclosures are permitted, 
although not required, by the Rule in recognition of the important uses made of health 
information outside of the health care context.  Specific conditions or limitations 
apply to each public interest purpose, striking the balance between the individual 
privacy interest and the public interest need for this information.  
 

Required by Law.    Covered entities may use and disclose protected health 
information without individual authorization as required by law (including by 

http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
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statute, regulation, or court orders).29 
 
Public Health Activities.    Covered entities may disclose protected health 
information to: (1) public health authorities authorized by law to collect or 
receive such information for preventing or controlling disease, injury, or 
disability and to public health or other government authorities authorized to 
receive reports of child abuse and neglect; (2) entities subject to FDA 
regulation regarding FDA regulated products or activities for purposes such 
as adverse event reporting, tracking of products, product recalls, and post-
marketing surveillance; (3) individuals who may have contracted or been 
exposed to a communicable disease when notification is authorized by law; 
and (4) employers, regarding employees, when requested by employers, for 
information concerning a work-related illness or injury or workplace related 
medical surveillance, because such information is needed by the employer to 
comply with the Occupational Safety and Health Administration (OHSA), 
the Mine Safety and Health Administration (MHSA), or similar state law.30  
See OCR “Public Health” Guidance; CDC Public Health and HIPAA 
Guidance. 
 
Victims of Abuse, Neglect or Domestic Violence.   In certain circumstances, 
covered entities may disclose protected health information to appropriate 
government authorities regarding victims of abuse, neglect, or domestic 
violence.31   
 
Health Oversight Activities.   Covered entities may disclose protected health 
information to health oversight agencies (as defined in the Rule) for purposes 
of legally authorized health oversight activities, such as audits and 
investigations necessary for oversight of the health care system and 
government benefit programs.32 
 
Judicial and Administrative Proceedings.   Covered entities may disclose 
protected health information in a judicial or administrative proceeding if the 
request for the information is through an order from a court or administrative 
tribunal.  Such information may also be disclosed in response to a subpoena 
or other lawful process if certain assurances regarding notice to the individual 
or a protective order are provided.33 
 
Law Enforcement Purposes.   Covered entities may disclose protected health 
information to law enforcement officials for law enforcement purposes under 
the following six circumstances, and subject to specified conditions: (1) as 
required by law (including court orders, court-ordered warrants, subpoenas) 
and administrative requests; (2) to identify or locate a suspect, fugitive, 
material witness, or missing person; (3) in response to a law enforcement 
official’s request for information about a victim or suspected victim of a 
crime; (4) to alert law enforcement of a person’s death, if the covered entity 
suspects that criminal activity caused the death; (5) when a covered entity 
believes that protected health information is evidence of a crime that 
occurred on its premises; and (6) by a covered health care provider in a 
medical emergency not occurring on its premises, when necessary to inform 
law enforcement about the commission and nature of a crime, the location of 
the crime or crime victims, and the perpetrator of the crime.34 

http://www.hhs.gov/ocr/hipaa/publichealth.pdf.pdf
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
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Decedents.   Covered entities may disclose protected health information to 
funeral directors as needed, and to coroners or medical examiners to identify 
a deceased person, determine the cause of death, and perform other functions 
authorized by law.35 
 
Cadaveric Organ, Eye, or Tissue Donation.   Covered entities may use or 
disclose protected health information to facilitate the donation and 
transplantation of cadaveric organs, eyes, and tissue.36   
 
Research.  “Research” is any systematic investigation designed to develop or 
contribute to generalizable knowledge.37  The Privacy Rule permits a covered 
entity to use and disclose protected health information for research purposes, 
without an individual’s authorization, provided the covered entity obtains 
either: (1) documentation that an alteration or waiver of individuals’ 
authorization for the use or disclosure of protected health information about 
them for research purposes has been approved by an Institutional Review 
Board or Privacy Board; (2) representations from the researcher that the use 
or disclosure of the protected health information is solely to prepare a 
research protocol or for similar purpose preparatory to research, that the 
researcher will not remove any protected health information from the covered 
entity, and that protected health information for which access is sought is 
necessary for the research; or (3) representations from the researcher that the 
use or disclosure sought is solely for research on the protected health 
information of decedents, that the protected health information sought is 
necessary for the research, and, at the request of the covered entity, 
documentation of the death of the individuals about whom information is 
sought.38  A covered entity also may use or disclose, without an individuals’ 
authorization, a limited data set of protected health information for research 
purposes (see discussion below).39  See OCR “Research” Guidance; NIH 
Protecting PHI in Research. 
 
Serious Threat to Health or Safety.   Covered entities may disclose protected 
health information that they believe is necessary to prevent or lessen a serious 
and imminent threat to a person or the public, when such disclosure is made 
to someone they believe can prevent or lessen the threat (including the target 
of the threat).  Covered entities may also disclose to law enforcement if the 
information is needed to identify or apprehend an escapee or violent 
criminal.40 
 
Essential Government Functions.   An authorization is not required to use or 
disclose protected health information for certain essential government 
functions.  Such functions include: assuring proper execution of a military 
mission, conducting intelligence and national security activities that are 
authorized by law, providing protective services to the President, making 
medical suitability determinations for U.S. State Department employees, 
protecting the health and safety of inmates or employees in a correctional 
institution, and determining eligibility for or conducting enrollment in certain 
government benefit programs.41 
 
 

http://www.hhs.gov/ocr/hipaa/guidelines/research.pdf
http://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf
http://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf
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Workers’ Compensation.   Covered entities may disclose protected health 
information as authorized by, and to comply with, workers’ compensation 
laws and other similar programs providing benefits for work-related injuries 
or illnesses.42  See OCR “Workers’ Compensation” Guidance. 
 

(6) Limited Data Set.  A limited data set is protected health information from which 
certain specified direct identifiers of individuals and their relatives, household 
members, and employers have been removed.43  A limited data set may be used and 
disclosed for research, health care operations, and public health purposes, provided 
the recipient enters into a data use agreement promising specified safeguards for the 
protected health information within the limited data set. 
 

Authorized 
Uses and 
Disclosures 

 
Authorization.  A covered entity must obtain the individual’s written authorization 
for any use or disclosure of protected health information that is not for treatment, 
payment or health care operations or otherwise permitted or required by the Privacy 
Rule.44  A covered entity may not condition treatment, payment, enrollment, or 
benefits eligibility on an individual granting an authorization, except in limited 
circumstances.45 
 
An authorization must be written in specific terms.  It may allow use and disclosure 
of protected health information by the covered entity seeking the authorization, or by 
a third party.  Examples of disclosures that would require an individual’s 
authorization include disclosures to a life insurer for coverage purposes, disclosures 
to an employer of the results of a pre-employment physical or lab test, or disclosures 
to a pharmaceutical firm for their own marketing purposes. 
 
All authorizations must be in plain language, and contain specific information 
regarding the information to be disclosed or used, the person(s) disclosing and 
receiving the information, expiration, right to revoke in writing, and other data.  The 
Privacy Rule contains transition provisions applicable to authorizations and other 
express legal permissions obtained prior to April 14, 2003. 46 
 
Psychotherapy Notes47.  A covered entity must obtain an individual’s authorization 
to use or disclose psychotherapy notes with the following exceptions48: 
 

• The covered entity who originated the notes may use them for treatment. 
• A covered entity may use or disclose, without an individual’s authorization, 

the psychotherapy notes, for its own training, and to defend itself in legal 
proceedings brought by the individual, for HHS to investigate or determine 
the covered entity’s compliance with the Privacy Rules, to avert a serious and 
imminent threat to public health or safety, to a health oversight agency for 
lawful oversight of the originator of the psychotherapy notes, for the lawful 
activities of a coroner or medical examiner or as required by law. 

 
Marketing.  Marketing is any communication about a product or service that 
encourages recipients to purchase or use the product or service.49  The Privacy Rule 
carves out the following health-related activities from this definition of marketing: 

• Communications to describe health-related products or services, or payment 

http://www.hhs.gov/ocr/hipaa/guidelines/workerscompensation.pdf
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for them, provided by or included in a benefit plan of the covered entity 
making the communication; 

• Communications about participating providers in a provider or health plan 
network, replacement of or enhancements to a health plan, and health-related 
products or services available only to a health plan’s enrollees that add value 
to, but are not part of, the benefits plan; 

• Communications for treatment of the individual; and 
• Communications for case management or care coordination for the 

individual, or to direct or recommend alternative treatments, therapies, 
health care providers, or care settings to the individual. 

 
Marketing also is an arrangement between a covered entity and any other entity 
whereby the covered entity discloses protected health information, in exchange for 
direct or indirect remuneration, for the other entity to communicate about its own 
products or services encouraging the use or purchase of those products or services.   
A covered entity must obtain an authorization to use or disclose protected health 
information for marketing, except for face-to-face marketing communications 
between a covered entity and an individual, and for a covered entity’s provision of 
promotional gifts of nominal value. No authorization is needed, however, to make a 
communication that falls within one of the exceptions to the marketing definition.  
An authorization for marketing that involves the covered entity’s receipt of direct or 
indirect remuneration from a third party must reveal that fact.  See OCR "Marketing" 
Guidance. 
 

Limiting Uses 
and Disclosures 
to the 
Minimum 
Necessary 

 
Minimum Necessary.  A central aspect of the Privacy Rule is the principle of 
“minimum necessary” use and disclosure.  A covered entity must make reasonable 
efforts to use, disclose, and request only the minimum amount of protected health 
information needed to accomplish the intended purpose of the use, disclosure, or 
request.50  A covered entity must develop and implement policies and procedures to 
reasonably limit uses and disclosures to the minimum necessary.  When the minimum 
necessary standard applies to a use or disclosure, a covered entity may not use, 
disclose, or request the entire medical record for a particular purpose, unless it can 
specifically justify the whole record as the amount reasonably needed for the purpose.  
See OCR “Minimum Necessary” Guidance. 
 
The minimum necessary requirement is not imposed in any of the following 
circumstances:  (a) disclosure to or a request by a health care provider for treatment; 
(b) disclosure to an individual who is the subject of the information, or the 
individual’s personal representative; (c) use or disclosure made pursuant to an 
authorization; (d) disclosure to HHS for complaint investigation, compliance review 
or enforcement; (e) use or disclosure that is required by law; or (f) use or disclosure 
required for compliance with the HIPAA Transactions Rule or other HIPAA 
Administrative Simplification Rules. 
 
Access and Uses.  For internal uses, a covered entity must develop and implement 
policies and procedures that restrict access and uses of protected health information 
based on the specific roles of the members of their workforce.  These policies and 
procedures must identify the persons, or classes of persons, in the workforce who 
need access to protected health information to carry out their duties, the categories of 

http://www.hhs.gov/ocr/hipaa/guidelines/marketing.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/marketing.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/minimumnecessary.pdf
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protected health information to which access is needed, and any conditions under 
which they need the information to do their jobs. 
 
Disclosures and Requests for Disclosures.  Covered entities must establish and 
implement policies and procedures (which may be standard protocols) for routine, 
recurring disclosures, or requests for disclosures, that limits the protected health 
information disclosed to that which is the minimum amount reasonably necessary to 
achieve the purpose of the disclosure.   Individual review of each disclosure is not 
required.  For non-routine, non-recurring disclosures, or requests for disclosures that 
it makes, covered entities must develop criteria designed to limit disclosures to the 
information reasonably necessary to accomplish the purpose of the disclosure and 
review each of these requests individually in accordance with the established criteria. 
 
Reasonable Reliance.  If another covered entity makes a request for protected health 
information, a covered entity may rely, if reasonable under the circumstances, on the 
request as complying with this minimum necessary standard. Similarly, a covered 
entity may rely upon requests as being the minimum necessary protected health 
information from:  (a) a public official, (b) a professional (such as an attorney or 
accountant) who is the covered entity’s business associate, seeking the information to 
provide services to or for the covered entity; or (c) a researcher who provides the 
documentation or representation required by the Privacy Rule for research. 
 

Notice and 
Other 
Individual 
Rights 

 
Privacy Practices Notice.  Each covered entity, with certain exceptions, must 
provide a notice of its privacy practices.51   The Privacy Rule requires that the notice 
contain certain elements.  The notice must describe the ways in which the covered 
entity may use and disclose protected health information.  The notice must state the 
covered entity’s duties to protect privacy, provide a notice of privacy practices, and 
abide by the terms of the current notice.  The notice must describe individuals’ rights, 
including the right to complain to HHS and to the covered entity if they believe their 
privacy rights have been violated.  The notice must include a point of contact for 
further information and for making complaints to the covered entity.  Covered entities 
must act in accordance with their notices.  The Rule also contains specific 
distribution requirements for direct treatment providers, all other health care 
providers, and health plans.  See OCR “Notice” Guidance. 
 

• Notice Distribution.  A covered health care provider with a direct treatment 
relationship with individuals must deliver a privacy practices notice to 
patients starting April 14, 2003 as follows: 

 
o Not later than the first service encounter by personal delivery (for 

patient visits), by automatic and contemporaneous electronic 
response (for electronic service delivery), and by prompt mailing (for 
telephonic service delivery); 

o By posting the notice at each service delivery site in a clear and 
prominent place where people seeking service may reasonably be 
expected to be able to read the notice; and 

o In emergency treatment situations, the provider must furnish its 
notice as soon as practicable after the emergency abates. 

 

http://www.hhs.gov/ocr/hipaa/guidelines/notice.pdf
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Covered entities, whether direct treatment providers or indirect treatment 
providers (such as laboratories) or health plans must supply notice to anyone 
on request.52   A covered entity must also make its notice electronically 
available on any web site it maintains for customer service or benefits 
information. 
 
The covered entities in an organized health care arrangement may use a joint 
privacy practices notice, as long as each agrees to abide by the notice content 
with respect to the protected health information created or received in 
connection with participation in the arrangement.53  Distribution of a joint 
notice by any covered entity participating in the organized health care 
arrangement at the first point that an OHCA member has an obligation to 
provide notice satisfies the distribution obligation of the other participants in 
the organized health care arrangement. 
 
A health plan must distribute its privacy practices notice to each of its 
enrollees by its Privacy Rule compliance date. Thereafter, the health plan 
must give its notice to each new enrollee at enrollment, and send a reminder 
to every enrollee at least once every three years that the notice is available 
upon request. A health plan satisfies its distribution obligation by furnishing 
the notice to the “named insured,” that is, the subscriber for coverage that 
also applies to spouses and dependents. 
 

• Acknowledgement of Notice Receipt.  A covered health care provider with 
a direct treatment relationship with individuals must make a good faith effort 
to obtain written acknowledgement from patients of receipt of the privacy 
practices notice.54  The Privacy Rule does not prescribe any particular content 
for the acknowledgement. The provider must document the reason for any 
failure to obtain the patient’s written acknowledgement. The provider is 
relieved of the need to request acknowledgement in an emergency treatment 
situation. 

 
Access.  Except in certain circumstances, individuals have the right to review and 
obtain a copy of their protected health information in a covered entity’s designated 
record set.55  The “designated record set” is that group of records maintained by or 
for a covered entity that is used, in whole or part, to make decisions about 
individuals, or that is a provider’s medical and billing records about individuals or a 
health plan’s enrollment, payment, claims adjudication, and case or medical 
management record systems.56  The Rule excepts from the right of access the 
following protected health information:  psychotherapy notes, information compiled 
for legal proceedings, laboratory results to which the Clinical Laboratory 
Improvement Act (CLIA) prohibits access, or information held by certain research 
laboratories.  For information included within the right of access, covered entities 
may deny an individual access in certain specified situations, such as when a health 
care professional believes access could cause harm to the individual or another.  In  
such situations, the individual must be given the right to have such denials reviewed 
by a licensed health care professional for a second opinion.57  Covered entities may 
impose reasonable, cost-based fees for the cost of copying and postage. 
 
Amendment.   The Rule gives individuals the right to have covered entities amend 
their protected health information in a designated record set when that information is 

http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=sHyMPaIg&p_lva=&p_faqid=369&p_created=1040408957&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTU3JnBfc2VhcmNoX3RleHQ9ZGVzaWduYXRlZCByZWNvcmQgc2V0JnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwy
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=sHyMPaIg&p_lva=&p_faqid=369&p_created=1040408957&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTU3JnBfc2VhcmNoX3RleHQ9ZGVzaWduYXRlZCByZWNvcmQgc2V0JnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwy
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inaccurate or incomplete. 58  If a covered entity accepts an amendment request, it must 
make reasonable efforts to provide the amendment to persons that the individual has 
identified as needing it, and to persons that the covered entity knows might rely on 
the information to the individual’s detriment.59  If the request is denied, covered 
entities must provide the individual with a written denial and allow the individual to 
submit a statement of disagreement for inclusion in the record. The Rule specifies 
processes for requesting and responding to a request for amendment.  A covered 
entity must amend protected health information in its designated record set upon 
receipt of notice to amend from another covered entity. 
 
Disclosure Accounting.  Individuals have a right to an accounting of the disclosures 
of their protected health information by a covered entity or the covered entity’s 
business associates.60  The maximum disclosure accounting period is the six years 
immediately preceding the accounting request, except a covered entity is not 
obligated to account for any disclosure made before its Privacy Rule compliance date. 
 
The Privacy Rule does not require accounting for disclosures:  (a) for treatment, 
payment, or health care operations; (b) to the individual or the individual’s personal 
representative; (c) for notification of or to persons involved in an individual’s health 
care or payment for health care, for disaster relief, or for facility directories; (d) 
pursuant to an authorization; (e) of a limited data set; (f) for national security or 
intelligence purposes; (g) to correctional institutions or law enforcement officials for 
certain purposes regarding inmates or individuals in lawful custody; or (h) incident to 
otherwise permitted or required uses or disclosures. Accounting for disclosures to 
health oversight agencies and law enforcement officials must be temporarily 
suspended on their written representation that an accounting would likely impede 
their activities. 
 
Restriction Request.  Individuals have the right to request that a covered entity 
restrict use or disclosure of protected health information for treatment, payment or 
health care operations, disclosure to persons involved in the individual’s health care 
or payment for health care, or disclosure to notify family members or others about the 
individual’s general condition, location, or death.61  A covered entity is under no 
obligation to agree to requests for restrictions. A covered entity that does agree must 
comply with the agreed restrictions, except for purposes of treating the individual in a 
medical emergency.62 
 
Confidential Communications Requirements.  Health plans and covered health 
care providers must permit individuals to request an alternative means or location for 
receiving communications of protected health information by means other than those 
that the covered entity typically employs.63  For example, an individual may request 
that the provider communicate with the individual through a designated address or 
phone number.  Similarly, an individual may request that the provider send 
communications in a closed envelope rather than a post card. 
 
Health plans must accommodate reasonable requests if the individual indicates that 
the disclosure of all or part of the protected health information could endanger the 
individual.  The health plan may not question the individual’s statement of 
endangerment. Any covered entity may condition compliance with a confidential 
communication request on the individual specifying an alternative address or method 
of contact and explaining how any payment will be handled. 
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Administrative 
Requirements 

 
HHS recognizes that covered entities range from the smallest provider to the largest, 
multi-state health plan.  Therefore the flexibility and scalability of the Rule are 
intended to allow covered entities to analyze their own needs and implement 
solutions appropriate for their own environment.  What is appropriate for a particular 
covered entity will depend on the nature of the covered entity’s business, as well as 
the covered entity’s size and resources. 
 
Privacy Policies and Procedures.  A covered entity must develop and implement 
written privacy policies and procedures that are consistent with the Privacy Rule.64 
 
Privacy Personnel.  A covered entity must designate a privacy official responsible 
for developing and implementing its privacy policies and procedures, and a contact 
person or contact office responsible for receiving complaints and providing 
individuals with information on the covered entity’s privacy practices.65 
 
Workforce Training and Management.  Workforce members include employees, 
volunteers, trainees, and may also include other persons whose conduct is under the 
direct control of the entity (whether or not they are paid by the entity).66  A covered 
entity must train all workforce members on its privacy policies and procedures, as 
necessary and appropriate for them to carry out their functions.67  A covered entity 
must have and apply appropriate sanctions against workforce members who violate 
its privacy policies and procedures or the Privacy Rule.68 
 
Mitigation.  A covered entity must mitigate, to the extent practicable, any harmful 
effect it learns was caused by use or disclosure of protected health information by its 
workforce or its business associates in violation of its privacy policies and procedures 
or the Privacy Rule.69 
 
Data Safeguards.  A covered entity must maintain reasonable and appropriate 
administrative, technical, and physical safeguards to prevent intentional or 
unintentional use or disclosure of protected health information in violation of the 
Privacy Rule and to limit its incidental use and disclosure pursuant to otherwise 
permitted or required use or disclosure.70  For example, such safeguards might 
include shredding documents containing protected health information before 
discarding them, securing medical records with lock and key or pass code, and 
limiting access to keys or pass codes.  See OCR “Incidental Uses and Disclosures” 
Guidance. 
 
Complaints.  A covered entity must have procedures for individuals to complain 
about its compliance with its privacy policies and procedures and the Privacy Rule.71  
The covered entity must explain those procedures in its privacy practices notice.72   
 
Among other things, the covered entity must identify to whom individuals can submit 
complaints to at the covered entity and advise that complaints also can be submitted 
to the Secretary of HHS.  
 
Retaliation and Waiver.  A covered entity may not retaliate against a person for 
exercising rights provided by the Privacy Rule, for assisting in an investigation by 
HHS or another appropriate authority, or for opposing an act or practice that the 
person believes in good faith violates the Privacy Rule.73  A covered entity may not 

http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.pdf
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require an individual to waive any right under the Privacy Rule as a condition for 
obtaining treatment, payment, and enrollment or benefits eligibility.74 
 
Documentation and Record Retention.  A covered entity must maintain, until six 
years after the later of the date of their creation or last effective date, its privacy 
policies and procedures, its privacy practices notices, disposition of complaints, and 
other actions, activities, and designations that the Privacy Rule requires to be 
documented.75 
 
Fully-Insured Group Health Plan Exception.  The only administrative obligations 
with which a fully-insured group health plan that has no more than enrollment data 
and summary health information is required to comply are the (1) ban on retaliatory 
acts and waiver of individual rights, and (2) documentation requirements with respect 
to plan documents if such documents are amended to provide for the disclosure of 
protected health information to the plan sponsor by a health insurance issuer or HMO 
that services the group health plan.76 
 

Organizational 
Options 

 
The Rule contains provisions that address a variety of organizational issues that may 
affect the operation of the privacy protections. 
 
Hybrid Entity.  The Privacy Rule permits a covered entity that is a single legal entity 
and that conducts both covered and non-covered functions to elect to be a “hybrid 
entity.”77  (The activities that make a person or organization a covered entity are its 
“covered functions.”78) To be a hybrid entity, the covered entity must designate in 
writing its operations that perform covered functions as one or more “health care 
components.” After making this designation, most of the requirements of the Privacy 
Rule will apply only to the health care components.  A covered entity that does not 
make this designation is subject in its entirety to the Privacy Rule. 
 
Affiliated Covered Entity.  Legally separate covered entities that are affiliated by 
common ownership or control may designate themselves (including their health care 
components) as a single covered entity for Privacy Rule compliance.79  The 
designation must be in writing. An affiliated covered entity that performs multiple 
covered functions must operate its different covered functions in compliance with the 
Privacy Rule provisions applicable to those covered functions. 
 
Organized Health Care Arrangement.  The Privacy Rule identifies relationships in 
which participating covered entities share protected health information to manage and 
benefit their common enterprise as “organized health care arrangements.”80  Covered 
entities in an organized health care arrangement can share protected health 
information with each other for the arrangement’s joint health care operations.81 
 
Covered Entities With Multiple Covered Functions.  A covered entity that 
performs multiple covered functions must operate its different covered functions in 
compliance with the Privacy Rule provisions applicable to those covered functions.82  
The covered entity may not use or disclose the protected health information of an 
individual who receives services from one covered function (e.g., health care 
provider) for another covered function (e.g., health plan) if the individual is not 
involved with the other function. 
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Group Health Plan disclosures to Plan Sponsors.  A group health plan and the 
health insurer or HMO offered by the plan may disclose the following protected 
health information to the “plan sponsor”—the employer, union, or other employee 
organization that sponsors and maintains the group health plan83: 

• Enrollment or disenrollment information with respect to the group health 
plan or a health insurer or HMO offered by the plan. 

• If requested by the plan sponsor, summary health information for the plan 
sponsor to use to obtain premium bids for providing health insurance 
coverage through the group health plan, or to modify, amend, or terminate 
the group health plan. “Summary health information” is information that 
summarizes claims history, claims expenses, or types of claims experience of 
the individuals for whom the plan sponsor has provided health benefits 
through the group health plan, and that is stripped of all individual identifiers 
other than five digit zip code (though it need not qualify as de-identified 
protected health information). 

• Protected health information of the group health plan’s enrollees for the plan 
sponsor to perform plan administration functions. The plan must receive 
certification from the plan sponsor that the group health plan document has 
been amended to impose restrictions on the plan sponsor’s use and disclosure 
of the protected health information. These restrictions must include the 
representation that the plan sponsor will not use or disclose the protected 
health information for any employment-related action or decision or in 
connection with any other benefit plan. 

 

Other 
Provisions: 
Personal 
Representatives 
and Minors 

 
Personal Representatives.  The Privacy Rule requires a covered entity to treat a 
"personal representative" the same as the individual, with respect to uses and 
disclosures of the individual’s protected health information, as well as the 
individual’s rights under the Rule.84  A personal representative is a person legally 
authorized to make health care decisions on an individual’s behalf or to act for a 
deceased individual or the estate.  The Privacy Rule permits an exception when a 
covered entity has a reasonable belief that the personal representative may be abusing 
or neglecting the individual, or that treating the person as the personal representative 
could otherwise endanger the individual. 
 
Special case: Minors.  In most cases, parents are the personal representatives for 
their minor children.  Therefore, in most cases, parents can exercise individual rights, 
such as access to the medical record, on behalf of their minor children.  In certain 
exceptional cases, the parent is not considered the personal representative.  In these 
situations, the Privacy Rule defers to State and other law to determine the rights of 
parents to access and control the protected health information of their minor children. 
If State and other law is silent concerning parental access to the minor’s protected 
health information, a covered entity has discretion to provide or deny a parent access 
to the minor’s health information, provided the decision is made by a licensed health 
care professional in the exercise of professional judgment.  See OCR “Personal 
Representatives” Guidance. 

http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf
http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf
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State Law 
 
Preemption.  In general, State laws that are contrary to the Privacy Rule are 
preempted by the federal requirements, which means that the federal requirements 
will apply.85  “Contrary” means that it would be impossible for a covered entity to 
comply with both the State and federal requirements, or that the provision of State 
law is an obstacle to accomplishing the full purposes and objectives of the 
Administrative Simplification provisions of HIPAA.86  The Privacy Rule provides 
exceptions to the general rule of federal preemption for contrary State laws that (1) 
relate to the privacy of individually identifiable health information and provide 
greater privacy protections or privacy rights with respect to such information, (2) 
provide for the reporting of disease or injury, child abuse, birth, or death, or for 
public health surveillance, investigation, or intervention, or (3) require certain health 
plan reporting, such as for management or financial audits. 
 
Exception Determination.  In addition,  preemption of a contrary State law will not 
occur if HHS determines, in response to a request from a State or other entity or 
person, that the State law: 
 

• Is necessary to prevent fraud and abuse related to the provision of or payment 
for health care, 

• Is necessary to ensure appropriate State regulation of insurance and health 
plans to the extent expressly authorized by statute or regulation, 

• Is necessary for State reporting on health care delivery or costs, 
• Is necessary for purposes of serving a compelling public health, safety, or 

welfare need, and, if a Privacy Rule provision is at issue, if the Secretary 
determines that the intrusion into privacy is warranted when balanced against 
the need to be served; or 

• Has as its principal purpose the regulation of the manufacture, registration, 
distribution, dispensing, or other control of any controlled substances (as 
defined in 21 U.S.C. 802), or that is deemed a controlled substance by State 
law. 

 

Enforcement 
and Penalties 
for 
Noncompliance 

 
Compliance.  Consistent with the principles for achieving compliance provided in 
the Rule, HHS will seek the cooperation of covered entities and may provide 
technical assistance to help them comply voluntarily with the Rule.87  The Rule 
provides processes for persons to file complaints with HHS, describes the 
responsibilities of covered entities to provide records and compliance reports and to 
cooperate with, and permit access to information for, investigations and compliance 
reviews. 
 
Civil Money Penalties.  HHS may impose civil money penalties on a covered entity 
of $100 per failure to comply with a Privacy Rule requirement.88  That penalty may 
not exceed $25,000 per year for multiple violations of the identical Privacy Rule 
requirement in a calendar year. HHS may not impose a civil money penalty under 
specific circumstances, such as when a violation is due to reasonable cause and did 
not involve willful neglect and the covered entity corrected the violation within 30 
days of when it knew or should have known of the violation. 
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Criminal Penalties.  A person who knowingly obtains or discloses individually 
identifiable health information in violation of HIPAA faces a fine of $50,000 and up 
to one-year imprisonment.89 The criminal penalties increase to $100,000 and up to 
five years imprisonment if the wrongful conduct involves false pretenses, and to 
$250,000 and up to ten years imprisonment if the wrongful conduct involves the 
intent to sell, transfer, or use individually identifiable health information for 
commercial advantage, personal gain, or malicious harm.  Criminal sanctions will be 
enforced by the Department of Justice. 
 

Compliance 
Dates 

 
Compliance Schedule.  All covered entities, except “small health plans,” must be 
compliant with the Privacy Rule by April 14, 2003.90  Small health plans, however, 
have until April 14, 2004 to comply. 
 
Small Health Plans.  A health plan with annual receipts of not more than $5 million 
is a small health plan.91  Health plans that file certain federal tax returns and report 
receipts on those returns should use the guidance provided by the Small Business 
Administration at 13 Code of Federal Regulations (CFR) 121.104 to calculate annual 
receipts.  Health plans that do not report receipts to the Internal Revenue Service 
(IRS), for example, group health plans regulated by the Employee Retirement Income 
Security Act 1974 (ERISA) that are exempt from filing income tax returns, should 
use proxy measures to determine their annual receipts.92 
See What constitutes a small health plan? 
 

Copies of the 
Rule & Related 
Materials 

 
The entire Privacy Rule, as well as guidance and additional materials, may be found 
on our website, http://www.hhs.gov/ocr/hipaa. 

http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_adp.php?p_sid=UWxyatGg&p_lva=&p_faqid=368&p_created=1040408934&p_sp=cF9zcmNoPTEmcF9ncmlkc29ydD0mcF9yb3dfY250PTE3NCZwX3NlYXJjaF90ZXh0PXNtYWwgaGVhbHRoJnBfY2F0X2x2bDE9NyZwX2NhdF9sdmwyPX5hbnl_JnBf
http://www.hhs.gov/ocr/hipaa
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End Notes 
 
                                                 

1 Pub. L. 104-191. 
2 65 FR 82462. 
3 67 FR 53182. 
4 45 C.F.R. §§ 160.102, 160.103. 
5 Even if an entity, such as a community health center, does not meet the definition of a health 
plan, it may, nonetheless, meet the definition of a health care provider, and, if it transmits health 
information in electronic form in connection with the transactions for which the Secretary of HHS 
has adopted standards under HIPAA, may still be a covered entity. 
6 45 C.F.R. §§ 160.102, 160.103; see Social Security Act § 1172(a)(3), 42 U.S.C. § 1320d-1(a)(3).  
The transaction standards are established by the HIPAA Transactions Rule at 45 C.F.R. Part 162. 
7 45 C.F.R. § 160.103. 
8 45 C.F.R. § 164.500(b). 
9 45 C.F.R. § 160.103. 
10 45 C.F.R. §§ 164.502(e), 164.504(e). 
11 45 C.F.R. § 164.532 
12 45 C.F.R. § 160.103. 
13 45 C.F.R. § 160.103 
14 45 C.F.R. §§ 164.502(d)(2), 164.514(a) and (b). 
15 The following identifiers of the individual or of relatives, employers, or household members of 
the individual must be removed to achieve the “safe harbor” method of de-identification: (A) 
Names; (B) All geographic subdivisions smaller than a State, including street address, city, 
county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip 
code if, according to the current publicly available data from the Bureau of Census (1) the 
geographic units formed by combining all zip codes with the same three initial digits contains 
more than 20,000 people; and (2) the initial three digits of a zip code for all such geographic units 
containing 20,000 or fewer people is changed to 000; (C) All elements of dates (except year) for 
dates directly related to the individual, including birth date, admission date, discharge date, date of 
death; and all ages over 89 and all elements of dates (including year) indicative of such age, except 
that such ages and elements may be aggregated into a single category of age 90 or older; (D) 
Telephone numbers; (E) Fax numbers; (F) Electronic mail addresses: (G) Social security numbers; 
(H) Medical record numbers; (I) Health plan beneficiary numbers; (J) Account numbers; (K) 
Certificate/license numbers; (L) Vehicle identifiers and serial numbers, including license plate 
numbers; (M) Device identifiers and serial numbers; (N) Web Universal Resource Locators 
(URLs); (O) Internet Protocol (IP) address numbers; (P) Biometric identifiers, including finger 
and voice prints; (Q) Full face photographic images and any comparable images; and ® any other 
unique identifying number, characteristic, or code, except as permitted for re-identification 
purposes provided certain conditions are met.  In addition to the removal of the above-stated 
identifiers, the covered entity may not have actual knowledge that the remaining information could 
be used alone or in combination with any other information to identify an individual who is 
subject of the information.  45 C.F.R. § 164.514(b). 
16 45 C.F.R. § 164.502(a). 
17 45 C.F.R. § 164.502(a)(2). 
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18 45 C.F.R. § 164.502(a)(1). 
19 45 C.F.R. § 164.506(c). 
20 45 C.F.R. § 164.501. 
21 45 C.F.R. § 164.501. 
22 45 C.F.R. § 164.501. 
23  45 C.F.R. § 164.508(a)(2) 
24 45 C.F.R. § 164.506(b). 
25 45 C.F.R. § 164.510(a). 
26 45 C.F.R. § 164.510(b). 
27 45 C.F.R. §§ 164.502(a)(1)(iii). 
28 See 45 C.F.R. § 164.512. 
29  45 C.F.R. § 164.512(a). 
30 45 C.F.R. § 164.512(b). 
31 45 C.F.R. § 164.512(a), (c). 
32 45 C.F.R. § 164.512(d). 
33 45 C.F.R. § 164.512(e). 
34 45 C.F.R. § 164.512(f). 
35 45 C.F.R. § 164.512(g). 
36 45 C.F.R. § 164.512(h). 
37 The Privacy Rule defines research as, “a systematic investigation, including research 
development, testing, and evaluation, designed to develop or contribute to generalizable 
knowledge.” 45 C.F.R. § 164.501. 
38 45 C.F.R. § 164.512(i). 
39 45 CFR § 164.514(e). 
40 45 C.F.R. § 164.512(j). 
41 45 C.F.R. § 164.512(k). 
42 45 C.F.R. § 164.512(l). 
43 45 C.F.R. § 164.514(e).  A limited data set is protected health information that excludes the 
following direct identifiers of the individual or of relatives, employers, or household members of 
the individual: (i) Names; (ii) Postal address information, other than town or city, State and zip 
code; (iii) Telephone numbers; (iv) Fax numbers; (v) Electronic mail addresses: (vi) Social 
security numbers; (vii) Medical record numbers; (viii) Health plan beneficiary numbers; (ix) 
Account numbers; (x) Certificate/license numbers; (xi) Vehicle identifiers and serial numbers, 
including license plate numbers; (xii) Device identifiers and serial numbers; (xiii) Web Universal 
Resource Locators (URLs); (xiv) Internet Protocol (IP) address numbers; (xv) Biometric 
identifiers, including finger and voice prints; (xvi) Full face photographic images and any 
comparable images.  45 C.F.R. § 164.514(e)(2). 
44 45 C.F.R. § 164.508. 
45 A covered entity may condition the provision of health care solely to generate protected health 
information for disclosure to a third party on the individual giving authorization to disclose the 
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information to the third party.  For example, a covered entity physician may condition the 
provision of a physical examination to be paid for by a life insurance issuer on an individual’s 
authorization to disclose the results of that examination to the life insurance issuer.  A health plan 
may condition enrollment or benefits eligibility on the individual giving authorization, requested 
before the individual’s enrollment, to obtain protected health information (other than 
psychotherapy notes) to determine the individual’s eligibility or enrollment or for underwriting or 
risk rating.  A covered health care provider may condition treatment related to research (e.g., 
clinical trials) on the individual giving authorization to use or disclose the individual’s protected 
health information for the research.  45 C.F.R. 508(b)(4). 
46 45 CFR § 164.532. 
47 “Psychotherapy notes” means notes recorded (in any medium) by a health care provider who is 
a mental health professional documenting or analyzing the contents of conversation during a 
private counseling session or a group, joint, or family counseling session and that are separated 
from the rest of the of the individual’s medical record.  Psychotherapy notes excludes medication 
prescription and monitoring, counseling session start and stop times, the modalities and 
frequencies of treatment furnished, results of clinical tests, and any summary of the following 
items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to date.  
45 C.F.R. § 164.501. 
48  45 C.F.R. § 164.508(a)(2). 
49 45 C.F.R. §§ 164.501 and 164.508(a)(3). 
50 45 C.F.R. §§ 164.502(b) and 164.514 (d). 
51 45 C.F.R. §§ 164.520(a) and (b).  A group health plan, or a health insurer or HMO with respect 
to the group health plan, that intends to disclose protected health information (including 
enrollment data or summary health information) to the plan sponsor, must state that fact in the 
notice.  Special statements are also required in the notice if a covered entity intends to contact 
individuals about health-related benefits or services, treatment alternatives, or appointment 
reminders, or for the covered entity’s own fundraising. 
52 45 C.F.R. § 164.520(c). 
53 45 C.F.R. § 164.520(d). 
54 45 C.F.R. § 164.520(c). 
55 45 C.F.R. § 164.524. 
56 45 C.F.R. § 164.501. 
57 A covered entity may deny an individual access, provided that the individual is given a right to 
have such denials reviewed by a licensed health care professional (who is designated by the 
covered entity and who did not participate in the original decision to deny), when a licensed health 
care professional has determined, in the exercise of professional judgment, that: (a) the access 
requested is reasonably likely to endanger the life or physical safety of the individual or another 
person; (b) the protected health information makes reference to another person (unless such other 
person is a health care provider) and the access requested is reasonably likely to cause substantial 
harm to such other person; or (c) the request for access is made by the individual’s personal 
representative and the provision of access to such personal representative  is reasonably likely to 
cause substantial harm to the individual or another person.  
 
A covered entity may deny access to individuals, without providing the individual an opportunity 
for review, in the following protected situations:  (a) the protected health information falls under 
an exception to the right of access; (b) an inmate request for protected health information under 
certain circumstances; (c) information that a provider creates or obtains in the course of research 
that includes treatment for which the individual has agreed not to have access as part of consenting 
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to participate in the research (as long as access to the information is restored upon completion of 
the research); (d) for records subject to the Privacy Act, information to which access may be 
denied under the Privacy Act, 5 U.S.C. § 552a; and (e) information obtained under a promise of 
confidentiality from a source other than a health care provider, if granting access would likely 
reveal the source.   45 C.F.R. § 164.524. 
58 45 C.F.R. § 164.526. 
59 Covered entities may deny an individual’s request for amendment only under specified 
circumstances.  A covered entity may deny the request if it:  (a) may exclude the information from 
access by the individual; (b) did not create the information (unless the individual provides a 
reasonable basis to believe the originator is no longer available); (c) determines that the 
information is accurate and complete; or (d) does not hold the information in its designated record 
set.  164.526(a)(2). 
60 45 C.F.R. § 164.528. 
61 45 C.F.R. § 164.522(a). 
62 45 C.F.R. § 164.522(a). In addition, a restriction agreed to by a covered entity is not effective 
under this subpart to prevent uses or disclosures permitted or required under §§ 164.502(a)(2)(ii), 
164.510(a) or 164.512. 
63 45 C.F.R. § 164.522(b). 
64 45 C.F.R. § 164.530(i). 
65 45 C.F.R. § 164.530(a). 
66  45 C.F.R. §160.103. 
67 45 C.F.R. § 164.530(b). 
68 45 C.F.R. § 164.530(e). 
69 45 C.F.R. § 164.530(f). 
70 45 C.F.R. § 164.530(c). 
71 45 C.F.R. § 164.530(d). 
72 45 C.F.R. § 164.520(b)(1)(vi). 
73 45 C.F.R. § 164.530(g). 
74 45 C.F.R. § 164.530(h). 
75 45 C.F.R. § 164.530(j). 
76 45 C.F.R. § 164.530(k). 
77  45 C.F.R. §§ 164.103, 164.105. 
78 45 C.F.R. § 164.103. 
79 45 C.F.R. §164.105.  Common ownership exists if an entity possesses an ownership or equity 
interest of five percent or more in another entity; common control exists if an entity has the direct 
or indirect power significantly to influence or direct the actions or policies of another entity.  45 
C.F.R. §§ 164.103. 
80 The Privacy Rule at 45 C.F.R. § 160.103 identifies five types of organized health care 
arrangements: 

• A clinically-integrated setting where individuals typically receive health care from more 
than one provider.  

• An organized system of health care in which the participating covered entities hold 
themselves out to the public as part of a joint arrangement and jointly engage in 
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utilization review, quality assessment and improvement activities, or risk-sharing 
payment activities.  

• A group health plan and the health insurer or HMO that insures the plan’s benefits, with 
respect to protected health information created or received by the insurer or HMO that 
relates to individuals who are or have been participants or beneficiaries of the group 
health plan.   

• All group health plans maintained by the same plan sponsor.  
• All group health plans maintained by the same plan sponsor and all health insurers and 

HMOs that insure the plans’ benefits, with respect to protected health information created 
or received by the insurers or HMOs that relates to individuals who are or have been 
participants or beneficiaries in the group health plans.   

81 45 C.F.R. § 164.506(c)(5). 
82 45 C.F.R. § 164.504(g). 
83 45 C.F.R. § 164.504(f). 
84 45 C.F.R. § 164.502(g). 
85  45 C.F.R. §160.203. 
86 45 C.F.R. § 160.202. 
87 45 C.F.R.§ 160.304 
88 Pub. L. 104-191; 42 U.S.C. §1320d-5. 
89 Pub. L. 104-191; 42 U.S.C. §1320d-6. 
90 45 C.F.R. § 164.534. 
91 45 C.F.R. § 160.103. 
92 Fully insured health plans should use the amount of total premiums that they paid for health 
insurance benefits during the plan’s last full fiscal year.  Self-insured plans, both funded and 
unfunded, should use the total amount paid for health care claims by the employer, plan sponsor or 
benefit fund, as applicable to their circumstances, on behalf of the plan during the plan’s last full 
fiscal year.  Those plans that provide health benefits through a mix of purchased insurance and 
self-insurance should combine proxy measures to determine their total annual receipts. 
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Chapter 1

About This Book

The right to privacy is protected under the Constitution in various ways.
– United States Chief Justice John Roberts

Who Should Read This Book

Anyone should read this book who is interested in more than the what of the subject, but also
the why and the how as well. This book is a basic explanation of the details, the terminology and
technology behind cryptography in general and PGP software in specific. If you want to understand
cryptography, this is a good place to start. Furthermore, this book has a lot of links to instructive
websites as well as many more sources to go to if you are interested. If you are reading this book in
electronic PDF form, you can click on the links in blue and they will take you to the appropriate
part of the book or open your Web browser to go to the referenced web page.

Bricks Made of Mist

Cryptography is an important part of information technology. It is how we do things that would
be straightforward with physical objects when we are working with systems that are nothing but
information. If I send you a letter on paper, I can put it in an envelope so no one else can read
it. I can sign it at the bottom. It gets a postmark that tells you a bit about where it came
from. In business, we might exchange cards or I might show you a customer card that indicates a
close relationship between us, such as a frequent customer card. The way we do these things on
the Internet, talking privately or demonstrating relationships, is through the use of cryptography.
Cryptography brings simple things in the concrete world into the virtual realm. Cryptography is
assurance at a distance, privacy at a distance, authenticity at a distance. It is how we get solidity
in a world that’s made of nothing but ones and zeros.
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CRYPTOGRAPHY IS HARD — AND THAT MAKES IT EASY

Cryptography is Hard — And That Makes it Easy

There are a number of reasons why cryptography is hard. It is hard because you already know a
good deal of the basics. You probably wrote a secret message when you were a kid. You’ve probably
at least looked at newspaper cryptograms, if not solved them yourself. Consequently, the basic terms
are ones with which you’re already familiar. However, cryptography has changed more in the last
30 years than it did in the previous 3,000. This is because modern cryptography is tied up with
computers. Also, the most significant changes are ones that have no direct analogue in nature. They
have an almost Alice1 In Wonderland quality to them. Public-key cryptographic systems — the core
of PGP software and all modern cryptography — are particularly counterintuitive. Cryptography
is also hard because you will have to unlearn a few things that you know, or perhaps a better way
to say it is that you’ll have to expand what you already know to include some new, subtle ideas as
well.

Cryptography is hard because the problems we are solving, the goals we achieve when we build
cryptographic systems are easy to state and understand. However, the technical mechanisms we
use are hard to build, hard to explain, and hard to understand. The good news, though, is that
you’re not alone. The best cryptographers in the world are constantly making mistakes, constantly
having to go back to the old drawing board. This means you’re on a similar footing to those of us
who have a lot of experience with cryptography. If something sounds screwy, it probably is.

As I’m writing this book, I’m also reading an email discussion of a new cryptographic system. It’s
easy to explain – I want to be able to send you a message and want you to know that it hasn’t been
changed in transit, and this is a mechanism for that. The discussion has degenerated into “You
haven’t proved that.” “Yes, I have.” “No, you haven’t.” “I sent a proof to the mailing list.” “That’s
not a proof.” “Yes, it is.” “No, it isn’t, you fool.” “It is, too, and I’m not going to stand for being
called names.” “Yes, you are going to stand for it, because you’re only proving me right that you
don’t have a proof and you are a fool.” Cryptography is so hard that it reduces grown men and
women with fancy titles like Professor of Mathematics to parodies of Bugs Bunny and Daffy Duck.

And that’s why cryptography is also easy. It’s so hard that people may have more experience than
you, but they’re not any more sure of it. Cryptography is easy because there is no embarrassment
in needing something explained to you four times before you get it. The best cryptographers in the
world have gotten that way by making the most mistakes. It’s so hard that there’s room to have
unconventional opinions because many things are under active, noisy debate. This ongoing debate
makes it not only an exciting technical discipline, but also an enjoyable spectator sport.

Perfectly Hard or Hardly Perfect?

In understanding cryptography, it’s also important to understand some of the terms we use and
the way we use them. There are, unfortunately, many things we will say that do not have formal,
rigorous definitions. As examples, I will talk about hard problems or a perfect system. Although
there’s no formal, agreed-upon, mathematical definition of a hard problem, a hard problem is one
where there isn’t a solution that is better than guessing. A perfect system is one based on a hard
problem.

1We’ll hear a lot more about Alice and her other friends as well.
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WHAT IS CRYPTOGRAPHY, ANYWAY?

Now, colloquially, what many cryptographers mean by hard is that it also be practical, and this
distinction is where I’m going to break ground with them. I’m going to talk differently about
practicality and hardness because I think there is value in separating them.

To be ridiculous, let’s presume we’re going to talk about a perfect encryption system, one that
is based on truely hard mathematics, but there are only three possible solutions. It’s not very
practical — guess all three options and then you’re done. It’s idiotically impractical as a way to
keep secrets. But the advantage of hard problems is that if you increase the number of options from
3 to 340,282,366,920,938,463,463,374,607,431,768,211,456 (which happens to be 2128), then it’s all
of a sudden practical.

What is Cryptography, Anyway?

Because you already know a lot of the basics, I’ll jump into some definitions. Cryptography is the art
and science of secret writing. The word itself comes from the Greek for “hidden writing.” When we
use cryptography, we start with ordinary data that we call plaintext and produce from it something
unreadable, called ciphertext. The recipe that we use for transforming plaintext to ciphertext and
back again is a cipher. A cipher also uses a secret as part of its transformation, and that secret
is called a key. Turning plainext into ciphertext is called encrypting, and turning ciphertext into
plaintext is called decrypting. Thus we can say:

Encrypting: ciphertext = cipher(key, plaintext)

and

Decrypting: plaintext = cipher(key, ciphertext)

Related to ciphers are systems called codes. A code is merely a table that makes a correspondence
between symbols (typically numbers) and letters, words, etc. For example, anyone who uses a
computer is using a code that numbers various characters. As an example, the letter A is given the
number 49 in the code I’m writing in now, called Unicode [Unicode]. In the heyday of telegraphy,
codes were used that had numbers for words or entire phrases [Codebooks]. Codes and ciphers were
often used together. That is still true with computers today, because all text we use is composed of
codes. Ciphers differ from codes in that a cipher has a secret variable called a key that (if everything
goes according to plan) modifies the encrypted data so it is unreadable by anyone who doesn’t know
the key. However, if a code is a secret code, that is also a form of cryptography, a form of hidden
writing.

Cryptography has a sister discipline called cryptanalysis, which is the art and science of breaking the
ciphers and codes that a cryptographer creates. Together, cryptography and cryptanalysis form the
discipline of cryptology, but colloquially, the word cryptography is often used to mean cryptology.
I am frequently guilty of this imprecision.

There is another related discipline called steganography. Steganography comes from the Greek
meaning “covered writing.” Cryptography literally means hidden writing, but it’s not hidden, it’s
just not readable. You can see an encrypted message. Steganography is actually hiding messages
(which may also be encrypted). For example, a steganographic system might hide a message in a
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A HISTORY OF THIS BOOK

picture or music so that it can’t be seen or heard. Invisible inks and hollow heels in shoes are also
forms of steganography [STEGO]. Breaking steganographic systems is called steganalysis.

An important difference between codes, ciphers, and steganography2 is that codes and stegano-
graphic systems are fixed systems. If you have a code book and therefore know that the number
for the word transparent is 22611 [Slater], then someone using that code book for secrecy needs
to overhaul (15740) their code. Similarly, steganography is difficult to use practically because it is
hard to have standard hiding places that don’t give away where to look. Effective steganography
must be custom-built.

In contrast, cryptography has the advantage that the entire system can be made public. The only
secret part of a properly built cryptographic system are the keys. Consequently, a cryptographic
system can be publicly debated, reviewed, and improved without hurting the security of the people
who use it.

At PGP, we rely on this principle in using only standard, reviewed components. We also extend
it to you by making our software available for review [PGPsource] so that anyone can look at our
software and verify that it is correctly built. Approximately 2,000 people per month took us up on
this offer in 2005.

A History of This Book

When Phil Zimmermann wrote the first PGP software, it included text files that described the PGP
program and its basic operation as well as increasing detail, including the actual data formats of
PGP messages. That grew into an entire book, including all of these things [PGP2]. The source
for the PGP program was published in another book, the start of PGP’s tradition of open access to
the software [PGP2S]. O’Reilly published a book in 1995 [ORPGP], that covered a lot of of ground
and history.

The original An Introduction to Cryptography appeared as a part of PGP 6.0 in 1998. The product
manuals for the PGP software described the basic operation of the system. We published the
source code for the product in its own set of books. PGP as a protocol had become the OpenPGP
standard [OpenPGP] [OPGPMIME]. There were also a number of other technical books that
described the details of how the core cryptography works for programmers, engineers, scientists,
and mathematicians, but nothing available that covered the subject for intelligent, curious readers
to start from and then progress to whatever level of detail they wanted. Thus An Introduction to
Cryptography was written to serve this need.

Many things have changed since then. The United States’ export regulations permit us to put the
PGP source code [PGPsource] directly on the web site rather than having to publish it in books3.
The PGP software has grown from being tightly controlled to one that is available in more than

2If you want to make a rigorous taxonomy, you might rightly term codes as a form of steganography. Historically,
codes and ciphers have always gone together but hiding techniques have been considered a separate discipline —
breaking codes and ciphers being different than breaking invisible inks, for example. So I’ll keep lumping codes and
ciphers together and separate from steganography.

3The U.S. export regulations said then and still say that printed material, including source code, are exempt from
them. This allowed us to make the program available for peer review legally by exporting printed copies. That was
an awkward and unwieldy process, and thankfully no longer necessary.

4



SPECIAL THANKS

100 countries. Ten years ago, the PGP software was very political; using it was almost an act of
defiance. Today, it is pretty ordinary, and often fulfills a business or legal requirement to encrypt
data.

Although there are many other resources available, there is still no replacement for An Introduction
to Cryptography as a good place to learn about cryptography, the PGP software, and then where
to go. This book is still useful, still needed. We’ve completely revised it to take into account the
way the world has changed not only since 1991, but since 1998.

Special Thanks

Paulina Borsook edited, gave aid, support, research, writing assistance, and much-needed snark.
Olivia Dillan and Will Price insisted this book had to be re-written. Barbara Jurin provided
her usual fine editing. Phil Zimmermann also edited and insisted that the tone of this book be
conversational. Tom Stoppard taught me that you can’t explain something thoroughly without an
infinite series of right parentheses. (And more....)
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Chapter 2

Why Cryptography is Important

If you reveal your secrets to the wind you should not blame the wind for revealing
them to the trees.

– Kalil Gibran, Sand and Foam

People are creatures that communicate. We also choose to whom we tell what. From the earliest
age, not only do we talk, but we whisper. Not only do we write, but we pass notes. Shortly after
we learn to talk, we learn to whom to say what.

Cryptography is important because on the surface it is about making something secret, but it
is also about controlling access, specifying who can get to information under what terms. Very
likely, you are studying crypto partially out of intellectual curiosity, but also because of some actual
requirement that you have. As the world’s economy becomes more reliant on information rather
than physical goods, cryptography becomes more essential because it is how you whisper rather
than shout. Furthermore, legal requirements — laws and regulations — make it so that there are
risks associated with losing data, which means there are real legal risks to anyone getting access to
data you have.

Sadly, there are many things that are important, things we all should be doing that we’re not as
good at as we should be: flossing our teeth, changing the oil in the car every 3000 miles, and
making sure that customer spreadsheet is encrypted on the laptop. If you are facing the difficulty
of convincing yourself or others why you should be using cryptography, here are some stories you
can use as ammunition.

Into the Breach: Horror Stories

Let’s look at some recent security breaches cryptography could have prevented at best or turned
into minor nuisances, at worst. I picked stories that go beyond the recent stream of data breaks and
backup losses. These are all stories that very likely you didn’t hear about because they happened
before data breaches became national news.
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Stolen Laptops

Stolen laptops are one of the most common sources of potentially catastrophic security lapses.
Laptop thefts constitute about 48 percent of all computer thefts, followed by desktops at 26.7
percent and handheld computing devices at 13.3 percent1.

Total losses from laptop thefts amounted to more than $6.7 million in 2004, and that figure covers
just the cost of the hardware, not the value of the data the computers contained2. In fact, PGP
creator Phil Zimmermann has had two of his laptops stolen in train stations. Happily, Zimmermann
practices what he preaches, so the thefts of his laptops ended up being annoyances, not catastrophes.
Potential targets will only continue to increase: IDC reported that in 2005, over 50 percent of the
PCs sold in the United States were laptops, up from the 29 percent reported in 2004.3 This is an
important threshold; over half of the computers people use are easily carried.

No one wants to lose a laptop; more and more of us have significant parts of our business and lives on
our laptop. But if the data on the laptop has been encrypted, a theft is closer to an annoyance than
a catastrophe. Consider these incidents where laptops containing unprotected data were stolen:

• In June 2004, University of California, Los Angeles, representatives warned 145,000 blood
donors they could be at risk for identity theft due to a stolen university laptop. Thieves broke
into a locked van in November 2003 and grabbed a laptop with a database that included
names, birth dates, and Social Security numbers for all blood donors. The database did not
include medical information other than blood type, and university officials did not recognize
the significance of the loss and the potential for identity theft until the matter came up in a
security audit in May 2004.4

• In May 2004, a laptop containing information on as many as 100 ongoing U.S. Drug Enforce-
ment Agency (DEA) investigations was stolen from the trunk of a car of an auditor for the
U.S. Department of Justice’s (DOJ’s) Office of the Inspector General (IG)5. The auditor then
changed his story, claiming he had thrown the computer into a dumpster after he had acci-
dentally damaged it. Regardless, the laptop contained 400 pages of case-file data that would
make it possible to guess the identity of informants. Note that this incident occurred 2 years
after the DOJ IG issued a report slamming the DEA and the FBI for shoddy data-security
practices.

• In March 2004, a backup hard drive (not a laptop, but might as well have been) in the
process of being driven to a bank for safekeeping was stolen out a Spotcheck employee’s car6.
Spotcheck is a contractor that performs health insurance eligibility status for major U.S. health

1“Laptop locks: easy to use, easy to pick,” St. Paul Pioneer Press, September 8, 2004:
<http://www.duluthsuperior.com/mld/duluthsuperior/business/9602739.htm>

2Computer Security Institute, 2004 CSI/FBI Computer Crime and Security Survey
3Fitzgerald, Michael, “How to Stop a Laptop Thief,” CIO Magazine, December 8, 2004:

<http://cio.idg.com.au/index.php/id;1973406143;fp;4;fpid;18>
4Becker, David, “UCLA laptop theft exposes ID info,” CNet News.com, June 10, 2004:

<http://news.com.com/UCLA+laptop+theft+exposes+ID+info/2100-1029_3-5230662.html>
5“Missing: A Laptop of DEA Informants,” Newsweek, June 7, 2004:

<http://www.msnbc.msn.com/id/5092991/site/newsweek/>
6Lazarus, David, “Window smashed, data lost,” San Francisco Chronicle, May 12, 2004:

<http://www.sfgate.com/cgi-bin/article.cgi?file=/chronicle/archive/2004/05/12/BUG8O6JPV71.DTL&type=business>
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insurance companies nationwide such as Blue Shield and Cigna. In this case, personal and
medical information on the 100,000 members of the Alameda Alliance for Health was stolen
along with that hard drive.

• In February 2004, a laptop containing the names, addresses, and Social Security numbers of
thousands of Wells Fargo mortgage customers nationwide was stolen from the unlocked car of
employees stopping for gas in the Midwest7.

• In January 2004, two laptops containing the names, addresses, dates of birth, Social Security
numbers, credit scores, marital status, and genders of 200,000 customers of GMAC Financial
Services was stolen from an employee’s car in Atlanta8.

• In December 2003, a laptop containing the names, addresses, and Social Security numbers
of about 43,000 customers was stolen from Bank Rhode Island’s principal data-processing
provider. In response, the bank’s CEO said the IT department planned to install encryption
and fraud-detection software on all its computers9.

• In November 2003, a laptop containing names, addresses, and Social Security numbers of Wells
Fargo home-loan clients was stolen from the office of a consultant hired by the bank10. The
thief, when caught, had a history of manufacturing fake IDs.

• In September 2000, the CEO of wireless giant Qualcomm, Irwin Jacobs, had his laptop stolen
while addressing a meeting of the Society of American Business Editors and Writers11. Jacobs
said that the machine contained “everything” from corporate information to several years’
worth of email; he was 30 feet away from the machine when it disappeared.

Insecurely Protected Network Resources

Even enterprises that should know better (such as one of the top computer-science schools in the
world or the world’s largest software manufacturer) or that proclaim their customer data is secure
(such as online stores) often are remarkably careless. Encryption of stored data could have prevented
security breaches such as the following from happening:

• In August 2004, a hacker broke into a University of California, Berkeley, computer containing
a database with the names, addresses, Social Security numbers, and dates of birth of 1.4
million caregivers and care recipients who had participated in California’s In-Home Supportive
Services (IHSS) program since 2001.12

7Lazarus, David, “Car thief whisks off Wells data,” San Francisco Chronicle, April 16, 2004:
<http://sfgate.com/cgi-bin/article.cgi?f=/c/a/2004/04/16/BUGH865O141.DTL>

8McDougall, Paul, “Laptop Theft Puts GMAC Customers’ Data At Risk,” InformationWeek, March 25, 2004:
<http://informationweek.securitypipeline.com/news/18402599;jsessionid=YWJ4ORVP2WZQIQSNDBGCKHY>

9Mearian, Lucas, “BankRI customer information stolen along with laptop,” Computerworld, December 19, 2003:
<http://www.computerworld.com/securitytopics/security/story/0,10801,88443,00.html>

10Lazarus, David, “What’s Next for Wells,” San Francisco Chronicle, December 21, 2003:
<http://sfgate.com/cgi-bin/article.cgi?file=/chronicle/archive/2003/12/21/BUGE73RAKL1.DTL>

11“Qualcomm CEO Loses Laptop,” Wired News, September 18, 2000:
<http://www.wired.com/news/business/0,1367,38855,00.html>

12Claburn, Thomas, “Break-In At Berkeley May Have Compromised Data Of 1.4 Million Californians,” Informa-
tionWeek, October 20, 2004: <http://informationweek.securitypipeline.com/news/50900323>
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• In February 2004, chunks of Microsoft Windows 2000 and Windows NT source code were
posted on the Internet. Microsoft had not authorized this publication of more than 600
megabytes of its operating system — a field day for people interested in examining the software
for security-related bugs13.

• In August 2003, a hacker broke into the server at the Bancroft Library at the University of
California, Berkeley, gaining access to the names, addresses, and driver’s license numbers of
17,000 library users from all over the world. The Bancroft is a repository for rare books and
historical artifacts, not a place whose use would usually lead people to feel that they might
be at risk for identity theft. Data going back 12 years was stored on the library’s server14.

• In February 2002, purely on a lark, a young computer programmer named Jeremiah Jacks
was able to pull down every name, credit-card number, and associated expiration date for all
200,000 customers on the Guess.com website15. Because Guess.com had claimed that all its
customer data was securely encrypted at all times, the company was fined by the U.S. Federal
Trade Commission (FTC), required to create and maintain an independently audited security
program for 20 years, and prohibited from making any claims about the security of its data.

Although it was not fined by the FTC, in June 2003, Jacks found that PetCo.com had the
same database vulnerability as Guess.com16.

Javelin Strategy and Research and the Better Business Bureau released their 2006 Identity Fraud
Survey Report in January 2006. This report updates a report made in 2005 by Javelin and BBB as
well as an FTC survey report from 2003 [IDTheft].

The survey report includes information such as:

• The number of adult victims in the U.S. decreased from 10.1 million in the 2003 report to 9.3
million in the 2006 report.

• However, the total one-year fraud amount increased from $53.2 billion to $56.6 billion from
the 2003 report to the 2006 report.

• The mean amount stolen from victims rose from $5,249 to $6,383.

• The time it took each victim to resolve the fraud also rose from 33 hours in the 2003 report
to 40 hours in the 2006 report.

A Few Words About Identity Theft

The definition of identity theft has changed in the last few years, particularly as a result of the U.S.
government passing laws to fight it. Under the legal definition, identity theft is nearly any misuse

13Lemos, Robert, “Microsoft Probes Windows Code Leak,” CNet news.com, February 12, 2004:
<http://news.com.com/2100-7349_3-5158496.html>

14Lazarus, David, “Online breach at Bancroft,” San Francisco Chronicle, November 23, 2003:
<http://www.sfgate.com/cgi-bin/article.cgi?file=/chronicle/archive/2003/11/23/BUG5D37C7T1.DTL>

15Poulsen, Kevin, “Guesswork Plagues Web Hole Reporting,” SecurityFocus, March 2, 2002:
<http://www.securityfocus.com/news/346>

16Poulsen, Kevin, “PetCo Plugs Credit Card Leak,” SecurityFocus, June 30, 2003:
<http://www.securityfocus.com/news/6194>
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of an identifier you might have. So if someone breaks into your iTunes account and buys a lot of
music charged to your credit card, that’s legal identity theft.

However, there is also a larger crime that we call identity theft. In this form of identity theft, the
criminal doesn’t merely use your credit card number, but also gets entire credit cards in your name,
under your credit records, and frequently they are sent to some other address. Let’s call them
little-i and big-i identity theft. In big-i identity theft, it’s a surprise to you that someone has been
pretending to be you, often for months. You find out about it because angry creditors trace the
false you to the real one.

Big-i identity theft is still primarily a low-tech crime. The criminal often has at least met you or seen
you and gets information about you from your trash, bills, pre-paid credit-card offers, and similar
information. Encryption can’t stop a dumpster-diver, but a shredder can. You need a shredder,
too. Not only will it protect you, but shredding junk mail is one of life’s great small pleasures.

Laws and Regulations

Nearly any discussion of cryptography includes a section on laws and regulations that hover around
its use. However, that discussion has changed radically. In years past, the discussion would have
been about legal and regulatory limitations on the use of cryptography. Although these have not
completely gone away, they are no longer an impediment to using encryption. Those remaining
restrictions will be discussed below. One of the most significant changes in the use of cryptography is
that in the last few years, laws and regulations have arisen that promote its use, cajole organizations
to use it, and in some cases actually require its use such as in the United States, and in the European
Union, and other countries as well.

Following is an overview of a number of regulations. Please note that as time goes on, there are far
more likely to be more of them rather than fewer.

Privacy Regulations

• The European Union Privacy Directive, also known as the Data Protection Directive (DPD),
mandates that all EU member countries enact comprehensive legislation protecting personal
data. It also requires that non-EU member countries doing business with member countries
follow minimum standards for safeguarding personal data. The seventh of the DPD’s eight key
principles requires that personal data must be secure. It is the world’s model for all privacy
laws. [EUDPD]

• Canada also has some of the best data privacy laws. There are have two key laws, the Privacy
Act and the Personal Information Protection and Electronic Documents Act. Individuals
are also protected by the Personal Information Protection and Electronic Documents Act or
PIPEDA. [CANPRIV]

• The National Privacy Act of Australia and National Privacy Principlesprotect personal in-
formation possessed by government agencies and safeguards the use and collection of tax-file
numbers. [AUPRIV]
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• The U.S. Health Insurance Portability and Accountability Act (HIPAA) requires that the De-
partment of Health and Human Services (HHS) establish security standards and privacy
guidelines for the electronic exchange of health insurance data and personally identifiable
information.

Note that HIPAA is not strictly a privacy law; the “P” in it stands for Portability, not Pri-
vacy. Its goal is to encourage standard, portable transfer of health and insurance records. To
make portability a step forward rather than a step backwards, there has to be privacy and
security. The HIPAA Final Security Rule mandates security policies and procedures and expli-
citly suggests the use of encryption, “for transmitting electronic protected health information,
particularly over the Internet.” HHS encourages the use of encryption as part of HIPAA’s
Technical Safeguards.

• Japan’s Personal Information Privacy Act (PIPA) applies to any company that has offices in
Japan and has the personal data of at least 5,000 people. Personal data includes the person’s
name, address, sex, date of birth, telephone numbers, and email address. PIPA requires that
a company have a Chief Privacy Officer who manages compliance and sets fines of ¥300,000
or jail sentences of up to six months for violations. [JPPRIV]

Compliance Regulations

• Basel II (The New Capital Accord). Created by the Bank for International Settlements, this
set of regulations was designed to reduce risk in the operations of international financial
services providers (FSPs) in Europe, the Americas, and Asia. Among other things, Basel II
sets standards for measuring and improving FSP information technology security.

• Sarbanes-Oxley Act (SOX). SOX is a U.S. corporate-accounting legislative cleanup effort, de-
manding greater transparency and accountability in publicly held U.S firms and their auditors.
SOX Section 404, Management Assessment of Internal Controls, stipulates that internal IT
systems be tested (and upgraded, as needed) for soundness and security. To meet the SOX
Section 404 challenge, the Business Security Alliance formed the Information Security Gov-
ernance Task Force, which identified IS0 17799, a security-controls standard that met the
requirements of the Federal Information Security Management Act (FISMA).

Sarbanes-Oxley does not specify how to adequately secure financial reporting information, nor
does it specifically mandate encryption solutions. However, both ISO 17799 and the security
controls for FISMA include recommendations for encryption and digital signature controls to
help prevent the loss, modification, or misuse of system data.

• Gramm-Leach-Bliley (GLB, also known as the Financial Services Modernization Act) is an-
other U.S. compliance law. It requires that financial institutions maintain the confidentiality
and security of customer information, with particular emphasis on protecting data from hack-
ers.

Although GLB guidelines do not require encryption of customer information, if the financial
institution concludes that encryption is appropriate, then it must implement it. The Federal
Financial Institutions Examination Council (FFIEC) recommends encryption as an appro-
priate risk-mitigation technology. Organizations that do not adopt encryption to the degree
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expected by the FFIEC have the burden of demonstrating that they considered it and showing
why they decided not to use it.

• U.S. Federal Drug Administration (FDA) Title 21 Code of Federal Regulations Electronic Re-
cords; Electronic Signatures (CFR Part 11) is part of the Government Paperwork Elimination
Act, 21 CRF Part 11 promotes the use of electronic signatures in FDA-regulated industries
and specifies how electronic records must be handled by medical device, drug, and biological
manufacturers. Part 11 focuses on authenticity and confidentiality of data and requires secure
and validated data management.

Breach Notification Regulations

The model law that started breach notifications is California Senate Bill (CA SB) 1386, the Database
Security Breach Notification Act, commonly called SB 1386. It amends the California Civil Code
so that any organization doing business within California, whether public or private, and whether
or not located in California, is required to notify any affected California residents of any relevant
security breaches within their organizations. CA SB 1386 applies to unauthorized dissemination
of driver’s license, Social Security, credit-card, bank account, and library card numbers or similar
data.

Although SB 1386 does not specifically require organizations to encrypt personal information, it
states that the law does not apply to data that has been encrypted. In other words, if personal
information is encrypted, organizations can avoid having to notify customers of a security breach.

SB 1386 is the reason that in 2005 there were so many reports of companies losing data, often
through no overt act of their own. Sometimes it has been from a laptop or computer stolen just
for the money17. However, SB1386 has been a very significant law. It requires only notifying the
people whose data was lost (and permits them to sue), without any penalties other than public
embarrassment. Additionally, it provides a “get out of jail free card” if the data that was lost was
encrypted. This requirement has gently pushed businesses to take breaches more seriously.

As I write this, 23 states in the US have enacted similar laws. There is discussion in Congress for
a national version. There are now similar laws in Australia, Japan, and other countries. The effect
of SB 1386 is such that I cannot accurately describe the world situation except to say that the
worldwide trend to notification is such that it’s a good idea to encrypt sensitive data.

Laws and Regulations Limiting Cryptography

Prior to the late 1990s, cryptography was considered a military technology. It was regulated the
same way that arms were regulated, under the very same regulations. This practice gradually
changed over a few years, particularly in the United States and France, which had the tightest
restrictions.

17My own health association in California “lost” some 750,000 personal records as part of computer thefts. It turned
out after an investigation that it was an inside job and the computers were stolen as things — it wasn’t the data at
all the thieves were after, but the money from selling the “used equipment.” But when it received national attention,
the plot came to light and the thieves even turned themselves in.
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Cryptography is still considered a “dual-use” technology, one that can be used for both civilian and
military purposes. It is no longer considered a munition, but merely something that can be used for
both good and evil, just like nuclear fuel and video games18. However, there was a huge change in
regulations governing the use of cryptography in 1999 and 2000. France, which had previously been
the most restrictive country in regards to the use of cryptography, became one of the most liberal.
The United States had no restrictions on the use of cryptography, but had them on the export of
cryptography. The U.S. export regulations were dramatically liberalized in 2000.

Worldwide, export of cryptography is still controlled under the “Wassenaar Agreement” an inter-
national set of agreements that control dual-use technologies. There are continual changes to the
agreements, and in general, the laws and regulations continue to move towards sanity, despite in-
ternational terrorism.

At this writing (late 2006), cryptographic software such as PGP software can be freely sold and
downloaded everywhere but the U.S.’s list of seven restricted countries: Cuba, Iran, Iraq, Libya19,
North Korea, Sudan, and Syria. The remaining barriers to the free use of cryptography are less
export restrictions from the U.S., but import restrictions into countries that value wholesale spying
on their citizens (such as China).

The laws and regulations limiting cryptography still exist, but for practical purposes are a thing of
the past.

18Very fast computers are considered dual-use, and things being what they are, the fastest computers available end
up being used for game computers. This practice leads to the ironic situation that game consoles end up with some
of the most bizarre export issues.

19Libya is being removed from many restrictions as a result of normalized diplomatic relations. By the time you
read this, it may be removed from all restrictions.
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Chapter 3

An Inadequate History of Cryptography

History is written by the historians.
– Sir Leigh Teabing (attributed)

The definitive adequate history of cryptography is David Kahn’s The Codebreakers: The Story of
Secret Writing [KAHN]. The Codebreakers inspired a whole generation of cryptography and security
experts. It covers the history of codes and ciphers, making and breaking them from the Egyptians
through WWII. Kahn’s other books are also well worth reading for more detailed looks at cryptologic
history.

However, Kahn trails off in The Codebreakers precisely where cryptography starts to get interesting
in today’s practical aspects of it. Even other adequate histories such as Singh’s The Code Book
[SINGH] do not tell someone with practical interests and needs where we are and how we got here.
That is why I offer this inadequate history of cryptography. I will gloss over many things that you
can read elsewhere in luscious detail. I’m not going to summarize Kahn. I am going to talk about
things he couldn’t, and be biased, glib, and on occasions puckish.

Human Cryptography

Cryptography is nearly as old as writing. No one knows exactly when it started. My opinion is that
about the time three people knew how to read and write, two of them wanted to write something
that the third one couldn’t read. I can only hypothesize, but my bet is that it was the second and
third scribes who realized that if they got clever, they could take old smarty-pants down a peg or
two. Somewhat after this, kings and rich merchants realized the power of written messages1. If you
wrote something down and sent it to your ambassador, general, buyers, and other trusted people,
the messenger (who was illiterate, because there were only a few hundred people in the world who
could write) couldn’t read it. If the messenger was intercepted, the message couldn’t be beaten out
of him, because the messenger didn’t know what the message was.

1Governments and merchants have always funded the development of technology. They transformed writing itself
from merely being a generally accepted accounting trick to the first form of telecommunications. The value of
communications at a distance has not been lost on government, military, or business ever since.
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Of course, once it became relatively common for there to be experts who could decode chicken
scratch on tablets, the technologists had to come up with secret writing that not everyone can read,
and thus cryptography became a discipline and technology, rather than a parlor trick among scribes.

Just as biologically, ontogeny recapitulates phylogeny, so it happens with cryptography. When I
was a kid, I learned that if you passed notes in class with secret writing, they couldn’t be read aloud
to everyone when intercepted by an adversary. I learned to write notes in Greek letters – which
is a form of coding rather than ciphering, but it’s a good start at secret writing. When you start
at it, it looks easy enough, but you run into all the classic coding problems. Immediately, I had
to cope with the fact that there is no Greek character for “J,” two for “O,” and two ways to code
a “C.” Other people would immediately note other coding issues, such as one glyph for “TH” and
“CH” but no good way at all to code an “SH.”

Bruce Schneier somewhat famously said that there are two types of cryptography: the sort that
will stop your little sister from reading your files and the sort that will stop national governments.
Robert Morris Sr gives the advice that there are two factors in information security – the desire of
the adversary to read your files, and how much you care that they do. If your adversary doesn’t
particularly want to read your files, you don’t need to spend much effort protecting them. If your
adversary very much wants to read your files, then you must spend a lot of effort to protect those
files. Taken together, these observations suggest that there’s actually a third sort of cryptography
that Bruce didn’t mention — the sort of cryptography that is inadequate to stop your little sister
(who desperately wants to read your files), but is completely adequate to stop your teacher (who
only wants you to stop passing notes in class)2. Writing in Greek letters is this third form of
cryptography.

With the help of another annoying teacher and my sympathetic mother, I moved on to another
form of coding — Gregg shorthand. Shorthand has a number of advantages as a coding mechanism.
First, the glyphs it uses are not letters, but a delightful set of squiggles. Second, it isn’t an alphabet;
it is a phonetic coding system. The adversary in this case was someone who wanted to teach us all to
take notes, but what he called notes most of us would call dictation. He graded on the accuracy and
completeness of the dictation we students took. Writing in shorthand allowed me to take complete
notes that he couldn’t read, but I could prove were complete3.

Coding as a general technique is doomed to fall to the dedicated little sister. In its most advanced
forms, it worked reasonably well for thousands of years against national governments. To break the
code, the attacker merely has to deduce or obtain a copy of the coding system. Unfortunately, that’s
all they have to do. Little sisters will always have an easier time of this than national governments.
Techniques that look clever, such as inventing your own symbols, turn out to be mediocre in practice.

And so just as people did in millennia past, brothers will progress up the phylogeny from codes to
ciphers. In history, Julius Caesar famously and effectively used ciphers. The one that he used is
very simple — shift the letter being used by three. Thus, “A” becomes “D,” “B” becomes “E” and
so on. The key here is 3, because it’s simple to make it be a different number. Now, this isn’t a
very good cipher because the key space, the total size of possible keys, is only 264 and it is thus
relatively easy for a cryptanalyst to write out all the possibilities.

2It also suggests that Bruce doesn’t have a little sister, or at least not one like my little sister.
3Note, however, that this method is still vulnerable to the little sister adversary who has access to both mother

and shorthand textbooks
4Smaller for Caesar, as the Romans had fewer letters, notably missing “J” and “U.”
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The foregoing describes the way that ancient cryptography progressed — and often did not progress.
Cryptography was something that a person did. An expert cryptographer would devise ways to code
and encipher. Expert cryptanalysts would devise ways to translate the codes and break the ciphers.
Some cryptographers would write books about principles of code making. Some cryptanalysts would
write books about the principles of code breaking. Often, these books themselves would be secret
or in limited distribution. Often, talented cryptanalysts would be accused of being in league with
the devil, having magical powers, or causing hunts for spies inside the group that was coding.

Human cryptography is also limited by the complexity of the system. In all these systems, there is
the danger of miscoding, misciphering, or both. It reached its pinnacle around the time of WWI
[AEGEAN]. By this time there were books that described how systems worked and how they could
be broken. The best national cryptologic departments had codified their techniques well enough
that they could teach them as courses to new recruits. The knowledge itself was considered secret
and proprietary, as there were many nations that did not have the same levels of expertise as the
best ones. Roughly by the end of WWI, cryptography had ceased to be a black art, and was
becoming a science. The science progressed further through the end of WWII, during which human
cryptography was actively used. The techniques of human cryptography are likely even used by
some computer programs, which is why the cryptography in these systems is trivial to break.

A cryptanalyst typically breaks a message by relying on the fact that some letters appear more often
than others. By looking at the frequency of the cipher characters, the cryptanalyst guesses that
the distribution in the ciphertext will approximate the distribution of letters in the unencrypted
plaintext. The order of most commonly used letters in English is ETAOIN SHRDLU. In fact,
statistical variations in encrypted data is how almost all cryptanalysis is done.

The cryptographer can fight this statistical cryptanalysis through a number of techniques:

1. Make the messages smaller. If the messages are small, then the cryptanalyst has less
statistics to gather. This is easier said than done. After all, the whole point of encryption
is to be able to communicate secretly, and not communicating ruins the point. The logical
conclusion of making messages smaller is not to send them at all.

2. Smooth out the statistics out. The cryptographer can change the statistical count of
letters by having extra copies of common characters as well as noise characters that don’t
mean anything. For example, instead of numbering letters from 1 to 26, why not take digits
from 1 to 100 and have a few “E”s but only one “Q.” This helps, but really only forces the
cryptanalyst to collect more text before applying statistics. Worse, human beings are bad at
using the multiple characters well, and they don’t switch them around enough.

3. Use symbols not just for letters, but for whole words. This technique is why codebooks
were so popular in advanced human cryptography. This approach makes the cryptanalyst’s
job harder, because they have less to go on. Even better, combine this technique with the one
above by having multiple codes for common words.

4. Encipher only parts of the message. This cuts down the amount of ciphertext the analyst
gets, but on the other hand yields context. Often what the cryptanalyst gains from the context
renders the cryptography moot. A message like, Diplomatic bigwig from 9001 met with
trade minister from 9049 and discussed the ongoing tensions in 9964, combined with
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a newspaper might give away that 9001 means the United States, 9049 is Germany, and 9964
is Iraq. These snippets will aid the cryptanalyst later, especially since all those start with
9000.

5. Use multiple ciphers. If different parts of a message are encrypted differently, it makes the
analyst’s job harder. Again, this approach makes life harder for both communicating parties.

One of the more interesting forms of advanced human cryptography is the Jefferson Wheel [JWheel],
named for its inventor, the U.S. philosopher and President, Thomas Jefferson. It consists of a set
of rings, each with a scrambled alphabet. The key is the construction of the wheel. I encipher by
dialing my message on the rings and sending you the row of letters above my message. It thus uses
a whole set of ciphers, one on each ring, and gets added security this way.

All these techniques, however, make human cryptology a contest between the cleverness of the cryp-
tographer and the cleverness of the cryptanalyst. Often, as well, being too clever in cryptography
can actually aid the cryptanalysis. [URBAN]

Machine Cryptography

After WWI, a number of people started thinking of new ways to do cryptography. Cryptography was
becoming a science, and skilled experts had broken even the most sophisticated human cryptographic
systems [ADFGVX]5. The goal, of course, was to create a cipher that was unbreakable. The means
to that goal seemed to be to create cipher machines that would take the same basic principles that
human cryptographic systems used, but with complexity and reliability that would make breaking
such a cipher beyond the ken of any human cryptanalyst.

The most famous of these machine cryptosystems is the Enigma machine. It was built by Arthur
Scherbius and Richard Ritter in 1918. Scherbius’s original business plans were to sell the Enigma for
encrypting messages for banks, lawyers, and the like. It was not until years later that the German
government saw the Enigma, liked it, and began its use to encrypt messages. Although it was the
machine used most often by German agencies during WWII, it was not the only — or even the
most complex – device used. Nonetheless, a variety of the Enigma was regularly used by major
governments until the early 1990s. [EnigmaBP] [EnigmaDM]

Machine cryptosystems generally followed a basic design based on a series of gears, wheels and
rotors that stepped as they encrypted texts. The Enigma used three or four of these rotors originally,
growing to eleven in the NEMA (for Neue Machine, or New Machine). This class of cipher machines
is often called rotor machines.

The rise of machine cryptography was a success. You may be surprised to read that; the Enigma
is famously broken by the Allies as was the Japanese PURPLE machine [MAGIC]. The American
Hagelin M-209 machine was also broken [Hagelin]. Machine cryptography succeeded because it put
the human cryptanalyst out of business. Now, there were many human cryptanalysts still employed,

5ADFGVX was also different from what I have described previously in that it not only substituted letters for other
letters, but also rearranged the letters in permutations, using two ciphertext symbols to denote a plaintext symbol.
It is called ADFGVX because it used only those six letters in pairs.
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and of course humans broke machine cryptography even as they improved it. But cryptanalysts
changed as a result of machine cryptography. Before the machines, a cryptanalyst typically came
from a language department of a university, not a math department. They would be people skilled
in languages, word games, puzzles, anagrams, and so on. The rise of the machines meant that
cryptanalysts started to become statisticians, mathematicians, mechanics, and engineers.

There is also one other thing that machine cryptography did: it forced the invention of the digital
electronic computer.

Like most things, electronic computers weren’t created all at once. A number of computers were
built mechanically or electromechanically with relays and telephone switching equipment. These
devices were used by the cryptanalysts faced with machine cryptography because they had to. The
problems machine cryptography created were just too large to be solved by hand. Electromechanical
systems that weren’t quite computers broke the Enigma6 as well as the Japanese PURPLE and
the Hagelin machines. The Lorenz machine, a cipher machine used by the Germans for high-
level communications, needed more oomph than the mechanical systems had. Therefore, the first
programmable, fully electrical, digital computer was created to cryptanalyze the Lorenz machine.
That computer was called Colossus.

Colossus is not fully programmable the way modern computers or Konrad Zuse’s machines [ZUSE]
are. You program Colossus by flipping switches to program it, and all of the programmable things
are related to breaking codes in general and the Lorenz machine in particular. But what it may have
lacked in general-purpose utility it made up for in speed. Colossus was fast. A Colossus emulator
running on a modern Pentium needs about a 2GHz machine to keep up with a real Colossus. In
contrast, Zuse’s machine, which was programmable enough to play chess7, was capable of about
2000 calculation per hour, not two billion per second.

There were a total of 10 Colossi made. After the end of the war, two were sent to Cheltenham
from Bletchley Park, where they were in use until the early ’60s. The others were destroyed under
Churchill’s orders and the plans burned. Colossus was something of a myth for 50 years, talked
about vaguely in both computer science and cryptology circles, especially because it was built
directly from Alan Turing’s work. It was finally rebuilt by a team led by Tony Sale of the Bletchley
Park Trust [BPTrust] and Codes and Ciphers Heritage Trust [CCTrust] over the course of a decade.

The effect successful machine and computer cryptanalysis had on the world was significant: all
forms of cryptology were considered pretty much the domain of national governments for the next
few decades, and national governments were resentful of any civilian dabbling in the discipline.

To a certain extent, this is understandable, given the effect machine cryptology had on WWII.
In fact, machine cryptography was quite successful even after the war. The Swiss, for example,
made an 11-rotor version of the Enigma called NEMA, and it was actively used until the early ’90s.
Rotor-based ciphers still affect the design of stream ciphers to this day.

6An excellent movie to watch is the movie Enigma [EMovie]. It is a mystery set in Bletchley Park, where the
British cryptanalysis took place. The plot itself isn’t historically accurate, although it is still an engaging mystery
tale. But unlike most movies set in some historical or technical setting, Enigma is accurate in historic details —
cryptographically, anyway. It was made with the direct help of the Bletchley Park Trust. One of its producers,
Mick Jagger, is a cryptography buff and has a collection of cipher machines. Consequently, if you want to see how
cryptography, cryptanalysis, and the rest of signals intelligence were done in that era, watch it and enjoy.

7Zuse boasted of this, and although the machines he was building at the same time as Colossus did not have the
capability of it, he did write a chess-playing program about 60 pages long.
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Eventually, the widespread use of computers brought another change in cryptography, the one with
which we’re concerned. As interesting as they are, human and machine cryptography are primarily
historic, not of present direct practical use.

Computer Cryptography

I somewhat arbitrarily picked the end of WWI to mark the beginning of machine cryptography. I’ll
pick the somewhat arbitrary date of 1975 to mark the beginning of the present age of cryptography,
the age of computer cryptography.

I pick 1975 for two reasons: the development of public-key cryptography, and the development of
DES, the Data Encryption Standard. Each of these, in its own way represent basic changes to
cryptography itself, the way it is used and thought about, and even the language we use to describe
it.

Public-Key Cryptography

Throughout the history of cryptography, there has been one problem that has made it difficult and
unwieldy — the problem of key distribution. The best cipher is only as strong as its keys. If the
adversary can deduce or obtain the keys being used, then they can read the ciphertext regardless
of the strength of the cipher8.

Key distribution limited the use of cryptography precisely because it was so hard. If you’ve ever
seen an old spy movie with someone carrying a briefcase handcuffed to his wrist, you’ve seen the
key distribution problem in popular culture.

In the early 1970s, a number of young mathematicians and cryptographers started to think about
the key distribution problem and how to solve it. Ralph Merkle, Whitfield Diffie, and Martin
Hellman each did individual work on it and also worked together on various schemes. Interestingly,
Ralph Merkle started out by trying to prove that it was impossible to finesse the the key distribution
problem. The three of them came up with various schemes to do this; one of them, Diffie-Hellman, is
actively in use today. A couple of years later, three other mathematicians, Ron Rivest, Adi Shamir,
and Len Adelman, came up with the RSA scheme named for them9.

Public-key cryptography changes the way cryptography is done and solves the key-distribution
problem by making a scheme that uses two keys, rather than one. Before, all cryptography had a
single key and that key was used to encrypt the data as well as decrypt it. Public-key cryptography
uses a pair of keys: one that encrypts the data and one that decrypts the data. Furthermore,
you cannot deduce the decryption key from knowing the encryption key. Because knowing the

8In fact, cryptanalysis is often at its best figuring out the keys being used, as opposed to actually breaking the
cipher itself.

9It is claimed that few years earlier, a few cryptographers at the British GCHQ came up with a public-key
cryptography scheme similar to RSA, but they neither published nor put it into practice, and so they remain an
uncredited footnote in history. CESG had at one time some information about “non-secret encryption” as they called
it, but I could not find them as I wrote this, and this makes their non-verifiable claim even less verifiable. The best
quick description I have available for you is Bruce Schneier’s at [NSENC].
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encryption key doesn’t let you know the decryption key, there is no reason for it to be a secret. You
might as well publish it in a newspaper, skywrite it, or scrawl on some bathroom wall, “For a secret
time, encrypt to this key.”

This is why this new form of cryptography is called public-key cryptography. One of the keys can be
completely public without hurting the security of the system. With public keys, we put the suave
guy with a briefcase handcuffed to his wrist out of business. We don’t need him to hand out the
proper keys to each of us — I just use your public key and you use mine.

As I’ve said before, much of cryptography is intuitive, because we humans have been doing crypto-
graphy of one form or other almost as long as we’ve been writing. It’s perfectly reasonable to look
at public-key cryptography like it’s something weird, because it is.

First of all, public-key cryptography creates a whole host of language problems. The encrypt key of
this system is pretty straightforwardly called the public key. The decrypt key, however, is sometimes
called the private key and sometimes the secret key. In my opinion, private is a better word than
secret, but that means that if we want to abbreviate them when we talk about the recipes to use
them, we’re talking about two things that start with P . Therefore we have to call them Pu (public)
and Pr (private), which is inconvenient, especially when scribbling on napkins in restaurants, as all
good systems designers do. Instead, we’ll call them the public key (P ) and the secret key (S), so
we can use different letters.

There is one more language problem. What do we call the plain old ordinary cryptography? We’ve
already used the words public, private, and secret. Another way the two types of cryptography
have been described is to call the original cryptography symmetric-key cryptography (because the
single key both encrypts and decrypts) and asymmetric cryptography for public-key cryptography
because, well, it’s not symmetric.

These may not be the best terms, but if you read more, you’ll see all of them used. From here
on, I’ll differentiate between the broad categories of public-key and symmetric cryptography, and
within public-key cryptography, I’ll refer to public and secret keys. I find these terms to be the least
tongue-tying, even if they mix metaphors.

How does public-key cryptography work? It is, as I’ve said, counterintuitive and downright screwy
to think that you can have these two keys that are joined yet unrelated. This is why it it is such a
recent development — and also because public-key cryptography is so hard to do that it wouldn’t
be practical at all if it weren’t for computers.

Pubic-key cryptography is based on the idea that there are some mathematical operations that
relatively easy to do, but hard to undo. Anyone who has ever had to do math by hand understands
this intuitively. Multiplying is easy, long division is hard. Factoring numbers, well that’s even
harder. Taking numbers to powers is easy, but taking roots and logarithms is hard. The different
public-key algorithms are based on this core idea that there is this asymmetry in doing and undoing.
By hand, it’s harder to factor 391 than it is to multiply 17 and 23.

Unfortunately, even (especially?) on computers, it’s not that much harder to do these hard opera-
tions than the easy ones. So we have to use very big numbers. These days, the smallest keys we
recommend using with the PGP software are 1024-bit keys, which are around 300 digits long. We
strongly recommend that you use keys that are are 2048 to 4096 bits long, which means they are
about 600 to 1500 digits in length!
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Working with numbers this big would not be possible without computers, and this is why public-key
cryptography is computer cryptography.

The Rise of Standard Cryptography

As I mentioned earlier, the other thing that happened in roughly 1975 was the development of the
Data Encryption Standard, or DES. Just as business needed to communicate secretly in machine
cryptography, this same need became apparent with computer cryptography. In 1973, the U.S.
government requested help in devising a cipher to be used throughout the federal government for
unclassified data and issued a second request in 1974. IBM responded to this request with a cipher
based on a previous cipher called Lucifer. As part of the process of creating DES, the National
Security Agency (NSA) changed DES, shortening its key from an 8-byte (64-bit) number to a 7-
byte (56-bit) number, and also changing some of its internal structure (specifically, data structures
called S-boxes). Furthermore, the NSA did not tell anyone why it made the changes it did, merely
saying that it had improved DES. DES was approved as a US Government Federal Information
Processing Standard (FIPS), FIPS-46, in 1977.

The NSA’s changes to DES made it controversial. How could shrinking the key from 64 to 56 bits
“improve” it, unless, of course you think a smaller key is an improvement? Secrecy makes people
suspicious, especially when that secrecy doesn’t jibe with intuition. For many years, cryptographers
had many not-very-polite opinions about DES. Despite a Senate Select Committee on Intelligence
investigation into the matter, which concluded that there had been no flaw introduced into DES,
civilian cryptographers presumed that not only had the NSA weakened DES, but it was quite
likely that they had knowledge about DES’s internal structure that would let it decrypt messages
encrypted with DES with substantially less work than the rest of us could10. An internal secret
flaw in a cryptosystem is called a backdoor.

This was not an unwarranted fear. People have created ciphers with backdoors in them, intentional
flaws that allow people with knowledge of the flaw easily decrypt messages.

Nonetheless, it’s important to note how important DES is.

Remember that for most of human history, cryptography was something that clever people did.
Your nation’s cryptographic prowess was measured by how smart your cryptographers and crypt-
analysts were compared to the other side’s cryptographers and cryptanalysts. During the machine
cryptography age, this paradigm changed a bit: cryptographers made machines that did the cryp-
tography, and if you had the right machine you had the right security. The idea that you could have
standard cryptography is a radical shift in thinking. You can’t have standard coding or stegano-
graphy because if we all hide things the same way, we know where to look. The idea that you can
build a cryptographic system that has public components (even if we don’t know all the design
principles) was a radical departure from conventional thinking. It derives from the thinking of
the late-nineteenth century cryptographer Auguste Kerckhoffs and is today known as Kerckhoffs’s

10There is a certain amount of debate as to exactly how much the NSA directly changed DES during its development.
One member of the DES team, Walter Tuchman, has said the NSA didn’t change a thing. Another member, Alan
Konheim, claimed the S-boxes were completely changed. The Senate Committee that reviewed the controversy
concluded that although the NSA had convinced IBM that the smaller key size was good enough, it only indirectly
affected S-box design. I’m of the opinion that the NSA did more than indirect changes, but your opinion is as good
as mine.
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Principle — that in a good cryptographic system, the construction of the system itself should not
be a secret, only the keys used in the system should be secrets [KERCKHOFFS].

DES did not quite meet Kerckhoffs’s Principle, but it was a step toward it. National governments
were loathe to give up their knowledge about cryptography. By 1991, there was open contempt
for DES’s quality because of the surrounding politics, yet civilian cryptographers were starting to
make headway in cryptanalyzing it, and concluding that it might not be so bad, after all. In that
year, cryptographers Eli Biham and Adi Shamir published a paper [DIFCRYPT1] that is a detailed
cryptanalysis of DES. In it, they developed a new (for us) form cryptanalysis called differential
cryptanalysis. Using their new technique, they showed that the DES S-boxes were much more
secure than they would be if they had been chosen at random; apparently, someone involved in
the design of DES knew about differential cryptanalysis. They also showed that a 64-bit DES with
random S-boxes is a weaker cipher than the 56-bit DES. Of course, it would have been even better
to have longer keys and a stronger structure, but what’s done is done. They opined that there
appeared to be no intentional flaws in DES, despite what some people thought.

In 1994, one of the DES designers, Don Coppersmith, published the design criteria for the DES
S-boxes and showed that indeed, IBM had known about differential cryptanalysis as they created
DES. Coppersmith said that the NSA had persuaded IBM to keep that knowledge secret, because
it is a powerful, general-purpose way to analyze a cipher. So it appears that the NSA and IBM
each knew about differential cryptanalysis before Biham and Shamir discovered it, but that each
independently discovered it.

DES is the most-studied cipher that currently exists. We know more about it than anything else,
because the standards process focussed attention on it. With all its flaws, it’s a pretty good cipher,
especially for its era. Today, much of what we know about making ciphers comes from studies
of DES. The biggest problem with DES is its key size; 56 bits is too small. When this became
apparent, DES was used as a component of a new cipher, Triple-DES, composed of three operations
of DES itself and either two or three 56-bit keys11. Of course, Triple-DES is three times slower than
DES proper, and is somewhat tetchy to use; if for example, the same DES key is doubled or tripled,
then Triple-DES is exactly Single-DES.

This situation led to another step toward true standard cryptography. DES was originally approved
as a FIPS for 5 years. In 1983, it was extended for another 5 years. It was extended again in 1988
and again in 1998. By the time Biham and Shamir had published their cryptanalysis of DES, the
5-year standard had been extended twice. Despite increased confidence in the DES design, its short
keys still made it a target of derision and contempt. A replacement for it was needed.

The Advanced Encryption Standard

In the mid-’90s, NIST started thinking about what a replacement for DES needed to be. They
spoke with cryptographers and engineers about requirements for a new standard cipher. Among
the suggestions was that the next cipher should be selected by a competition, rather than by
commission. In January 1997, NIST announced that they would start the transition away from

11The same tripling can be done with just about any cipher to make it stronger. As it turns out however, you
cannot double a cipher to make it stronger. There are a class of attacks called “meet-in-the-middle” attacks that
make a doubled cipher no stronger than the base cipher itself.
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DES toward an Advanced Encryption Standard, and that there would be a competition for the
AES [AESCOMP]. In September, they announced the Request for Candidate Algorithms, giving
the actual requirements for the AES. These included:

• Candidate ciphers had to be block ciphers, not stream ciphers.

• Candidates had to use a 128-bit block.

• Candidates had to use a minimum of 128-bit keys, but be expandable upwards. Specifically,
candidates had to operate with 128, 192, and 256-bit keys.

• Candidates had to run at least as fast as Triple DES, preferably as fast as DES proper.

• The winning submission had to be free of intellectual property constraints. It was permissible
to nominate a patented algorithm, but if it won, there had to be free licensing.

• DES was designed to last five years, and ended up lasting far more than that. At the time of
the competition, everyone knew the earliest it would be retired would be 2003. Consequently,
a replacement must take into consideration that it would be used for likely between 25 and
50 years.

Two of these main requirements are not a surprise. If a DES replacement is slower than Triple DES,
people aren’t going to use it. Likewise, if there are legal restrictions in its use, it isn’t going to be
used. But the other two were bold; ciphers of the time typically used 128-bit keys and a 64-bit
block size12. Cryptographers were simply not working with the parameters required by AES.

A total 15 ciphers were submitted as candidates for the AES. NIST held three conferences, the first
being in the summer of 1998.

Looking back at the AES process, it was an amazing thing to do because it directly addressed
the problem with DES. DES was a public-works project, but a secret public-works project. The
requirements, processes, decisions, and debates around its design and construction were (and are) a
secret. Even today, it is somewhat controversial to defend DES. An open, participatory, competitive
process to select a new standard cipher was the best way to address those concerns.

The biggest problem, of course, is how to conduct such a competition. NIST said they would narrow
the initial submissions to a set of 5 finalists, and then select the AES from those finalists. They said
that while community input would be an important part of the selection, they would be making the
selection rather than taking a simple vote. In my own conversations with the NIST people, they
said that they took the comments of people who did not have a submission in the competition with
more weight than the comments from the competitors, for all the obvious reasons.

12There are, of course, a number of exceptions. The Square cipher used a 128-bit block size. Also, there were a
number of ciphers that had variable key sizes. But key sizes larger than 128 bits would not necessarily lead to greater
security. Bruce Schneier’s Blowfish cipher, for example, can use keys up to 448 bits, but Schneier himself does not
recommend using more than 128. The RC4 cipher, which is still used in SSL connections, can use up to a 2048 bit key,
but we know that it has at most about 600 bits of security no matter what keysize you use — some cryptographers
are much more cynical and opine that they would be surprised if it has as many as the usual 128. Nonetheless, it is
important to realize that key sizes larger than 128 bits was more an intellectual flourish (or nose-thumbing towards
governments as this was during The Crypto Wars) than design requirement.
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There was also the question of NSA involvement. NIST said that the NSA would not be making
the decision, they would. They said that the NSA would be providing comments and technical
assistance, but that would be mostly through cryptanalysis. In other words, if the NSA could break
a cipher, then that would certainly disqualify it, but the details (or even that an NSA break was
the reason) might not become public.

There were a number of suggestions as to how to select a cipher. One suggestion was to simply rank
the ciphers by speed, and then cryptanalyze them from fastest on down. The fastest cipher that
passed a cryptanalysis would be the AES. Other people objected on the grounds that that would
state that speed is more important than security.

There were also people who believed there were political factors at work, as well. I remember an
opinion that IBM was sure to win with their submission, MARS, because IBM had an inside track
into government contracts and their history with DES. My opinion was that IBM was more likely
to be at a disadvantage for the very same reasons. One major reason for the competition was to
create trust for whatever the winner was. Thus, because of IBM’s connections, they’d have to be a
clear winner. They would actually be under a handicap.

There were also those who thought that national considerations would be a factor. Stated bluntly,
“The U.S. Government would never select a cipher written by foreigners13.” And because for every
conspiracy there is an equal and opposite counter-conspiracy, there were people who said that a
weak cipher made by non-Americans would be the perfect thing, as that would mean the NSA could
break it, and it wouldn’t be their fault.

In 1999, NIST narrowed the field down to 5 ciphers. Of those, 3 of them were not only faster
than Triple-DES, but faster than DES itself. Those three were also ciphers that had no intellectual
property restrictions. Those two factors seemed to make the final five be a final three in popular
thought. Those three were Rijndael14, Twofish, and Serpent. The two remaining finalists were
MARS and RC6.

Rijndael is the fastest of them. Serpent is slower, but more secure. Rijndael had the most innovative
design, but in cryptography, innovative is not always a compliment. Serpent’s creators were quick
to point out that if speed were going to be the deciding criterion, then they could speed up Serpent
by taking out its extra security margin and be as fast or faster than Rijndael. The Twofish designers
pointed out that they could easily tune Twofish to be as fast as Rijndael or as secure as Serpent.
Everyone had papers and reports showing how theirs was best by whatever metric you happened
to want.

My opinion was that any of the three would be just fine. I have a great attraction to Rijndael.
Rijndael is a very pretty cipher. Its internals are geometric and appealing. It also is fast. I
disagreed with the sentiment of picking whatever was fastest and secure enough, but let’s face it,
fast is good. Twofish also appealed to me greatly, and I think if the decision had been mine, I
would have chosen Twofish because it was a more traditional design. I would have wanted to pick
Rijndael, but what if it has a huge flaw that we find 15 years after the fact. In OpenPGP, we put
Twofish into the standard, and to this day you can select it as a cipher in PGP software.

13I don’t remember who said this, but that is as I remember someone saying it at a coffee break.
14You can’t pronounce Rijndael correctly if you are not Flemish or Dutch; you just can’t roll the R and the ĳ the

right way. It is close enough for us non-Vlaams to pronounce it rain-doll or rhine-doll. I believe that rain-doll is the
more Flemish pronunciation and rhine-doll the more Dutch, based on the way my Belgian and Dutch cryptographer
friends pronounce it. I tend to rain-doll because that is how I heard its inventors say it.
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NIST conducted a straw poll at the second AES conference in 1999. They asked people at the
conference to rate the final five. If you read other accounts of the AES competition, you may read
this poll called an election. It was not. NIST was clear at the time that they respected the opinion
of the assembled cryptographers, but winning the poll would not imply selection, but would still be
valued as the collected opinion of a lot of smart people. At the third AES conference in 2000, there
was another straw poll.

In the end, NIST picked Rijndael to be the AES, which jibed with the way the polling went.
Whatever went into the final decision, it made for an interesting result. Technically, Rijndael was
the boldest design, and while there was no explicit emphasis given to speed, that was a large factor
in everyone’s favorable opinion. Politically, two Belgian cryptographers created the U.S. standard.
This has helped AES internationally, because it’s hard to claim nationalism had anything to do
with its selection. Since the selection followed the straw polls, whatever participation the NSA had
in the process was almost certainly limited to cryptanalysis.

Most importantly, the AES competition truly advanced the art of cryptography. It stretched the
art, giving requirements that were beyond the parameters of the then-usual cipher design. The five
finalists are all good ciphers, and there is non reason to be afraid of using any of them. it also
showed that security design can be done in the open, with participation open to the entire world. It
showed that Kirchoff’s Principle — the idea that you don’t have to have secret design for security
— works.

The AES selection worked so well that cryptographers have asked NIST to run another competition,
this time for a new hash algorithm standard. NIST has held two preliminary conferences, one in
October 2005 and the second in August 2006. It is being called the AHS, for Advanced Hash
Standard [AHS]. The next few years will be very exciting.

The Crypto Wars

No one died in the crypto wars. No shots were fired, although a lot of ink was spilled. The term
refers to debates, disagreements, between governments and everyday people in the 1980s and 1990s
about the place of cryptography in society. A more adequate history of The Crypto Wars can be
found in Steven Levy’s book, Crypto [LEVY]. There are a number of factors that made The Crypto
Wars inevitable:

• Governments had considered cryptography their domain. The advance of radio made cryp-
tography necessary for them, and all aspects of cryptography and cryptanalysis had become
strategic sciences. Moreover, the tale of how cryptography affected the Second World War
was only just starting to be made public.

• The rise of what I characterized as computer cryptography created an interest in cryptography
as a practical discipline in the civilian world. Public-key cryptography makes it possible to
use cryptography in the civilian world because it solves the classical key distribution prob-
lem. Secondarily, the creation of a standard cipher like DES smoothed over other potential
interoperability issues.

• Machine cryptography was still useful. The then-ubiquitous cipher machines used by gov-
ernments all over the world were descendants of WWII cipher machines, made better with
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more rotors and various other improvements, but they were still basically the same machines.
Governments considered cryptography to be an art of war, and controlled it with the same
laws and regulations that other tools of war were controlled [CryptoPolicy].

• The same sort of cloak-and-dagger work behind the scenes that happened in WWII was
still going on. Machines were stolen, codebooks and key books were stolen. Machines were
compromised with flaws colloquially called backdoors that enabled easier cryptanalysis.

One of the major suppliers of cipher machines, the Swiss company Crypto AG, was involved in
a scandal when the government of Iran figured out that their code machines were compromised.
Apparently, the German and U.S. governments had gotten them to put a backdoor in their
machines [CRYPTOAG].

• Ironically, the combination of the U.S. government creating DES and the publication of books
about cryptography created even more interested in cryptography. Martin Hellman traces his
interest in cryptography [Hellman] to Kahn’s The Codebreakers [KAHN].

• Governments around the world acted in ways that while understandable, were nonetheless
high-handed, bullying, and peremptory. This didn’t win them any friends in the civilian
world.

I find it interesting that The Crypto Wars were created by the invention of the computer, which
was created by the invention of the cipher machine. Looking back at it now, it seems like a long,
slow-motion avalanche.

In the midst of The Crypto Wars, PGP software itself was created, and became a cause célèbre in the
questions surrounding the place and classification of cryptography. The creator of the original PGP
software, Phil Zimmermann, was investigated for breaking export regulations after a complaint
to the U.S. Government by RSA Data Security. After that investigation was dropped, the first
PGP Incorporated was formed. Part of the approach to the export regime of the time was to take
advantage of a sentence in the export regulations: Printed material, including source code, is exempt
from these regulations.

That meant that if you printed the source code for cryptographic software, it could legally be
exported, and if that printed source code was scanned back into a computer, the resultant software
would be legally exported. PGP Incorporated and Network Associates used precisely this technique
with the approval of the U.S. Government to sell PGP software internationally without breaking
the U.S. export laws from 1998 to 2000.

Unsurprisingly, this is perhaps why The Crypto Wars ended with a fizzle. Cryptography is just
mathematics, and free societies are uncomfortable in the long run with regulating multiplication as
a dangerous technology. In 1999, France liberalized its cryptographic controls. Before, France had
had the most severe restrictions on cryptography of any free country. Instantly, France became the
most liberal free nation. In 2000, the U.S. liberalized its export regulations, and there have been
continued liberalizations throughout the world to this day.

While cryptography is still classified as a dual-use technology, meaning one that has both peaceful
and military purposes, The Crypto Wars are over.
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Chapter 4

The Basics of Cryptography

No one can build his security upon the nobleness of another person.
– Willa Cather

For the purposes of this introduction, we will look only at computer cryptography. Because this is to
be a practical introduction, the way that human cryptography works and the way it doesn’t aren’t
of value to us. Likewise, machine cryptography is no longer of practical value. We’re going to jump
directly into how computer cryptography and cryptographic protocols and systems are constructed
and used.

We’ll take a bottom-up approach. First I’ll describe the components that make up a cryptographic
system and then talk about how they’re put together. We’ll also look at the real-world protocols
that PGP software uses and the larger systems that use those protocols.

Basic Components

There are a number of components that we use to make cryptographic systems.

Participants and Variables

Unlike most technologies, cryptography is ultimately about people who participate in some process.
One of the things that continues to make it interesting to me is that it is about people and people
talking. When we sketch out scenarios and problems, we have variables and those variables are
themselves a language. When we use spacial math, we use the variables x, y, and z; x is horizontal,
y is vertical, and z is up-and-down. If we add in angles, we use θ or ϕ or ψ for an angle. Various
branches of math have not only used up the usual Roman letters, but also Greek letters, Hebrew
letters, and even Gothic letters.

In cryptography, our main variables are participants, and often people. We don’t use x and y or α
and β, we use Alice and Bob. This approach is refreshing in many ways. It gets to the heart of the
matter that this is a practical discipline. Alice and Bob are more to the point than A and B, but

29



BASIC COMPONENTS

that’s what they are, just standard variables, about whom there is traditional gossip and speculation
[ALICE]. They first appeared in one of Ron Rivest’s early articles about the RSA cryptosystem, but
I’m quite sure that Alice is the same Alice that Lewis Carroll wrote about, all grown up. Carroll
would have liked it that she went into cryptography after growing up. We infrequently need a
third participant, so there’s less of a standard. Sometimes it is Carol, sometimes Charlie. On rare
occasions we think, “Umm, Dave? Delia? Doris?” However, there are other participants with other
rôles as well.

Eve is always the eavesdropper. Get it? It’s more of what passes for humor in this discipline.
Mallory is always the man in the middle, who when talking to Alice pretends to be Bob and when
talking to Bob pretends to be Alice. If you search the Internet, you’ll find earnest lists of other
participants as varied, detailed, inconsistent and forgettable as Victorian codes of what it means
when Bob gives Alice a rose of a particular color. Just remember Alice, Bob, and Eve. Mallory is
also good to remember. If you see others, think of some pun on the name or an initial letter that
is indicative of the rôle the person plays in the protocol.

Random Numbers

We use random numbers to create keys and other parts of our systems. Random numbers are also
used in statistical systems, but cryptographic random random numbers have to be different than
those used for statistical purposes. Cryptographic random numbers must have the sort of properties
that you’d expect a statistical system to have, but they also have to be unguessable. We typically
call this property of unguessability entropy, and being computer people, we measure it in bits,
which merely means powers of two. An easy way to think about scaling in bits is that 10 bits is a
factor of 1000. If you hear that something has 30 bits of entropy, the chance of guessing it is 1 in
1000 × 1000 × 1000 or 1,000,000,000.

We spend a lot of effort making random number generators for cryptography. When you use PGP
software, there are little things in the background, as well, looking at the way you use your computer.
They take measurements of how you type and use the mouse and stir those into the random number
generator pot to make sure there’s no way to guess what comes out of it. These measurements are
not the actual keystrokes and movements you make, but timings of those keystrokes and mouse
movements. They also get scanned for regularities between them and that gets factored into the
measurements. If you hold down a key and it repeats, the timings of the repeated characters will
be the same. Those measurements will be rated much lower than if you type normally, and thus
irregularly in timings.

Keys

Keys are the secrets of cryptography. The security of cryptography depends on the way keys
are created, used, protected, and destroyed. In PGP software and other computer cryptographic
systems, the keys are ultimately numbers, or if you prefer, strings of bits. There are three main
ways to construct a key:

1. Raw keys are merely strings of bits coming from the random number generator. Most keys
that we use are, in fact, raw keys.
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2. Derived keys are keys that are produced from something else. For example, when we encrypt
something with a passphrase, we do not use the passphrase directly, but derive the actual key
from what you type as your passphrase.

3. Structured keys are a form of derived keys that we produce from some random numbers. RSA
public keys, for example, need to have a certain mathematical structure and we start with
raw random bits and find close numbers that have the appropriate mathematical structure.

No matter how they’re created, keys are the — well, keys — to cryptographic security. As long as
they’re kept secret, you are as secure as the rest of the system allows. If they aren’t kept secret,
then you don’t have any security.

Ciphers

Ciphers are the algorithms, the formulae, the recipes that we use to encrypt and decrypt. Ideally,
they are a part of the cryptosystem that is completely known to everyone. With standard systems,
such as those used in PGP software, they are. It is very tempting to make a secret cipher, but you
should always mistrust a secret cipher. It is very easy to make a cipher that is good enough that
you can’t break it yourself. It is very hard to make a cipher that other people can’t break. It is also
very difficult to keep algorithms secret, particularly if you want to run them on a computer. There
are many people who like to reverse-engineer systems, and the better you hide your algorithm the
more tempting it is for them to find it. Many widely-used ciphers have been secrets, but none of
them have remained secret. It is much better to spend the mental energy on something else.

As we discussed earlier, there two types of ciphers, public-key ciphers and symmetric ciphers. But
why do we bother having these two types in active use? If public-key crypto has many advantages
over symmetric-key cryptography, why do we even bother with symmetric systems any more?

The reasons are purely practical. Public-key cryptography not only uses keys that are often many
times larger than symmetric keys, but it is many times slower. Public-key cryptography is at
least 10,000 times slower than symmetric cryptography, and thus for nothing more than speed of
operation, we use both types: public-key cryptography to send a symmetric key and then symmetric
cryptography for speed and flexibility.

All ciphers have two measurements of size, one for the size of the key and and one for the amount
of data the cipher encrypts at a time, called its block size. You’ll hear both of these talked about.

Block Sizes

Public-key ciphers are the easiest to understand when it comes to their block size and key size.
They encrypt a block of data that is the size of the key. So if you have a 2048-bit public key, it will
encrypt chunks of data 2048 bits (or 256 bytes) of data at a time.

Symmetric-key ciphers have the most options. The block size of the cipher is unrelated to its key
size. The ciphers we use today typically have a block size of 64 or 128 bits (8 or 16 bytes). The AES
has a block size of 128 bits, as do the ciphers developed as part of the AES competition such as
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Twofish. The previous generation of ciphers, including Triple-DES, CAST, and IDEA have 64-bit
blocks. There is also a class of ciphers that operate on a single character or sometimes even a single
bit that are called stream ciphers. The RC4 cipher used in many SSL systems is an example of a
stream cipher, and in fact one of the very few in active use. Stream ciphers may be considered a
separate category of cipher from block ciphers because the fact that they encrypt a single item at
a time leads to some interesting security characteristics.

Until quite recently, all ciphers were stream ciphers in one way or another. The Caesar cipher is a
stream cipher. Enigma was a stream cipher, as were all the ciphers of that era. Similar to the way
public-key ciphers made us invent a new term for the old way of doing things, the block ciphers
caused us to create a new term for the old way of encrypting. Interestingly, the same thing happened
with the creation of computer cryptography. Computers made it easy to encrypt in blocks, so we
had to distinguish between stream and block ciphers.

Why would you want to encrypt in blocks rather than just one character at a time? As you might
expect, block ciphers exist to address a problem in stream ciphers. Stream ciphers have the problem
that if a cryptanalyst knows or can guess part of the plaintext message, it can help decrypt the
messages and break the cipher. This is how Napoleon’s codes were broken, and how Enigma was
broken. It is also how the “WEP” (Wired Equivalent Privacy) cryptographic system for WiFi
network connections was broken just a few years ago1. The more things change, the more they
remain the same.

Bits of plaintext that you guess or know are colloquially called cribs, a term that dates back to the
days of human cryptanalysts. It comes from the meaning of crib as a way to cheat at a test, not as a
place to put a baby. A more common term today is known plaintext which isn’t as poetic a term as
crib, but is more straightforward. Known-plaintext attacks, ones in which the attacker knows not
only the ciphertext but the plaintext that created it are the most powerful types of attacks there
are.

Block ciphers are a way2 to address the danger of known plaintext because they take a block of
plaintext and operate on it as one chunk. Mixing up all the bits in 16 bytes of plaintext all at once
makes it much harder to use known plaintext as a crib.

However, that isn’t good enough. If all we did was encrypt blocks, we’d make the cryptanalyst’s
problem harder, but not hard enough. The cryptanalyst would still easily know that identical
ciphertext blocks came from identical plaintext blocks. So to thwart this analysis, we do two things.
First, we mix the output of one block with the inputs of the next. This strategy is called chaining
and there are a number of ways to do chaining. Chaining has the effect of making connected blocks
all different — or perhaps more precisely, if the ciphertext blocks happen to be the same, it’s luck,
not an indication of structure in the plaintext. Second, we start our encryption with one-blocksworth
of random data. This mechanism is called an initialization vector or IV. The initialization vector
is not a secret. It is sent in plaintext, and thus does not need to be rigorously random the way
a key does. On the other hand, it should be reasonably arbitrary as opposed to being something

1This isn’t the only way that WEP was broken. WEP is an interesting case study not only because of the number
of ways it was broken, but also because of how easy it would have been to prevent the breaks. All of the problems
derive from using a stream cipher in an application that really calls for a block cipher. WEP is a good example of
how strong cryptography can be used to make a weak system.

2There are others, as well. One big one is never to reuse keys. Computers and public-key cryptography make this
easier, as well.
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like a counter. The initialization vector combined with chaining makes the output of a block cipher
immune to cribs and known plaintexts (assuming, of course that the cipher itself is well-designed;
there are plenty of ciphers that have fallen to known plaintext attacks). The result of these two
additions to simple encryption is that plaintext encrypted this way has no exploitable patterns, even
if it is encrypted multiple times (assuming you vary at least one of the key and IV).

Note, however, that some cryptosystems do not use chaining. For example, a number of disk
encryption systems use the basic form of encryption. This makes them somewhat weaker than
systems that go to the trouble of chaining. Even if they are using strong cryptography, they leak
relationships between blocks of data. It is a small flaw, but a flaw nonetheless. All PGP software
uses some sort of chaining. In PGP NetShare software, we have started using a new form of chaining
called EME mode [EME]. EME mode is a “tweakable” mode we use with AES. It allows us to make
disk blocks unlinkable no matter what data is in them.

Before the AES competition, almost all ciphers were created with 64-bit block sizes. When NIST
started the AES competition, it asked that the block size of the new ciphers be 128 bits. The reason
for 128 bits is that even with chaining, two ciphertext blocks could have the same value. Even if
the blocks are the same by chance, it gives a cryptanalyst an interesting dollop of information that
could be used to further attack the system. The probability of to blocks having the same ciphertext
is related to a problem called The Birthday Problem.

If you have a room of people, what is the probability that two of them will have the same birthday?
If you’re looking for the number of people for which there a 50% chance of a duplicate, it is about
at the square root of the total number of possible birthdays. This turns out to be

√
365 or about

23. In the case of a 64-bit block cipher, there will be even odds that two blocks that encrypt to
the same value when you have encrypted about

√
264 blocks of data. That works out to be 232 or

about four billion blocks, or thirty-two billion bytes of data. That’s a lot of data to encrypt with a
single key and IV, but not as much as you’d think. DVDs in 2006 hold about 4.7 billion bytes. A
very fast network can have that much data travel over it in a relatively few hours. This means that
the higher-level protocols have to worry about stopping using one key and changing to another.

On the other hand, if you increase the block size to 128 bits, a birthday attack 3 has even odds of
introducing a collision when you have encrypted 16 ×

√
2128 bytes of data, which works out to be

some 295,147,905,179,352,825,856 bytes. This probability is remote enough that most of us don’t
really worry, much.

Families of Public-Key Ciphers

As I said earlier, public-key cryptography is based on the fact that there are mathematical functions
that are easier to do than undo. There are two families of practical systems that we use today: the
factoring family and the logarithm family.

The Factoring Family

The factoring family works by taking two prime numbers, p and q, and multiplying them together
to get n = pq. Then you take n and do some math with it and your plaintext, giving the ciphertext

3I’ll describe birthday attacks in detail when I talk about hash functions.
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c. If someone sees the ciphertext, it is easy to undo that math if you know what p and q are, but
difficult if you only know n. Since only the owner of the private key knows what p and q are, the
system is secure. Of course, the two base primes, p and q, need to be of similar size. If you want a
1000-bit n, then you want p and q to each be 500 bits in size.

There are two members of the factoring family: RSA (named for its inventors, Ron Rivest, Adi
Shamir, and Len Adleman) and Rabin (named for its inventor, Michael Rabin). RSA is the most
widely-used public-key cipher today. The Rabin cryptosystem is very similar to RSA, but also uses
squares and square roots.

Rabin has better mathematical underpinnings than RSA. We believe that breaking RSA is as hard
as factoring. It is intuitive, and there is no reason to think otherwise—except that a proof is
lacking. On the other hand, it has been proven that breaking a Rabin key is computationally as
hard as factoring. However, there is a chosen-ciphertext attack in which the attacker persuades
the keyholder to decrypt some data that is not an actual ciphertext, but a chosen string. The
“decryption” of this garbage message can leak information about the primes p and q. For many
years, this possibility was considered a fatal flaw of Rabin. Recently, we’ve developed a number of
workarounds for this attack. Rabin is a viable alternative to RSA, but is still rarely used solely for
network-effect4 reasons. Despite being a fine cryptosystem, Rabin remains largely unused because it
offers no compelling, practical advantages over RSA, not for any technical or cryptographic reasons.
[RABIN]

For example, we at PGP Corporation could implement Rabin keys in PGP software, but there would
be few reasons for users to create Rabin keys. Only other people who had software supporting Rabin
could encrypt to them. The keys are not particularly smaller or particularly faster to use than RSA.
Therefore, we stick to what we have out of a desire for simplicity more than anything else.

The Logarithm Family

There are a number of members of the logarithm family. The basic system is the Diffie-Hellman
system, named for its inventors, Whitfield Diffie and Martin Hellman. Diffie-Hellman’s security
relies on it being easy to compute m = gx but hard to find out what x is. Diffie-Hellman proper
is called a key exchange algorithm rather than a public-key encryption algorithm. Diffie-Hellman
allows you and me to each think of a key, which is just a number, of course, and then do math that
allows us to learn each other’s key while keeping the keys secret to anything who observes the results
of what we do. This process is also called ephemeral Diffie-Hellman, as none of the parameters are
permanent.

Diffie-Hellman becomes a true public key algorithm in the Elgamal variant of Diffie-Hellman, named
as you might expect for its inventor, Taher Elgamal5. The Elgamal cryptosystem takes the basics
of Diffie-Hellman and creates out of it static key pairs that function the same way as RSA key pairs.
You can encrypt and you can sign. The “Diffie-Hellman” keys that PGP software uses are more

4The network effect is also sometimes called the fax effect. In short, a telephone, fax machine, or cryptosystem is
only widely useful if other people have them.

5If you do more study on public key algorithms, you will see Taher’s surname sometimes spelled “El Gamal” (two
words) or “ElGamal” (one word, but with an intra-capital). He has used these other spellings, but presently uses the
“Elgamal” you see here because it’s just easier when dealing with people who think that surnames must be one word
and have one capital. It also spares him from the annoyance of getting mail addressed to “Taher L. Gamal.”
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properly called Elgamal keys. (The DSS signature scheme is a variant of Elgamal signatures, but
we’ll discuss that in more detail later.)

Note that all these systems use modular arithmetic for their calculations. Modular arithmetic
is much less scary than it sounds. If you’ve ever used a clock or a car’s odometer, you’ve used
modular arithmetic. It is math that wraps. For example, if it is 11 o’clock now, and you have a 3
hour meeting, you’re going to get out at 2 o’clock, not 14 o’clock6. Similarly, you can’t tell from
the odometer if a clunker has two million miles on it or merely one million. In the case of the clock,
we’re doing modular math with a base of 12 (or 24), and with the odometer, it’s modular with a
base of 1,000,000.

For these public-key cryptosystems, we pick a prime number to be the the base. The reason we
pick a prime number is so that when we repeat operations, there won’t be short loops. Take the
simplest of our examples, the 12-hour clock. If you repeatedly add 4, you get short loops. There are
four different loops: [12, 4, 8], [1, 5, 9], [2, 6, 10], and [3, 7, 11]. With a prime base, there will never
be short loops. Why do we care about short loops? Because they could give an attacker an easier
problem to solve.

Thus, if you look further in the math, you will see (for example) gx mod p rather than just gx. I
dropped all the modp just to make it less confusing to look at7.

Modular arithmetic, especially with a prime base, has another interesting mathematical property:
you can do operations with integers that you wouldn’t normally be able to do. For example, 5

√
5 is

not an integer, but 5
√

5 mod 11 is 1. Additionally, modular arithmetic in general keeps the numbers
that we’re working with to a fixed size. If the base p is a 1000-bit number, then any math we do
will be with 1000-bit numbers. This property means that modular integers behave in mathematical
ways like floating point numbers. In addition to adding and subtracting, we can take powers and
roots and all those other things. It forms what we call a finite field, one with a finite number of
numbers but one that permits us to do all the math for which we’d otherwise have to have an
infinite number of numbers.

There are variants of the major public-key systems that work on quadratic curves, elliptic curves,
and so on instead of the straight line of the integers. Usually, there is no particular reason to use
these variants. They are interesting intellectually, but not practically or in an engineering sense.
For example, you can do RSA with a quadratic curve, but the keys aren’t smaller, the computer
doesn’t do less work, nor does the math take less memory. So why bother?

There is an exception, however, for the Diffie-Hellman family on a set of elliptic curves [ECC]. First
and foremost, these keys are smaller. Second, the computer work needed to work them is often
faster. This means that they are practical, and therefore interesting to us. The U.S. government
has stated that it wants to shift public-key cryptography to using elliptic curve keys over the next
15 to 20 years because elliptic-curve keys are smaller and can be faster to use.

6Okay, smartypants, your 3 hour meeting starts at 2300 hours and gets out at 0200, rather than 2600 hours.
7Interestingly, the old Caesar cipher, the shift-by-N cipher is also a form of modular arithmetic, c = p + k

(mod 26) for every ciphertext character c coming from a plaintext character p.
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Key Sizes

Ciphers also have as a variable the size of their keys. As you might expect, there is a great difference
between the key sizes used in public-key and symmetric algorithms. You no doubt have noticed that
public keys come in sizes of thousands of bits while symmetric algorithms come in sizes of hundreds
of bits. Why this difference, and how do they relate?

Let me start off with symmetric algorithms and say that 128 bits is good enough. In fact, it’s more
than good enough. Here is an illustration of what you would need to crack a single 128-bit key.

Imagine the Earth covered with grass in a huge lawn. Also imagine that each blade of
grass is a computer that can compute a billion keys per second. This cluster of computers
would crack a 128-bit key on average in 1,000 years.

This description is a stunning testament to the power of exponentials. Our hypothetical key-cracker
literally requires a spare planet covered with computers, and does not consider how you would power
or cool those computers. I don’t know about you, but I don’t consider a single key in a millennium
to be a practical attack. It might be nice to be so important that I’d have to worry about the
eventuality, but perhaps not.

So why, then, do we bother with 256-bit keys in AES and others? The best answer is as a hedge
against some truly science-fictional8 technology that might get invented. When DES was developed,
it was intended to last 5 years, and ended up being used for 20. One of the design goals of the AES
was that it be strong enough to last for perhaps 50 years.

With public-key ciphers, much bigger keys are needed to achieve cryptographic balance with sym-
metric ciphers. Just as a chain is only as strong as its weakest link, a cryptosystem is only as strong
as its weakest algorithm. So if you want to have a public key in matching strength to a symmetric
key, you have to have a much larger key. Table 4.1 gives NIST’s recommendation for balancing the
various parts of a crypto system. You can see from this table that they recommend a 3,000-bit RSA
or DSA key to match a 128-bit symmetric key. You’ll also note that for an elliptic curve public key,
we only need a 256-bit public key.

Comparable Cryptographic Strengths
Size in Bits

Symmetric Key 56 80 112 128 192 256
Hash function 160 256 384 512
MAC 64 160 256 384 512
RSA / DSA 512 1024 2048 3072 7680 15360
Elliptic Curve 160 224 256 384 512

Table 4.1: NIST’s security equivalences in cryptographic algorithms

More importantly note that to match a 256-bit symmetric key in strength we need a 15,000-bit
RSA or DSA key, but only a 512-bit elliptic-curve key. This is the reason the U.S. government is

8I do not use the term science-fictional as a pejorative. I’m old enough to remember when going to the moon was
science fiction and not nostalgia.
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starting a push toward elliptic-curve cryptography. If you want to have cryptographic balance with
the larger key sizes of AES, you need larger public keys, and with the integer systems, these keys
become pretty large.

Unbreakable Ciphers or How Many Bits Are Enough?

PGP software, however, doesn’t (yet) have elliptic-curve cryptography in it, and doesn’t have 15,000-
bit keys; it has 4096-bit keys. Should you care?

First of all, realize that a 128-bit symmetric key is good enough for the indefinite future. Current
estimates [CSIZE] of how long keys should be usable say that in 2050, you should be moving away
from 109-bit symmetric keys, 4047-bit RSA/DSA public keys, and 206-bit elliptic-curve public keys
because an expenditure of about US$4.44 billion might be able to make a machine that can break a
key per day. This estimate also assumes that DES was good until 1982, which is a very conservative
estimate.

Deciding how many bits are enough implicitly asks the question, “How long do you need it secret?”
If all you need to do is get a message to your stock broker to buy or sell before anyone else does,
you don’t need 128-bit keys. It is good to use them anyway, but you don’t need them.

It is a delightful feature of AES that it also has 256-bit keys that are fast. AES-256 is only 20 percent
slower than AES-128, and AES is usually replacing something slower than it. Consequently, many
people use AES-256 for reasons that have nothing to do with security and everything to do with
marketing.

This is the sort of trade-off that we have to do all the time. There’s no reason not to use AES-256.
It’s a fine algorithm, and everyone thinks it gives a full 256 bits of security. It is also only a bit
slower than AES-128, about 20 percent slower. Therefore, there is a great push toward it. People
use 256-bit keys because all the cool kids are using them. Of course, this means that if you actually
need that extra 20 percent of performance, then you want AES-128 and sometimes someone made
that decision for you. Sad, isn’t it?

Perhaps, but it’s not as bad as abusing other ciphers. Before AES, there were a number of ciphers
that were designed with variable-length key sizes. Most were intended to be used with 128-bit keys,
but supported larger ones. It wasn’t until the AES competition that ciphers were designed with
large keys as a goal, rather than as a feature. If, for some reason, AES makes you uncomfortable,
the AES competition produced other ciphers that are also fine ciphers. PGP software supports one
of them, Twofish [TWOFISH], with 256-bit keys. Use that; it’s a great cipher.

When we select a public-key size, there are other considerations we take into account as well. The
main one is speed. Today, just about everyone thinks that 1024 bits is too small for public keys.
(The [CSIZE] report says you should have ditched those in mid-2001.) If you’re using long keys,
you may gnash your teeth if you’re using a small device. I have a BlackBerry running PGP, and a
3,000-bit key takes a while to use. The poor little thing is internally a 40MHz 80386. That’s what
we might have used on a desktop machine when PGP was first written, back in 1991. If you are
using a 4096-bit key on your mobile phone, you may decide to change it to 2048 bits simply because
you’re tired of waiting for the decryption with a longer key. In contrast, you’d never even notice
the difference on even a 5-year-old laptop.
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Certainly, the small, mobile devices we have now will continue to get faster. As always happens, the
system that was in a desktop last decade and a phone this decade will find new life in something
like a door lock or a light bulb next decade. You’ll want those to be secure, but not take even 10
seconds to turn on the light.

Security is context-dependent and more bits are not always better; you need to consider what you’re
protecting because there is only one type of perfectly secure system, which I’ll discuss next.

One-Time Pads, the Truly Unbreakable Encryption

One-time pads are the only completely secure cryptosystem there is. Beyond my specialized use of
the word perfect, one-time pads are truly perfect, perhaps I should say pluperfect. They were perhaps
most famously used by the British in WWII [MARKS] and most infamously by the Russians both
before and after [VENONA].

One-time pads are easy to understand, and easy, if tedious, to use. In Figure 4.2, I’ve constructed
a small one-page one-time pad as an example. This particular one uses the letters of the alphabet
and a space for a total of 27 characters. The pad has 100 total cells. Imagine a pad of paper with
each page printed like our example.

Page #1 of 200, use once and destroy

17 23 14 0 7 10 22 9 6 18
3 16 11 15 17 16 21 5 8 11
6 12 23 1 18 6 19 14 16 11
22 6 13 25 1 0 4 11 24 5
17 10 23 23 11 15 10 12 2 6
24 19 21 26 2 5 15 10 7 9
26 2 22 17 10 0 11 8 3 6
18 19 19 26 1 11 14 24 12 19
18 20 7 7 4 8 1 11 25 0
9 3 14 16 4 17 6 1 16 1

Table 4.2: Sample One-Time Pad

To encrypt, we do the following:

1. Take the first plaintext letter in the the message.

2. Shift the letter by the number in the next cell of the pad. Shifting A by 2 gives us C. Note
that a space is the 27th letter. Mathematically, ciphertexti = plaintexti + padi (mod 27).

3. Repeat this process for all the letters in the message. If the message is larger than the pad,
use the next page of the pad. Repeat as necessary.

4. Destroy the used pages of the pad. Eating it works. Burning it is better. (If you’re going
to do both, remember that the order is important and makes the difference between being
painful and merely unappetizing.)
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I’ll leave the decryption process as an exercise for you. Here is the test ciphertext of:
DKJ PBVBNWCITAVP TZKGXHAYUGRPNMDBRPGVLMMVAOWDCJOQSBSNN.

Why is this pluperfect encryption? Note that the key for the encryption is the entirety of the pad.
Each cell of the pad has a random number in it. We add that random number to one and only
one letter of the message. Assuming the random numbers are really random, the entropy of the
pad cell, its unguessability, is equal to the information in the message letter. In the whole of the
message, the entropy of the key is equal to the information of the message. Therefore, there is no
way a cryptanalyst can use patterns, statistics, or anything else to pry any information or meaning
out of the message. Even if I taunt you, the cryptanalyst, with the knowledge that the first word
of the message is indeed a three-letter word, there is nothing to give away which particular word it
is. The? His? And? Why?

You do know that the message is 55 characters long, but that fact isn’t a lot to go on, and evil
person that I am, I might have stuck in a few extra spaces on the end. As I created this example, I
considered adding in a STOP character to the alphabet, like used in telegrams of old. I could then
end a sentence with STOP and the whole message with STOP STOP. Then I could pad it out to
an even 100 characters with NYAH NYAH NYAH or anything else I wanted to.

This is the beauty of one-time pads. They’re beyond perfect. They’re pretty. They’re dazzling.
And although they’re tedious [TEDIUM], they’re still fun. They’re seductive.

The Seduction of the One-Time Pad

It’s not easy being pretty. There are a lot of operational considerations you have to take care of
when you use a one-time pad.

• The pads have to be random. Really random, not pseudo-random. If they are not really
random then the cryptanalyst can use that non-randomness to start prying at the message.
While doing research for this section, I found a web page that did some one-time pad encryp-
tion similar to my example above, but it used a pseudo-random generator that you seed with
something you type in. When Alice does that, she loses the perfect security. The security of
the system is now the security of that seed. The seed is the key; if Eve can guess the seed,
then Eve can decrypt the message.

• The pads have to be kept secret. Both Alice and Bob have to make sure that no one else can
get to them. If Eve bribes Bob’s housekeeper, Hattie, or Alice’s bodyguard, Justin, then she
can trivially decrypt the messages. This security requirement also applies to the used pages.
My suggestion about both burning and eating them was not completely facetious. In WWII,
Leo Marks had one-time pads printed on silk for easy burning and not much ash. It’s not
unheard of for sensitive pads to be printed on flash paper for extra-easy destruction.

• Alice and Bob must have at least as much pad characters as characters in the messages they
send. They need to have a reservoir of pad material in advance of any of the messages. This
means that they need to have some form of trusted courier to distribute new pads in advance
of their being needed. Presumably, Alice’s bodyguard, Justin9, will suffice for this. Note,

9I don’t know about you, but I’ve always thought Alice’s bodyguard ought to be named Justin Case.
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however, that this at least doubles the communications they have to do, because the pads are
bigger than the totality of their messages.

On the Internet, this process of keeping enough pad materiel is even more difficult, because it’s
hard to know how to securely send a one-time pad over the network without having first sent
(and then expending) a previous pad. Compression won’t help, because you can’t compress
random numbers.

• Should they run out of pads, Alice and Bob have to stop sending messages until they get new
pads. As tempting as it might be to reuse one, they have to resist the temptation. In the
famous [VENONA] case, the Russians reused their one-time pads when they ran out. The
American NSA used this error to decrypt their messages. It wasn’t easy; it took decades,
and cryptanalysts literally went mad while spending their career decrypting these messages.
Nevertheless, it can be done, and why go to all this trouble for cryptographic security if you’re
not going to follow through with proper security procedures?

These additional issues are why I use the word seduction to describe the attraction of one-time pads.
It’s true they offer perfect cryptographic security. The problem is that perfection can seduce people
into thinking that their operational security is perfect, too. A chain is only as strong as its weakest
link, and so is system security. The total security of the system is the least of all of its parts, not
the most.

If instead of a one-time pad, Alice and Bob use a cryptosystem like PGP encryption, they are
trading off cryptographic perfection for operational simplicity. If the difference in chance that a pad
will fall into Eve’s hands as opposed to public keys falling into Eve’s hands is greater than 2128,
then it is reasonable to think that public keys are more secure than one-time pads.

I don’t know about Alice and Bob, but I know about me. I’m smart, but slightly sloppy. I have
a cluttered office and sometimes I get distracted. When I created PGP Universal, I built upon
the cryptography that Phil Zimmermann and the PGP team had created and added automated
operational security. For me, this is an improvement in overall security because I no longer have to
think about encrypting.

I’m not immune to the seduction of the one-time pad. It would be really cool to somehow get
that perfection into a practical system. But I’m also reminded of a common theme in fiction: the
protagonist is dazzled by the beauty and perfection of someone while ignoring the plainer, but more
devoted and suitable love interest nearby. Usually, the story is a comedy and the protagonist comes
to his or her senses at the end. The only tragic example I can think of is Shaw’s Pygmalion, in
which Eliza tells Higgins off. That ending was so jarring that the story is much better known as My
Fair Lady, in which they live happily until the sequel. One-time pads are so very pretty, but also
very high-maintenance. There are places they’ve been used or are being used well. But the reason
the world at large has moved to public-key ciphers and advanced symmetric ciphers is that 128 bits
is enough, unless your adversary has a planetful of computers. If that possibility still worries you,
256 bits is even better—modulo truly science-fictional technology.

40



BASIC COMPONENTS

Hash Functions

Hash functions10 are an important part of cryptography. They are the workhorses that we crypto-
graphers use and abuse for all sorts of things, and yet we understand them least of all the crypto-
graphic primitives.

A hash function takes a variable-length input string and creates a fixed-length output. That “hash”
of the input is a shortcut, not unlike a person’s initials. You can refer to the input string by its
hash. The fact that it is a fixed-length string allows us to easily use the hash value as a referrer to
the actual string itself.

Because a hash function takes a long string and reduces it to a short one, it is inevitable that there
will be two strings that hash to the same value, or collide in cryptographer-speak. For example, the
names Jon Callas and Jane Cannoy collide with initials to the hash of JC. Collisions are important
in the understanding of hash functions, and we’ll talk more about them in a bit.

Although initials are an easy way to describe the basic concept, initials make a bad hash function
for cryptographic purposes. A cryptographic hash function has a number of other properties that
make it useful cryptographically.

• It should be hard to reverse a hash function. Knowing the hash, there should be no good way
to find the input string that generated it. Given that (typically) hash functions lose data, this
is a relatively easy property to create. The same property is also true for initials: knowing JC
and nothing else, there is no good way to get to my name.

• Given a hash value, it should be hard to identify a possible source string. This property is
one that initials lack. It is very easy to look at a set of initials and know if a name matches
it. With a cryptographic hash function, however, we want the relationship between a source
and a result to be as opaque as possible.

• Given one source string, it should be hard to find a second string that collides with its hash.
It should be especially hard to change a string usefully and get a collision. In an extreme
case, it should be hard to change “I agree to pay $100” to “I agree to pay $500” and have that
collide. Note that the difference between the two strings is only a single bit.

• It should also be hard to find two strings that collide in their hash values.

These requirements give us very flexible functions that are used for lots of different things. Here
are some examples:

• When you type a passphrase into PGP software, we use a hash function to turn it into a key
to use with a cipher. The core of that conversion is a hash function, usually used over and
over again to slow down an attacker trying a brute force attack on the passphrase.

• PGP software’s random number generator continually updates itself by feeding in information
about your mouse movements and keyboard typing. Although these observations are not at
all deterministic, they are also not uniformly random. We use hash functions to smooth out
the unevenness in the observations.

10Hash functions are also sometimes called message digest functions.
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• Random number generators themselves often use hash functions to produce their output. The
one in PGP software does.

• File integrity systems use hash functions as quick checks on the files. For example, you can
keep a list of the hashes of the files on your computer, and you can see if that file has changed
by comparing the hash of the file on disk to the one in the database. Software distribution
sites also often list the hash value of the distributed file so that people who want to see if they
have the right file can compute and compare hashes.

• Complex cryptographic systems that create data integrity use hash functions as a component.
We’ll talk more about them later.

Note that for almost all of these uses, there’s an assumption that there won’t be collisions. If two
passphrases collide in their hash, either can decrypt a file. If two software packages hash to the
same value, then one can be mistaken for the other.

Commonly Used Hash Functions

Table 4.3 is a table of some commonly used hash functions, especially the ones we presently use in
PGP software.

Difficulties with Hash Functions

Presently (mid-2006), we know the suite of hash functions we have been using is not perfect, and
some of them are quite imperfect. These problems came to light in the summer of 2004 when
Xiaoyung Wang announced that she and her team produced collisions in a number of hash functions
[WANG04]. Adi Shamir, the “S” in the RSA algorithm, said at the time, “Last week, I thought that
hash functions were the component we understood best. Now I see that they are the component we
understand least.” In early 2005, Xiaoyung’s attacks were extended to SHA-1, which had survived
her first work [WANG05].

We are still coping with these problems, all of which revolve around hash function collisions, two
strings producing the same hash value. One of the axioms of the branch of mathematics called
combinatorics is called the Pigeonhole Principle. At its simplest, the Pigeonhole Principle states
that if you have 13 pigeons and only 12 pigeonholes, then at least one hole must contain at least
two pigeons. Pretty obvious, isn’t it? That’s why it’s an axiom.

If you apply this principle to hash functions, consider 16-byte hashes. Also consider the entire set
of 17-byte strings. According to the Pigeonhole Principle, there are going to be at least two original
strings that product the same 16-byte hash. As a matter of fact, there have to be a whole lot of
them. The collisions are the equivalent of pigeons lumping themselves together. If the collisions are
evenly distributed (and thus the hash function perfect), then there will be 256 collisions per hash
value, and according to the Pigeonhole Principle, there has to be at least one hash with at least 256
collisions.

Finding a collision ought to no better than guessing, but how hard is that? Answering that question
raises another interesting mathematical problem called The Birthday Problem, which we first saw
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Name Size Description

MD5 128 bits MD5 was the sole hash function that PGP software used
prior to PGP 5.0. Weaknesses in MD5 first showed up in
1996. MD5 is itself an improvement on MD4, which was
never used in PGP software and was the first common hash
function to be fully broken.

SHA-1 160 bits SHA-1 appeared in PGP 5.0, and also in OpenPGP. SHA-1
is an improvement on MD5 that was created by NIST to be
wider and also to correct problems in MD5.

RIPE-
MD/160

160 bits RIPE-MD/160 is a hash function similar to SHA-1. RIPE-
MD/160 was created to be an improvement over MD5. How-
ever, it was created by the European Réseaux IP Européens
(RIPE) organization rather than the U.S. NIST. We expect
it has similar security characteristics to SHA-1.

SHA-256 256 bits SHA-256 is one of a new family of hashes created by the
U.S. NIST that are collectively called the “SHA-2” family.
It has different internal structure, comes from the same basic
construction as the other hash functions in this table.

SHA-512 512 bits This is another member of the “SHA-2” family, along with
SHA-256.

SHA-384 384 bits SHA-384 is a variant of SHA-512 that has a smaller output.
In general, SHA-384 is not used, because it has no advant-
ages over SHA-512 except for the hash size. It runs at the
same speed as SHA-512, so usually if we need something
stronger than SHA-256, we go directly to SHA-512. There
is also a SHA-224 which is a similar truncation of SHA-256.

Table 4.3: Commonly Used Hash Functions

when talking about block sizes. The probability that a given person has the same birthday as Alice
is about 1/365 11. But if you have a room full of people, what is the chance that there will be a
collision on their birthday? Specifically, with how many people are there even odds that there will
be two people in the room who share the same birthday?

The general case answer to this question is the same as finding collisions in a hash function. We can
think of a birthday as yet another hash function with perhaps better properties than initials, but
still nowhere near perfect. Nonetheless, birthdays are fairly randomly distributed12. For birthdays,
it turns out that the odds of a birthday collision are even at about 23 people. In the general case,
the odds are even at about the square root of the number of options.

I’m sure you noticed my use of the weasel-word “about.” This is because the answer isn’t exactly
the square root, but close to it. In the general case, the chance of collisions is

11We’re going to ignore February 29.
12It turns out that more people are born in August than other months and there’s even a little more of a spike in

the third week of August which says something about festivities in December. It also turns out that more people are
born on a Tuesday than any other day, but that is caused by different effects.
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Prob(pigeons, holes) = 1 − holes!
(holes− pigeons)! · holespigeons . Sparing you lots of math [Birthday],

if you solve this problem for the the number of pigeons that will give you the probability of 1
2 of

two of them in the same hole, it works out to be about 1.2
√
holes, which is close enough to

√
holes

that we typically just use that answer, especially because we’re going to be dealing with very large
numbers.

So, if we have an n-bit hash function, there are even odds of a collision when we have 2
n
2 strings

we’ve hashed. Thus, we say that a 160-bit hash function should have 80 bits of security. 280 is a very
large number. It’s about twice Avogadro’s Number, which is the number of molecules in a mole, or
to put it in convenient terms, the number of molecules in a rounded tablespoon of water. It’s a big
number. When Wang came to Crypto 2004 with [WANG04] in hand, it shook cryptographers up.
She didn’t have a paper that showed how to create collisions, she merely had a lot of them. As you
can see, because collisions are supposed to be hard to find, merely possessing a handful of collisions
on each of a handful of 128-bit hash functions means that something is up. For cryptographers, the
main question was, “What does she know that we don’t?” Six months later, her techniques were
extended to attack the prime 160-bit hash function.

Here is a summary of what we’ve learned in the last two years:

• Wang is an excellent cryptanalyst. She doesn’t have any fundamental mathematical insights
that other mathematicians don’t have; she’s merely the world’s best hash function cryptanalyst
by leaps and bounds.

• Some other theoretical work that wasn’t particularly practical is getting a lot of thought.
For example, a few months before [WANG04], John Kelsey and Bruce Schneier showed in
[KSHASH04] that when looking for a SHA-1 collision of a given string, you could do it in 2106

work instead of 2160 but you need to have messages 260 long to be able to do so. Before Wang
showed flaws in how we were doing things, this was interesting but not practical. Now some
of us wonder if this impractical flaw is an indication of a structural problem. We don’t know,
yet.

• There are a number of proposals on how to modify existing functions to withstand Wang’s
attacks. They’re all very good, but the obvious follow-on question is, “What new attack will
happen next year, that this fix doesn’t account for?” Of course, this question is unanswerable.
We just can’t protect against unknown attacks. However, a number of these proposed solutions
are practical to implement. Simple techniques like doubling every byte as you hash (instead of
hashing ABC, hash AABBCC) or inserting a zero byte after every 4 bytes [SY05] or adding in
some random data at the front of the data to be hashed protect against these known problems.

• We’re starting to get an idea of how to design hash functions better. In October 2005, NIST
hosted a workshop on hash functions, and cryptographers are starting to get a better idea of
how to make good hash functions. A second workshop is planned for August 2006. There is
also growing support for a competition similar to the AES competition to produce new hash
functions.

• There are also good ideas on how to proceed from an engineering standpoint. At PGP Cor-
poration, we have been leading this initiative.
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At PGP Corporation, we started migrating away from MD5 back in 1997. PGP 5.0 started a gentle
migration away from MD5 toward SHA-1, keeping MD5 solely for backwards compatibility. PGP
8.0.3 introduced support for reading but not generating SHA-256, SHA-384, and SHA-512. PGP
9.0 started a gentle migration from SHA-1 to SHA-256.

Data Integrity Functions: MACs and Signatures

Our next building blocks are those that let you know that a piece of data is intact — that it is the
data you expect, the whole data, and nothing but the data. Like encryption, there are two basic
ways to do data integrity, with symmetric or asymmetric keys. These are called MACs, for Message
Authentication Codes and Digital Signatures.

You can make a MAC with either a cipher or a hash function; the latter are called HMACs. Digital
signatures are much more powerful than MACs, but MACs are faster. Since a MAC uses a symmetric
key, anyone who knows the key can rewrite the data and the MAC that goes with it. They work
very well between two parties, but less well when they’re needed among many parties. In contrast,
a digital signature is made with the private half of a keypair, and anyone who has the public key
can verify it. This property allows digital signatures to be broadcast with one signer and many
verifiers. They’re used for checking that anything from messages to software are not only intact,
but come from a designated source. This is very useful in communications as well as in storage.
MACs in protocols like SSL keep an attacker from undetectably changing the flow of bits or adding
in something or deleting something.

The common algorithms that we use for digital signatures are RSA and DSA. RSA can sign as well
as encrypt. DSA is interesting in that it is a signature-only algorithm. There is also an elliptic-curve
variant of DSA known as ECDSA. It is also possible to create digital signatures with the Elgamal
algorithm, but this isn’t typically done. At one time, the OpenPGP standard allowed Elgamal
signatures, but they have since been removed.

If you do more research that goes into the actual mathematics behind digital signatures, you’ll see
some descriptions that talk about signatures being the same thing as encrypting, but you encrypt to
the private key rather than the public key. This is true for RSA, but not for DSA nor Elgmal. The
reason for this is that Elgamal signatures are somewhat tetchy to create and use. DSA signatures
are actually a variant of Elgamal signatures created to be less problematic, but with the added
advantage that they are much shorter than Elgamal or RSA signatures.

No matter what algorithm you use to create a signature, the data itself isn’t signed, but rather the
signature is on a hash of the data. The reason that we do this is two-fold. First, as you remember
from encryption, a public key algorithm operates on a chunk of data, and you have to handle the
case where the data is larger than the key (which is the vast majority of cases), by doing it a number
of times. You would end up with a signature that is as large as the data you signed, and would have
to chain the pieces together. Secondly, this would be very slow. So to get a small object quickly, we
hash the document and sign that. So long as the hash function behaves well, this is a reasonable
thing to do.

Note that this is also a reason why cryptographers are so concerned about the strength and security
of hash functions. Digital signatures are actually a composite of raw signing and hashing. If there
are problems in either than there are problems in digital signatures.
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Digital signatures are important because they provide data integrity as well as cryptographic control
on the data integrity. Hash functions alone can tell you if data has changed, but you have to keep
a separate list of the hashes of all the data you want to track. With a digital signature, if you are
the verifier, you need to keep the data and its signature. You also have to have the public key of
the signer, but you only need one of those per signer. As the signer, you need to keep the signing
private key protected, but anything you signed does not need special care. Interestingly, the signer
doesn’t even have to keep the private key. It is possible to sign something and then destroy the
private part of the signing key. The signature can always be verified even if the signing part is lost
to the mists.

Certificates

Public keys are like telephone numbers; you need to have the one of the person you want to work
with. They are also like telephone numbers in that there is a lot of metadata about them that we
have to track. If you are unfamiliar with the term metadata, it is merely data about data. Consider
a book; there is not only the actual contents of the book, but there’s also its title, its author,
what edition and printing it is, whether it is soft or hard cover, its ISBN number, the subject,
genre, and so on. These are all metadata about the book13. Now consider a telephone number; the
metadata about it include the name of the person it will ring, whether it’s a home, office, mobile,
or fax number, and so one. When we consider keys, there is also metadata about them. Like the
telephone number, there’s the name person it refers to. But there are also other metadata about a
public key, such as how is it to be used — for encrypting, signing, both? When was it created? Is
it not supposed to be used after a certain date?

We call the blob of data that holds a key and its metadata a certificate. We also call them keys,
particularly when they’re intended for use with OpenPGP. The convention of calling PGP thingies
keys rather than certificates came from Whitfield Diffie. The word “key” is a nicer word than
“certificate.” It sounds better, it is easier to say, it is less jargon than “certificate ” is, even if not
being entirely accurate (and that I will discuss later). Colloquially, OpenPGP certificates are called
keys. I tend to use the word certificate, however, because I want to make it clear that an OpenPGP
key is a certificate.

Certificates are nothing more than the data structures that hold a key and metadata about that
key. They may come in one format or another, but we have them because keys alone aren’t all
that useful. We want to work with keys and their metadata, especially because that metadata will
contain important data about how that key is to be used. There have been many attempts over the
years to get rid of certificates, some successful, some not. Certificates continue to be the dominant
way to hold keys because rarely do you need a key but no metadata.

13We can debate some of the finer points. Is the book’s title really metadata, or is it the book itself? I can see
the other side of the argument. Someone else might consider the index and table of contents metadata, but I don’t.
They seem to me to be part of the book itself. Nonetheless, once you consider that there is the book itself and things
about the book that nonetheless go with the book, you understand metadata.
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Why Certificates?

Let us consider a key (and by this, I mean a bare key) we have for Alice. Cryptographers are wary
creatures and we worry bout the most obvious things. How doe Bob know this is Alice’s key? If
Alice gave it to Bob, it’s pretty straightforward, just as if Alice gave Bob her telephone number. But
this doesn’t scale. With telephones, we have directories. We look up people’s numbers in the phone
book. These directories create a binding between someone’s name and their phone number. If we
wanted to have an analogue to a telephone book for keys, we would want to have some assurance
that it is accurate.

Digital signatures allow us to do something extremely clever – why not take all that metadata
about Alice as well as her key, and sign it? Then you can verify the signature and use the data
integrity provided by the signature to have some indication that the mapping of that key and all
the metadata is valid. We use that word, valid, intentionally. Just as in logic and reasoning to
differentiate between valid (meaning the the processes are correct) and true (meaning that the facts
are correct). You can have a valid line of reasoning that is nonetheless false. You can also have a
valid certificate that is not accurate. For example, if Alice changes her name, a certificate with her
key would no longer be accurate, but it would still be valid.

There are two major syntaxes that we use to create certificates. These are nothing more than data
formats, similar to the way that there are different formats for pictures. We’ll discuss them more
as we go on, but these two formats are OpenPGP and X.509. Today, PGP software can work
with certificates in either format and oftentimes will take the actual public keys and dress them in
whatever uniform is best for the purpose at hand.

A certificate can be signed by any key. Usefully, the certificate might be signed by they key it
holds. We call these self-signed certificates. For example, if Alice gives Bob her key in a self-signed
certificate, that’s all he needs. At any time, he can verify that the information in the certificate
hasn’t changed. Also usefully, that certificate can be signed by some other key than Alice’s. Perhaps
Bob signed it himself, but it’s also likely that some third party, Charlie, has signed that certificate.
In the OpenPGP world, we call these third parties Trusted Introducers but in the X.509 world,
Charlie might also be known as a Certificate Authorityor CA.

Trust and Authority

Trust is a funny word. It means so many things in so many contexts. In this case we’re going to
use a narrow, strict definition. Trust is the mechanism that use to decide that a certificate is valid.
A Trust model is a broad scheme that we use for trust. I know this sounds confusing, but it makes
more sense than you’d think. Let’s look the basics of trust models.

Direct Trust

Direct trust is the most straightforward. Bob trusts that a certificate is Alice’s because Alice gave
it to him. It is the best trust model there is, so simple that I already described it to you without
giving it a name. It is not only the simplest trust model, but at the end of the day it is the most –
well, trustworthy!
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People use direct trust all the time by doing things like putting an OpenPGP key fingerprint (which
is itself a hash of an OpenPGP key) on their emails or business card. I do this, myself; if you get
my business card from me, there’s my key fingerprint. You can then use this to know that my key
is actually my key — you can trust that the certificate is valid.

As I said earlier, the only problem with direct trust is that it doesn’t scale very well to something
the size of the Internet. That doesn’t mean it’s not useful, it just means it doesn’t scale.

Hierarchical Trust

Hierarchical trust is also straightforward. In hierarchical trust, you trust that a certificate is valid
because it was signed by someone whom you believe to be accurate, as in the example I gave in
which Bob considers Alice’s certificate to be valid because Charlie signed it. Bob trusts Charlie to
be an authority on accurate signing.

There are a good number of companies that make it their business to be Charlies. GeoTrust and
VeriSign, to name two, are widely trusted Certificate Authorities, and they are trusted because of the
practices they follow in creating certificates. Part of these practices are that they have a relatively
few number of keys that extend this trust. These keys are themselves held in Root Certificates
(which are self-signed certificates). The key in this root certificate signs a key in another certificate.
This can extend some number of times before we get to the actual certificate we’re interested in.

To verify that certificate, we trace a chain of certificates. Alice’s certificate is signed by a certi-
ficate that is signed by a certificate that is signed by the certificate that Jack built. Many large
corporations, governments, and so on have their own hierarchies that they create and maintain.

X.509 certificates of the sort that we use for SSL connections on the web use hierarchical trust. If
you go to Amazon.com, that web server has a certificate that was signed in a hierarchy that traces
up to a root certificate that we trust. For these commercial certificate authorities, they typically
use a depth of two or three.

Ah, I can hear you ask, “But how do we trust that root certificate?” The answer is: direct trust.
Built into your web browser is a set of root certificates. You consider them valid because they are
part of the software you installed.

Hierarchical trust is straightforward, but has an obvious risk. If the authority makes a mistake, the
effect of that mistake is great. In a notorious example of this problem, Microsoft uses a hierarchical
trust system for its code-signing system, Authenticode. That hierarchy is maintained by VeriSign.
A few years ago, some miscreants convinced VeriSign that they were Microsoft employees, but they
were not. Fortunately, the scam was caught quickly. Had they gotten away with the improperly-
issed certificates, whoever ended up with those certificates would have been able to sign software
with a Microsoft key, and as far as the system works, that bogus software would have been Microsoft
software.

Cumulative Trust

The drawback of hierarchical trust — that a hierarchy is brittle — leads us to the last major trust
model, that of cumulative trust. Cumulative trust takes a number of factors into consideration and
decides if a certificate is valid based upon these factors.
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The most widely used cumulative trust system is the PGP Web of Trust. In the Web of Trust, Bob
can assign various trusted introducers (who are actually certificate authorities, even their names are
Charlie and Dale) a ranking in points. If there are enough points, Bob considers the certificate valid.
In OpenPGP, we have three rankings for introducers, untrusted (zero points), partially trusted (one
point), and fully trusted (two points). If there are enough certifications to reach two points14, then
the certificate is considered valid.

You can also have trust cascade from one introducer to another. For example, Bob might consider
Zelda’s certificate valid because Alice signed it, and he both trusts Alice and considers her certificate
valid because both Charlie and Dale certified Alice.

The cryptographer Ueli Maurer [MAURER] developed an extension to the PGP Web of Trust that
allows for a continuous scale of trust assignments. In his model the usual PGP scale would be zero,
one-half, and one with validity granted when enough trust accumulates to get to one. However, he
permits any fraction to be assigned to an introducer. You can have one introducer given a value of
0.9, and another of 0.15.

Cumulative trust can encompass both direct trust and hierarchical trust. It is easy to set up in a
cumulative trust system both direct trust and hierarchies of trust.

Hybrids of the Trust Models

None of the basic trust models are widely used in their pure forms. There are too many advantages
of each. Even in worlds that use strict hierarchies, there are authorities called Bridge CAs. These
are certificate authorities that function as introducers of one hierarchy to another.

In the PGP world, we also use hybrids. The PGP Global Directory is a mini-hierarchy within the
larger web of trust. If Alice submits her key to the PGP Global Directory, the Global Directory
sends an email to all the email addresses she has put on her key. If she responds to those emails,
those addresses are listed in the Global Directory. The Global Directory also sends follow-up emails
every six months. It then certifies her key every two weeks.

Additionally, PGP provides for domain-level trust and directories. If a domain sets up an OpenPGP
key server at the host keys.domain, for example, keys.pgp.com, a number of OpenPGP systems
(including PGP Desktop, PGP Universal, and Hushmail) will automatically discover keys in that
directory. It considers a domain-level key in that directory to be a trusted introducer for that
domain. For example, at keys.pgp.com we have a such a directory and in it there is a key for the
domain pgp.com. That key has signed mine, and therefore you will automatically consider my key
to be valid. Note that this is a combination of direct trust of an introducer for that domain with
the other parts of the web of trust, and that creates its own mini-hierarchy.

Certificate Dialects and Gory Details

As I said earlier, there are two major data syntaxes for certificates, X.509 and OpenPGP. They’re
the same yet different. Many products, such as PGP, can work with both certificate types. As time

14In PGP’s software, there is also a setting for having a threshold of one point.
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goes on, the differences between them will be less and less relevant. Analogously, there are also
multiple formats for pictures and reasons they all exist. But when you put together a web page or
a photo album, the differences mostly fade away. Additionally, each format grows a little closer to
the other one all the time. If the people who use certificates like something that one has, the other
usually acquires it. But let’s look at a number of the differences in how X.509 and OpenPGP are
used.

Certificates and Certification

X.509 certificates have a simple, basic structure that I described above. They contain a key, in-
formation about the key, and a signature that is a statement that they go together. OpenPGP
certificates are more complex: they may hold more that one key, more than one clump of inform-
ation, and more than one signature. Despite this, the formats are not incommensurate. You can
express the same thing that an OpenPGP certificate does with a group of X.509 certificates.

For example, the SSL certificate that www.pgp.com uses contains a public key, the hostname of the
web site (www.pgp.com), some other information (for example, that the signer does not recognize
certificates made with the key in this certificate), and a signature made by the certificate authority,
GeoTrust.

The OpenPGP certificate that I use for email also has a public key. It has information (the email
address jon@pgp.com), and a signature binding those together. This signature is a self-signature,
one made by the public key itself. There is also another signature, one made by the PGP Global
Directory (<http://keyserver.pgp.com/>). There is another one made by Phil Zimmermann, one
by Will Price, one by Jeff Moss, and a number of others by other people. Note that semantically,
each of these is equivalent to an X.509 certificate by each of these signers. This entire set of
certifications is also present for other email addresses that I have, such as jcallas@pgp.com and
jon.callas@pgp.com.

The self-signed certification allows us to make some interesting statements. This is, for example,
where we store the preferences about a key. In these preferences, my key says that when you encrypt
to it, I’d like you to use AES-128. If you don’t like AES-128, try AES-256. If not that, how about
Twofish? These statements allow the owner of a key to tell people who will use it what it would
like. At this writing, there is no equivalent of this in X.509 certificates, but the standards people
are working on an equivalent.

But wait, there’s more. An OpenPGP certificate can contain more than one public key. The main
key in the certificate has to be some sort of signing key (either a DSA key or an RSA key). There
can be other keys for either encryption or signing. You can only use a DSA key for signing, so if
your main key is a DSA key, you must have another key that can encrypt, be it an Elgamal key or
an RSA key. It is possible to use an RSA key for both encryption and signing, but cryptographers
don’t consider it good form. So we make separate keys for signing and for encryption. It is also
possible to have additional keys for signing, as well. The main signing key also makes signatures
that state it recognizes these subordinate keys.

The advantage of this approach is that the software can present a unified collection of data that
supports several purposes, several names, and several keys while not requiring the user to know all
of these details.
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Putting it All Together—Constructing Ciphertext from Plaintext

Just as with certificates there are two basic syntaxes for securing a message, the OpenPGP format
and the CMS format that is the core of S/MIME [OpenPGP] [CMS]. Despite many differences in
the actual format, the pattern of creating a encrypted or signed object is the same. In fact, the
basic recipe that I describe here is how almost all encryption and signing works. New systems such
as PGP NetShare use this same basic recipe, too. Even very low-level systems such as PGP Virtual
Disk and PGP Whole Disk Encryption follow the same basic recipe. Even network systems such
as SSL and VPNs use the recipe that follows. Of course, some of the steps might be omitted for
some operations. It is possible to encrypt data, sign data, or both. More emails are signed than
encrypted, but more files are encrypted than signed. However, nearly every cryptographic system
you encounter will use some twist on this basic recipe for encrypting.

1. Start with the plaintext data.

2. Do any data massaging that we need to do. For example, in email, paragraphs have to be
appropriately wrapped, the ends of lines have to be turned into the standard Internet form,
and so on. In raw, binary data we don’t do anything.

3. Create data integrity objects for the massaged data. This means to compute a MAC, a digital
signature, or something else equivalent. In general, there is no need for us to do both a
symmetric integrity object like a MAC and a digital signature, but it’s possible to have them
both.

4. Compress the data if desired. OpenPGP compresses the data by default. CMS does not.

5. Encrypt the previous things with a symmetric cipher such as AES. For example, we might
encrypt the compressed data with a signature appended to it.

6. Find the public keys that we want to decrypt the data.

7. Encrypt the symmetric key to each of the public keys.

8. Format the raw object. This is where a CMS object becomes an S/MIME mail message, an
OpenPGP message gets its email formatting, and so on.

The result of this recipe is something that resembles a set of Russian dolls, or perhaps the layers of
an onion. Later steps encapsulate earlier steps.

Taking It All Apart—Getting Plaintext from Ciphertext

When we receive one of these messages, we have to take it apart and come up with the actual
plaintext. Here is how we do that.

1. Start with the enveloped ciphertext.

2. Remove any enveloping around the raw, binary ciphertext that was put there by email, web
services, and other transports.
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3. Scan this list of public keys in the message and look for one for which we have the private key.

4. Use the appropriate public key algorithm to decrypt the message key.

5. Use the message key and the appropriate symmetric-key cipher to decrypt the encrypted
message.

6. If the message was compressed, expand it back out again.

7. If there are signatures or MACs, verify them.

8. Look proudly at the plaintext.

Depending on the actual process that we are using, there are variations of this flow. In an encrypted
disk, we unwrap the symmetric key when the disk is mounted and use that symmetric key for every
disk block we read and write. In email systems, we go through the full recipe with lots of data
massaging before and after encrypting and that has to be undone when we decrypt. Even worse,
once we are done, we may end up with a complex thing like an email with fonts, pictures, and URLs.
However, this is how we take all of the components of cryptography and put them together into a
cryptosystem.

Going on from Here

We have looked at how we put together a complex cryptographic system from its components and
how plaintext gets made into unreadable ciphertext and how that gets turned back into usable
plaintext. Of course, there are many details that we haven’t looked at and there are other processes
we have ignored. Yet many of those are merely another variant on the same framework that we
have seen here.

For example, we haven’t looked at how your private key gets encrypted to your passphrase. It’s an
advanced topic. However, we have looked at all the components needed to do this and can think
about it. Take the passphrase, use a hash function to get a symmetric key and then encrypt the
private key. Simple enough. Of course, there are even more details than that, but if this sort of thing
fascinates you, go look at the specifications. I have already provided links here to how OpenPGP
(for example) does it, and a link so you can open that up in your web browser. Look for "string to
key" in RFC 2440. You know the basics now.

52



Chapter 5

The Future of Cryptography

Prediction is very difficult, especially about the future.
– Niels Bohr

We’ve seen where cryptography came from, but where is it going? Of course, it’s hard to say, but
we can nonetheless talk about the trends. We can also talk about what could perturb the current
directions. This gives us both an indication of where we’re going, what could make our predictions
wrong, and also how likely that is.

A number of the things I’ll discuss in this chapter are unsolved problems: challenges that face us
with which we have to deal. Some of them are elephants in the room that we’re all ignoring, or if
not ignoring, noting that they’re in the room, take up a lot of space, and do make it hard to dust,
but then we go back to the previous subject. Others are genuinely hard problems without a good
solution. Still others are tradeoffs. Consider this chapter a tour of stopoffs at interesting problems
and surprising things.

From Noun to Adjective, From Syntax to Semantics

Momentum is carrying us so that there will be more cryptography, and more cryptography will be
embedded in more places. The larger trend is that there is a change in the metaphor that surrounds
the way we use cryptography. It is becoming less of a noun and more of an adjective; it is less of
a thing, and more of a modifier. This is the natural progression of all technologies. Ironically, this
shift also accompanies greater technological sophistication.

For example, look at radio. When radio was new, a century ago, it was a fascinating thing, it
was The Wireless, a proper noun used with the definite article. Now, even as it is pervasive, it’s
a lower-case adjective, not an upper-case noun. I have a wireless telephone in my pocket that can
also talk to my computer over a wireless connection that does little more than replace a short wire
— Bluetooth. My computer is most often connected to the Internet1 most often through a wireless
network connection. That something is wireless is an important quality but not something that is

1The Internet is our age’s upper-case noun that will follow this same progression. Already, it is merely controversial
to talk about internet things rather than Internet things.
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in and of itself interesting. And yet the actual technology of wireless, the mechanisms for having
pervasive, useful radio for idiotically trivial things like replacing a keyboard cable, is more complex
than it has ever been before. About the only thing that we have that is wired any more is power.
When we have wireless power for our laptops, the migration will be complete. With a little luck,
fuel cells replacing batteries may be precisely the removal of that last wire.

In cryptography, a related change is that we are caring less about syntax and more about semantics.
Cryptography is a technology that is itself about language and how it is used, and the constructs
we make are becoming more subtle. Cryptography in and of itself is less interesting; it is what we
do with the cryptography that is interesting.

Social Expectations

The primary driver of the future direction is the way we expect information to be treated as
civilization becomes more dependent on it. We expect the people we buy things from to treat
our information with care. We expect health care do the same, but with a more complex task
because health information must be instantly available when it is needed, but protected when it
isn’t. Organizations of all sorts are being required to take care of the information they have.

Europe is the most advanced in terms of legal and social protection of information. The present and
upcoming U.S. breach notification laws may very well have a more profound effect on information
protection. They do not mandate operational procedures, merely transparency in operational slip-
ups. All these requirements are based on a central idea, that information that is encrypted is
information that is protected. As this happens, encryption becomes the vehicle that protects all the
parties as well as the information itself.

The future of cryptography is entwined with the way we use it, and the way we use it relies on law,
custom, regulation, and expectation. We don’t have these things very well defined right now. The
formalisms, the laws and regulations, are relatively new and they’ll get refined in the courts and
through custom. That’s inevitable, but what we have now is at best a good first draft. There are a
lot of rough edges waiting to be filed down. The rough edges are really unsolved problems, so let’s
look at a number of them.

Digital Signatures and Semantics

Many of the rough edges in the way we’ll use cryptography have to do with digital signatures. We’re
going to be using digital signatures for a lot of things in the future, not for just replacing a written
signature but also for many types of data protection.

Digital Signatures Aren’t Signatures

Digital signatures are flexible tools that we use for protecting information. The only major problem
with digital signatures comes from the name. They aren’t signatures. A signature is an act, not a
thing. When you sign a credit card receipt, for example, it is made legal by the fact that you signed
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it. What you signed it with is secondary: it could be the legendary X, Zorro’s Z, or just about
anything else. I have a peeve about those signature scanners used in some cash registers. I write the
word “Signature” on them, and do it as fast as I can, so that it doesn’t register very well and is only
a series of line segments. It also pleases me in an odd way that this is my signature and is unique.
Oh, yes, and that I feel like I’m getting away with something, because no one ever calls me on it.
No one even cares that it’s not the same signature that’s on the back of my card. Interestingly,
it seems that signatures are rarely compared. Many people I know, particularly those in security
have a story about signatures not being checked even when the back of the card says, “always check
signature.” You can find a delightful discussion of this issue at [SigPrank], in which John Hargrave
came up with more and more outrageous challenges to presumptions about signatures.

However, this is less a prank than an observation about the way the world is as opposed to the way
we perceive it to be. A signature is an act, not a thing. Comparing signatures is merely a secondary
security check and it is the comparing that is important2.

A digital signature, in contrast is not an act, it is a thing. It is a thing that we presume can only
be produced by one person, but it is really a mathematical, cryptographic calculation. We presume
that the “owner” of the private key is the only one who “knows” the key, but let’s face it: human
beings can’t know keys. They can be in possession of some piece of technology that has the only
copy of the key, but they don’t know the key [Seven]. Furthermore, human beings can’t do the math
that it takes to create the thing. Instead, we have machines to do it for us, which means we need
to have a certain amount of faith that the software did the right thing. It’s easy for us to examine
a piece of paper before we put ink to it; the same isn’t true when the document is made of bits.

Most of us know in our hearts that a signature is an act, and I’ll demonstrate it to you. At PGP
Corporation, one of the things that we have is a picture of my signature. Actually, it’s a JPEG
image of my ink signature. It’s there so that when I’m traveling (as I often am) and some official
letter needs to be sent, PGP Corporation can write it up and print it out with my signature on it
so that it really came from me. There’s nothing wrong with this practice, but doesn’t it give you
the creeps? It does me. Still, when I’m dashing between airplanes, sending the text of a letter to
Congress via BlackBerry (which is signed with PGP software), how else are they going to put it all
together on letterhead and get it out with the last express pickup? It’s creepy because a signature
is an act, not a thing.

Metaphorically, a digital signature is far more like a wax seal of old than a signature. When we
worry about the security of digital signatures, our concerns are like the concerns around a seal. Can
a similar one be produced by some bogus signet? Can the seal itself be pried up and moved to some
other document? If we could go back in time, it would be much better to call a digital signature a
digital seal, but we can’t. Therefore we must note that they’re not the same3. [DSigNotSig]

2I believe that the reason why signatures are rarely checked is a simple risk-reward calculation. The clerk has
to make a decision about how likely it is that the charge is fraudulent. A false positive here (challenging legitimate
customers) is going to insult and may lead to them shopping somewhere else. A false negative — well, there are bad
charges all the time, and the costs of such are not borne by the clerk. There are also many more customers than
crooks. So with no other evidence, the clerk is better off accepting the charge. And contrary to what you’d think, if
someone signs the slip “Mickey Mouse” it is far more likely that they’re yanking the clerk’s chain than that they’re a
crook.

3This confusion isn’t new, though. A signet, the thing you use to make a seal in wax comes from the same roots
that signing does, and that’s obvious enough that I almost thought it went without saying.
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The Myth of Non-Repudiation

Whenever you read about digital signatures, it almost always says that digital signatures afford the
property of non-repudiation, that the signer cannot say they didn’t sign it it. This is at best a myth
and at worst a mathematician’s fantasy. It’s not a bad fantasy, however, as fantasies go. Leibniz
optimistically espoused the goal of formalizing logic to the point that we could decide disputes by
stating things and saying, “Let us calculate.” Anyone who has had to deal with a contract dispute
can empathize. But just as Gödel dashed Leibniz’s plans, let’s look at this claim seriously. What
is non-repudiation?

Take as an example that Bob has a digitally signed document, one signed with Alice’s key. Alice
bursts into Bob’s office and says, “Look, Bob, I know that that letter is signed with my key. I don’t
deny it. But I didn’t sign that letter. I don’t know how it came to be, but I didn’t do it.”

Is Alice telling the truth or not? Did she sign the document? Cryptographically, non-repudiation
is the belief that very, very likely, she is not telling the truth. If we assume that she has a 1024-bit
RSA key and used a 160-bit hash, then the probability that she is telling the truth is about 2−80.
Security-wise, however, there’s more to it than that because non-repudiation rests on a number
of assumptions. We assume that only Alice has her private key. We assume that Alice’s software
doesn’t have bugs, spyware, etc. We assume that the passphrase on her key has at least 80 bits of
strength. These are just the starters, too. We are also assuming that when Alice signed something
she fully understood what it was.

In reality, the chance that she’s been hacked, or she clicked the wrong button, or her daughter did
it, or her secretary did it, or she thought she was signing something else are pretty high. They’re
a lot higher than 2−80. There’s little doubt that software using Alice’s key made that signature.
Mathematically, that is the reasonable explanation. However, it isn’t so easy to know that the
software was under Alice’s control, or that it was used with Alice’s knowledge, understanding, and
approval. That takes wisdom and judgment. We have to look at the whole of the situation. If the
signed message is one promising to buy the Brooklym Bridge, it’s easier to agree with repudiation
than a $10 check for lunch.

Consquently, non-repudiation is merely a mathematical ideal. If someone repudiates a signature,
we have to look at the whole context, just like we would with any human commitment. The idea
that math gives a property that spares humans from using judgment is a myth.

The Paradox of Stronger Keys

There is one more interesting thing I think about when I consider non-repudiation. If Alice’s
signature has 80 bits of strength, we consider alternate possibilities such as her system having
spyware or the culprit being children or other household gremlins. We’re in effect asking the
question, “What’s more likely: Alice is lying or that she was hacked?” But what about when her
signature has 256 bits of strength? Don’t we, logically, have to consider alternate scenarios that are
less likely than 2−80 but more likely than 2−256? Heck, people have had bad reactions to sleeping
pills and cooked meals and then gone shopping4. And what are the odds that space aliens might be

4In this particular case, where Alice’s mind was asleep but her body was shopping, Alice is almost certainly
responsible for the signature no matter how clever the counter-claim. But it brings up an interesting nit in contract
law.
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playing a prank on her? If the odds of that are 2−240, don’t we have to consider that a an alternate
explanation as well?

Yes, I’m being puckish with the space aliens, but I think the broader point holds. Stronger keys do
not necessarily make the system more secure if we’re worried about externalities. If I’ve entered into
the cryptographic Twilight Zone because Alice is happy to pay me for lunch, but insists she didn’t
make that signature, maybe it’s reasonable to wonder if she was befriended by Coyote [CoyoteBlue].
Yes, I’ll scan her system for spyware and wonder about her daughter’s sense of humor, but when
you’ve removed the likely hypotheses, the unlikely ones are still there – and 2−256 is a very small
number. Strong cryptography in a chaotic system (like any system involving those darned humans)
doesn’t necessarily make the system less chaotic, and might actually make it more chaotic. You
can’t get rid of externalities with encryption, no matter how much encryption you use.

Signatures and Liability

One of the ways digital signatures are being used is to push liability to the signer. This is a
reasonable thing to do if you believe in non-repudiation. It’s also understandable — who doesn’t
want to push liability and risk to someone else? If you’re a bank and your customers use credit
cards, you hold the risk. If your customers use digital signatures, they hold the risk.

Of course, the flip side is that as a customer, I like it when banks and merchants assume liability
for me. As a customer who is also a cryptographer, I find it irksome that a low-security system
like credit cards protect me with insurance, but a high-security system like digital signatures leave
me hanging. It doesn’t matter how secure the signatures are, the risk is all mine, especially risk
from externalities ranging from spyware to bridge-loving space aliens. Stewart Baker called this the
“Grandma picks a bad password, Grandma loses her house” problem.

With a bad risk-handling and liability system, only a mad person would go near a public key pair.
This situation is bad for us all. Embedded into the monetary system, digital signatures could
improve the overall system and reduce losses from fraud and error. But we live in a world in which
operating systems have security flaws and criminals are actively looking for credentials to abuse and
steal. One of the futures of cryptography is to rethink the laws and customs about digital signatures
so that Alice and the Hatter both will want to use them.

A Real-Wold Semantic Shift

We can find a real-world example in semantic subtleties with digital signatures with the new anti-
spam mail signature system, DomainKeys Identified Mail (DKIM). Miles Libbey of Yahoo! nicely
described the goal of DKIM to be, “we, Yahoo!, want to know that a message for one of our
customers claiming to come from eBay really did come from eBay, even if it bounced off of their
alumni association.” (Full disclosure: I am one of the DKIM specification’s authors.)

A DKIM signer is making a statement that takes responsibility for placing the email into the mail
stream. A DKIM verifier can use that signature to mean whatever they want it to mean. It is a
valuable piece of information that can help process a message. In the case of many senders, that
approach will speed the message’s transit into the inbox. In others, it may speed the message’s
transit into the junk mail folder.
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DKIM signatures are primarily a conversation between the sending administrative domain and the
receiving administrative domain. This is primarily a server-to-server conversation. Although it’s
possible for the client’s machine to verify or even sign a message, this isn’t the primary goal. The
scope of the signer’s responsibility is also limited; the signer says nothing about the content of the
message. It is a sort of postmark, a server’s statement that says, “I placed this message in the mail
stream.”

Note that this is a shift in what an email signature means. DKIM is by no means the first attempt
to stop email abuse with digital signatures. Most previous discussions have centered on having
the end users themselves sign messages, particularly with OpenPGP or S/MIME. In fact, before
I got involved with DKIM, I wrote a PGP CTO Corner article about using signatures to stop
spam [JCMailSig], arguing that this was not a good idea because of the difficulty of operational
management, as well as the semantic dangers of blurring authentication with commitment. If I sign
all my messages to show they’re not spam, how do I differentiate between idle thoughts (or drafts)
and something I am willing to put my name to?

DKIM changes the semantic nature of email signatures in a number of interesting ways:

• A DKIM signature separates the relationship between the message content and the transport
envelope. It also separates the end user from the receiving domain. The administrative domain
is a broker for the end users, with accountability for those messages going first to the domain.
The domain would then take up the dispute with its end users.

• The statements are domain-to-domain. Yahoo! at the very least plans on extending this to
the end users (so you can see that the eBay message had an eBay signature), but this isn’t
necessary.

• DKIM signatures denote a limited commitment, that of having placed the message in the mail
stream. After that, many things can happen. For example, let’s take Miles’s case of the eBay
message that goes first to my alumni association. If the server at my university glitches and
sends me twenty copies of the eBay message, this is beyond eBay’s commitment. Indeed, eBay
probably won’t even find out about this glitch.

• DKIM signatures are not archival signatures. Although it is possible for an email client to
verify a DKIM signature, typically you won’t be able to do that years after the fact. The
signing keys are stored in DNS5 and may be removed at any time by the signing domain.
We designers consider this to be a privacy-friendly feature, and not a limitation. We were
concerned that email authentication could effectively cause all emails to be on-the-record
communications, and we didn’t want that to happen. The DKIM architecture is such that the
signing keys will be closer to ephemeral than epochal. We also consider the domain-to-domain
aspects of DKIM to be privacy-friendly features.

• DKIM is based on keys, not certificates. It has a streamlined, abbreviated trust model. A
verifier gets the signing key from DNS and if it is in that domain’s DNS, then it is valid.
DKIM keys aren’t revoked; they’re merely taken out of their DNS repository.

5DNS is the Domain Name System. It is the directory that converts host names and domain names such as
www.pgp.com into numeric network addresses.
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All of these facets of DKIM are intentional features that are different from other signature systems.
DKIM makes statements that are limited in time, limited in scope, and limited in commitment,
while still achieving a useful goal: allowing an email receiver to authenticate the message’s source.

Cryptography and Reliability

Security systems are one type of system that provides safety. The threats they address are different
than other threats. Many threats are unintelligent threats. Lightning, wind, and earthquakes are
unintelligent threats. Hackers, spies, and thieves are all intelligent threats. Somewhere in the middle
you have semi-intelligent threats that range from insects to vermin to predators. The way we deal
with a threat depends on how intelligent it is. Lightning rods solve the threat of fires from lightning
and lightning does not develop countermeasures to the lighting rod. Hackers and spies do develop
countermeasures to solutions we develop and as we design ways to thwart them, we have to take
into account that they won’t let us put up a lightning rod and be done with it.

Let’s differentiate between two broad categories of safety systems: security systems that protect
against intelligent attackers and reliability systems that protect against unintelligent attacks.

We cryptographers have mastered the art of protecting against intelligent attacks. Software such
as PGP software is so secure against intelligent attacks that its users have to be careful about the
reliability of the overall system: if you forget your passphrase or lose your private key, you have lost
the information. One of the challenges cryptographic systems face is to ensure that the protection
against intelligent attacks doesn’t decrease the reliability of the overall system.

The security of a cryptographic system depends on making sure the wrong people don’t have the
keys. The reliability of a cryptographic system depends on making sure the right people do have
the keys. An important future of cryptography is building key management systems that look at
this critical question, how to make sure the right people always have the keys and the wrong people
never have the keys.

The Rise of Hardware

Hardware-enhanced cryptography is coming for a number reasons: the need for security is increasing,
hardware designers recognize those needs, and hardware is constantly becoming cheaper and faster.
There are also a number of advantages to having cryptography done in hardware. Having hardware
do encryption can have an adverse affect on the reliability of the system, particularly if the hardware
is also storing keys.

Let me give you an example. Let’s suppose you have a laptop with a disk drive that encrypts the
data on the disk as it is read and written; it is an on-disk hardware equivalent to our Whole Disk
Encryption. Let’s also suppose that that disk uses a security chip to store the actual keys that the
disk will use and these will be unlocked by the user typing in some passphrase. This process greatly
increases the security of the disk. The disk itself does not hold the keys that decrypt the data. The
security chip holds encrypted keys, and these are useless without the user’s passphrase.
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As a security system, this approach has some wonderful characteristics. If you lose the laptop, no
one can use your disk (assuming they don’t know your passphrase). If you take take the disk out of
the laptop and throw it away, there’s no chance someone will get to the data on it because they need
the keys that are stored in the hardware. The cryptography gives you the equivalent of a shredder
for your old disk.

However, this system is less reliable than your old one was. There’s the obvious risk that if you
forget your passphrase, you have lost your data. This may or may not be an issue. In a large
organization, small effects can become large. Let me pull a number out of thin air and say there’s
a 99.9% chance in a year that a given person will remember his or her passphrase properly. I’m
personally willing to accept those odds, but if I am the CIO of a large company, I have to expect
some headaches. If there are 100,000 people in my company, then 100 of them will forget their
passphrases this year. This is equivalent to 100 disk failures I would not otherwise have had, which
is why I would probably require a key management system to have some safe, yet reliable way to
manage those systems.

There’s also another loss of reliability, and that’s in the hardware itself. The security hardware itself
could fail, and if it fails, then you lose your disk, too. Additionally, if the hardware is part of your
laptop and parts need to be replaced, then your cryptographic secrets are going to be replaced, too.
If the video chip, power supply, USB ports, or other components fail on your system, they might
take out your disk, too.

Some of the new hardware systems have been recently redesigned with more reliability in mind.
Early versions of these hardware systems required that the secrets they held not migrate from chip
to chip. If the goal of the system is to bind data to one machine, it works well, but it is bad for
a general-purpose security system. The latest version of these systems permit secrets that can be
backed up.

Nonetheless, this option creates an operational complexity that didn’t exist before. You, the end
user, must not only back up your data, but also back up your security hardware. Otherwise, you’ve
done the equivalent of locking your keys in your car, but we clever cryptographers have given you no
way to jimmy it open. The future of these systems will be to increase reliability as well as security.
Software systems such as PGP software already have reliability components, and the future will
bring integration of all these together.

Rights Management

Cryptography is very good at coarse-grained control. If you can’t decrypt the data you can’t use
it, and if you can decrypt it, it’s yours. Many people desire a more fine-grained control, which is
referred to by the general term Rights Managment. Most attention is directed to Digital Rights
Management (DRM), which I can glibly describe as making sure you don’t play music through
the wrong speakers. Many rights management controversies surround DRM as it applies to en-
tertainment. Therefore, similar systems applied to documents are often called Enterprise Rights
Management (ERM) systems.

Rights management systems only work against polite attackers. If the content that is being protected
is going to be seen or heard, a dedicated attacker can find away to get to it. At the very least, the
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attacker can record sound from speakers or photograph a screen. Nonetheless, rights management
systems can be effective because the vast majority of possible attackers either don’t care enough to
go to the trouble of breaking the system, or nonetheless respect the wishes of the protector.

ERM systems create schemes so that documents, mail messages, and other files can only be used
under the situations the creator wants. They are attractive because we’ve all sent mail messages
we wish we hadn’t, or had a document read by people we didn’t want to read it. Everyone wants
to be on the protecting end of rights management; no one wants to be on the receiving end.

There are many situations where rights management systems make sense. But there are many social
implications of widespread rights management systems, and these will directly affect how much they
are used. Here are some examples:

• Rights management encourages and intensifies political behavior. If people can send email
that they can revoke, they will. This is one of the selling points of rights management: that it
can reduce embarrassment. Yet the potential for embarrassment drives accountability in some
people. If they can write something that will only be seen once, they will. The temptation
to tell someone off, to imply but not promise support in a meeting, to otherwise weasel an
agreement will be too much.

• People will find ways around rights management. Remember: rights management is only
effective against polite attackers. If you rile someone with a provocative message, he or she
may stop being polite. We live in a world with cameras in telephones. If someone broke an
agreement you thought you had with them and recalled the email, you’re very likely to take
a picture of the next email that person sends you. When the customer service representative
tells off a customer (who richly deserved being told off), the customer will take a picture of
the mail message and post it on the Web. The presence of rights management will make the
offense worse in the public brouhaha.

• Bad actors can game the protected documents. People have fabricated emails to cover their
tracks. They can create a picture of an offensive email and defend the fabrication on the
grounds that of course there are no tracks of this email existing — the rights management
system erases all the tracks.

• Many businesses cannot permit such documents. For example, financial services organiza-
tions must keep archives of all communications. They must supply copies of all documents,
emails, and even instant message conversations to the regulators when the regulators ask for
them. These businesses will have to prevent rights-managed documents from coming into
their company.

Most advances in security have increased tracking and accountability. The social implications have
involved whether we need that much tracking. Ironically, rights management is a trend that lowers
accountability. There are a number of areas where it is useful and desirable. Some people will have
to reject rights management because of their own regulatory and legal responsibilities. In other
places, rights management will become stigmatized because of dramatic abuses of the system. How
much it becomes a norm depends on how well its developers can balance its uses and abuses.
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Privacy-Enhancing Technologies

There is another myth that needs to be broken: that there is somehow a tradeoff between security
and privacy. The usual argument implies that there is a knob on our society with two poles:
“privacy” on one end and “security” on the other—we simply argue over how far the knob gets
turned. Certainly, it’s possible to increase security while lowering privacy. It’s even easier to lower
privacy while only giving the appearance of a security improvement—anyone who has been into an
airport of late knows what that situation’s like.

The assumption one has to exchange privacy for security simply isn’t true. There are ways to create
and design systems so that they respect privacy as well as security. This subject itself could fill an
entire book. But there are also cryptographic systems that are making new ways to create different
knobs. Here are a few tastes.

• Perhaps the first significant work on privacy-enhancing security is David Chaum’s work on
blinded signatures. These digital signatures are made in such a way that they can be verified,
but no one, not even the signer, knows which particular signature it is. As an example, it
would be useful to have signatures that say, “This person is over 21.” I would make an “Over
21” key, and then make these signatures after checking that someone was over 21. These
signatures can be verified, but I can’t tell myself which particular signature it is. A blinded
signature can thus create a credential that is both authenticated and completely anonymous.

The protocols of how you could use these blinded objects depends on what they are. If the
object I signed was a picture, you could compare that picture to the person and the signature
itself, and decide that yes, that person is over 21. It could be another security credential, like
a PGP key or a certificate, and then a secondary security proof is part of the system.

No doubt you’ve figured out the rough edges on this scenario. What happens if that object is
loaned to another person? How do we make sure that the object we sign is actually meaningful?
How do you get the verifiers to actually accept what we’ve done?

Nonetheless, the groundbreaking innovation in blinded signatures is that you can have a digital
signature that makes a statement that is verifiable, but unlinkable to other information that
is irrelevant. Protecting privacy is all about making sure the receiving party gets only the
information they need. [CHAUM]

• Building on the basics of Chaum’s work, Stefan Brands created digital credentials. [BRANDS]
Digital credentials add into the concepts that Chaum created a number of options that protect
all parties.

An objection that many people have to privacy-preserving technologies is the fear the privacy
will tempt the holders to misuse the credentials. Consequently, there has to be some way
to enforce accountability in the system. Suppose, for example, you’ve given me an over-21
credential, but if that credential is misused, you can revoke it and fine me — all without
knowing precisely which of your customers I am. This possibility puts some real teeth into
accountability. It also makes the credential worth more, because all parties know there is
enforcement and accountability. Even better, the privacy makes it less likely that you’ll make
exceptions for special people. It permits you to make consistent policies and enforce them
evenly. Privacy-protection in this case does not lessen security, it increases it!
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Brands’s digital credentials solve these problems and more. They are a major step creating
separate knobs for privacy and security.

• The last innovation I’ll mention is work by Lea Kissner and Dawn Song on privacy-preserving
set operations [KISSNER]. The idea is simple and powerful. Alice and Bob each have a
database. They want to know what they have in common without either handing over their
database to the other. There are many applications. The U.S. Government has a list of people
they don’t want to fly6. The airlines have a list of passengers. Who is on both lists? A hospital
has a list of people on cancer treatment; the state government knows who is on welfare. How
does a researcher study the effects of income and disease and comply with laws protecting
each group? Or what about two companies that know they share customers and want to help
each other with their mutual customers, but don’t want to give up their customer lists?

There are many other new forms of privacy-protecting technologies and they are important and
exciting because they liberate the way we think about security. They allow us to improve security
without the moral erosion that comes with a loss of privacy.

What Will Cause Little Change?

At a certain point in their development, all technologies reach a level where the people who use them
see stability in their presentation even though there may be advancement and development in the
mechanisms. For example, air travel has changed relatively little since jet airliners became common
nearly 50 years ago. It takes 5 to 6 hours to fly coast-to-coast across the U.S. You sit in a cramped
seat, eat bad food, and try to ignore the people who are trying to control their children. Sometimes
your baggage goes walkabout. Despite security changes, lower prices, and declining service, the
actual experience of flying is about the same as it’s been for the last half-century. Under the covers,
of course, the airplanes we fly on are vastly different machines than the early jetliners.

Similarly, as cryptography becomes pervasive, there are going to be many changes and improvements
that will cause little outward change. These developments are interesting to cryptographers and
engineers, but not to most users. What are some of those developments?

New Hash Functions

Hash functions are flexible functions that cryptographers use for many purposes. In 2004, we learned
that the way we’re making them isn’t good enough. Two years later, we know more about what we
don’t know about making good hash functions. We are also better at describing how we should be
thinking about how to create them. In the next few years, we’ll develop new algorithms and deploy
them in real-world systems. You, however, won’t see much of a change.

6Yes, yes, it’s a list of names not a list of people and there are many privacy problems with the no-fly list because
it is merely a list of names. But let’s keep that separate.
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New Ciphers

Cryptographers are constantly coming up with new ciphers. There are also old systems that we’re
starting to use more than we did before. As you read about these new developments note that
although these changes will spread throughout the use of encryption, to the end user they’ll have
relatively little effect because the primary change is in the semantics of cryptography, not its syntax.

Encrypt+Authenticate Ciphers

When we construct data, we use separate algorithms to encrypt and to show that the data hasn’t
been modified. There’s work being done on new algorithms that combines these steps so that a
single algorithm encrypts the data and can let someone who decrypts it know that the decrypted
data is intact. The advantage of these new algorithms is that the data can be processed even as it
flows, an approach that brings more efficiencies in network protocols, particularly with streams of
live data.

There’s similar work going on with public key ciphers on so-called signcryption systems that can
both sign and encrypt data at the same time.

New and Redesigned Ciphers

Today, we have a good family of ciphers, particularly as a result of the AES competition. Several
of the other candidates are completely reasonable ciphers. Of the five finalists, three — Rijndael
(the AES proper), Twofish, and Serpent — are even unencumbered by intellectual property issues.

However, there’s always advancement in both cryptography and cryptanalysis. Recent work in
cryptanalysis is focused not on examining the output of a cipher but on its operation. These
observations are called side-channel analysis. The results of observing the time it takes for a cipher
to run, or how much power the computer running it draws, or the memory used while cipher encrypts
are all examples of side-channels.

In the continuous build-and-break game of cryptology, the cryptographers will develop tweaks to
ciphers to make them immune to side-channel attacks as well as new ciphers that have immunities
to side-channels. As you might expect, the cryptanalysts will also come up with new side channels
and new ways to apply side-channels to new situations.

Elliptic Curve Cryptography

A chain is only as strong as its weakest link, the saying goes. This statement is true for cryptography,
and the different components we use should be of about the same strength. Today, we commonly
use public-key systems that have much larger keys than a symmetric key of similar strength. We’re
also starting to use symmetric keys that are 256 bits in length. For RSA and DSA, a 3,000-bit
public key balances with a 128-bit symmetric key, but it takes a 15,000-bit public key to match
a 256-bit symmetric key. 15,000 bits is a very large key. It would be impractical to use in small
devices like telephones or door knobs. Because of this stretch, the U.S. government is encouraging
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the use of elliptic curve cryptography. With elliptic curve systems, a 512-bit public key balances a
256-bit symmetric key. The shift to elliptic curve systems will happen over the next 5 to 15 years,
as much because of the nest of patents surrounding such systems.

Bi-Linear Map Ciphers

Just as there is development on symmetric ciphers, there’s also development in public-key ciphers.
The most interesting is in the use of bi-linear maps. They are a different class of elliptic curve than
the ones being used in more traditional elliptic-curve cryptography and with different mathematics.
They allow creating a family of keys from a master private key. Each of the key family is a public
key pair; it has both a private key and a public key. Additionally, the owner of any private sub-key
cannot learn other private sub-keys. Thus, they share many of the properties of symmetric keys as
well as being public key systems. There are many uses for these ciphers including:

• A user creates a single master public key and many throw-away keys that can be used for a
variety of purposes while needing only to store that single key. Despite the fact that storage
is cheap and becoming exponentially cheaper, there are still places where this situation is
desirable because it can simplify the data management in a hierarchical system. Additionally,
the master key owner can give key pairs to other people that that master key owner can use
to communicate with those other people.

• A server creates a single master public key and uses the same mechanisms to issue keys to
all the users of that system. This setup creates an escrowed key system descended from the
master key. Any of the people or subsystems that have subkeys can securely work with each
other, but are still under the control and observation of the master key holder.

These scenarios have privacy issues when the subordinate keys are owned by people, because
it builds a cryptosystem with an obvious backdoor. There are many cases when this outcome
is not a problem, however. For example, in operating security, subsystems or virtual machines
can all have their own keys. Clusters of computers can also have their own unified set of keys
while minimizing the number of touch points of the cryptographic subsystems.

• Bi-linear maps can have their subkeys be nearly anything at all. So why not have them be the
hash of an arbitrary string? This approach allows us to create an identity-based encryption
systems where names are effectively keys. Of course, that means we’re trusting that the hash
function is a good hash function because a collision in the hash of names means a collision of
keys. However, none of the hash function weaknesses we are facing today are a threat as yet.

Bi-linear maps are the most interesting new development coming because they both simplify and
complicate key management. Typically, they tend to simplify the key issuer’s job while complicating
the end user’s key management. The issuer needs only one key, but the user may easily end up
with at least one key per issuer, and often more. The hard part of cryptography has always been
key management, so this is no small issue. It is bad for the less-capable users in a system end up
with the heavy lifting in key management. Bi-linear map systems also have vastly more complex
revocation problems because revoking or retiring a master key can force a change of many keys with
no good way to know where they are.
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In the cases where the bi-linear map creates an identity-based encryption scheme, this problem can
even be worse because naming is the hardest part of key and certificate issuance. It is relatively easy
for me to argue that I deserve the “Jon Callas” key, but who gets the “John Doe” key? Furthermore,
there are other complex issues. Even if we know who gets the “John Doe” key for 2006, who gets
the “John Doe” key for 2106? Unfortunately, the most important thing about key management is
the metadata that is associated with the key. A name is only one piece of the metadata, and the
most arbitrary and problematic piece. Our lives are complicated with account numbers, handles,
user names, and tags because we can’t manage by names alone.

The new possibilities bi-linear maps open up provide not only room for advancement, but for
discussion as well.

Quantum Cryptography, or Perhaps Quantum Secrecy

Quantum cryptography is an exciting new discipline that despite the name is not actually cryp-
tography. Perhaps this is a pet peeve of mine, but cryptography is the art and science of using
mathematics to make messages unreadable. Quantum cryptography should be called quantum
secrecy; it is a way to use quantum effects to keep messages from being intercepted.

The techniques use quantum effects to entangle the photons, binding them together. If an observer
who is not one of the two main parties tries to observe the photons as they transmit, they lose the
information they were carrying. Thus, any photon that completes the path between the two parties
has not been observed by an intermediary.

This is, of course, a dramatic oversimplification. Nonetheless, quantum secrecy has the promise of
becoming an alternative to cryptography. If I could teleport a letter directly into your hand, there’s
no need for us to encrypt it as it goes from my hand to yours.

As amazing as this technology is, it still has only a niche market. Modern networking takes place
over a variety of media. As I write this book, versions of it are being sent between me and my editor
over a network that using radio, electricity through copper, and photons through glass. Quantum
secrecy cannot replace all of those; I still need to encrypt the manuscript. While it will be invaluable
in many uses, it won’t change the general-purpose use of cryptography.

What Could Change the Course?

Part of the reason that Niels Bohr is right that it’s so hard to make predictions about the future
is that the future is so darned unpredictable. It is therefore slightly absurd to try to predict the
unpredictable. Despite that, here are a few wild cards that give me good excuses for being wrong.

The Effect of Patents

Many of the systems I describe above are patented. In fact, the majority of interesting innovations in
cryptography have been patented, are patented, or will be patented (as soon as they’re invented). On
the one hand, patents are good because they’re how inventors can actually own their invention. On
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the other hand, this ownership often slows down deployment. Many advancements in encryption
have languished because of patent issues. Patents can create fortunes, and they can also stop a
brilliant system.

Science-Fictional Technology

I do not mean the term “science-fictional” to be at all pejorative. It was not all that long ago, after
all, that going to the moon was science fiction and not nostalgia. And in those days, uncrackable
ciphers would be science fiction.

Today, people are working on making some forms of science fiction into fact, and these could have
a dramatic effect on the way we do cryptography. The most obvious technology in this category is
quantum computing. There is active research into quantum computing, but there is still not a lot
of detail known about what quantum computers can actually do.

Good descriptions of quantum computing can be found at [QC-WEST] and [QC-BESM]. We all
agree that quantum computers would be able to do some calculations with amazing amounts of
parallelism. Peter Shor has devised algorithms that can do mathematical calculations that are
feasible on a quantum computer, but not feasible on today’s computers. Among them, he has
devised ways to factor numbers and compute discrete logarithms [SHOR]. If you could build such
a machine, it could break the public keys we use today.

However, there are also people at work on what is now called post-quantum-computing cryptography.
There are public key schemes, such as those involving chains of hashes, that would be immune to
attacks on quantum computers. It is also possible there are twists to the present systems that would
also make them usable post-quantum computing.

Similarly, there are people working on computations with DNA and other biological systems. In-
terestingly, Leonard Adleman, the “A” in RSA, is a researcher in DNA computing. In theory, DNA
computing can also solve some problems that would be difficult to solve on an ordinary computer,
like factoring. There is also work on teleporting particles, which could change the way electrical or
optical computers work.

Any of these developments could throw any predictions of where we are going into a into the trash.
And so could things that we haven’t thought of at all. We just don’t know what the future will
bring.

Legal Changes

Changes in the law reflect something even more unpredictable than quantum states: the way people
think about things. A decade ago, expectations about cryptography made it be governed a certain
way. The world economy is shifting to being dependent on ideas as much as it is on physical things.
Ubiquitous cryptography has been part of that shift. The terrorist attack of 2001 did not change
that trend, and there are presently no signs that this will change. Many of our present concerns are
about making sure that information is protected and this means cryptography.

Of course, these societal trends can change. But such a change would also come with a change
in attitude about free trade, globalization, and a drive toward more economic efficiencies. I don’t
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think this transformation is likely, but it could happen. If it does, I can only hope that someone
looking back on what I write now would add that of course those changes were unpredictable.
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Additional Reading

[ADFGVX] J. R. Childs, General Solution of the ADFGVX Cipher System, Aegean
Park Press, Book C-88, 245pp, ISBN: 0-89412-284-3.

The ADFGVX cipher was a cipher that the Germans developed during
WWI that consisted solely of the six letters that give it its name.

[AEGEAN] A source of many good books is the Aegean Park Press,
<http://www.aegeanparkpress.com/desc.html>. Their books include
text books from the US, British, French, and Italians. Most of these have
only been declassified in the last few years. They also include histories
and analyses of cipher bureaus in WWI as well as other times, such as a
book on the cryptosystems used by each of the candidates in the 1876
US Presidential election. If you’re interested enough in the history of
cryptography to bother reading this citation, there is something in their
catalog that will fascinate you.

[AES] Daemen, Rijmen, The Design of Rijndael: AES - The Advanced
Encryption Standard (Information Security and Cryptography),
Springer-Verlag, 2002.

[AESCOMP] NIST’s archived pages about the AES competition can be found at
<http://csrc.nist.gov/CryptoToolkit/aes/>. The list of
requirements for the AES are at
<http://csrc.nist.gov/CryptoToolkit/aes/pre-round1/aes_9709.htm>.

[AHS] The best place to start to read about the Advanced Hash Standard
competition is <http://www.nist.gov/hash-function>. Expect it to
change a lot.

[ALICE] John Gordon, The Alice and Bob After Dinner Speech, given at the
Zurich Seminar, April 1984,,
<http://downlode.org/etext/alicebob.html>.

[AUPRIV] The Privacy Law and Policy Reporter web site maintains a detailed
description of Australian laws at
<http://austlii.edu.au/˜graham/PLPR_australian_guide.html>.

[Birthday] A very nice discussion of the Birthday problem can be found at
<http://mathforum.org/dr.math/faq/faq.birthdayprob.html>.
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ADDITIONAL READING

Possibly more math than you can stand describing all of the statistics is
at <http://mathworld.wolfram.com/BirthdayProblem.html> with a
direct <http://mathworld.wolfram.com/BirthdayAttack.html>.

[BRANDS] Stefan Brands, Rethinking Public Key Infrastructures and Digital
Certificates; Building in Privacy, MIT Press, ISBN 0-262-02491-8.

You can also find a PDF version of the book at the site of Brands’s
company, Credentica
<http://www.credentica.com/the_mit_pressbook.php>

[BPTrust] The Bletchley Park Trust can be found at
<http://www.bletchleypark.org.uk/>.

[CANPRIV] Fact Sheet on Canada’s Privacy Laws:
<http://www.privcom.gc.ca/fs-fi/02_05_d_15_e.asp>

The Canadian Privacy Resource Centre contains a number of documents
about privacy laws in Canada:
<http://www.privcom.gc.ca/information/02_06_01_e.asp>

Canadian Privacy Act itself:
<http://laws.justice.gc.ca/en/P-21/index.html>

[CCTrust] The Codes and Ciphers Heritage Trust can be found at
<http://www.bletchleyparkheritage.org.uk/>.

[CHAUM] David Chaum, Achieving Electronic Privacy, Scientific American, August
1992, p. 96-101.
<http://www.chaum.com/articles/Achieving_Electronic_Privacy.htm>

David Chaum, Security Without Identification: Transaction Systems to
Make Big Brother Obsolete, Communications of the ACM, Vol. 28, No.
10, pages 1030-1044; October 1985.
<http://www.chaum.com/articles/Security_Wthout_Identification.htm>.

[Codebooks] Jim Reeds, Commercial Telegraphic Code Books,
<http://www.dtc.umn.edu/˜reedsj/codebooks.html>

This is a fun web site that has a lot of good information on the way the
code books were used to make telegrams cheaper, as well as to obscure
the meaning of sensitive ones.

[CMS] R. Housley, Cryptographic Message Syntax (CMS), RFC3852
<http://www.ietf.org/rfc/rfc3852.txt>

[Colossus] <http://www.bletchleyparkheritage.org.uk/ColRbd.htm>

[CoyoteBlue] Christopher Moore, Coyote Blue, Perennial Books, ISBN 0-06073-543-0.

All right, there isn’t any cryptography in Christopher Moore’s book, but
if you haven’t read his hilarious fiction, you should.
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ADDITIONAL READING

[CRYPTOAG] There is much information and speculation about the Crypto AG
scandal. A good place to start is with this article
<http://www.aci.net/Kalliste/speccoll.htm>. An article from Der
Spiegel can be found in German here <http://jya.com/cryptoag.htm>
with an English translation here <http://jya.com/cryptoa2.htm>. A
Baltimore Sun article can be found here
<http://jya.com/nsa-sun.htm>. The Covert Action Quarterly has a
report as well at <http://mediafilter.org/caq/cryptogate/>.

[CryptoPolicy] A Brief History of Cryptography Policy,
<http://www.nap.edu/readingroom/books/crisis/E.txt>

[CSIZE] Arjen K. Lenstra, Eric R. Verheul, Selecting Cryptographic Key Sizes,
Journal of Cryptology Volume 14, Number 4, pp255-293, 2001.

Also see the web site <http://www.keylength.com/> which has an
interactive demonstration that allows you to tweak the parameters and
assumptions of what is the best key size.

[DIFCRYPT1] Eli Biham and Adi Shamir, Differential Cryptanalysis of DES-like
Cryptosystems, Journal of Cryptology, vol. 4, pp. 3-72, IACR, 1991.

[DIFCRYPT2] Eli Biham and Adi Shamir, Differential Cryptanalysis of the Data
Encryption Standard, Springer, 188pp, ISBN 0-38797-930-1.

[DKIM] The DKIM association can be found at <http://www.dkim.org/>

[DSigNotSig] Jon Callas and Bruce Schneier, Why Digital Signatures Are Not
Signatures, The Industry Standard, 2000.

A version of this article is on Bruce’s site at
<http://www.schneier.com/crypto-gram-0011.html#1>.

[ECC] Certicom, who have the most experience in commercializing elliptic
curve cryptography have an excellent web site explaining the basics. See
<http://www.certicom.com/index.php?action=ecc_tutorial,home>
for their tutorial on the math behind elliptic curve cryptography.

[EME] Shai Halevi and Phillip Rogaway, A Parallelizable Enciphering Mode,
<http://eprint.iacr.org/2003/147>.

[EMovie] Enigma, Directed by Michael Apted, Screenplay by Tom Stoppard from
the novel by Robert Harris. <http://imdb.com/title/tt0157583/>

[EnigmaBP] BletchleyPark.net Enigma,
<http://www.bletchleypark.net/stationx/enigma.html>

[EnigmaDM] Hartmut Petzold, The Enigma rotor-type ciphering machine of the
German Armed Forces, Deutsches Museum,
<http://www.deutsches-museum.de/ausstell/meister/e_enigma.htm>
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ADDITIONAL READING

[EUDPD] The full text of the EU Data Privacy Directive is here:
<http://www2.echo.lu/legal/en/dataprot/directiv/directiv.html>.

An EU central repository for much information is at:
<http://europa.eu.int/comm/justice_home/fsj/privacy/>.

An American perspective on the EU-DPD which has a good summary is
here:
<http://www.dss.state.ct.us/digital/eupriv.html>

[GPlant] Peter Gutmann, The Crypto Gardening Guide and Planting Tips,
February 2003,
<http://www.cs.auckland.ac.nz/˜pgut001/pubs/crypto_guide.txt>

Peter Gutmann is a brilliant researcher who does more than just
cryptography. He was one of the developers of PGP 2, among many other
achievements. He also has an acid wit and is not afraid to use it. All of
his writings are well worth reading. This is a good thing to read if you
are or are contemplating writing anything with cryptography in it. If you
work with protocols, you will be enlightened by at least one of these tips.

[Hagelin] Wayne G. Barker, Cryptanalysis Of The Hagelin Cryptograph, Aegean
Park Press, Book C-17, 223pp, ISBN: 0-89412-022-0.

[Hellman] Martin Hellman’s description of how he got involved in cryptography can
be found at <http://www-ee.stanford.edu/˜hellman/crypto.html>.
Other pages in his web site, including
<http://www-ee.stanford.edu/ hellman/breakthrough.html> are
important to read to understand The Crypto Wars.

[IDTheft] Privacy Rights Clearing House, How Many Identity Theft Victims Are
There? What is the Impact on Victims?,
<http://www.privacyrights.org/ar/idtheftsurveys.htm>

[JCMailSig] Jon Callas, Crypto and Spam,
<http://www.pgp.com/library/ctocorner/cryptoandspam.html>

[JPPRIV] The Privacy Exchange has official and unofficial translations of PIPA as
well as surveys on attitudes about privacy at
<http://www.privacyexchange.org/japan/japanmain.html>.

[JWheel] The Jefferson Wheel cipher is nicely described at
<http://www.monticello.org/reports/interests/wheel_cipher.html>.
You can read about how to create one of your own out of paper and
paper cups at
<http://www3.brinkster.com/Redline/crypt/jefferson.asp>.

[KAHN] D. Kahn, The Codebreakers: The Story of Secret Writing, Simon &
Schuster Trade, 1996, ISBN 0-684-83130-9 (updated from the 1967
edition).
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ADDITIONAL READING

[KERCKHOFFS] Auguste Kerckhoffs, La Cryptographie Militaire, Journal Des sciences
Militaires, Janvier 1883,
<http://www.petitcolas.net/fabien/kerckhoffs/>

Alors, this article is in French, but it contains the first statement of
Kerchoffs’s Principle, the idea that only keys should be secret in a
cryptographic system. That core idea, that security systems should be
“white boxes” rather than “black boxes” is core to the advances we have
had in security over the last few decades.

[KISSNER] Lea Kissner and Dawn Song, Privacy-Preserving Set Operations,
CMU-CS-05-113, June 2005.
<http://www.cs.cmu.edu/˜leak/papers/set-tech-full.pdf>

I wrote an article for the PGP CTO Corner about Kissner and Song’s
work, which you can find at
<http://www.pgp.com/library/ctocorner/sets.html>.

[KSHASH04] John Kelsey and Bruce Schneier, Second Preimages on n-bit Hash
Functions for Much Less than 2n Work,
<http://eprint.iacr.org/2004/304>

[LEVY] Steven Levy, Crypto: How the Code Rebels Beat the Government–Saving
Privacy in the Digital Age, Diane Pub Co, 356pp, ISBN: 0-75675-774-6.

[MAGIC] Frank B. Rowlett, The Story Of Magic, Memoirs of an American
Cryptologic Pioneer, Aegean Park Press, Book C-81, 266pp, ISBN:
0-89412-273-8.

This book is the story of Frank B. Rowlett, who lead the team that
broke the Japanese PURPLE diplomatic cipher. It is a particularly good
book, as Rowlett describes what it was like to work on it in great detail.
Also, unlike the much better-known Enigma cryptanalysis, no PURPLE
machine was ever found, as the Japanese were quite skilled in destroying
them before they were captured. The only PURPLE machines in
existence are Rowlett’s recreations of them from ciphertext alone!

[MARKS] Leo Marks, Between Silk and Cyanide: A Codemaker’s War, 1941-1945,
Free Press, 624pp, ISBN: 0-684-86422-3 (hard), 0-684-86780-X (paper)

It is hard to say enough good things about this book. Leo Marks was a
remarkable man. His parents ran the famous London bookshop at 84
Charing Cross Road. He was a screen writer, occasional actor (including
the voice of Satan in The Last Temptation of Christ), and he ran the
codes security for SOE in WWII, at the age of 22.

I ran across this book shortly after it was published in the US, just as
the dot-com boom was busting. I almost didn’t read it because it is one
of my peeves that we in security pay too much attention to the military
and banks and not enough to the real world. From its opening
paragraph, it is wryly funny, acidly angry. The story is good, and oh,
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ADDITIONAL READING

yes, somewhere in there Marks taught me to rethink the way I was
thinking about security.

Marks taught the brave, tragic people being dropped behind enemy lines
about information security, which their very lives depended on, and they
didn’t listen. He fought stupid bureaucracy over procedures everyone
knew were wrong. The title comes from Marks’s use of one-time pads
printed on silk (easy to hide, easy to burn) for usable, secure ciphering.
His charges’ only choice was between silk and cyanide. If you’re in the
security biz, you probably aren’t sending people off inadequately
prepared for near-certain death, they’re probably only inadequately
prepared for near-certain business screwups. I learned that people will
not make good security decisions on their own, even — especially — if
their lives depend on it.

It feels stupid and trivial to say so, but much of the design of PGP
systems since then comes from lessons Leo Marks teaches so well. This is
not only a good read, but it made me a better security professional for
having internalized what happened to Marks.

[MAURER] Ueli Maurer, Modelling a Public-Key Infrastructure, Proceedings of the
1996 European Symposium on Research in Computer Security
(ESORICS’ 96), Lecture Notes in Computer Science, Springer-Verlag,
vol. 1146, pp. 325-350, Sep 1996.
<http://citeseer.ist.psu.edu/maurer96modelling.html>

[NSENC] Bruce Schneier, Non-Secret Encryption, Crypto-Gram of May 1998,
<http://www.schneier.com/crypto-gram-9805.html>.

[OpenPGP] Jon Callas, Lutz Donnerhacke, Hal Finney, and Rodney Thayer,
OpenPGP Message Format, RFC2440
<http://www.ietf.org/rfc/rfc2440.txt>.

This is the standard for the core OpenPGP data protocols. It describes
how actual OpenPGP messages, as created by PGP and other systems,
are put together and taken apart.

[OPGPMIME] M. Elkins, D. Del Torto, R. Levien, T. Roessler, MIME Security with
OpenPGP, <http://www.ietf.org/rfc/rfc3156.txt>

This is the standard for OpenPGP/MIME, the way that OpenPGP is
formed into complex email messages. It builds upon OpenPGP Formats.

[ORPGP] S. Garfinkel, PGP: Pretty Good Privacy, O’Reilly & Associates, 1995,
393pp, ISBN 1-56592-098-8.

[PGP2] P. R. Zimmermann, The Official PGP User’s Guide, The MIT Press,
1995, 216pp, ISBN 0-262-74017-6.

This is Phil Zimmermann’s original PGP book. Sadly, it is presently out
of print, but copies can be found from used book stores.
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[PGP2S] P. R. Zimmermann, PGP: Source Code and Internals, The MIT Press,
1997, 933pp, ISBN 0-262-24039-4.

This is the source code book for PGP 2.6. It is also out of print.

[PGPsource] The sources for PGP can be downloaded from
<http://www.pgp.com/downloads/sourcecode/>. This includes not
only the sources to PGP Desktop, but the PGP Command Line sources
and the PGP Universal GPL-modified sources. You can also find PGP’s
policies on assurance and special build requirements at
<http://www.pgp.com/company/pgpassurance.html>.

[QC-BESM] A. Barenco, A. Ekert, A. Sanpera and C.Machiavello, A Short
Introduction to Quantum Computation, originally in La Recherche,
November 1996. Adapted by A. Barenco and available at
<http://www.qubit.org/library/intros/comp/comp.html>

[QC-WEST] Jacob West, The Quantum Computer, An Introduction,
<http://www.cs.caltech.edu/˜westside/quantum-intro.html>

[QUBIT] The Centre for Quantum Computing at Oxford University has many
resources, as well as links to Cambridge, Caltech and other places. There
are many good articles here. <http://www.qubit.org/>

[RABIN] Neal R. Wagner, The Laws of Cryptography: Rabin’s Version of RSA,
<http://www.cs.utsa.edu/˜wagner/laws/Rabin.html> Wagner
declares the site “obsolete,” but it is still a useful read. A draft of his full
book can be found at
<http://www.cs.utsa.edu/˜wagner/lawsbookcolor/laws.pdf>

[SCHNEIER] Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source
Code in C, second edition, John Wiley & Sons, 1996; ISBN 0471117099.

[Seven] George A. Miller, The Magical Number Seven, Plus or Minus Two: Some
Limits on Our Capacity for Processing Information, originally published
in The Psychological Review, 1956, vol. 63, pp. 81-97, reproduced at
<http://www.well.com/˜smalin/miller.html>, with the author’s
permission, by Stephen Malinowski.

[SHOR] Peter W. Shor, Algorithms for Quantum Computation: Discrete
Logarithms and Factoring, Proceedings of the 35th Symposium on the
Foundations of Computer Science (1994), 124-134.
<http://citeseer.ist.psu.edu/14533.html>

[SigPrank] John Hargrave, The Credit Card Prank,
<http://www.zug.com/pranks/credit/>

[SINGH] S. Singh, The Code Book: The Evolution of Secrecy from Mary, Queen of
Scots, to Quantum Cryptography, Doubleday & Company, Inc., 1999,
ISBN 0-385-49531-5.
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ADDITIONAL READING

[Slater] Rick Fowler, Slater’s Telegraphic Code,
<http://homepage.usask.ca/˜rhf330/tele.html>. Slater’s code also
incorporated a simple cipher in it as well, and was used during the Riel
Rebellion or Northwest Resistance in Canada in the 1880s.

[STEGO] Neil F. Johnson and Sushil Jajodia, Steganography: Seeing the Unseen,
IEEE Computer, February 1998, pp26-34,
<http://www.jjtc.com/pub/r2026a.htm>. See also Neil Johnson’s web
site on steganography at <http://www.jjtc.com/stegdoc/>

[SY05] Michael Szydlo and Yiqun Lisa Yin, Collision-Resistant usage of MD5
and SHA-1 via Message Preprocessing,
<http://eprint.iacr.org/2005/248>.

[TAR] Unfortunately, there is no definitive description of the tar file format
despite its near-ubiquitous use and the fact that it is part of the POSIX
1003.1-1990 standard. PGP Zip’s tar implementation is reverse
engineered from gnutar, <http://www.gnu.org/software/tar/>, which
is not entirely the same as POSIX tar. Within the gnutar package, the
file dist/src/tar.h has a description of tar structures, but
unfortunately, the code is the best documentation.

[TEDIUM] Just in case you have no patience for the one-time pad example, the
message encrypted is ‘NOW IS THE TIME FOR ALL GOOD
CRYPTOGRAPHERS TO COME TO’.

[TLS] T. Dierks and C. Allen, The TLS Protocol Version 1.0, RFC2246
<http://www.ietf.org/rfc/rfc2246.txt>

[TWOFISH] Bruce Schneier, John Kelsey, Doug Whiting, David Wagner, Chris Hall,
and Niels Ferguson, Twofish: A New Block Cipher,
<http://www.schneier.com/twofish.html>

Note that they describe it as a 128-bit algorithm, but with 192- and
256-bit modes. See — 128 bits is enough.

[Unicode] Unicode is a computer code that has as its goal to have a number for
every symbol that is used in all human languages. You can find more
from the Unicode Consortium’s web site at
<http://www.unicode.org/>

[URBAN] Mark Urban, The Man Who Broke Napoleon’s Codes, HarperCollins,
368pp, ISBN: 006018891X. This is the story of George Scovell, an officer
in Wellington’s army who broke the codes and ciphers that were used by
the French in Iberia. This is an interesting tale because all of the
techniques described to improve human cryptography were used one way
or another by the French, and Scovell gradually beat them all. This is
also interesting because you can see how some improvements when
carelessly implemented can actually make the cryptanalyst’s job easier.
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ADDITIONAL READING

[VENONA] The US Army started in 1943 to attack Soviet diplomatic messages in a
project they code-named VENONA. It completed in 1980 and was
declassified in 1995. The NSA site for the project is at:
<http://www.nsa.gov/venona/index.cfm>

[WANG04] Xiaoyun Wang and Dengguo Feng and Xuejia Lai and Hongbo Yu,
Collisions for Hash Functions MD4, MD5, HAVAL-128 and
RIPEMD,<http://eprint.iacr.org/2004/199>

[WANG05] Xiaoyun Wang, Hongbo Yu, Yiqun Lisa Yin, Finding Collisions in the
Full SHA-1, Advances in Cryptology — CRYPTO 2005, LNCS 3621,
Springer, 2005, ISBN 3- 540-28114-2, pp17-36.

[WWPG] The Privacy Law and Policy Reporter web site has a survey of worldwide
and international privacy issues. It can be found at:
<http://austlii.edu.au/˜graham/PLPR_world_wide_guide.html>

[ZUSE] Prof. Horst Zuse, The Life and Work of Konrad Zuse,
<http://www.epemag.com/zuse/>
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Preface To Third Edition

The third edition contains a number of new chapters, and various material has been moved
around.

• The chapter on Stream Ciphers has been split into two. One chapter now deals with
the general background and historical matters, the second chapter deals with modern
constructions based on LFSR’s. The reason for this is to accomodate a major new section
on the Lorenz cipher and how it was broken. This compliments the earlier section on the
breaking of the Enigma machine. I have also added a brief discussion of the A5/1 cipher,
and added some more diagrams to the discussion on modern stream ciphers.

• I have added CTR mode into the discussion on modes of operation for block ciphers. This
is because CTR mode is becoming more used, both by itself and as part of more complex
modes which perform full authenticated encryption. Thus it is important that students
are exposed to this mode.

• I have reordered various chapters and introduced a new part on protocols, in which we
cover secret sharing, oblvious transfer and multi-party computation. This compliments the
topics from the previous edition of commitment schemes and zero-knowledge protocols,
which are retained a moved around a bit. Thus the second edition’s Part 3 has now been
split into two parts, the material on zero-knowledge proofs has now been moved to Part 5
and this has been extended to include other topics, such as oblivious transfer and secure
multi-party computation.

• The new chapter on secret sharing contains a complete description of how to recombine
shares in the Shamir secret-sharing method in the presence of malicious adversaries. To
our knowledge this is not presented in any other elementary textbook, although it does
occur in some lecture notes available on the internet. We also present an overview of
Shoup’s method for obtaining threshold RSA signatures.

• A small section detailing the linkage between zero-knowledge and the complexity class NP
has been added.

The reason for including extra sections etc, is that we use this text in our courses at Bristol, and so
when we update our lecture notes I also update these notes. In addition at various points students
do projects with us, a number of recent projects have been on multi-party computation and hence
these students have found a set of notes useful in starting their projects. We have also introduced
a history of computing unit in which I give a few lectures on the work at Bletchley.

Special thanks for aspects of the third edition go to Dan Bernstein and Ivan Damg̊ard, who
were patient in explaining a number of issues to me for inclusion in the new sections. Also thanks
to Endre Bangerter, Jiun-Ming Chen, Ed Geraghty, Thomas Johansson, Georgios Kafanas, Parimal
Kumar, David Rankin, Berry Schoenmakers, S. Venkataraman, and Steve Williams for providing
comments, spotting typos and feedback on earlier drafts and versions.

The preface to the second edition follows:
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Preface To Second Edition

The first edition of this book was published by McGraw-Hill. They did not sell enough to
warrant a second edition, mainly because they did not think it worth while to allow people in
North America to buy it. Hence, the copyright has returned to me and so I am making it available
for free via the web.

In this second edition I have taken the opportunity to correct the errors in the first edition, a
number of which were introduced by the typesetters. I have also used a more pleasing font to the
eye (so for example a y in a displayed equation no longer looks somewhat like a Greek letter !). I
have also removed parts which I was not really happy with, hence out have gone all exercises and
Java examples etc.

I have also extended and moved around a large amount of topics. The major changes are
detailed below:

• The section on the Enigma machine has been extended to a full chapter.
• The material on hash functions and message authentication codes has now been placed in

a seperate chapter and extended somewhat.
• The material on stream ciphers has also been extracted into a seperate chapter and been

slightly extended, mainly with more examples.
• The sections on zero-knowledge proofs have been expanded and more examples have been

added. The previous treatment was slightly uneven and so now a set of examples of
increasing di!culty are introduced until one gets to the protocol needed in the voting
scheme which follows.

• A new chapter on the KEM/DEM method of constructing hybrid ciphers. The chapter
discusses RSA-KEM and the discussion on DHIES has been moved here and now uses the
Gap-Di!e–Hellman assumption rather than the weird assumption used in the original.

• Minor notational updates are as follows: Permutations are now composed left to right, i.e.
they operate on elements “from the right”. This makes certain things in the sections on
the Enigma machine easier on the eye.

One may ask why does one need yet another book on cryptography? There are already plenty
of books which either give a rapid introduction to all areas, like that of Schneier, or one which
gives an encyclopedic overview, like the Handbook of Applied Cryptography (hereafter called HAC ).
However, neither of these books is suitable for an undergraduate course. In addition, the approach
to engineering public key algorithms has changed remarkably over the last few years, with the advent
of ‘provable security’. No longer does a cryptographer informally argue why his new algorithm is
secure, there is now a framework within which one can demonstrate the security relative to other
well-studied notions.

Cryptography courses are now taught at all major universities, sometimes these are taught in
the context of a Mathematics degree, sometimes in the context of a Computer Science degree and
sometimes in the context of an Electrical Engineering degree. Indeed, a single course often needs
to meet the requirements of all three types of students, plus maybe some from other subjects who
are taking the course as an ‘open unit’. The backgrounds and needs of these students are di"erent,
some will require a quick overview of the current algorithms in use, whilst others will want an
introduction to the current research directions. Hence, there seems to be a need for a textbook

5
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which starts from a low level and builds confidence in students until they are able to read, for
example HAC without any problems.

The background I assume is what one could expect of a third or fourth year undergraduate in
computer science. One can assume that such students have met the basics of discrete mathematics
(modular arithmetic) and a little probability before. In addition, they would have at some point
done (but probably forgotten) elementary calculus. Not that one needs calculus for cryptography,
but the ability to happily deal with equations and symbols is certainly helpful. Apart from that I
introduce everything needed from scratch. For those students who wish to dig into the mathematics
a little more, or who need some further reading, I have provided an appendix (Appendix A) which
covers most of the basic algebra and notation needed to cope with modern public key cryptosystems.

It is quite common for computer science courses not to include much of complexity theory or
formal methods. Many such courses are based more on software engineering and applications of
computer science to areas such as graphics, vision or artificial intelligence. The main goal of such
courses is in training students for the workplace rather than delving into the theoretical aspects
of the subject. Hence, I have introduced what parts of theoretical computer science I need, as
and when required. One chapter is therefore dedicated to the application of complexity theory in
cryptography and one deals with formal approaches to protocol design. Both of these chapters can
be read without having met complexity theory or formal methods before.

Much of the approach of the book in relation to public key algorithms is reductionist in nature.
This is the modern approach to protocol design and this di"erentiates the book from other treat-
ments. This reductionist approach is derived from techniques used in complexity theory, where one
shows that one problem reduces to another. This is done by assuming an oracle for the second
problem and showing how this can be used to solve the first. At many places in the book cryp-
tographic schemes are examined from this reductionist approach and at the end I provide a quick
overview of provable security.

I am not mathematically rigorous at all steps, given the target audience, but aim to give a
flavour of the mathematics involved. For example I often only give proof outlines, or may not
worry about the success probabilities of many of our reductions. I try to give enough of the gory
details to demonstrate why a protocol has been designed in a certain way. Readers wishing a more
in-depth study of the various points covered or a more mathematically rigorous coverage should
consult one of the textbooks or papers in the Further Reading sections at the end of each chapter.

On the other hand we use the terminology of groups and finite fields from the outset. This is for
two reasons. Firstly, it equips students with the vocabulary to read the latest research papers, and
hence enables students to carry on their studies at the research level. Secondly, students who do
not progress to study cryptography at the postgraduate level will find that to understand practical
issues in the ‘real world’, such as API descriptions and standards documents, a knowledge of this
terminology is crucial. We have taken this approach with our students in Bristol, who do not have
any prior exposure to this form of mathematics, and find that it works well as long as abstract
terminology is introduced alongside real-world concrete examples and motivation.

I have always found that when reading protocols and systems for the first time the hardest
part is to work out what is public information and which information one is trying to keep private.
This is particularly true when one meets a public key encryption algorithm for the first time, or
one is deciphering a substitution cipher. I have hence introduced a little colour coding into the
book, generally speaking items in red are secret and should never be divulged to anyone. Items in
blue are public information and are known to everyone, or are known to the party one is currently
pretending to be.

For example, suppose one is trying to break a system and recover some secret message m;
suppose the attacker computes some quantity b. Here the red refers to the quantity the attacker
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does not know and blue refers to the quantity the attacker does know. If one is then able to write
down, after some algebra,

b = · · · = m,

then it is clear something is wrong with our cryptosystem. The attacker has found out something
he should not.

This colour coding will be used at all places where it adds something to the discussion. In other
situations, where the context is clear or all data is meant to be secret, I do not bother with the
colours.

To aid self-study each chapter is structured as follows:

• A list of items the chapter will cover, so you know what you will be told about.
• The actual chapter contents.
• A summary of what the chapter contains. This will be in the form of revision notes, if you

wish to commit anything to memory it should be these facts.
• Further Reading. Each chapter contains a list of a few books or papers from which further

information could be obtained. Such pointers are mainly to material which you should be
able to tackle given that you have read the prior chapter. Since further information on
almost any topic in cryptography can be obtained from reading HAC I do not include a
pointer to HAC in any chapter. It is left, as a general recommendation to the reader, to
follow up any topic in further detail by reading what HAC has to say.

There are no references made to other work in this book, it is a textbook and I did not want to
break the flow with references to this, that and the other. Therefore, you should not assume that
ANY of the results in this book are my own, in fact NONE are my own. For those who wish to
obtain pointers to the literature, you should consult one of the books mentioned in the Further
Reading sections, or you should consult HAC.

The book is divided into four parts. Part 1 gives the mathematical background needed and
could be skipped at first reading and referred back to when needed. Part 2 discusses symmetric
key encryption algorithms and the key distribution problem that results from their use. Part 3
discusses public key algorithms for encryption and signatures and some additional key concepts
such as certificates, commitment schemes and zero-knowledge proofs. Part 5 is the most advanced
section and covers a number of issues at the more theoretical end of cryptography, including the
modern notion of provable security. Our presentation of the public key algorithms in Part 3 has
been designed as a gentle introduction to some of the key concepts in Part 5. Part 5 should be
considered a gentle, and non-rigorous, introduction to theoretical aspects of modern cryptography.

For those instructors who wish to give a rapid introduction to modern cryptography, in a 20–30
lecture course, I recommend Chapters 3, 7, 8, 10, 11, 14 and 16 with enough of Chapter 1 so as
to enable the students to understand the following material. For those instructors wishing to use
this book to give a grounding in the mathematics required for modern public key cryptography (for
example a course aimed at Math Majors) then I suggest covering Chapters 3, 11, 12, 13 and 15.
Instructors teaching an audience of Computer Scientists are probably advised to skip Chapters 2,
12 and 13, since these chapters are more mathematical in nature.

I would like to thank the students at Bristol who have commented on both our courses, the
original a draft of this book and the first edition. In addition the following people have helped
me by providing detailed feedback on a variety of chapters and topics, plus they have also helped
find errors: Nils Anderson, Ian Blake, Colin Boyd, Reza Rezaeian Farashahi, Florian Hess, Nick
Howgrave-Graham, Ellen Jochemsz, Eugene Luks, Bruce McIntosh, John Malone-Lee, Wenbo Mao,
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John Merriman, Phong Nguyen, Dan Page, Christopher Peikert, Vincent Rijmen, Ron Rivest, Edlyn
Teske and Frederik Vercauteren.

Nigel Smart
University of Bristol

Further Reading

A.J. Menezes, P. van Oorschot and S.A. Vanstone. The Handbook of Applied Cryptography. CRC
Press, 1997.
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Part 1

Mathematical Background

Before we tackle cryptography we need to cover some basic facts from mathematics. Much
of the following can be found in a number of university ‘Discrete Mathematics’ courses aimed at
Computer Science or Engineering students, hence one hopes not all of this section is new. For those
who want more formal definitions of concepts, there is Appendix A at the end of the book.

This part is mainly a quick overview to allow you to start on the main book proper, hence you
may want to first start on Part 2 and return to Part 1 when you meet some concept you are not
familiar with.





CHAPTER 1

Modular Arithmetic, Groups, Finite Fields and Probability

Chapter Goals

• To understand modular arithmetic.
• To become acquainted with groups and finite fields.
• To learn about basic techniques such as Euclid’s algorithm, the Chinese Remainder The-

orem and Legendre symbols.
• To recap on basic ideas from probability theory.

1. Modular Arithmetic

Much of this book will be spent looking at the applications of modular arithmetic, since it is
fundamental to modern cryptography and public key cryptosystems in particular. Hence, in this
chapter we introduce the basic concepts and techniques we shall require.

The idea of modular arithmetic is essentially very simple and is identical to the ‘clock arithmetic’
you learn in school. For example, converting between the 24-hour and the 12-hour clock systems
is easy. One takes the value in the 24-hour clock system and reduces the hour by 12. For example
13 : 00 in the 24-hour clock system is one o’clock in the 12-hour clock system, since 13 modulo 12
is equal to one.

More formally, we fix a positive integer N which we call the modulus. For two integers a and
b we write a = b (mod N) if N divides b ! a, and we say that a and b are congruent modulo N .
Often we are lazy and just write a = b, if it is clear we are working modulo N .

We can also consider (mod N) as a postfix operator on an integer which returns the smallest
non-negative value equal to the argument modulo N . For example

18 (mod 7) = 4,
!18 (mod 7) = 3.

The modulo operator is like the C operator %, except that in this book we usually take represen-
tatives which are non-negative. For example in C or Java we have,
(-3)%2 = -1

whilst we shall assume that (!3) (mod 2) = 1.
For convenience we define the set:

Z/NZ = {0, . . . , N ! 1}
which is the set of remainders modulo N . This is the set of values produced by the postfix operator
(mod N). Note, some authors use the alternative notation of ZN for the set Z/NZ, however, in this
book we shall stick to Z/NZ.

The set Z/NZ has two basic operations on it, namely addition and multiplication. These are
defined in the obvious ways, for example:

(11 + 13) (mod 16) = 24 (mod 16) = 8

3
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since 24 = 1 · 16 + 8 and

(11 · 13) (mod 16) = 143 (mod 16) = 15

since 143 = 8 · 16 + 15.

1.1. Groups and Rings. Addition and multiplication modulo N work almost the same as
arithmetic over the reals or the integers. In particular we have the following properties:

(1) Addition is closed :
"a, b # Z/NZ : a + b # Z/NZ.

(2) Addition is associative :

"a, b, c # Z/NZ : (a + b) + c = a + (b + c).

(3) 0 is an additive identity :

"a # Z/NZ : a + 0 = 0 + a = a.

(4) The additive inverse always exists :

"a # Z/NZ : a + (N ! a) = (N ! a) + a = 0.

(5) Addition is commutative :

"a, b # Z/NZ : a + b = b + a.

(6) Multiplication is closed :

"a, b # Z/NZ : a · b # Z/NZ.

(7) Multiplication is associative :

"a, b, c # Z/NZ : (a · b) · c = a · (b · c).
(8) 1 is a multiplicative identity :

"a # Z/NZ : a · 1 = 1 · a = a.

(9) Multiplication and addition satisfy the distributive law :

"a, b, c # Z/NZ : (a + b) · c = a · c + b · c.
(10) Multiplication is commutative :

"a, b # Z/NZ : a · b = b · a.

Many of the sets we will encounter have a number of these properties, so we give special names to
these sets as a shorthand.

Definition 1.1 (Groups). A group is a set with an operation which
• is closed,
• has an identity,
• is associative,
• every element has an inverse.

A group which is commutative is often called abelian. Almost all groups that one meets in
cryptography are abelian, since the commutative property is what makes them cryptographically
interesting. Hence, any set with properties 1, 2, 3 and 4 above is called a group, whilst a set with
properties 1, 2, 3, 4 and 5 is called an abelian group.

Standard examples of groups which one meets all the time at high school are:
• The integer, real or complex numbers under addition. Here the identity is 0 and the inverse

of x is !x, since x + (!x) = 0.
• The non-zero rational, real or complex numbers under multiplication. Here the identity is

1 and the inverse of x is x!1, since x · x!1 = 1.
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A group is called multiplicative if we tend to write its group operation in the same way as one does
for multiplication, i.e.

f = g · h and g5 = g · g · g · g · g.

We use the notation (G, ·) in this case if there is some ambiguity as to which operation on G we
are considering. A group is called additive if we tend to write its group operation in the same way
as one does for addition, i.e.

f = g + h and 5 · g = g + g + g + g + g.

In this case we use the notation (G,+) if there is some ambiguity. An abelian group is called cyclic
if there is a special element, called the generator, from which every other element can be obtained
either by repeated application of the group operation, or by the use of the inverse operation. For
example, in the integers under addition every positive integer can be obtained by repeated addition
of 1 to itself, e.g. 7 can be expressed by

7 = 1 + 1 + 1 + 1 + 1 + 1 + 1.

Every negative integer can be obtained from a positive integer by application of the additive inverse
operator, x$ !x. Hence, we have that 1 is a generator of the integers under addition.

If g is a generator of the cyclic group G we often write G = %g&. If G is multiplicative then
every element h of G can be written as

h = gx,

whilst if G is additive then every element h of G can be written as

h = x · g,

where x in both cases is some integer called the discrete logarithm of h to the base g.

As well as groups we also define the concept of a ring.

Definition 1.2 (Rings). A ring is a set with two operations, usually denoted by + and · for
addition and multiplication, which satisfies properties 1 to 9 above. We can denote a ring and its
two operations by the triple (R, ·,+).

If it also happens that multiplication is commutative we say that the ring is commutative.

This may seem complicated but it sums up the type of sets one deals with all the time, for
example the infinite commutative rings of integers, real or complex numbers. In fact in cryptography
things are even easier since we only need to consider finite rings, like the commutative ring of integers
modulo N , Z/NZ.

1.2. Euler’s " Function. In modular arithmetic it will be important to know when, given a
and b, the equation

a · x = b (mod N)
has a solution. For example there is exactly one solution to the equation

7x = 3 (mod 143),

but there are no solutions to the equation

11x = 3 (mod 143),

however there are 11 solutions to the equation

11x = 22 (mod 143).

Luckily, it is very easy to test when such an equation has one, many or no solutions. We simply
compute the greatest common divisor, or gcd, of a and N , i.e. gcd(a,N).
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• If gcd(a,N) = 1 then there is exactly one solution. We find the value c such that a · c = 1
(mod N) and then we compute x = b · c (mod N).

• If g = gcd(a,N) '= 1 and gcd(a,N) divides b then there are g solutions. Here we divide
the whole equation by g to produce the equation

a" · x" = b" (mod N "),

where a" = a/g, b" = b/g and N " = N/g. If x" is a solution to the above equation then

x = x" + i · N "

for 0 ( i < g is a solution to the original one.
• Otherwise there are no solutions.

The case where gcd(a,N) = 1 is so important we have a special name for it, we say a and N are
relatively prime or coprime.

The number of integers in Z/NZ which are relatively prime to N is given by the Euler "
function, "(N). Given the prime factorization of N it is easy to compute the value of "(N). If N
has the prime factorization

N =
n!

i=1

pei
i

then

"(N) =
n!

i=1

pei!1
i (pi ! 1).

Note, the last statement it is very important for cryptography: Given the factorization of N it is
easy to compute the value of "(N). The most important cases for the value of "(N) in cryptography
are:

(1) If p is prime then
"(p) = p! 1.

(2) If p and q are both prime and p '= q then

"(p · q) = (p! 1)(q ! 1).

1.3. Multiplicative Inverse Modulo N . We have just seen that when we wish to solve
equations of the form

ax = b (mod N)
we reduce to the question of examining when an integer a modulo N has a multiplicative inverse,
i.e. whether there is a number c such that

ac = ca = 1 (mod N).

Such a value of c is often written a!1. Clearly a!1 is the solution to the equation

ax = 1 (mod N).

Hence, the inverse of a only exists when a and N are coprime, i.e. gcd(a,N) = 1. Of particular
interest is when N is a prime p, since then for all non-zero values of a # Z/pZ we always obtain a
unique solution to

ax = 1 (mod p).
Hence, if p is a prime then every non-zero element in Z/pZ has a multiplicative inverse. A ring like
Z/pZ with this property is called a field.

Definition 1.3 (Fields). A field is a set with two operations (G, ·,+) such that
• (G,+) is an abelian group with identity denoted by 0,
• (G \ {0}, ·) is an abelian group,
• (G, ·,+) satisfies the distributive law.
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Hence, a field is a commutative ring for which every non-zero element has a multiplicative
inverse. You have met fields before, for example consider the infinite fields of rational, real or
complex numbers.

We define the set of all invertible elements in Z/NZ by

(Z/NZ)# = {x # Z/NZ : gcd(x,N) = 1}
The # in A# for any ring A refers to the largest subset of A which forms a group under multiplication.
Hence, the set (Z/NZ)# is a group with respect to multiplication and it has size "(N).

In the special case when N is a prime p we have

(Z/pZ)# = {1, . . . , p! 1}
since every non-zero element of Z/pZ is coprime to p. For an arbitrary field F the set F # is equal
to the set F \ {0}. To ease notation, for this very important case, define

Fp = Z/pZ = {0, . . . , p! 1}
and

F#
p = (Z/pZ)# = {1, . . . , p! 1}.

The set Fp is a finite field of characteristic p. In the next section we shall discuss a more general
type of finite field, but for now recall the important point that the integers modulo N are only a
field when N is a prime.

We end this section with the most important theorem in elementary group theory.

Theorem 1.4 (Lagrange’s Theorem). If (G, ·) is a group of order (size) n = #G then for all
a # G we have an = 1.

So if x # (Z/NZ)# then
x!(N) = 1 (mod N)

since #(Z/NZ)# = "(N). This leads us to Fermat’s Little Theorem, not to be confused with
Fermat’s Last Theorem which is something entirely di"erent.

Theorem 1.5 (Fermat’s Little Theorem). Suppose p is a prime and a # Z then

ap = a (mod p).

Fermat’s Little Theorem is a special case of Lagrange’s Theorem and will form the basis of one
of the primality tests considered in a later chapter.

2. Finite Fields

The integers modulo a prime p are not the only types of finite field. In this section we shall
introduce another type of finite field which is particularly important. At first reading you may wish
to skip this section. We shall only be using these general forms of finite fields when discussing the
Rijndael block cipher, stream ciphers based on linear feedback shift registers and when we look at
elliptic curve based systems.

For this section we let p denote a prime number. Consider the set of polynomials in X whose
coe!cients are reduced modulo p. We denote this set Fp[X], which forms a ring with the natural
definition of addition and multiplication.

Of particular interest is the case when p = 2, from which we draw all our examples in this
section. For example, in F2[X] we have

(1 + X + X2) + (X + X3) = 1 + X2 + X3,

(1 + X + X2) · (X + X3) = X + X2 + X4 + X5.
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Just as with the integers modulo a number N , where the integers modulo N formed a ring, we can
take a polynomial f(X) and then the polynomials modulo f(X) also form a ring. We denote this
ring by

Fp[X]/f(X)Fp[X]
or more simply

Fp[X]/(f(X)).

But to ease notation we will often write Fp[X]/f(X) for this latter ring. When f(X) = X4 +1 and
p = 2 we have, for example,

(1 + X + X2) · (X + X3) (mod X4 + 1) = 1 + X2

since
X + X2 + X4 + X5 = (X + 1) · (X4 + 1) + (1 + X2).

When checking the above equation you should remember we are working modulo two.

Recall, when we looked at the integers modulo N we looked at the equation

ax = b (mod N).

We can consider a similar question for polynomials. Given a, b and f , all of which are polynomials
in Fp[X], does there exist a solution # to the equation

a# = b (mod f)?

With integers the answer depended on the greatest common divisor of a and f , and we counted
three possible cases. A similar three cases can occur for polynomials, with the most important one
being when a and f are coprime and so have greatest common divisor equal to one.

A polynomial is called irreducible if it has no proper factors other than itself and the constant
polynomials. Hence, irreducibility of polynomials is the same as primality of numbers. Just as with
the integers modulo N , when N was prime we obtained a finite field, so when f(X) is irreducible
the ring Fp[X]/f(X) also forms a finite field.

Consider the case p = 2 and the two di"erent irreducible polynomials

f1 = X7 + X + 1

and
f2 = X7 + X3 + 1.

Now, consider the two finite fields

F1 = F2[X]/f1(X) and F2 = F2[X]/f2(X).

These both consist of the 27 binary polynomials of degree less than seven. Addition in these two
fields is identical in that one just adds the coe!cients of the polynomials modulo two. The only
di"erence is in how multiplication is performed

(X3 + 1) · (X4 + 1) (mod f1(X)) = X4 + X3 + X,

(X3 + 1) · (X4 + 1) (mod f2(X)) = X4.

A natural question arises as to whether these fields are ‘really’ di"erent, or whether they just “look”
di"erent. In mathematical terms the question is whether the two fields are isomorphic. It turns
out that they are isomorphic if there is a map

" : F1 !$ F2,
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called a field isomorphism, which satisfies

"(#+ $) = "(#) + "($),
"(# · $) = "(#) · "($).

Such an isomorphism exists for every two finite fields of the same order, although we will not show
it here. To describe the map above you only need to show how to express a root of f2(X) in terms
of a polynomial in the root of f1(X).

The above construction is in fact the only way of producing finite fields, hence all finite fields
are essentially equal to polynomials modulo a prime and modulo an irreducible polynomial (for
that prime). Hence, we have the following basic theorem

Theorem 1.6. There is (up to isomorphism) just one finite field of each prime power order.

The notation we use for these fields is either Fq or GF (q), with q = pd where d is the degree of
the irreducible polynomial used to construct the finite field. We of course have Fp = Fp[X]/X. The
notation GF (q) means the Galois field of q elements. Finite fields are sometimes named after the
19th century French mathematician Galois. Galois had an interesting life, he accomplished most
of his scientific work at an early age before dying in a dual.

There are a number of technical definitions associated with finite fields which we need to cover.
Each finite field K contains a copy of the integers modulo p for some prime p, we call this prime
the characteristic of the field, and often write this as char K. The subfield of integers modulo p of
a finite field is called the prime subfield.

There is a map # called the p-th power Frobenius map defined for any finite field by

# :
"Fq !$ Fq

# )!$ #p

where p is the characteristic of Fq. The Frobenius map is an isomorphism of Fq with itself, such an
isomorphism is called an automorphism. An interesting property is that the set of elements fixed
by the Frobenius map is the prime field, i.e.

{# # Fq : #p = #} = Fp.

Notice that this is a kind of generalization of Fermat’s Little Theorem to finite fields. For any
automorphism % of a finite field the set of elements fixed by % is a field, called the fixed field of %.
Hence the previous statement says that the fixed field of the Frobenius map is the prime field Fp.

Not only does Fq contain a copy of Fp but Fpd contains a copy of Fpe for every value of e dividing
d. In addition Fpe is the fixed field of the automorphism #e, i.e.

{# # Fpd : #pe
= #} = Fpe .

Another interesting property is that if p is the characteristic of Fq then if we take any element
# # Fq and add it to itself p times we obtain zero, e.g. in F49 we have

X + X + X + X + X + X + X = 7X = 0 (mod 7).

The non-zero elements of a finite field, usually denoted F#
q, form a cyclic finite abelian group. We

call a generator of F#
q a primitive element in the finite field. Such primitive elements always exist

and so the multiplicative group is always cyclic. In other words there always exists an element
g # Fq such that every non-zero element # can be written as

# = gx

for some integer value of x.
As an example consider the field of eight elements defined by

F23 = F2[X]/(X3 + X + 1).
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In this field there are seven non-zero elements namely

1,#,# + 1,#2,#2 + 1,#2 + #,#2 + #+ 1

where # is a root of X3 + X + 1. We see that # is a primitive element in F23 since

#1 = #,

#2 = #2,

#3 = #+ 1,

#4 = #2 + #,

#5 = #2 + #+ 1,

#6 = #2 + 1,

#7 = 1.

Notice that for a prime p this means that the integers modulo a prime also have a primitive element,
since Z/pZ = Fp is a finite field.

3. Basic Algorithms

There are several basic numerical algorithms or techniques which everyone should know since
they occur in many places in this book. The ones we shall concentrate on here are

• Euclid’s gcd algorithm,
• the Chinese Remainder Theorem,
• computing Jacobi and Legendre symbols.

3.1. Greatest Common Divisors. In the previous sections we said that when trying to solve

a · x = b (mod N)

in integers, or
a# = b (mod f)

for polynomials modulo a prime, we needed to compute the greatest common divisor. This was
particularly important in determining whether a # Z/NZ or a # Fp[X]/f had a multiplicative
inverse or not, i.e. gcd(a,N) = 1 or gcd(a, f) = 1. We did not explain how this greatest common
divisor is computed, neither did we explain how the inverse is to be computed when we know it
exists. We shall now address this omission by explaining one of the oldest algorithms known to
man, namely the Euclidean algorithm.

If we were able to factor a and N into primes, or a and f into irreducible polynomials, then
computing the greatest common divisor would be particularly easy. For example if

a = 230 895 588 646 864 = 24 · 157 · 45133,

b = 33107 658 350 407 876 = 22 · 157 · 22693 · 4513,

then it is easy, from the factorization, to compute the gcd as

gcd(a, b) = 22 · 157 · 4513 = 2834 164.

However, factoring is an expensive operation for integers, but computing greatest common divisors
is easy as we shall show. Although factoring for polynomials modulo a prime is very easy, it turns
out that almost all algorithms to factor polynomials require access to an algorithm to compute
greatest common divisors. Hence, in both situations we need to be able to compute greatest
common divisors without recourse to factoring.
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3.1.1. Euclidean Algorithm: In the following we will consider the case of integers only, the
generalization to polynomials is easy since both integers and polynomials allow Euclidean division.
For integers Euclidean division is the operation of, given a and b, finding q and r with 0 ( r < |b|
such that

a = q · b + r.

For polynomials Euclidean division is given polynomials f, g finding polynomials q, r with 0 (
deg r < deg g such that

f = q · g + r.

To compute the gcd of r0 = a and r1 = b we compute r2, r3, r4, . . . as follows;

r2 = q1r1 ! r0

r3 = q2r2 ! r1

...
...

rm = qm!1rm!1 ! rm!2

rm+1 = qmrm.

If d divides a and b then d divides r2, r3, r4 and so on. Hence

gcd(a, b) = gcd(r0, r1) = gcd(r1, r2) = · · · = gcd(rm!1, rm) = rm.

As an example of this algorithm we want to show that

3 = gcd(21, 12).

Using the Euclidean algorithm we compute gcd(21, 12) in the steps

gcd(21, 12) = gcd(21 (mod 12), 12)
= gcd(9, 12)
= gcd(12 (mod 9), 9)
= gcd(3, 9)
= gcd(9 (mod 3), 3)
= gcd(0, 3) = 3.

Or, as an example with larger numbers,

gcd(1 426 668 559 730, 810 653 094 756) = gcd(810 653 094 756, 616 015 464 974),
= gcd(616 015 464 974, 194 637 629 782),
= gcd(194 637 629 782, 32 102 575 628),
= gcd(32 102 575 628, 2 022 176 014),
= gcd(2 022 176 014, 1 769 935 418),
= gcd(1 769 935 418, 252 240 596),
= gcd(252 240 596, 4 251 246),
= gcd(4 251 246, 1 417 082),
= gcd(1 417 082, 0),
= 1417 082.

The Euclidean algorithm essentially works because the map

(a, b) )!$ (a (mod b), b),

for a * b is a gcd preserving mapping. The trouble is that computers find it much easier to add
and multiply numbers than to take remainders or quotients. Hence, implementing a gcd algorithm
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with the above gcd preserving mapping will usually be very ine!cient. Fortunately, there are a
number of other gcd preserving mappings, for example

(a, b) )!$

#
$%

$&

((a! b)/2, b) If a and b are odd.

(a/2, b) If a is even and b is odd.

(a, b/2) If a is odd and b is even.

Recall that computers find it easy to divide by two, since in binary this is accomplished by a cheap
bit shift operation. This latter mapping gives rise to the binary Euclidean algorithm, which is the
one usually implemented on a computer. Essentially, this algorithm uses the above gcd preserving
mapping after first removing any power of two in the gcd. Algorithm 1.1 explains how this works,
on input of two positive integers a and b.

Algorithm 1.1: Binary Euclidean Algorithm
g = 1
/* Remove powers of two from the gcd */
while (a mod 2 = 0) and (b mod 2 = 0) do

a = a/2
b = b/2
g = 2 · g

end
/* At least one of a and b is now odd */
while a '= 0 do

while a mod 2 = 0 do a = a/2
while b mod 2 = 0 do b = b/2
/* Now both a and b are odd */
if a * b then a = (a! b)/2
else b = (b! a)/2

end
return g · b

3.1.2. Extended Euclidean Algorithm: Using the Euclidean algorithm we can determine when
a has an inverse modulo m by testing whether

gcd(a,m) = 1.

But we still do not know how to determine the inverse when it exists. To do this we use a variant
of Euclid’s gcd algorithm, called the extended Euclidean algorithm. Recall we had

ri!2 = qi!1ri!1 + ri
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with rm = gcd(r0, r1). Now we unwind the above and write each ri, for i * 2, in terms of a and b.
For example

r2 = r0 ! q1r1 = a! q1b

r3 = r1 ! q2r2 = b! q2(a! q1b) = !q2a + (1 + q1q2)b
...

...
ri!2 = si!2a + ti!2b

ri!1 = si!1a + ti!1b

ri = ri!2 ! qi!1ri!1

= a(si!2 ! qi!1si!1) + b(ti!2 ! qi!1ti!1)
...

...
rm = sma + tmb.

The extended Euclidean algorithm takes as input a and b and outputs rm, sm and tm such that

rm = gcd(a, b) = sma + tmb.

Hence, we can now solve our original problem of determining the inverse of a modulo N , when such
an inverse exists. We first apply the extended Euclidean algorithm to a and N so as to compute
d, x, y such that

d = gcd(a,N) = xa + yN.

We can solve the equation ax = 1 (mod N), since we have d = xa + yN = xa (mod N). Hence,
we have a solution x = a!1, precisely when d = 1.

As an example suppose we wish to compute the inverse of 7 modulo 19. We first set r0 = 7 and
r1 = 19 and then we compute

r2 = 5 = 19! 2 · 7
r3 = 2 = 7! 5 = 7! (19! 2 · 7) = !19 + 3 · 7
r4 = 1 = 5! 2 · 2 = (19 ! 2 · 7)! 2 · (!19 + 3 · 7) = 3 · 19! 8 · 7.

Hence,
1 = !8 · 7 (mod 19)

and so
7!1 = !8 = 11 (mod 19).

3.2. Chinese Remainder Theorem (CRT). The Chinese Remainder Theorem, or CRT, is
also a very old piece of mathematics, which dates back at least 2000 years. We shall use the CRT
in a few places, for example to improve the performance of the decryption operation of RSA and
in a number of other protocols. In a nutshell the CRT states that if we have the two equations

x = a (mod N) and x = b (mod M)

then there is a unique solution modulo M · N if and only if gcd(N,M) = 1. In addition it gives a
method to easily find the solution. For example if the two equations are given by

x = 4 (mod 7),
x = 3 (mod 5),

then we have
x = 18 (mod 35).

It is easy to check that this is a solution, since 18 (mod 7) = 4 and 18 (mod 5) = 3. But how did
we produce this solution?
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We shall first show how this can be done naively from first principles and then we shall give
the general method. We have the equations

x = 4 (mod 7) and x = 3 (mod 5).

Hence for some u we have
x = 4 + 7u and x = 3 (mod 5).

Putting these latter two equations into one gives,

4 + 7u = 3 (mod 5).

We then rearrange the equation to find

2u = 7u = 3! 4 = 4 (mod 5).

Now since gcd(2, 5) = gcd(7, 5) = 1 we can solve the above equation for u. First we compute 2!1

(mod 5) = 3, since 2 · 3 = 6 = 1 (mod 5). Then we compute the value of u = 3 · 4 (mod 5). Then
substituting this value of u back into our equation for x gives the solution

x = 4 + 7u = 4 + 7 · 2 = 18.

The case of two equations is so important we now give a general formula. We assume that
gcd(N,M) = 1, and that we are given the equations

x = a (mod M) and x = b (mod N).

We first compute
T = M!1 (mod N)

which is possible since we have assumed gcd(N,M) = 1. We then compute

u = (b! a)T (mod N).

The solution modulo M · N is then given by

x = a + uM.

To see this always works we compute

x (mod M) = a + uM (mod M)
= a,

x (mod N) = a + uM (mod N)
= a + (b! a)TM (mod N)

= a + (b! a)M!1M (mod N)
= a + (b! a) (mod N)
= b.

Now we turn to the general case of the CRT where we consider more than two equations at
once. Let m1, . . . ,mr be pairwise relatively prime and let a1, . . . , ar be given. We want to find x
modulo M = m1m2 · · ·mr such that

x = ai (mod mi) for all i.

The Chinese Remainder Theorem guarantees a unique solution given by

x =
r'

i=1

aiMiyi (mod M)
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where

Mi = M/mi,

yi = M!1
i (mod mi).

As an example suppose we wish to find the unique x modulo

M = 1001 = 7 · 11 · 13

such that

x = 5 (mod 7),
x = 3 (mod 11),
x = 10 (mod 13).

We compute
M1 = 143, y1 = 5,
M2 = 91, y2 = 4,
M3 = 77, y3 = 12.

Then, the solution is given by

x =
r'

i=1

aiMiyi (mod M)

= 715 · 5 + 364 · 3 + 924 · 10 (mod 1001)
= 894.

3.3. Legendre and Jacobi Symbols. Let p denote a prime, greater than two. Consider the
mapping

Fp !$ Fp

# )!$ #2.

This mapping is exactly two-to-one on the non-zero elements of Fp. So if an element x in Fp has a
square root, then it has exactly two square roots (unless x = 0) and exactly half of the elements of
F#

p are squares. The set of squares in F#
p are called the quadratic residues and they form a subgroup,

of order (p ! 1)/2 of the multiplicative group F#
p. The elements of F#

p which are not squares are
called the quadratic non-residues.

To make it easy to detect squares modulo p we define the Legendre symbol
(

a

p

)
.

This is defined to be equal to 0 if p divides a, it is equal to +1 if a is a quadratic residue and it is
equal to !1 if a is a quadratic non-residue.

It is easy to compute the Legendre symbol, for example via
(

a

p

)
= a(p!1)/2 (mod p).

However, using the above formula turns out to be very ine!cient. In practice one uses the law of
quadratic reciprocity

(1)
(

q

p

)
=
(

p

q

)
(!1)(p!1)(q!1)/4 .



16 1. MODULAR ARITHMETIC, GROUPS, FINITE FIELDS AND PROBABILITY

In other words we have

(
q

p

)
=

#
$$%

$$&

!
(

p

q

)
If p = q = 3 (mod 4),

(
p

q

)
Otherwise

Using this law with the following additional formulae gives rise to a recursive algorithm
(

q

p

)
=
(

q (mod p)
p

)
,(2)

(
q · r
p

)
=
(

q

p

)
·
(

r

p

)
,(3)

(
2
p

)
= (!1)(p

2!1)/8.(4)

Assuming we can factor, we can now compute the Legendre symbol
(

15
17

)
=
(

3
17

)
·
(

5
17

)
by Equation (3)

=
(

17
3

)
·
(

17
5

)
by Equation (1)

=
(

2
3

)
·
(

2
5

)
by Equation (2)

= (!1) · (!1)3 by Equation (4)
= 1.

In a moment we shall see a more e!cient algorithm which does not require us to factor integers.

Computing square roots of elements in F#
p, when the square root exists turns out to be an easy

task. Algorithm 1.2 gives one method, called Shanks’ Algorithm, of computing the square root of
a modulo p, when such a square root exists.

When p = 3 (mod 4), instead of the above algorithm, we can use the following formulae

x = a(p+1)/4 (mod p),

which has the advantage of being deterministic and more e!cient than the general method of
Shanks. That this formula works is because

x2 = a(p+1)/2 = a(p!1)/2 · a =
(

a

p

)
· a = a

where the last equality holds since we have assumed that a is a quadratic residue modulo p and so
it has Legendre symbol equal to one.

The Legendre symbol above is only defined when its denominator is a prime, but there is a
generalization to composite denominators called the Jacobi symbol. Suppose n * 3 is odd and

n = pe1
1 pe2

2 · · · pek
k

then the Jacobi symbol *a

n

+

is defined in terms of the Legendre symbol by
*a

n

+
=
(

a

p1

)e1
(

a

p2

)e2

· · ·
(

a

pk

)ek

.
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Algorithm 1.2: Shanks’ algorithm for square roots modulo p

Choose a random n until one is found such that(
n

p

)
= !1

Let e, q be integers such that q is odd and p! 1 = 2eq
y = nq (mod p)
r = e

x = a(q!1)/2 (mod p)
b = ax2 (mod p)
x = ax (mod p)
while b '= 1 (mod p) do

Find the smallest m such that b2m = 1 (mod p)
t = y2r!m!1 (mod p)
y = t2 (mod p)
r = m
x = xt (mod p)
b = by (mod p)

end
return x

The Jacobi symbol can be computed using a similar method to the Legendre symbol by making
use of the identity, derived from the law of quadratic reciprocity,

*a

n

+
=
(

2
n

)e(n (mod a1)
a1

)
(!1)(a1!1)(n!1)/4.

where a = 2ea1 and a1 is odd. We also require the identities, for n odd,
(

1
n

)
= 1,

(
2
n

)
= (!1)(n

2!1)/8,

(
!1
n

)
= (!1)(n!1)/2.

This now gives us a fast algorithm, which does not require factoring of integers, to determine the
Jacobi symbol, and so the Legendre symbol in the case where the denominator is prime. The only
factoring required is that of extracting the even part of a number:

(
15
17

)
= (!1)56

(
17
15

)

=
(

2
15

)

= (!1)28 = 1.

Recall the Legendre symbol
*

a
p

+
tells us whether a is a square modulo p, for p a prime. Alas,

the Jacobi symbol
,

a
n

-
does not tell us the whole story about whether a is a square modulo n,
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when n is a composite. If a is a square modulo n then the Jacobi symbol will be equal to plus one,
however if the Jacobi symbol is equal to plus one then it is not always true that a is a square.

Let n * 3 be odd and let the set of squares in (Z/nZ)# be denoted

Qn = {x2 (mod n) : x # (Z/nZ)#}.

Now let Jn denote the set of elements with Jacobi symbol equal to plus one, i.e.

Jn =
.
x # (Z/nZ)# :

*a

n

+
= 1
/

.

The set of pseudo-squares is the di"erence Jn \ Qn.
There are two important cases for cryptography, either n is prime or n is the product of two

primes:
• n is a prime p.

• Qn = Jn.
• #Qn = (n! 1)/2.

• n is the product of two primes, n = p · q.
• Qn + Jn.
• #Qn = #(Jn \ Qn) = (p! 1)(q ! 1)/4.

The sets Qn and Jn will be seen to be important in a number of algorithms and protocols, especially
in the case where n is a product of two primes.

Finally, we look at how to compute a square root modulo a composite number n = p·q. Suppose
we wish to compute the square root of a modulo n. We assume we know p and q, and that a really
is a square modulo n, which can be checked by demonstrating that

(
a

p

)
=
(

a

q

)
= 1.

We first compute the square root of a modulo p, call this sp. Then we compute the square root
of a modulo q, call this sq. Finally to deduce the square root modulo n, we apply the Chinese
Remainder Theorem to the equations

x = sp (mod p) and x = sq (mod q).

As an example suppose we wish to compute the square root of a = 217 modulo n = 221 = 13 · 17.
Now the square root of a modulo 13 and 17 is given by

s13 = 3 and s17 = 8.

Applying the Chinese Remainder Theorem we find

s = 42

and we can check that s really is a square root by computing

s2 = 422 = 217 (mod n).

There are three other square roots, since n has two prime factors. These other square roots are
obtained by applying the Chinese Remainder Theorem to the three other equations

s13 = 10, s17 = 8,
s13 = 3, s17 = 9,
s13 = 10, s17 = 9,

Hence, all four square roots of 217 modulo 221 are given by

42, 94, 127 and 179.
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4. Probability

At some points we will need a basic understanding of elementary probability theory. In this
section we summarize the theory we require and give a few examples. Most readers should find this
a revision of the type of probability encountered in high school.

A random variable is a variable X which takes certain values with given probabilities. If X
takes on the value s with probability 0.01 we write this as

p(X = s) = 0.01.

As an example, let T be the random variable representing tosses of a fair coin, we then have the
probabilities

p(T = Heads) =
1
2
,

p(T = Tails) =
1
2
.

As another example let E be the random variable representing letters in English text. An analysis
of a large amount of English text allows us to approximate the relevant probabilities by

p(E = a) = 0.082,
...

p(E = e) = 0.127,
...

p(E = z) = 0.001.

Basically if X is a discrete random variable and p(X = x) is the probability distribution then we
have the two following properties:

p(X = x) * 0,
'

x

p(X = x) = 1.

It is common to illustrate examples from probability theory using a standard deck of cards. We
shall do likewise and let V denote the random variable that a card is a particular value, let S denote
the random variable that a card is a particular suit and let C denote the random variable of the
colour of a card. So for example

p(C = Red) =
1
2
,

p(V = Ace of Clubs) =
1
52

,

p(S = Clubs) =
1
4
.

Let X and Y be two random variables, where p(X = x) is the probability that X takes the value
x and p(Y = y) is the probability that Y takes the value y. The joint probability p(X = x, Y = y)
is defined as the probability that X takes the value x and Y takes the value y. So if we let X = C
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and Y = S then we have

p(C = Red, S = Club) = 0, p(C = Red, S = Diamonds) =
1
4
,

p(C = Red, S = Hearts) =
1
4
, p(C = Red, S = Spades) = 0,

p(C = Black, S = Club) =
1
4
, p(C = Black, S = Diamonds) = 0,

p(C = Black, S = Hearts) = 0, p(C = Black, S = Spades) =
1
4
.

Two random variables X and Y are said to be independent if, for all values of x and y,

p(X = x, Y = y) = p(X = x) · p(Y = y).

Hence, the random variables C and S are not independent. As an example of independent random
variables consider the two random variables, T1 the value of the first toss of an unbiased coin and
T2 the value of a second toss of the coin. Since, assuming standard physical laws, the toss of the
first coin does not a"ect the outcome of the toss of the second coin, we say that T1 and T2 are
independent. This is confirmed by the joint probability distribution

p(T1 = H,T2 = H) =
1
4
, p(T1 = H,T2 = T ) =

1
4
,

p(T1 = T, T2 = H) =
1
4
, p(T1 = T, T2 = T ) =

1
4
.

4.1. Bayes’ Theorem. The conditional probability p(X = x|Y = y) of two random variables
X and Y is defined as the probability that X takes the value x given that Y takes the value y.

Returning to our random variables based on a pack of cards we have

p(S = Spades|C = Red) = 0

and

p(V = Ace of Spades|C = Black) =
1
26

.

The first follows since if we know a card is red, then the probability that it is a spade is zero, since
a red card cannot be a spade. The second follows since if we know a card is black then we have
restricted the set of cards in half, one of which is the ace of spades.

The following is one of the most crucial statements in probability theory

Theorem 1.7 (Bayes’ Theorem). If p(Y = y) > 0 then

p(X = x|Y = y) =
p(X = x) · p(Y = y|X = x)

p(Y = y)

=
p(X = x, Y = y)

p(Y = y)
.

We can apply Bayes’ Theorem to our examples above as follows

p(S = Spades|C = Red) =
p(S = Spades, C = Red)

p(C = Red)

= 0 ·
(

1
4

)!1

= 0.



Chapter Summary 21

p(V = Ace of Spades|C = Black) =
p(V = Ace of Spades, C = Black)

p(C = Black)

=
1
52

·
(

1
2

)!1

=
2
52

=
1
26

.

If X and Y are independent then we have

p(X = x|Y = y) = p(X = x),

i.e. the value which X takes does not depend on the value that Y takes.

4.2. Birthday Paradox. Another useful result from elementary probability theory that we
require is the birthday paradox. Suppose a bag has m balls in it, all of di"erent colours. We draw
one ball at a time from the bag and write down its colour, we then replace the ball in the bag and
draw again.

If we define
m(n) = m · (m! 1) · (m! 2) · · · (m! n + 1)

then the probability, after n balls have been taken out of the bag, that we have obtained at least
one matching colour (or coincidence) is

1! m(n)

mn
.

As m becomes larger the expected number of balls we have to draw before we obtain the first
coincidence is 0

&m

2
.

To see why this is called the birthday paradox consider the probability of two people in a room
sharing the same birthday. Most people initially think that this probability should be quite low,
since they are thinking of the probability that someone in the room shares the same birthday as
them. One can now easily compute that the probability of at least two people in a room of 23
people having the same birthday is

1! 365(23)

36523
, 0.507.

In fact this probability increases quite quickly since in a room of 30 people we obtain a probability
of approximately 0.706, and in a room of 100 people we obtain a probability of over 0.999 999 6.

Chapter Summary

• A group is a set with an operation which has an identity, is associative and every element
has an inverse. Modular arithmetic, both addition and multiplication, provides examples
of groups. However, for multiplication we need to be careful which set of numbers we take
when defining a group with respect to modular multiplication.

• A ring is a set with two operations which behaves like the set of integers under addition
and multiplication. Modular arithmetic is an example of a ring.

• A field is a ring in which all non-zero elements have a multiplicative inverse. Integers
modulo a prime are examples of fields.
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• Multiplicative inverses for modular arithmetic can be found using the extended Euclidean
algorithm.

• Sets of simultaneous linear modular equations can be solved using the Chinese Remainder
Theorem.

• Square elements modulo a prime can be detected using the Legendre symbol, square roots
can be e!ciently computed using Shanks’ Algorithm.

• Square elements and square roots modulo a composite can be determined e!ciently as
long as one knows the factorization of the modulus.

• Bayes’ theorem allows us to compute conditional probabilities.
• The birthday paradox allows us to estimate how quickly collisions occur when one repeat-

edly samples from a finite space.

Further Reading

Bach and Shallit is the best introductory book I know which deals with Euclid’s algorithm
and finite fields. It contains a lot of historical information, plus excellent pointers to the relevant
research literature. Whilst aimed in some respects at Computer Scientists, Bach and Shallit’s book
may be a little too mathematical for some. For a more traditional introduction to the basic discrete
mathematics we shall need, at the level of a first year course in Computer Science, see the books
by Biggs or Rosen.

E. Bach and J. Shallit. Algorithmic Number Theory. Volume 1: E!cient Algorithms. MIT Press,
1996.

N.L. Biggs. Discrete Mathematics. Oxford University Press, 1989.

K.H. Rosen. Discrete Mathematics and its Applications. McGraw-Hill, 1999.



CHAPTER 2

Elliptic Curves

Chapter Goals

• To describe what an elliptic curve is.
• To explain the basic mathematics behind elliptic curve cryptography.
• To show how projective coordinates can be used to improve computational e!ciency.
• To show how point compression can be used to improve communications e!ciency.

1. Introduction

This chapter is devoted to introducing elliptic curves. Some of the more modern public key
systems make use of elliptic curves since they can o"er improved e!ciency and bandwidth. Since
much of this book can be read by understanding that an elliptic curve provides another finite
abelian group in which one can pose a discrete logarithm problem, you may decide to skip this
chapter on an initial reading.

Let K be any field. The projective plane P2(K) over K is defined as the set of triples

(X,Y,Z)

where X,Y,Z # K are not all simultaneously zero. On these triples is defined an equivalence
relation

(X,Y,Z) - (X ", Y ", Z ")
if there exists a ' # K such that

X = 'X ", Y = 'Y " and Z = 'Z ".

So, for example, if K = F7, the finite field of seven elements, then the two points

(4, 1, 1) and (5, 3, 3)

are equivalent. Such a triple is called a projective point.
An elliptic curve over K will be defined as the set of solutions in the projective plane P2(K) of

a homogeneous Weierstrass equation of the form

E : Y 2Z + a1XY Z + a3Y Z2 = X3 + a2X
2Z + a4XZ2 + a6Z

3,

with a1, a2, a3, a4, a6 # K. This equation is also referred to as the long Weierstrass form. Such a
curve should be non-singular in the sense that, if the equation is written in the form F (X,Y,Z) = 0,
then the partial derivatives of the curve equation

(F/(X, (F/(Y and (F/(Z

should not vanish simultaneously at any point on the curve.
The set of K-rational points on E, i.e. the solutions in P2(K) to the above equation, is denoted

by E(K). Notice, that the curve has exactly one rational point with coordinate Z equal to zero,
namely (0, 1, 0). This is the point at infinity, which will be denoted by O.

23
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For convenience, we will most often use the a!ne version of the Weierstrass equation, given by

(5) E : Y 2 + a1XY + a3Y = X3 + a2X
2 + a4X + a6,

where ai # K.
The K-rational points in the a!ne case are the solutions to E in K2, plus the point at infinity

O. Although most protocols for elliptic curve based cryptography make use of the a!ne form of a
curve, it is often computationally important to be able to switch to projective coordinates. Luckily
this switch is easy:

• The point at infinity always maps to the point at infinity in either direction.
• To map a projective point (X,Y,Z) which is not at infinity, so Z '= 0, to an a!ne point

we simply compute (X/Z, Y/Z).
• To map an a!ne point (X,Y ), which is not at infinity, to a projective point we take a

random non-zero Z # K and compute (X · Z, Y · Z,Z).
As we shall see later it is often more convenient to use a slightly modified form of projective point
where the projective point (X,Y,Z) represents the a!ne point (X/Z2, Y/Z3).

Given an elliptic curve defined by Equation (5), it is useful to define the following constants for
use in later formulae:

b2 = a2
1 + 4a2,

b4 = a1a3 + 2a4,

b6 = a2
3 + 4a6,

b8 = a2
1a6 + 4a2a6 ! a1a3a4 + a2a

2
3 ! a2

4,

c4 = b2
2 ! 24b4,

c6 = !b3
2 + 36b2b4 ! 216b6.

The discriminant of the curve is defined as

$ = !b2
2b8 ! 8b3

4 ! 27b2
6 + 9b2b4b6.

When char K '= 2, 3 the discriminant can also be expressed as

$ = (c3
4 ! c2

6)/1728.

Notice that 1728 = 2633 so, if the characteristic is not equal to 2 or 3, dividing by this latter
quantity makes sense. A curve is then non-singular if and only if $ '= 0; from now on we shall
assume that $ '= 0 in all our discussions.

When $ '= 0, the j-invariant of the curve is defined as

j(E) = c3
4/$.

As an example, which we shall use throughout this chapter, we consider the elliptic curve

E : Y 2 = X3 + X + 3

defined over the field F7. Computing the various quantities above we find that we have

$ = 3 and j(E) = 5.

The j-invariant is closely related to the notion of elliptic curve isomorphism. Two elliptic curves
defined by Weierstrass equations E (with variables X,Y ) and E" (with variables X ", Y ") are iso-
morphic over K if and only if there exist constants r, s, t # K and u # K#, such that the change of
variables

X = u2X " + r , Y = u3Y " + su2X " + t
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transforms E into E". Such an isomorphism defines a bijection between the set of rational points
in E and the set of rational points in E". Notice that isomorphism is defined relative to the field
K.

As an example consider again the elliptic curve

E : Y 2 = X3 + X + 3

over the field F7. Now make the change of variables defined by [u, r, s, t] = [2, 3, 4, 5], i.e.

X = 4X " + 3 and Y = Y " + 2X " + 5.

We then obtain the isomorphic curve

E" : Y "2 + 4X "Y " + 3Y " = X "3 + X " + 1,

and we have
j(E) = j(E") = 5.

Curve isomorphism is an equivalence relation. The following lemma establishes the fact that,
over the algebraic closure K, the j-invariant characterizes the equivalence classes in this relation.

Lemma 2.1. Two elliptic curves that are isomorphic over K have the same j-invariant. Con-
versely, two curves with the same j-invariant are isomorphic over K.

But curves with the same j-invariant may not necessarily be isomorphic over the ground field.
For example, consider the elliptic curve, also over F7,

E"" : Y ""2 = X ""3 + 4X "" + 4.

This has j-invariant equal to 5 so it is isomorphic to E, but it is not isomorphic over F7 since the
change of variable required is given by

X = 3X "" and Y =
.

6Y "".

However,
.

6 '# F7. Hence, we say both E and E"" are defined over F7, but they are isomorphic
over F72 = F7[

.
6].

2. The Group Law

Assume, for the moment, that char K '= 2, 3, and consider the change of variables given by

X = X " ! b2

12
,

Y = Y " ! a1

2

(
X " ! b2

12

)
! a3

2
.

This change of variables transforms the long Weierstrass form given in Equation (5) to the equation
of an isomorphic curve given in short Weierstrass form,

E : Y 2 = X3 + aX + b,

for some a, b # K. One can then define a group law on an elliptic curve using the chord-tangent
process.

The chord process is defined as follows, see Fig. 1 for a diagrammatic description. Let P and
Q be two distinct points on E. The straight line joining P and Q must intersect the curve at one
further point, say R, since we are intersecting a line with a cubic curve. The point R will also be
defined over the same field of definition as the curve and the two points P and Q. If we then reflect
R in the x-axis we obtain another point over the same field which we shall call P + Q.

The tangent process is given diagrammatically in Fig. 2 or as follows. Let P denote a point on
the curve E. We take the tangent to the curve at P . Such a line must intersect E in at most one
other point, say R, as the elliptic curve E is defined by a cubic equation. Again we reflect R in
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Figure 1. Adding two points on an elliptic curve
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the x-axis to obtain a point which we call [2]P = P + P . If the tangent to the point is vertical, it
‘intersects’ the curve at the point at infinity and P +P = O, and P is said to be a point of order 2.

One can show that the chord-tangent process turns E into an abelian group with the point at
infinity O being the zero. The above definition can be easily extended to the long Weierstrass form
(and so to characteristic two and three). One simply changes the definition by replacing reflection
in the x-axis by reflection in the line

Y = a1X + a3.

In addition a little calculus will result in explicit algebraic formulae for the chord-tangent pro-
cess. This is necessary since drawing diagrams as above is not really allowed in a field of finite
characteristic. The algebraic formulae are summarized in the following lemma.

Lemma 2.2. Let E denote an elliptic curve given by

E : Y 2 + a1XY + a3Y = X3 + a2X
2 + a4X + a6

and let P1 = (x1, y1) and P2 = (x2, y2) denote points on the curve. Then

!P1 = (x1,!y1 ! a1x1 ! a3).

Set

' =
y2 ! y1

x2 ! x1
,

µ =
y1x2 ! y2x1

x2 ! x1
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Figure 2. Doubling a point on an elliptic curve
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when x1 '= x2, and set

' =
3x2

1 + 2a2x1 + a4 ! a1y1

2y1 + a1x1 + a3
,

µ =
!x3

1 + a4x1 + 2a6 ! a3y1

2y1 + a1x1 + a3

when x1 = x2 and P2 '= !P1. If

P3 = (x3, y3) = P1 + P2 '= O

then x3 and y3 are given by the formulae

x3 = '2 + a1'! a2 ! x1 ! x2,

y3 = !('+ a1)x3 ! µ! a3.

The elliptic curve isomorphisms described earlier then become group isomorphisms as they
respect the group structure.

For a positive integer m we let [m] denote the multiplication-by-m map from the curve to itself.
This map takes a point P to

P + P + · · · + P,

where we have m summands. This map is the basis of elliptic curve cryptography, since whilst it
is easy to compute, it is believed to be hard to invert, i.e. given P = (x, y) and [m]P = (x", y") it is
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hard to compute m. Of course this statement of hardness assumes a well-chosen elliptic curve etc.,
something we will return to later in the book.

We end this section with an example of the elliptic curve group law. Again we take our elliptic
curve

E : Y 2 = X3 + X + 3
over the field F7. It turns out there are six points on this curve given by

O, (4, 1), (6, 6), (5, 0), (6, 1) and (4, 6).

These form a group with the group law being given by the following table, which is computed using
the addition formulae given above.

+ O (4, 1) (6, 6) (5, 0) (6, 1) (4, 6)
O O (4, 1) (6, 6) (5, 0) (6, 1) (4, 6)

(4, 1) (4, 1) (6, 6) (5, 0) (6, 1) (4, 6) O
(6, 6) (6, 6) (5, 0) (6, 1) (4, 6) O (4, 1)
(5, 0) (5, 0) (6, 1) (4, 6) O (4, 1) (6, 6)
(6, 1) (6, 1) (4, 6) O (4, 1) (6, 6) (5, 0)
(4, 6) (4, 6) O (4, 1) (6, 6) (5, 0) (6, 1)

As an example of the multiplication-by-m map, if we let

P = (4, 1)

then we have

[2]P = (6, 6),
[3]P = (5, 0),
[4]P = (6, 1),
[5]P = (4, 6),
[6]P = O.

So we see in this example that E(F7) is a finite cyclic abelian group of order six generated by the
point P . For all elliptic curves over finite fields the group is always finite and it is also highly likely
to be cyclic (or ‘nearly’ cyclic).

3. Elliptic Curves over Finite Fields

Over a finite field Fq, the number of rational points on a curve is finite, and its size will be
denoted by #E(Fq). The expected number of points on the curve is around q + 1 and if we set

#E(Fq) = q + 1! t

then the value t is called the trace of Frobenius at q.
A first approximation to the order of E(Fq) is given by the following well-known theorem of

Hasse.

Theorem 2.3 (H. Hasse, 1933). The trace of Frobenius satisfies

|t| ( 2
.

q.

Consider our example of
E : Y 2 = X3 + X + 3

then recall this has six points over the field F7, and so the associated trace of Frobenius is equal to
2, which is less than 2.q = 2

.
7 = 5.29.
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The qth-power Frobenius map, on an elliptic curve E defined over Fq, is given by

) :

#
$%

$&

E(Fq) !$ E(Fq)
(x, y) )!$ (xq, yq)

O )!$ O.

The map ) sends points on E to points on E, no matter what the field of definition of the point
is. In addition the map ) respects the group law in that

)(P + Q) = )(P ) + )(Q).

In other words the map ) is a group endomorphism of E over Fq, referred to as the Frobenius
endomorphism.

The trace of Frobenius t and the Frobenius endomorphism ) are linked by the equation

)2 ! [t])+ [q] = [0].

Hence, for any point P = (x, y) on the curve, we have

(xq2
, yq2

)! [t](xq, yq) + [q](x, y) = O,

where addition and subtraction denote curve operations.

There are two particular classes of curves which, under certain conditions, will prove to be
cryptographically weak:

• The curve E(Fq) is said to be anomalous if its trace of Frobenius is one, giving #E(Fq) = q.
These curves are weak when q = p, the field characteristic.

• The curve E(Fq) is said to be supersingular if the characteristic p divides the trace of
Frobenius, t. Such curves are usually considered weak cryptographically and are usually
avoided. If q = p then this means that E(Fp) has p + 1 points since we must have t = 0.
For other finite fields the possible values of t corresponding to supersingular elliptic curves
are given by, where q = pf ,

• f odd: t = 0, t2 = 2q and t2 = 3q.
• f even : t2 = 4q, t2 = q if p = 1 (mod 3) and t = 0 if p '= 1 (mod 4).

We will also need to choose a curve such that the group order #E(Fq) is divisible by a large prime
number. This means we need to be able to compute the group order #E(Fq), so as to check both
this and the above two conditions.

For any elliptic curve and any finite field the group order #E(Fq) can be computed in polynomial
time. But this is usually done via a complicated algorithm that we cannot go into in this book.
Hence, you should just remember that computing the group order is easy. We shall see in a later
chapter, when considering algorithms to solve discrete logarithm problems, that knowing the group
order is important in understanding how secure a group is.

One of the advantages of elliptic curves is that there is a very large number of possible groups.
One can choose both the finite field and the coe!cients of the curve. In addition finding elliptic
curves with the correct cryptographic properties to make them secure is relatively easy.

As was apparent from the earlier discussion, the cases char K = 2, 3 often require separate
treatment. Practical implementations of elliptic curve cryptosystems are usually based on either
F2n , i.e. characteristic two, or Fp for large primes p. Therefore, in the remainder of this chapter
we will focus on fields of characteristic two and p > 3, and will omit the separate treatment of the
case char K = 3. Most arguments, though, carry easily to characteristic three, with modifications
that are well documented in the literature.
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3.1. Curves over Fields of Characteristic p > 3. Assume that our finite field is given by
K = Fq, where q = pn for a prime p > 3 and an integer n * 1. As mentioned, the curve equation
in this case can be simplified to the short Weierstrass form

E : Y 2 = X3 + aX + b.

The discriminant of the curve then reduces to $ = !16(4a3 + 27b2), and its j-invariant to j(E) =
!1728(4a)3/$. The formulae for the group law in Lemma 2.2 also simplify to

!P1 = (x1,!y1),

and if
P3 = (x3, y3) = P1 + P2 '= O,

then x3 and y3 are given by the formulae

x3 = '2 ! x1 ! x2,

y3 = (x1 ! x3)'! y1,

where if x1 '= x2 we set
' =

y2 ! y1

x2 ! x1
,

and if x1 = x2, y1 '= 0 we set

' =
3x2

1 + a

2y1
.

3.2. Curves over Fields of Characteristic Two. We now specialize to the case of finite
fields where q = 2n with n * 1. In this case, the expression for the j-invariant reduces to j(E) =
a12

1 /$. In characteristic two, the condition j(E) = 0, i.e. a1 = 0, is equivalent to the curve being
supersingular. As mentioned earlier, this very special type of curve is avoided in cryptography. We
assume, therefore, that j(E) '= 0.

Under these assumptions, a representative for each isomorphism class of elliptic curves over Fq

is given by

(6) E : Y 2 + XY = X3 + a2X
2 + a6,

where a6 # F#
q and a2 # {0, !} with ! a fixed element in Fq such that Trq|2(!) = 1, where Trq|2 is

the absolute trace

Tr2n|2(#) =
n!1'

i=0

#2i
.

The formulae for the group law in Lemma 2.2 then simplify to

!P1 = (x1, y1 + x1),

and if
P3 = (x3, y3) = P1 + P2 '= O,

then x3 and y3 are given by the formulae

x3 = '2 + '+ a2 + x1 + x2,

y3 = ('+ 1)x3 + µ

= (x1 + x3)'+ x3 + y1,

where if x1 '= x2 we set

' =
y2 + y1

x2 + x1
,

µ =
y1x2 + y2x1

x2 + x1
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and if x1 = x2 '= 0 we set

' =
x2

1 + y1

x1
,

µ = x2
1.

4. Projective Coordinates

One of the problems with the above formulae for the group laws given in both large and even
characteristic is that at some stage they involve a division operation. Division in finite fields
is considered as an expensive operation, since it usually involves some variant of the extended
Euclidean algorithm, which although of approximately the same complexity as multiplication can
usually not be implemented as e!ciently.

To avoid these division operations one can use projective coordinates. Here one writes the
elliptic curve using three variables (X,Y,Z) instead of just (X,Y ). Instead of using the projective
representation given at the start of this chapter we instead use one where the curve is written as

E : Y 2 + a1XY Z + a2Y Z4 = X3 + a2X
2Z2 + a4XZ4 + a6Z

6.

The point at infinity is still denoted by (0, 1, 0), but now the map from projective to a!ne coordi-
nates is given by

(X,Y,Z) )!$ (X/Z2, Y/Z3).

This choice of projective coordinates is made to provide a more e!cient arithmetic operation.

4.1. Large Prime Characteristic. The formulae for point addition when our elliptic curve
is written as

Y 2 = X3 + aXZ4 + bZ6

are now given by the law

(X3, Y3, Z3) = (X1, Y1, Z1) + (X2, Y2, Z2)

where (X3, Y3, Z3) are derived from the formulae

'1 = X1Z
2
2 , '2 = X2Z

2
1 ,

'3 = '1 ! '2, '4 = Y1Z
3
2 ,

'5 = Y2Z
3
1 , '6 = '4 ! '5,

'7 = '1 + '2, '8 = '4 + '5,

Z3 = Z1Z2'3, X3 = '2
6 ! '7'

2
3,

'9 = '7'
2
3 ! 2X3, Y3 = ('9'6 ! '8'

3
3)/2.

Notice the avoidance of any division operation, bar division by 2 which can be easily accomplished
by multiplication of the precomputed value of 2!1 (mod p).

Doubling a point,
(X3, Y3, Z3) = [2](X1, Y1, Z1),

can be accomplished using the formulae

'1 = 3X2
1 + aZ4

1 , Z3 = 2Y1Z1,

'2 = 4X1Y
2
1 , X3 = '2

1 ! 2'2,

'3 = 8Y 4
1 , Y3 = '1('2 !X3)! '3.
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4.2. Even Characteristic. In even characteristic we write our elliptic curve in the form

Y 2 + XY Z = X3 + a2X
2Z2 + a6Z

6.

Point addition,

(X3, Y3, Z3) = (X1, Y1, Z1) + (X2, Y2, Z2)

is now accomplished using the recipe

'1 = X1Z
2
2 , '2 = X2Z

2
1 ,

'3 = '1 + '2, '4 = Y1Z
3
2 ,

'5 = Y2Z
3
1 , '6 = '4 + '5,

'7 = Z1'3, '8 = '6X2 + '7Y2,

Z3 = '7Z2, '9 = '6 + Z3,

X3 = a2Z
2
3 + '6'9 + '3

3, Y3 = '9X3 + '8'
2
7.

Doubling is then performed using

Z3 = X1Z
2
1 , X3 = (X1 + d6Z

2
1 )4,

' = Z3 + X2
1 + Y1Z1, Y3 = X4

1Z3 + 'X3,

where d6 = 4
.

a6.

Notice how in both even and odd characteristic we have avoided a division operation.

5. Point Compression

In many cryptographic protocols we need to store or transmit an elliptic curve point. Using
a!ne coordinates this can be accomplished using two field elements, i.e. by transmitting x and
then y. However, one can do better using a technique called point compression.

Point compression works by the observation that for every x-coordinate on the curve there are at
most two corresponding y-coordinates. Hence, we can represent a point by storing the x-coordinate
along with a bit b to say which value of the y-coordinate we should take. All that remains to decide
is how to compute the bit b and how to reconstruct the y-coordinate given the x-coordinate and
the bit b.

5.1. Large Prime Characteristic. For elliptic curves over fields of large prime characteristic
we notice that if # # F#

p then the two square roots ±$ of # have di"erent parities, when represented
as integers in the range [1, . . . , p! 1]. This is because

!$ = p! $.

Hence, as the bit b we choose the parity of the y-coordinate.
Then, given (x, b), we can reconstruct y by computing

$ =
1

x3 + ax + b (mod p).

If the parity of $ is equal to b we set y = $, otherwise we set y = p ! $. If $ = 0 then no matter
which value of b we have we set y = 0.
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5.2. Even Characteristic. In even characteristic we need to be slightly more clever. Suppose
we are given a point P = (x, y) on the elliptic curve

Y 2 + XY = X3 + a2X + a6.

If y = 0 then we set b = 0, otherwise we compute

z = y/x

and let b denote the least significant bit of z. To recover y given (x, b), for x '= 0, we set

# = x + a2 +
a6

x2

and let $ denote a solution of
z2 + z = #.

Then if the least significant bit of $ is equal to b we set y = x$, otherwise we set y = x($ + 1). To
see why this works notice that if (x, y) is a solution of

Y 2 + XY = X3 + a2X
2 + a6

then (x, y/x) and (x, 1 + y/x) are the two solutions of

Z2 + Z = X + a2 +
a6

X2
.

As an example consider the curve

E : Y 2 = X3 + X + 3

over the field F7. Then the points (4, 1) and (4, 6) which in bits we need to represent as

(0b100, 0b001) and (0b100, 0b110),

i.e. requiring six bits for each point, can be represented as

(0b100, 0b1) and (0b100, 0b0),

where we only use four bits for each point.
In larger, cryptographically interesting, examples the advantage becomes more pronounced.

For example consider the same curve over the field

p = 1125 899 906 842 679 = 250 + 55

then the point
(1 125 899 906 842 675, 245 132 605 757 739)

can be represented by the integers

(1 125 899 906 842 675, 1).

So instead of requiring 102 bits we only require 52 bits.

Chapter Summary

• Elliptic curves over finite fields are another example of a finite abelian group. There are a
lot of such groups since we are free to choose both the curve and the field.

• For cryptography we need to be able to compute the number of elements in the group.
Although this is done using a complicated algorithm, it can be done in polynomial time.
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• One should usually avoid supersingular and anomalous curves in cryptographic applica-
tions.

• E!cient algorithms for the group law can be produced by using projective coordinates.
These algorithms avoid the need for costly division operations in the underlying finite field.

• To save bandwidth and space it is possible to e!ciently compress elliptic curve points
(x, y) down to x and a single bit b. The uncompression can also be performed e!ciently.

Further Reading

For those who wish to learn more about elliptic curves in general try the textbook by Silverman
(which is really aimed at mathematics graduate students). For those who are simply interested in
the cryptographic applications of elliptic curves and the associated algorithms and techniques see
the book by Blake, Seroussi and Smart.

I.F. Blake, G. Seroussi and N.P. Smart. Elliptic Curves in Cryptography. Cambridge University
Press, 1999.

J.H. Silverman. The Arithmetic of Elliptic Curves. Springer-Verlag, 1985.



Part 2

Symmetric Encryption

Encryption of most data is accomplished using fast block and stream ciphers. These are ex-
amples of symmetric encryption algorithms. In addition all historical, i.e. pre-1960, ciphers are
symmetric in nature and share some design principles with modern ciphers.

The main drawback with symmetric ciphers is that they give rise to a problem of how to
distribute the secret keys between users, so we also address this issue.

We also discuss the properties and design of cryptographic hash functions and message authen-
tication codes. Both of which will form basic building blocks of other schemes and protocols within
this book.

In the following chapters we explain the theory and practice of modern symmetric ciphers, but
first we consider historical ciphers.





CHAPTER 3

Historical Ciphers

Chapter Goals

• To explain a number of historical ciphers, such as the Caesar cipher, substitution cipher.
• To show how these historical ciphers can be broken because they do not hide the underlying

statistics of the plaintext.
• To introduce the concepts of substitution and permutation as basic cipher components.
• To introduce a number of attack techniques, such as chosen plaintext attacks.

1. Introduction

An encryption algorithm, or cipher, is a means of transforming plaintext into ciphertext under
the control of a secret key. This process is called encryption or encipherment. We write

c = ek(m),

where
• m is the plaintext,
• e is the cipher function,
• k is the secret key,
• c is the ciphertext.

The reverse process is called decryption or decipherment, and we write

m = dk(c).

Note, that the encryption and decryption algorithms e, d are public, the secrecy of m given c
depends totally on the secrecy of k.

The above process requires that each party needs access to the secret key. This needs to be
known to both sides, but needs to be kept secret. Encryption algorithms which have this property
are called symmetric cryptosystems or secret key cryptosystems. There is a form of cryptography
which uses two di"erent types of key, one is publicly available and used for encryption whilst the
other is private and used for decryption. These latter types of cryptosystems are called asymmetric
cryptosystems or public key cryptosystems, to which we shall return in a later chapter.

Usually in cryptography the communicating parties are denoted by A and B. However, often
one uses the more user-friendly names of Alice and Bob. But you should not assume that the
parties are necessarily human, we could be describing a communication being carried out between
two autonomous machines. The eavesdropper, bad girl, adversary or attacker is usually given the
name Eve.

In this chapter we shall present some historical ciphers which were used in the pre-computer
age to encrypt data. We shall show that these ciphers are easy to break as soon as one understands
the statistics of the underlying language, in our case English. In Chapter 5 we shall study this
relationship between how easy the cipher is to break and the statistical distribution of the underlying
plaintext.

37
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Table 1. English letter frequencies

Letter Percentage Letter Percentage
A 8.2 N 6.7
B 1.5 O 7.5
C 2.8 P 1.9
D 4.2 Q 0.1
E 12.7 R 6.0
F 2.2 S 6.3
G 2.0 T 9.0
H 6.1 U 2.8
I 7.0 V 1.0
J 0.1 W 2.4
K 0.8 X 0.1
L 4.0 Y 2.0
M 2.4 Z 0.1

Figure 1. English letter frequencies
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The distribution of English letter frequencies is described in Table 1, or graphically in Fig. 1.
As one can see the most common letters are E and T. It often helps to know second order statistics
about the underlying language, such as which are the most common sequences of two or three
letters, called bigrams and trigrams. The most common bigrams in English are given by Table 2,
with the associated approximate percentages. The most common trigrams are, in decreasing order,

THE, ING, AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR.
Armed with this information about English we are now able to examine and break a number of
historical ciphers.

Table 2. English bigram frequencies

Bigram Percentage Bigram Percentage
TH 3.15 HE 2.51
AN 1.72 IN 1.69
ER 1.54 RE 1.48
ES 1.45 ON 1.45
EA 1.31 TI 1.28
AT 1.24 ST 1.21
EN 1.20 ND 1.18
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2. Shift Cipher

We first present one of the earliest ciphers, called the shift cipher. Encryption is performed by
replacing each letter by the letter a certain number of places on in the alphabet. So for example if
the key was three, then the plaintext A would be replaced by the ciphertext D, the letter B would
be replaced by E and so on. The plaintext word HELLO would be encrypted as the ciphertext
KHOOR. When this cipher is used with the key three, it is often called the Caesar cipher, although
in many books the name Caesar cipher is sometimes given to the shift cipher with any key. Strictly
this is not correct since we only have evidence that Julius Caesar used the cipher with the key
three.

There is a more mathematical explanation of the shift cipher which will be instructive for future
discussions. First we need to identify each letter of the alphabet with a number. It is usual to
identify the letter A with the number 0, the letter B with number 1, the letter C with the number
2 and so on until we identify the letter Z with the number 25. After we convert our plaintext
message into a sequence of numbers, the ciphertext in the shift cipher is obtained by adding to
each number the secret key k modulo 26, where the key is a number in the range 0 to 25. In this
way we can interpret the shift cipher as a stream cipher, with key stream given by the repeating
sequence

k, k, k, k, k, k, . . .

This key stream is not very random, which results in it being easy to break the shift cipher. A
naive way of breaking the shift cipher is to simply try each of the possible keys in turn, until the
correct one is found. There are only 26 possible keys so the time for this exhaustive key search is
very small, particularly if it is easy to recognize the underlying plaintext when it is decrypted.

We shall show how to break the shift cipher by using the statistics of the underlying language.
Whilst this is not strictly necessary for breaking this cipher, later we shall see a cipher that is made
up of a number of shift ciphers applied in turn and then the following statistical technique will be
useful. Using a statistical technique on the shift cipher is also instructive as to how statistics of the
underlying plaintext can arise in the resulting ciphertext.

Take the following example ciphertext, which since it is public knowledge we represent in blue.
GB OR, BE ABG GB OR: GUNG VF GUR DHRFGVBA:
JURGURE ’GVF ABOYRE VA GUR ZVAQ GB FHSSRE
GUR FYVATF NAQ NEEBJF BS BHGENTRBHF SBEGHAR,
BE GB GNXR NEZF NTNVAFG N FRN BS GEBHOYRF,
NAQ OL BCCBFVAT RAQ GURZ? GB QVR: GB FYRRC;
AB ZBER; NAQ OL N FYRRC GB FNL JR RAQ
GUR URNEG-NPUR NAQ GUR GUBHFNAQ ANGHENY FUBPXF
GUNG SYRFU VF URVE GB, ’GVF N PBAFHZZNGVBA
QRIBHGYL GB OR JVFU’Q. GB QVR, GB FYRRC;
GB FYRRC: CREPUNAPR GB QERNZ: NL, GURER’F GUR EHO;
SBE VA GUNG FYRRC BS QRNGU JUNG QERNZF ZNL PBZR
JURA JR UNIR FUHSSYRQ BSS GUVF ZBEGNY PBVY,
ZHFG TVIR HF CNHFR: GURER’F GUR ERFCRPG
GUNG ZNXRF PNYNZVGL BS FB YBAT YVSR;

One technique of breaking the previous sample ciphertext is to notice that the ciphertext still
retains details about the word lengths of the underlying plaintext. For example the ciphertext
letter N appears as a single letter word. Since the only single letter words in English are A and I
we can conclude that the key is either 13, since N is thirteen letters on from A in the alphabet,
or the key is equal to 5, since N is five letters on from I in the alphabet. Hence, the moral here
is to always remove word breaks from the underlying plaintext before encrypting using the shift
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cipher. But even if we ignore this information about the words we can still break this cipher using
frequency analysis.

We compute the frequencies of the letters in the ciphertext and compare them with the fre-
quencies obtained from English which we saw in Fig. 1. We present the two bar graphs one above
each other in Fig. 2 so you can see that one graph looks almost like a shift of the other graph.
The statistics obtained from the sample ciphertext are given in blue, whilst the statistics obtained
from the underlying plaintext language are given in red. Note, we do not compute the red statistics
from the actual plaintext since we do not know this yet, we only make use of the knowledge of the
underlying language.

Figure 2. Comparison of plaintext and ciphertext frequencies for the shift cipher example
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By comparing the two bar graphs in Fig. 2 we can see by how much we think the blue graph
has been shifted compared with the red graph. By examining where we think the plaintext letter
E may have been shifted, one can hazard a guess that it is shifted by one of

2, 9, 13 or 23.

Then by trying to deduce by how much the plaintext letter A has been shifted we can guess that
it has been shifted by one of

1, 6, 13 or 17.

The only shift value which is consistent appears to be the value 13, and we conclude that this is
the most likely key value. We can now decrypt the ciphertext, using this key. This reveals, that
the underlying plaintext is:
To be, or not to be: that is the question:
Whether ’tis nobler in the mind to su"er
The slings and arrows of outrageous fortune,
Or to take arms against a sea of troubles,
And by opposing end them? To die: to sleep;
No more; and by a sleep to say we end
The heart-ache and the thousand natural shocks
That flesh is heir to, ’tis a consummation
Devoutly to be wish’d. To die, to sleep;
To sleep: perchance to dream: ay, there’s the rub;
For in that sleep of death what dreams may come
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When we have shu%ed o" this mortal coil,
Must give us pause: there’s the respect
That makes calamity of so long life;

The above text is obviously taken from Hamlet by William Shakespeare.

3. Substitution Cipher

The main problem with the shift cipher is that the number of keys is too small, we only have
26 possible keys. To increase the number of keys a substitution cipher was invented. To write down
a key for the substitution cipher we first write down the alphabet, and then a permutation of the
alphabet directly below it. This mapping gives the substitution we make between the plaintext
and the ciphertext

Plaintext alphabet ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext alphabet GOYDSIPELUAVCRJWXZNHBQFTMK

Encryption involves replacing each letter in the top row by its value in the bottom row. Decryption
involves first looking for the letter in the bottom row and then seeing which letter in the top row
maps to it. Hence, the plaintext word HELLO would encrypt to the ciphertext ESVVJ if we used
the substitution given above.

The number of possible keys is equal to the total number of permutations on 26 letters, namely
the size of the group S26, which is

26! , 4.03 · 1026 , 288.

Since, as a rule of thumb, it is feasible to only run a computer on a problem which takes under 280

steps we can deduce that this large key space is far too large to enable a brute force search even
using a modern computer. Still we can break substitution ciphers using statistics of the underlying
plaintext language, just as we did for the shift cipher.

Whilst the shift cipher can be considered as a stream cipher since the ciphertext is obtained
from the plaintext by combining it with a keystream, the substitution cipher operates much more
like a modern block cipher, with a block length of one English letter. A ciphertext block is obtained
from a plaintext block by applying some (admittedly simple) key dependent algorithm.

Substitution ciphers are the types of ciphers commonly encountered in puzzle books, they have
an interesting history and have occurred in literature. See for example the Sherlock Holmes story
The Adventure of the Dancing Men by Arthur Conan–Doyle. The plot of this story rests on a
substitution cipher where the ciphertext characters are taken from an alphabet of ‘stick men’ in
various positions. The method of breaking the cipher as described by Holmes to Watson in this
story is precisely the method we shall adopt below.

We give a detailed example, which we make slightly easier by keeping in the ciphertext details
about the underlying word spacing used in the plaintext. This is only for ease of exposition, the
techniques we describe can still be used if we ignore these word spacings, although more care and
thought is required.

Consider the ciphertext
XSO MJIWXVL JODIVA STW VAO VY OZJVCO’W LTJDOWX KVAKOAXJTXIVAW VY

SIDS XOKSAVLVDQ IAGZWXJQ. KVUCZXOJW, KVUUZAIKTXIVAW TAG UIKJVOLOKXJ-
VAIKW TJO HOLL JOCJOWOAXOG, TLVADWIGO GIDIXTL UOGIT, KVUCZXOJ DTUOW
TAG OLOKXJVAIK KVUUOJKO. TW HOLL TW SVWXIAD UTAQ JOWOTJKS TAG
CJVGZKX GONOLVCUOAX KOAXJOW VY UTPVJ DLVMTL KVUCTAIOW, XSO JO-
DIVA STW T JTCIGLQ DJVHIAD AZUMOJ VY IAAVNTXINO AOH KVUCTAIOW. XSO
KVUCZXOJ WKIOAKO GOCTJXUOAX STW KLVWO JOLTXIVAWSICW HIXS UTAQ
VY XSOWO VJDTAIWTXIVAW NIT KVLLTMVJTXINO CJVPOKXW, WXTYY WOK-
VAGUOAXW TAG NIWIXIAD IAGZWXJITL WXTYY. IX STW JOKOAXLQ IAXJVGZKOG
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WONOJTL UOKSTAIWUW YVJ GONOLVCIAD TAG WZCCVJXIAD OAXJOCJOAOZJITL
WXZGOAXW TAG WXTYY, TAG TIUW XV CLTQ T WIDAIYIKTAX JVLO IA XSO
GONOLVCUOAX VY SIDS-XOKSAVLVDQ IAGZWXJQ IA XSO JODIVA.

XSO GOCTJXUOAX STW T LTJDO CJVDJTUUO VY JOWOTJKS WZCCVJXOG MQ
IAGZWXJQ, XSO OZJVCOTA ZAIVA, TAG ZE DVNOJAUOAX JOWOTJKS OWXTMLIW-
SUOAXW TAG CZMLIK KVJCVJTXIVAW. T EOQ OLOUOAX VY XSIW IW XSO WXJ-
VAD LIAEW XSTX XSO GOCTJXUOAX STW HIXS XSO KVUCZXOJ, KVUUZAIKTXIVAW,
UIKJVOLOKXJVAIKW TAG UOGIT IAGZWXJIOW IA XSO MJIWXVL JODIVA . XSO TKT-
GOUIK JOWOTJKS CJVDJTUUO IW VJDTAIWOG IAXV WONOA DJVZCW, LTADZTDOW
TAG TJKSIXOKXZJO, GIDIXTL UOGIT, UVMILO TAG HOTJTMLO KVUCZXIAD, UTK-
SIAO LOTJAIAD, RZTAXZU KVUCZXIAD, WQWXOU NOJIYIKTXIVA, TAG KJQCXVD-
JTCSQ TAG IAYVJUTXIVA WOKZJIXQ.

We can compute the following frequencies for single letters in the above ciphertext:
Letter Freq Letter Freq Letter Freq

A 8.6995 B 0.0000 C 3.0493
D 3.1390 E 0.2690 F 0.0000
G 3.6771 H 0.6278 I 7.8923
J 7.0852 K 4.6636 L 3.5874
M 0.8968 N 1.0762 O 11.479
P 0.1793 Q 1.3452 R 0.0896
S 3.5874 T 8.0717 U 4.1255
V 7.2645 W 6.6367 X 8.0717
Y 1.6143 Z 2.7802

In addition we determine that the most common bigrams in this piece of ciphertext are
TA, AX, IA, VA, WX, XS, AG, OA, JO, JV,

whilst the most common trigrams are
OAX, TAG, IVA, XSO, KVU, TXI, UOA, AXS.

Since the ciphertext letter O occurs with the greatest frequency, namely 11.479, we can guess
that the ciphertext letter O corresponds to the plaintext letter E. We now look at what this means
for two of the common trigrams found in the ciphertext

• The ciphertext trigram OAX corresponds to E * *.
• The ciphertext trigram XSO corresponds to * * E.

We examine similar common similar trigrams in English, which start or end with the letter E. We
find that three common ones are given by ENT, ETH and THE. Since the two trigrams we wish
to match have one starting with the same letter as the other finishes with, we can conclude that it
is highly likely that we have the correspondence

• X = T,
• S = H,
• A = N.

Even after this small piece of analysis we find that it is much easier to understand what the
underlying plaintext should be. If we focus on the first two sentences of the ciphertext we are
trying to break, and we change the letters which we think we have found the correct mappings for,
then we obtain:

THE MJIWTVL JEDIVN HTW VNE VY EZJVCE’W LTJDEWT
KVNKENTJTTIV NW VY HIDH TEKHNVLVDQ INGZWTJQ.
KVUCZTEJW, KVUUZNIKTTIVNW TNG UIKJVELEKTJVNIKW
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TJE HELL JECJEWENTEG, TLVNDWIGE GIDITTL UEGIT,
KVUCZTEJ DTUEW TNG ELEKTJVNIK KVUUEJKE.

Recall, this was after the four substitutions
O = E, X = T, S = H, A = N.

We now cheat and use the fact that we have retained the word sizes in the ciphertext. We see that
since the letter T occurs as a single ciphertext letter we must have

T = I or T = A.
The ciphertext letter T occurs with a probability of 8.0717, which is the highest probability left,
hence we are far more likely to have

T = A.
We have already considered the most popular trigram in the ciphertext so turning our attention
to the next most popular trigram we see that it is equal to TAG which we suspect corresponds to
the plaintext AN*. Therefore it is highly likely that G = D, since AND is a popular trigram in
English.

Our partially decrypted ciphertext is now equal to
THE MJIWTVL JEDIVN HAW VNE VY EZJVCE’W LAJDEWT

KVNKENTJATIV NW VY HIDH TEKHNVLVDQ INDZWTJQ.
KVUCZTEJW, KVUUZNIKATIVNW AND UIKJVELEKTJVNIKW
AJE HELL JECJEWENTED, ALVNDWIDE DIDITAL UEDIA,
KVUCZTEJ DAUEW AND ELEKTJVNIK KVUUEJKE.

This was after the six substitutions
O = E, X = T, S = H,
A = N, T = A, G = D.

We now look at two-letter words which occur in the ciphertext:
• IX

This corresponds to the plaintext *T. Therefore the ciphertext letter I must be one of the
plaintext letters A or I, since the only two-letter words in English ending in T are AT and
IT. We already have worked out what the plaintext character A corresponds to, hence we
must have I = I.

• XV
This corresponds to the plaintext T*. Hence, we must have V = O.

• VY
This corresponds to the plaintext O*. Hence, the ciphertext letter Y must correspond
to one of F, N or R. We already know the ciphertext letter corresponding to N. In the
ciphertext the probability of Y occurring is 1.6, but in English we expect F to occur with
probability 2.2 and R to occur with probability 6.0. Hence, it is more likely that Y = F.

• IW
This corresponds to the plaintext I*. Therefore, the plaintext character W must be one
of F, N, S and T. We already have F, N, T, hence W = S.

All these deductions leave the partial ciphertext as
THE MJISTOL JEDION HAS ONE OF EZJOCE’S LAJDEST

KONKENTJATIONS OF HIDH TEKHNOLODQ INDZSTJQ.
KOUCZTEJS, KOUUZNIKATIONS AND UIKJOELEKTJONIKS AJE
HELL JECJESENTED, ALONDSIDE DIDITAL UEDIA,
KOUCZTEJ DAUES AND ELEKTJONIK KOUUEJKE.

This was after the ten substitutions
O = E, X = T, S = H, A = N, T = A,
G = D, I = I, V = O, Y = F, W = S.
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Even with half the ciphertext letters determined it is now quite easy to understand the underlying
plaintext, taken from the website of the University of Bristol Computer Science Department. We
leave it to the reader to determine the final substitutions and recover the plaintext completely.

4. Vigenère Cipher

The problem with the shift cipher and the substitution cipher was that each plaintext letter
always encrypted to the same ciphertext letter. Hence underlying statistics of the language could be
used to break the cipher. For example it was easy to determine which ciphertext letter corresponded
to the plaintext letter E. From the early 1800s onwards, cipher designers tried to break this link
between the plaintext and ciphertext.

The substitution cipher we used above was a mono-alphabetic substitution cipher, in that only
one alphabet substitution was used to encrypt the whole alphabet. One way to solve our problem is
to take a number of substitution alphabets and then encrypt each letter with a di"erent alphabet.
Such a system is called a polyalphabetic substitution cipher.

For example we could take
Plaintext alphabet ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ciphertext alphabet one TMKGOYDSIPELUAVCRJWXZNHBQF
Ciphertext alphabet two DCBAHGFEMLKJIZYXWVUTSRQPON

Then the plaintext letters in an odd position we encrypt using the first ciphertext alphabet, whilst
the plaintext letters in even positions we encrypt using the second alphabet. For example the
plaintext word HELLO, using the above alphabets would encrypt to SHLJV. Notice that the two
occurrences of L in the plaintext encrypt to two di"erent ciphertext characters. Thus we have
made it harder to use the underlying statistics of the language. If one now does a naive frequency
analysis we no longer get a common ciphertext letter corresponding to the plaintext letter E.

We essentially are encrypting the message two letters at a time, hence we have a block cipher
with block length two English characters. In real life one may wish to use around five rather than
just two alphabets and the resulting key becomes very large indeed. With five alphabets the total
key space is

(26!)5 , 2441,

but the user only needs to remember the key which is a sequence of

26 · 5 = 130

letters. However, just to make life hard for the attacker, the number of alphabets in use should
also be hidden from his view and form part of the key. But for the average user in the early 1800s
this was far too unwieldy a system, since the key was too hard to remember.

Despite its shortcomings the most famous cipher during the 19th-century was based on precisely
this principle. The Vigenère cipher, invented in 1533 by Giovan Batista Belaso, was a variant on
the above theme, but the key was easy to remember. When looked at in one way the Vigenère
cipher is a polyalphabetic block cipher, but when looked at in another, it is a stream cipher which
is a natural generalization of the shift cipher.

The description of the Vigenère cipher as a block cipher takes the description of the polyal-
phabetic cipher above but restricts the possible plaintext alphabets to one of the 26 possible cyclic
shifts of the standard alphabet. Suppose five alphabets were used, this reduces the key space down
to

265 , 223

and the size of the key to be remembered as a sequence of five numbers between 0 and 25.
However, the description of the Vigenère cipher as a stream cipher is much more natural. Just

like the shift cipher, the Vigenère cipher again identifies letters with the numbers 0, . . . , 25. The
secret key is a short sequence of letters (e.g. a word) which is repeated again and again to form
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a keystream. Encryption involves adding the plaintext letter to a key letter. Thus if the key is
SESAME, encryption works as follows,

THISISATESTMESSAGE
SESAMESESAMESESAME
LLASUWSXWSFQWWKASI

Again we notice that A will encrypt to a di"erent letter depending on where it appears in the
message.

But the Vigenère cipher is still easy to break using the underlying statistics of English. Once
we have found the length of the keyword, breaking the ciphertext is the same as breaking the shift
cipher a number of times.

As an example, suppose the ciphertext is given by
UTPDHUG NYH USVKCG MVCE FXL KQIB. WX RKU GI TZN, RLS BBHZLXMSNP

KDKS; CEB IH HKEW IBA, YYM SBR PFR SBS, JV UPL O UVADGR HRRWXF. JV ZTVOOV
YH ZCQU Y UKWGEB, PL UQFB P FOUKCG, TBF RQ VHCF R KPG, OU KFT ZCQU MAW
QKKW ZGSY, FP PGM QKFTK UQFB DER EZRN, MCYE, MG UCTFSVA, WP KFT ZCQU
MAW KQIJS. LCOV NTHDNV JPNUJVB IH GGV RWX ONKCGTHKFL XG VKD, ZJM VG
CCI MVGD JPNUJ, RLS EWVKJT ASGUCS MVGD; DDK VG NYH PWUV CCHIIY RD DBQN
RWTH PFRWBBI VTTK VCGNTGSF FL IAWU XJDUS, HFP VHCF, RR LAWEY QDFS
RVMEES FZB CHH JRTT MVGZP UBZN FD ATIIYRTK WP KFT HIVJCI; TBF BLDPWPX
RWTH ULAW TG VYCHX KQLJS US DCGCW OPPUPR, VG KFDNUJK GI JIKKC PL KGCJ
IAOV KFTR GJFSAW KTZLZES WG RWXWT VWTL WP XPXGG, CJ FPOS VYC BTZCUW
XG ZGJQ PMHTRAIBJG WMGFG. JZQ DPB JVYGM ZCLEWXR: CEB IAOV NYH JIKKC
TGCWXF UHF JZK.

WX VCU LD YITKFTK WPKCGVCWIQT PWVY QEBFKKQ, QNH NZTTW IRFL IAS
VFRPE ODJRXGSPTC EKWPTGEES, GMCG
TTVVPLTFFJ; YCW WV NYH TZYRWH LOKU MU AWO, KFPM VG BLTP VQN RD DSGG
AWKWUKKPL KGCJ, XY OPP KPG ONZTT ICUJCHLSF KFT DBQNJTWUG. DYN MVCK
ZT MFWCW HTWF FD JL, OPU YAE CH LQ! PGR UF, YH MWPP RXF CDJCGOSF, XMS
UZGJQ JL, SXVPN HBG!

There is a way of finding the length of the keyword, which is repeated to form the keystream,
called the Kasiski test. First we need to look for repeated sequences of characters. Recall that
English has a large repetition of certain bigrams or trigrams and over a long enough string of text
these are likely to match up to the same two or three letters in the key every so often. By examining
the distance between two repeated sequences we can guess the length of the keyword. Each of these
distances should be a multiple of the keyword, hence taking the greatest common divisor of all
distances between the repeated sequences should give a good guess as to the keyword length.

Let us examine the above ciphertext and look for the bigram WX. The gaps between some of
the occurrences of this bigram are 9, 21, 66 and 30, some of which may have occurred by chance,
whilst some may reveal information about the length of the keyword. We now take the relevant
greatest common divisors to find,

gcd(30, 66) = 6,
gcd(3, 9) = gcd(9, 66) = gcd(9, 30) = gcd(21, 66) = 3.

We are unlikely to have a keyword of length three so we conclude that the gaps of 9 and 21 occurred
purely by chance. Hence, our best guess for the keyword is that it is of length 6.

Now we take every sixth letter and look at the statistics just as we did for a shift cipher to
deduce the first letter of the keyword. We can now see the advantage of using the histograms to
break the shift cipher earlier. If we used the naive method and tried each of the 26 keys in turn we
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could still not detect which key is correct, since every sixth letter of an English sentence does not
produce an English sentence. Using our earlier histogram based method is more e!cient in this
case.

Figure 3. Comparison of plaintext and ciphertext frequencies for every sixth letter
of the Vigenère example, starting with the first letter
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Figure 4. Comparison of plaintext and ciphertext frequencies for every sixth letter
of the Vigenère example, starting with the second letter
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The relevant bar charts for every sixth letter starting with the first are given in Fig. 3. We look
for the possible locations of the three peaks corresponding to the plaintext letters A, E and T. We
see that this sequence seems to be shifted by two positions in the blue graph compared with the
red graph. Hence we can conclude that the first letter of the keyword is C, since C corresponds to
a shift of two.

We perform a similar step for every sixth letter, starting with the second one. The resulting
bar graphs are given in Fig. 4. Using the same technique we find that the blue graph appears to
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have been shifted along by 17 spaces, which corresponds to the second letter of the keyword being
equal to R.

Continuing in a similar way for the remaining four letters of the keyword we find the keyword
is

CRYPTO.
The underlying plaintext is then found to be:

Scrooge was better than his word. He did it all, and infinitely more; and to Tiny Tim, who did
not die, he was a second father. He became as good a friend, as good a master, and as good a man,
as the good old city knew, or any other good old city, town, or borough, in the good old world.
Some people laughed to see the alteration in him, but he let them laugh, and little heeded them;
for he was wise enough to know that nothing ever happened on this globe, for good, at which some
people did not have their fill of laughter in the outset; and knowing that such as these would be
blind anyway, he thought it quite as well that they should wrinkle up their eyes in grins, as have
the malady in less attractive forms. His own heart laughed: and that was quite enough for him.

He had no further intercourse with Spirits, but lived upon the Total Abstinence Principle, ever
afterwards; and it was always said of him, that he knew how to keep Christmas well, if any man
alive possessed the knowledge. May that be truly said of us, and all of us! And so, as Tiny Tim
observed, God bless Us, Every One!

The above text is taken from A Christmas Carol by Charles Dickens.

5. A Permutation Cipher

The ideas behind substitution type ciphers forms part of the design of modern symmetric
systems. For example later we shall see that both DES and Rijndael make use of a component
called an S-Box, which is simply a substitution. The other component that is used in modern
symmetric ciphers is based on permutations.

Permutation ciphers have been around for a number of centuries. Here we shall describe the
simplest, which is particularly easy to break. We first fix a permutation group Sn and a permutation

* # Sn.

It is the value of * which will be the secret key. As an example suppose we take

* =
(

1 2 3 4 5
2 4 1 3 5

)
= (1243) # S5.

Now take some plaintext, say
Once upon a time there was a little girl called snow white.

We break the text into chunks of 5 letters
onceu ponat imeth erewa salit tlegi rlcal ledsn owwhi te.

We first pad the message, with some random letters, so that we have a multiple of five letters in
each chunk.

onceu ponat imeth erewa salit tlegi rlcal ledsn owwhi teahb.
Then we take each five-letter chunk in turn and swap the letters around according to our secret
permutation *. With our example we obtain

coenu npaot eitmh eewra lsiat etgli crall dlsdn wohwi atheb.
We then remove the spaces, so as to hide the value of n, producing the ciphertext

coenunpaoteitmheewralsiatetglicralldlsdnwohwiatheb.
However, breaking a permutation cipher is easy with a chosen plaintext attack, assuming the group
of permutations used (i.e. the value of n) is reasonably small. To attack this cipher we mount a
chosen plaintext attack, and ask one of the parties to encrypt the message
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abcdefghijklmnopqrstuvwxyz,
to obtain the ciphertext

cadbehfigjmknlorpsqtwuxvyz.
We can then deduce that the permutation looks something like

(
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 . . .
2 4 1 3 5 7 9 6 8 10 12 14 11 13 15 . . .

)
.

We see that the sequence repeats (modulo 5) after every five steps and so the value of n is prob-
ably equal to five. We can recover the key by simply taking the first five columns of the above
permutation.

Chapter Summary

• Many early ciphers can be broken because they do not successfully hide the underlying
statistics of the language.

• Important principles behind early ciphers are those of substitution and permutation.
• Ciphers can either work on blocks of characters via some keyed algorithm or simply consist

of adding some keystream to each plaintext character.
• Ciphers which aimed to get around these early problems often turned out to be weaker

than expected, either due to some design flaw or due to bad key management practices
adopted by operators.

Further Reading

The best book on the history of ciphers is that by Kahn. Kahn’s book is a weighty tome so those
wishing a more rapid introduction should consult the book by Singh. The book by Churchhouse
also gives an overview of a number of historical ciphers.

R. Churchhouse. Codes and Ciphers. Julius Caesar, the Enigma and the Internet. Cambridge
University Press, 2001.

D. Kahn. The Codebreakers: The Comprehensive History of Secret Communication from Ancient
Times to the Internet. Scribner, 1996.

S. Singh. The Codebook: The Evolution of Secrecy from Mary, Queen of Scots to Quantum Cryp-
tography. Doubleday, 2000.



CHAPTER 4

The Enigma Machine

Chapter Goals

• To explain the working of the Enigma machine.
• To explain how the Germans used the Enigma machine, in particular how session keys

were transmitted from the sender to the reciever.
• To explain how this enabled Polish and later British cryptanalysts to read the German

tra!c.
• To explain the use of the Bombe in mounting known plaintext attacks.

1. Introduction

With the advent of the 1920s people saw the need for a mechanical encryption device. Taking
a substitution cipher and then rotating it became seen as the ideal solution. This idea had actually
been used previously in a number of manual ciphers, but using machines it was seen how this could
be done more e!ciently. The rotors could be implemented using wires and then encryption could
be done mechanically using an electrical circuit. By rotating the rotor we obtain a new substitution
cipher.

As an example, suppose the rotor used to produce the substitutions is given by
ABCDEFGHIJKLMNOPQRSTUVWXYZ
TMKGOYDSIPELUAVCRJWXZNHBQF

To encrypt the first letter we use the substitutions given by
ABCDEFGHIJKLMNOPQRSTUVWXYZ
TMKGOYDSIPELUAVCRJWXZNHBQF

However, to encrypt the second letter we rotate the rotor by one position and use the substitutions
ABCDEFGHIJKLMNOPQRSTUVWXYZ
MKGOYDSIPELUAVCRJWXZNHBQFT

To encrypt the third letter we use the substitutions
ABCDEFGHIJKLMNOPQRSTUVWXYZ
KGOYDSIPELUAVCRJWXZNHBQFTM

and so on. This gives us a polyalphabetic substitution cipher with 26 alphabets.
The most famous of these machines was the Enigma machine used by the Germans in World

War II. We shall describe the most simple version of Enigma which only used three such rotors,
chosen from the following set of five.

ABCDEFGHIJKLMNOPQRSTUVWXYZ
EKMFLGDQVZNTOWYHXUSPAIBRCJ
AJDKSIRUXBLHWTMCQGZNPYFVOE
BDFHJLCPRTXVZNYEIWGAKMUSQO
ESOVPZJAYQUIRHXLNFTGKDCMWB

49
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VZBRGITYUPSDNHLXAWMJQOFECK

Machines in use towards the end of the war had a larger number of rotors, chosen from a larger
set. Note, the order of the rotors in the machine is important, so the number of ways of choosing
the rotors is

5 · 4 · 3 = 60.
Each rotor had an initial starting position, and since there are 26 possible starting positions

for each rotor, the total number of possible starting positions is 263 = 17576.
The first rotor would step on the second rotor on each full iteration under the control of a ring

hitting a notch, likewise the stepping of the third rotor was controlled by the second rotor. Both
the rings were movable and their positions again formed part of the key, although only the notch
and ring positions for the first two rotors were important. Hence, the number of ring positions was
262 = 676. The second rotor also had a kick associated to it making the cycle length of the three
rotors equal to

26 · 25 · 26 = 16 900.
The e"ect of the moving rotors was that a given plaintext letter would encrypt to a di"erent
ciphertext letter on each press of the keyboard.

Finally, a plug board was used to swap letters twice in each encryption and decryption operation.
This increased the complexity and gave another possible 1014 keys.

The rotors used, their order, their starting positions, the ring positions and the plug board
settings all made up the secret key. Hence, the total number of keys was then around 275.

To make sure encryption and decryption were the same operation a reflector was used. This
was a fixed public substitution given by

ABCDEFGHIJKLMNOPQRSTUVWXYZ
YRUHQSLDPXNGOKMIEBFZCWVJAT

The operation of a simplified Enigma machine is described in Fig. 1. By tracing the red lines
one can see how the plaintext character A encrypts to the ciphertext character D. Notice that
encryption and decryption can be performed by the machine being in the same positions. Now
assume that rotor one moves on one step, so A now maps to D under rotor one, B to A, C to C
and D to B. You should work out what happens with the example when we encrypt A again.

Figure 1. Simplified Enigma machine
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In the rest of this chapter we present more details on the Enigma machine and some of the
attacks which can be performed on it. However before presenting the machine itself we need to
fix some notation which will be used throughout this chapter. In particular lower case letters will
denote variables, upper case letters will denote “letters” (of the plaintext/ciphertext languages)
and greek letters will denote permutations in S26 which we shall represent as permutations on the
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upper case letters. Hence x can equal X and Y , but X can only ever represent X, whereas % could
represent (XY ) or (ABC).

Permutations will usually be given in cycle notation. One always has to make a choice as to
whether we multiply permutations from left to right, or right to left. We decide to use the left to
right method, hence

(ABCD)(BE)(CD) = (AEBD).
Permutations hence act on the right of letters, something we will denote by x", e.g.

A(ABCD)(XY ) = B.

This is consistent with the usual notation of right action for groups acting on sets. See Appendix
A for more details about permutations.

We now collect some basic facts and theorems about permutations which we will need in the
sequel.

Theorem 4.1. Two permutations * and + which are conjugate, i.e. for which * = ' · + · '!1

for some permutation ', have the same cycle structure.

We define the support of a permutation to be the set of letters which are not fixed by the
permutation. Hence, if * acts on the set of letters L, then as usual we denote by L" the set of fixed
points and hence the support is given by

L \ L".
Theorem 4.2. If two permutations, with the same support, consist only of disjoint transposi-

tions then their product contains an even number of disjoint cycles of the same lengths.
If a permutation with support an even number of symbols has an even number of disjoint cycles

of the same lengths, then the permutation can be written as a product of two permutations each of
which consists of disjoint transpositions.

In many places we need an algorithm to solve the following problem: Given #i,$i # S26, for
i = 1, . . . ,m find ! # S26 such that

#i = !!1 · $i · ! for i = 1 . . . ,m.

Note, there could be many such solutions !, but in the situations we will apply it we expect there
to be only a few.

For example suppose we have one such equation with

#1 = (AFCNE)(BWXHUJOG)(DV IQZ)(KLMY TRPS),
$1 = (AEY SXWUJ)(BFZNO)(CDPKQ)(GHIV LMRT )

We need to determine the structure of the permutation ! such that
#1 = !!1 · $1 · !.

We first look at what should A map to under !. If A# = B, then from #1 and $1 we must have
E# = W , which in turn implies Y # = X. Carrying on in this way via a pruned depth first search
we can determine a set of possible values for !. Such an algorithm is relatively simple to write
down in C, using a recursive procedure call. It however of course been a bit of a pain to do this by
hand, as one would need to in the 1930’s and 1940’s.

2. An Equation For The Enigma

To aid our discussion in later sections we now describe the Enigma machine as a permutation
equation. We first assume a canonical map between letters and the integers {0, 1, . . . , 25} such that
0/ A, 1/ B, etc and we assume a standard three wheel Enigma machine.

The wheel which turns the fastest we shall call rotor one, whilst the one which turns the slowest
we shall call rotor three. This means that when looking at a real machine rotor three is the left
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most rotor and rotor one is the right most rotor. This can cause confusion (especially when reading
day/message settings), so please keep this in mind.

The basic permutations which make up the Enigma machine are as follows:

2.1. Choice of Rotors. We assume that the three rotors are chosen from the following set of
five rotors. We present these rotors in cycle notation, but they are the commonly labelled rotors I,
II, III, IV and V used in the actual Enigma machines, which were given earlier. Each rotor also
has a di"erent notch position which controls how the stepping of one rotor drives the stepping of
the others.

Rotor Notch
Permutation Representation Position

I (AELTPHQXRU)(BKNW )(CMOY )(DFG)(IV )(JZ) 16/ Q
II (BJ)(CDKLHUP )(ESZ)(FIXV Y OMW )(GR)(NT ) 4/ E
III (ABDHPEJT )(CFLV MZOY QIRWUKXSG) 21/ V
IV (AEPLIY WCOXMRFZBSTGJQNH)(DV )(KU) 9/ J
V (AV OLDRWFIUQ)(BZKSMNHY C)(EGTJPX) 25/ Z

2.2. Reflector. There were a number of reflectors used in actual Enigma machines. In our
description we shall use the reflector given earlier, which is often referred to as called “Reflector
B”. This reflector has representation via disjoint cycles as

, = (AY )(BR)(CU)(DH)(EQ)(FS)(GL)(IP )(JX)(KN)(MO)(TZ)(V W ).

2.3. An Enigma Key. An Enigma key consists of the following information:
• A choice of rotors -1, -2, -3 from the above choice of five possible rotors. Note, this choice

of rotors a"ects the three notch positions, which we shall denote by n1, n2 and n3. Also,
as noted above, the rotor -3 is placed in the left of the actual machine, whilst rotor -1 is
placed on the right. Hence, if in a German code book it says use rotors

I, II, III,

this means in our notation that -1 is selected to be rotor III, that -2 is selected to be
rotor II and -3 is selected to be rotor I.

• One must also select the ring positions, which we shall denote by r1, r2 and r3. In the
actual machine these are letters, but we shall use our canonical numbering to represent
these as integers in {0, 1, . . . , 25}.

• The plugboard is simply a product of disjoint transpositions which we shall denote by the
permutation + . In what follows we shall denote a plug linking letter A with letter B by
A0 B.

• The starting rotor positions we shall denote by p1, p2 and p3. These are the letters which
can be seen through the windows on the top of the Enigma machine. Remember our
numbering system is that the window on the left corresponds to p3 and that on the right
corresponds to p1.

2.4. The Encryption Operation. We let * denote the shift-up permutation given by

* = (ABCDEFGHIJKLMNOPQRSTUV WXY Z).

The stepping of the second and third rotor is probably the hardest part to grasp when first looking
at an Enigma machine, however this has a relatively simple description when one looks at it in a
mathematical manner.

Given the above description of the key we wish to deduce the permutation .j , which represents
the encryption of the jth letter, for j = 0, 1, 2, . . . ,.



3. DETERMINING THE PLUGBOARD GIVEN THE ROTOR SETTINGS 53

We first set

m1 = n1 ! p1 ! 1 (mod 26),
m = n2 ! p2 ! 1 (mod 26),

m2 = m1 + 1 + 26m.

The values of m1 and m2 control the stepping of the second and the third rotors.
We let 1x2 denote the round towards zero function, i.e. 11.92 = 1 and 1!1.92 = !1. We now

set, for encrypting letter j,

k1 = 1(j !m1 + 26)/262,
k2 = 1(j !m2 + 650)/6502,
i1 = p1 ! r1 + 1,
i2 = p2 ! r2 + k1 + k2,

i3 = p3 ! r3 + k2.

Notice, how i3 is stepped on every 650 = 26 ·25 iterations whilst i2 is stepped on every 26 iterations
and also stepped on an extra notch every 650 iterations.

We can now present .j as

.j = + · (*i1+j-1*
!i1!j) · (*i2-2*

!i2) · (*i3-3*
!i3) · , ·

·(*i3-3
!1*!i3) · (*i2-2

!1*!i2) · (*i1+j-1
!1*!i1!j) · + .

Note that the same equation/machine is used to encrypt the jth letter as is used to decrypt the
jth letter. Hence we have

.j
!1 = .j .

Also note that each .j consists of a product of disjoint transpositions. We shall always use !j to
represent the internal rotor part of the Enigma machine, hence

.j = + · !j · + .

3. Determining The Plugboard Given The Rotor Settings

For the moment assume that we know values for the rotor order, ring settings and rotor posi-
tions. We would like to determine the plugboard settings, we are therefore given !j . The goal is
therefore to determine + given some information about .j for some values of j.

One often sees written that determining the plugboard given the rotor settings is equivalent
to solving a substitution cipher. This is true, but often the method given in some sources is too
simplistic.

If we let m denote the actual message being encrypted and c the corresponding ciphertext, and
m" the ciphertext decrypted under the cipher with no plugboard, i.e. with an obvious notation,

m = c$,

m" = c# .

The following is an example value of m" for a plugboard containing only one plug
ZNCT UPZN A EIME, THEKE WAS A GILL CALLED SNZW WHFTE.

I have left the spacing’s in the English words. You may then deduce that Z should really be O, or
T should really be E, or E should really be T , or maybe K should map to R or L to R or F to I.
But which should be the correct plug ? The actual correct plug is setting is that O should map to
Z, the other mappings are the result of this single plug setting.

We now present some ways of obtaining information about the plugboard given various scenar-
ios.
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3.1. Ciphertext Only Attack. In a ciphertext only attack one can proceed as one would
for a normal substitution cipher. We need a method to be able to distinguish something which
could be natural language from something which is completely random. The best statistic seems
to be to use one called the Sinkov statistic. Let fi, for i = A, . . . , Z, denote the frequencies of the
various letters in standard English. For a given piece of text we let ni, for i = A, . . . , Z, denote
the frequencies of the various letters within the sample piece of text. The Sinkov statistic for the
sample text is given by

s =
Z'

i=A

nifi.

A high value of this statistic corresponds to something which is more likely to be from a natural
language.

To mount a ciphertext only attack we let !j denote our current approximation for .j (initially
!j has no plug settings, but this will change as the method progresses). We now go through all
possible single plug settings, #(). There are 26·25/2 = 325 of these. We then decrypt the ciphertext
c using the cipher

#(k) · !j · #(k).

This results in 325 possible plaintext messages m(k) for k = 1, . . . , 325. For each one of these we
compute the Sinkov statistic sk, we keep the value of #(k) which results in sk being minimized. We
then set our new !j to be #(k) · !j · #(k) and repeat, until no further improvement can be made in
the test statistic.

This methodology seems very good at finding the missing plugboard settings. For example
consider an Enigma machine with the rotors set to be Suppose we are given that the day setting is

Rotors Rings Pos Plugboard
III, II, I PPD MDL Unknown

The actual hidden plugboard is given by A0 B, C 0 D, E 0 F , G0 H, I 0 J and K 0 L. We
obtain the ciphertext

HUCDODANDHOMYXUMGLREDSQQJDNJAEXUKAZOYGBYLEWFNWIBWILSMAETFFBVPR
GBYUDNAAIEVZZKCUFNIUTOKNKAWUTUWQJYAUHMFWJNIQHAYNAGTDGTCTNYKTCU
FGYQBSRRUWZKZFWKPGVLUHYWZCZSOYJNXHOSKVPHGSGSXEOQWOZYBXQMKQDDXM
BJUPSQODJNIYEPUCEXFRHDQDAQDTFKPSZEMASWGKVOXUCEYWBKFQCYZBOGSFES
OELKDUTDEUQZKMUIZOGVTWKUVBHLVXMIXKQGUMMQHDLKFTKRXCUNUPPFKWUFCU
PTDMJBMMTPIZIXINRUIEMKDYQFMIQAEVLWJRCYJCUKUFYPSLQUEZFBAGSJHVOB
CHAKHGHZAVJZWOLWLBKNTHVDEBULROARWOQGZLRIQBVVSNKRNUCIKSZUCXEYBD
QKCVMGLRGFTBGHUPDUHXIHLQKLEMIZKHDEPTDCIPF

The plugboard settings are found in the following order I 0 J , E 0 F , A0 B, G0 H, K 0 L
and C 0 D. The plaintext is determined to be.

ITWASTHEBESTOFTIMESITWASTHEWORSTOFTIMESITWASTHEAGEOFWISDOMITWA
STHEAGEOFFOOLISHNESSITWASTHEEPOCHOFBELIEFITWASTHEEPOCHOFINCRED
ULITYITWASTHESEASONOFLIGHTITWASTHESEASONOFDARKNESSITWASTHESPRI
NGOFHOPEITWASTHEWINTEROFDESPAIRWEHADEVERYTHINGBEFOREUSWEHADNOT
HINGBEFOREUSWEWEREALLGOINGDIRECTTOHEAVENWEWEREALLGOINGDIRECTTH
EOTHERWAYINSHORTTHEPERIODWASSOFARLIKETHEPRESENTPERIODTHATSOMEO
FITSNOISIESTAUTHORITIESINSISTEDONITSBEINGRECEIVEDFORGOODORFORE
VILINTHESUPERLATIVEDEGREEOFCOMPARISONONLY

3.2. Known Plaintext Attack. When one knows the plaintext there are two methods one
can employ. The first method is simply based on a depth first search technique, whilst the second
makes use of some properties of the encryption operation.
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3.2.1. Technique One: In the first technique we take each wrong letter in turn, from our current
approximation !j to .j. In the above example, of the encryption of “A Tale of Two Cities”, we
have that the first ciphertext letter H should map to the plaintext letter I. This implies that the
plugboard must contain plug settings H 0 pH and I 0 pI , for letters pH and pI with

pH
#0 = pI .

We in a similar manner deduce the following other equations

pU
#1 = pT , pC

#2 = pW , pD
#3 = pA,

pO
#4 = pS, pD

#5 = pT , pA
#6 = pH ,

pN
#7 = pE, pD

#8 = pB , pH
#9 = pE.

The various permutations which represent the first few !j’s for the given rotor and ring positions
are as follows:

!0 = (AW )(BH)(CZ)(DE)(FT )(GJ)(IN)(KL)(MQ)(OV )(PU)(RS)(XY ),
!1 = (AZ)(BL)(CE)(DH)(FK)(GJ)(IS)(MX)(NQ)(OY )(PR)(TU)(V W ),
!2 = (AZ)(BJ)(CV )(DW )(EP )(FX)(GO)(HS)(IY )(KL)(MN)(QT )(RU),

!3 = (AF )(BC)(DY )(EO)(GU)(HK)(IV )(JR)(LX)(MN)(PW )(QS)(TZ),
!4 = (AJ)(BD)(CF )(EL)(GN)(HX)(IM)(KQ)(OS)(PV )(RT )(UY )(WZ),
!5 = (AW )(BZ)(CT )(DI)(EH)(FV )(GU)(JO)(KP )(LN)(MX)(QY )(RS),
!6 = (AL)(BG)(CO)(DV )(EN)(FS)(HY )(IZ)(JT )(KW )(MP )(QR)(UX),
!7 = (AI)(BL)(CT )(DE)(FN)(GH)(JY )(KZ)(MO)(PS)(QX)(RU)(V W ),
!8 = (AC)(BH)(DU)(EM)(FQ)(GV )(IO)(JZ)(KS)(LT )(NR)(PX)(WY ),
!9 = (AB)(CM)(DY )(EZ)(FG)(HN)(IR)(JX)(KV )(LW )(OT )(PQ)(SU).

We now proceed as follows: Suppose we know that there are exactly six plugs being used. This
means that if we pick a letter at random, say T , then there is a 14/26 = 0.53 chance that this letter
is not plugged to another one. Let us therefore make this assumption for the letter T , in which
case pT = T . From the above equations involving !1 and !5 we then deduce that

pU = U and pD = C.

We then use the equations involving !3 and !8, since we now know pD, to deduce that

pA = B and pB = A.

This latter two checks are consistent so we can assume that our original choice of pT = T was a
good one. From the equations involving !6, using pA = B we deduce that

pH = G.

Using this in the equations involving !0 and !9 we deduce that

pI = J and pE = F.

We then find that our five plug settings of A0 B, C 0 D, E 0 F , G0 H and I 0 J allow us
to decrypt the first ten letters correctly. To deduce the final plug setting will require a piece of
ciphertext, and a corresponding piece of known plaintext, such that either the plaintext or the
ciphertext involves either the letter K or the letter L.

This technique can also be used when one knows partial information about the rotor positions.
For example many of the following techniques will allow us to deduce the di"erences pi ! ri, but
not the actual values of ri or pi. However, by following the above technique, on assuming ri =" A",
we will at some point deduce a contradiction. At this point we know that a rotor turnover has
either occurred incorrectly or has not occurred when it should have. Hence, we can at this point
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backtrack and deduce the correct turnover. For an example of this technique at work see the latter
section on the Bombe.

3.2.2. Technique Two: A second method is possible when less than 13 plugs used. In the
plaintext obtained under !j a number of incorrect letters will appear. Again we let m denote the
actual plaintext and m" the plaintext derived with the current (possibly empty) plugboard setting.
We suppose there are t plugs left to find.

Suppose we concentrate on each places for which the incorrect plaintext letter A occurs, i.e. all
occurances of A in the plaintext m which are wrong. Let x denote the corresponding ciphertext
letter, there are two possible cases which can occur

• The letter x should be plugged to an unknown letter. In which case the resulting letter in
the message m" will behave randomly (assuming !j is acts like a random permutation).

• The letter x does not occur in a plugboard setting. In which case the resulting incorrect
plaintext character is the one which should be plugged to A in the actual cipher.

Assuming ciphertext letters are uniformly distributed, the first occurance will occur with probability
t/13, whilst the alternative will occur with probability 1 ! t/13. This gives the following method
to determine which letter A should be connected to. For all letters A in the plaintext m compute
the frequency of the corresponding letter in the approximate plaintext m". The letter which has
the highest frequency is highly likely to be the one which should be connect to A on the plugboard.
Indeed we expect this letter to occur for a proportion of the letters given by 1 ! t/13, all other
letters we expect to occur with a proportion of t/(13 · 26) each.

The one problem with this second technique is that it requires a relatively large amount of
known plaintext. Hence, in practice the first technique is more likely to be used.

3.3. Knowledge of .j for some j’s. If we know the value of the permutation .j for values
of j # S, then we have the following equation

.j = + · !j · + for j # S.

Since + = +!1 this allows us to compute possible values of + using our previous method for solving
this conjugation problem. This might not determine the whole plugboard but it will determine
enough for other methods to be used.

3.4. Knowledge of .j · .j+3 for some j’s. A similar method to the previous one applies in
this case, as if we know .j · .j+3 for all j # S and we know !j , then we have the equation

(.j · .j+3) = + · (!j · !j+3) · + for j # S.

4. Double Encryption Of Message Keys

The polish mathematicians Jerzy Rozycki, Henryk Zygalski and Marian Rejewski were the
first to find ways of analysing the Enigma machine. To understand their methods one must first
understand how the Germans used the machine. On each day the machine was set up with a key,
as above, which was chosen by looking up in a code book. Each subnet would have a di"erent day
key.

To encipher a message the sending operator decided on a message key. The message key would
be a sequence of three letters, say DHI. The message key needs to be transported to the recipient.
Using the day key, the message key would be enciphered twice. The double enciphering is to act as
a form of error control. Hence, DHI might be enciphered as XHJKLM . Note, that D encrypts
to X and then K, this is a property of the Enigma machine.

The receiver would obtain XHJKLM and then decrypt this to obtain DHI. Both operators
would then move the wheels around to the positions D, H and I, i.e. they would turn the wheels
so that D was in the leftmost window, H in the middle one and I in the rightmost window. Then
the actual message would be enciphered.
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For this example, in our notation, this would mean that the message key is equal to the day
key, except that p1 = 8/ I, p2 = 7/ H and p3 = 3/ D.

Suppose we intercept a set of messages which have the following headers, consisting of the
encryption of the three letter rotor positions, followed by its encryption again, i.e. the first six
letters of each message are equal to

UCWBLR ZSETEY SLVMQH SGIMVW PMRWGV
VNGCTP OQDPNS CBRVPV KSCJEA GSTGEU
DQLSNL HXYYHF GETGSU EEKLSJ OSQPEB
WISIIT TXFEHX ZAMTAM VEMCSM LQPFNI
LOIFMW JXHUHZ PYXWFQ FAYQAF QJPOUI
EPILWW DOGSMP ADSDRT XLJXQK BKEAKY
...... ...... ...... ...... ......
DDESRY QJCOUA JEZUSN MUXROQ SLPMQI
RRONYG ZMOTGG XUOXOG HIUYIE KCPJLI
DSESEY OSPPEI QCPOLI HUXYOQ NYIKFW

If we take the last one of these and look at it in more detail. We know that there are three
underlying secret letters, say l1, l2 and l3. We also know that

l1
$0 = N, l2

$1 = Y , l3
$2 = I,

and
l1
$3 = K, l2

$4 = F, l3
$5 = W.

Hence, given that .j!1 = .j, we have

N $0$3 = l1
$0$0$3 = l1

$3 = K, Y $1$4 = F, I$2$5 = W.

Continuing in this way we can compute a permutation representation of the three products as
follows:

.0 · .3 = (ADSMRNKJUB)(CV )(ELFQOPWIZT )(HY ),

.1 · .4 = (BPWJUOMGV )(CLQNTDRY F )(ES)(HX),

.2 · .5 = (AC)(BDSTUEY FXQ)(GPIWRV HZNO)(JK).

5. Determining The Internal Rotor Wirings

However, life was even more di!cult for the Poles as they did not even know the rotor wirings
or the reflector values. Hence, they needed to break the machine without even having a description
of the actual machine. They did have access to a non-miliatary version of Enigma and deduced the
basic structure. In this they had two bits of luck:

(1) They were very lucky in that they deduced that the wiring between the plugboard and the
right most rotor was in the order of the alphabet. If this were not the case there would
have been some hidden permutation which would also have needed to be found.

(2) Secondly, the French cryptography Gustave Bertrand obtained from a German spy, Hans-
Thilo Schmidt, two months worth of day keys. Thus, for two months of tra!c the Poles
had access to the day settings.

From this information they needed to deduce the internal wirings of the Enigma machine.
Note, in the pre-war days the Germans only used three wheels out of a choice of three, hence

the number of days keys is actually reduced by a factor of ten. This is, however, only a slight
simplification (at least with modern technology).

Suppose we are given that the day setting is
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Rotors Rings Pos Plugboard
III, II, I TXC EAZ (AMTEBC)

We do not know what the actual rotors are at present, but we know that the one labelled rotor I
will be placed in the rightmost slot (our label one). So we have

r1 = 2, r2 = 23, r3 = 19, p1 = 25, p2 = 0, p3 = 4.

Suppose also that the data from the previous section was obtained as tra!c for that day. Hence,
we obtain the following three values for the products .j · .j+1,

.0 · .3 = (ADSMRNKJUB)(CV )(ELFQOPWIZT )(HY ),

.1 · .4 = (BPWJUOMGV )(CLQNTDRY F )(ES)(HX),

.2 · .5 = (AC)(BDSTUEY FXQ)(GPIWRV HZNO)(JK).

From these we wish to deduce the values of .0, .1, . . . , .5. We will use the fact that .j is a product
of disjoint transpositions and Theorem 4.2 and its proof.

We take the first product and look at it in more detail. We take the sets of two cycles of equal
degree and write them above one another, with the bottom one reversed in order, i.e.

A D S M R N K J U B
T Z I W P O Q F L E

C V
Y H

We now run through all possible shifts of the bottom rows. Each shift gives us a possible value of
.0 and .3. The value of .0 is obtained from reading o" the disjoint transpositions from the columns,
the value of .3 is obtained by reading o" the transpositions from the “o" diagonals”. For example
with the above orientation we would have

.0 = (AT )(DZ)(SI)(MW )(RP )(NO)(KQ)(JF )(UL)(BE)(CY )(V H),

.3 = (DT )(SZ)(MI)(RW )(NP )(KO)(JQ)(UF )(BL)(AE)(V Y )(CH).

This still leaves us, in this case, with 20 = 2 · 10 possible values for .0 and .3.
Now, to reduce this number we need to really on stupid operators. Various operators had a

tendency to always select the same three letter message key. For example popular choices where
QWE (the first letters on the keyboard). One operator used the letters of his girlfriend name, Cillie,
hence such “cribs” (or guessed/known plaintexts in todays jargon) became known as “cillies”. Note,
for our analysis here we only need one Cillie the day when we wish to obtain the internal wiring of
rotor I.

In our dummy example, suppose we guess (correctly) that the first message key is indeed QWE.
This means that UCWBLR is the encryption of QWE twice, this in turn tells us how to align our
cycle of length 10 in the first permutation, as under .0 the letter Q must encrypt to U .

A D S M R N K J U B
L E T Z I W P O Q F

We can check that this is consistent as we see that Q under .3 must then encrypt to B. If we
guessed one more such cillies we can reduce the number of possibilities for .1, . . . , .6. Assuming we
carry on in this way we will finally deduce that

.0 = (AL)(BF )(CH)(DE)(GX)(IR)(JO)(KP )(MZ)(NW )(QU)(ST )(V Y ),

.1 = (AK)(BQ)(CW )(DM)(EH)(FJ)(GT )(IZ)(LP )(NV )(OR)(SX)(UY ),

.2 = (AJ)(BN)(CK)(DZ)(EW )(FP )(GX)(HS)(IY )(LM)(OQ)(RU)(TV ),

.3 = (AF )(BQ)(CY )(DL)(ES)(GX)(HV )(IN)(JP )(KW )(MT )(OU)(RZ),

.4 = (AK)(BN)(CJ)(DG)(EX)(FU)(HS)(IZ)(LW )(MR)(OY )(PQ)(TV ),
.5 = (AK)(BO)(CJ)(DN)(ER)(FI)(GQ)(HT )(LM)(PX)(SZ)(UV )(WY ).
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We now need to use this information to deduce the value of -1, etc. So for the rest of this section
we assume we know .j for j = 0, . . . , 5, and so we mark it in blue.

Recall that we have,

.j = + · (*i1+j-1*
!i1!j) · (*i2-2*

!i2) · (*i3-3*
!i3) · , ·

·(*i3-3
!1*!i3) · (*i2-2

!1*!i2) · (*i1+j-1
!1*!i1!j) · +

We now assume that no stepping of the second rotor occurs during the first six encryptions under
the day setting. This occurs with quite high probability, namely 20/26 , 0.77. If this assumption
turns out to be false we will notice this in our later analysis and it will mean we can deduce
something about the (unknown to us at this point) position of the notch on the first rotor.

Given that we know the day settings, so that we know + and the values of i1, i2 and i3 (since
we are assuming k1 = k2 = 0 for 0 ( j ( 5), we can write the above equation for 0 ( j ( 5 as

'j = *!i1!j · + · .j · + · *i1+j

= -1 · *!j · ! · *j · -1
!1.

Where 'j is now known and we wish to determine -1 for some fixed but unknown value of !. The
permutation ! is in fact equal to

! = (*i2!i1-2*
!i2) · (*i3-3*

!i3) · , · (*i3-3
!1*!i3) · (*i2-2

!1*i1!i2).
In our example we get the following values for 'j ,

'0 = (AD)(BR)(CQ)(EV )(FZ)(GP )(HM)(IN)(JK)(LU)(OS)(TW )(XY ),
'1 = (AV )(BP )(CZ)(DF )(EI)(GS)(HY )(JL)(KO)(MU)(NQ)(RW )(TX),
'2 = (AL)(BK)(CN)(DZ)(EV )(FP )(GX)(HS)(IY )(JM)(OQ)(RU)(TW ),
'3 = (AS)(BF )(CZ)(DR)(EM)(GN)(HY )(IW )(JO)(KQ)(LX)(PV )(TU),
'4 = (AQ)(BK)(CT )(DL)(EP )(FI)(GX)(HW )(JU)(MO)(NY )(RS)(V Z),
'5 = (AS)(BZ)(CV )(DO)(EM)(FR)(GQ)(HK)(IL)(JT )(NP )(UW )(XY ).

We now form, for j = 0, . . . , 4,

µj = 'j · 'j+1,

= -1 · *!j · ! · *!1 · ! · *j+1 · -1
!1,

= -1 · *!j · / · *j · -1
!1,

where / = ! · *!1 · ! · * is unknown.
Eliminating / via / = *j!1-1

!1µj!1-1*!j+1 we find the following equations for j = 1, . . . , 4,

µj = (-1 · *!1 · -1
!1) · µj!1 · (-1 · * · -1

!1),
= # · µj!1 · #!1,

where # = -1 · *!1 · -1
!1.

Hence, µj and µj!1 are conjugate and so by Theorem 4.1 have the same cycle structure. For
our example we have

µ0 = (AFCNE)(BWXHUJOG)(DV IQZ)(KLMY TRPS),
µ1 = (AEY SXWUJ)(BFZNO)(CDPKQ)(GHIV LMRT ),
µ2 = (AXNZRTIH)(BQJEP )(CGLSY WUD)(FV MOK),
µ3 = (ARLGY WFK)(BIHNXDSQ)(CV EOU)(JMPZT ),
µ4 = (AGY PMDIR)(BHUTV )(CJWKZ)(ENXQSFLO).

At this point we can check whether our assumption of no-stepping, i.e. a constant value for the
values of i2 and i3 is valid. If a step did occur in the second rotor then the above permutations
would be unlikely to have the same cycle structure.
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We need to determine the structure of the permutation #, this is done by looking at the four
equations simultaneously. We note that since * and # are conjugates, under -1, we know that #
has cycle structure of a single cycle of length 26.

In our example we only find one possible solution for #, namely

# = (AGY WUJOQNIRLSXHTMKCEBZV PFD).

To solve for -1 we need to find a permutation such that

# = -1 · *!1 · -1
!1.

We find there are 26 such solutions

(AELTPHQXRU)(BKNW )(CMOY )(DFG)(IV )(JZ)
(AFHRV J)(BLU)(CNXSTQY DGEMPIW )(KOZ)
(AGFIXTRWDHSUCO)(BMQZLV KPJ)(ENY )
(AHTSV LWEOBNZMRXUDIY FJCPKQ)
(AIZN)(BOCQ)(DJ)(EPLXV MSWFKRY GHU)
(AJEQCRZODKSXWGI)(BPMTUFLY HV N)
(AKTV OER)(BQDLZPNCSY I)(FMUGJ)(HW )
(AL)(BR)(CTWI)(DMV POFN)(ESZQ)(GKUHXY J)
(AMWJHY KV QFOGLBS)(CUIDNETXZR)
(ANFPQGMX)(BTY LCV RDOHZS)(EUJI)(KW )
(AOIFQH)(BUKX)(CWLDPREV S)(GN)(MY )(TZ)
(APSDQIGOJKY NHBV T )(CX)(EWMZUL)(FR)
(AQJLFSEXDRGPTBWNIHCY OKZV UM)
(ARHDSFTCZWOLGQK)(BXEY PUNJM)
(ASGRIJNKBY QLHEZXFUOMC)(DT )(PV W )
(ATE)(BZY RJONLIKC)(DUPWQM)(FV XGSH)
(AUQNMEB)(DV Y SILJPXHGTFWRK)
(AV Z)(CDWSJQOPY TGURLKE)(FXIM)
(AWTHINOQPZBCEDXJRMGV )(FY USK)
(AXKGWUTIORNP )(BDY V )(CFZ)(HJSLM)
(AY WV CGXLNQROSMIPBEF )(DZ)(HK)(JT )
(AZEGY XMJUV D)(BF )(CHLOTKIQSNRP )
(BGZFCIRQTLPD)(EHMKJV )(NSOUWX)
(ABHNTMLQUXOV FDCJWY ZG)(EISP )
(ACKLRSQV GBITNUY )(EJXPF )(HOWZ)
(ADEKMNV HPGCLSRTOXQW )(BJY )(IUZ)

These are the values of -1 · *i, for i = 0, . . . , 25.
So with one days messages we can determine the value of -1 upto multiplication by a power of

*. The Polish had access to two months such data and so were able to determine similar sets for
-2 and -3 (as di"erent rotor orders are used on di"erent days). Note, at this point the Germans
did not use a selection of three from five rotors.

If we select three representatives -̂1, -̂2 and -̂3, from the sets of possible rotors, then we have

-̂1 = -1 · *l1 ,

-̂2 = -2 · *l2 ,

-̂3 = -3 · *l3 .

However, we still do not know the value for the reflector ,, or the correct values of l1, l2 and l3. To
understand how to proceed next we present the following theorem.
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Theorem 4.3. Consider an Enigma machine E that uses rotors -1, -2 and -3, and reflector ,.
Then there is an enigma machine Ê using rotors -̂1, -̂2 and -̂3, and a di"erent refelector ,̂ such
that, for every setting of E, there is a setting of Ê such that the machines have identical behaviour.
Furthermore, Ê can be constructed so that the machines use identical daily settings except for the
ring positions.

Proof. The following proof was shown to me by Eugene Luks who I thank for allowing me to
reproduce it here. The first claim is that ,̂ is determined via

,̂ = *!(l1+l2+l3),*!(l1+l2+l3).

We can see this by the following argument (and the fact that the reflector is uniquely determined
by the above equation). We first define the following function

P ("1,"2,"3,0, t1, t2, t3) = + · (*t1"1*
!t1) · (*t2"2*

!t2) · (*t3"3*
!t3) · 0·

· (*t3"!1
3 *!t3) · (*t2"!1

2 *!t2) · (*t1"!1
1 *!t1) · +

We then have the relation,

P (-̂1, -̂2, -̂3, ,̂, t1, t2, t3) = P (-1, -2, -3, ,, t1, t2 + l1, t3 + l1 + l2).

Recall the following expressions for the functions which control the stepping of the three rotors:

k1 = 1(j !m1 + 26)/262,
k2 = 1(j !m2 + 650)/6502,
i1 = p1 ! r1 + 1,
i2 = p2 ! r2 + k1 + k2,

i3 = p3 ! r3 + k2.

The Enigma machine E is given by the equation

.j = P (-1, -2, -3, ,, i1 + j, i2, i3)

where we interpret i2 and i3 as functions of j as above. We now set the ring positions in Ê to be
given by

r1, r2 + l1, r3 + l1 + l2

in which case we have the output of this Enigma machine is given by

.̂j = P (-̂1, -̂2, -̂3, ,̂, i1 + j, i2 ! l1, i3 ! l1 ! l2).

But then we conclude that .j = .̂j. !
We now use this result to fully determine E from the available data. We pick values of -̂1, -̂2

and -̂3 and determine a possible refelector by solving for ,̂ in

.0 = + · (*i1 -̂1*
!i1) · (*i2 -̂2*

!i2) · (*i3 -̂3*
!i3) · ,̂ ·

·(*i3 -̂3
!1*!i3) · (*i2 -̂2

!1*!i2) · (*i1 -̂1
!1*!i1) · +

We let Ê1 denote the Enigma machine with rotors given by -̂1, -̂2, -̂3 and reflector ,̂, but with ring
settings the same as in the target machine E (we know the ring settings of E since we have the day
key remember). Note Ê1 '= Ê from the above proof, since the rings are in the same place as the
target machine.

Assume we have obtained a long messages, with a given message key. We put the machine Ê1

in the message key configuration and start to decrypt the message. This will work (i.e. produce a
valid decryption) upto a point when the sequence of permutations .̂1j produced by Ê1 di"ers from
the sequence .j produced by E .
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At this point we cycle through all values of l1 and fix the first permutation (and also the
associated reflector) to obtain a new Enigma machine Ê2 which allows us to decrypt more of the
long message. If a long enough message is obtained we can also obtain l2 is this way, or alternatively
wait for another day when the rotors order is changed.

Thus the entire internal workings of the Enigma machine can be determined.

6. Determining The Day Settings

Now having determined the internal wirings, given the set of two months of day settings obtained
by Bertrand, the next task is to determine the actual key when the day settings are not available.
At this stage we assume the Germans are still using the encrypt the message setting twice routine.

The essential trick here is to notice that if we write the cipher as

.j = + · !j · + ,
then

.j · .j+3 = + · !j · !j+3 · + .
So .j · .j+3 is conjugate to !j · !j+3 and so by Theorem 4.1 they have the same cycle structure.
More importantly the cycle structure does not depend on the plug board + .

Hence, if we can use the cycle structure to determine the rotor settings then we are only left
with determining the plugboard settings. If we can determine the rotor settings then we know the
values of !j , for j = 1, . . . , 6, from the encrypted message keys we can compute .j for j = 1, . . . , 6
as in the previous section. Hence, determining the plugboard settings is then a question of solving
one of our conjugacy problems again, for + . But this is easier than before as we have that + must
be a product of disjoint transpositions.

We have already discussed how to compute .j · .j+3 from the encryption of the message keys.
Hence, we simply compute these values and compare their cycle structures with those obtained by
running through all possible

60 · 263 · 263 = 18, 534, 946, 560
choices for the rotors, positions and ring settings. Note, that when this was done by the Poles in
the 1930’s there was only a choice of the ordering of three rotors. The extra choice of rotors did
not come in till a bit later. Hence, the total choice was 10 times less than this figure.

The above simplifies further if we assume that no stepping of the second and third rotor occurs
during the calculation of the first six ciphertext characters. Recall this happens around 77 percent
of the time. In such a situation the cycle structure depends only on the rotor order and the
di"erence pi! ri between the starting rotor position and the ring setting. Hence, we might as well
assume that r1 = r2 = r3 = 0 when computing all of the cycle structures. So, for 77 percent of the
days our search amongst the cycle structures is then only among

60 · 263 = 1, 054, 560 (resp. 105, 456)

possible cycle structures.
After the above procedure we have determined all values of the initial day setting bar pi and

ri, however we know the di"erences pi ! ri. We also know for any given message the message key
p"1, p

"
2, p

"
3. Hence, in breaking the actual message we only require the solution for r1, r2, the value

for r3 is irrelevant as the third rotor never moves a fourth rotor. Most German messages started
with the same two letter word followed by space (space was encoded by ’X’). Hence, we only need
to go through 262 di"erent positions to get the correct ring setting. Actually one goes through 262

wheel positions with a fixed ring, and use the di"erences to infer the actual ring settings.
Once, ri is determined from one message the value of pi can be determined for the day key

and then all messages can be trivially broken. Another variant here, if a suitable piece of known
plaintext can be deduced, is to apply the technique from Section 3.2.1 with the obvious modification
to deduce the ring settings as well.
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7. The Germans Make It Harder

In Sept 1938 the German’s altered the way that day and message keys were used. Now a day
key consisted of a rotor order, the ring settings and the plugboard. But the rotor positions were
not part of the day key. A cipher operator would now choose their own initial rotor positions, say
AXE and their own message rotor positions, say GPI. The operator would put their machine in
the AXE setting and then encrypt GPI twice as before, to obtain say POWKNP . The rotors
would then be placed in the GPI position and the message would be encrypted. The message
header would be AXEPOWKNP .

This procedure makes the analysis of the previous section useless. As each message would now
have its own “day” rotor position setting, and so one could not collect data from many messages
so as to recover .0 · .3 etc, as in the previous section.

What was needed was a new way of characterising the rotor positions. The way invented by
Zygalski was to use so-called “females”. In the six letters of the enciphered message key a female
is the occurance of the same letter in the same position in the string of three. For example, the
header POWKNP contains no females, but the header POWPNL contains one female in position
zero, i.e. the repeated values of P , seperated by three positions.

Let us see what is implied by the existence of such females: Firstly suppose we receive POWPNL
as above and suppose the unknown first key setting is x. Then we have that, if .i represents the
Enigma setting in the ground setting,

x$0 = x$3 = P .

In other words
P $0·$3 = x$0·$0·$3 = x$3 = P .

In other words P is a fixed point of the permutation .0 · .3.
Since the number of fixed points is a feature of the cycle structure and the cycle structure is

invariant under conjugation, we see that the number of fixed points of .0 ·.3 is the same irrespective
of the plugboard setting.

The use of such females was made easier by so-called Zygalski sheets. The following precompu-
tation was performed, for each rotor order. An Enigma machine was set up with rings in position
AAA and then, for each position A to Z of the third (leftmost rotor) a sheet was created. This
sheet was a table of 51 by 51 squares, consisting of the letters of the alphabet repeated twice in
each direction minus one row and column. A square was removed if the Enigma machine with first
and second rotor with that row/column position had a fixed point in the permutation .0 · .3. So
for each rotor order there was a set of 26 sheets.

Note, we are going to use the sheets to compute the day ring setting, but they are computed
using di"erent rotor positions but with a fixed ring setting. This is because it is easier with an
Enigma machine to actually rotate the rotor positions than the rings, then converting between ring
and rotor settings is simple.

In fact, it makes sense to also produce a set of sheets for the permutation .1 · .4 and .2 · .5, as
without these the number of keys found by the following method is quite large. Hence, for each
rotor order we will have 263 3 perforated sheets. The Poles used the following method when only
3 rotors where used, extending it to 5 rotors is simple but was time consuming at the time.

To see how the sheets are used we now proceed with an example. Suppose a set of message
headers are received in one day. From these we keep all those which possesses a female in the part
corresponding to the encryption of the message key. For example we obtain the following message
headers,

HUXTBPGNP DYRHFLGFS XTMRSZRCX YGZVQWZQH
BILJWWRRW QYRZXOZJV SZYJPFBPY MWIBUMWRM
YXMHCUHHR FUGWINCIA BNAXGHFGG TLCXYUXYC
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RELCOYXOF XNEDLLDHK MWCQOPQVN AMQCZQCTR
MIPVRYVCR MQYVVPVKA TQNJSSIQS KHMCKKCIL
LQUXIBFIV NXRZNYXNV AMUIXVVFV UROVRUAWU
DSJVDFVTT HOMFCSQCM ZSCTTETBH SJECXKCFN
UPWMQJMSA CQJEHOVBO VELVUOVDC TXGHFDJFZ
DKQKFEJVE SHBOGIOQQ QWMUKBUVG

Now assuming a given rotor order, say the rightmost rotor is rotor I, the middle one rotor II
and the leftmost rotor is III, we remove all those headers which could have had a stepping action
of the middle rotor in the first six encryptions. To compute these we take third character of the
above message headers, i.e. the position p1 of the rightmost rotor in the encryption of the message
key, and the position of the notch on the rightmost rotor assuming the rightmost rotor is I, i.e.
n1 = 16/" Q". We compute the value of m1 from the Section 2

m1 = n1 ! p1 ! 1 (mod 26).

and remove all those for which

1(j !m1 + 26)/262 '= 0 for j = 0, 1, 2, 3, 4, 5.

This leaves us with the following message headers
HUXTBPGNP DYRHFLGFS YGZVQWZQH QYRZXOZJV
SZYJPFBPY MWIBUMWRM FUGWINCIA BNAXGHFGG
TLCXYUXYC XNEDLLDHK MWCQOPQVN AMQCZQCTR
MQYVVPVKA LQUXIBFIV NXRZNYXNV AMUIXVVFV
DSJVDFVTT ZSCTTETBH SJECXKCFN UPWMQJMSA
CQJEHOVBO TXGHFDJFZ DKQKFEJVE SHBOGIOQQ

We now consider each of the three sets of females in turn. For ease of discussion we only consider
those corresponding to .0 · .3. We therefore only examine those message headers which have the
same letter in the fourth and seventh positions, i.e.

QYRZXOZJV TLCXYUXYC XNEDLLDHK MWCQOPQVN
AMQCZQCTR MQYVVPVKA DSJVDFVTT ZSCTTETBH
SJECXKCFN UPWMQJMSA SHBOGIOQQ

We now perform the following operation, for each letter P3. We take the Zygalski sheet for rotor
order III, II, I and permutation .0 · .3 and letter P3 and we place this down on the Table. We
think of this sheet first sheet as corresponding to the ring setting

r3 = Q!Q = A,

where the Q comes from the first letter in the first message header. Each row r and column c of
the first sheet corresponds to the ring setting

r1 = R! r,

r2 = Y ! c.

We now take repeat the following process for each message header with a first letter which we have
not yet met before. We take the first letter of the next message header, in this case T and we take
the sheet with label

P3 + T !Q.

This sheet then has to be placed on top of the other sheets at a certain o"set to the original sheet.
This o"set is computed by taking the top left most square of the new sheet should be placed on
top of the square (r, c) of the first sheet given by

r = R! C,

c = Y ! L,
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i.e. we take the di"erence between the third (resp. second) letter of the new message header and
the third (resp. second) letter of the first message header.

This process is repeated until all of the given message headers are used up. Any square which
is now clear on all sheets then gives a possible setting for the rings for that day. The actual setting
being read o" the first sheet using the correspondence above.

This process will give a relatively large number of possible ring settings for each possible rotor
order. However, when we intersect the possible values obtained from considering the females in the
0/3 position, with those in the 1/4 and the 2/5 position we find that the number of possibilities
shrinks dramatically. Often this allows us to uniquely determine the rotor order and ring setting
for the day.

We determine in our example that the rotor order is given by III, II and I, with ring settings
given by r1 = A, r2 = B and r3 = C.

To determine the plugboard settings for the day we can either use a piece of known plaintext
as before. However, if no such text is available we can use the females to help drastically reduce
the number of possibilities for the plugboard settings.

8. Known Plaintext Attack And The Bombe’s

Turing (among others) wanted a technique to break Enigma which did not really on the way
the German’s used the system, which could and did change. Turing settled on a known plaintext
attack, using what was known at the time as a “crib”. A crib was a piece of plaintext which was
suspected to lie in the given piece of ciphertext.

The methodology of this technique was to from a given piece of ciphertext and a suspected piece
of corresponding plaintext to first deduce a so-called “menu”. A menu is simply a graph which
represents the various relationships between ciphertext and plaintext letters. Then the menu was
used to program a electrical device called a Bombe. A Bombe was a device which enumerated the
Enigma wheel positions and, given the data in the menu, deduced the possible settings for the rotor
orders, wheel positions and some of the plugboard. Finally, the ring positions and the remaining
parts of the plugboard needed to be found.

In the following we present a version of this technique which we have deduced from various
sources. We follow a running example through so as to explain the method in more detail.

8.1. From Ciphertext to a Menu. Suppose we receive the following ciphertext
HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS

and suppose we know, for example because we suspect it to be a shipping forecast, that the
ciphertext encrypts at some point the plaintext

DOGGERFISHERGERMANBIGHTEAST

Now we know that in the Enigma machine that a letter cannot decrypt to itself. This means
that there are only a few positions for which the plaintext will align correctly with the ciphertext.
Suppose we had the following alignment

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
-DOGGERFISHERGERMANBIGHTEAST---------------

then we see that this is impossible since the S in the plaintext FISHER cannot correspond to the S
in the ciphertext. Continuing in this way we find that there are only six possible alignments of the
plaintext fragment with the ciphertext:

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTEAST----------------
---DOGGERFISHERGERMANBIGHTEAST-------------
-----DOGGERFISHERGERMANBIGHTEAST-----------
--------DOGGERFISHERGERMANBIGHTEAST--------
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----------DOGGERFISHERGERMANBIGHTEAST------
----------------DOGGERFISHERGERMANBIGHTEAST

In the following we will focus on the first alignment, i.e. we will assume that the first ciphertext
letter H decrypts to D and so on. In practice the correct alignment out of all the possible ones
would need to be deduced by skill, judgement and experience. However, in any given day a number
of such cribs would be obtained and so only the most likely ones would be accepted for use in the
following procedure.

As is usual with all our techniques there is a problem if the middle rotor turns over in the part
of the ciphertext which we are considering. Our piece of chosen plaintext is 26 letters long, so we
could treat it in two sections each of 13 letters. The advantage of this is that we know the middle
rotor will only advance once every 26 turns of the fast rotor. Hence, by selecting two groups of
13 letters we can obtain two possible alignments which we know one of which does not contain a
middle rotor movement.

We therefore concentrate on the following two alignments:
HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERG------------------------------
-------------ERMANBIGHTEAS-----------------

We now deal with each alignment in turn and examine the various pairs of letters. We note that if
H encrypts to D in the first position then D will encrypt to H in the same Enigma configuration.
We make a record of the letters and the positions for which one letter encrypts to the other. These
are placed in a graph with vertices being the letters and edges being labelled by the positions of
the related encryptions.

This results in the following two graphs (or menus)

Menu 1:

D
00 H

90 S
2/120 G

30 V
4 8

T
40 E

100 W
4 11

N
50 R

70 I

U
10 O X

60 F

Menu 2:
K

90 T P
60 I

X
50 B V

40 N

Y
120 S

20 M

L
70 G

30 A
110 E

0/100 C
4 1

R Q
80 H

These menu’s tell us a lot about the configuration of the Enigma machine, in terms of its
underlying permutations. Each menu is then used to program a Bombe. In fact we program one
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Bombe not only for each menu, but also for each possible rotor order. Thus if five rotor orders are
in use, we need to program 2 · 60 = 120 such Bombe’s.

8.2. The Turing/Welchmann Bombe. There are many descriptions of the Bombe as an
electrical circuit. In the following we present the basic workings of the Bombe in terms of a modern
computer, note however that this is in practice not very e!cient. The Bombe’s electrical circuit
was able to execute the basic operations at the speed of light, (i.e. the time it takes for a current to
pass around a circuit), hence simulating this with a modern computer is therefore very ine!cient.

I have found the best way to think of the Bombe is as a computer with 26 registers each of
which are 26 bits in length. In a single “step” of the Bombe a single bit in this register bank is
set. Say we set bit F of register H, this corresponds to us wishing to test whether F is plugged to
H in the actual Enigma configuration. The Bombe then passes through a series of states until it
stabilises, in the actual Bombe this occurs at the speed of light, in a modern computer simulation
this needs to be actually programmed and so occurs at the speed of a computer. Once the register
bank stabilises, each set bit is means that if the tested condition is true then so must this condition
be true, i.e. if bit J of register K is set then J should be plugged to K in the Enigma machine. In
other words the Bombe deduces a “Theorem” of the form

If F $ H Then K $ J.

With this interpretation the diagonal board described in descriptions of the Bombe is then the
obvious condition that if K is plugged to J , then J is plugged to K, i.e. if bit J of register K is
set, then so must bit K of register J . In the real Bombe this is achieved by use of wires, however
in a computer simulation it means that we always set the “transpose” bit when setting any bit in
our register bank. Thus, the register bank is symmetric down the leading diagonal. The diagonal
board, which was Welchmann’s contribution to basic design of Turing, drastically increases the
usefulness of the Bombe in breaking arbitrary cribs.

To understand how the menu acts on the set of registers we define the following permutation
for 0 ( i < 263, for a given choice of rotors -1, -2 and -3 We write i = i1 + i2 · 26 + i3 · 262, and
define

/i,s = (*i1+s+1-1*
!i1!s!1) · (*i2-2*

!i2) · (*i3-3*
!i3) · , ·

·(*i3-3
!1*!i3) · (*i2-2

!1*!i2) · (*i1+s+1-1
!1*!i1!s!1).

Note, how similar this is to the equation of the Enigma machine. The main di"erence is that the
second and third rotor’s cycle through at a di"erent rate (depending only on i). The variable i
is used to denote the rotor position which we wish to currently test and the variable s is used to
denote the action of the menu, as we shall now describe.

The menu acts on the registers as follows: For each link x
s$ y in the menu we take register x

and for each set bit xz we apply /i,s to obtain xw. Then bit xw is set in register y (and due to the
diagonal board) bit y is set in register xw. Also we need to apply the link backwords, so for each
set bit yz in register y we apply /i,s to obtain yw. Then bit yw is set in register x (and due to the
diagonal board) bit x is set in register yw.

We now let l denote the letter which satisfies at least one of the following, and hopefully all
three

(1) A letter which occurs more often than any other letter in the menu.
(2) A letter which occurs in more cycles than any other letter.
(3) A letter which occurs in the largest connected component of the graph of the menu.

In the above two menus we have a number to choose from in Menu 1, so we select l = S, in Menu
2 we select l = E. For each value of i we then perform the following operation

• Unset all bits in the registers.
• Set bit l of register l.
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• Keep applying the menu, as above, until the registers no longer change at all.

Hence, the above algorithm is working out the consequences of the letter l being plugged to itself,
given the choice of rotors -1, -2 and -3. It is the third line in the above algorithm which operates
at the speed of light in the real Bombe, in a modern simulation this takes a lot longer.

After the the registers converge to a steady state we then test them to see if a possible value of
i, i.e. a possible value of the rotor positions has been found. We then step i on by one, which in
the real Bombe is achieved by rotating the rotors, and repeat. A value of i which corresponds to a
valid value of i is called a “Bombe Stop”.

To see what is a valid value of i, suppose we have the rotors in the correct positions. If the
plugboard hypothesis, that the letter l is plugged to itself, is true then the registers will converge
to a state which gives the plugboard settings for the registers in the graph of the menu which
are connected to the letter l. If however the plugboard hypothesis is wrong then the registers
will converge to a di"erent state, in particular the bit of each register which corresponds to the
correct plugboard configuration will never be set. The best we can then expect is that this wrong
hypothesis propagates and all registers in the connected component become set with 25 bits, the
one remaining unset bit then corresponds to the correct plugboard setting for the letter l. If the
rotor position is wrong then it is highly likely that all the bits in the test register l converge to the
set position.

To summarize we have the following situation upon convergence of the registers at step i.

• All 26 bits of test register l are set. This implies that the rotors are not in the correct
position and we can step on i by one and repeat the whole process.

• One bit of test register l is set, the rest being unset. This is a possible correct configuration
for the rotors. If this is indeed the correct configuration then in addition the set bit
corresponds to the correct plug setting for register l, and the single bit set in the registers
corresponding to the letters connected to l in the menu will give us the plug settings for
those letters as well.

• One bit of the test register l is unset, the rest being set. This is also a possible correct
configuration for the rotors. If this is indeed the correct configuration then in addition the
unset bit corresponds to the correct plug setting for register l, and any single unset set in
the registers corresponding to the letters connected to l in the menu will give us the plug
settings for those letters as well.

• The number of set bits in register l lies in [2, . . . , 24]. These are relatively rare occurances,
and although they could correspond to actual rotor settings they tell us little directly
about the plug settings. For “good” menu’s we find they are very rare indeed.

A Bombe stop is a position where the machine decides one has a possible correct configuration
of the rotors. The number of such stops per rotor order depends on structure of the graph of the
menu. Turing determined the expected number of stops for di"erent types of menus. The following
table shows the expected number of stops per rotor order for a connected menu (i.e. only one
component) with various numbers of letters and cycles.

Number of Letters
Cycles 8 9 10 11 12 13 14 15 16

3 2.2 1.1 0.42 0.14 0.04 , 0 , 0 , 0 , 0
2 58 28 11 3.8 1.2 0.3 0.06 , 0 , 0
1 1500 720 280 100 31 7.7 1.6 0.28 0.04
0 40000 19000 7300 2700 820 200 43 7.3 1.0

This gives an upper bound on the number of stops for an unconnected menu in terms of the the
size of the largest connected component and the number of cycles within the largest connected
component.
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Hence, a good menu is not only one which has a large connected component but which also
has a number of cycles. Our second example menu is particularly poor in this respect. Note, that
a large number of letters in the connected component not only reduces the expected number of
Bombe stops but also increases the number of deductions about possible plugboard configurations.

8.3. Bombe Stop to Plugboard. We now need to work out how from a Bombe stop we can
either deduce the actual key, or deduce that the stop has occurred simply by chance and does not
correspond to a correct configuration. We first sum up how many stops there are in our example
above. For each menu we specify, in the following table, the number of Bombe stops which arise
and we also specify the number of bits in the test register l which gave rise to the stop.

Number of Bits Set
Menu 1 2 3 4 5-20 21 22 23 24 25

1 137 0 0 0 0 0 0 0 9 1551
2 2606 148 9 2 0 2 7 122 2024 29142

Here we can see the e"ect of the di"erence in size of the largest connected component. In both
menus the largest connected component has a single cycle in it. For the first menu we obtain a
total of 1697 stops, or 28.3 stops per rotor order. The connected component has eleven letters in
it, so this yield is much better than the yield expected from the above table. This is due to the
extra two letter component in the graph of menu one. For menu two we obtain a total of 34062
stops, or 567.7 stops per rotor order. The connected component in the second menu has six letters
in it, so although this figure is bad it is in fact better than the maximum expected from the above
table, again this is due to the presence of other components in the graph.

With this large number of stops we need a way of automating the further checking. It turns
out that this is relatively simple as the state of the registers allow other conditions to be checked
automatically. Apparently in more advanced versions of the Bombe the following checks were
performed automatically without the Bombe actually stopping

Recall the Bombe stop gives us information about the state of the supposed plugboard. The
following are so-called “legal contradictions”, which can be eliminated instantly from the above
stops.

• If any Bombe register has 26 bits set then this Bombe configuration is impossible.
• If the Bombe registers imply that a letter is plugged to two di"erent letters then this is

clearly a contradiction.
Suppose we know that the plugboard has uses a certain number of plugs (in our example this
number is ten) then if the registers imply that there are more than this number of plugs then this
is also a contradiction.

Applying these conditions mean we are down to only 19750 possible Bombe stops out of the
35759 total stops above. Of these 109 correspond to the first menu and the rest correspond to the
second menu.

We clearly cannot cope with all of those corresponding to the second menu so lets suppose that
the second rotor does not turn over in the first thirteen characters. This means we now only need
to focus on the first menu.

In practice a number of configurations could be eliminated due to operational requirements set
by the Germans (e.g. not using the same rotor orders on consecutive days).

8.4. Finding the final part of the key. We will focus on the first two remaining stops.
Both of these correspond to rotor order where the rightmost (fastest) rotor is rotor I, the middle
one is rotor II and the leftmost rotor is rotor III.

The first remaining stop is at Bombe configuration i1 = p1 ! r1 = Y , i2 = p2 ! r2 = W and
i3 = p3 ! r3 = K. These follow from the following final register state in this configuration, where
rows represent registers and columns the bits
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ABCDEFGHIJKLMNOPQRSTUVWXYZ
A00011011100001000111011000
B00011011100001100111111000
C00001111100001000111011100
D11011111111111111111111111
E11111111011111111111111111
F00111111100110000111011110
G11111101111111111111111111
H11111111101111111111111111
I11110111111111111111111111
J00011010100001100111111000
K00011011100001100111111000
L00011111100001100101111000
M00011111100001000011111000
N11111011111111111111111111
O01011011111101001111101111
P00011011100001000111011000
Q00011011100001100111111000
R11111111111101111111111111
S11111111111011111111111111
T11111111111111111111111110
U01011011111111101111010011
V11111111111111011111111111
W11111111111111111111011111
X00111111100001100111011110
Y00011111100001100111111100
Z00011011100001100110111000

The test register has 25 bits set, so in this configuration each bit implies that a letter is not plugged
to another letter. The plugboard setting is deduced to contain the following plugs

C 0 D, E 0 I, F 0 N, H 0 J, L0 S,

M 0 R, O 0 V , T 0 Z, U 0 W,

whilst the letter G is known to be plugged to itself, assuming this is the correct configuration.
So we need to find one other plug and the ring settings. We can assume that r3 = 0 = A as

it plays no part in the actual decryption process. Since we are using the rotor I as the rightmost
rotor we know that n1 = 16 / Q, which combined with the fact that we are assuming that no
stepping occurs in the first thirteen characters implies that p1 must satisfy

j ! ((16 ! p1 ! 1) (mod 26)) + 26 ( 25 for j = 0, . . . , 12.

i.e. p1 = 0, 1, 2, 16, 17, 18, 19, 20, 21, 22, 23, 24 or 25.
With the Enigma setting of p1 = Y , p2 = W , p3 = K and r1 = r2 = r3 = A and the above

(incomplete) plugboard we decrypt the fragment of ciphertext and compare the resulting plaintext
with the crib.

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DVGGERLISHERGMWBRXZSWNVOMQOQKLKCSQLRRHPVCAG
DOGGERFISHERGERMANBIGHTEAST----------------

This is very much like the supposed plaintext. Examine the first incorrect letter, the second one.
This cannot be incorrect due to a second rotor turnover, due to our assumption, hence it must be
incorrect due to a missing plugboard element. If we let !1 denote the current approximation to the
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permutation representing the Enigma machine for letter one and + the missing plugboard setting
then we have

U#1 = V and U % ·#1·% = O.

This implies that + should contain either a plug involving the letter U or the letter O, but both of
these letters are already used in the plugboard output from the Bombe. Hence, this configuration
must be incorrect.

The second remaining stop is at Bombe configuration i1 = p1 ! r1 = R, i2 = p2 ! r2 = D and
i3 = p3 ! r3 = L. The plugboard setting is deduced to contain the following plugs

D 0 Q, E 0 T , F 0 N, I 0 O, S 0 V , W 0 X,

whilst the letters G, H and R are known to be plugged to themselves, assuming this is the correct
configuration. These follow from the following final register state in this configuration,

ABCDEFGHIJKLMNOPQRSTUVWXYZ
A00011011100001000111011000
B00011111100001000111011100
C00011111100001000111011000
D11111111111111110111111111
E11111111111111111110111111
F01111011100000100111111110
G11111101111111111111111111
H11111110111111111111111111
I11111111111111011111111111
J00011011100001000111011100
K00011011100001000111011000
L00011011100001100111111000
M00011011100001100111111000
N11111011111111111111111111
O00011111000111110111111001
P00011011100001100111111000
Q00001011100001000111011100
R11111111111111111011111111
S11111111111111111111101111
T11110111111111111111111111
U00011111100111110111011001
V11111111111111111101111111
W11111111111111111111111011
X01011111110001001111010110
Y00011111100001000111011100
Z00011011100001100111111000

So we need to find four other plug settings and the ring settings.
Again we can assume that r3 = A as it plays no part in the actual decryption process, and

again we deduce that p1 must be one of 0, 1, 2, 16, 17, 18, 19, 20, 21, 22, 23, 24 or 25.
With the Enigma setting of p1 = R, p2 = D, p3 = L and r1 = r2 = r3 = A and the above

(incomplete) plugboard we decrypt the fragment of ciphertext and compare the resulting plaintext
with the crib.

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGNRAMNCOXHXZMORIKOEDEYWEFEYMSDQ
DOGGERFISHERGERMANBIGHTEAST----------------
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We now look at the first incorrect letter, this is in the 14 position. Using the same notation as
before, i.e. !j for the current approximation and + for the missing plugs, we see that if this incorrect
operation is due to a plug problem rather than a rotor turnover problem then we must have

C% ·#13·% = E.

Now, E already occurs on the plugboard, via E 0 T , so + must include a plug which maps C to
the letter x where

x#13 = E.

But we can compute that
!13 = (AM)(BE)(CN)(DO)(FI)(GS)(HX)(JU)(KP )(LQ)(RV )(TY )(WZ),

from which we deduce that x = B. So we include the plug C 0 B in our new approximation and
repeat to obtain the plaintext

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERAMNBOXHXNMORIKOEMEYWEFEYMSDQ
DOGGERFISHERGERMANBIGHTEAST----------------

We then see in the 16th position that we either need to step the rotor or there should be a plug
which means that S maps to M under the cipher. We have, for our new !15 that

!15 = (AS)(BJ)(CY )(DK)(EX)(FW )(GI)(HU)(LM)(NQ)(OP )(RV )(TZ).

The letter S already occurs in a plug, so we must have that A is plugged to M . We add this plug
into our configuration and repeat

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBOXHXNAORIKVEAEYWEFEYASDQ
DOGGERFISHERGERMANBIGHTEAST----------------

Now the 20th character is incorrect, we need that P should map to I and not O under the cipher
in this position. Again assuming this is due to a missing plug we find that

!19 = (AH)(BM)(CF )(DY )(EV )(GX)(IK)(JR)(LS)(NT )(OP )(QW )(UZ).

There is already a plug involving the letter I so we deduce that the missing plug should be K 0 P .
Again we add this new plug into our configuration and repeat to obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIXHJNAORIPVXAEYWEFEYASDQ
DOGGERFISHERGERMANBIGHTEAST----------------

Now the 21st character is wrong as we must have that L should map to G. We know G is plugged
to itself, from the Bombe stop configuration and given

!20 = (AI)(BJ)(CW )(DE)(FK)(GZ)(HU)(LX)(MQ)(NT )(OV )(PY )(RS),

we deduce that if this error is due to a plug we must have that L is plugged to Z. We add this
final plug into our configuration and find that we obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHJNAORIPVXAEYWEFEYAQDQ
DOGGERFISHERGERMANBIGHTEAST----------------

All the additional plugs we have added have been on the assumption that no rotor turnover has
yet occurred. Any further errors must be due to rotor turnover, as we now have a full set of plugs
(as we know our configuration only has ten plugs in use). If when correcting the rotor turnover we
still do not decrypt correctly we need to backup and repeat the process.

We see that the next error occurs in position 23. This means that a rotor turnover must have
occurred just before this letter was encrypted, in other words we have

22! ((16 ! p1 ! 1) (mod 26)) + 26 = 26.
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This implies that p1 = 19, i.e. p1 = T , which implies that r1 = C. We now try to decrypt again,
and we obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTZWORIPVXAEYWEFEYAQDQ
DOGGERFISHERGERMANBIGHTEAST----------------

But we still do not have correct plaintext. The only thing which could have happened is that we
have had an incorrect third rotor movement. Rotor II has its notch in position n2 = 4 / E. If
the third rotor moved on at position 24 then we have, in our earlier notation

m1 = n1 ! p1 ! 1 (mod 26) = 16! 19! 1 (mod 26) = 22,
m = n2 ! p2 ! 1 (mod 26) = 4! p2 ! 1 (mod 26),

m2 = m1 + 1 + 26 · m = 23 + 26 · m
650 = 23 !m2 + 650

This last equation implies that m2 = 23, which implies that m = 0, which itself implies that p2 = 3,
i.e. p2 = D. But this is exactly the setting we have for the second rotor. So the problem is not
that the third rotor advances, it is that it should not have advanced. We therefore need to change
this to say p2 = E and r2 = B, (although this is probably incorrect it will help us to decrypt the
fragment). We find that we then obtain

HUSVTNXRTSWESCGSGVXPLQKCEYUHYMPBNUITUIHNZRS
DOGGERFISHERGERMANBIGHTEASTFORCEFIVEFALLING
DOGGERFISHERGERMANBIGHTEAST----------------

Hence, we can conclude, apart from a possible incorrect setting for the second ring we have the
correct Enigma setting for this day.

9. Ciphertext Only Attack

The following attack allows one to break the Enigma machine when only a single ciphertext is
given. The method relies on the fact that enough ciphertext is given and that a not a full set of
plugs is used. Suppose we have a reasonably large amount of ciphertext, say 500 odd characters,
and that p plugs are in use. Suppose in addition that we could determine the rotor settings. This
would mean that around ((26! 2p)/26)2 of the letters would decrypt exactly, as the letters would
neither pass through a plug either before or after the rotor stage. Hence, one could distinguish the
correct rotor positions by using some statistic to distinguish a random plaintext from a plaintext
in which ((26 ! 2p)/26)2 of the letters are correct.

Gillogly suggests using the index of Coincidence. To use this statistic we compute the frequency
fi of each letter in the resulting plaintext of length n and compute

IC =
Z'

i=A

fi(fi ! 1)
n(n! 1)

.

To use this approach we set the rings to position A,A,A and then run through all possible rotor
orders and rotor starting positions. For each setting we compute the resulting plaintext and the
associated value of IC. We keep those settings which have a high value of IC.

Gillogly then suggests for the settings which give a high value of IC to run through the associ-
ated ring settings, adjusting the starting positions as necessary, with a similar test. The problem
with this approach is that it is susceptible to the e"ect of turnover of the various rotors. Either
a rotor could turn over when we did not expect it, or it could have turned over by error. This is
similar to the situation we obtained in our example using the Bombe in a known plaintext attack.

Consider the following ciphtext, of 734 characters in length
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We ran through all possible 60 · 263 possible values for the rotors and for the rotor positions, with
ring settings equal to A,A,A. We obtain the following “high” values for the IC statistic.

IC -1 -2 -3 p"1 p"2 p"3
0.04095 I V IV P R G

0.0409017 IV I II N O R
0.0409017 IV V I M G Z
0.0408496 V IV II I J B
0.040831 IV I V X D A
0.0408087 II I V E O J
0.040805 I IV III T Y H
0.0407827 V I II J H F
0.040779 III IV II R L Q
0.0407121 II III V V C C
0.0406824 IV V III K S D
0.0406675 IV II III H H D
0.04066 III I IV P L G

0.0406526 IV V II E E O
0.0406415 I II III V D C
0.0406303 I II IV T C G
0.0406266 V IV II I I A
0.0406229 II III IV K Q I
0.0405969 V II III K O R
0.0405931 I III V K B O
0.0405931 II IV I K B Q

...
...

...
...

...
...

...
For the 300 or so such high values we then ran through all possible values for the rings r1 and r2

(note the third ring plays no part in the process) and we set the rotor starting positions to be

p1 = p"1 + r1 + i1,

p2 = p"2 + r2 + i2,

p3 = p"3

The addition of the rj value is to take into account the change in ring position from A to rj. The
additional value of ij is taken from the set {!1, 0, 1} and is used to accommodate issues to do with
rotor turnovers which our crude IC statistic is unable to pick up.

Running through all these possibilities we find the values with the highest values of IC are
given by
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IC -1 -2 -3 p1 p2 p3 r1 r2 r3

0.0447751 I II III K D C P B A
0.0444963 I II III L D C Q B A
0.0444406 I II III J D C O B A
0.0443848 I II III K E D P B A
0.0443588 I II III K I D P F A
0.0443551 I II III K H D P E A
0.0443476 I II III K F D P C A
0.0442807 I II III L E D Q B A
0.0442324 I II III J H D O E A
0.0442064 I II III K G D P D A
0.0441357 I II III J G D O D A
0.0441097 I II III J E D O B A
0.0441097 I II III L F D Q C A
0.0441023 I II III L C C Q A A
0.0440837 I II III J F D O C A
0.0440763 I II III J I D O F A
0.0440242 I II III K C C P A A
0.0439833 I II III L G D Q D A
0.0438904 I II III L I D Q F A
0.0438607 I II III L H D Q E A

...
...

...
...

...
...

...
...

...
...

Finally using our previous technique for finding the plugboard settings given the rotor settings in
a ciphertext only attack (using the Sinkov statistic) we determine that the actual settings are

-1 -2 -3 p1 p2 p3 r1 r2 r3

I II III L D C Q B A

with plugboard given by eight plugs which are

A0 B, C 0 D, E 0 F, G0 H,

I 0 J, K 0 L, M 0 N, O 0 P .

With these settings one finds that the plaintext is the first two paragraphs of “A Tale of Two
Cities”.

Chapter Summary

• We have described the Enigma machine and shown how poor session key agreement was
used to break into the German tra!c.

• We have also seen how stereotypical messages were also used to attack the system.
• We have seen how the plugboard and the rotors worked independently of each other, which

led to attackers being able to break each component seperately.

Further Reading
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The paper by Rejweski presents the work of the Polish cryptographers very clearly. The pure
ciphertext only attack is presented in the papers by Gillogly and Williams. There are a number of
excellent sites on the internet which go into various details, of particular note are Tony Sale’s web
site and the Bletchley Park site.

J. Gillogly. Ciphertext-only cryptanalysis of Enigma. Cryptologia, 14, 1995.

M. Rejewski. An application of the theory of permutations in breaking the Enigma cipher. Appli-
cationes Mathematicae, 16, 1980.

H. Williams. Applying statistical language recognition techniques in the ciphertext-only cryptanal-
ysis of Enigma. Cryptologia, 24, 2000.

Bletchley Park Web Site. http://www.bletchleypark.org.uk/.

Tony Sale’s Web Site. http://www.codesandciphers.org.uk/.



CHAPTER 5

Information Theoretic Security

Chapter Goals

• To introduce the concept of perfect secrecy.
• To discuss the security of the one-time pad.
• To introduce the concept of entropy.
• To explain the notion of key equivocation, spurious keys and unicity distance.
• To use these tools to understand why the prior historical encryption algorithms are weak.

1. Introduction

Information theory is one of the foundations of computer science. In this chapter we will examine
its relationship to cryptography. But we shall not assume any prior familiarity with information
theory.

We first need to overview the di"erence between information theoretic security and compu-
tational security. Informally, a cryptographic system is called computationally secure if the best
possible algorithm for breaking it requires N operations, where N is such a large number that it
is infeasible to carry out this many operations. With current computing power we assume that
280 operations is an infeasible number of operations to carry out. Hence, a value of N larger than
280 would imply that the system is computationally secure. Notice that no actual system can be
proved secure under this definition, since we never know whether there is a better algorithm than
the one known. Hence, in practice we say a system is computationally secure if the best known
algorithm for breaking it requires an unreasonably large amount of computational resources.

Another practical approach, related to computational security, is to reduce breaking the system
to solving some well-studied hard problem. For example, we can try to show that a given system
is secure if a given integer N cannot be factored. Systems of this form are often called provably
secure. However, we only have a proof relative to some hard problem, hence this does not provide
an absolute proof.

Essentially, a computationally secure scheme, or one which is provably secure, is only secure
when we consider an adversary whose computational resources are bounded. Even if the adversary
has large, but limited, resources she still will not break the system.

When considering schemes which are computationally secure we need to be very clear about
certain issues:

• We need to be careful about the key sizes etc. If the key size is small then our adversary
may have enough computational resources to break the system.

• We need to keep abreast of current algorithmic developments and developments in com-
puter hardware.

• At some point in the future we should expect our system to become broken, either through
an improvement in computing power or an algorithmic breakthrough.

77
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It turns out that most schemes in use today are computationally secure, and so every chapter in
this book (except this one) will solely be interested in computationally secure systems.

On the other hand, a system is said to be unconditionally secure when we place no limit on the
computational power of the adversary. In other words a system is unconditionally secure if it cannot
be broken even with infinite computing power. Hence, no matter what algorithmic improvements
are made or what improvements in computing technology occur, an unconditionally secure scheme
will never be broken. Other names for unconditional security you find in the literature are perfect
security or information theoretic security.

You have already seen that the following systems are not computationally secure, since we
already know how to break them with very limited computing resources:

• shift cipher,
• substitution cipher,
• Vigenère cipher.

Of the systems we shall meet later, the following are computationally secure but are not uncondi-
tionally secure:

• DES and Rijndael,
• RSA,
• ElGamal encryption.

However, the one-time pad which we shall meet in this chapter is unconditionally secure, but only
if it is used correctly.

2. Probability and Ciphers

Before we can introduce formally the concept of unconditional security we first need to under-
stand in more detail the role of probability in understanding simple ciphers. We make the following
definitions:

• Let P denote the set of possible plaintexts.
• Let K denote the set of possible keys.
• Let C denote the set of ciphertexts.

Each of these can be thought of as a probability distribution, where we denote the probabilities by
p(P = m), p(K = k), p(C = c).

So for example, if our message space is P = {a, b, c} and the message a occurs with probability
1/4 then we write

p(P = a) =
1
4
.

We make the reasonable assumption that P and K are independent, i.e. the user will not decide to
encrypt certain messages under one key and other messages under another. The set of ciphertexts
under a specific key k is defined by

C(k) = {ek(x) : x # P},
where the encryption function is defined by ek(m). We then have the relationship

(7) p(C = c) =
'

k:c$C(k)

p(K = k) · p(P = dk(c)),

where the decryption function is defined by dk(c). As an example, which we shall use throughout
this section, assume that we have only four messages P = {a, b, c, d} which occur with probability

• p(P = a) = 1/4,
• p(P = b) = 3/10,
• p(P = c) = 3/20,
• p(P = d) = 3/10.
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Also suppose we have three possible keys given by K = {k1, k2, k3}, which occur with probability
• p(K = k1) = 1/4,
• p(K = k2) = 1/2,
• p(K = k3) = 1/4.

Now, suppose we have C = {1, 2, 3, 4}, with the encryption function given by the following table
a b c d

k1 3 4 2 1
k2 3 1 4 2
k3 4 3 1 2

We can then compute, using formula (7),

p(C = 1) = p(K = k1)p(P = d) + p(K = k2)p(P = b)
+ p(K = k3)p(P = c) = 0.2625,

p(C = 2) = p(K = k1)p(P = c) + p(K = k2)p(P = d)
+ p(K = k3)p(P = d) = 0.2625,

p(C = 3) = p(K = k1)p(P = a) + p(K = k2)p(P = a)
+ p(K = k3)p(P = b) = 0.2625,

p(C = 4) = p(K = k1)p(P = b) + p(K = k2)p(P = c)
+ p(K = k3)p(P = a) = 0.2125.

Hence, the ciphertexts produced are distributed almost uniformly. For c # C and m # P we
can compute the conditional probability p(C = c|P = m). This is the probability that c is the
ciphertext given that m is the plaintext

p(C = c|P = m) =
'

k:m=dk(c)

p(K = k).

This sum is the sum over all keys k for which the decryption function on input of c will output m.
For our prior example we can compute these probabilities as

p(C = 1|P = a) = 0, p(C = 2|P = a) = 0,
p(C = 3|P = a) = 0.75, p(C = 4|P = a) = 0.25,

p(C = 1|P = b) = 0.5, p(C = 2|P = b) = 0,
p(C = 3|P = b) = 0.25, p(C = 4|P = b) = 0.25,

p(C = 1|P = c) = 0.25, p(C = 2|P = c) = 0.25,
p(C = 3|P = c) = 0, p(C = 4|P = c) = 0.5,

p(C = 1|P = d) = 0.25, p(C = 2|P = d) = 0.75,
p(C = 3|P = d) = 0, p(C = 4|P = d) = 0.

But, when we try to break a cipher we want the conditional probability the other way around, i.e.
we want to know the probability of a given message occurring given only the ciphertext. We can
compute the probability of m being the plaintext given c is the ciphertext via,

p(P = m|C = c) =
p(P = m)p(C = c|P = m)

p(C = c)
.
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This conditional probability can be computed by anyone who knows the encryption function and
the probability distributions of K and P . Using these probabilities one may be able to deduce some
information about the plaintext once you have seen the ciphertext.

Returning to our previous example we compute
p(P = a|C = 1) = 0, p(P = b|C = 1) = 0.571,
p(P = c|C = 1) = 0.143, p(P = d|C = 1) = 0.286,

p(P = a|C = 2) = 0, p(P = b|C = 2) = 0,
p(P = c|C = 2) = 0.143, p(P = d|C = 2) = 0.857,

p(P = a|C = 3) = 0.714, p(P = b|C = 3) = 0.286,
p(P = c|C = 3) = 0, p(P = d|C = 3) = 0,

p(P = a|C = 4) = 0.294, p(P = b|C = 4) = 0.352,
p(P = c|C = 4) = 0.352, p(P = d|C = 4) = 0.

Hence
• If we see the ciphertext 1 then we know the message is not equal to a. We also can guess

that it is more likely to be b rather than c or d.
• If we see the ciphertext 2 then we know the message is not equal to a or b. We also can

be pretty certain that the message is equal to d.
• If we see the ciphertext 3 then we know the message is not equal to c or d and have a good

chance that it is equal to a.
• If we see the ciphertext 4 then we know the message is not equal to d, but cannot really

guess with certainty as to whether the message is a, b or c.
So in our previous example the ciphertext does reveal a lot of information about the plaintext. But
this is exactly what we wish to avoid, we want the ciphertext to give no information about the
plaintext.

A system with this property, that the ciphertext reveals nothing about the plaintext, is said to
be perfectly secure.

Definition 5.1 (Perfect Secrecy). A cryptosystem has perfect secrecy if

p(P = m|C = c) = p(P = m)
for all plaintexts m and all ciphertexts c.

This means the probability that the plaintext is m, given that you know the ciphertext is c,
is the same as the probability that it is m without seeing c. In other words knowing c reveals no
information about m. Another way of describing perfect secrecy is via:

Lemma 5.2. A cryptosystem has perfect secrecy if p(C = c|P = m) = p(C = c) for all m and
c.

Proof. This trivially follows from the definition

p(P = m|C = c) =
p(P = m)p(C = c|P = m)

p(C = c)
and the fact that perfect secrecy means p(P = m|C = c) = p(P = m). !

The first result about a perfect security is

Lemma 5.3. Assume the cryptosystem is perfectly secure, then
#K * #C * #P,

where
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• #K denotes the size of the set of possible keys,
• #C denotes the size of the set of possible ciphertexts,
• #P denotes the size of the set of possible plaintexts.

Proof. First note that in any encryption scheme, we must have

#C * #P
since encryption must be an injective map.

We assume that every ciphertext can occur, i.e. p(C = c) > 0 for all c # C, since if this does
not hold then we can alter our definition of C. Then for any message m and any ciphertext c we
have

p(C = c|P = m) = p(C = c) > 0.
This means for each m, that for all c there must be a key k such that

ek(m) = c.

Hence, #K * #C as required. !
We now come to the main theorem due to Shannon on perfectly secure ciphers. Shannon’s

Theorem tells us exactly which encryption schemes are perfectly secure and which are not.

Theorem 5.4 (Shannon). Let
(P, C, K, ek(·), dk(·))

denote a cryptosystem with #P = #C = #K. Then the cryptosystem provides perfect secrecy if
and only if

• every key is used with equal probability 1/#K,
• for each m # P and c # C there is a unique key k such that ek(m) = c.

Proof. Note the statement is if and only if hence we need to prove it in both directions. We
first prove the only if part.

Suppose the system gives perfect secrecy. Then we have already seen for all m # P and c # C there
is a key k such that ek(m) = c. Now, since we have assumed #C = #K we have

#{ek(m) : k # K} = #K
i.e. there do not exist two keys k1 and k2 such that

ek1(m) = ek2(m) = c.

So for all m # P and c # C there is exactly one k # K such that ek(m) = c.
We need to show that every key is used with equal probability, i.e.

p(K = k) = 1/#K for all k # K.

Let n = #K and P = {mi : 1 ( i ( n}, fix c # C and label the keys k1, . . . , kn such that

eki(mi) = c for 1 ( i ( n.

We then have, noting that due to perfect secrecy p(P = mi|C = c) = p(P = mi),

p(P = mi) = p(P = mi|C = c)

=
p(C = c|P = mi)p(P = mi)

p(C = c)

=
p(K = ki)p(P = mi)

p(C = c)
.
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Hence we obtain, for all 1 ( i ( n,

p(C = c) = p(K = ki).

This says that the keys are used with equal probability and hence

p(K = k) = 1/#K for all k # K.

Now we need to prove the result in the other direction. Namely, if
• #K = #C = #P,
• every key is used with equal probability 1/#K,
• for each m # P and c # C there is a unique key k such that ek(m) = c,

then we need to show the system is perfectly secure, i.e.

p(P = m|C = c) = p(P = m).

We have, since each key is used with equal probability,

p(C = c) =
'

k

p(K = k)p(P = dk(c))

=
1

#K
'

k

p(P = dk(c)).

Also, since for each m and c there is a unique key k with ek(m) = c, we must have
'

k

p(P = dk(c)) =
'

m

p(P = m) = 1.

Hence, p(C = c) = 1/#K. In addition, if c = ek(m) then p(C = c|P = m) = p(K = k) = 1/#K.
So using Bayes’ Theorem we have

p(P = m|C = c) =
p(P = m)p(C = c|P = m)

p(C = c)

=
p(P = m) 1

#K
1

#K
= p(P = m).

!
We end this section by discussing a couple of systems which have perfect secrecy.

2.1. Modified Shift Cipher. Recall the shift cipher is one in which we ‘add’ a given letter
(the key) onto each letter of the plaintext to obtain the ciphertext. We now modify this cipher
by using a di"erent key for each plaintext letter. For example, to encrypt the message HELLO
we choose five random keys, say FUIAT. We then add the key onto the plaintext, modulo 26, to
obtain the ciphertext MYTLH. Notice, how the plaintext letter L encrypts to di"erent letters in
the ciphertext.

When we use the shift cipher with a di"erent random key for each letter, we obtain a perfectly
secure system. To see why this is so, consider the situation of encrypting a message of length n.
Then the total number of keys, ciphertexts and plaintexts are all equal, namely:

#K = #C = #P = 26n.

In addition each key will occur with equal probability:

p(K = k) =
1

26n
,
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and for each m and c there is a unique k such that ek(m) = c. Hence, by Shannon’s Theorem this
modified shift cipher is perfectly secure.

2.2. Vernam Cipher. The above modified shift cipher basically uses addition modulo 26.
One problem with this is that in a computer, or any electrical device, mod 26 arithmetic is hard,
but binary arithmetic is easy. We are particularly interested in the addition operation, which is
denoted by 5 and is equal to the logical exclusive-or, or XOR, operation:

5 0 1
0 0 1
1 1 0

In 1917 Gilbert Vernam patented a cipher which used these principles, called the Vernam cipher
or one-time pad. To send a binary string you need a key, which is a binary string as long as the
message. To encrypt a message we XOR each bit of the plaintext with each bit of the key to
produce the ciphertext.

Each key is only allowed to be used once, hence the term one-time pad. This means that key
distribution is a pain, a problem which we shall come back to again and again. To see why we
cannot get away with using a key twice, consider the following chosen plaintext attack. We assume
that Alice always uses the same key k to encrypt a message to Bob. Eve wishes to determine this
key and so carries out the following attack:

• Eve generates m and asks Alice to encrypt it.
• Eve obtains c = m5 k.
• Eve now computes k = c5m.

You may object to this attack since it requires Alice to be particularly stupid, in that she encrypts
a message for Eve. But in designing our cryptosystems we should try and make systems which are
secure even against stupid users.

Another problem with using the same key twice is the following. Suppose Eve can intercept
two messages encrypted with the same key

c1 = m1 5 k,

c2 = m2 5 k.

Eve can now determine some partial information about the pair of messages m1 and m2 since she
can compute

c1 5 c2 = (m1 5 k)5 (m2 5 k) = m1 5m2.

Despite the problems associated with key distribution, the one-time pad has been used in the past
in military and diplomatic contexts.

3. Entropy

If every message we send requires a key as long as the message, and we never encrypt two
messages with the same key, then encryption will not be very useful in everyday applications such
as Internet transactions. This is because getting the key from one person to another will be an
impossible task. After all one cannot encrypt it since that would require another key. This problem
is called the key distribution problem.

To simplify the key distribution problem we need to turn from perfectly secure encryption
algorithms to ones which are, hopefully, computationally secure. This is the goal of modern cryp-
tographers, where one aims to build systems such that

• one key can be used many times,
• one small key can encrypt a long message.
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Such systems will not be unconditionally secure, by Shannon’s Theorem, and so must be at best
only computationally secure.

We now need to develop the information theory needed to deal with these computationally
secure systems. Again the main results are due to Shannon in the late 1940s. In particular we shall
use Shannon’s idea of using entropy as a way of measuring information.

The word entropy is another name for uncertainty, and the basic tenet of information theory
is that uncertainty and information are essentially the same thing. This takes some getting used
to, but consider that if you are uncertain what something means then revealing the meaning gives
you information. As a cryptographic application suppose you want to determine the information
in a ciphertext, in other words you want to know what its true meaning is,

• you are uncertain what the ciphertext means,
• you could guess the plaintext,
• the level of uncertainty you have about the plaintext is the amount of information contained

in the ciphertext.
If X is a random variable, the amount of entropy (in bits) associated with X is denoted by H(X),
we shall define this quantity formally in a second. First let us look at a simple example to help
clarify ideas.

Suppose X is the answer to some question, i.e. Yes or No. If you know I will always say Yes
then my answer gives you no information. So the information contained in X should be zero, i.e.
H(X) = 0. There is no uncertainty about what I will say, hence no information is given by me
saying it, hence there is no entropy.

If you have no idea what I will say and I reply Yes with equal probability to replying No then
I am revealing one bit of information. Hence, we should have H(X) = 1.

Note that entropy does not depend on the length of the actual message; in the above case we
have a message of length at most three letters but the amount of information is at most one bit.
We can now define formally the notion of entropy.

Definition 5.5 (Entropy). Let X be a random variable which takes on a finite set of values
xi, with 1 ( i ( n, and has probability distribution pi = p(X = xi). The entropy of X is defined to
be

H(X) = !
n'

i=1

pi log2 pi.

We make the convention that if pi = 0 then pi log2 pi = 0.
Let us return to our Yes or No question above and show that this definition of entropy coincides

with our intuition. Recall, X is the answer to some question with responses Yes or No. If you
know I will always say Yes then

p1 = 1 and p2 = 0.
We compute

H(X) = !1 · log2 1! 0 · log2 0 = 0.
Hence, my answer reveals no information to you.

If you have no idea what I will say and I reply Yes with equal probability to replying No then

p1 = p2 = 1/2.

We now compute

H(X) = !
log2

1
2

2
!

log2
1
2

2
= 1.

Hence, my answer reveals one bit of information to you.

There are a number of elementary properties of entropy which follow from the definition.
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• We always have H(X) * 0.
• The only way to obtain H(X) = 0 is if for some i we have pi = 1 and pj = 0 when i '= j.
• If pi = 1/n for all i then H(X) = log2 n.

Another way of looking at entropy is that it measures by how much one can compress the informa-
tion. If I send a single ASCII character to signal Yes or No, for example I could simply send Y or
N, I am actually sending 8 bits of data, but I am only sending one bit of information. If I wanted to
I could compress the data down to 1/8th of its original size. Hence, naively if a message of length
n can be compressed to a proportion . of its original size then it contains . · n bits of information
in it.

Let us return to our baby cryptosystem considered in the previous section. Recall we had the
probability spaces

P = {a, b, c, d}, K = {k1, k2, k3} and C = {1, 2, 3, 4},
with the associated probabilities:

• p(P = a) = 0.25, p(P = b) = p(P = d) = 0.3 and p(P = c) = 0.15,
• p(K = k1) = p(K = k3) = 0.25 and p(K = k2) = 0.5,
• p(C = 1) = p(C = 2) = p(C = 3) = 0.2625 and p(C = 4) = 0.2125.

We can then calculate the relevant entropies as:

H(P ) , 1.9527,
H(K) , 1.5,
H(C) , 1.9944.

Hence the ciphertext ‘leaks’ about two bits of information about the key and plaintext, since that
is how much information is contained in a single ciphertext. Later we will calculate how much of
this information is about the key and how much about the plaintext.

We wish to derive an upper bound for the entropy of a random variable, to go with our lower
bound of H(X) * 0. To do this we will need the following special case of Jensen’s inequality.

Theorem 5.6 (Jensen’s Inequality). Suppose
n'

i=1

ai = 1

with ai > 0 for 1 ( i ( n. Then, for xi > 0,
n'

i=1

ai log2 xi ( log2

2
n'

i=1

aixi

3

.

With equality occurring if and only if x1 = x2 = . . . = xn.

Using this we can now prove the following theorem:

Theorem 5.7. If X is a random variable which takes n possible values then

0 ( H(X) ( log2 n.

The lower bound is obtained if one value occurs with probability one, the upper bound is obtained if
all values are equally likely.

Proof. We have already discussed the facts about the lower bound so we will concentrate
on the statements about the upper bound. The hypothesis is that X is a random variable with
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probability distribution p1, . . . , pn, with pi > 0 for all i. One can then deduce the following sequence
of inequalities

H(X) = !
n'

i=1

pi log2 pi

=
n'

i=1

pi log2
1
pi

( log2

2
n'

i=1

(
pi 3

1
pi

)3
by Jensen’s inequality

= log2 n.

To obtain equality, we require equality when we apply Jensen’s inequality. But this will only occur
when pi = 1/n for all i, in other words all values of X are equally likely. !

The basics of the theory of entropy closely match that of the theory of probability. For example,
if X and Y are random variables then we define the joint probability distribution as

ri,j = p(X = xi and Y = yj)

for 1 ( i ( n and 1 ( j ( m.
The joint entropy is then obviously defined as

H(X,Y ) = !
n'

i=1

m'

j=1

ri,j log2 ri,j.

You should think of the joint entropy H(X,Y ) as the total amount of information contained in one
observation of (x, y) # X 3 Y . We then obtain the inequality

H(X,Y ) ( H(X) + H(Y )

with equality if and only if X and Y are independent. We leave the proof of this as an exercise.
Just as with probability theory, where one has the linked concepts of joint probability and

conditional probability, so the concept of joint entropy is linked to the concept of conditional
entropy. This is important to understand, since conditional entropy is the main tool we shall use
in understanding non-perfect ciphers in the rest of this chapter.

Let X and Y be two random variables. Recall we defined the conditional probability distribution
as

p(X = x|Y = y) = Probability that X = x given Y = y.

The entropy of X given an observation of Y = y is then defined in the obvious way by

H(X|y) = !
'

x

p(X = x|Y = y) log2 p(X = x|Y = y).

Given this we define the conditional entropy of X given Y as

H(X|Y ) =
'

y

p(Y = y)H(X|y)

= !
'

x

'

y

p(Y = y)p(X = x|Y = y) log2 p(X = x|Y = y).

This is the amount of uncertainty about X that is left after revealing a value of Y . The conditional
and joint entropy are linked by the following formula

H(X,Y ) = H(Y ) + H(X|Y )
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and we have the following upper bound

H(X|Y ) ( H(X)

with equality if and only if X and Y are independent. Again we leave the proof of these statements
as an exercise.

Now turning to cryptography again, we have some trivial statements relating the entropy of P ,
K and C.

• H(P |K,C) = 0 :
If you know the ciphertext and the key then you know the plaintext. This must hold since
otherwise decryption will not work correctly.

• H(C|P,K) = 0 :
If you know the plaintext and the key then you know the ciphertext. This holds for all
ciphers we have seen so far, and holds for all the symmetric ciphers we shall see in later
chapters. However, for modern public key encryption schemes we do not have this last
property when they are used correctly.

In addition we have the following identities

H(K,P,C) = H(P,K) + H(C|P,K) as H(X,Y ) = H(Y ) + H(X|Y )
= H(P,K) as H(C|P,K) = 0
= H(K) + H(P ) as K and P are independent

and
H(K,P,C) = H(K,C) + H(P |K,C) as H(X,Y ) = H(Y ) + H(X|Y )

= H(K,C) as H(P |K,C) = 0.

Hence, we obtain
H(K,C) = H(K) + H(P ).

This last equality is important since it is related to the conditional entropy H(K|C), which is called
the key equivocation. The key equivocation is the amount of uncertainty about the key left after one
ciphertext is revealed. Recall that our goal is to determine the key given the ciphertext. Putting
two of our prior equalities together we find

(8) H(K|C) = H(K,C)!H(C) = H(K) + H(P )!H(C).

In other words, the uncertainty about the key left after we reveal a ciphertext is equal to the
uncertainty in the plaintext and the key minus the uncertainty in the ciphertext. Returning to our
previous example, recall we had previously computed

H(P ) , 1.9527,
H(K) , 1.5,
H(C) , 1.9944.

Hence
H(K|C) , 1.9527 + 1.5! 1.9944 , 1.4583.

So around one and a half bits of information about the key are left to be found, on average, after
a single ciphertext is observed. This explains why the system leaks information, and shows that it
cannot be secure. After all there are only 1.5 bits of uncertainty about the key to start with, one
ciphertext leaves us with 1.4593 bits of uncertainty. Hence, 1.5!1.4593 = 0.042 bits of information
about the key are revealed by a single ciphertext.
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4. Spurious Keys and Unicity Distance

In our baby example above, information about the key is leaked by an individual ciphertext,
since knowing the ciphertext rules out a certain subset of the keys. Of the remaining possible keys,
only one is correct. The remaining possible, but incorrect, keys are called the spurious keys.

Consider the (unmodified) shift cipher, i.e. where the same key is used for each letter. Suppose
the ciphertext is WNAJW, and suppose we know that the plaintext is an English word. The only
‘meaningful’ plaintexts are RIVER and ARENA, which correspond to the two possible keys F and
W . One of these keys is the correct one and one is spurious.

We can now explain why it was easy to break the substitution cipher in terms of a concept
called the unicity distance of the cipher. We shall explain this relationship in more detail, but we
first need to understand the underlying plaintext in more detail. The plaintext in many computer
communications can be considered as a random bit string. But often this is not so. Sometimes
one is encrypting an image or sometimes one is encrypting plain English text. In our discussion we
shall consider the case when the underlying plaintext is taken from English, as in the substitution
cipher. Such a language is called a natural language to distinguish it from the bitstreams used by
computers to communicate.

We first wish to define the entropy (or information) per letter HL of a natural language such
as English. Note, a random string of alphabetic characters would have entropy

log2 26 , 4.70.

So we have HL ( 4.70. If we let P denote the random variable of letters in the English language
then we have

p(P = a) = 0.082, . . . , p(P = e) = 0.127, . . . , p(P = z) = 0.001.
We can then compute

HL ( H(P ) , 4.14.
Hence, instead of 4.7 bits of information per letter, if we only examine the letter frequencies we
conclude that English conveys around 4.14 bits of information per letter.

But this is a gross overestimate, since letters are not independent. For example Q is always
followed by U and the bigram TH is likely to be very common. One would suspect that a better
statistic for the amount of entropy per letter could be obtained by looking at the distribution of
bigrams. Hence, we let P 2 denote the random variable of bigrams. If we let p(P = i, P " = j) denote
the random variable which is assigned the probability that the bigram ‘ij’ appears, then we define

H(P 2) = !
'

i,j

p(P = i, P " = j) log p(P = i, P " = j).

A number of people have computed values of H(P 2) and it is commonly accepted to be given by

H(P 2) , 7.12.

We want the entropy per letter so we compute

HL ( H(P 2)/2 , 3.56.

But again this is an overestimate, since we have not taken into account that the most common
trigram is THE. Hence, we can also look at P 3 and compute H(P 3)/3. This will also be an
overestimate and so on...

This leads us to the following definition.

Definition 5.8. The entropy of the natural language L is defined to be

HL = lim
n!%&

H(Pn)
n

.
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The exact value of HL is hard to compute exactly but we can approximate it. In fact one has,
by experiment, that for English

1.0 ( HL ( 1.5.

So each letter in English

• requires 5 bits of data to represent it,
• only gives at most 1.5 bits of information.

This shows that English contains a high degree of redundancy. One can see this from the following,
which you can still hopefully read (just) even though I have deleted two out of every four letters,

On** up** a t**e t**re **s a **rl **ll** Sn** Wh**e.

The redundancy of a language is defined by

RL = 1! HL

log2 #P .

If we take HL , 1.25 then the redundancy of English is

RL , 1! 1.25
log2 26

= 0.75.

So this means that we should be able to compress an English text file of around 10 MB down to
2.5 MB.

We now return to a general cipher and suppose c # Cn, i.e. c is a ciphertext consisting of n
characters. We define K(c) to be the set of keys which produce a ‘meaningful’ decryption of c.
Then, clearly #K(c) ! 1 is the number of spurious keys given c. The average number of spurious
keys is defined to be sn, where

sn =
'

c$Cn

p(C = c) (#K(c)! 1)

=
'

c$Cn

p(C = c)#K(c)!
'

c$Cn

p(C = c)

=

2
'

c$Cn

p(C = c)#K(c)

3

! 1.
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Now if n is su!ciently large and #P = #C we obtain

log2(sn + 1) = log2

'

c$Cn

p(C = c)#K(c)

*
'

c$Cn

p(C = c) log2 #K(c) Jensen’s inequality

*
'

c$Cn

p(C = c)H(K|c)

= H(K|Cn) By definition
= H(K) + H(Pn)!H(Cn) Equation (8)
, H(K) + nHL !H(Cn) If n is very large
= H(K)!H(Cn)

+ n(1!RL) log2 #P By definition of RL

* H(K)! n log2 #C
+ n(1!RL) log2 #P As H(Cn) ( n log2 #C

= H(K)! nRL log2 #P As #P = #C.

So, if n is su!ciently large and #P = #C then

sn *
#K

#PnRL
! 1.

As an attacker we would like the number of spurious keys to become zero, and it is clear that as
we take longer and longer ciphertexts then the number of spurious keys must go down.

The unicity distance n0 of a cipher is the value of n for which the expected number of spurious
keys becomes zero. In other words this is the average amount of ciphertext needed before an
attacker can determine the key, assuming the attacker has infinite computing power. For a perfect
cipher we have n0 = 6, but for other ciphers the value of n0 can be alarmingly small. We can
obtain an estimate of n0 by setting sn = 0 in

sn *
#K

#PnRL
! 1

to obtain
n0 ,

log2 #K
RL log2 #P .

In the substitution cipher we have

#P = 26,

#K = 26! , 4 · 1026

and using our value of RL = 0.75 for English we can approximate the unicity distance as

n0 ,
88.4

0.75 3 4.7
, 25.

So we require on average only 25 ciphertext characters before we can break the substitution cipher,
again assuming infinite computing power. In any case after 25 characters we expect a unique valid
decryption.

Now assume we have a modern cipher which encrypts bit strings using keys of bit length l, we
have

#P = 2,

#K = 2l.
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Again we assume RL = 0.75, which is an underestimate since we now need to encode English into
a computer communications media such as ASCII. Then the unicity distance is

n0 ,
l

0.75
=

4l
3

.

Now assume instead of transmitting the plain ASCII we compress it first. If we assume a perfect
compression algorithm then the plaintext will have no redundancy and so RL , 0. In which case
the unicity distance is

n0 ,
l

0
=6.

So you may ask if modern ciphers encrypt plaintexts with no redundancy? The answer is no,
even if one compresses the data, a modern cipher often adds some redundancy to the plaintext
before encryption. The reason is that we have only considered passive attacks, i.e. an attacker
has been only allowed to examine ciphertexts and from these ciphertexts the attacker’s goal is to
determine the key. There are other types of attack called active attacks, in these an attacker is
allowed to generate plaintexts or ciphertexts of her choosing and ask the key holder to encrypt
or decrypt them, the two variants being called a chosen plaintext attack and a chosen ciphertext
attack respectively.

In public key systems that we shall see later, chosen plaintexts attacks cannot be stopped since
anyone is allowed to encrypt anything. We would however, like to stop chosen ciphertext attacks.
The current wisdom for public key algorithms is to make the cipher add some redundancy to the
plaintext before it is encrypted. In that way it is hard for an attacker to produce a ciphertext which
has a valid decryption. The philosophy is that it is then hard for an attacker to mount a chosen
ciphertext attack, since it will be hard for an attacker to choose a valid ciphertext for a decryption
query. We shall discuss this more in later chapters.

Chapter Summary

• A cryptographic system for which knowing the ciphertext reveals no more information
than if you did not know the ciphertext is called a perfectly secure system.

• Perfectly secure systems exist, but they require keys as long as the message and a di"erent
key to be used with each new encryption. Hence, perfectly secure systems are not very
practical.

• Information and uncertainty are essentially the same thing. An attacker really wants,
given the ciphertext, to determine some information about the plaintext. The amount of
uncertainty in a random variable is measured by its entropy.

• The equation H(K|C) = H(K)+H(P )!H(C) allows us to estimate how much uncertainty
remains about the key after one observes a single ciphertext.

• The natural redundancy of English means that a naive cipher does not need to produce a
lot of ciphertext before the underlying plaintext can be discovered.

Further Reading

Our discussion of Shannon’s theory has closely followed the treatment in the book by Stinson.
Another possible source of information is the book by Welsh. A general introduction to information
theory, including its application to coding theory is in the book by van der Lubbe.
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J.C.A. van der Lubbe. Information Theory. Cambridge University Press, 1997.

D. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.

D. Welsh. Codes and Cryptography. Oxford University Press, 1988.



CHAPTER 6

Historical Stream Ciphers

Chapter Goals

• To introduce the general model for symmetric ciphers.
• To explain the relation between stream ciphers and the Vernam cipher.
• To examine the working and breaking of the Lorenz cipher in detail.

1. Introduction To Symmetric Ciphers

A symmetric cipher works using the following two transformations

c = ek(m),
m = dk(c)

where
• m is the plaintext,
• e is the encryption function,
• d is the decryption function,
• k is the secret key,
• c is the ciphertext.

It should be noted that it is desirable that both the encryption and decryption functions are public
knowledge and that the secrecy of the message, given the ciphertext, depends totally on the secrecy
of the secret key, k. Although this well-established principle, called Kerckho"s’ principle, has
been known since the mid-1800s many companies still ignore it. There are instances of companies
deploying secret proprietary encryption schemes which turn out to be insecure as soon as someone
leaks the details of the algorithms. The best schemes will be the ones which have been studied by
a lot of people for a very long time and which have been found to remain secure. A scheme which
is a commercial secret cannot be studied by anyone outside the company.

The above setup is called a symmetric key system since both parties need access to the secret
key. Sometimes symmetric key cryptography is implemented using two keys, one for encryption
and one for decryption. However, if this is the case we assume that given the encryption key it is
easy to compute the decryption key (and vice versa). Later we shall meet public key cryptography
where only one key is kept secret, called the private key, the other key, called the public key is
allowed to be published in the clear. In this situation it is assumed to be computationally infeasible
for someone to compute the private key given the public key.

Returning to symmetric cryptography, a moment’s thought reveals that the number of possible
keys must be very large. This is because in designing a cipher we assume the worst case scenario
and give the attacker the benefit of

• full knowledge of the encryption/decryption algorithm,
• a number of plaintext/ciphertext pairs associated to the target key k.

93
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If the number of possible keys is small then an attacker can break the system using an exhaustive
search. The attacker encrypts one of the given plaintexts under all possible keys and determines
which key produces the given ciphertext. Hence, the key space needs to be large enough to avoid
such an attack. It is commonly assumed that a computation taking 280 steps will be infeasible for
a number of years to come, hence the key space size should be at least 80 bits to avoid exhaustive
search.

The cipher designer must play two roles, that of someone trying to break as well as create a
cipher. These days, although there is a lot of theory behind the design of many ciphers, we still
rely on symmetric ciphers which are just believed to be strong, rather than ones for which we know
a reason why they are strong. All this means is that the best attempts of the most experienced
cryptanalysts cannot break them. This should be compared with public key ciphers, where there
is now a theory which allows us to reason about how strong a given cipher is (given some explicit
computational assumption).

Fig. 1 describes a simple model for enciphering bits, which although simple is quite suited to
practical implementations. The idea of this model is to apply a reversible operation to the plaintext

Figure 1. Simple model for enciphering bits

Plaintext( Encryption Ciphertext( Decryption Plaintext(

Random bit stream

(5 ()

Random bit stream

( 5 ()

to produce the ciphertext, namely combining the plaintext with a ‘random stream’. The recipient
can recreate the original plaintext by applying the inverse operation, in this case by combining the
ciphertext with the same random stream.

This is particularly e!cient since we can use the simplest operation available on a computer,
namely exclusive-or 5. We saw in Chapter 5 that if the key is di"erent for every message and the
key is as long as the message, then such a system can be shown to be perfectly secure, namely we
have the one-time pad. However, the one-time pad is not practical in many situations.

• We would like to use a short key to encrypt a long message.
• We would like to reuse keys.

Modern symmetric ciphers allow both of these properties, but this is at the expense of losing our
perfect secrecy property. The reason for doing this is because using a one-time pad produces hor-
rendous key distribution problems. We shall see that even using reusable short keys also produces
bad (but not as bad) key distribution problems.

There are a number of ways to attack a bulk cipher, some of which we outline below. We divide
our discussion into passive and active attacks; a passive attack is generally easier to mount than
an active attack.

• Passive Attacks: Here the adversary is only allowed to listen to encrypted messages.
Then he attempts to break the cryptosystem by either recovering the key or determining
some secret that the communicating parties did not want leaked. One common form of
passive attack is that of tra!c analysis, a technique borrowed from the army in World
War I, where a sudden increase in radio tra!c at a certain point on the Western Front
would signal an imminent o"ensive.
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• Active Attacks: Here the adversary is allowed to insert, delete or replay messages be-
tween the two communicating parties. A general requirement is that an undetected in-
sertion attack should require the breaking of the cipher, whilst the cipher needs to allow
detection and recovery from deletion or replay attacks.

Bulk symmetric ciphers essentially come in two variants: stream ciphers, which operate on one
data item (bit/letter) at a time, and block ciphers, which operate on data in blocks of items (e.g.
64 bits) at a time. In this chapter we look at stream ciphers, we leave block ciphers until Chapter
8.

2. Stream Cipher Basics

Fig. 2 gives a simple explanation of a stream cipher. Notice how this is very similar to our
previous simple model. However, the random bit stream is now produced from a short secret key
using a public algorithm, called the keystream generator.

Figure 2. Stream ciphers

Secret key

Keystream generator
*

Keystream
101001110

*

5 Ciphertext(
011011011

Plaintext
110010101 )

Thus we have ci = mi 5 ki where
• m0,m1, . . . are the plaintext bits,
• k0, k1, . . . are the keystream bits,
• c0, c1, . . . are the ciphertext bits.

This means
mi = ci 5 ki

i.e. decryption is the same operation as encryption.
Stream ciphers such as that described above are simple and fast to implement. They allow very

fast encryption of large amounts of data, so they are suited to real-time audio and video signals. In
addition there is no error propagation, if a single bit of ciphertext gets mangled during transit (due
to an attacker or a poor radio signal) then only one bit of the decrypted plaintext will be a"ected.
They are very similar to the Vernam cipher mentioned earlier, except now the key stream is only
pseudo-random as opposed to truly random. Thus whilst similar to the Vernam cipher they are
not perfectly secure.

Just like the Vernam cipher, stream ciphers su"er from the following problem; the same key
used twice gives the same keystream, which can reveal relationships between messages. For example
suppose m1 and m2 were encrypted under the same key k, then an adversary could work out the
exclusive-or of the two plaintexts without knowing what the plaintexts were

c1 5 c2 = (m1 5 k)5 (m2 5 k) = m1 5m2.

Hence, there is a need to change keys frequently either on a per message or on a per session basis.
This results in di!cult key management and distribution techniques, which we shall see later how
to solve using public key cryptography. Usually public key cryptography is used to determine
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session or message keys, and then the actual data is rapidly encrypted using either a stream or
block cipher.

The keystream generator above needs to produce a keystream with a number of properties for
the stream cipher to be considered secure. As a bare minimum the keystream should

• Have a long period. Since the keystream ki is produced via a deterministic process from
the key, there will exist a number N such that

ki = ki+N

for all values of i. This number N is called the period of the sequence, and should be large
for the keystream generator to be considered secure.

• Have pseudo-random properties. The generator should produce a sequence which appears
to be random, in other words it should pass a number of statistical random number tests.

• Have large linear complexity. See Chapter 7 for what this means.
However, these conditions are not su!cient. Generally determining more of the sequence from a
part should be computationally infeasible. Ideally, even if one knows the first one billion bits of
the keystream sequence, the probability of guessing the next bit correctly should be no better than
one half.

In Chapter 7 we shall discuss how stream ciphers are created using a combination of simple
circuits called Linear Feedback Shift Registers. But first we will look at earlier constructions using
rotor machines, or in modern notation Shift Registers (i.e. shift registers with no linear feedback).

3. The Lorenz Cipher

The Lorenz cipher was a German cipher from World War Two which was used for strategic
information, as opposed to the tactical and battlefield information encrypted under the Enigma
machine. The Lorenz machine was a stream cipher which worked on streams of bits. However it
did not produce a single stream of bits, it produced five. The reason was due to the encoding of
teleprinter messages used at the time, namely Baudot code.

3.1. Baudot Code. To understand the Lorenz cipher we first need to understand Baudot
code. We all are aware of the ASCII encoding for the standard letters on a keyboard, this uses
seven bits for the data, plus one bit for error detection. Prior to ASCII, indeed as far back as 1870,
Baudot invented an encoding which used five bits of data. This was further developed until, by the
1930’s, it was the standard method of communicating via teleprinter. The data was encoding via
a tape, which consisted of a sequence of five rows of holes/non-holes.

Those of us of a certain age in the United Kingdom can remember the football scores being
sent in on a Saturday evening by teleprinter, and those who are even older can maybe recall the
ticker-tape parades in New York. The ticker-tape was the remains of transmitted messages in
Baudot code. For those who can remember early dial-up modems, they will recall that the speeds
were measured in Baud’s, or characters per second, in memory of Baudot’s invention.

Now five bits does not allow one to encode all the characters that one wants, thus Baudot code
used two possible “states” called letters shift and figures shift. Moving between the two states was
controlled by control characters, a number of other control characters were reserved for things such
as space (SP), carriage return (CR), line feed (LF) or a character which rung the teleprinters bell
(BELL) (such a code still exists in ASCII). The table for Baudot code in the 1930’s is presented in
Table 1.

Thus to transmit the message
Please, Please Help!

one would need to transmit the encoding, which we give in hexadecimal,
16, 12, 01, 03, 05, 01, 1B, 0C, 1F, 04, 16, 12, 01, 03, 05, 01, 04, 14, 01, 12, 16, 1B, 0D.
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Table 1. The Baudot Code

Bits in Code Letters Figures
Shift Shift

0 0 0 0 0 NULL NULL
1 0 0 0 0 E 3
0 1 0 0 0 LF LF
1 1 0 0 0 A -
0 0 1 0 0 SP SP
1 0 1 0 0 S ’
0 1 1 0 0 I 8
1 1 1 0 0 U 7
0 0 0 1 0 CR CR
1 0 0 1 0 D ENQ
0 1 0 1 0 R 4
1 1 0 1 0 J BELL
0 0 1 1 0 N ,
1 0 1 1 0 F !
0 1 1 1 0 C :
1 1 1 1 0 K (
0 0 0 0 1 T 5
1 0 0 0 1 Z +
0 1 0 0 1 L )
1 1 0 0 1 W 2
0 0 1 0 1 H £
1 0 1 0 1 Y 6
0 1 1 0 1 P 0
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3.2. Lorenz Operation. The Lorenz cipher encrypted data in Baudot code form by producing
a sequence of five random bits which was the exclusive or’d with the bits representing the Baudot
code. The actual Lorenz cipher made use of a sequence of wheels, each wheel having a number of
pins. The presence, or absence, of a pin signalling whether there was a one or zero signal. As the
wheel turns, the position of the pins changes relative to an input signal. In modern parlance each
wheel corresponds to a shift register,

Consider a register of length 32 bits, or equivalently a wheel with circumference 32. At each
clock tick the register shifts left by one bit and the leftmost bit is output, alternatively the wheel
turns around 1/32 of a revolution and the topmost pin is taken as the output of the wheel. This is
represented in Figure 3. In Chapter 7 we shall see shift registers which have more complex feedback
functions being used in modern stream ciphers, it is however interesting to see how similar ideas
were used such a long time ago.
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Figure 3. Shift Register of 32 bits

+ s0 s1 s2 . . . s30 s31

*

In Chapter 7 we shall see that the problem is how to combine the more complex shift registers
into a secure cipher. The same problem exists with the Lorenz cipher, namely, how the relatively
simple operation of the wheels/shift registers can be combined to produce a cipher which is hard
to break. From now on we shall refer to these as shift registers as opposed to wheels.

A Lorenz cipher uses twelve registers to produce the five streams of random bits. The twelve
registers are divided into three subsets. The first set consists of five shift registers which we denote
by

%(i)
j

by which we mean the output bit of the ith shift register on the jth clocking of the register. The
five % registers have lengths 41, 31, 29, 26 and 23, thus

%(1)
t+41 = %(1)

t , %(2)
t+31 = %(2)

t , etc

for all values of t. The second set of five shift registers we denote by

0(i)
j

for i = 1, 2, 3, 4, 5. These 0 registers have respective lengths 43, 47, 51, 53 and 59. The other two
registers we shall denote by

µ(i)
j

for i = 1, 2, and are called the motor registers. The lengths of the µ registers are 61 and 37
respectively.

We now need to present how the Lorenz cipher clocks the various registers. To do this we use
the variable t to denote a global clock, this will be ticked for every Baudot code character which is
encrypted. We also use a variable t& to denote how often the 0 registers have been clocked, and a
variable tµ which denotes how often the second µ register has been clocked. To start the cipher we
set t = t& = tµ = 0 but then these variables progress as follows: At a given point we perform the
following operations:

(1) Let 1 denote the vector (%(i)
t 5 0

(i)
t!

)5i=1.

(2) If µ(1)
t+1 = 1 then set tµ = tµ + 1.

(3) If µ(2)
tµ = 1 then set t& = t& + 1.

(4) Output 1.
The first line of the above produces the output keystream, the second line clocks the second µ
register if the output of the first µ register is set (once it has been clocked), whilst the third line
clocks all of the 0 registers if the output of the second µ register is set. From the above it should be
deduced that the % registers and the first µ register are clocked at every time interval. To encrypt
a character the output vector 1 is xor’d with the Baudot code representing the character of the
plaintext. This is described graphically in Figure 4. In this figure we denote the clocking signal as
a line with a circle on the end, output wires are denoted by an arrow.

The actual output of the 0 and µ motors at each time step are called the extended-0 and the
extended-µ streams. To ease future notation we will let 0"(i)

t denote the output of the 0 register at
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Figure 4. Graphical representation of the Lorenz cipher
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time t, and the value µ"(2)
t will denote the output of the second µ register at time t. In other words

for a given tuple (t, t&, tµ) of valid clock values we have 0"(i)
t = 0

t(i)!
and µ"(2)

t = µ(2)
tµ .

To see this in operation consider the following example: We denote the state of the cipher by
the following notation

Chi: 11111000101011000111100010111010001000111
1100001101011101101011011001000
10001001111001100011101111010
11110001101000100011101001
11011110000001010001110

Psi: 1011000110100101001101010101010110101010100
11010101010101011101101010101011000101010101110
101000010011010101010100010110101110101010100101001
01010110101010000101010011011010100110110101101011001
01010101010101010110101001001101010010010101010010001001010

Motor: 0101111110110101100100011101111000100100111000111110101110100
0111011100011111111100001010111111111

This gives the states of the %, 0 and µ registers at time t = t& = tµ = 0. The states will be
shifted leftwise, and the output of each register will be the left most bit. So executing the above
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algorithm at time t = 0 the output first key vector will be

10 = %0 5 00 =

4

55556

1
1
1
1
1

7

88889
5

4

55556

1
1
1
0
0

7

88889
=

4

55556

0
0
0
1
1

7

88889
.

Then since µ(1)
1 = 1 we clock the tµ value, and then since µ(2)

1 = 1 we also clock the t& value. Thus
at time t = 1 the state of the Lorenz cipher becomes

Chi: 11110001010110001111000101110100010001111
1000011010111011010110110010001
00010011110011000111011110101
11100011010001000111010011
10111100000010100011101

Psi: 0110001101001010011010101010101101010101001
10101010101010111011010101010110001010101011101
010000100110101010101000101101011101010101001010011
10101101010100001010100110110101001101101011010110010
10101010101010101101010010011010100100101010100100010010100

Motor: 1011111101101011001000111011110001001001110001111101011101000
1110111000111111111000010101111111110

Now we look at what happens at the next clock tick. At time t = 1 we now output the vector

11 = %1 5 00 =

4

55556

1
1
0
1
1

7

88889
5

4

55556

0
1
0
1
1

7

88889
=

4

55556

1
0
0
0
0

7

88889
.

But now since µ(1)
t+1 is equal to zero we do not clock tµ, which means that since µ(2)

1 = 1 we still
clock the t& value. This process is then repeated, so that we obtain the following sequence for the
first 60 output values of the keystream 1t,

010010000101001011101100011011011101110001111111000000001001
000100011101110011111010111110011000011011000111111101110111
001010010110011011101110100001000100111100110010101101010000
101000101101110010011011001011000110100011110001111101010111
100011001000010001001000000101000000101000111000010011010011

This is produced by xor’ing the output of the % registers, which is given by
111110001010110001111000101110100010001111111100010101100011
110000110101110110101101100100011000011010111011010110110010
100010011110011000111011110101000100111100110001110111101010
111100011010001000111010011111000110100010001110100111110001
110111100000010100011101101111000000101000111011011110000001

by the values of output of the 0"
t stream at time t,

101100001111111010010100110101111111111110000011010101101010
110100101000000101010111011010000000000001111100101011000101
101000001000000011010101010100000000000000000011011010111010
010100110111111010100001010100000000000001111111011010100110
010100101000000101010101101010000000000000000011001101010010
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To ease understanding we also present the output µ"(2)
t which is

11110111100000111111111111111000000000001000010111111111111

Recall, a one in this stream means that the 0 registers are clocked whilst a zero implies they are
not clocked. One can see this e"ect in the 0"

t output given earlier.

Just like the Enigma machine the Lorenz cipher has a long term key setup and a short term
per message setup. The long term is the state of each register. Thus it appears there are a total of

241+31+29+26+23+43+47+51+53+59+61+37 = 2501

states, although the actual number is slightly less than this due to a small constraint which we be
introduced in a moment. In the early stages of the war the µ registers were changes on a daily basis,
the % registers were changed on a monthly basis and the 0 registers were changed on a monthly or
quarterly basis. Thus, if the months settings had been broken, then the “day” key, “only” consisted
of at most

261+37 = 298

states. As the war progressed the Germans moved to changing all the internal states of the registers
every day.

Then, given these “day” values for the register contents, the per message setting is given by
the starting position of each register. Thus the total number of message keys, given a day key, is
given by

41 · 31 · 29 · 26 · 23 · 43 · 47 · 51 · 53 · 59 · 61 · 37 , 264.

The Lorenz cipher has an obvious weakness as defined, which is what eventually led to its
breaking, and which the Germans were aware of. The basic technique which we will use throughout
the rest of this chapter is to take the ‘Delta’ of a sequence, this is defined as follows, for a sequence
s = (si)&i=0,

$s = (si 5 si+1)&i=0.

We shall denote the value of the $s sequence at time t by ($s)t. The reason why the $ operator
is so important in the analysis of the Lorenz cipher is due to the following observation: Since

1t = %t 5 0t!

and
1t+1 = %t+1 5

*
µ"(2)

t · 0t!+1

+
5
*
(µ"(2)

t ! 1) · 0t!

+
,

thus

($1)t = (%t 5 %t+1)5
*
µ"(2)

t ·
,
0t! 5 0t!+1

-+

= ($%)t 5
*
µ"(2)

t · ($0)t!
+

.

Now if Pr[µ"(2)
t = 1] = Pr[($&)t! = 1] = 1/2, as we would have by choosing the register states

uniformly at random, then with probability 3/4 the value of the $1 stream reveals the value of
the $% stream, which would enable the adversary to recover the state of the % registers relatively
easily. Thus the Germans imposed a restriction on the key values so that

Pr[µ"(2)
t = 1] · Pr[($&)t! = 1] , 1/2.

In what follows we shall denote these two probabilities by / = Pr[µ"(2)
t = 1] and . = Pr[($&)t! = 1].

Finally, to fix notation, if we let the Baudot encoding of the message be given by the sequence
" of 5-bit vectors, and the ciphertext be given by the sequence ! then we have

!(i)
t = "(i)

t 5 1
(i)
t .
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As the war progressed more complex internal operations of the Lorenz cipher were introduced.
These were called “limitations” by Bletchley, and they introduced extra complications into the
clocking of the various registers. We shall ignore these extra complications however in our discus-
sion.

Initially the Allies did not know anything about the Lorenz cipher, even that it consisted of
twelve wheels, let alone their period. In August 1941 the Germans made a serious mistake they
transmitted virtually identical 4000 character messages using the exactly the same key. From this
the cryptanalyst J. Tiltman managed to reconstruct the 4000 character key that had been output
by the Lorenz cipher. From this sequence of 4000 apparently random strings of five bits another
cryptographer W.T. Tutte recovered the precise internal workings of the Lorenz cipher. The final
confirmation that the internal workings had been deduced correctly did not come until the end of
the war, when the allies obtained a Lorenz machine on entering Germany.

3.3. Breaking the Wheels. Having determined the structure of the Lorenz cipher the prob-
lem remains on how to break it. The attack method were broken into two stages. In the first stage
the wheel’s needed to be broken, this was an involved process which only had to be performed once
for each wheel configuration. Then a simpler procedure was produced which recovered the wheel
positions for each message.

We now explain how wheel breaking occurred. The first task is to obtain with reasonable
certainty the value of the sequence

$1(i) 5$1(j)

for di"erent distinct values of i and j, usually i = 1 and j = 2. There were various di"erent
ways of performing this, below we present a gross simplification of the techniques used by the
cryptanalysts at Bletchley. Our goal is simply to show that breaking even a 60 year old stream
cipher requires some intricate manipulation of probability estimates, and that even small deviations
from randomness in the output stream can cause a catastrophic failure in security.

To do this we first need to consider some characteristics of the plain text. Standard natural
language contains a larger sequence of repeated characters than one would normally expect, com-
pared to the case when a message was just random gibberish. If messages where random then one
would expect

Pr[($"(i))t 5 ($"(j))t = 0] = 1/2.
However, if the plaintext sequence contains slightly more repeated characters then we expect this
probability to be slightly more than 1/2, so we set

(9) Pr[($"(i))t 5 ($"(j))t = 0] = 1/2 + -.

Due to the nature of military German, and the Baudot encoding method, this was apparently
particularly pronounced when one considered the first and second stream of bits, i.e. i = 1 and
j = 2.

There are essentially two situations for wheel breaking, the first (more complex) case is when
we do not know the underlying plaintext for a message, i.e. the attacker only has access to the
ciphertext. The second case is when the attacker can guess with reasonable certainty the value
of the underlying plaintext (a “crib” in the Bletchley jargon), and so can obtain the resulting
keystream.

Ciphertext Only Method: The basic idea is that the sequence of ciphertext Delta’s,

$!(i) 5$!(j)

will “reveal” the true value of the sequence

$%(i) 5$%(j).
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Consider the probability that we have

(10) ($!(i))t 5 ($!(j))t = ($%(i))t 5 ($%(j))t.

Because of the relationship

($!(i))t 5 ($!(j))t = ($"(i))t 5 ($"(j))t 5 ($1(i))t 5 ($1(j))t
= ($"(i))t 5 ($"(j))t 5 ($%(i))t 5 ($%(j))t

5
*
µ"(2)

t ·
*
($0(i))t! 5 ($0(j))t!

++
,

Equation 10 can hold in one of two ways;
• Either we have

($"(i))t 5 ($"(j))t = 0
and

µ"(2)
t ·

*
($0(i))t! 5 ($0(j))t!

+
= 0.

The first of these events occurs with probability 1/2 + - by Equation 9, whilst the second
occurs with probability

(1! /) + / · (.2 + (1! .)2) = 1! 2 · . · / + 2 · .2 · /.
• Or we have

($"(i))t 5 ($"(j))t = 1
and

µ"(2)
t ·

*
($0(i))t! 5 ($0(j))t!

+
= 1.

The first of these events occurs with probability 1/2! - by Equation 9, whilst the second
occurs with probability

2 · / · . · (1! .).
Combining these probabilities together we find that Equation 10 holds with probability

(1/2 + -) · (1! 2 · . · / + 2 · .2 · /) + 2 · (1/2 ! -) · / · . · (1! .)
, (1/2 + -).+ (1/2 ! -)(1! .)
= 1/2 + - · (2 · .! 1).

since / · . , 1/2 due to the key generation method mentioned earlier.
So assuming we have a sequence of n ciphertext characters, if we are trying to determine

*t = ($%(1))t 5 ($%(2))t
i.e. we have set i = 1 and j = 2, then we know that this latter sequence has period 1271 = 41 · 31.
Thus each element in this sequence will occur n/1271 times. If n is large enough, then taking a
majority verdict will determine the value of the sequence *t with some certainty.

Known Keystream Method: Now assume that we know the value of 1(i)
t . We use a similar idea

to above, but now we use the sequence of keystream Delta’s,

$1(i) 5$1(j)

and hope that this reveals the true value of the sequence

$%(i) 5$%(j).

This is likely to happen due to the identity

($1(i))t 5 ($1(j))t = ($%(i))t 5 ($%(j))t 5
*
µ"(2)

t ·
*
($0(i))t! 5 ($0(j))t!

++
.
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Hence we will have

(11) ($1(i))t 5 ($1(j))t = ($%(i))t 5 ($%(j))t
precisely when

µ"(2)
t ·

*
($0(i))t! 5 ($0(j))t!

+
= 0.

This last equation will hold with probability

(1! /) + / · (.2 + (1! .)2) = 1! 2 · . · / + 2 · .2 · /
= 1! 1 + . = .,

since / · . , 1/2. But since / · . , 1/2 we usually have 0.6 ( . ( 0.8, thus Equation 11 holds with
a reasonable probability. So as before we try to take a majority verdict to obtain an estimate for
each of the 1271 terms of the *t sequence.

Both Methods Continued: Which ever of the above methods we use there will still be some
errors in our guess for the stream *t, which we will now try to correct. In some sense we are not
really after the values for the sequence *t, what we really want is the exact values of the two shorter
sequences

($%(1))t and ($%(2))t,
since these will allow us to deduce possible values for the first two % registers in the Lorenz cipher.
The approximation for the *t sequence of 1271 bits we now write down in a 41 · 41 bit array. By
writing the first 31 bits into row one, the second 31 bits into row two and so on. A blank is placed
into the array if we cannot determine the value of this bit with any reasonable certainty. For
example, assuming the above configuration was used to encrypt the ciphertext, we could obtain an
array which looks something like this;

0-0---01--1--110--110-10--1-0-1
010---0---10011-1----1-010-1--1
--00-1--111001--1-1--1101--1001
0-00--01----0-------0-10-0--001
-0-110-000-110-1000------1---10
-1--0---1-100110111-01---01---1
01-0-10111-001101-------1-1-0--
-01--0-0--0-100-00001-0---0----
1--1--10000-------0------1--11-
101---1-00-110--0-00--0-0---100
1---11--000---0---0-1--1------1
---1-0----011--1----1---01-01-0
-1---1--1--00110-1-1-110-0-100-
1-------10--10-1---0100-010--1-
0--0--011--0011--11-011------0-
--0001-1-11--11011---1-010110--
----10---------1000--001-10----
0-00-1-11110----1111-1-01-11-0-
----01-1-----11--111011-1--10--
0-0-01--1---011---11--1-1--1001
10-1---0-1-1-0010--01-0--10--10
----------1-01-0-1--0-10--1-001
010-01-1-110011-11---1-0---1--1
1-1-1-1000-11-010--01-0101-01-0
1---10-00--110---0-0--011-00-10
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10-1-010-0----01----1--10-0----
-1--0-011-1001-0----01101011--1
010-010-11-0--101--10--0--1--0-
-01---1-0---1-01000-1---0-001-0
--1-10--0--110-100001-0--10-110
----1--00001-00--00010010----10
011-0101-110-1-011-101101----01
01---1----100--01---01-01--0-01
-011--1-000-1--10-00-0---1001-0
1011-01--0---001---01-01--0----
---0--0-1-1--11----1----1-11---
----0---1--0---0-----11--0--00-
10--101--0----0-0-0--0--010----
-100---1-110-----11-01-0---1---
0100----1-1----01-1--1111--11--
0-0001-1-1-0011011-1---01011-0-

Now the goal of the attacker is to fill in this array, a process known at Bletchley as “rectangling”,
noting that some of the zero’s and one’s entered could themselves be incorrect. The point to note
is that when completed there should be just two distinct rows in the table, and each one should
be the compliment of each other. A reasonable method to proceed is to take all rows starting with
zero and then count the number of zeros and ones in the second element of those rows. We find
there are seven ones and no zeros, doing the same for rows starting with a one we find there are
four zeros and no ones. Thus we can deduce that the two types of rows in the table should start
with a 10 and a 01. Thus we then fill in the second element in any row which has its first element
set. We continue in this way, first looking at rows and then looking at columns, until the whole
table is filled in.

The above table was found using a few thousand characters of known keystream, which allows
with the above method the simple reconstruction of the full table. According to the Bletchley doc-
uments the cryptographers at Bletchley would actually use a few hundred characters of keystream
in a known keystream attack, and a few thousand in an unknown keystream attack. Since we are
following rather naive methods our results are not as spectacular.

Once completed we can take the first column as the value of the ($%(1))t sequence and the first
row as the value of the ($%(2))t sequence. We can then repeat this analysis for di"erent pairs of
the % registers until we determine that we have

$%(1) = 00001001111101001000100111001110011001000,

$%(2) = 0100010111100110111101101011001,

$%(3) = 10011010001010100100110001111,

$%(4) = 00010010111001100100111010,

$%(5) = 01100010000011110010011.

From these $% sequences we can then determine possible values for the internal state of the %
registers.

So having “broken” the % wheels of the Lorenz cipher, the task remains to determine the
internal state of the other registers. In the ciphertext only attack one now needs to recover the
actual keystream, a step which is clearly not needed in the known-keystream scenario. The trick
here is to use the statistics of the underlying language again to try and recover the actual 1(i)

sequence. We first de-% the ciphertext sequence !, using the values of the % registers which we
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have just determined, to obtain

$(i)
t = !(i)

t 5 %
(i)
t

= "(i)
t 5 0"(i)

t .

We then take the $ of this $ sequence

($$)t = ($")t 5
*
µ"(2)

t · ($0)t!
+

,

and by our previous argument we will see that many values of the $" sequence will be “exposed” in
the $$ sequence. Using the knowledge of the $" sequence, e.g. it uses Baudot codes and natural
language has many sequences of bigrams (e.g. space always following full stop), one can eventually
recover the sequence " and hence 1. At Bletchley this last step was usually performed by hand.

So in both scenarios we now have determined both the % and the 1 sequences. But what we are
really after was the initial value of the registers 0 and µ. To determine these we de-% the resulting
1 sequence to obtain the 0"

t sequence. In our example this would reveal the sequence
101100001111111010010100110101111111111110000011010101101010
110100101000000101010111011010000000000001111100101011000101
101000001000000011010101010100000000000000000011011010111010
010100110111111010100001010100000000000001111111011010100110
010100101000000101010101101010000000000000000011001101010010

given earlier. From this we can then recover a guess as to the µ"(2)
t sequence.

11110111100000111111111111111000000000001000010111111111111...

Note, this is only a guess since it might occur that 0t! = 0t!+1, but we shall ignore this
possibility. Once we have determined enough of the µ"(2)

t sequence so that we have 59 ones in it,
then we will have determined the initial state of the 0 registers. This is because after 59 clock ticks
of the 0 registers all outputs have been presented in the 0" sequence, since the largest 0 register
has size 59.

All that remains is to determine the state of the µ registers. To do this we notice that the
µ"(2)

t sequence will make a transition from a 0 to a 1, or a 1 to a 0, precisely when µ(1)
t outputs a

one. By constructing enough of the µ"(2)
t stream as above (say a few hundred bits) this allows us

to determine the value of µ(1) register almost exactly. Having recovered µ(1)
t we can then deduce

the values which must be contained in µ(2)
tµ from this sequence and the resulting value of µ"(2)

t .
According to various documents in the early stages of the Lorenz cipher breaking e"ort at

Bletchley, the entire “Wheel Breaking” operation was performed by hand. However, as time pro-
gressed the part which involved determining the $% sequences above from the rectangling procedure
was eventually performed by the Colossus computer.

3.4. Breaking a Message. The Colossus computer was originally created not to break the
wheels, i.e. to determine the longterm key of the Lorenz cipher. The Colossus was originally built
to determine the per message settings, and hence to help break the individual ciphertexts. Whilst
the previous method for breaking the wheels could be used to attack any ciphertext, to make it
work e!ciently you require a large ciphertext and a lot of luck. However, once the wheels are
broken, i.e. we know the bits in the various registers, breaking the next ciphertext becomes easier.

Again we use the trick of de-%’ing the ciphertext sequence !, and then applying the $ method
to the resulting sequence $. We assume we know the internal states of all the registers but not their
starting positions. We shall let si denote the unknown values of the starting positions of the five %
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wheels and s! (resp. sµ) the global unknown starting position of the set of " (resp. µ) wheels.

$t = !t 5 %t+sp

= "t 5 0"
t+s" ,

and then
($$)t = ($")t+s" 5

*
µ"(2)

t+sµ
·($0)t!

+
.

We then take two of the resulting five bit streams and xor them together as before to obtain

(#(i,j))t = ($$(i))t 5 ($$(j))t

= ($"(i))t+s" 5 ($"(j))t+s" 5 µ"(2)
t+tµ

*
($0(i))t! 5 ($0(j))t!

+
.

Using our prior probability estimates we can determine the following probability estimate

Pr[(#(i,j))t = 0] , 1/2 + - · (2 · .! 1),

which is exactly the same probability we had for Equation 9 holding. In particular we note that
Pr[#(i,j)

t = 0] > 1/2, which forms the basis of this method of breaking into Lorenz ciphertexts.
Lets fix on i = 1 and j = 2. On assuming we know the values for the registers, all we need do is

determine their starting positions s1, s2. We simply need to go through all 1271 = 41 · 31 possible
starting positions for the first and second % register. For each one of these starting positions we
compute the associated (#(1,2))t sequence and count the number of values which are zero. Since we
have Pr[#(i,j)

t = 0] > 1/2 the correct value for the starting positions will correspond to a particularly
high value for the count of the number of zeros.

This is a simple statistical test which allows one to determine the start positions of the first
and second % registers. Repeating this for other pairs of registers, or using similar statistical
techniques, we can recover the start position of all % registers. These statistical techniques are
what the Colossus computer was designed to perform.

Once the % register positions have been determined, the determination of the start positions
of the 0 and µ registers was then performed by hand. The techniques for this are very similar to
the earlier techniques needed to break the wheels, however once again various simplifications occur
since one is assumed to know the state of each register, but not its start position.

Chapter Summary

• We have described the general model for symmetric ciphers, and stream ciphers in partic-
ular.

• We have looked at the Vernam cipher as a stream cipher, and described it’s inner workings
in terms of shift registers.

• We sketched how the Lorenz cipher was eventually broken. In particular you should
notice that very tiny deviations from true randomness in the output can be exploited by
a cryptographer in breaking a stream cipher.

Further Reading

The paper by Carter provides a more detailed description of the cryptanalysis performed at
Bletchley on the Lorenz cipher. The book by Gannon is a very readable account of the entire
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operation related to the Lorenz cipher, from obtaining the signals through to the construction and
operation of the Colossus computer. For the “real” details you should consult the General Report
on Tunny.

F.L. Carter. The Breaking of the Lorenz Cipher: An Introduction to the Theory Behind the Opera-
tional Role of “Colossus” at BP. In Coding and Cryptography - 1997, Springer-Verlag LNCS 1355,
74–88, 1997.

P. Gannon Colossus: Bletchley Park’s Greatest Secret. Atlantic Books, 2007.

J. Good, D. Michie and G. Timms. General report on Tunny, With Emphasis on Statistical Methods.
Document reference HW 25/4 and HW 25/5, Public Record O!ce Kew. Originally written in 1945,
declassified in 2000.



CHAPTER 7

Modern Stream Ciphers

Chapter Goals

• To understand the basic principles of modern symmetric ciphers.
• To explain the basic workings of a modern stream cipher.
• To investigate the properties of linear feedback shift registers (LFSRs).

1. Linear Feedback Shift Registers

A standard way of producing a binary stream of data is to use a feedback shift register. These
are small circuits containing a number of memory cells, each of which holds one bit of information.
The set of such cells forms a register. In each cycle a certain predefined set of cells are ‘tapped’ and
their value is passed through a function, called the feedback function. The register is then shifted
down by one bit, with the output bit of the feedback shift register being the bit that is shifted out
of the register. The combination of the tapped bits is then fed into the empty cell at the top of the
register. This is explained in Fig. 1.

Figure 1. Feedback shift register
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It is desirable, for reasons we shall see later, to use some form of non-linear function as the
feedback function. However, this is often hard to do in practice hence usually one uses a linear
feedback shift register, or LFSR for short, where the feedback function is a linear function of the
tapped bits. In each cycle a certain predefined set of cells are ‘tapped’ and their value is XORed
together. The register is then shifted down by one bit, with the output bit of the LFSR being the
bit that is shifted out of the register. Again, the combination of the tapped bits is then fed into
the empty cell at the top of the register.

Mathematically this can be defined as follows, where the register is assumed to be of length
L. One defines a set of bits [c1, . . . , cL] which are set to one if that cell is tapped and set to zero
otherwise. The initial internal state of the register is given by the bit sequence [sL!1, . . . , s1, s0].
The output sequence is then defined to be s0, s1, s2, . . . , sL!1, sL, sL+1, . . . where for j * L we have

sj = c1 · sj!1 5 c2 · sj!2 5 · · ·5 cL · sj!L.

Note, that for an initial state of all zeros the output sequence will be the zero sequence, but for a
non-zero initial state the output sequence must be eventually periodic (since we must eventually

109
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return to a state we have already been in). The period of a sequence is defined to be the smallest
integer N such that

sN+i = si

for all su!ciently large i. In fact there are 2L! 1 possible non-zero states and so the most one can
hope for is that an LFSR, for all non-zero initial states, produces an output stream whose period
is of length exactly 2L ! 1.

Each state of the linear feedback shift register can be obtained from the previous state via a
matrix multiplication. If we write

M =

4

555556

0 1 0 . . . 0
0 0 1 . . . 0
...

...
... . . .

...
0 0 0 . . . 1
cL cL!1 cL!2 . . . c1

7

888889

and
v = (1, 0, 0, . . . , 0)

and we write the internal state as
s = (s1, s2, . . . , sL)

then the next state can be deduced by computing

s = M · s

and the output bit can be produced by computing the vector product

v · s.

The properties of the output sequence are closely tied up with the properties of the binary poly-
nomial

C(X) = 1 + c1X + c2X
2 + · · · + cLXL # F2[X],

called the connection polynomial for the LFSR. The connection polynomial and the matrix are
related via

C(X) = det(XM ! IL).
In some text books the connection polynomial is written in reverse, i.e. they use

G(X) = XLC(1/X)

as the connection polynomial. One should note that in this case G(X) is the characteristic poly-
nomial of the matrix M .

As an example see Fig. 2 for an LFSR in which the connection polynomial is given by X3+X+1
and Fig. 3 for an LFSR in which the connection polynomial is given by X32 + X3 + 1.

Figure 2. Linear feedback shift register: X3 + X + 1
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Of particular importance is when the connection polynomial is primitive.
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Figure 3. Linear feedback shift register: X32 + X3 + 1
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Definition 7.1. A binary polynomial C(X) of degree L is primitive if it is irreducible and a
root 2 of C(X) generates the multiplicative group of the field F2L. In other words, since C(X) is
irreducible we already have

F2[X]/(C(X)) = F2(2) = F2L ,

but we also require

F#
2L = %2&.

The properties of the output sequence of the LFSR can then be deduced from the following
cases.

• cL = 0:
In this case the sequence is said to be singular. The output sequence may not be periodic,
but it will be eventually periodic.

• cL = 1:
Such a sequence is called non-singular. The output is always purely periodic, in that
it satisfies sN+i = si for all i rather than for all su!ciently large values of i. Of the
non-singular sequences of particular interest are those satisfying

• C(X) is irreducible:
Every non-zero initial state will produce a sequence with period equal to the smallest
value of N such that C(X) divides 1 + XN . We have that N will divide 2L ! 1.

• C(X) is primitive:
Every non-zero initial state produces an output sequence which is periodic and of
exact period 2L ! 1.

We do not prove these results here, but proofs can be found in any good textbook on the application
of finite fields to coding theory, cryptography or communications science. However, we present four
examples which show the di"erent behaviours. All examples are on four bit registers, i.e. L = 4.

Example 1 : In this example we use an LFSR with connection polynomial C(X) = X3 + X + 1.
We therefore see that deg(C) '= L, and so the sequence will be singular. The matrix M generating
the sequence is given by

4

556

0 1 0 0
0 0 1 0
0 0 0 1
0 1 0 1

7

889

If we label the states of the LFSR by the number whose binary representation is the state value,
i.e. s0 = (0, 0, 0, 0) and s5 = (0, 1, 0, 1), then the periods of this LFSR can be represented by the
transitions in Figure 4. Note, it is not purely periodic.
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Figure 4. Transitions of the four bit LFSR with connection polynomial X3 + X + 1

s12

)

s2

)

s5

)

s6

)
s9

,
,-

s4
+ s10

+ s13
+

s3
( s7

( s14
.

./

s1

*

s11

*

s15

*

s8
( s0

Example 2 : Now let the connection polynomial C(X) = X4+X3+X2+1 = (X+1)(X3 +X+1),
which corresponds to the matrix 4

556

0 1 0 0
0 0 1 0
0 0 0 1
1 1 1 0

7

889

The state transitions are then given by Figure 5. Note, it is purely periodic, but that there are
di"erent period lengths due to the di"erent factorization properties of the connection polynomial
modulo 2. One of length 7 = 23 ! 1 corresponding to the factor of degree three, and one of length
1 = 21 ! 1 corresponding to the factor of degree one. We ignore the trivial period of the zero’th
state.

Figure 5. Transitions of the four bit LFSR with connection polynomial X4 +X3 +
X2 + 1
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Example 3 : Now take the connection polynomial C(X) = X4 + X3 + X2 + X + 1, which is
irreducible, but not primitive. The matrix is now given by

4

556

0 1 0 0
0 0 1 0
0 0 0 1
1 1 1 1

7

889
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The state transitions are then given by Figure 6. Note, it is purely periodic and all periods have
same length, bar the trivial one.

Figure 6. Transitions of the four bit LFSR with connection polynomial X4 +X3 +
X2 + X + 1
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Example 4 : As our final example we take the connection polynomial C(X) = X4 + X + 1, which
is irreducible and primitive. The matrix M is now

4

556

0 1 0 0
0 0 1 0
0 0 0 1
1 0 0 1

7

889

and the state transitions are given by Figure 7.

Figure 7. Transitions of the four bit LFSR with connection polynomial X4 + X + 1
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Whilst there are algorithms to generate primitive polynomials for use in applications we shall
not describe them here. We give some samples in the following list, where we give polynomials
with a small number of taps for e!ciency.

x31 + x3 + 1 x31 + x6 + 1 x31 + x7 + 1
x39 + x4 + 1 x60 + x + 1 x63 + x + 1
x71 + x6 + 1 x93 + x2 + 1 x137 + x21 + 1

x145 + x52 + 1 x161 + x18 + 1 x521 + x32 + 1
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Although LFSRs e!ciently produce bitstreams from a small key, especially when implemented
in hardware, they are not usable on their own for cryptographic purposes. This is because they are
essentially linear, which is after all why they are e!cient.

We shall now show that if we know an LFSR has L internal registers, and we can determine
2L consecutive bits of the stream then we can determine the whole stream. First notice we need
to determine L unknowns, the L values of the ‘taps’ ci, since the L values of the initial state
s0, . . . , sL!1 are given to us. This type of data could be available in a known plaintext attack,
where we obtain the ciphertext corresponding to a known piece of plaintext, since the encryption
operation is simply exclusive-or we can determine as many bits of the keystream as we require.

Using the equation

sj =
L'

i=1

ci · sj!i (mod 2),

we obtain 2L linear equations, which we then solve via matrix techniques. We write our matrix
equation as 4

555556

sL!1 sL!2 . . . s1 s0

sL sL!1 . . . s2 s1
...

...
...

...
s2L!3 s2L!4 . . . sL!1 sL!2

s2L!2 s2L!3 . . . sL sL!1

7

888889

4

555556

c1

c2
...

cL!1

cL

7

888889
=

4

555556

sL

sL+1
...

s2L!2

s2L!1

7

888889
.

As an example, suppose we see the output sequence

1, 1, 1, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, . . .

and we are told that this sequence was the output of a four-bit LFSR. Using the above matrix
equation, and solving it modulo 2, we would find that the connection polynomial was given by

X4 + X + 1.

Hence, we can conclude that a stream cipher based solely on a single LFSR is insecure against a
known plaintext attack.

An important measure of the cryptographic quality of a sequence is given by the linear com-
plexity of the sequence.

Definition 7.2 (Linear complexity). For an infinite binary sequence

s = s0, s1, s2, s3, . . . ,

we define the linear complexity of s as L(s) where
• L(s) = 0 if s is the zero sequence,
• L(s) =6 if no LFSR generates s,
• L(s) will be the length of the shortest LFSR to generate s.

Since we cannot compute the linear complexity of an infinite set of bits we often restrict ourselves
to a finite set sn of the first n bits. The linear complexity satisfies the following properties for any
sequence s.

• For all n * 1 we have 0 ( L(sn) ( n.
• If s is periodic with period N then L(s) ( N .
• L(s5 t) ( L(s) + L(t).

For a random sequence of bits, which is what we want from a stream cipher’s keystream generator,
we should have that the expected linear complexity of sn is approximately just larger than n/2.
But for a keystream generated by an LFSR we know that we will have L(sn) = L for all n * L.
Hence, an LFSR produces nothing at all like a random bit string.
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We have seen that if we know the length of the LFSR then, from the output bits, we can generate
the connection polynomial. To determine the length we use the linear complexity profile, this is
defined to be the sequence L(s1), L(s2), L(s3), . . .. There is also an e!cient algorithm called the
Berlekamp–Massey algorithm which given a finite sequence sn will compute the linear complexity
profile

L(s1), L(s2), L(s3), . . . , L(sn).

In addition the Berlekamp–Massey algorithm will also output the associated connection polynomial,
if n * L(sn)/2, using a technique more e!cient than the prior matrix technique.

Hence, if we use an LFSR of size L to generate a keystream for a stream cipher and the adversary
obtains at least 2L bits of this keystream then they can determine the exact LFSR used and so
generate as much of the keystream as they wish. Therefore, one needs to find a way of using LFSRs
in some non-linear way, which hides the linearity of the LFSRs and produces output sequences with
high linear complexity.

2. Combining LFSRs

To use LFSRs in practice it is common for a number of them to be used, producing a set of out-
put sequences x(i)

1 , . . . , x(i)
n . The key is then the initial state of all of the LFSRs and the keystream

is produced from these n generators using a non-linear combination function f(x1, . . . , xn), as
described in Fig. 8.

Figure 8. Combining LFSRs
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We begin by examining the case where the combination function is a boolean function of the
output bits of the constituent LFSRs. For analysis of this function we write it as a sum of distinct
products of variables, e.g.

f(x1, x2, x3, x4, x5) = 15 x2 5 x3 5 x4 · x5 5 x1 · x2 · x3 · x5.

However, in practice the boolean function could be implemented in a di"erent way. When expressed
as a sum of products of variables we say that the boolean function is in algebraic normal form.

Suppose that one uses n LFSRs of maximal length (i.e. all with a primitive connection polyno-
mial) and whose periods L1, . . . , Ln are all distinct and greater than two. Then the linear complexity
of the keystream generated by f(x1, . . . , xn) is equal to

f(L1, . . . , Ln)

where we replace 5 in f with integer addition and multiplication modulo two by integer multipli-
cation, assuming f is expressed in algebraic normal form. The non-linear order of the polynomial
f is then equal to total the degree of f .

However, it turns out that creating a nonlinear function which results in a high linear complexity
is not the whole story. For example consider the stream cipher produced by the Ge"e generator.
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This generator takes three LFSRs of maximal period and distinct sizes, L1, L2 and L3, and then
combines them using the non-linear function, of non-linear order 2,

(12) z = f(x1, x2, x3) = x1 · x2 5 x2 · x3 5 x3.

This would appear to have very nice properties: It’s linear complexity is given by

L1 · L2 + L2 · L3 + L3

and it’s period is given by
(2L1 ! 1)(2L2 ! 1)(2L3 ! 1).

However, it turns out to be cryptographically weak.
To understand the weakness of the Ge"e generator consider the following table, which presents

the outputs xi of the constituent LFSRs and the resulting output z of the Ge"e generator
x1 x2 x3 z
0 0 0 0
0 0 1 1
0 1 0 0
0 1 1 0
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 1

If the Ge"e generator was using a “good” non-linear combining function then the output bits z
would not reveal any information about the corresponding output bits of the constituent LFSRs.
However, we can easily see that

Pr(z = x1) = 3/4 and Pr(z = x3) = 3/4.

This means that the output bits of the Ge"e generator are correlated with the bits of two of the
constituent LFSRs. This means that we can attack the generator using a correlation attack.

This attack proceeds as follows, suppose we know the lengths Li of the constituent generators,
but not the connection polynomials or their initial states. The attack is desribed in Algorithm 7.1

Algorithm 7.1: Correlation attack on the Ge"e generator
forall the primitive connection polynomials of degree L1 do

forall the Initial states of the first LFSR do
Compute 2L1 bits of output of the first LFSR
Compute how many are equal to the output of the Ge"e generator
A large value signals that this is the correct choice of generator and starting state.

end
end
Repeat the above for the third LFSR
Recover the second LFSR by testing possible values using (12)

It turns out that their are a total of

S = "(2L1 ! 1) · "(2L2 ! 1) · "(2L3 ! 1)/(L1 · L2 · L3)

possible connection polynomials for the three LFSRs in the Ge"e generator. The total number of
initial states of the Ge"e generator is

T = (2L1 ! 1)(2L2 ! 1)(2L3 ! 1) , 2L1+L2+L3.
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This means that the key size of the Ge"e generator is

S · T , S · (2L1+L2+L3).
For a secure stream cipher we would like the size of the key space to be about the same as the
number of operations needed to break the stream cipher. However, the above correlation attack on
the Ge"e generator requires roughly

S · (2L1 + 2L2 + 2L3)

operations. The reason for the reduced complexity is that we can deal with each constituent LFSR
in turn.

To combine high linear complexity and resistance to correlation attacks (and other attacks)
designers have had to be a little more ingenious as to how they have produced non-linear combiners
for LFSRs. We now outline a small subset of some of the most influential:

Filter Generator: The basic idea here is to take a single primitive LFSR with internal state
s1, . . . , sL and then make the output of the stream cipher be a non-linear function of the whole
state, i.e.

z = F (s1, . . . , sL).
If F has non-linear order m then the linear complexity of the resulting sequence is given by

m'

i=1

(
L
i

)
.

Alternating Step Generator: This takes three LFSRs of size L1, L2 and L3 which are pairwise
coprime, and of roughly the same size. If the output sequence of the three LFSRs is denoted by
x1, x2 and x3, then one proceeds as follows: The first LFSR is clocked on every iteration. If its
output x1 is equal to one, then the second LFSR is clocked and the output of the third LFSR is
repeated from its last value. If the output of x1 is equal to zero, then the third LFSR is clocked
and the output of the second LFSR is repeated from its last value. The output of the generator is
the value of x2 5 x3. This operation is described graphically in Figure 9.

Figure 9. Graphical representation of the Alternating step generator

Clock

! LFSR 1

! LFSR 2

! LFSR 3,,
..

" *

)
5 (

The alternating step generator has period

2L1(2L2 ! 1)(2L3 ! 1)
and linear complexity, approximately

(L2 + L3) · 2L1 .



118 7. MODERN STREAM CIPHERS

Shrinking Generator: Here we take two LFSRs with output sequence x1 and x2, and the idea is
to throw away some of the x2 stream under the control of the x1 stream. Both LFSRs are clocked
at the same time, and if x1 is equal to one then the output of the generator is the value of x2. If
x1 is equal to zero then the generator just clocks again. Note, that this means that the generator
does not produce a bit on each iteration. This operation is described graphically in Figure 10.

Figure 10. Graphical representation of the Shrinking Generator
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If we assume that the two constituent LFSRs have size L1 and L2 with gcd(L1, L2) equal to one,
then the period of the shrinking generator is equal to

(2L2 ! 1) · 2L1!1

and its linear complexity is approximately

L2 · 2L1 .

The A5/1 Generator: Probably the most famous of the recent LFSR based stream ciphers
is A5/1. This is the stream cipher used to encrypt the on-air tra!c in the GSM mobile phone
networks in Europe and the US. This was developed in 1987, buts its design was kept secret until
1999 when it was reverse engineered. There is a weakened version of the algorithm called A5/2
which was designed for use in places where there were various export restrictions. In recent years
various attacks have been published on A5/1 which has resulted in it no longer being considered
a secure cipher. In the replacement for GSM, i.e. UMTS or 3G networks, the cipher has been
replaced with the use of the block cipher KASUMI in a stream cipher mode of operation.

A5/1 makes use of three LFSRs of length 19, 22 and 23. These have characteristic polynomials

x18 + x17 + x16 + x13 + 1,

x21 + x20 + 1,

x22 + x21 + x20 + x7 + 1.

Alternatively (and equivalently) their connection polynomials are given by

x18 + x5 + x2 + x1 + 1,

x21 + x1 + 1,

x22 + x15 + x2 + x1 + 1.

The output of the cipher is the exclusive-or of the three output bits of the three LFSRs.
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To clock the registers we associate to each register a “clocking bit”. These are in positions 10,
11 and 12 of the LFSR’s (assuming bits are ordered with 0 corresponding to the output bit, other
books may use a di"erent ordering). We will call these bits c1, c2 and c3. At each clock step the
three bits are computed and the “majority bit” is determined via the formulae

c1 · c2 5 c2 · c3 5 c1 · c3.

The ith LFSR is then clocked if the majority bit is equal to the bit ci. Thus clocking occurs subject
to the following table

Majority Clock LFSR
c1 c2 c3 Bit 1 2 3
0 0 0 0 Y Y Y
0 0 1 0 Y Y N
0 1 0 0 Y N Y
0 1 1 1 N Y Y
1 0 0 0 N Y Y
1 0 1 1 Y N Y
1 1 0 1 Y Y N
1 1 1 1 Y Y Y

Thus we see in A5/1 that each LFSR is clocked with probability 3/4. This operation is described
graphically in Figure 11.

Figure 11. Graphical representation of the A5/1 Generator
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3. RC4

RC stands for Ron’s Cipher after Ron Rivest of MIT. You should not think that the RC4 cipher
is a prior version of the block ciphers RC5 and RC6. It is in fact a very, very fast stream cipher.
It is very easy to remember since it is surprisingly simple.

Given an array S indexed from 0 to 255 consisting of the integers 0, . . . , 255, permuted in some
key-dependent way, the output of the RC4 algorithm is a keystream of bytes K which is XORed
with the plaintext byte by byte. Since the algorithm works on bytes and not bits, and uses very
simple operations it is particularly fast in software. We start by letting i = 0 and j = 0, we then
repeat the steps in Algorithm 7.2.

The security rests on the observation that even if the attacker knows K and i, he can deduce
the value of St, but this does not allow him to deduce anything about the internal state of the
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Algorithm 7.2: RC4 Algorithm
i = (i + 1) mod 256
j = (j + Si) mod 256
swap(Si, Sj)
t = (Si + Sj) mod 256
K = St

table. This follows from the observation that he cannot deduce the value of t, as he does not know
j, Si or Sj.

It is a very tightly designed algorithm as each line of the code needs to be there to make the
cipher secure.

• i = (i + 1) mod 256 :
Makes sure every array element is used once after 256 iterations.

• j = (j + Si) mod 256 :
Makes the output depend non-linearly on the array.

• swap(Si, Sj) :
Makes sure the array is evolved and modified as the iteration continues.

• t = (Si + Sj) mod 256 :
Makes sure the output sequence reveals little about the internal state of the array.

The initial state of the array S is determined from the key using the method described by Algorithm
7.3.

Algorithm 7.3: RC4 Key Schedule
for i = 0 to 255 do Si = i
Initialise Ki, for i = 0, . . . , 255, with the key, repeating if neccesary
j = 0
for i = 0 to 255 do

j = (j + Si + Ki) mod 256
swap(Si, Sj)

end

Although RC4 is very fast for a software based stream cipher, there are some issues with its use.
In particular both the key schedule and the main algorithm do not produce as random a stream as
one might wish. Hence, it should be used with care.

Chapter Summary

• Modern stream ciphers can be obtained by combining, in a non-linear way, simple bit
generators called LFSRs, these stream ciphers are bit oriented.

• LFSR based stream ciphers provide very fast ciphers, suitable for implementation in hard-
ware, which can encrypt real-time data such as voice or video.

• RC4 provides a fast and compact byte oriented stream cipher for use in software.
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Further Reading

A good introduction to linear recurrence sequences over finite fields is in the book by Lidl and
Neiderreiter. This book covers all the theory one requires, including examples and a description
of the Berlekamp–Massey algorithm. Analysis of the RC4 algorithm can be found in the Master’s
thesis of Mantin.

R. Lidl and H. Neiderreiter. Introduction to fintie field and their applications. Cambridge University
Press, 1986.

I. Mantin. Analysis of the Stream Cipher RC4. MSc. Thesis, Weizmann Institute of Science, 2001.





CHAPTER 8

Block Ciphers

Chapter Goals

• To introduce the notion of block ciphers.
• To understand the workings of the DES algorithm.
• To understand the workings of the Rijndael algorithm.
• To learn about the various standard modes of operation of block ciphers.

1. Introduction To Block Ciphers

The basic description of a block cipher is shown in Fig. 1. Block ciphers operate on blocks

Figure 1. Operation of a block cipher

)
Ciphertext block c

)
Plaintext block m

Cipher function e(Secret key k

of plaintext one at a time to produce blocks of ciphertext. The main di"erence between a block
cipher and a stream cipher is that block ciphers are stateless, whilst stream ciphers maintain an
internal state which is needed to determine which part of the keystream should be generated next.
We write

c = ek(m),
m = dk(c)

where
• m is the plaintext block,
• k is the secret key,
• e is the encryption function,
• d is the decryption function,
• c is the ciphertext block.

The block sizes taken are usually reasonably large, 64 bits in DES and 128 bits or more in modern
block ciphers. Often the output of the ciphertext produced by encrypting the first block is used to
help encrypt the second block in what is called a mode of operation. These modes are used to avoid
certain attacks based on deletion or insertion by giving each ciphertext block a context within the
overall message. Each mode of operation o"ers di"erent protection against error propagation due
to transmission errors in the ciphertext. In addition, depending on the mode of operation (and the
application) message/session keys may be needed. For example, many modes require a per message

123
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initial value to be input into the encryption and decryption operations. Later in this chapter we
shall discuss modes of operation of block ciphers in more detail.

There are many block ciphers in use today, some which you may find used in your web browser
are RC5, RC6, DES or 3DES. The most famous of these is DES, or the Data Encryption Standard.
This was first published in the mid-1970s as a US Federal standard and soon become the de-facto
international standard for banking applications.

The DES algorithm has stood up remarkably well to the test of time, but in the early 1990s
it became clear that a new standard was required. This was because both the block length (64
bits) and the key length (56 bits) of basic DES were too small for future applications. It is now
possible to recover a 56-bit DES key using either a network of computers or specialized hardware. In
response to this problem the US National Institute for Standards and Technology (NIST) initiated
a competition to find a new block cipher, to be called the Advanced Encryption Standard or AES.

Unlike the process used to design DES, which was kept essentially secret, the design of the AES
was performed in public. A number of groups from around the world submitted designs for the
AES. Eventually five algorithms, known as the AES finalists, were chosen to be studied in depth.
These were

• MARS from a group at IBM,
• RC6 from a group at RSA Security,
• Twofish from a group based at Counterpane, UC Berkeley and elsewhere,
• Serpent from a group of three academics based in Israel, Norway and the UK,
• Rijndael from a couple of Belgian cryptographers.

Finally in the fall of 2000, NIST announced that the overall AES winner had been chosen to be
Rijndael.

DES and all the AES finalists are examples of iterated block ciphers. The block ciphers obtain
their security by repeated use of a simple round function. The round function takes an n-bit block
and returns an n-bit block, where n is the block size of the overall cipher. The number of rounds
r can either be a variable or fixed. As a general rule increasing the number of rounds will increase
the level of security of the block cipher.

Each use of the round function employs a round key

ki for 1 ( i ( r

derived from the main secret key k, using an algorithm called a key schedule. To allow decryption,
for every round key the function implementing the round must be invertible, and for decryption the
round keys are used in the opposite order that they were used for encryption. That the whole round
is invertible does not imply that the functions used to implement the round need to be invertible.
This may seem strange at first reading but will become clearer when we discuss the DES cipher
later. In DES the functions needed to implement the round function are not invertible, but the
whole round is invertible. For Rijndael not only is the whole round function invertible but every
function used to create the round function is also invertible.

There are a number of general purpose techniques which can be used to break a block cipher,
for example: exhaustive search, using pre-computed tables of intermediate values or divide and
conquer. Some (badly designed) block ciphers can be susceptible to chosen plaintext attacks,
where encrypting a specially chosen plaintext can reveal properties of the underlying secret key. In
cryptanalysis one needs a combination of mathematical and puzzle-solving skills, plus luck. There
are a few more advanced techniques which can be employed, some of which apply in general to any
cipher (and not just a block cipher).

• Di!erential Cryptanalysis: In di"erential cryptanalysis one looks at ciphertext pairs,
where the plaintext has a particular di"erence. The exclusive-or of such pairs is called a
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di"erential and certain di"erentials have certain probabilities associated to them, depend-
ing on what the key is. By analysing the probabilities of the di"erentials computed in a
chosen plaintext attack one can hope to reveal the underlying structure of the key.

• Linear Cryptanalysis: Even though a good block cipher should contain non-linear
components the idea behind linear cryptanalysis is to approximate the behaviour of the
non-linear components with linear functions. Again the goal is to use a probabilistic
analysis to determine information about the key.

Surprisingly these two methods are quite successful against some ciphers. But they do not appear
that successful against DES or Rijndael, two of the most important block ciphers in use today.

Since DES and Rijndael are likely to be the most important block ciphers in use for the next
few years we shall study them in some detail. This is also important since they both show general
design principles in their use of substitutions and permutations. Recall that the historical ciphers
made use of such operations, so we see that not much has changed. Now, however, the substitutions
and permutations used are far more intricate. On their own they do not produce security, but when
used over a number of rounds one can obtain enough security for our applications.

We end this section by discussing which is best, a block cipher or a stream cipher? Alas there
is no correct answer to this question. Both have their uses and di"erent properties. Here are just
a few general points.

• Block ciphers are more general, and we shall see that one can easily turn a block cipher
into a stream cipher.

• Stream ciphers generally have a more mathematical structure. This either makes them
easier to break or easier to study to convince oneself that they are secure.

• Stream ciphers are generally not suitable for software, since they usually encrypt one bit
at a time. However, stream ciphers are highly e!cient in hardware.

• Block ciphers are suitable for both hardware and software, but are not as fast in hardware
as stream ciphers.

• Hardware is always faster than software, but this performance improvement comes at the
cost of less flexibility.

2. Feistel Ciphers and DES

The DES cipher is a variant of the basic Feistel cipher described in Fig. 2, named after H.
Feistel who worked at IBM and performed some of the earliest non-military research on encryption
algorithms. The interesting property of a Feistel cipher is that the round function is invertible
regardless of the choice of the function in the box marked F . To see this notice that each encryption
round is given by

Li = Ri!1,

Ri = Li!1 5 F (Ki, Ri!1).

Hence, the decryption can be performed via

Ri!1 = Li,

Li!1 = Ri 5 F (Ki, Li).

This means that in a Feistel cipher we have simplified the design somewhat, since
• we can choose any function for the function F , and we will still obtain an encryption

function which can be inverted using the secret key,
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Figure 2. Basic operation of a Feistel cipher
Plaintext block L0 R0

Iterate r
times

Li!1 Ri!1
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)
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Li Ri

Ciphertext block Rr Lr

• the same code/circuitry can be used for the encryption and decryption functions. We only
need to use the round keys in the reverse order for decryption.

Of course to obtain a secure cipher we still need to take care with
• how the round keys are generated,
• how many rounds to take,
• how the function F is defined.

Work on DES was started in the early 1970s by a team in IBM which included Feistel. It was
originally based on an earlier cipher of IBM’s called Lucifer, but some of the design was known to
have been amended by the National Security Agency, NSA. For many years this led the conspiracy
theorists to believe that the NSA had placed a trapdoor into the design of the function F . However,
it is now widely accepted that the modifications made by the NSA were done to make the cipher
more secure. In particular, the changes made by the NSA made the cipher resistant to di"erential
cryptanalysis, a technique that was not discovered in the open research community until the 1980s.

DES is also known as the Data Encryption Algorithm DEA in documents produced by the
American National Standards Institute, ANSI. The International Standards Organisation ISO refers
to DES by the name DEA-1. It has been a world-wide standard for well over twenty years and
stands as the first publicly available algorithm to have an ‘o!cial status’. It therefore marks an
important step on the road from cryptography being a purely military area to being a tool for the
masses.

The basic properties of the DES cipher are that it is a variant of the Feistel cipher design with
• the number of rounds r is 16,
• the block length n is 64 bits,
• the key length is 56 bits,
• the round keys K1, . . . ,K16 are each 48 bits.

Note that a key length of 56 bits is insu!cient for many modern applications, hence often one uses
DES by using three keys and three iterations of the main cipher. Such a version is called Triple
DES or 3DES, see Fig. 3. In 3DES the key length is equal to 168. There is another way of using
DES three times, but using two keys instead of three giving rise to a key length of 112. In this
two-key version of 3DES one uses the 3DES basic structure but with the first and third key being
equal. However, two-key 3DES is not as secure as one might inititally think.

2.1. Overview of DES Operation. Basically DES is a Feistel cipher with 16 rounds, as
depicted in Fig. 4, except that before and after the main Feistel iteration a permutation is performed.
Notice how the two blocks are swapped around before being passed through the final inverse
permutation. This permutation appears to produce no change to the security, and people have
often wondered why it is there. One answer given by one of the original team members was that
this permutation was there to make the original implementation easier to fit on the circuit board.
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Figure 3. Triple DES
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In summary the DES cipher operates on 64 bits of plaintext in the following manner:
• Perform an initial permutation.
• Split the blocks into left and right half.
• Perform 16 rounds of identical operations.
• Join the half blocks back together.
• Perform a final permutation.

The final permutation is the inverse of the initial permutation, this allows the same hardware/software
to be used for encryption and decryption. The key schedule provides 16 round keys of 48 bits in
length by selecting 48 bits from the 56-bit main key.

Figure 4. DES as a Feistel cipher
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We shall now describe the operation of the function F . In each DES round this consists of the
following six stages:

• Expansion Permutation: The right half of 32 bits is expanded and permuted to 48 bits.
This helps the di"usion of any relationship of input bits to output bits. The expansion
permutation (which is di"erent from the initial permutation) has been chosen so that
one bit of input a"ects two substitutions in the output, via the S-Boxes below. This
helps spread dependencies and creates an avalanche e"ect (a small di"erence between two
plaintexts will produce a very large di"erence in the corresponding ciphertexts).

• Round Key Addition: The 48-bit output from the expansion permutation is XORed
with the round key, which is also 48 bits in length. Note, this is the only place where the
round key is used in the algorithm.

• Splitting: The resulting 48-bit value is split into eight lots of six-bit values.
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• S-Box: Each six-bit value is passed into one of eight di"erent S-Boxes (Substitution Box)
to produce a four-bit result. The S-Boxes represent the non-linear component in the DES
algorithm and their design is a major contributor to the algorithms security. Each S-Box
is a look-up table of four rows and sixteen columns. The six input bits specify which row
and column to use. Bits 1 and 6 generate the row number, whilst bits 2, 3, 4 and 5 specify
the column number. The output of each S-Box is the value held in that element in the
table.

• P-Box: We now have eight lots of four-bit outputs which are then combined into a 32-bit
value and permuted to form the output of the function F .

The overall structure of DES is explained in Fig. 5.

Figure 5. Structure of the DES function F
1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8  9  0  1  2

1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5  6  7  8

XOR with round key

S-Box 1 S-Box 2 S-Box 3 S-Box 4 S-Box 5 S-Box 6 S-Box 7 S-Box 8
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P-Box

Expansion permutation

We now give details of each of the steps which we have not yet fully defined.
2.1.1. Initial Permutation, IP:. The DES initial permutation is defined in the following table.

Here the 58 in the first position means that the first bit of the output from the IP is the 58th bit
of the input, and so on.

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

The inverse permutation is given in a similar manner by the following table.
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40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

2.1.2. Expansion Permutation, E:. The expansion permutation is given in the following table.
Each row corresponds to the bits which are input into the corresponding S-Box at the next stage.
Notice how the bits which select a row of one S-Box (the first and last bit on each row) are also
used to select the column of another S-Box.

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

2.1.3. S-Box: The details of the eight DES S-Boxes are given in the Fig. 6. Recall that each
box consists of a table with four rows and sixteen columns.

2.1.4. The P-Box Permutation, P:. The P-Box permutation takes the eight lots of four-bit
nibbles, output of the S-Boxes, and produces a 32-bit permutation of these values as given by the
following table.

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

2.2. DES Key Schedule. The DES key schedule takes the 56-bit key, which is actually input
as a bitstring of 64 bits comprising of the key and eight parity bits, for error detection. These parity
bits are in bit positions 8, 16, . . . , 64 and ensure that each byte of the key contains an odd number
of bits.

We first permute the bits of the key according to the following permutation (which takes a
64-bit input and produces a 56-bit output, hence discarding the parity bits).

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4
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Figure 6. DES S-Boxes
S-Box 1

14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

S-Box 2
15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5
0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15
13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9

S-Box 3
10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1
13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7
1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12

S-Box 4
7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14

S-Box 5
2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3

S-Box 6
12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11
10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8
9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13

S-Box 7
4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

S-Box 8
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

The output of this permutation, called PC-1 in the literature, is divided into a 28-bit left half C0

and a 28-bit right half D0. Now for each round we compute

Ci = Ci!1 " pi,

Di = Di!1 " pi,

where x " pi means perform a cyclic shift on x to the left by pi positions. If the round number i
is 1, 2, 9 or 16 then we shift left by one position, otherwise we shift left by two positions.
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Finally the two portions Ci and Di are joined back together and are subject to another per-
mutation, called PC-2, to produce the final 48-bit round key. The permutation PC-2 is described
below.

14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

3. Rijndael

The AES winner was decided in fall 2000 to be the Rijndael algorithm designed by Daemen
and Rijmen. Rijndael is a block cipher which does not rely on the basic design of the Feistel cipher.
However, Rijndael does have a number of similarities with DES. It uses a repeated number of rounds
to obtain security and each round consists of substitutions and permutations, plus a key addition
phase. Rijndael in addition has a strong mathematical structure, as most of its operations are based
on arithmetic in the field F28 . However, unlike DES the encryption and decryption operations are
distinct.

Recall that elements of F28 are stored as bit vectors (or bytes) representing binary polynomials.
For example the byte given by 0x83 in hexadecimal, gives the bit pattern

1, 0, 0, 0, 0, 0, 1, 1

since
0x83 = 8 · 16 + 3 = 131

in decimal. One can obtain the bit pattern directly by noticing that 8 in binary is 1, 0, 0, 0 and 3 in
4-bit binary is 0, 0, 1, 1 and one simply concatenates these two bit strings together. The bit pattern
itself then corresponds to the binary polynomial

x7 + x + 1.

So we say that the hexadecimal number 0x83 represents the binary polynomial

x7 + x + 1.

Arithmetic in F28 is performed using polynomial arithmetic modulo the irreducible polynomial

m(x) = x8 + x4 + x3 + x + 1.

Rijndael identifies 32-bit words with polynomials in F28 [X] of degree less than four. This is done
in a big-endian format, in that the smallest index corresponds to the least important coe!cient.
Hence, the word

a07a17a27a3

will correspond to the polynomial

a3X
3 + a2X

2 + a1X + a0.

Arithmetic is performed on polynomials in F28[X] modulo the reducible polynomial

M(X) = X4 + 1.

Hence, arithmetic is done on these polynomials in a ring rather than a field, since M(X) is reducible.
Rijndael is a parametrized algorithm in that it can operate on block sizes of 128, 192 or 256

bits, it can also accept keys of size 128, 192 or 256 bits. For each combination of block and key
size a di"erent number of rounds is specified. To make our discussion simpler we shall consider
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the simpler, and probably more used, variant which uses a block size of 128 bits and a key size of
128 bits, in which case 10 rounds are specified. From now on our discussion is only of this simpler
version.

Rijndael operates on an internal four-by-four matrix of bytes, called the state matrix

S =

4

556

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

7

889 ,

which is usually held as a vector of four 32-bit words, each word representing a column. Each round
key is also held as a four-by-four matrix

Ki =

4

556

k0,0 k0,1 k0,2 k0,3

k1,0 k1,1 k1,2 k1,3

k2,0 k2,1 k2,2 k2,3

k3,0 k3,1 k3,2 k3,3

7

889 .

3.1. Rijndael Operations. The Rijndael round function operates using a set of four opera-
tions which we shall first describe.

3.1.1. SubBytes: There are two types of S-Boxes used in Rijndael: One for the encryption
rounds and one for the decryption rounds, each one being the inverse of the other. We shall describe
the encryption S-Box, the decryption one will follow immediately. The S-Boxes of DES were chosen
by searching through a large space of possible S-Boxes, so as to avoid attacks such as di"erential
cryptanalysis. The S-Box of Rijndael is chosen to have a simple mathematical structure, which
allows one to formally argue how resilient the cipher is from di"erential and linear cryptanalysis.
Not only does this mathematical structure help protect against di"erential cryptanalysis, but it
also convinces users that it has not been engineered with some hidden trapdoor.

Each byte s = [s7, . . . , s0] of the Rijndael state matrix is taken in turn and considered as an
element of F28 . The S-Box can be mathematically described in two steps:

(1) The multiplicative inverse in F28 of s is computed to produce a new byte x = [x7, . . . , x0].
For the element [0, . . . , 0] which has no multiplicative inverse one uses the convention that
this is mapped to zero.

(2) The bit-vector x is then mapped, via the following a!ne F2 transformation, to the bit-
vector y:

4

55555555556

y0

y1

y2

y3

y4

y5

y6

y7

7

88888888889

=

4

55555555556

1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

7

88888888889

·

4

55555555556

x0

x1

x2

x3

x4

x5

x6

x7

7

88888888889

5

4

55555555556

1
1
0
0
0
1
1
0

7

88888888889

.

The new byte is given by y. The decryption S-Box is obtained by first inverting the a!ne trans-
formation and then taking the multiplicative inverse. These byte substitutions can either be im-
plemented using table look-up or by implementing circuits, or code, which implement the inverse
operation in F28 and the a!ne transformation.

3.1.2. ShiftRows: The ShiftRows operation in Rijndael performs a cyclic shift on the state
matrix. Each row is shifted by di"erent o"sets. For the version of Rijndael we are considering this
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is given by 4

556

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

7

889 )!$

4

556

s0,0 s0,1 s0,2 s0,3

s1,1 s1,2 s1,3 s1,0

s2,2 s2,3 s2,0 s2,1

s3,3 s3,0 s3,1 s3,2

7

889 .

The inverse of the ShiftRows operation is simply a similar shift but in the opposite direction. The
ShiftRows operation ensures that the columns of the state matrix ‘interact’ with each other over a
number of rounds.

3.1.3. MixColumns: The MixColumns operation ensures that the rows in the state matrix ‘in-
teract’ with each other over a number of rounds; combined with the ShiftRows operation it ensures
each byte of the output state depends on each byte of the input state.

We consider each column of the state in turn and consider it as a polynomial of degree less than
four with coe!cients in F28. The new column [b0, b1, b2, b3] is produced by taking this polynomial

a(X) = a0 + a1X + a2X
2 + a3X

3

and multiplying it by the polynomial

c(X) = 0x02 + 0x01 · X + 0x01 · X2 + 0x03 · X3

modulo
M(X) = X4 + 1.

This operation is conveniently represented by the following matrix operation in F28 ,
4

556

b0

b1

b2

b3

7

889 =

4

556

0x02 0x03 0x01 0x01
0x01 0x02 0x03 0x01
0x01 0x01 0x02 0x03
0x03 0x01 0x01 0x02

7

889 ·

4

556

a0

a1

a2

a3

7

889 .

In F28 the above matrix is invertible, hence the inverse of the MixColumns operation can also be
implemented using a matrix multiplication such as that above.

3.1.4. AddRoundKey: The round key addition is particularly simple. One takes the state matrix
and XORs it, byte by byte, with the round key matrix. The inverse of this operation is clearly the
same operation.

3.2. Round Structure. The Rijndael algorithm can now be described using the pseudo-code
in Algorithm 8.1. The message block to encrypt is assumed to be entered into the state matrix
S, the output encrypted block is also given by the state matrix S. Notice that the final round
does not perform a MixColumns operation. The corresponding decryption operation is described
in Algorithm 8.2.

Algorithm 8.1: Rijndael Encryption Outline
AddRoundKey(S,K0)
for i = 1 to 9 do

SubBytes(S)
ShiftRows(S)
MixColumns(S)
AddRoundKey(S,Ki)

end
SubBytes(S)
ShiftRows(S)
AddRoundKey(S,K10)
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Algorithm 8.2: Rijndael Decryption Outline
AddRoundKey(S,K10)
InverseShiftRows(S)
InverseSubBytes(S)
for i = 9 downto 1 do

AddRoundKey(S,Ki)
InverseMixColumns(S)
InverseShiftRows(S)
InverseSubBytes(S)

end
AddRoundKey(S,K0)

3.3. Key Schedule. The only thing left to describe is how Rijndael computes the round keys
from the main key. Recall that the main key is 128 bits long, and we need to produce 11 round
keys K0, . . . ,K11 all of which consist of four 32-bit words. Each word corresponding to a column
of a matrix as described above. The key schedule makes use of a round constant which we shall
denote by

RCi = xi (mod x8 + x4 + x3 + x + 1).
We label the round keys as (W4i,W4i+1,W4i+2,W4i+3) where i is the round. The initial main

key is first divided into four 32-bit words (k0, k1, k2, k3). The round keys are then computed as in
Algorithm 8.3, where RotBytes is the function which rotates a word to the left by a single byte,
and SubBytes applies the Rijndael encryption S-Box to every byte in a word.

Algorithm 8.3: Rijndael Key Schedule
W0 = K0,W1 = K1,W2 = K2,W3 = K3

for i = 1 to 10 do
T =RotBytes(W4i!1)
T =SubBytes(T )
T = T 5RCi

W4i = W4i!4 5 T
W4i+1 = W4i!3 5W4i

W4i+2 = W4i!2 5W4i+1

W4i+3 = W4i!1 5W4i+2

end

4. Modes of Operation

A block cipher like DES or Rijndael can be used in a variety of ways to encrypt a data string.
Soon after DES was standardized another US Federal standard appeared giving four recommended
ways of using DES for data encryption. These modes of operation have since been standardized
internationally and can be used with any block cipher. The four modes are

• ECB Mode: This is simple to use, but su"ers from possible deletion and insertion attacks.
A one-bit error in ciphertext gives one whole block error in the decrypted plaintext.

• CBC Mode: This is the best mode to use as a block cipher since it helps protect against
deletion and insertion attacks. In this mode a one-bit error in the ciphertext gives not
only a one-block error in the corresponding plaintext block but also a one-bit error in the
next decrypted plaintext block.
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• OFB Mode: This mode turns a block cipher into a stream cipher. It has the property
that a one-bit error in ciphertext gives a one-bit error in the decrypted plaintext.

• CFB Mode: This mode also turns a block cipher into a stream cipher. A single bit error
in the ciphertext a"ects both this block and the next, just as in CBC mode.

Over the years various other modes of operation have been presented, probably the most popular
of the more modern modes is

• CTR Mode: This also turns the block cipher into a stream cipher, but in enables blocks to
be processed in parallel, thus providing performance advantages when parallel processing
is available.

We shall now describe each of these five modes of operation in detail.

4.1. ECB Mode. Electronic Code Book Mode, or ECB Mode, is the simplest way to use a
block cipher. The data to be encrypted m is divided into blocks of n bits:

m1,m2, . . . ,mq

with the last block padded if needed. The ciphertext blocks c1, . . . , cq are then defined as follows

ci = ek(mi),

as described in Fig. 7. Decipherment is simply the reverse operation as explained in Fig. 8.

Figure 7. ECB encipherment
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ECB Mode has a number of problems: the first is due to the property that if mi = mj then we
have ci = cj , i.e. the same input block always generates the same output block. This is a problem
since stereotyped beginnings and ends of messages are common. The second problem comes because

Figure 8. ECB decipherment
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we could simply delete blocks from the message and no one would know. Thirdly we could replay
known blocks from other messages. By extracting ciphertext corresponding to a known piece of
plaintext we can then amend other transactions to contain this known block of text.

To see all these problems suppose our block cipher is rather simple and encrypts each English
word as a block. Suppose we obtained the encryption of the sentences

Pay Alice one hundred pounds,
Don’t pay Bob two hundred pounds,

which encrypted were
the horse has four legs,

stop the pony hasn’t four legs.
We can now make the recipient pay Alice two hundred pounds by sending her the message

the horse hasn’t four legs,
in other words we have replaced a block from one message by a block from another message. Or
we could stop the recipient paying Alice one hundred pounds by inserting the encryption stop of
don’t onto the front of the original message to Alice. Or we can make the recipient pay Bob two
hundred pounds by deleting the first block of the message sent to him.

These threats can be countered by adding checksums over a number of plaintext blocks, or by
using a mode of operation which adds some ‘context’ to each ciphertext block.

4.2. CBC Mode. One way of countering the problems with ECB Mode is to chain the cipher,
and in this way add context to each ciphertext block. The easiest way of doing this is to use Cipher
Block Chaining Mode, or CBC Mode.

Again, the plaintext must first be divided into a series of blocks

m1, . . . ,mq,

and as before the final block may need padding to make the plaintext length a multiple of the block
length. Encryption is then performed via the equations

c1 = ek(m1 5 IV ),
ci = ek(mi 5 ci!1) for i > 1,

see also Fig. 9.
Notice that we require an additional initial value IV to be passed to the encryption function,

which can be used to make sure that two encryptions of the same plaintext produce di"erent
ciphertexts. In some situations one therefore uses a random IV with every message, usually when
the same key will be used to encrypt a number of messages. In other situations, mainly when the
key to the block cipher is only going to be used once, one chooses a fixed IV , for example the
all zero string. In the case where a random IV is used, it is not necessary for the IV to be kept
secret and it is usually transmitted in the clear from the encryptor to the decryptor as part of the
message. The distinction between the reasons for using a fixed or random value for IV is expanded
upon further in Chapter 21.

Decryption also requires the IV and is performed via the equations,

m1 = dk(c1)5 IV ,

mi = dk(ci)5 ci!1 for i > 1,

see Fig. 10.
With ECB Mode a single bit error in transmission of the ciphertext will result in a whole

block being decrypted wrongly, whilst in CBC Mode we see that not only will we decrypt a block
incorrectly but the error will also a"ect a single bit of the next block.
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Figure 9. CBC encipherment
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Figure 10. CBC decipherment
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4.3. OFB Mode. Output Feedback Mode, or OFB Mode enables a block cipher to be used
as a stream cipher. We need to choose a variable j (1 ( j ( n) which will denote the number of
bits output by the keystream generator on each iteration. We use the block cipher to create the
keystream, j bits at a time. It is however usually recommended to take j = n as that makes the
expected cycle length of the keystream generator larger.

Again we divide plaintext into a series of blocks, but this time each block is j-bits, rather than
n-bits long:

m1, . . . ,mq.

Encryption is performed as follows, see Fig. 11 for a graphical representation. First we set X1 = IV ,
then for i = 1, 2, . . . , q, we perform the following steps,

Yi = ek(Xi),
Ei = j leftmost bits of Yi,

ci = mi 5 Ei,

Xi+1 = Yi.

Decipherment in OFB Mode is performed in a similar manner as described in Fig. 12.

4.4. CFB Mode. The next mode we consider is called Cipher FeedBack Mode, or CFB Mode.
This is very similar to OFB Mode in that we use the block cipher to produce a stream cipher. Recall
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Figure 11. OFB encipherment
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Figure 12. OFB decipherment
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that in OFB Mode the keystream was generated by encrypting the IV and then iteratively encrypt-
ing the output from the previous encryption. In CFB Mode the keystream output is produced by
the encryption of the ciphertext, as in Fig. 13, by the following steps,

Y0 = IV ,

Zi = ek(Yi!1),
Ei = j leftmost bits of Zi,

Yi = mi 5 Ei.

We do not present the decryption steps, but leave these as an exercise for the reader.

4.5. CTR Mode. The next mode we consider is called Counter Mode, or CTR Mode. This
combines many of the advantages of ECB Mode, but with none of the disadvantages. We first select
a public IV , or counter, which is chosen di"erently for each message encrypted under the fixed key
k. Then encryption proceeds for the ith block, by encrypting the value of IV + i and then xor’ing
this with the message block. In other words we have

ci = mi 5 ek(IV + i).

This is explained pictorially in Figure 14
CTR Mode has a number of interesting properties. Firstly since each block can be encrypted

independently, much like in ECB Mode, we can process each block at the same time. Compare this
to CBC Mode, OFB Mode or CFB Mode where we cannot start encrypting the second block until
the first block has been encrypted. This means that encryption, and decryption, can be performed
in parallel. However, unlike ECB Mode two equal blocks will not encrypt to the same ciphertext
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Figure 13. CFB encipherment
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Figure 14. CTR encipherment
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value. This is because each plaintext block is encrypted using a di"erent input to the encryption
function, in some sense we are using the block cipher encryption of the di"erent inputs to produce
a stream cipher. Also unlike ECB Mode each ciphertext block corresponds to a precise position
within the ciphertext, as its position information is needed to be able to decrypt it successfully.

Chapter Summary

• The most popular block cipher is DES, which is itself based on a general design called a
Feistel cipher.

• A comparatively recent block cipher is the AES cipher, called Rijndael.
• Both DES and Rijndael obtain their security by repeated application of simple rounds

consisting of substitution, permutation and key addition.
• To use a block cipher one needs to also specify a mode of operation. The simplest mode

is ECB mode, which has a number of problems associated with it. Hence, it is common
to use a more advanced mode such as CBC or CTR mode.
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• Some block cipher modes, such as CFB, OFB and CTR modes, allow the block cipher to
be used in a stream cipher.

Further Reading

The Rijndael algorithm, the AES process and a detailed discussion of attacks on block ciphers
and Rijndael in particular can be found in the book by Daemen and Rijmen. Stinson’s book is the
best book to explain di"erential cryptanalysis for students.

J. Daemen and V. Rijmen. The Design of Rijndael: AES – The Advanced Encryption Standard.
Springer-Verlag, 2002.

D. Stinson. Cryptography Theory and Practice. CRC Press, 1995.



CHAPTER 9

Symmetric Key Distribution

Chapter Goals

• To understand the problems associated with managing and distributing secret keys.
• To learn about key distribution techniques based on symmetric key based protocols.
• To introduce the formal analysis of protocols.

1. Key Management

To be able to use symmetric encryption algorithms such as DES or Rijndael we need a way for
the two communicating parties to share the secret key. In this first section we discuss some issues
related to how keys are managed, in particular

• key distribution,
• key selection,
• key lifetime,

But before we continue we need to distinguish between di"erent types of keys. The following
terminology will be used throughout this chapter and beyond:

• Static (or long-term) Keys: These are keys which are to be in use for a long time
period. The exact definition of long will depend on the application, but this could mean
from a few hours to a few years. The compromise of a static key is usually considered to
be a major problem, with potentially catastrophic consequences.

• Ephemeral, or Session (or short-term) Keys: These are keys which have a short
life-time, maybe a few seconds or a day. They are usually used to provide confidentiality
for the given time period. The compromise of a session key should only result in the
compromise of that session’s secrecy and it should not a"ect the long-term security of the
system.

1.1. Key Distribution. Key distribution is one of the fundamental problems with cryptog-
raphy. There are a number of solutions to this problem; which one of these one chooses depends
on the overall situation.

• Physical Distribution: Using trusted couriers or armed guards, keys can be distributed
using traditional physical means. Until the 1970s this was in e"ect the only secure way of
distributing keys at system setup. It has a large number of physical problems associated
with it, especially scalability, but the main drawback is that security no longer rests with
the key but with the courier. If we can bribe, kidnap or kill the courier then we have
broken the system.

• Distribution Using Symmetric Key Protocols: Once some secret keys have been
distributed between a number of users and a trusted central authority, we can use the
trusted authority to help generate keys for any pair of users as the need arises. Protocols
to perform this task will be discussed in this chapter. They are usually very e!cient but
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have some drawbacks. In particular they usually assume that both the trusted authority
and the two users who wish to agree on a key are both on-line. They also still require a
physical means to set the initial keys up.

• Distribution Using Public Key Protocols: Using public key cryptography, two par-
ties, who have never met or who do not trust any one single authority, can produce a
shared secret key. This can be done in an on-line manner, using a key exchange proto-
col. Indeed this is the most common application of public key techniques for encryption.
Rather than encrypting large amounts of data by public key techniques we agree a key by
public key techniques and then use a symmetric cipher to actually do the encryption.

To understand the scale of the problem, if our system is to cope with n separate users, and
each user may want to communicate securely with any other user, then we require

n(n! 1)
2

separate secret keys. This soon produces huge key management problems; a small university with
around 10 000 students would need to have around fifty million separate secret keys.

With a large number of keys in existence one finds a large number of problems. For example
what happens when your key is compromised? In other words someone else has found your key.
What can you do about it? What can they do? Hence, a large number of keys produces a large
key management problem.

One solution is for each user to hold only one key with which it communicates with a central
authority, hence a system with n users will only require n keys. When two users wish to communi-
cate they generate a secret key which is only to be used for that message, a so-called session key.
This session key can be generated with the help of the central authority using one of the protocols
that appear later in this chapter.

1.2. Key Selection. The keys which one uses should be truly random, since otherwise an
attacker may be able to determine information simply by knowing the more likely keys and the
more likely messages, as we saw in a toy example in Chapter 5. All keys should be equally likely
and really need to be generated using a true random number generator, however such a good source
of entropy is hard to find.

Whilst a truly random key will be very strong, it is hard for a human to remember. Hence,
many systems use a password or pass phrase to generate a secret key. But now one needs to worry
even more about brute force attacks. As one can see from the following table, a typical PIN-like
password of a number between 0 and 9999 is easy to mount a brute force attack against, but even
using eight printable characters does not push us to the 280 possibilities that we would like to ensure
security.

Key size Decimal digits Printable characters
4 104 , 213 107 , 223

8 108 , 226 1015 , 250

One solution may be to use long pass phrases of 20–30 characters, but these are likely to lack
su!cient entropy since we have already seen that natural language is not very random.

Short passwords based on names or words are a common problem in many large organizations.
This is why a number of organizations now have automatic checking that passwords meet certain
criteria such as

• at least one lower case letter,
• at least one upper case letter,
• at least one numeric character,
• at least one non-alpha-numeric character,
• at least eight characters in length.
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But such rules, even though they eliminate the chance of a dictionary attack, still reduce the number
of possible passwords from what they would be if they were chosen uniformly at random from all
choices of eight printable characters.

1.3. Key Lifetime. One issue one needs to consider when generating and storing keys is the
key lifetime. A general rule is that the longer the key is in use the more vulnerable it will be and the
more valuable it will be to an attacker. We have already touched on this when mentioning the use of
session keys. However, it is important to destroy keys properly after use. Relying on an operating
system to delete a file by typing del/rm does not mean that an attacker cannot recover the file
contents by examining the hard disk. Usually deleting a file does not destroy the file contents,
it only signals that the file’s location is now available for overwriting with new data. A similar
problem occurs when deleting memory in an application.

1.4. Secret Sharing. As we have mentioned already the main problem is one of managing
the secure distribution of keys. Even a system which uses a trusted central authority needs some
way of getting the keys shared between the centre and each user out to the user.

One possible solution is key splitting (more formally called secret sharing) where we divide the
key into a number of shares

K = k1 5 k2 5 · · · 5 kr.

Each share is then distributed via separate routes. The beauty of this is that an attacker needs to
attack all the routes so as to obtain the key. On the other hand attacking one route will stop the
legitimate user from recovering the key.

We will discuss secret sharing in more detail in Chapter 23.

2. Secret Key Distribution

Recall, if we have n users each of whom wish to communicate securely with each other then we
would require

n(n! 1)
2

separate long-term key pairs. As remarked earlier this leads to huge key management problems
and issues related to the distribution of the keys. We have already mentioned that it is better to
use session keys and few long-term keys, but we have not explained how one deploys the session
keys.

To solve this problem the community developed a number of protocols which make use of
symmetric key cryptography to distribute secret session keys, some of which we shall describe in
this section. Later on we shall look at public key techniques for this problem, which are often more
elegant.

2.1. Notation. We first need to set up some notation to describe the protocols. Firstly we
set up the names of the parties and quantities involved.

• Parties/Principals: A,B, S.
Assume the two parties who wish to agree a secret are A and B, for Alice and Bob. We
assume that they will use a trusted third party, or TTP, which we shall denote by S.

• Shared Secret Keys: Kab,Kbs,Kas.
Kab will denote a secret key known only to A and B.

• Nonces: Na, Nb.
Nonces are numbers used only once, they should be random. The quantity Na will denote
a nonce originally produced by the principal A. Note, other notations for nonces are
possible and we will introduce them as the need arises.
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• Timestamps: Ta, Tb, Ts.
The quantity Ta is a timestamp produced by A. When timestamps are used we assume
that the parties try to keep their clocks in synchronization using some other protocol.

The statement
A !$ B : M,A,B, {Na,M,A,B}Kas ,

means A sends to B the message to the right of the colon. The message consists of
• a nonce M ,
• A the name of party A,
• B the name of party B,
• a message {Na,M,A,B} encrypted under the key Kas which A shares with S. Hence, the

recipient B is unable to read the encrypted part of this message.
Before presenting our first protocol we need to decide the goals of key agreement and key transport,
and what position the parties start from. We assume all parties, A and B say, only share secret
keys, Kas and Kbs with the trusted third party S. They want to agree/transport a session key Kab

for a communication between themselves.
We also need to decide what capabilities an attacker has. As always we assume the worst

possible situation in which an attacker can intercept any message flow over the network. She can
then stop a message, alter it or change its destination. An attacker is also able to distribute her
own messages over the network. With such a high-powered attacker it is often assumed that the
attacker is the network.

This new session key should be fresh, i.e. it has not been used by any other party before and
has been recently created. The freshness property will stop attacks whereby the adversary replays
messages so as to use an old key again. Freshness also can be useful in deducing that the party
with which you are communicating is still alive.

2.2. Wide-Mouth Frog Protocol. Our first protocol is the Wide-Mouth Frog protocol,
which is a simple protocol invented by Burrows. The protocol transfers a key Kab from A to B
via S, it uses only two messages but has a number of drawbacks. In particular it requires the use
of synchronized clocks, which can cause a problem in implementations. In addition the protocol
assumes that A chooses the session key Kab and then transports this key over to user B. This
implies that user A is trusted by user B to be competent in making and keeping keys secret. This
is a very strong assumption and the main reason that this protocol is not used much in real life.
However, it is very simple and gives a good example of how to analyse a protocol formally, which
we shall come to later in this chapter.

The protocol proceeds in the following steps, as illustrated in Fig. 1,

A !$ S : A, {Ta, B,Kab}Kas ,

S !$ B : {Ts, A,Kab}Kbs .

On obtaining the first message the trusted third party S decrypts the last part of the message and
checks that the timestamp is recent. This decrypted message tells S he should forward the key to
the party called B. If the timestamp is verified to be recent, S encrypts the key along with his
timestamp and passes this encryption onto B. On obtaining this message B decrypts the message
received and checks the time stamp is recent, then he can recover both the key Kab and the name
A of the person who wants to send data to him using this key.

The checks on the timestamps mean the session key should be recent, in that it left user A a
short time ago. However, user A could have generated this key years ago and stored it on his hard
disk, in which time Eve broke in and took a copy of this key.

We already said that this protocol requires that all parties need to keep synchronized clocks.
However, this is not such a big problem since S checks or generates all the timestamps used in the
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Figure 1. Wide-Mouth Frog protocol
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protocol. Hence, each party only needs to record the di"erence between its clock and the clock
owned by S. Clocks are then updated if a clock drift occurs which causes the protocol to fail.

This protocol is really too simple; much of the simplicity comes by assuming synchronized clocks
and by assuming party A can be trusted with creating session keys.

Figure 2. Needham–Schroeder protocol
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2.3. Needham–Schroeder Protocol. We shall now look at more complicated protocols,
starting with one of the most famous namely, the Needham–Schroeder protocol. This protocol was
developed in 1978, and is one of most highly studied protocols ever; its fame is due to the fact
that even a simple protocol can hide security flaws for a long time. The basic message flows are
described as follows, as illustrated in Fig. 2,

A !$ S : A,B,Na,

S !$ A : {Na, B,Kab, {Kab, A}Kbs}Kas ,

A !$ B : {Kab, A}Kbs ,
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B !$ A : {Nb}Kab ,

A !$ B : {Nb ! 1}Kab .

We now look at each message in detail, and explain what it does.
• The first message tells S that A wants a key to communicate with B.
• In the second message S generates the session key Kab and sends it back to A. The nonce

Na is included so that A knows this was sent after her request of the first message. The
session key is also encrypted under the key Kbs for sending to B.

• The third message conveys the session key to B.
• B needs to check that the third message was not a replay. So he needs to know if A is still

alive, hence, in the fourth message he encrypts a nonce back to A.
• In the final message, to prove to B that she is still alive, A encrypts a simple function of

B’s nonce back to B.
The main problem with the Needham–Schroeder protocol is that B does not know that the key he
shares with A is fresh, a fact which was not spotted until some time after the original protocol was
published. An adversary who finds an old session transcript can, after finding the old session key
by some other means, use the old session transcript in the last three messages involving B. Hence,
the adversary can get B to agree to a key with the adversary, which B thinks he is sharing with A.

Note, A and B have their secret session key generated by S and so neither party needs to
trust the other to produce ‘good’ keys. They of course trust S to generate good keys since S
is an authority trusted by everyone. In some applications this last assumption is not valid and
more involved algorithms, or public key algorithms, are required. In this chapter we shall assume
everyone trusts S to perform correctly any action we require of him.

2.4. Otway–Rees Protocol. The Otway–Rees protocol from 1987 is not used that much,
but again it is historically important. Like the Needham–Schroeder protocol it does not use syn-
chronized clocks, but again it su"ers from a number of problems.

As before two people wish to agree a key using a trusted server S. There are two nonces Na

and Nb used to flag certain encrypted components as recent. In addition a nonce M is used to flag
that the current set of communications are linked. The Otway–Rees protocol is shorter than the
Needham–Schroeder protocol since it only requires four messages, but the message types are very
di"erent. As before the server generates the key Kab for the two parties.

Figure 3. Otway–Rees protocol
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The message flows in the Otway–Rees protocol are as follows, as illustrated in Fig. 3,

A !$ B : M,A,B, {Na,M,A,B}Kas ,

B !$ S : M,A,B, {Na,M,A,B}Kas , {Nb,M,A,B}Kbs ,

S !$ B : M, {Na,Kab}Kas , {Nb,Kab}Kbs ,

B !$ A : M, {Na,Kab}Kas .

Since the protocol does not make use of Kab as an encryption key, neither party knows whether
the key is known to each other. We say that Otway–Rees is a protocol which does not o"er key
confirmation. Let us see what the parties do know: A knows that B sent a message containing a
nonce Na which A knows to be fresh, since A originally generated the nonce. So B must have sent
a message recently. On the other hand B has been told by the server that A used a nonce, but B
has no idea whether this was a replay of an old message.

2.5. Kerberos. We end this section by looking at Kerberos. Kerberos is an authentication
system based on symmetric encryption with keys shared with an authentication server; it is based
on ideas underlying the Needham–Schroeder protocol. Kerberos was developed at MIT around
1987 as part of Project Athena. A modified version of this original version of Kerberos is now used
in Windows 2000.

The network is assumed to consist of clients and a server, where the clients may be users,
programs or services. Kerberos keeps a central database of clients including a secret key for each
client, hence Kerberos requires a key space of size O(n) if we have n clients. Kerberos is used to
provide authentication of one entity to another and to issue session keys to these entities.

In addition Kerberos can run a ticket granting system to enable access control to services and
resources. The division between authentication and access is a good idea which we shall see later
echoed in SPKI. This division mirrors what happens in real companies. For example, in a company
the personnel department administers who you are, whilst the computer department administers
what resources you can use. This division is also echoed in Kerberos with an authentication server
and a ticket generation server TGS. The TGS gives tickets to enable users to access resources, such
as files, printers, etc.

Suppose A wishes to access a resource B. First A logs onto the authentication server using a
password. The user A is given a ticket from this server encrypted under her password. This ticket
contains a session key Kas. She now uses Kas to obtain a ticket from the TGS S to access the
resource B. The output of the TGS is a key Kab , a timestamp TS and a lifetime L. The output
of the TGS is used to authenticate A in subsequent tra!c with B.

The flows look something like those given in Fig. 4,

A !$ S : A,B,

S !$ A : {TS , L,Kab, B, {TS , L,Kab, A}Kbs}Kas ,

A !$ B : {TS , L,Kab, A}Kbs , {A,TA}Kab ,

B !$ A : {TA + 1}Kab .

• The first message is A telling S that she wants to access B.
• If S allows this access then a ticket {TS , L,Kab, A} is created. This is encrypted under

Kbs and sent to A for forwarding to B. The user A also gets a copy of the key in a form
readable by her.

• The user A wants to verify that the ticket is valid and that the resource B is alive. Hence,
she sends an encrypted nonce/timestamp TA to B.

• The resource B sends back the encryption of TA + 1, after checking that the timestamp
TA is recent, thus proving he knows the key and is alive.
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We have removed the problems associated with the Needham–Schroeder protocol by using times-
tamps, but this has created the requirement for synchronized clocks.

Figure 4. Kerberos
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3. Formal Approaches to Protocol Checking

One can see that the above protocols are very intricate; spotting flaws in them can be a very
subtle business. To try and make the design of these protocols more scientific a number of formal
approaches have been proposed. The most influential of these is the BAN logic invented by Burrows,
Abadi and Needham.

The BAN logic has a large number of drawbacks but was very influential in the design and
analysis of symmetric key based key agreement protocols such as Kerberos and the Needham–
Schroeder protocol. It has now been supplanted by more complicated logics and formal methods,
but it is of historical importance and the study of the BAN logic can still be very instructive for
protocol designers.

The main idea of BAN logic is that one should concentrate on what the parties believe is
happening. It does not matter what is actually happening, we need to understand exactly what
each party can logically deduce, from its own view of the protocol, as to what is actually happening.
Even modern approaches to modelling PKI have taken this approach and so we shall now examine
the BAN logic in more detail.

We first introduce the notation
• P | -X means P believes (or is entitled to believe) X.

The principal P may act as though X is true.
• P!X means P sees X.

Someone has sent a message to P containing X, so P can now read and repeat X.
• P | 8X means P once said X and P believed X when it was said.

Note this tells us nothing about whether X was said recently or in the distant past.
• P |9X means P has jurisdiction over X.

This means P is an authority on X and should be trusted on this matter.
• #X means the formula X is fresh.

This is usually used for nonces.
• P

K0 Q means P and Q may use the shared key K to communicate.
The key is assumed good and it will never be discovered by anyone other than P and Q,
unless the protocol itself makes this happen.
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• {X}K , as usual this means X is encrypted under the key K.
The encryption is assumed to be perfect in that X will remain secret unless deliberately
disclosed by a party at some other point in the protocol.

In addition, conjunction of statements is denoted by a comma.
There are many postulates, or rules of inference, specified in the BAN logic. We shall only

concentrate on the main ones. The format we use to specify rules of inference is as follows:
A,B

C
which means that if A and B are true then we can conclude C is also true. This is a standard
notation used in many areas of logic within computer science.

Message Meaning Rule
A| -A

K0 B,A!{X}K

A| -B| 8X
.

In words, if both
• A believes she shares the key K with B,
• A sees X encrypted under the key K,

we can deduce that A believes that B once said X. Note that this implicitly assumes that A never
said X.

Nonce Verification Rule
A| -#X,A| -B| 8X

A| -B| -X
.

In words, if both
• A believes X is fresh (i.e. recent),
• A believes B once said X,

then we can deduce that A believes that B still believes X.

Jurisdiction Rule
A| -B|9X,A| -B| -X

A| -X
.

In words, if both
• A believes B has jurisdiction over X, i.e. A trusts B on X,
• A believes B believes X,

then we conclude that A also believes X.
Other Rules
The belief operator and conjunction can be manipulated as follows:

P | -X,P | -Y

P | -(X,Y )
,

P | -(X,Y )
P | -X

,
P | -Q| -(X,Y )

P | -Q| -X
.

A similar rule also applies to the ‘once said’ operator
P | -Q| 8(X,Y )

P | -Q| 8X
.

Note that P | -Q| 8X and P | -Q| 8Y does not imply P | -Q| 8(X,Y ), since that would imply X
and Y were said at the same time. Finally, if part of a formula is fresh then so is the whole formula

P | -#X

P | -#(X,Y )
.
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We wish to analyse a key agreement protocol between A and B using the BAN logic. But what
is the goal of such a protocol? The minimum we want to achieve is

A| -A
K0 B and B| -A

K0 B,

i.e. both parties believe they share a secret key with each other.
However, we could expect to achieve more, for example

A| -B| -A
K0 B and B| -A| -A

K0 B,

which is called key confirmation. In words, we may want to achieve that, after the protocol has
run, A is assured that B knows he is sharing a key with A, and it is the same key A believes she
is sharing with B.

Before analysing a protocol using the BAN logic we convert the protocol into logical statements.
This process is called idealization, and is the most error prone part of the procedure since it cannot
be automated. We also need to specify the assumptions, or axioms, which hold at the beginning
of the protocol.

To see this in ‘real life’ we analyse the Wide-Mouth Frog protocol for key agreement using
synchronized clocks.

3.1. Wide-Mouth Frog Protocol. Recall the Wide-Mouth Frog protocol

A !$ S : A, {Ta, B,Kab}Kas ,

S !$ B : {Ts, A,Kab}Kbs .

This becomes the idealized protocol

A !$ S : {Ta, A
Kab0 B}Kas ,

S !$ B : {Ts, A| -A
Kab0 B}Kbs .

One should read the idealization of the first message as telling S that
• Ta is a timestamp/nonce,
• Kab is a key which is meant as a key to communicate with B.

So what assumptions exist at the start of the protocol? Clearly A, B and S share secret keys which
in BAN logic becomes

A| -A
Kas0 S, S| -A

Kas0 S,
B| -B

Kbs0 S, S| -B
Kbs0 S.

There are a couple of nonce assumptions,

S| -#Ta and B| -#Ts.

Finally, we have the following three assumptions
• B trusts A to invent good keys,

B| -(A|9A
Kab0 B),

• B trusts S to relay the key from A,

B| -(S|9A| -A
Kab0 B),

• A knows the session key in advance,

A| -A
Kab0 B.
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Notice how these last three assumptions specify the problems we associated with this protocol in
the earlier section.

Using these assumptions we can now analyse the protocol. Let us see what we can deduce from
the first message

A !$ S : {Ta, A
Kab0 B}Kas .

• Since S sees the message encrypted under Kas he can deduce that A said the message.
• Since Ta is believed by S to be fresh he concludes the whole message is fresh.
• Since the whole message is fresh, S concludes that A currently believes the whole of it.
• S then concludes

S| -A| -A
Kab0 B,

which is what we need to conclude so that S can send the second message of the protocol.
We now look at what happens when we analyse the second message

S !$ B : {Ts, A| -A
Kab0 B}Kbs .

• Since B sees the message encrypted under Kbs he can deduce that S said the message.
• Since Ts is believed by B to be fresh he concludes the whole message is fresh.
• Since the whole message is fresh, B concludes that S currently believes the whole of it.
• So B believes that S believes the second part of the message.
• But B believes S has authority on whether A knows the key and B believes A has authority

to generate the key.
So we conclude

B| -A
Kab0 B

and
B| -A| -A

Kab0 B.

Combining with our axiom A| -A
Kab0 B we conclude that the key agreement protocol is sound.

The only requirement we have not met is that

A| -B| -A
Kab0 B,

i.e. A does not achieve confirmation that B has received the key.
Notice what the application of the BAN logic has done is to make the axioms clearer, so it is

easier to compare which assumptions each protocol needs to make it work. In addition it clarifies
what the result of running the protocol is from all parties’ points of view.

Chapter Summary

• Distributing secret keys used for symmetric ciphers can be a major problem.
• A number of key agreement protocols exist based on a trusted third party and symmet-

ric encryption algorithms. These protocols require long-term keys to have been already
established with the TTP, they may also require some form of clock synchronization.

• Various logics exist to analyse such protocols. The most influential of these has been the
BAN logic. These logics help to identify explicit assumptions and problems associated
with each protocol.
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Further Reading

The paper by Burrows, Abadi and Needham is a very readable introduction to the BAN logic
and a number of key agreement protocols, much of our treatment is based on this paper. For
another, more modern, approach to protocol checking see the book by Ryan et. al., this covers an
approach based on the CSP process algebra.

M. Burrows, M. Abadi and R. Needham. A Logic of Authentication. Digital Equipment Corpora-
tion, SRC Research Report 39, 1990.

P. Ryan, S. Schneider, M. Goldsmith, G. Lowe and B. Ruscoe. Modelling and analysis of security
protocols. Addison–Wesley, 2001.



CHAPTER 10

Hash Functions and Message Authentication Codes

Chapter Goals

• To understand the properties of cryptographic hash functions.
• To understand how existing deployed hash functions work.
• To examine the workings of message authentication codes.

1. Introduction

In many situations we do not wish to protect the confidentiality of information, we simply
wish to ensure the integrity of information. That is we want to guarantee that data has not been
tampered with. In this chapter we look at two mechanisms for this, the first using cryptographic
hash functions is for when we want to guarantee integrity of information after the application of the
function. A cryptographic hash function is usually used as a component of another scheme, since
the integrity is not bound to any entity. The other mechanism we look at is the use of a message
authentication code. These act like a keyed version of a hash function, they are a symmetric key
technique which enables the holders of a symmetric key to agree that only they could have produced
the authentication code on a given message.

Hash functions can also be considered as a special type of manipulation detection code, or
MDC. For example a hash function can be used to protect the integrity of a large file, as used in
some virus protection products. The hash value of the file contents is computed and then either
stored in a secure place (e.g. on a floppy in a safe) or the hash value is put in a file of similar values
which is then digitally signed to stop future tampering.

Both hash functions and MACs will be used extensively later in other schemes. In particular
cryptographic hash functions will be used to compress large messages down to smaller ones to
enable e!cient digital signature algorithms. Another use of hash functions is to produce, in a
deterministic manner, random data from given values. We shall see this application when we build
elaborate and “provably secure” encryption schemes later on in the book.

2. Hash Functions

A cryptographic hash function h is a function which takes arbitrary length bit strings as input
and produces a fixed length bit string as output, the output is often called a hashcode or hash value.
Hash functions are used a lot in computer science, but the crucial di"erence between a standard
hash function and a cryptographic hash function is that a cryptographic hash function should at
least have the property of being one-way. In other words given any string y from the range of h, it
should be computationally infeasible to find any value x in the domain of h such that

h(x) = y.

Another way to describe a hash function which has the one-way property is that it is preimage
resistant. Given a hash function which produces outputs of n bits, we would like a function for
which finding preimages requires O(2n) time.

153
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In practice we need something more than the one-way property. A hash function is called
collision resistant if it is infeasible to find two distinct values x and x" such that

h(x) = h(x").

It is harder to construct collision resistant hash functions than one-way hash functions due to the
birthday paradox. To find a collision of a hash function f , we can keep computing

f(x1), f(x2), f(x3), . . .

until we get a collision. If the function has an output size of n bits then we expect to find a
collision after O(2n/2) iterations. This should be compared with the number of steps needed to find
a preimage, which should be O(2n) for a well-designed hash function. Hence to achieve a security
level of 80 bits for a collision resistant hash function we need roughly 160 bits of output.

But still that is not enough; a cryptographic hash function should also be second preimage
resistant. This is the property that given m it should be hard to find an m" '= m with h(m") = h(m).
Whilst this may look like collision resistance, it is actually related more to preimage resistance. In
particular a cryptographic hash function with n-bit outputs should require O(2n) operations before
one can find a second preimage.

In summary a cryptographic hash function needs to satisfy the following three properties:
(1) Preimage Resistant: It should be hard to find a message with a given hash value.
(2) Collision Resistant: It should be hard to find two messages with the same hash value.
(3) Second Preimage Resistant: Given one message it should be hard to find another

message with the same hash value.
But how are these properties related. We can relate these properties using reductions.

Lemma 10.1. Assuming a function is preimage resistant for every element of the range of h is
a weaker assumption than assuming it either collision resistant or second preimage resistant.

Proof. Suppose h is a function and let O denote an oracle which on input of y finds an x such
that h(x) = y, i.e. O is an oracle which breaks the preimage resistance of the function h.

Using O we can then find a collision in h by pulling x at random and then computing y = h(x).
Passing y to the oracle O will produce a value x" such that y = h(x"). Since h is assumed to have
infinite domain, it is unlikely that we have x = x". Hence, we have found a collision in h.

A similar argument applies to breaking the second preimage resistance of h. !

However, one can construct hash functions which are collision resistant but are not one-way
for some of the range of h. As an example, let g(x) denote a collision resistant hash function with
outputs of bit length n. Now define a new hash function h(x) with output size n+1 bits as follows:

h(x) =
"

07x If |x| = n,
17g(x) Otherwise.

The function h(x) is clearly collision resistant, as we have assumed g(x) is collision resistant. But
the function h(x) is not preimage resistant as one can invert it on any value in the range which
starts with a zero bit. So even though we can invert the function h(x) on some of its input we are
unable to find collisions.

Lemma 10.2. Assuming a function is second preimage resistant is a weaker assumption than
assuming it is collision resistant.

Proof. Assume we are given an oracle O which on input of x will find x" such that x '= x" and
h(x) = h(x"). We can clearly use O to find a collision in h by choosing x at random. !
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3. Designing Hash Functions

To be e"ectively collision free a hash value should be at least 128 bits long, for applications with
low security, but preferably its output should be 160 bits long. However, the input size should be
bit strings of (virtually) infinite length. In practice designing functions of infinite domain is hard,
hence usually one builds a so called compression function which maps bits strings of length s into
bit strings of length n, for s > n, and then chains this in some way so as to produce a function on
an infinite domain. We have seen such a situation before when we considered modes of operation
of block ciphers.

We first discuss the most famous chaining method, namely the Merkle–Damg̊ard construction,
and then we go on to discuss designs for the compression function.

3.1. Merkle–Damg̊ard Construction. Suppose f is a compression function from s bits to
n bits, with s > n, which is believed to be collision resistant. We wish to use f to construct a hash
function h which takes arbitrary length inputs, and which produces hash codes of n bits in length.
The resulting hash function should be collision resistant. The standard way of doing this is to use
the Merkle–Damg̊ard construction described in Algorithm 10.1.

Algorithm 10.1: Merkle–Damg̊ard Construction
l = s! n
Pad the input message m with zeros so that it is a multiple of l bits in length
Divide the input m into t blocks of l bits long, m1, . . . ,mt

Set H to be some fixed bit string of length n.
for i = 1 to t do

H = f(H7mi)
end
return (H)

In this algorithm the variable H is usually called the internal state of the hash function. At
each iteration this internal state is updated, by taking the current state and the next message block
and applying the compression function. At the end the internal state is output as the result of the
hash function.

Algorithm 10.1 describes the basic Merkle–Damg̊ard construction, however it is almost always
used with so called length strengthening. In this variant the input message is preprocessed by first
padding with zero bits to obtain a message which has length a multiple of l bits. Then a final block
of l bits is added which encodes the original length of the unpadded message in bits. This means
that the construction is limited to hashing messages with length less than 2l bits.

To see why the strengthening is needed consider a “baby” compression function f which maps
bit strings of length 8 into bit strings of length 4 and then apply it to the two messages

m1 = 0b0, m2 = 0b00.
Whilst the first message is one bit long and the second message is two bits long, the output of the
basic Merkle–Damg̊ard construction will be

h(m1) = f(0b00000000) = h(m2),

i.e. we obtain a collision. However, with the strengthened version we obtain the following hash
values in our baby example

h(m1) = f(f(0b00000000)70b0001),
h(m2) = f(f(0b00000000)70b0010).

These last two values will be di"erent unless we just happen to have found a collision in f .
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Another form of length strengthening is to add a single one bit onto the data to signal the end
of a message, pad with zeros, and then apply the hash function. Our baby example in this case
would become

h(m1) = f(0b01000000),
h(m2) = f(0b00100000).

Yet another form is to combine this with the previous form of length strengthening, so as to obtain

h(m1) = f(f(0b01000000)70b0001),
h(m2) = f(f(0b00100000)70b0010).

3.2. The MD4 Family. A basic design principle when designing a compression function is
that its output should produce an avalanche a"ect, in other words a small change in the input
produces a large and unpredictable change in the output. This is needed so that a signature on
a cheque for 30 pounds cannot be altered into a signature on a cheque for 30 000 pounds, or vice
versa. This design principle is typified in the MD4 family which we shall now describe.

Several hash functions are widely used, they are all iterative in nature. The three most widely
deployed are MD5, RIPEMD-160 and SHA-1. The MD5 algorithm produces outputs of 128 bits in
size, whilst RIPEMD-160 and SHA-1 both produce outputs of 160 bits in length. Recently NIST
has proposed a new set of hash functions called SHA-256, SHA-384 and SHA-512 having outputs
of 256, 384 and 512 bits respectively, collectively these algorithms are called SHA-2. All of these
hash functions are derived from an earlier simpler algorithm called MD4.

The seven main algorithms in the MD4 family are
• MD4: This has 3 rounds of 16 steps and an output bitlength of 128 bits.
• MD5: This has 4 rounds of 16 steps and an output bitlength of 128 bits.
• SHA-1: This has 4 rounds of 20 steps and an output bitlength of 160 bits.
• RIPEMD-160: This has 5 rounds of 16 steps and an output bitlength of 160 bits.
• SHA-256: This has 64 rounds of single steps and an output bitlength of 256 bits.
• SHA-384: This is identical to SHA-512 except the output is truncated to 384 bits.
• SHA-512: This has 80 rounds of single steps and an output bitlength of 512 bits.

We discuss MD4 and SHA-1 in detail, the others are just more complicated versions of MD4, which
we leave to the interested reader to look up in the literature.

In recent years a number of weaknesses have been found in almost all of the early hash functions
in the MD4 family, for example MD4, MD5 and SHA-1. Hence, it is wise to move all application
to use the SHA-2 algorithms.

3.3. MD4. In MD4 there are three bit-wise functions of three 32-bit variables

f(u, v, w) = (u : v) ; ((¬u) : w),
g(u, v, w) = (u : v) ; (u :w) ; (v : w),
h(u, v, w) = u5 v 5w.

Throughout the algorithm we maintain a current hash state

(H1,H2,H3,H4)

of four 32-bit values initialized with a fixed initial value,

H1 = 0x67452301,
H2 = 0xEFCDAB89,
H3 = 0x98BADCFE,
H4 = 0x10325476.
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There are various fixed constants (yi, zi, si), which depend on each round. We have

yj =

#
%

&

0 0 ( j ( 15,
0x5A827999 16 ( j ( 31,
0x6ED9EBA1 32 ( j ( 47,

and the values of zi and si are given by following arrays,

z0...15 = [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15],
z16...31 = [0, 4, 8, 12, 1, 5, 9, 13, 2, 6, 10, 14, 3, 7, 11, 15],
z32...47 = [0, 8, 4, 12, 2, 10, 6, 14, 1, 9, 5, 13, 3, 11, 7, 15],
s0...15 = [3, 7, 11, 19, 3, 7, 11, 19, 3, 7, 11, 19, 3, 7, 11, 19],

s16...31 = [3, 5, 9, 13, 3, 5, 9, 13, 3, 5, 9, 13, 3, 5, 9, 13],
s32...47 = [3, 9, 11, 15, 3, 9, 11, 15, 3, 9, 11, 15, 3, 9, 11, 15].

The data stream is loaded 16 words at a time into Xj for 0 ( j < 16. The length strengthening
method used is to first append a one bit to the message, to signal its end and then to pad with
zeros to a multiple of the block length. Finally the number of bits of the message is added as a
seperate final block.

We then execute the steps in Algorithm 10.2 for each 16 words entered from the data stream.

Algorithm 10.2: MD4 Overview
(A,B,C,D) = (H1,H2,H3,H4)
Execute Round 1
Execute Round 2
Execute Round 3
(H1,H2,H3,H4) = (H1 + A,H2 + B,H3 + C,H4 + D)

After all data has been read in, the output is the concatenation of the final value of

H1,H2,H3,H4.

The details of the rounds are given by Algorithm 10.3 where " denotes a bit-wise rotate to the
left:

3.4. SHA-1. We use the same bit-wise functions f , g and h as in MD4. For SHA-1 the internal
state of the algorithm is a set of five, rather than four, 32-bit values

(H1,H2,H3,H4,H5).

These are assigned with the initial values

H1 = 0x67452301,
H2 = 0xEFCDAB89,
H3 = 0x98BADCFE,
H4 = 0x10325476,
H5 = 0xC3D2E1F0,
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Algorithm 10.3: Description of the MD4 round functions
Round 1
for j = 0 to 15 do

t = A + f(B,C,D) + Xzj + yj

(A,B,C,D) = (D, t " sj, B,C)
end
Round 2
for j = 16 to 31 do

t = A + g(B,C,D) + Xzj + yj

(A,B,C,D) = (D, t " sj, B,C)
end
Round 3
for j = 32 to 47 do

t = A + h(B,C,D) + Xzj + yj

(A,B,C,D) = (D, t " sj, B,C)
end

We now only define four round constants y1, y2, y3, y4 via

y1 = 0x5A827999,
y2 = 0x6ED9EBA1,
y3 = 0x8F1BBCDC,
y4 = 0xCA62C1D6.

The data stream is loaded 16 words at a time into Xj for 0 ( j < 16, although note the internals of
the algorithm uses an expanded version of Xj with indices from 0 to 79. The length strengthening
method used is to first append a one bit to the message, to signal its end and then to pad with
zeros to a multiple of the block length. Finally the number of bits of the message is added as a
seperate final block.

We then execute the steps in Algorithm 10.4 for each 16 words entered from the data stream.
The details of the rounds are given by Algorithm 10.5.

Algorithm 10.4: SHA-1 Overview
(A,B,C,D,E) = (H1,H2,H3,H4,H5)
/* Expansion */
for j = 16 to 79 do

Xj = ((Xj!3 5Xj!8 5Xj!14 5Xj!16) " 1)
end
Execute Round 1
Execute Round 2
Execute Round 3
Execute Round 4
(H1,H2,H3,H4,H5) = (H1 + A,H2 + B,H3 + C,H4 + D,H5 + E)

Note the one bit left rotation in the expansion step, an earlier algorithm called SHA(now called
SHA-0) was initially proposed by NIST which did not include this one bit rotation. This was
however soon replaced by the new algorithm SHA-1. It turns out that this single one bit rotation
improves the security of the resulting hash function quite a lot.
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Algorithm 10.5: Description of the SHA-1 round functions
Round 1
for j = 0 to 19 do

t = (A " 5) + f(B,C,D) + E + Xj + y1

(A,B,C,D,E) = (t, A,B " 30, C,D)
end
Round 2
for j = 20 to 39 do

t = (A " 5) + h(B,C,D) + E + Xj + y2

(A,B,C,D,E) = (t, A,B " 30, C,D)
end
Round 3
for j = 40 to 59 do

t = (A " 5) + g(B,C,D) + E + Xj + y3

(A,B,C,D,E) = (t, A,B " 30, C,D)
end
Round 4
for j = 60 to 79 do

t = (A " 5) + h(B,C,D) + E + Xj + y4

(A,B,C,D,E) = (t, A,B " 30, C,D)
end

After all data has been read in, the output is the concatenation of the final value of

H1,H2,H3,H4,H5.

3.5. Hash Functions and Block Ciphers. One can also make a hash function out of an
n-bit block cipher, EK . There are a number of ways of doing this, all of which make use of a
constant public initial value IV . Some of the schemes also make use of a function g which maps
n-bit inputs to keys.

We first pad the message to be hashed and divide it into blocks

x0, x1, . . . , xt,

of size either the block size or key size of the underlying block cipher, the exact choice of size
depending on the exact definition of the hash function being created. The output hash value is
then the final value of Hi in the following iteration

H0 = IV,

Hi = f(xi,Hi!1).

The exact definition of the function f depends on the scheme being used. We present just three,
although others are possible.

• Matyas–Meyer–Oseas hash

f(xi,Hi!1) = Eg(Hi!1)(xi)5 xi.

• Davies–Meyer hash

f(xi,Hi!1) = Exi(Hi!1)5Hi!1.

• Miyaguchi–Preneel hash

f(xi,Hi!1) = Eg(Hi!1)(xi)5 xi 5Hi!1.
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4. Message Authentication Codes

Given a message and its hash code, as output by a cryptographic hash function, ensures that
data has not been tampered with between the execution of the hash function and its verification,
by recomputing the hash. However, using a hash function in this way requires the hash code itself
to be protected in some way, by for example a digital signature, as otherwise the hash code itself
could be tampered with.

To avoid this problem one can use a form of keyed hash function called a message authentication
code, or MAC. This is a symmetric key algorithm in that the person creating the code and the
person verifying it both require the knowledge of a shared secret.

Suppose two parties, who share a secret key, wish to ensure that data transmitted between
them has not been tampered with. They can then use the shared secret key and a keyed algorithm
to produce a check-value, or MAC, which is sent with the data. In symbols we compute

code = MACk(m)

where
• MAC is the check function,
• k is the secret key,
• m is the message.

Note we do not assume that the message is secret, we are trying to protect data integrity and not
confidentiality. If we wish our message to remain confidential then we should encrypt it before
applying the MAC. After performing the encryption and computing the MAC, the user transmits

ek1(m)7MACk2 (ek1(m)) .

This is a form of encryption called a data encapsulation mechanism, or DEM for short. Note, that
di"erent keys are used for the encryption and the MAC part of the message and that the MAC is
applied to the ciphertext and not the message.

Before we proceed on how to construct MAC functions it is worth pausing to think about what
security properties we require. We would like that only people who know the shared secret are able
to both produce new MACs or verify existing MACs. In particular it should be hard given a MAC
on a message to produce a MAC on a new message.

4.1. Producing MACs from hash functions. A collision-free cryptographic hash function
can also be used as the basis of a MAC. The first idea one comes up with to construct such a MAC
is to concatenate the key with the message and then apply the hash function. For example

MACk(M ) = h(k7M ).

However, this is not a good idea since almost all hash functions are created using methods like
the Merkle–Damg̊ard construction. This allows us to attack such a MAC as follows: We assume
that first that the non-length strengthed Merkle–Damg̊ard construction is used with compression
function f . Suppose one obtains the MAC c1 on the t block message m1

c1 = MACk(m1) = h(k7m1)

We can then, without knowledge of k compute the MAC c2 on the t + 1 block message m17m2 for
any m2 of one block in length, via

c2 = MACk(m17m2)
= f(c17m2).

Clearly this attack can be extended to a appending an m2 of arbitrary length. Hence, we can also
apply it to the length strengthed version. If we let m1 denote a t block message and let b denote
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the block which encodes the bit length of m1 and we let m2 denote an arbitrary new block, then
from the MAC of the message m1 one can obtain the MAC of the message

m17b7m2.

Having worked out that prepending a key to a message does not give a secure MAC, one might
be led to try appending the key after the message as in

MACk(M ) = h(M7k).

Again we now can make use of the Merkle–Damg̊ard construction to produce an attack. We first,
without knowledge of k, find via a birthday attack on the hash function h two equal length messages
m1 and m2 which hash to the same values:

h(m1) = h(m2).

We now try to obtain the legitimate MAC c1 on the message m1. From, this we can deduce the
MAC on the message m2 via

MACk(m2) = h(m27k)
= f (h(m2)7k)
= f (h(m1)7k)
= h(m17k)
= MACk(m1)
= c1.

assuming k is a single block in length and the non-length strengthened version is used. Both of
these assumptions can be relaxed, the details of which we leave to the reader.

To produce a secure MAC from a hash function one needs to be a little more clever. A MAC,
called HMAC, occurring in a number of standards documents works as follows:

HMAC = h(k7p17h(k7p27M )),

where p1 and p2 are strings used to pad out the input to the hash function to a full block.

4.2. Producing MACs from block ciphers. Apart from ensuring the confidentiality of
messages, block ciphers can also be used to protect the integrity of data. There are various types
of MAC schemes based on block ciphers, but the best known and most widely used by far are the
CBC-MACs. These are generated by a block cipher in CBC Mode. CBC-MACs are the subject of
various international standards dating back to the early 1980s. These early standards specify the
use of DES in CBC mode to produce a MAC, although one could really use any block cipher in
place of DES.

Using an n-bit block cipher to give an m-bit MAC, where m ( n, is done as follows:
• The data is padded to form a series of n-bit blocks.
• The blocks are encrypted using the block cipher in CBC Mode.
• Take the final block as the MAC, after an optional postprocessing stage and truncation

(if m < n).
Hence, if the n-bit data blocks are

m1,m2, . . . ,mq
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then the MAC is computed by first setting I1 = m1 and O1 = ek(I1) and then performing the
following for i = 2, 3, . . . , q

Ii = mi 5Oi!1,

Oi = ek(Ii).

The final value Oq is then subject to an optional processing stage. The result is then truncated to
m bits to give the final MAC. This is all summarized in Fig. 1.

Figure 1. CBC-MAC: Flow diagram
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Just as with hash functions one needs to worry about how one pads the message before applying
the CBC-MAC. The three main padding methods proposed in the standards, are as follows, and
are equivalent to those already considered for hash functions:

• Method 1: Add as many zeros as necessary to make a whole number of blocks. This
method has a number of problems associated to it as it does not allow the detection of the
addition or deletion of trailing zeros, unless the message length is known.

• Method 2: Add a single one to the message followed by as many zeros as necessary to
make a whole number of blocks. The addition of the extra bit is used to signal the end of
the message, in case the message ends with a string of zeros.

• Method 3: As method one but also add an extra block containing the length of the
unpadded message.

Before we look at the “optional” post-processing steps let us first see what happens if no post-
processing occurs. We first look at an attack which uses padding method one. Suppose we have a
MAC M on a message

m1,m2, . . . ,mq,

consisting of a whole number of blocks. Then one can the MAC M is also the MAC of the double
length message

m1,m2, . . . ,mq,M 5m1,m2,m3, . . . ,mq.

To see this notice that the input to the (q + 1)’st block cipher envocation is equal to the value of
the MAC on the original message, namely M , xor’d with the (q + 1)’st block of the new message,
namely M 5m1. Thus the input to the (q + 1)’st cipher envocation is equalk to m1, and so the
MAC on the double length message is also equal to M .

One could suspect that if you used padding method three above then attacks would be impos-
sible. Let b denote the block length of the cipher and let P(n) denote the encoding within a block
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of the number n. To MAC a single block message m1 one then computes

M1 = ek (ek(m1)5 P(b)) .

Suppose one obtains the MAC’s M1 and M2 on the single block messages m1 and m2. Then one
requests the MAC on the three block message

m1, P(b),m3

for some new block m3. Suppose the recieved MAC is then equal to M3, i.e.

M3 = ek (ek (ek (ek(m1)5 P(b))5m3)5 P(3b)) .

Now also consider the MAC on the three block message

m2, P(b),m3 5M1 5M2.

This MAC is equal to M "
3, where

M "
3 = ek (ek (ek (ek(m2)5 P(b))5m3 5M1 5M2)5 P(3b))

= ek (ek (ek (ek(m2)5 P(b))5m3 5 ek (ek(m1)5 P(b))5 ek (ek(m2)5 P(b)))
5P(3b))

= ek (ek (m3 5 ek (ek(m1)5 P(b)))5 P(3b))
= ek (ek (ek (ek(m1)5 P(b))5m3)5 P(3b))
= M3.

Hence, we see that on their own the non-trivial padding methods do not protect against MAC
forgery attacks. This is one of the reasons for introducing the post processing steps. There are two
popular post-processing steps, designed to make it more di!cult for the cryptanalyst to perform
an exhaustive key search and to protect against attacks such as the ones explained above:

(1) Choose a key k1 and compute

Oq = ek (dk1(Oq)) .

(2) Choose a key k1 and compute

Oq = ek1(Oq).

Both of these post-processing steps were invented when DES was the dominant cipher, and in such
a situation the first of these is equivalent to processing the final block of the message using the
3DES algorithm.

Chapter Summary

• Hash functions are required which are both preimage, collision and second-preimage resis-
tant.

• Due to the birthday paradox the output of the hash function should be at least twice the
size of what one believes to be the limit of the computational ability of the attacker.

• More hash functions are iterative in nature, although most of the currently deployed ones
have recently shown to be weaker than expected.

• A message authentication code is in some sense a keyed hash function.
• MACs can be created out of either block ciphers or hash functions.
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Further Reading

A detailed description of both SHA-1 and the SHA-2 algorithms can be found in the FIPS
standard below, this includes a set of test vectors as well. The recent work on the analysis of
SHA-1, and references to the earlier attacks on MD4 and MD5 can be found in the papers og Wang
et. al., of which we list only one below.

FIPS PUB 180-2, Secure Hash Standard (including SHA-1, SHA-256, SHA-384, and SHA-512).
NIST, 2005.

X. Wang, Y.L. Yin and H. Yu. Finding Collisions in the Full SHA-1 In Advances in Cryptology –
CRYPTO 2005, Springer-Verlag LNCS 3621, pp 17-36, 2005.



Part 3

Public Key Encryption and Signatures

Public key techniques were originally invented to solve the key distribution problem and to
provide authenticity. They have many advantages over symmetric systems, the main one is that
they do not require two communicating parties to know each other before encrypted communication
can take place. In addition the use of digital signatures allows users to sign digital data such as
electronic orders or money transfers. Hence, public key technology is one of the key enabling
technologies for e-commerce and a digital society.





CHAPTER 11

Basic Public Key Encryption Algorithms

Chapter Goals

• To learn about public key encryption and the hard problems on which it is based.
• To understand the RSA algorithm and the assumptions on which its security relies.
• To understand the ElGamal encryption algorithm and it assumptions.
• To learn about the Rabin encryption algorithm and its assumptions.
• To learn about the Paillier encryption algorithm and its assumptions.

1. Public Key Cryptography

Recall that in symmetric key cryptography each communicating party needed to have a copy
of the same secret key. This led to a very di!cult key management problem. In public key
cryptography we replace the use of identical keys with two keys, one public and one private.

The public key can be published in a directory along with the user’s name. Anyone who then
wishes to send a message to the holder of the associated private key will take the public key, encrypt
a message under it and send it to the owner of the corresponding private key. The idea is that
only the holder of the private key will be able to decrypt the message. More clearly, we have the
transforms

Message + Alice’s public key = Ciphertext,
Ciphertext + Alice’s private key = Message.

Hence anyone with Alice’s public key can send Alice a secret message. But only Alice can decrypt
the message, since only Alice has the corresponding private key.

Public key systems work because the two keys are linked in a mathematical way, such that
knowing the public key tells you nothing about the private key. But knowing the private key allows
you to unlock information encrypted with the public key. This may seem strange, and will require
some thought and patience to understand. The concept was so strange it was not until 1976 that
anyone thought of it. The idea was first presented in the seminal paper of Di!e and Hellman
entitled New Directions in Cryptography. Although Di!e and Hellman invented the concept of
public key cryptography it was not until a year or so later that the first (and most successful)
system, namely RSA, was invented.

The previous paragraph is how the ‘o!cial’ history of public key cryptography goes. However,
in the late 1990s an uno!cial history came to light. It turned out that in 1969, over five years
before Di!e and Hellman invented public key cryptography, a cryptographer called James Ellis,
working for the British government’s communication headquarters GCHQ, invented the concept of
public key cryptography (or non-secret encryption as he called it) as a means of solving the key
distribution problem. Ellis, just like Di!e and Hellman, did not however have a system.

The problem of finding such a public key encryption system was given to a new recruit to
GCHQ called Cli"ord Cocks in 1973. Within a day Cocks had invented what was essentially the
RSA algorithm, although a full four years before Rivest, Shamir and Adleman. In 1974 another

167
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employee at GCHQ, Malcolm Williamson, invented the concept of Di!e–Hellman key exchange,
which we shall return to in Chapter 14. Hence, by 1974 the British security services had already
discovered the main techniques in public key cryptography.

There is a surprisingly small number of ideas behind public key encryption algorithms, which
may explain why once Di!e and Hellman or Ellis had the concept of public key encryption, an
invention of essentially the same cipher, i.e. RSA, came so quickly. There are so few ideas because
we require a mathematical operation which is easy to do one way, i.e. encryption, but which is hard
to do the other way, i.e. decryption, without some special secret information, namely the private
key. Such a mathematical function is called a trapdoor one-way function, since it is e"ectively a
one-way function unless one knows the key to the trapdoor.

Luckily there are a number of possible one-way functions which have been well studied, such
as factoring integers, computing discrete logarithms or computing square roots modulo a compos-
ite number. In the next section we shall study such one-way functions, before presenting some
public key encryption algorithms later in the chapter. However, these are only computational one-
way functions in that given enough computing power one can invert these functions faster than
exhaustive search.

2. Candidate One-way Functions

The most important one-way function used in public key cryptography is that of factoring
integers. By factoring an integer we mean finding its prime factors, for example

10 = 2 · 5
60 = 22 · 3 · 5

2113 ! 1 = 3391 · 23 279 · 65 993 · 1 868 569 · 1 066 818 132 868 207

Finding the factors is an expensive computational operation. To measure the complexity of algo-
rithms to factor an integer N we often use the function

LN (#,$) = exp
,
($ + o(1))(log N)'(log log N)1!'

-
.

Notice that if an algorithm to factor an integer has complexity O(LN (0,$)), then it runs in poly-
nomial time (recall the input size of the problem is log N). However, if an algorithm to factor an
integer has complexity O(LN (1,$)) then it runs in exponential time. Hence, the function LN (#,$)
for 0 < # < 1 interpolates between polynomial and exponential time. An algorithm with complexity
O(LN (#,$)) for 0 < # < 1 is said to have sub-exponential behaviour. Notice that multiplication,
which is the inverse algorithm to factoring, is a very simple operation requiring time less than
O(LN (0, 2)).

There are a number of methods to factor numbers of the form

N = p · q,

some of which we shall discuss in a later chapter. For now we just summarize the most well-known
techniques.

• Trial Division: Try every prime number up to
.

N and see if it is a factor of N . This
has complexity LN (1, 1), and is therefore an exponential algorithm.

• Elliptic Curve Method: This is a very good method if p < 250, its complexity is
Lp(1/2, c), which is sub-exponential. Notice that the complexity is given in terms of the
size of the unknown value p. If the number is a product of two primes of very unequal size
then the elliptic curve method may be the best at finding the factors.

• Quadratic Sieve: This is probably the fastest method for factoring integers of between
80 and 100 decimal digits. It has complexity LN (1/2, 1).
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• Number Field Sieve: This is currently the most successful method for numbers with
more than 100 decimal digits. It can factor numbers of the size of 10155 , 2512 and has
complexity LN (1/3, 1.923).

There are a number of other hard problems related to factoring which can be used to produce
public key cryptosystems. Suppose you are given N but not its factors p and q, there are four main
problems which one can try to solve:

• FACTORING: Find p and q.
• RSA: Given e such that

gcd (e, (p ! 1)(q ! 1)) = 1

and c, find m such that
me = c (mod N).

• QUADRES: Given a, determine whether a is a square modulo N .
• SQRROOT: Given a such that

a = x2 (mod N),

find x.
Another important class of problems are those based on the discrete logarithm problem or its
variants. Let (G, ·) be a finite abelian group, such as the multiplicative group of a finite field or
the set of points on an elliptic curve over a finite field. The discrete logarithm problem, or DLP, in
G is given g, h # G, find an integer x (if it exists) such that

gx = h.

For some groups G this problem is easy. For example if we take G to be the integers modulo a
number N under addition then given g, h # Z/NZ we need to solve

x · g = h.

We have already seen in Chapter 1 that we can easily tell whether such an equation has a solution,
and determine its solution when it does, using the extended Euclidean algorithm.

For certain other groups determining discrete logarithms is believed to be hard. For example
in the multiplicative group of a finite field the best known algorithm for this task is the Number
Field Sieve. The complexity of determining discrete logarithms in this case is given by

LN (1/3, c)

for some constant c, depending on the type of the finite field, e.g. whether it is a large prime field
or an extension field of characteristic two.

For other groups, such as elliptic curve groups, the discrete logarithm problem is believed to be
even harder. The best known algorithm for finding discrete logarithms on a general elliptic curve
defined over a finite field Fq is Pollard’s Rho method which has complexity

.
q = Lq(1, 1/2).

Hence, this is a fully exponential algorithm. Since determining elliptic curve discrete logarithms is
harder than in the case of multiplicative groups of finite fields we are able to use smaller groups.
This leads to an advantage in key size. Elliptic curve cryptosystems often have much smaller key
sizes (say 160 bits) compared with those based on factoring or discrete logarithms in finite fields
(where for both the ‘equivalent’ recommended key size is about 1024 bits).

Just as with the FACTORING problem, there are a number of related problems associated to
discrete logarithms; again suppose we are given a finite abelian group (G, ·) and g # G.

• DLP: This is the discrete logarithm problem considered above. Namely given g, h # G
such that h = gx, find x.
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• DHP: This is the Di!e–Hellman problem. Given g # G and

a = gx and b = gy,

find c such that
c = gxy.

• DDH: This is the decision Di!e–Hellman problem. Given g # G and

a = gx, b = gy and c = gz,

determine if z = x · y.

When giving all these problems it is important to know how they are all related. This is done
by giving complexity theoretic reductions from one problem to another. This allows us to say that
‘Problem A is no harder than Problem B’. We do this by assuming an oracle (or e!cient algorithm)
to solve Problem B. We then use this oracle to give an e!cient algorithm for Problem A. Hence, we
reduce the problem of solving Problem A to inventing an e!cient algorithm to solve Problem B.
The algorithms which perform these reductions should be e!cient, in that they run in polynomial
time, where we treat each oracle query as a single step.

We can also show equivalence between two problems A and B, by showing an e!cient reduction
from A to B and an e!cient reduction from B to A. If the two reductions are both polynomial-time
reductions then we say that the two problems are polynomial-time equivalent.

As an example we first show how to reduce solving the Di!e–Hellman problem to the discrete
logarithm problem.

Lemma 11.1. In an arbitrary finite abelian group G the DHP is no harder than the DLP.

Proof. Suppose I have an oracle ODLP which will solve the DLP for me, i.e. on input of h = gx

it will return x. To solve the DHP on input of a = gx and b = gy we compute
(1) z = ODLP(a).
(2) c = bz.
(3) Output c.

The above reduction clearly runs in polynomial time and will compute the true solution to the
DHP, assuming the oracle returns the correct value, i.e.

z = x.

Hence, the DHP is no harder than the DLP. !
In some groups there is a more complicated argument to show that the DHP is in fact equivalent

to the DLP.
We now show how to reduce the solution of the decision Di!e–Hellman problem to the Di!e–

Hellman problem, and hence using our previous argument to the discrete logarithm problem.

Lemma 11.2. In an arbitrary finite abelian group G the DDH is no harder than the DHP.

Proof. Now suppose we have an oracle ODHP which on input of gx and gy computes the value
of gxy. To solve the DDH on input of a = gx, b = gy and c = gz we compute

(1) d = ODHP(a, b).
(2) If d = c output YES.
(3) Else output NO.

Again the reduction clearly runs in polynomial time, and assuming the output of the oracle is
correct then the above reduction will solve the DDH. !
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So the decision Di!e–Hellman problem is no harder than the computational Di!e–Hellman
problem. There are however some groups in which one can solve the DDH in polynomial time but
the fastest known algorithm to solve the DHP takes sub-exponential time.

Hence, of our three discrete logarithm based problems, the easiest is DDH, then comes DHP
and finally the hardest problem is DLP.

We now turn to show reductions for the factoring based problems. The most important result
is

Lemma 11.3. The FACTORING and SQRROOT problems are polynomial-time equivalent.

Proof. We first show how to reduce SQRROOT to FACTORING. Assume we are given a
factoring oracle, we wish to show how to use this to extract square roots modulo a composite
number N . Namely, given

z = x2 (mod N)
we wish to compute x. First we factor N into its prime factors pi using the factoring oracle. Then
we compute

si =
.

z (mod pi),
this can be done in expected polynomial time using Shanks’ Algorithm. Then we compute the
value of x using the Chinese Remainder Theorem on the data

si =
.

z (mod pi).

One has to be a little careful if powers of pi greater than one divide N , but this is easy to deal with
and will not concern us here. Hence, finding square roots modulo N is no harder than factoring.

We now show that FACTORING can be reduced to SQRROOT. Assume we are given an oracle
for extracting square roots modulo a composite number N . We shall assume for simplicity that N
is a product of two primes, which is the most di!cult case. The general case is only slightly more
tricky mathematically, but it is computationally easier since factoring numbers with three or more
prime factors is usually easier than factoring numbers with two prime factors.

We wish to use our oracle for the problem SQRROOT to factor the integer N into its prime
factors, i.e. given N = p · q we wish to compute p. First we pick a random x # (Z/NZ)# and
compute

z = x2 (mod N).
Now we compute

y =
.

z (mod N)
using the SQRROOT oracle. There are four such square roots, since N is a product of two primes.
With 50 percent probability we obtain

y '= ±x (mod N).

If we do not obtain this inequality then we simply repeat the method. We expect after an average
number of two repetitions we will obtain the desired inequality.

Now, since x2 = y2 (mod N), we see that N divides

x2 ! y2 = (x! y)(x + y).

But N does not divide either x! y or x + y, since y '= ±x (mod N). So the factors of N must be
distributed over these later two pairs of numbers. This means we can obtain a non-trivial factor of
N by computing gcd(x! y,N)

Clearly both of the above reductions can be performed in expected polynomial time. Hence,
the problems FACTORING and SQRROOT are polynomial-time equivalent. !
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The above proof contains an important tool used in factoring algorithms, namely the construc-
tion of a di"erence of two squares. We shall return to this later in Chapter 12.

Before leaving the problem SQRROOT notice that QUADRES is easier than SQRROOT, since
an algorithm to compute square roots modulo N can be used to determine quadratic residuosity.

Finally we end this section by showing that the RSA problem can be reduced to FACTORING.
Recall the RSA problem is given c = me (mod N), find m.

Lemma 11.4. The RSA problem is no harder than the FACTORING problem.

Proof. Using a factoring oracle we first find the factorization of N . We can now compute
# = "(N) and then compute

d = 1/e (mod #).
Once d has been computed it is easy to recover m via

cd = med = m1 (mod !) = m (mod N).

Hence, the RSA problem is no harder than FACTORING. !

There is some evidence, although slight, that the RSA problem may actually be easier than
FACTORING for some problem instances. It is a major open question as to how much easier it is.

3. RSA

The RSA algorithm was the world’s first public key encryption algorithm, and it has stood the
test of time remarkably well. The RSA algorithm is based on the di!culty of the RSA problem
considered in the previous section, and hence it is based on the di!culty of finding the prime factors
of large integers. We have seen that it may be possible to solve the RSA problem without factoring,
hence the RSA algorithm is not based completely on the di!culty of factoring.

Suppose Alice wishes to enable anyone to send her secret messages, which only she can decrypt.
She first picks two large secret prime numbers p and q. Alice then computes

N = p · q.

Alice also chooses an encryption exponent e which satisfies

gcd(e, (p ! 1)(q ! 1)) = 1.

It is common to choose e = 3, 17 or 65 537. Now Alice’s public key is the pair (N, e), which she
can publish in a public directory. To compute the private key Alice applies the extended Euclidean
algorithm to e and (p! 1)(q ! 1) to obtain the decryption exponent d, which should satisfy

e · d - 1 (mod (p! 1)(q ! 1)).

Alice keeps secret her private key, which is the triple (d, p, q). Actually, she could simply throw
away p and q, and retain a copy of her public key which contains the integer N , but we shall see
later that this is not e!cient.

Now suppose Bob wishes to encrypt a message to Alice. He first looks up Alice’s public key
and represents the message as a number m which is strictly less than the public modulus N . The
ciphertext is then produced by raising the message to the power of the public encryption exponent
modulo the public modulus, i.e.

c = me (mod N).
Alice on receiving c can decrypt the ciphertext to recover the message by exponentiating by the
private decryption exponent, i.e.

m = cd (mod N).
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This works since the group (Z/NZ)# has order

"(N ) = (p ! 1)(q ! 1)

and so, by Lagrange’s Theorem,

x(p!1)(q!1) - 1 (mod N),

for all x # (Z/NZ)#. For some integer s we have

ed! s(p! 1)(q ! 1) = 1,

and so

cd = (me)d

= med

= m1+s(p!1)(q!1)

= m · ms(p!1)(q!1)

= m.

To make things clearer let’s consider a baby example. Choose p = 7 and q = 11, and so N = 77
and (p! 1)(q ! 1) = 6 · 10 = 60. We pick as the public encryption exponent e = 37, since we have
gcd(37, 60) = 1. Then, applying the extended Euclidean algorithm we obtain d = 13 since

37 · 13 = 481 = 1 (mod 60).

Suppose the message we wish to transmit is given by m = 2, then to encrypt m we compute

c = me (mod N) = 237 (mod 77) = 51,

whilst to decrypt the ciphertext c we compute

m = cd (mod N) = 5113 (mod 77) = 2.

3.1. RSA Encryption and the RSA Problem. The security of RSA on first inspection
relies on the di!culty of finding the private encryption exponent d given only the public key, namely
the public modulus N and the public encryption exponent e.

We have shown that the RSA problem is no harder than FACTORING, hence if we can factor N
then we can find p and q and hence we can calculate d. Hence, if factoring is easy we can break RSA.
Currently 500-bit numbers are the largest that have been factored and so it is recommended that
one takes public moduli of size around 1024 bits to ensure medium-term security. For long-term
security one would need to take a public modulus size of over 2048 bits.

In this chapter we shall consider security to be defined as being unable to recover the whole
plaintext given the ciphertext. We shall argue in a later chapter that this is far too weak a definition
of security for many applications. In addition in a later chapter we shall show that RSA, as we
have described it, is not secure against a chosen ciphertext attack.

For a public key algorithm the adversary always has access to the encryption algorithm, hence
she can always mount a chosen plaintext attack. RSA is secure against a chosen plaintext attack
assuming our weak definition of security and that the RSA problem is hard. To show this we use
the reduction arguments of the previous section. This example is rather trivial but we labour the
point since these arguments are used over and over again in later chapters.

Lemma 11.5. If the RSA problem is hard then the RSA system is secure under a chosen plaintext
attack, in the sense that an attacker is unable to recover the whole plaintext given the ciphertext.
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Proof. We wish to give an algorithm which solves the RSA problem using an algorithm to
break the RSA cryptosystem as an oracle. If we can show this then we can conclude that the
breaking the RSA cryptosystem is no harder than solving the RSA problem.

Recall that the RSA problem is given N = p ·q, e and y # (Z/NZ)#, compute an x such that xe

(mod N) = y. We use our oracle to break the RSA encryption algorithm to ‘decrypt’ the message
corresponding to c = y, this oracle will return the plaintext message m. Then our RSA problem is
solved by setting x = m since, by definition,

me (mod N) = c = y.

So if we can break the RSA algorithm then we can solve the RSA problem. !

3.2. Knowledge of the Private Exponent and Factoring. Whilst it is unclear whether
breaking RSA, in the sense of inverting the RSA function, is equivalent to factoring, determining
the private key d given the public information N and e is equivalent to factoring.

Lemma 11.6. If one knows the RSA decryption exponent d corresponding to the public key
(N, e) then one can e!ciently factor N .

Proof. Recall that for some integer s

ed! 1 = s(p ! 1)(q ! 1).

We pick an integer x '= 0, this is guaranteed to satisfy

xed!1 = 1 (mod N).

We now compute a square root y1 of one modulo N ,

y1 =
.

xed!1 = x(ed!1)/2,

which we can do since ed! 1 is known and will be even. We will then have the identity

y1
2 ! 1 - 0 (mod N),

which we can use to recover a factor of N via computing

gcd(y1 ! 1,N ).

But this will only work when y1 '= ±1 (mod N).
Now suppose we are unlucky and we obtain y1 = ±1 (mod N) rather than a factor of N . If

y1 = !1 (mod N) we return to the beginning and pick another value of x. This leaves us with the
case y1 = 1 (mod N), in which case we take another square root of one via,

y2 =
.

y1 = x(ed!1)/4.

Again we have
y2

2 ! 1 = y1 ! 1 = 0 (mod N).

Hence we compute
gcd(y2 ! 1,N )

and see if this gives a factor of N . Again this will give a factor of N unless y2 = ±1, if we are
unlucky we repeat once more and so on.

This method can be repeated until either we have factored N or until (ed ! 1)/2t is no longer
divisible by 2. In this latter case we return to the beginning, choose a new random value of x and
start again. !
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The algorithm in the above proof is an example of a Las Vegas Algorithm: It is probabilistic
in nature in the sense that whilst it may not actually give an answer (or terminate), it is however
guaranteed that when it does give an answer then that answer will always be correct.

We shall now present a small example of the previous method. Consider the following RSA
parameters

N = 1441 499, e = 17 and d = 507 905.

Recall we are assuming that the private exponent d is public knowledge. We will show that the
previous method does in fact find a factor of N . Put

t1 = (ed ! 1)/2 = 4317 192,

x = 2.

To compute y1 we evaluate

y1 = x(ed!1)/2,

= 2t1 ,

= 1 (mod N).

Since we obtain y1 = 1 we need to set

t2 = t1/2 = (ed ! 1)/4 = 2158 596,

y2 = 2t2 .

We now compute y2,

y2 = x(ed!1)/4,

= 2t2 ,

= 1 (mod N).

So we need to repeat the method again, this time we obtain t3 = (ed ! 1)/8 = 1079 298. We
compute y3,

y3 = x(ed!1)/8,

= 2t3 ,

= 119 533 (mod N).

So
y3

2 ! 1 = (y3 ! 1)(y3 + 1) - 0 (mod N),
and we compute a prime factor of N by evaluating

gcd(y3 ! 1,N ) = 1423.

3.3. Knowledge of "(N) and Factoring. We have seen that knowledge of d allows us to
factor N . Now we will show that knowledge of # = "(N) also allows us to factor N .

Lemma 11.7. Given an RSA modulus N and the value of # = "(N) one can e!ciently factor
N .

Proof. We have
# = (p! 1)(q ! 1) = N ! (p + q) + 1.

Hence, if we set S = N + 1! #, we obtain

S = p + q.

So we need to determine p and q from their sum S and product N . Define the polynomial

f(X) = (X ! p) · (X ! q) = X2 ! SX + N.
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So we can find p and q by solving f(X) = 0 using the standard formulae for extracting the roots
of a quadratic polynomial,

p =
S +
.

S2 ! 4N
2

,

q =
S !
.

S2 ! 4N
2

.

!

As an example consider the RSA public modulus N = 18923. Assume that we are given
# = "(N) = 18 648. We then compute

S = p + q = N + 1! # = 276.

Using this we compute the polynomial

f(X) = X2 ! SX + N = X2 ! 276X + 18923

and find that its roots over the real numbers are

p = 149, q = 127

which are indeed the factors of N .

3.4. Use of a Shared Modulus. Since modular arithmetic is very expensive it can be very
tempting for a system to be set up in which a number of users share the same public modulus N
but use di"erent public/private exponents, (ei, di). One reason to do this could be to allow very
fast hardware acceleration of modular arithmetic, specially tuned to the chosen shared modulus N .
This is, however, a very silly idea since it can be attacked in one of two ways, either by a malicious
insider or by an external attacker.

Suppose the bad guy is one of the internal users, say user number one. He can now compute
the value of the decryption exponent for user number two, namely d2. First user one computes p
and q since they know d1, via the algorithm in the proof of Lemma 11.6. Then user one computes
"(N) = (p! 1)(q ! 1), and finally they can recover d2 from

d2 =
1
e2

(mod "(N)).

Now suppose the attacker is not one of the people who share the modulus. Suppose Alice sends
the same message m to two of the users with public keys

(N, e1) and (N, e2),

i.e. N1 = N2 = N . Eve, the external attacker, sees the messages c1 and c2 where

c1 = me1 (mod N),
c2 = me2 (mod N).

Eve can now compute

t1 = e1
!1 (mod e2),

t2 = (t1e1 ! 1)/e2,
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and can recover the message m from

ct1
1 c!t2

2 = me1t1m!e2t2

= m1+e2t2m!e2t2

= m1+e2t2!e2t2

= m1 = m.

As an example of this external attack, take the public keys as

N = N1 = N2 = 18923, e1 = 11 and e2 = 5.

Now suppose Eve sees the ciphertexts

c1 = 1514 and c2 = 8189

corresponding to the same plaintext m. Then Eve computes t1 = 1 and t2 = 2, and recovers the
message

m = ct1
1 c!t2

2 = 100 (mod N).

3.5. Use of a Small Public Exponent. Fielded RSA systems often use a small public
exponent e so as to cut down the computational cost of the sender. We shall now show that this
can also lead to problems. Suppose we have three users all with di"erent public moduli

N1, N2 and N3.

In addition suppose they all have the same small public exponent e = 3. Suppose someone sends
them the same message m.

The attacker Eve sees the messages

c1 = m3 (mod N1),

c2 = m3 (mod N2),

c3 = m3 (mod N3).

Now the attacker, using the Chinese Remainder Theorem, computes the simultaneous solution to

X = ci (mod Ni) for i = 1, 2, 3,

to obtain
X = m3 (mod N1N2N3).

But since m3 < N1N2N3 we must have X = m3 identically over the integers. Hence we can recover
m by taking the real cube root of X .

As a simple example of this attack take,

N1 = 323, N2 = 299 and N3 = 341.

Suppose Eve sees the ciphertexts

c1 = 50, c2 = 268 and c3 = 1,

and wants to determine the common value of m. Eve computes via the Chinese Remainder Theorem

X = 300 763 (mod N1N2N3).

Finally, she computes over the integers

m = X1/3 = 67.

This attack and the previous one are interesting since we find the message without factoring
the modulus. This is, albeit slight, evidence that breaking RSA is easier than factoring. The
main lesson, however, from both these attacks is that plaintext should be randomly padded before
transmission. That way the same ‘message’ is never encrypted to two di"erent people. In addition
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one should probably avoid very small exponents for encryption, e = 65537 is the usual choice now
in use. However, small public exponents for RSA signatures (see later) do not seem to have any
problems.

4. ElGamal Encryption

The simplest encryption algorithm based on the discrete logarithm problem is the ElGamal
encryption algorithm. In the following we shall describe the finite field analogue of ElGamal
encryption, we leave it as an exercise to write down the elliptic curve variant.

Unlike the RSA algorithm, in ElGamal encryption there are some public parameters which can
be shared by a number of users. These are called the domain parameters and are given by

• p a ‘large prime’, by which we mean one with around 1024 bits, such that p!1 is divisible
by another ‘medium prime’ q of around 160 bits.

• g an element of F#
p of prime order q, i.e.

g = r(p!1)/q (mod p) '= 1 for some r # F#
p.

All the domain parameters do is create a public finite abelian group G of prime order q with
generator g. Such domain parameters can be shared between a large number of users.

Once these domain parameters have been fixed, the public and private keys can then be deter-
mined. The private key is chosen to be an integer x, whilst the public key is given by

h = gx (mod p).

Notice that whilst each user in RSA needed to generate two large primes to set up their key pair
(which is a costly task), for ElGamal encryption each user only needs to generate a random number
and perform a modular exponentiation to generate a key pair.

Messages are assumed to be non-zero elements of the field F#
p. To encrypt a message m # F#

p
we

• generate a random ephemeral key k,
• set c1 = gk,
• set c2 = m · hk,
• output the ciphertext as c = (c1, c2).

Notice that since each message has a di"erent ephemeral key, encrypting the same message twice
will produce di"erent ciphertexts.

To decrypt a ciphertext c = (c1, c2) we compute

c2

c1
x

=
m · hk

gxk

=
m · gxk

gxk

= m.

As an example of ElGamal encryption consider the following. We first need to set up the domain
parameters. For our small example we choose

q = 101, p = 809 and g = 3.

Note that q divides p! 1 and that g has order divisible by q in the multiplicative group of integers
modulo p. The actual order of g is 808 since

3808 = 1 (mod p),

and no smaller power of g is equal to one. As a public private key pair we choose
• x = 68,
• h = gx = 65.
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Now suppose we wish to encrypt the message m = 100 to the user with the above ElGamal public
key.

• We generate a random ephemeral key k = 89.
• Set c1 = gk = 345.
• Set c2 = m · hk = 517.
• Output the ciphertext as c = (345, 517).

The recipient can decrypt our ciphertext by computing
c2

c1
x

=
517

34568

= 100.

This last value is computed by first computing 34568, taking the inverse modulo p of the result and
then multiplying this value by 517.

In a later chapter we shall see that ElGamal encryption as it stands is not secure against a
chosen ciphertext attack, so usually a modified scheme is used. However, ElGamal encryption is
secure against a chosen plaintext attack, assuming the Di!e–Hellman problem is hard. Again, here
we take a naive definition of what security means in that an encryption algorithm is secure if an
adversary is unable to invert the encryption function.

Lemma 11.8. Assuming the Di!e–Hellman problem (DHP) is hard then ElGamal is secure un-
der a chosen plaintext attack, where security means it is hard for the adversary, given the ciphertext,
to recover the whole of the plaintext.

Proof. To see that ElGamal encryption is secure under a chosen plaintext attack assuming
the Di!e–Hellman problem is hard, we first suppose that we have an oracle O to break ElGamal
encryption. This oracle O(h, (c1, c2)) takes as input a public key h and a ciphertext (c1, c2) and
then returns the underlying plaintext. We will then show how to use this oracle to solve the DHP.

Suppose we are given
gx and gy

and we are asked to solve the DHP, i.e. we need to compute gxy.
We first set up an ElGamal public key which depends on the input to this Di!e–Hellman

problem, i.e. we set
h = gx.

Note, we do not know what the corresponding private key is. Now we write down the ‘ciphertext’

c = (c1, c2),

where
• c1 = gy,
• c2 is a random element of F#

p.
Now we input this ciphertext into our oracle which breaks ElGamal encryption so as to produce the
corresponding plaintext, m = O(h, (c1, c2)). We can now solve the original Di!e–Hellman problem
by computing

c2

m
=

m · hy

m
since c1 = gy

= hy

= gxy.

!
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5. Rabin Encryption

There is another system, due to Rabin, based on the di!culty of factoring large integers. In
fact it is actually based on the di!culty of extracting square roots modulo N = p · q. Recall that
these two problems are known to be equivalent, i.e.

• knowing the factors of N means we can extract square roots modulo N ,
• extracting square roots modulo N means we can factor N .

Hence, in some respects such a system should be considered more secure than RSA. Encryption in
the Rabin encryption system is also much faster than almost any other public key scheme. Despite
these plus points the Rabin system is not used as much as the RSA system. It is, however, useful
to study for a number of reasons, both historical and theoretical. The basic idea of the system is
also used in some higher level protocols.

We first choose prime numbers of the form

p - q - 3 (mod 4)

since this makes extracting square roots modulo p and q very fast. The private key is then the pair
(p, q). To compute the associated public key we generate a random integer B # {0, . . . ,N ! 1} and
then the public key is

(N,B),
where N is the product of p and q.

To encrypt a message m, using the above public key, in the Rabin encryption algorithm we
compute

c = m(m + B) (mod N).
Hence, encryption involves one addition and one multiplication modulo N . Encryption is therefore
much faster than RSA encryption, even when one chooses a small RSA encryption exponent.

Decryption is far more complicated, essentially we want to compute

m =

0
B2

4
+ c! B

2
(mod N).

At first sight this uses no private information, but a moment’s thought reveals that you need the
factorization of N to be able to find the square root. There are however four possible square roots
modulo N , since N is the product of two primes. Hence, on decryption you obtain four possible
plaintexts. This means that we need to add redundancy to the plaintext before encryption in order
to decide which of the four possible plaintexts corresponds to the intended one.

We still need to show why Rabin decryption works. Recall

c = m(m + B) (mod N),

then
0

B2

4
+ c! B

2
=

0
B2 + 4m(m + B)

4
! B

2

=

0
4m2 + 4Bm + B2

4
! B

2

=

0
(2m + B)2

4
! B

2

=
2m + B

2
! B

2
= m,

of course assuming the ‘correct’ square root is taken.
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We end with an example of Rabin encryption at work. Let the public and private keys be given
by

• p = 127 and q = 131,
• N = 16637 and B = 12345.

To encrypt m = 4410 we compute

c = m(m + B) (mod N) = 4633.

To decrypt we first compute
t = B2/4 + c (mod N) = 1500.

We then evaluate the square root of t modulo p and q
.

t (mod p) = ±22,
.

t (mod q) = ±37.

Now we apply the Chinese Remainder Theorem to both

±22 (mod p) and ±37 (mod q)

so as to find the square root of t modulo N ,

s =
.

t (mod N) = ±3705 or ±14 373.

The four possible messages are then given by the four possible values of

s! B

2
= s! 12 345

2
.

This leaves us with the four messages

4410, 5851, 15 078, or 16 519.

6. Paillier Encryption

There is another system, due to Paillier, based on the di!culty of factoring large integers.
Paillier’s scheme has a number of interesting properties, such as the fact that it is additively
homomorphic (which means it has found application in electronic voting applications).

We first pick an RSA modulo N = p · q, but instead of working with the multiplicative group
(Z/NZ)# we work with (Z/N2Z)#. The order of this last group is given by "(N ) = N ·(p!1)·(q!1) =
N · "(N). Which means, by Lagrange’s Theorem, that for all a with gcd(a,N) = 1 we have

aN ·(p!1)·(q!1) - 1 (mod N2).

The private key for Paillier’s scheme is defined to be an integer d such that

d - 1 (mod N),
d - 0 (mod (p! 1) · (q ! 1)),

such a value of d can be found by the Chinese Remainder Theorem. The public key is just the
integer N , whereas the private key is the integer d.

Messages are defined to be elements of Z/Z, to encrypt such a message the encryptor picks an
integer r # Z/N2Z and computes

c = (1 + N)m · rN (mod N2).
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To decrypt one first computes

t = cd (mod N2)

= (1 + N)m·d · rd·N (mod N2)

= (1 + N)m·d (mod N2) since d - 0 (mod (p! 1) · (q ! 1))

= 1 + m · d · N (mod N2)

= 1 + m · N (mod N2) since d - 1 (mod N).

Then to recover the message we compute

R =
t! 1
N

.

Chapter Summary

• Public key encryption requires one-way functions. Examples of these are FACTORING,
SQRROOT, DLP, DHP and DDH.

• There are a number of relationships between these problems. These relationships are
proved by assuming an oracle for one problem and then using this in an algorithm to solve
the other problem.

• RSA is the most popular public key encryption algorithm, but its security rests on the
di!culty of the RSA problem and not quite on the di!culty of FACTORING.

• ElGamal encryption is a system based on the di!culty of the Di!e–Hellman problem
(DHP).

• Rabin encryption is based on the di!culty of extracting square roots modulo a composite
modulus. Since the problems SQRROOT and FACTORING are polynomial-time equiva-
lent this means that Rabin encryption is based on the di!culty of FACTORING.

• Paillier encryption is a scheme which is based on the composite decision residuosity as-
sumption.

Further Reading

Still the best quick introduction to the concept of public key cryptography can be found in the
original paper of Di!e and Hellman. See also the original papers on ElGamal, Rabin and RSA
encryption.
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CHAPTER 12

Primality Testing and Factoring

Chapter Goals

• To explain the basics of primality testing.
• To describe the most used primality testing algorithm, namely Miller–Rabin.
• To explain various factoring algorithms.
• To sketch how the most successful factoring algorithm works, namely the Number Field

Sieve.

1. Prime Numbers

The generation of prime numbers is needed for almost all public key algorithms, for example

• In the RSA or the Rabin system we need to find primes p and q to compute the public
key N = p · q.

• In ElGamal encryption we need to find p and q with q dividing p! 1.
• In the elliptic curve variant of ElGamal we require an elliptic curve over a finite field, such

that the order of the elliptic curve is divisible by a large prime q.

Luckily we shall see that testing a number for primality can be done very fast using very simple
code, but with an algorithm which has a probability of error. By repeating this algorithm we can
reduce the error probability to any value that we require.

Some of the more advanced primality testing techniques will produce a certificate which can
be checked by a third party to prove that the number is indeed prime. Clearly one requirement
of such a certificate is that it should be quicker to verify than it is to generate. Such a primality
testing routine will be called a primality proving algorithm, and the certificate will be called a proof
of primality. However, the main primality testing algorithm used in cryptographic systems only
produces certificates of compositeness and not certificates of primality.

Before discussing these algorithms we need to look at some basic heuristics concerning prime
numbers. A famous result in mathematics, conjectured by Gauss after extensive calculation in the
early 1800s, is the Prime Number Theorem:

Theorem 12.1 (Prime Number Theorem). The function &(X) counts the number of primes
less than X, where we have the approximation

&(X) , X

log X
.

This means primes are quite common. For example the number of primes less than 2512 is
about 2503.

185



186 12. PRIMALITY TESTING AND FACTORING

The Prime Number Theorem also allows us to estimate what the probability of a random
number being prime is: if p is a number chosen at random then the probability it is prime is about

1
log p

.

So a random number p of 512 bits in length will be a prime with probability

, 1
log p

, 1
355

.

So on average we need to select 177 odd numbers of size 2512 before we find one which is prime.
Hence, it is practical to generate large primes, as long as we can test primality e!ciently.

1.1. Trial Division. The naive test for testing a number p to be prime is one of trial division.
We essentially take all numbers between 2 and .p and see if they divide p, if not then p is
prime. If such a number does divide p then we obtain the added bonus of finding a factor of
the composite number p. Hence, trial division has the advantage (compared with more advanced
primality testing/proving algorithms) that it either determines that p is a prime, or determines a
non-trivial factor of p.

However, primality testing by using trial division is a terrible strategy. In the worst case, when
p is a prime, the algorithm requires .p steps to run, which is an exponential function in terms of
the size of the input to the problem. Another drawback is that it does not produce a certificate
for the primality of p, in the case when the input p is prime. When p is not prime it produces a
certificate which can easily be checked to prove that p is composite, namely a non-trivial factor of
p. But when p is prime the only way we can verify this fact again (say to convince a third party)
is to repeat the algorithm once more.

Despite its drawbacks trial division is however the method of choice for numbers which are very
small. In addition partial trial division, up to a bound Y , is able to eliminate all but a proportion

!

p<Y

(
1! 1

p

)

of all composites. Naively this is what one would always do, since for example one would never
check an even number greater than two for primality since it is obviously composite. Hence, many
primality testing algorithms first do trial division with all primes up to say 100, so as to eliminate
all but

!

p<100

(
1! 1

p

)
, 0.12

of composites.

1.2. Fermat’s Test. Most advanced probabilistic algorithms for testing primality make use
of the converse to Fermat’s Little Theorem. Recall, if G is a multiplicative group of size #G then

a#G = 1

for a random a # G, which was Lagrange’s Theorem. So if G is the group of integers modulo n
under multiplication then

a!(n) = 1 (mod n)
for all a # (Z/nZ)#. Fermat’s Little Theorem was the case where n = p is prime, in which case the
above equality becomes

ap!1 = 1 (mod p).
So if n is prime we have that

an!1 = 1 (mod n)
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always holds, whilst if n is not prime then we have that

an!1 = 1 (mod n)

is unlikely to hold.
Since computing an!1 (mod n) is a very fast operation this gives us a very fast test for com-

positeness, called the Fermat test to the base a. Note, running the Fermat test can only convince
us of the compositeness of n, it can never prove to us that a number is prime, only that it is not
prime.

To see how it does not prove primality consider the case n = 11 · 31 = 341 and the base a = 2,
we have

an!1 = 2340 = 1 (mod 341).
but n is clearly not prime. In such a case we say that n is a (Fermat) pseudo-prime to the base 2.
There are infinitely many pseudo-primes to any given base, although the pseudo-primes are in fact
rarer than the primes. It can be shown that if n is composite then, with probability greater than
1/2, we obtain

an!1 '= 1 (mod n).
This gives us Algorithm 12.1 to test n for primality

Algorithm 12.1: Fermat’s test for primality
for i = 0 to k ! 1 do

Pick a from [2, ..., n ! 1]
b = an!1 mod n
if b '= 1 then return (Composite, a)

end
return (“Probably Prime”)

If the above outputs (Composite,a) then we know
• n is definitely a composite number,
• a is a witness for this compositeness, in that one can verify that n is composite by using

the value of a.
If the above algorithm outputs “Probably Prime” then

• n is a composite with probability at most 1/2k,
• n is either a prime or a so-called probable prime.

For example if we take
n = 43040 357

then n is clearly a composite, with one witness given by a = 2 since

2n!1 (mod n) = 9 888 212.

As another example if we take
n = 2192 ! 264 ! 1

then the algorithm outputs “Probably Prime” since we cannot find a witness for compositeness.
Actually this n is a prime, so it is not surprising we did not find a witness.

However, there are composite numbers for which the Fermat test will output

“Probably Prime”

for every a coprime to n. These numbers are called Carmichael numbers, and to make things worse
there are infinitely many of them. The first three are given by 561, 1105 and 1729. Carmichael
numbers have the following properties
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• They are always odd.
• They have at least three prime factors.
• They are square free.
• If p divides a Carmichael number N then p! 1 divides N ! 1.

To give you some idea of their density, if we look at all numbers less than
1016

then there are about
2.7 · 1014

primes in this region, but only
246 683 , 2.4 · 105

Carmichael numbers in this region. Hence, Carmichael numbers are rare, but not rare enough to
be ignored completely.

1.3. Miller–Rabin Test. Due to the existence of Carmichael numbers the Fermat test is
usually avoided. However, there is a modification of the Fermat test, called the Miller–Rabin test,
which avoids the problem of composites for which no witness exists. This does not mean it is easy
to find a witness for each composite, it only means that a witness must exist. In addition the
Miller–Rabin test has probability of 1/4 of accepting a composite as prime for each random base
a, so again repeated application of the algorithm leads us to reduce the error probability down to
any value we care to mention.

The Miller–Rabin test is given by the pseudo-code in Algorithm 12.2 We do not show that the
Miller–Rabin test works. If you are interested in the reason see any book on algorithmic number
theory for the details, for example that by Cohen or Bach and Shallit mentioned in the Further
Reading section of this chapter. Just as with the Fermat test we repeat the method k times with
k di"erent bases, to obtain an error probability of 1/4k if the algorithm always returns “Probably
Prime”. Hence, we expect that the Miller–Rabin test will output “Probably Prime” for values of
k * 20 only when n is actually a prime.

Algorithm 12.2: Miller–Rabin Algorithm
Write n! 1 = 2sm, with m odd
for j = 0 to k ! 1 do

pick a from [2, ..., n ! 2]
b = am mod n
if b '= 1 and b '= (n! 1) then

i = 1 while i < s and b '= (n ! 1) do
b = b2 mod n
if b = 1 then return (Composite, a)
i = i + 1

end
if b '= (n! 1) then return (Composite, a)

end
end
return (“Probable Prime”)

If n is a composite then a is called a Miller–Rabin witness for the compositeness of n, and
under the Generalized Riemann Hypothesis (GRH), a conjecture believed to be true by most
mathematicians, there is a Miller–Rabin witness a for the compositeness of n with

a ( O((log n)2).
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1.4. Primality Proofs. Up to now we have only output witnesses for compositeness, and
we can interpret such a witness as a proof of compositeness. In addition we have only obtained
probable primes rather than numbers which are 100 percent guaranteed to be prime. In practice
this seems to be all right, since the probability of a composite number passing the Miller–Rabin
test for twenty bases is around 2!40 which should never really occur in practice. But theoretically
(and maybe in practice if we are totally paranoid) this could be a problem. In other words we may
want real primes and not just probable ones.

There are algorithms whose output is a witness for the primality of the number. Such a witness
is called a proof of primality. In practice such programs are only called when one is morally certain
that the number one is testing for primality is actually prime. In other words the number has
already passed the Miller–Rabin test for a number of bases and all one now requires is a proof of
the primality.

The most successful of these primality proving algorithms is one based on elliptic curves called
ECPP (for Elliptic Curve Primality Prover). This itself is based on an older primality proving
algorithm based on finite fields due to Pocklington and Lehmer, the elliptic curve variant is due to
Goldwasser and Kilian. The ECPP algorithm is a randomized algorithm which is not mathemati-
cally guaranteed to always produce an output, i.e. a witness, when the input is a prime number. If
the input is composite then the algorithm is not guaranteed to terminate at all. Although ECPP
runs in polynomial time, i.e. it is quite e!cient, the proofs of primality it produces can be verified
even faster.

There is an algorithm due to Adleman and Huang which, unlike the ECPP method, is guar-
anteed to terminate with a proof of primality on input of a prime number. It is based on a
generalization of elliptic curves called hyperelliptic curves and has never to my knowledge been
implemented. The fact that it has never been implemented is not only due to the far more com-
plicated mathematics involved, but is also due to the fact that while the hyperelliptic variant is
mathematically guaranteed to produce a proof, the ECPP method will always do so in practice for
less work e"ort.

2. Factoring Algorithms

Factoring methods are usually divided into Dark Age methods such as
• Trial division,
• p! 1 method,
• p + 1 method,
• Pollard rho method,

and modern methods
• Continued Fraction Method (CFRAC),
• Quadratic Sieve (QS),
• Elliptic Curve Method (ECM),
• Number Field Sieve (NFS).

We do not have the time or space to discuss all of these in detail so we shall look at a couple of
Dark Age methods and explain the main ideas behind some of the modern methods.

Modern factoring algorithms lie somewhere between polynomial and exponential time, in an
area called sub-exponential time. These algorithms have complexity measured by the function

LN (#,$) = exp
,
($ + o(1))(log N)'(log log N)1!'

-
.

Notice that
• LN (0,$) = (log N)(+o(1), i.e. polynomial time,
• LN (1,$) = N(+o(1), i.e. exponential time.
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So, as we remarked in Chapter 11, in some sense the function LN (#,$) interpolates between
polynomial and exponential time. To give some idea of the use of this function:

• The slowest factoring algorithm, trial division, has complexity

LN (1, 1/2).

• Up to the early 1990s the fastest general purpose factoring algorithm was the Quadratic
Sieve, which has complexity

LN (1/2, c)
for some constant c.

• The current fastest algorithm is the Number Field Sieve which has complexity

LN (1/3, c)

for some constant c.

2.1. Trial Division. The most elementary algorithm is trial division, which we have already
met in the context of testing primality. Suppose N is the number we wish to factor, we proceed as
described in Algorithm 12.3.

Algorithm 12.3: Factoring via trial division
for p = 2 to

.
N do

e = 0
if (N mod p) = 0 then

while (N mod p) = 0 do
e = e + 1
N = N/p

end
output (p, e)

end
end

A moment’s thought reveals that trial division takes time at worst

O(
.

N).

The input size to the algorithm is of size log2 N , hence this complexity is exponential. But just
as in primality testing we should not ignore trial division, it is usually the method of choice for
numbers less than 1012.

2.2. Smooth Numbers. For larger numbers we would like to improve on the trial division
algorithm. Almost all other factoring algorithms make use of other auxiliary numbers called smooth
numbers. Essentially a smooth number is one which is easy to factor using trial division, the
following definition makes this more precise.

Definition 12.2 (Smooth Number). Let B be an integer. An integer N is called B-smooth if
every prime factor p of N is less than B.

For example
N = 278 · 389 · 113

is 12-smooth. Sometimes we say that the number is just smooth if the bound B is small compared
with N .
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The number of y-smooth numbers which are less than x is given by the function 0(x, y). This
is a rather complicated function which is approximated by

0(x, y) , x-(u)

where - is the Dickman–de Bruijn function and

u =
log x

log y
.

The Dickman–de Bruijn function - is defined as the function which satisfies the following di"erential-
delay equation

u-"(u) + -(u! 1) = 0
for u > 1. In practice we approximate -(u) via the expression

-(u) , u!u

which holds as u$6. This leads to the following result, which is important in analysing advanced
factoring algorithms.

Theorem 12.3. The proportion of integers less than x, which are x1/u-smooth, is asymptotically
equal to u!u.

Now if we set
y = LN (#,$)

then

u =
log N

log y

=
1
$

(
log N

log log N

)1!'
.

Hence, one can show
1
N
0(N, y) , u!u

= exp(!u log u)

, 1
LN (1 ! #, !)

,

for some constant !. Suppose we are looking for numbers less than N which are LN (#,$)-smooth.
The probability that any number less than N is actually LN (#,$)-smooth is given by 1/LN (1!#, !).
This hopefully will explain intuitively why some of the modern method complexity estimates for
factoring are around LN (0.5, c), since to balance the smoothness bound against the probability
estimate we take # = 1

2 . The number field sieve obtains a better complexity estimate only by using
a more mathematically complex algorithm.

We shall also require, in discussing our next factoring algorithm, the notion of a number being
B-power smooth:

Definition 12.4 (Power Smooth). A number is said to be B-power smooth if every prime power
dividing N is less than B.

For example
N = 25 · 33

is 33-power smooth.
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2.3. Pollard’s P ! 1 Method. The most famous name in factoring algorithms in the late
20th century was John Pollard. Almost all the important advances in factoring were made by him,
for example

• the P ! 1 method,
• the Rho-method,
• the Number Field Sieve.

In this section we discuss the P ! 1 method and in a later section we consider the Number Field
Sieve method, the other methods we leave for the exercises at the end of the chapter.

Suppose the number we wish to factor is given by

N = p · q.
In addition suppose we know (by some pure guess) an integer B such that p!1 is B-power smooth,
but that q ! 1 is not B-power smooth. We can then hope that p ! 1 divides B!, but that q ! 1 is
unlikely to divide B!.

Suppose that we compute
a = 2B! (mod N).

Imagine that we could compute this modulo p and modulo q, we would then have

a - 1 (mod p),
since

• p! 1 divides B!,
• ap!1 = 1 (mod p) by Fermat’s Little Theorem.

But it is unlikely that we would have

a - 1 (mod q).
Hence,

• p will divide a! 1,
• q will not divide a! 1.

We can then recover p by computing

p = gcd(a! 1,N ),
as in Algorithm 12.4

Algorithm 12.4: Pollard’s P ! 1 factoring method
a = 2
for j = 2 to B do

a = aj mod N
end
p = gcd(a! 1, N)
if p '= 1 and p '= N then return (“p is a factor of N”)
else return (“No Result”)

As an example, suppose we wish to factor
N = 15770 708 441.

We take B = 180 and running the above algorithm we obtain

a = 2B! (mod N) = 1 162 022 425.

Then we obtain
p = gcd(a! 1,N) = 135 979.
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To see why this works in this example we see that the prime factorization of N is given by

N = 135 979 · 115 979

and we have

p! 1 = 135 978 ! 1 = 2 · 3 · 131 · 173,

q ! 1 = 115 978 ! 1 = 2 · 103 · 563.

Hence p! 1 is indeed B-power smooth, whilst q ! 1 is not B-power smooth.
One can show that the complexity of the P ! 1 method is given by

O(B log B(log N)2 + (log N)3).

So if we choose B = O((log N)i), for some integer i, then this is a polynomial-time factoring
algorithm, but it only works for numbers of a special form.

Due to the P ! 1 method one often sees recommended that RSA primes are chosen to satisfy

p! 1 = 2p1 and q ! 1 = 2q1,

where p1 and q1 are both primes. In this situation the primes p and q are called safe primes. How-
ever, this is not really needed these days with the large RSA moduli we use in current applications.
This is because the probability that for a random 512-bit prime p, the number p ! 1 is B-power
smooth for a small value of B is very small. Hence, choosing random 512-bit primes would in all
likelihood render the P ! 1 method useless.

2.4. Di!erence of Two Squares. A basic trick in factoring algorithms, known for many
centuries, is to produce two numbers x and y, of around the same size as N , such that

x2 = y2 (mod N).

Since then we have

x2 ! y2 = (x! y)(x + y) = 0 (mod N).

If N = p · q then we have four possible cases

(1) p divides x! y and q divides x + y.
(2) p divides x + y and q divides x! y.
(3) p and q both divide x! y but neither divide x + y.
(4) p and q both divide x + y but neither divide x! y.

All these cases can occur with equal probability, namely 1
4 . If we then compute

d = gcd(x! y,N),

our previous four cases then divide into the cases

(1) d = p.
(2) d = q.
(3) d = N .
(4) d = 1.

Since all these cases occur with equal probability, we see that with probability 1
2 we will obtain a

non-trivial factor of N . The only problem is, how do we find x and y such that x2 = y2 (mod N)?
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3. Modern Factoring Methods

Most modern factoring methods have the following strategy based on the di"erence of two
squares method described at the end of the last section.

• Take a smoothness bound B.
• Compute a factorbase F of all prime numbers p less than B.
• Find a large number of values of x and y, such that x and y are B-smooth and

x = y (mod N).

These are called relations on the factorbase.
• Using linear algebra modulo 2, find a combination of the relations to give an X and Y

with
X2 = Y 2 (mod N).

• Attempt to factor N by computing gcd(X ! Y,N).
The trick in all algorithms of this form is how to find the relations. All the other details of the
algorithms are basically the same. Such a strategy can also be used to solve discrete logarithm
problems as well, which we shall discuss in a later chapter. In this section we explain the parts of
the modern factoring algorithms which are common and justify why they work.

One way of looking at such algorithms is in the context of computational group theory. We have
already shown that knowing the order of the group (Z/NZ)#, for an RSA modulus N , is the same
as knowing the prime factors of N . Hence, the problem is really one of computing a group order.
The factorbase is essentially a set of generators of the group (Z/NZ)#, whilst the relations are
relations between the generators of this group. Once a su!ciently large number of relations have
been found then, since the group is a finite abelian group, standard group theoretic algorithms will
compute the group structure and hence the group order. These general group theoretic algorithms
could include computing the Smith Normal Form of the associated matrix. Hence, it should not
be surprising that linear algebra is used on the relations so as to factor the integer N .

3.1. Combining Relations. The Smith Normal Form algorithm is far too complicated for
factoring algorithms where a more elementary approach, still based on linear algebra, can be used,
as we shall now explain. Suppose we have the relations

p2q5r2 = p3q4r3 (mod N),

pq3r5 = pqr2 (mod N),

p3q5r3 = pq3r2 (mod N),

where p, q and r are primes in our factorbase, F = {p, q, r}. Dividing one side by the other in each
of our relations we obtain

p!1qr!1 = 1 (mod N),

q2r3 = 1 (mod N),

p2q2r = 1 (mod N).

Multiplying the last two equations together we obtain

p0+2q2+2r3+1 - 1 (mod N).

In other words
p2q4r4 - 1 (mod N).

Hence if X = pq2r2 and Y = 1 then we obtain

X2 = Y 2 (mod N)
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as required and computing
gcd(X ! Y,N)

will give us a 50 percent chance of factoring N .
Whilst it was easy to see by inspection in the previous example how to combine the relations

to obtain a square, in a real-life example our factorbase could consist of hundreds of thousands of
primes and we would have hundreds of thousands of relations. We basically need a technique of
automating this process of finding out how to combine relations into squares. This is where linear
algebra can come to our aid.

We explain how to automate the process using linear algebra by referring to our previous simple
example. Recall that our relations were equivalent to

p!1qr!1 = 1 (mod N),

q2r3 = 1 (mod N),

p2q2r = 1 (mod N).

To find which equations to multiply together to obtain a square we take a matrix A with #F
columns and number of rows equal to the number of equations. Each equation is coded into the
matrix as a row, modulo two, which in our example becomes

A =

4

6
!1 1 1
0 2 3
2 2 1

7

9 =

4

6
1 1 1
0 0 1
0 0 1

7

9 (mod 2).

We now try and find a binary vector z such that

zA = 0 (mod 2).

In our example we can take
z = (0, 1, 1)

since
,

0 1 1
-
4

6
1 1 1
0 0 1
0 0 1

7

9 =
,

0 0 0
-

(mod 2).

This solution vector z = (0, 1, 1) tells us that multiplying the last two equations together will
produce a square modulo N .

Finding the vector z is done using a variant of Gaussian Elimination. Hence in general this
means that we require more equations (i.e. relations) than elements in the factorbase. This relation
combining stage of factoring algorithms is usually the hardest part since the matrices involved tend
to be rather large. For example using the Number Field Sieve to factor a 100 decimal digit number
may require a matrix of dimension over 100 000. This results in huge memory problems and requires
the writing of specialist matrix code and often the use of specialized super computers.

The matrix will, for cryptographically interesting numbers, have around 500 000 rows and as
many columns. As this is nothing but a matrix modulo 2 each entry could be represented by a
single bit. If we used a dense matrix representation then the matrix alone would occupy around 29
gigabytes of storage. Luckily the matrix is very, very sparse and so the storage will not be so large.

As we said above we can compute the vector z such that zA = 0 using a variant of Gaussian
Elimination over Z/2Z. But standard Gaussian Elimination would start with a sparse matrix and
end up with an upper triangular dense matrix, so we would be back with the huge memory problem
again. To overcome this problem very advanced matrix algorithms are deployed which try not to
alter the matrix at all. We do not discuss these here but refer the interested reader to the book of
Lenstra and Lenstra mentioned in the Further Reading section of this chapter.

The only thing we have not sketched is how to find the relations, a topic which we shall discuss
in the next section.
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4. Number Field Sieve

The Number Field Sieve is the fastest known factoring algorithm. The basic idea is to factor a
number N by finding two integers x and y such that

x2 - y2 (mod N);

we then expect (hope) that gcd(x! y,N) will give us a non-trivial factor of N .
To explain the basic method we shall start with the linear sieve and then show how this is

generalized to the number field sieve. The linear sieve is not a very good algorithm but it does
show the rough method.

4.1. The Linear Sieve. We let F denote a set of ‘small’ prime numbers which form the
factorbase:

F = {p : p ( B}.
A number which factorizes with all its factors in F is therefore B-smooth. The idea of the linear
sieve is to find two integers a and ' such that

b = a + N'

is B-smooth. If in addition we only select values of a which are ‘small’, then we would expect that
a will also be B-smooth and we could write

a =
!

p$F

pap

and
b = a + N' =

!

p$F

pbp .

We would then have a relation in Z/NZ
!

p$F

pap -
!

p$F

pbp (mod N).

So the main question is how do we find such values of a and '?
(1) Fix a value of ' to consider.
(2) Initialize an array of length A + 1 indexed by 0 to A with zeros.
(3) For each prime p # F add log2 p to every array location whose position is congruent to
!'N (mod p).

(4) Choose the a to be the position of those elements which exceed some threshold bound.
The reasoning behind this method is that a position of the array which has an entry exceeding some
bound, will when added to 'N have a good chance of being B-smooth as it likely to be divisible
by many primes in F .

For example suppose we take N = 1159, F = {2, 3, 5, 7, 11} and ' = !2. So we wish to find a
smooth value of

a! 2N.

We initialize the sieving array as follows:
0 1 2 3 4 5 6 7 8 9

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
We now take the first prime in F , namely p = 2, and we compute

!'N (mod p) = 0.

So we add log2(2) = 1 to every array location with index equal to 0 modulo 2. This results in our
sieve array becoming:
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0 1 2 3 4 5 6 7 8 9
1.0 0.0 1.0 0.0 1.0 0.0 1.0 0.0 1.0 0.0

We now take the next prime in F , namely p = 3, and compute

!'N (mod p) = 2.

So we add log2(3) = 1.6 onto every array location with index equal to 2 modulo 3. Our sieve array
then becomes:

0 1 2 3 4 5 6 7 8 9
1.0 0.0 2.6 0.0 1.0 1.6 1.0 0.0 2.6 0.0

Continuing in this way with p = 5, 7 and 11, eventually the sieve array becomes:
0 1 2 3 4 5 6 7 8 9

1.0 2.8 2.6 2.3 1.0 1.6 1.0 0.0 11.2 0.0

Hence, the value a = 8 looks like it should correspond to a smooth value, and indeed it does, since
we find

a! 'N = 8! 2 · 1159 = !2310 = !2 · 3 · 5 · 7 · 11.

So using the linear sieve we obtain a large collection of numbers a and b such that

ai =
!

pj$F

p
ai,j

j -
!

pj$F

p
bi,j

j = bi (mod N).

We assume that we have at least |B|+ 1 such relations with which we then form a matrix with the
rows

(ai,1, . . . , ai,t, bi,1, . . . , bi,t) (mod 2).

We then find elements of the kernel of this matrix modulo 2. This will tell us how to multiply the
ai and the bi together to obtain elements x2 and y2 such that x, y # Z are easily calculated and

x2 - y2 (mod N).

We can then try and factor N , but if these values of x and y do not provide a factor we just find a
new element in the kernel of the matrix and continue.

The basic linear sieve gives a very small yield of relations. There is a variant called the large
prime variation which relaxes the sieving condition to allow through pairs a and b which are almost
B-smooth, bar say a single ‘large’ prime in a and a single ‘large’ prime in b. These large primes
then have to be combined in some way so that the linear algebra step can proceed as above. This is
done by constructing a graph and using an algorithm which computes a basis for the set of cycles
in the graph. The basic idea for the large prime variation originally arose in the context of the
Quadratic Sieve algorithm, but it can be applied to any of the sieving algorithms used in factoring.

It is clear that the sieving could be carried out in parallel, hence the sieving can be parcelled
out to lots of slave computers around the world. The slaves then communicate any relations they
find to the central master computer which performs the linear algebra step. In such a way the
Internet can be turned into a large parallel computer dedicated to factoring numbers. The final
linear algebra step we have already remarked needs to often be performed on specialized equipment
with large amounts of disk space and RAM, so this final computation cannot be distributed over
the Internet.
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4.2. The Number Field Sieve. The linear sieve is simply not good enough to factor large
numbers. Indeed the linear sieve was never proposed as a real factoring algorithm, its operation is
however instructive for other algorithms of this type. The number field sieve uses the arithmetic of
algebraic number fields to construct the desired relations between the elements of the factorbase.
All that changes is the way the relations are found. The linear algebra step, the large prime
variations and the slave/master approach all go over to NFS virtually unchanged. We now explain
the NFS, but in a much simpler form than is actually used in real-life so as to aid the exposition.
Those readers who do not know any algebraic number theory may wish to skip this section.

First we construct two monic, irreducible polynomials with integer coe!cients f1 and f2, of
degree d1 and d2 respectively, such that there exists an m # Z such that

f1(m) - f2(m) - 0 (mod N).

The number field sieve will make use of arithmetic in the number fields K1 and K2 given by

K1 = Q(21) and K2 = Q(22),

where 21 and 22 are defined by f1(21) = f2(22) = 0. We then have two homomorphisms "1 and "2

given by

"i :
"Z[2i] !$ Z/NZ

2i )!$ m.

We aim to use a sieve, just as in the linear sieve, to find a set

S + {(a, b) # Z2 : gcd(a, b) = 1}

such that !

S

(a! b21) = $2

and !

S

(a! b22) = !2,

where $ # K1 and ! # K2. If we found two such values of $ and ! then we would have

"1($)2 - "2(!)2 (mod N)

and hopefully
gcd(N,"1($)! "2(!))

would be a factor of N .
This leads to three obvious problems

• How do we find the set S?
• Given $2 # Q[21], how do we compute $?
• How do we find the polynomials f1 and f2 in the first place?

4.2.1. How do we find the set S?: Similar to the linear sieve we can find such a set S using
linear algebra provided we can find lots of a and b such that

a! b21 and a! b22

are both ‘smooth’. But what does it mean for these two objects to be smooth? It is here that the
theory of algebraic number fields comes in, by generalizing our earlier definition of smooth integers
to algebraic integers we obtain the definition:

Definition 12.5. An algebraic integer is ‘smooth’ if and only if the ideal it generates is only
divisible by ‘small’ prime ideals.
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Define Fi(X,Y ) = Y difi(X/Y ) then

NQ()i)/Q(a! b2i) = Fi(a, b).

We define two factorbases, one for each of the polynomials

Fi = {(p, r) : p a prime, r # Z such that fi(r) - 0 (mod p)} .

Each element of Fi corresponds to a degree one prime ideal of Z[2i], which is a sub-order of the
ring of integers of OQ()i), given by

%p, 2i ! r& = pZ[2i] + (2i ! r)Z[2i].

Given values of a and b we can easily determine whether the ideal %a! 2ib& ‘factorizes’ over our
factorbase. Note factorizes is in quotes as unique factorization of ideals may not hold in Z[2i],
whilst it will hold in OQ()i). It will turn out that this is not really a problem. To see why this is
not a problem you should consult the book by Lenstra and Lenstra.

If Z[2i] = OQ()i) then the following method does indeed give the unique prime ideal factorization
of %a! 2ib&.

• Write

Fi(a, b) =
!

(pj ,r)$Fi

p
s(i)
j

j .

• We have (a : b) = (r : 1) (mod p), as an element in the projective space of dimension one
over Fp, if the ideal corresponding to (p, r) is included in a non-trivial way in the ideal
factorization of a! 2ib.

• We have
%a! 2ib& =

!

(pj ,r)$Fi

%pj , 2i ! r&s
(i)
j .

This leads to the following algorithm to sieve for values of a and b, such that %a! 2ib& is an ideal
which factorizes over the factorbase. Just as with the linear sieve, the use of sieving allows us to
avoid lots of expensive trial divisions when trying to determine smooth ideals. We end up only
performing factorizations where we already know we have a good chance of being successful.

• Fix a.
• Initialize the sieve array for !B ( b ( B by

S[b] = log2(F1(a, b) · F2(a, b)).

• For every (p, r) # Fi subtract log2 p from every array element such that

a! rb - 0 (mod p).

• The bs we want are the ones such that S[b] lies below some tolerance level.
If the tolerance level is set in a sensible way then we have a good chance that both F1(a, b) and
F2(a, b) factor over the prime ideals in the factorbase, with the possibility of some large prime ideals
creeping in. We keep these factorizations as a relation, just as we did with the linear sieve.

Then, after some linear algebra, we can find a subset S of all the pairs (a, b) we have found
such that !

(a,b)$S

%a! b2i& = square of an ideal in Z[2i].

This is not however good enough, recall we want the product
:

a ! b2i to be the square of an
element of Z[2i]. To overcome this problem we need to add information from the ‘infinite’ places.
This is done by adding in some quadratic characters, an idea introduced by Adleman. Let q be
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a rational prime (in neither F1 nor F2) such that there is an sq with fi(sq) - 0 (mod q) and
f "

i(sq) '- 0 (mod q) for either i = 1 or i = 2. Then our extra condition is that we require

!

(a,b)$S

(
a! bsq

q

)
= 1,

where ( .
q ) denotes the Legendre symbol. As the Legendre symbol is multiplicative this gives us an

extra condition to put into our matrix. We need to add this condition for a number of primes q,
hence we choose a set of such primes q and put the associated characters into our matrix as an
extra column of 0s or 1s corresponding to:

if
(

a! bsq

q

)
=
"

1 then enter 0,
!1 then enter 1.

So after finding enough relations we hope to be able to find a subset S such that hopefully
!

S

(a! b21) = $2 and
!

S

(a! b22) = !2.

4.2.2. How do we take the square roots?: We then need to be able to take the square root of
$2 to recover $, and similarly for !2. Each $2 is given in the form

$2 =
d1!1'

j=0

aj2
j
1

where the aj are huge integers. We want to be able to determine the solutions bj # Z to the
equation

4

6
d1!1'

j=0

bj2
j
1

7

9
2

=
d1!1'

j=0

aj2
j
1.

One way this is overcome, due to Couveignes, is by computing such a square root modulo a large
number of very, very large primes p. We then perform Hensel lifting and Chinese remaindering
to hopefully recover our square root. This is the easiest method to understand although more
advanced methods are available, such as that by Nguyen.

4.2.3. Choosing the initial polynomials: This is the part of the method that is a black art at
the moment. We require only the following conditions to be met

f1(m) - f2(m) - 0 (mod N).

However there are good heuristic reasons why it also might be desirable to construct polynomials
with additional properties such as

• The polynomials have small coe!cients.
• f1 and f2 have ‘many’ real roots. Note, a random polynomial probably would have no real

roots on average.
• f1 and f2 have ‘many’ roots modulo lots of small prime numbers.
• The Galois groups of f1 and f2 are ‘small’

It is often worth spending a few weeks trying to find a good couple of polynomials before one starts
to attempt the factorization algorithm proper. There are a number of search strategies used for
finding these polynomials. Once a few candidates are found some experimental sieving is performed
to see which appear to be the most successful, in that they yield the most relations. Then once a
decision has been made one can launch the sieving stage ‘for real’.
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4.3. Example. I am grateful to Richard Pinch for allowing me to include the following exam-
ple. It is taken from his lecture notes from a course at Cambridge in the mid-1990s. Suppose we
wish to factor the number N = 2902 + 1 = 84 101. We take f1(x) = x2 + 1 and f2(x) = x ! 290
with m = 290. Then

f1(m) - f2(m) - 0 (mod N).
On one side we have the order Z[i] which is the ring of integers of Q(i) and on the other side we
have the order Z.

We obtain the following factorizations:
x y N(x! iy) Factors x!my Factors
!38 !1 1445 (5)(172) 252 (22)(32)(7)
!22 !19 845 (5)(132) (5488) (24)(73)

We then obtain the two factorizations, which are real factorizations of elements, as Z[i] is a unique
factorization domain,

!38 + i = !(2 + i)(4! i)2, !22 + 19i = !(2 + i)(3! 2i)2.

Hence, after a trivial bit of linear algebra, we obtain the following ‘squares’

(!38 + i)(!22 + 19i) = (2 + i)2(3! 2i)2(4! i)2 = (31! 12i)2

and
(!38 + m)(!22 + 193m) = (26)(32)(74) = 11762.

We then apply the map "1 to 31! 12i to obtain

"1(31 ! 12i) = 31 ! 12 3m = !3449.

But then we have

(!3449)2 = "1(31! 12i)2

= "1((31 ! 12i)2)
= "1((!38 + i)(!22 + 19i))
= "1(!38 + i)"1(!22 + 19i)
- (!38 + m)(!22 + 19 3m) (mod N)

= 11762.

So we compute
gcd(N,!3449 + 1176) = 2273

and
gcd(N,!3449 ! 1176) = 37.

Hence 37 and 2273 are factors of N = 84101.

Chapter Summary

• Prime numbers are very common and the probability that a random n-bit number is prime
is around 1/n.

• Numbers can be tested for primality using a probable prime test such as the Fermat
or Miller–Rabin algorithms. The Fermat test has a problem in that certain composite
numbers will always pass the Fermat test no matter how one chooses the possible witnesses.
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• If one really needs to be certain that a number is prime then there are primality proving
algorithms which run in polynomial time.

• Factoring algorithms are often based on the problem of finding the di"erence of two
squares.

• Modern factoring algorithms run in two stages: In the first stage one collects a lot of rela-
tions on a factorbase by using a process called sieving, which can be done using thousands
of computers on the Internet. In the second stage these relations are processed using linear
algebra on a big central server. The final factorization is obtained by finding a di"erence
of two squares.

Further Reading

The definitive reference work on computational number theory which deals with many algo-
rithms for factoring and primality proving is the book by Cohen. The book by Bach and Shallit
also provides a good reference for primality testing. The main book explaining the Number Field
Sieve is the book by Lenstra and Lenstra.

E. Bach and J. Shallit. Algorithmic Number Theory. Volume 1: E!cient Algorithms. MIT Press,
1996.

H. Cohen. A Course in Computational Algebraic Number Theory. Springer-Verlag, 1993.

A. Lenstra and H. Lenstra. The Development of the Number Field Sieve. Springer-Verlag, 1993.



CHAPTER 13

Discrete Logarithms

Chapter Goals

• To examine algorithms for solving the discrete logarithm problem.
• To introduce the Pohlig–Hellman algorithm.
• To introduce the Baby-Step/Giant-Step algorithm.
• To explain the methods of Pollard.
• To show how discrete logarithms can be solved in finite fields using algorithms like those

used for factoring.
• To describe the known results on the elliptic curve discrete logarithm problem.

1. Introduction

In this chapter we survey the methods known for solving the discrete logarithm problem,

h = gx

in various groups G. These algorithms fall into one of two categories, either the algorithms are
generic and apply to any finite abelian group or the algorithms are specific to the special group
under consideration.

We start with general purpose algorithms and then move onto special purpose algorithms later
in the chapter.

2. Pohlig–Hellman

The first observation to make is that the discrete logarithm problem in a group G is only as hard
as the discrete logarithm problem in the largest subgroup of prime order in G. This observation is
due to Pohlig and Hellman, and it applies in an arbitrary finite abelian group.

To explain the Pohlig–Hellman algorithm, suppose we have a finite cyclic abelian group G = %g&
whose order is given by

N = #G =
t!

i=1

pei
i .

Now suppose we are given h # %g&, so there exists an integer x such that

h = gx.

Our aim is to find x by first finding it modulo pei
i and then using the Chinese Remainder Theorem

to recover it modulo N .
From basic group theory we know that there is a group isomorphism

" : G !$ Cp
e1
1
3 · · ·3 Cp

et
t

,

203
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where Cpe is a cyclic group of prime power order pe. The projection of " to the component Cpe is
given by

"p :

;
G !$ Cpe

f )!$ fN/pe
.

Now the map "p is a group homomorphism so if we have h = gx in G then we will have "p(h) =
"p(g)x in Cpe . But the discrete logarithm in Cpe is only determined modulo pe. So if we could solve
the discrete logarithm problem in Cpe , then we would determine x modulo pe. Doing this for all
primes p dividing N would allow us to solve for x using the Chinese Remainder Theorem.

In summary suppose we had some oracle O(g, h, p, e) which for g, h # Cpe will output the
discrete logarithm of h with respect to g. We can then solve for x using Algorithm 13.1

Algorithm 13.1: Algorithm to find DLP in group of order N , given an oracle for DLP for
prime power divisors of N

S = {}
forall the primes p dividing N do

Compute the largest e such that T = pe divides N

g1 = gN/T

h1 = hN/T

z = O(g1, h1, p, e)
S = S + {(z, T )}

end
x =CRT(S)

The only problem is that we have not shown how to solve the discrete logarithm problem in
Cpe . We shall now show how this is done, by reducing to solving e discrete logarithm problems in
the group Cp. Suppose g, h # Cpe and that there is an x such that

h = gx.

Clearly x is only defined modulo pe and we can write

x = x0 + x1p + · · · + xe!1p
e!1.

We find x0, x1, . . . in turn, using the following inductive procedure. Suppose we know x", the value
of x modulo pt, i.e.

x" = x0 + · · · + xt!1p
t!1.

We now wish to determine xt and so compute x modulo pt+1. We write

x = x" + ptx"",

so we have that
h = gx"

(gpt
)x

""
.

Hence, if we set
h" = hg!x"

and g" = gpt
,

then
h" = g"x

""
.

Now g" is an element of order pe!t so to obtain an element of order p, and hence a discrete logarithm
problem in Cp we need to raise the above equation to the power s = pe!t!1. So setting

h"" = h"s and g"" = g"s
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we obtain the discrete logarithm problem in Cp given by

h"" = g""xt .

So assuming we can solve discrete logarithms in Cp we can find xt and so find x.

We now illustrate this approach, assuming we can solve discrete logarithms in cyclic groups
of prime order. We leave to the next two sections techniques to find discrete logarithms in cyclic
groups of prime order, for now we assume that this is possible. As an example of the Pohlig–Hellman
algorithm, consider the multiplicative group of the finite field F397, this has order

396 = 22 · 32 · 11

and a generator of F#
397 is given by

g = 5.

We wish to solve the discrete logarithm problem given by

h = 208 = 5x (mod 397).

We first reduce to the three subgroups of prime power order, by raising the above equation to the
power 396/pe. Hence, we obtain the three discrete logarithm problems

334 = h396/4 = g396/4x4 = 334x4 (mod 397),

286 = h396/9 = g396/9x9 = 79x9 (mod 397),

273 = h396/11 = g396/11x11 = 290x11 (mod 397).

The value of x4 is the value of x modulo 4, the value of x9 is the value of x modulo 9 whilst the
value of x11 is the value of x modulo 11. Clearly if we can determine these three values then we
can determine x modulo 396.

2.1. Determining x4. By inspection we see that x4 = 1, but let us labour the point and show
how the above algorithm will determine this for us. We write

x4 = x4,0 + 2 · x4,1,

where x4,0, x4,1 # {0, 1}. Recall that we wish to solve

h" = 334 = 334x4 = g"x4 .

We set h"" = h"2 and g"" = g"2 and solve the discrete logarithm problem

h"" = g""x4,0

in the cyclic group of order 2. We find, using our oracle for the discrete logarithm problem in cyclic
groups, that x4,0 = 1. So we now have

h"

g"
= g""x4,1 (mod 397).

Hence we have
1 = 396x4,1 ,

which is another discrete logarithm in the cyclic group of order two. We find x4,1 = 0 and so
conclude, as expected, that

x4 = x4,0 + 2 · x4,1 = 1 + 2 · 0 = 1.



206 13. DISCRETE LOGARITHMS

2.2. Determining x9. We write

x9 = x9,0 + 3 · x9,1,

where x9,0, x9,1 # {0, 1, 2}. Recall that we wish to solve

h" = 286 = 79x9 = g"x9.

We set h"" = h"3 and g"" = g"3 and solve the discrete logarithm problem

h"" = 34 = g""x9,0 = 362x9,0

in the cyclic group of order 3. We find, using our oracle for the discrete logarithm problem in cyclic
groups, that x9,0 = 2. So we now have

h"

g"2
= g""x9,1 (mod 397).

Hence we have
1 = 362x9,1 ,

which is another discrete logarithm in the cyclic group of order two. We find x9,1 = 0 and so
conclude that

x9 = x9,0 + 3 · x9,1 = 2 + 3 · 0 = 2.

2.3. Determining x11. We are already in a cyclic group of prime order, so applying our oracle
to the discrete logarithm problem

273 = 290x11 (mod 397),

we find that x11 = 6.

So we have determined that if

208 = 5x (mod 397),

then x is given by

x = 1 (mod 4),
x = 2 (mod 9),
x = 6 (mod 11).

If we apply the Chinese Remainder Theorem to this set of three simultaneous equations then we
obtain that the solution to our discrete logarithm problem is given by

x = 281.

3. Baby-Step/Giant-Step Method

In our above discussion of the Pohlig–Hellman algorithm we assumed we had an oracle to solve
the discrete logarithm problem in cyclic groups of prime order. We shall now describe a general
method of solving such problems due to Shanks called the Baby-Step/Giant-Step method. Once
again this is a generic method which applies to any cyclic finite abelian group.

Since the intermediate steps in the Pohlig–Hellman algorithm are quite simple, the di!culty
of solving a general discrete logarithm problem will be dominated by the time required to solve
the discrete logarithm problem in the cyclic subgroups of prime order. Hence, for generic groups
the complexity of the Baby-Step/Giant-Step method will dominate the overall complexity of any
algorithm. Indeed one can show that the following method is the best possible method, time-wise,
for solving the discrete logarithm problem in an arbitrary group. Of course in any actual group
there may be a special purpose algorithm which works faster, but in general the following is provably
the best one can do.
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Again we fix notation as follows: We have a public cyclic group G = %g&, which we can now
assume to have prime order p. We are also given an h # G and are asked to find the value of x
modulo p such that

h = gx.

We assume there is some fixed encoding of the elements of G, so in particular it is easy to store,
sort and search a list of elements of G.

The idea behind the Baby-Step/Giant-Step method is a standard divide and conquer approach
found in many areas of computer science. We first write

x = x0 + x1<
.

p=.
Now, since x ( p, we have that 0 ( x0, x1 < <.p=.

We first compute the Baby-Steps

gi = gi for 0 ( i < <.p=.
The pairs

(gi, i)
are stored in a table so that one can easily search for items indexed by the first entry in the pair.
This can be accomplished by sorting the table on the first entry or more e!ciently by the use of
hash-tables. To compute and store the Baby-Steps clearly requires

O(<.p=)
time, and a similar amount of storage.

We now compute the Giant-Steps

hj = hg!j'(p) for 0 ( j < <.p=.
We then try to find a match in the table of Baby-Steps, i.e. we try to find a value gi such that
gi = hj . If such a match occurs we have

x0 = i and x1 = j

since, if gi = hj ,
gi = hg!j'(p),

i.e.
gi+j'(p) = h.

Notice that the time to compute the Giant-Steps is at most

O(<.p=).
Hence, the overall time and space complexity of the Baby-Step/Giant-Step method is

O(
.

p).

This means, combining with the Pohlig–Hellman algorithm, that if we wish a discrete logarithm
problem in a group G to be as di!cult as a work e"ort of 280 operations, then we need the group
G to have a prime order subgroup of order larger than 2160.

As an example we take the subgroup of order 101 in the multiplicative group of the finite field
F607, generated by g = 64. Suppose we are given the discrete logarithm problem

h = 182 = 64x (mod 607).

We first compute the Baby-Steps

gi = 64i (mod 607) for 0 ( i < <
.

101= = 11.

We compute
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i 64i (mod 607) i 64i (mod 607)
0 1 6 330
1 64 7 482
2 454 8 498
3 527 9 308
4 343 10 288
5 100

Now we compute the Giant-Steps,

hj = 182 · 64!11j (mod 607) for 0 ( j < 11,

and check when we obtain a Giant-Step which occurs in our table of Baby-Steps:
j 182 · 64!11j (mod 607) j 182 · 64!11j (mod 607)
0 182 6 60
1 143 7 394
2 69 8 483
3 271 9 76
4 343 10 580
5 573

So we obtain a match when i = 4 and j = 4, which means that

x = 4 + 11 · 4 = 48,

which we can verify to be the correct answer to the earlier discrete logarithm problem by computing

6448 (mod 607) = 182.

4. Pollard Type Methods

The trouble with the Baby-Step/Giant-Step method was that although its run time was bounded
by O(.p) it also required O(.p) space. This space requirement is more of a hindrance in prac-
tice than the time requirement. Hence, one could ask whether one could trade the large space
requirement for a smaller space requirement, but still obtain a time complexity of O(.p)? Well we
can, but we will now obtain only an expected running time rather than an absolute bound on the
running time. There are a number of algorithms which achieve this reduced space requirement all
of which are due to ideas of Pollard.

4.1. Pollard’s Rho Algorithm. Suppose f : S $ S is a random mapping between a set S
and itself, where the size of S is n. Now pick a random value x0 # S and compute

xi+1 = f(xi) for i * 0.

The values x0, x1, x2, . . . we consider as a deterministic random walk. By this last statement we
mean that each step xi+1 = f(xi) of the walk is a deterministic function of the current position xi,
but we are assuming that the sequence x0, x1, x2, . . . behaves as a random sequence would. Another
name for a deterministic random walk is a pseudo-random walk.

Since S is finite we must eventually obtain

xi = xj

and so
xi+1 = f(xi) = f(xj) = xj+1.

Hence, the sequence x0, x1, x2, . . . , will eventually become cyclic. If we ‘draw’ such a sequence then
it looks like the Greek letter rho, i.e.

-.



4. POLLARD TYPE METHODS 209

In other words there is a cyclic part and an initial tail. One can show that for a random mapping
the tail has expected length (i.e. the number of elements in the tail)

1
&n/8,

whilst the cycle has expected length (i.e. the number of elements in the cycle)
1
&n/8.

The goal of many of Pollard’s algorithms is to find a collision in a random mapping like the one
above. A collision is finding two values xi and xj with i '= j such that

xi = xj.

From the birthday paradox we obtain a collision after an expected number of
1
&n/2

iterations of the map f . Hence, finding a collision using the birthday paradox in a naive way
would require O(

.
n) time and O(

.
n) memory. But this is exactly the problem with the Baby-

Step/Giant-Step method we were trying to avoid.
To find a collision, and make use of the rho shape of the random walk, we use Floyd’s cycle

finding algorithm: Given (x1, x2) we compute (x2, x4) and then (x3, x6) and so on, i.e. given the
pair (xi, x2i) we compute

(xi+1, x2i+2) = (f(xi), f(f(x2i))).
We stop when we find

xm = x2m.

If the tail of the sequence x0, x1, x2, . . . has length ' and the cycle has length µ then one can show
that we obtain such a value of m when

m = µ (1 + 1'/µ2) .

Since ' < m ( '+ µ we see that
m = O(

.
n),

and this will be an accurate complexity estimate if the mapping f behaves like an average random
function. Hence, we can detect a collision with virtually no storage.

This is all very well, but we have not shown how to relate this to the discrete logarithm problem:
Let G denote a group of order n and let the discrete logarithm problem be given by

h = gx.

We partition the group into three sets S1, S2, S3, where we assume 1 '# S2, and then define the
following random walk on the group G,

xi+1 = f(xi) =

#
%

&

h · xi xi # S1,
x2

i xi # S2,
g · xi xi # S3.

In practice we actually keep track of three pieces of information

(xi, ai, bi)

where

ai+1 =

#
%

&

ai xi # S1,
2ai (mod n) xi # S2,
ai + 1 (mod n) xi # S3,

and

bi+1 =

#
%

&

bi + 1 (mod n) xi # S1,
2bi (mod n) xi # S2,
bi xi # S3.
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If we start with the triple

(x0, a0, b0) = (1, 0, 0)

then we have, for all i,

logg(xi) = ai + bi logg(h) = ai + bix.

Applying Floyd’s cycle finding algorithm we obtain a collision, and so find a value of m such that

xm = x2m.

This leads us to deduce the following equality of discrete logarithms

am + bmx = am + bm logg(h)
= logg(xm)
= logg(x2m)
= a2m + b2m logg(h)
= a2m + b2mx.

Rearranging we see that

(bm ! b2m)x = a2m ! am,

and so, if bm '= b2m, we obtain

x =
a2m ! am

bm ! b2m
(mod n).

The probability that we have bm = b2m is small enough, for large n, to be ignored.
If we assume the sequence x0, x1, x2, . . . is produced by a random mapping from the group G

to itself, then the above algorithm will find the discrete logarithm in expected time

O(
.

n).

As an example consider the subgroup G of F#
607 of order n = 101 generated by the element

g = 64 and the discrete logarithm problem

h = 122 = 64x.

We define the sets S1, S2, S3 as follows:

S1 = {x # F#
607 : x ( 201},

S2 = {x # F#
607 : 202 ( x ( 403},

S3 = {x # F#
607 : 404 ( x ( 606}.

Applying Pollard’s Rho method we obtain the following data
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i xi ai bi x2i a2i b2i

0 1 0 0 1 0 0
1 122 0 1 316 0 2
2 316 0 2 172 0 8
3 308 0 4 137 0 18
4 172 0 8 7 0 38
5 346 0 9 309 0 78
6 137 0 18 352 0 56
7 325 0 19 167 0 12
8 7 0 38 498 0 26
9 247 0 39 172 2 52
10 309 0 78 137 4 5
11 182 0 55 7 8 12
12 352 0 56 309 16 26
13 76 0 11 352 32 53
14 167 0 12 167 64 6

So we obtain a collision, using Floyd’s cycle finding algorithm, when m = 14. We see that

g0h12 = g64h6

which implies
12x = 64 + 6x (mod 101).

In other words
x =

64
12! 6

(mod 101) = 78.

4.2. Pollard’s Lambda Method. Pollard’s Lambda method is like the Rho method in that
one uses a deterministic random walk and a small amount of storage to solve the discrete logarithm
problem. However, the Lambda method is particularly tuned to the situation where one knows
that the discrete logarithm lies in a certain interval

x # [a, . . . , b].

In the Rho method we used one random walk, which turned into the shape of the Greek letter
-, whilst in the Lambda method we use two walks which end up in the shape of the Greek letter
lambda, i.e.

',

hence giving the method its name. Another name for this method is Pollard’s Kangaroo method
as it is originally described by the two walks being performed by kangaroos.

Let w = b! a denote the length of the interval in which the discrete logarithm x is known to
lie. We define a set

S = {s0, . . . , sk!1}
of integers in non-decreasing order. The mean m of the set should be around N =

.
w. It is

common to choose
si = 2i for 0 ( i < k,

which implies that the mean of the set is
2k

k
and so we choose

k , 1
2
· log2(w).
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We divide the group up into k sets Si, for i = 0, . . . , k ! 1 and define the following deterministic
random walk:

xi+1 = xi · gsj if xi # Sj .

We first compute the deterministic random walk, starting from g0 = gb, by setting

gi = gi!1 · gsj

for i = 1, . . . ,N . We also set c0 = b and ci+1 = ci + sj (mod q). We store gN and notice that we
have computed the discrete logarithm of gN with respect to g,

cN = logg(gN ).

We now compute our second deterministic random walk starting from the unknown point in the
interval x; we set h0 = h = gx and compute

hi+1 = hi · gs"j .

We also set d0 = 0 and di+1 = di + s"j (mod q). Notice that we have

logg(hi) = x + di.

If the path of the hi meets that of the path of the gi then the hi will carry on the path of the gi

and we will be able to find a value M where hM equals our stored point gN . At this point we have

cN = logg(gN ) = logg(hM ) = x + dM ,

and so the solution to our discrete logarithm problem is given by

x = cN ! dM (mod q).

If we do not get a collision then we can increase N and continue both walks in a similar manner
until a collision does occur.

The expected running time of this method is
.

w and again the storage can be seen to be
constant. The Lambda method can be used when the discrete logarithm is only known to lie in
the full interval [0, . . . , q ! 1]. But in this situation, whilst the asymptotic complexity is the same
as the Rho method, the Rho method is better due to the implied constants.

As an example we again consider the subgroup G of F#
607 of order n = 101 generated by the

element g = 64, but now we look at the discrete logarithm problem

h = 524 = 64x.

We are given that the discrete logarithm x lies in the interval [60, . . . , 80]. As our set of multipliers
si we take si = 2i for i = 0, 1, 2, 3. The subsets S0, . . . , S3 of G we define by

Si = {g # G : g (mod 4) = i}.

We first compute the deterministic random walk gi and the discrete logarithms ci = logg(gi), for
i = 0, . . . ,N = 4.

i gi ci

0 151 80
1 537 88
2 391 90
3 478 98
4 64 1

Now we compute the second deterministic random walk
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i hi di = logg(hi)! x
0 524 0
1 151 1
2 537 9
3 391 11
4 478 19
5 64 23

Hence, we obtain the collision
h5 = g4

and so
x = 1! 23 (mod 101) = 79.

Note that examining the above tables we see that we had earlier collisions between our two walks.
However, we are unable to use these since we do not store g0, g1, g2 or g3. We have only stored the
value of g4.

4.3. Parallel Pollard’s Rho. In real life when one uses random walk based techniques to solve
discrete logarithm problems one uses a parallel version, so as to exploit the computing resources of
a number of sites across the Internet. Suppose we are given the discrete logarithm problem

h = gx

in a group G of prime order q. We first decide on an easily computable function

H : G !$ {1, . . . , k},
where k is usually around 20. Then we define a set of multipliers mi, these are produced by
generating random integers ai, bi # [0, . . . , q ! 1] and then setting

mi = gaihbi .

To start a deterministic random walk we pick random s0, t0 # [0, . . . , q ! 1] and compute

g0 = gs0ht0 ,

the deterministic random walk is then defined on the triples (gi, si, ti) where

gi+1 = gi · mH(gi),

si+1 = si + aH(gi) (mod q),
ti+1 = ti + bH(gi) (mod q).

Hence, for every gi we record the values of si and ti such that

gi = gsihti .

Suppose we have m processors, each processor starts a di"erent deterministic random walk from
a di"erent starting position using the same algorithm to determine the next element in the walk.
When two processors, or even the same processor, meet an element of the group that has been seen
before then we obtain an equation

gsihti = gs"jht"j

from which we can solve for the discrete logarithm x. Hence, we expect that after O(
1
&q/2/m)

iterations of these parallel walks we will find a collision and so solve the discrete logarithm problem.

However, as described this means that each processor needs to return every element in its com-
puted deterministic random walk to a central server which then stores all the computed elements.
This is highly ine!cient as the storage requirements will be very large, namely O(

1
&q/2). We can

reduce the storage to any required value as follows:
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We define a function d on the group

d : G !$ {0, 1}

such that d(g) = 1 around 1/2t of the time. The function d is often defined by returning d(g) = 1
if a certain subset of t of the bits representing g are set to zero for example. The elements in G for
which d(g) = 1 will be called distinguished.

It is only the distinguished group elements which are now transmitted back to the central server.
This means that one expects the deterministic random walks to need to continue another 2t steps
before a collision is detected between two deterministic random walks. Hence, the computing time
now becomes

O
*1

&q/2/m + 2t
+

,

whilst the storage becomes

O
*1

&q/2/2t
+

.

This allows the storage to be reduced to any manageable amount, at the expense of a little extra
computation. We do not give an example, since the method only really becomes useful as q becomes
larger (say q > 220), but we leave it to the reader to construct their own examples.

5. Sub-exponential Methods for Finite Fields

There is a close relationship between the sub-exponential methods for factoring and the sub-
exponential methods for solving the discrete logarithm problem in finite fields. We shall only
consider the case of prime fields Fp but similar considerations apply to finite fields of character-
istic two. The sub-exponential algorithms for finite fields are often referred to as index-calculus
algorithms, for a reason which will become apparent as we explain the method.

We assume we are given g, h # F#
p such that

h = gx.

We choose a factor base F of elements, usually small prime numbers, and then using one of the
sieving strategies used for factoring we obtain a large number of relations of the form

!

pi$F

pei
i = 1 (mod p).

These relations translate into the following equations for discrete logarithms,
'

pi$F

ei logg(pi) = 0 (mod p! 1).

Once enough equations like the one above have been found we can solve for the discrete logarithm
of every element in the factor base, i.e. we can determine

xi = logg(pi).

The value of xi is sometimes called the index of pi with respect to g. This calculation is performed
using linear algebra modulo p!1, which is hence more complicated than the linear algebra modulo
2 performed in factoring algorithms. However, similar tricks, such as those deployed in the linear
algebra stage of factoring algorithms, can be deployed to keep the storage requirements down to
manageable levels. This linear algebra calculation only needs to be done once for each generator g,
the results can then be used for many values of h.

When one wishes to solve a particular discrete logarithm problem

h = gx,
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we use a sieving technique, or simple trial and error, to write

h =
!

pi$F

phi
i (mod p),

i.e. we could compute
T = h

!

pi$F

pfi
i (mod p)

and see if it factors in the form
T =

!

pi$F

pgi
i .

If it does then we have
h =

!

pi$F

pi
gi!fi (mod p).

We can then compute the discrete logarithm x from

x = logg(h) = logg

4

6
!

pi$F

phi
i

7

9

=
'

pi$F

hi logg(pi) (mod p! 1)

=
'

pi$F

hi · xi (mod p! 1).

This means that, once one discrete logarithm has been found, determining the next one is easier
since we have already computed the values of the xi.

The best of the methods to find the relations between the factorbase elements is the Number
Field Sieve. This gives an overall running time of

O(Lp(1/3, c))

for some constant c. This is roughly the same complexity as the algorithms to factor large numbers,
although the real practical problem is that the matrix algorithms now need to work modulo p! 1
and not modulo 2 as they did in factoring algorithms.

The upshot of these sub-exponential methods is that the size of p for finite field discrete loga-
rithm based systems needs to be of the same order of magnitude as an RSA modulus, i.e. p * 21024.

Even though p has to be very large we still need to guard against generic attacks, hence p! 1
should have a prime factor q of order greater than 2160. In fact for finite field based systems we
usually work in the subgroup of F#

p of order q.

6. Special Methods for Elliptic Curves

For elliptic curves there are no known sub-exponential methods for the discrete logarithm
problem, except in certain special cases. This means that the only method to solve the discrete
logarithm problem in this setting is the parallel version of Pollard’s Rho method.

Suppose the elliptic curve E is defined over the finite field Fq. We set

#E(Fq) = h · r
where r is a prime number. By Hasse’s Theorem 2.3 the value of #E(Fq) is close to q so we typically
choose a curve with r close to q, i.e. we choose a curve E so that h = 1, 2 or 4.

The best known general algorithm for the elliptic curve discrete logarithm problem is the parallel
Pollard’s Rho method, which has complexity O(

.
r), which is about O(.q). Hence, to achieve the

same security as an 80-bit block cipher we need to take q , 2160, which is a lot smaller than the
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field size recommended for systems based on the discrete logarithm problems in a finite field. This
results in the reduced bandwidth and computational times of elliptic curve systems.

However, there are a number of special cases which need to be avoided. We shall now give
these special cases, but we shall not give the detailed reasons why they are to be avoided since the
reasons are often quite mathematically involved. As usual we assume q is either a large prime or a
power of 2.

• For any q we must choose curves for which there is no small number t such that r divides
qt ! 1, where r is the large prime factor of #E(Fq). This eliminates the supersingular
curves and a few others. In this case there is a simple computable mapping from the
elliptic curve discrete logarithm problem to the discrete logarithm problem in the finite
field Fqt . Hence, in this case we obtain a sub-exponential method for solving the elliptic
curve discrete logarithm problem.

• If q = p is a large prime then we need to avoid the anomalous curves where E(Fp) = p. In
this case there is an algorithm which requires O(log p) elliptic curve operations.

• If q = 2n then we usually assume that n is prime to avoid the possibility of certain attacks
based on the concept of ‘Weil descent’.

One should treat these three special cases much like one treats the generation of large integers for
the RSA algorithm. Due to the P ! 1 factoring method one often makes RSA moduli N = p · q
such that p is a so-called safe prime of the form 2p1 +1. Another special RSA based case is that we
almost always use RSA with two prime factors, rather than three or four. This is because moduli
with two prime factors appear to be the hardest to factor.

Chapter Summary

• Due to the Pohlig–Hellman algorithm a hard discrete logarithm problem should be set in
a group whose order has a large prime factor.

• The generic algorithms such as the Baby-Step/Giant-Step algorithm mean that to achieve
the same security as an 80-bit block cipher, the size of this large prime factor of the group
order should be at least 160 bits.

• The Baby-Step/Giant-Step algorithm is a generic algorithm whose running time can be
absolutely bounded by .q, where q is the size of the large prime factor of #G. However,
the storage requirements of the Baby-Step/Giant-Step algorithm are O(.q).

• There are a number of techniques, due to Pollard, based on deterministic random walks
in a group. These are generic algorithms which require little storage but which solve the
discrete logarithm problem in expected time O(.q).

• For finite fields a number of index calculus algorithms exist which run in sub-exponential
time. These mean that one needs to take large finite fields Fpt with pt * 21024 if one wants
to obtain a hard discrete logarithm problem.

• For elliptic curves there are no sub-exponential algorithms known, except in very special
cases. Hence, the only practical general algorithm to solve the discrete logarithm problem
on an elliptic curve is the parallel Pollard’s Rho method.

Further Reading
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There are a number of good surveys on the discrete logarithm problem. I would recommend the
ones by McCurley and Odlyzko. These articles only touch on the elliptic curve discrete logarithm
problem though. For a treatment of what is known on the latter problem you could consult the
survey by Koblitz et al.

N. Koblitz, A. Menezes and S. Vanstone. The state of elliptic curve cryptography. Designs Codes
and Cryptography, 19, 173–193, 2000.

K. McCurley. The discrete logarithm problem. In Cryptology and Computational Number Theory,
Proc. Symposia in Applied Maths, Volume 42, 1990.

A. Odlyzko. Discrete logarithms: The past and the future. Designs Codes and Cryptography, 19,
129–145, 2000.





CHAPTER 14

Key Exchange and Signature Schemes

Chapter Goals

• To introduce Di!e–Hellman key exchange.
• To introduce the need for digital signatures.
• To explain the two most used signature algorithms, namely RSA and DSA.
• To explain the need for cryptographic hash functions within signature schemes.
• To describe some other signature algorithms and key exchange techniques which have

interesting properties.

1. Di"e–Hellman Key Exchange

Recall that the main drawback with the use of fast bulk encryption based on block or stream
ciphers was the problem of key distribution. We have already seen a number of techniques to solve
this problem, either using protocols which are themselves based on symmetric key techniques, or
using a public key algorithm to transport a session key to the intended recipient. These, however,
both have problems associated with them. For example, the symmetric key protocols were hard to
analyse and required the use of already deployed long-term keys between each user and a trusted
central authority.

A system is said to have forward secrecy, if the compromise of a long-term private key at some
point in the future does not compromise the security of communications made using that key in
the past. Key transport via public key encryption does not have forward secrecy. To see why this
is important, suppose you bulk encrypt a video stream and then encrypt the session key under the
recipient’s RSA public key. Then suppose that some time in the future, the recipient’s RSA private
key is compromised. At that point your video stream is also compromised, assuming the attacker
recorded this at the time it was transmitted.

In addition using key transport implies that the recipient trusts the sender to be able to generate,
in a sensible way, the session key. Sometimes the recipient may wish to contribute some randomness
of their own to the session key. However, this can only be done if both parties are online at the
same moment in time. Key transport is more suited to the case where only the sender is online, as
in applications like email for example.

The key distribution problem was solved in the same seminal paper by Di!e and Hellman as
that in which they introduced public key cryptography. Their protocol for key distribution, called
Di!e–Hellman Key Exchange, allows two parties to agree a secret key over an insecure channel
without having met before. Its security is based on the discrete logarithm problem in a finite
abelian group G.

219
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In the original paper the group is taken to be G = F#
p, but now more e!cient versions can be

produced by taking G to be an elliptic curve group, where the protocol is called EC-DH. The basic
message flows for the Di!e–Hellman protocol are given in the following diagram:

Alice Bob
a ga !$ ga

gb /! gb b

The two parties each have their own ephemeral secrets a and b. From these secrets both parties
can agree on the same secret session key:

• Alice can compute K = (gb)a, since she knows a and was sent gb by Bob,
• Bob can also compute K = (ga)b, since he knows b and was sent ga by Alice.

Eve, the attacker, can see the messages
ga and gb

and then needs to recover the secret key
K = gab

which is exactly the Di!e–Hellman problem considered in Chapter 11. Hence, the security of the
above protocol rests not on the di!culty of solving the discrete logarithm problem, DLP, but on
the di!culty of solving the Di!e–Hellman problem, DHP. Recall that it may be the case that it is
easier to solve the DHP than the DLP, although no one believes this to be true for the groups that
are currently used in real-life protocols.

Notice that the Di!e–Hellman protocol can be performed both online (in which case both
parties contribute to the randomness in the shared session key) or o%ine, where one of the parties
uses a long-term key of the form ga instead of an ephemeral key. Hence, the Di!e–Hellman protocol
can be used as a key exchange or as a key transport protocol.

The following is a very small example, in real life one takes p , 21024, but for our purposes we
let the domain parameters be given by

p = 2147 483 659 and g = 2.

Then the following diagram indicates a possible message flow for the Di!e–Hellman protocol:
Alice Bob
a = 12345 b = 654 323
A = ga = 428 647 416 !$ A = 428 647 416
B = 450 904 856 /! B = gb = 450 904 856

The shared secret key is then computed via

Ab = 428 647 416654 323 (mod p),
= 1333 327 162,

Ba = 450 904 85612 345 (mod p),
= 1333 327 162.

Notice that group elements are transmitted in the protocol, hence when using a finite field such as
F#

p for the Di!e–Hellman protocol the communication costs are around 1024 bits in each direction,
since it is prudent to choose p , 21024. However, when one uses an elliptic curve group E(Fq) one
can choose q , 2160, and so the communication costs are much less, namely around 160 bits in each
direction. In addition the group exponentiation step for elliptic curves can be done more e!ciently
than that for finite prime fields.
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As a baby example of EC-DH consider the elliptic curve

E : Y 2 = X3 + X ! 3

over the field F199. Let the base point be given by G = (1, 76), then a possible message flow is
given by

Alice Bob
a = 23 b = 86
A = [a]G = (2, 150) !$ A = (2, 150)
B = (123, 187) /! B = [b]G = (123, 187)

The shared secret key is then computed via

[b]A = [86](2, 150)
= (156, 75),

[a]B = [23](123, 187)
= (156, 75).

The shared key is then taken to be the x-coordinate 156 of the computed point. In addition, instead
of transmitting the points, we transmit the compression of the point, which results in a significant
saving in bandwidth.

So we seem to have solved the key distribution problem. But there is an important problem:
you need to be careful who you are agreeing a key with. Alice has no assurance that she is agreeing
a key with Bob, which can lead to the following (wo)man in the middle attack:

Alice Eve Bob
a !$ ga

gm /! m
gam gam

n !$ gn

gb /! b
gbn gbn

In the man in the middle attack
• Alice agrees a key with Eve, thinking it is Bob she is agreeing a key with,
• Bob agrees a key with Eve, thinking it is Alice,
• Eve can now examine communications as they pass through her, she acts as a router. She

does not alter the plaintext, so her actions go undetected.
So we can conclude that the Di!e–Hellman protocol on its own is not enough. For example how
does Alice know who she is agreeing a key with? Is it Bob or Eve?

2. Digital Signature Schemes

One way around the man in the middle attack on the Di!e–Hellman protocol is for Alice to
sign her message to Bob and Bob to sign his message to Alice. In that way both parties know who
they are talking to. Signatures are an important concept of public key cryptography, they also were
invented by Di!e and Hellman in the same 1976 paper, but the first practical system was due to
Rivest, Shamir and Adleman.

The basic idea behind public key signatures is as follows:

Message + Alice’s private key = Signature,
Message + Signature + Alice’s public key = YES/NO.
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The above is called a signature scheme with appendix, since the signature is appended to the
message before transmission, the message needs to be input into the signature verification procedure.
Another variant is the signature scheme with message recovery, where the message is output by
the signature verification procedure, as described in

Message + Alice’s private key = Signature,
Signature + Alice’s public key = YES/NO + Message.

The main idea is that only Alice can sign a message, which could only come from her since only
Alice has access to the private key. On the other hand anyone can verify Alice’s signature, since
everyone can have access to her public key.

The main problem is how are the public keys to be trusted? How do you know a certain public
key is associated to a given entity? You may think a public key belongs to Alice, but it may belong
to Eve. Eve can therefore sign cheques etc., and you would think they come from Alice. We seem
to have the same key management problem as in symmetric systems, albeit now the problem is not
one of keeping the keys secret, but making sure they are authentic. We shall return to this problem
later.

A digital signature scheme consists more formally of two transformations:
• a secret signing transform S,
• a public verification transform V.

In the following discussion, we assume a signature with message recovery. For an appendix based
scheme a simple change to the following will su!ce.

Alice, sending a message m, calculates

s = S(m)

and then transmits s, where s is the digital signature on the message m. Note, we are not interested
in keeping the message secret here, since we are only interested in knowing who it comes from. If
confidentiality of the message is important then the signature s could be encrypted using, for
example, the public key of the receiver.

The receiver of the signature s applies the public verification transform V to s. The output is
then the message m and a bit v. The bit v indicates valid or invalid, i.e. whether the signature is
good or not. If v is valid the recipient gets a guarantee of three important security properties:

• message integrity – the message has not been altered in transit,
• message origin – the message was sent by Alice,
• non-repudiation – Alice cannot claim she did not send the message.

Note, the first two of these properties are also provided by message authentication codes, MACs.
However, the last property of non-repudiation is not provided by MACs and has important appli-
cations in e-commerce. To see why non-repudiation is so important, consider what would happen
if you could sign a cheque and then say you did not sign it.

The RSA encryption algorithm is particularly interesting since it can be used directly as a
signature algorithm with message recovery.

• The sender applies the RSA decryption transform to generate the signature, by taking the
message and raising it to the private exponent d

s = md (mod N).

• The receiver then applies the RSA encryption transform to recover the original message

m = se (mod N).
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But this raises the question as to how do we check for validity of the signature? If the original
message is in a natural language such as English then one can verify that the extracted message is
also in the same natural language. But this is not a solution for all possible messages. Hence one
needs to add redundancy to the message.

One way of doing this is as follows. Suppose the message D is t bits long and the RSA modulus
N is k bits long, with t < k! 32. We first pad D to the right by zeros to produce a string of length
a multiple of eight. We then add (k ! t)/8 bytes to the left of D to produce a byte-string

m = 007017FF7FF . . . 7FF7007D.

The signature is then computed via
md (mod N).

When verifying the signature we ensure that the recovered value of m has the correct padding.

But not all messages will be so short so as to fit into the above method. Hence, naively to
apply the RSA signature algorithm to a long message m we need to break it into blocks and sign
each block in turn. This is very time consuming for long messages. Worse than this, we must add
serial numbers and more redundancy to each message otherwise an attacker could delete parts of
the long message without us knowing, just as happened when encrypting using a block cipher in
ECB Mode. This problem arises because our signature model is one giving message recovery, i.e.
the message is recovered from the signature and the verification process. If we used a system using
a signature scheme with appendix then we could produce a hash of the message to be signed and
then just sign the hash.

3. The Use of Hash Functions In Signature Schemes

Using a cryptographic hash function h, such as those described in Chapter 10, it is possible to
make RSA into a signature scheme without message recovery, which is much more e!cient for long
messages.

Suppose we are given a long message m for signing, we first compute h(m) and then apply the
RSA signing transform to h(m), i.e. the signature is given by

s = h(m)d (mod N).

The signature and message are then transmitted together as the pair (m, s). Verifying a mes-
sage/signature pair (m, s) generated using a hash function involves three steps.

• ‘Encrypt’ s using the RSA encryption function to recover h", i.e.

h" = se (mod N).

• Compute h(m) from m.
• Check whether h" = h(m). If they agree accept the signature as valid, otherwise the

signature should be rejected.
Actually in practice one also needs padding, as a hash function usually does not have output the
whole of the integers modulo N . You could use the padding scheme given earlier when we discussed
RSA with message recovery.

Recall that a cryptographic hash function needs to satisfy the following three properties:
(1) Preimage Resistant: It should be hard to find a message with a given hash value.
(2) Collision Resistant: It should be hard to find two messages with the same hash value.
(3) Second Preimage Resistant: Given one message it should be hard to find another

message with the same hash value.
So why do we need to use a hash function which has these properties within the above signature
scheme? We shall address these issues below:
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3.1. Requirement for preimage resistance. The one-way property stops a cryptanalyst
from cooking up a message with a given signature. For example, suppose we are using the RSA
scheme with appendix just described but with a hash function which does not have the one-way
property. We then have the following attack.

• Eve computes
h" = re (mod N)

for some random integer r.
• Eve also computes the pre-image of h" under h (recall we are assuming that h does not

have the one-way property) i.e. Eve computes

m = h!1(h").

Eve now has your signature (m, r) on the message m. Such a forgery is called an existential forgery
in that the attacker may not have any control over the contents of the message on which they have
obtained a digital signature.

3.2. Requirement for collision resistance. This is needed to avoid the following attack,
which is performed by the legitimate signer.

• The signer chooses two messages m and m" with h(m) = h(m").
• They sign m and output the signature (m, s).
• Later they repudiate this signature, saying it was really a signature on the message m".

As a concrete example one could have that m is an electronic cheque for 1000 euros whilst m" is an
electronic cheque for 10 euros.

3.3. Requirement for second preimage resistance. This property is needed to stop the
following attack.

• An attacker obtains your signature (m, s) on a message m.
• The attacker finds another message m" with h(m") = h(m).
• The attacker now has your signature (m", s) on the message m".

Note, the security of any signature scheme which uses a cryptographic hash function, depends
both on the security of the underlying hard mathematical problem, such as factoring or the discrete
logarithm problem, and the security of the underlying hash function.

4. The Digital Signature Algorithm

We have already presented one digital signature scheme RSA. You may ask why do we need
another one?

• What if someone breaks the RSA algorithm or finds that factoring is easy?
• RSA is not suited to some applications since signature generation is a very costly operation.
• RSA signatures are very large, some applications require smaller signature footprints.

One algorithm which addresses all of these concerns is the Digital Signature Algorithm, or DSA.
One sometimes sees this referred to as the DSS, or Digital Signature Standard. Although originally
designed to work in the group F#

p, where p is a large prime, it is now common to see it used using
elliptic curves, in which case it is called EC-DSA. The elliptic curve variants of DSA run very fast
and have smaller footprints and key sizes than almost all other signature algorithms.

We shall first describe the basic DSA algorithm as it applies to finite fields. In this variant the
security is based on the di!culty of solving the discrete logarithm problem in the field Fp.

DSA is a signature with appendix algorithm and the signature produced consists of two 160-bit
integers r and s. The integer r is a function of a 160-bit random number k called the ephemeral
key which changes with every message. The integer s is a function of
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• the message,
• the signer’s private key x,
• the integer r,
• the ephemeral key k.

Just as with the ElGamal encryption algorithm there are a number of domain parameters which are
usually shared amongst a number of users. The DSA domain parameters are all public information
and are much like those found in the ElGamal encryption algorithm. First a 160-bit prime number
q is chosen, one then selects a large prime number p such that

• p has between 512 and 2048 bits,
• q divides p! 1.

Finally we generate a random integer h less than p and compute

g = h(p!1)/q.

If g = 1 then we pick a new value of h until we obtain g '= 1. This ensures that g is an element of
order q in the group F#

p, i.e.
gq = 1 (mod p).

After having decided on the domain parameters (p, q, g), each user generates their own private
signing key x such that

0 < x < q.

The associated public key is y where

y = gx (mod p).

Notice that key generation for each user is much simpler than with RSA, since we only require a
single modular exponentiation to generate the public key.

To sign a message m the user performs the following steps:
• Compute the hash value h = H(m).
• Choose a random ephemeral key, 0 < k < q.
• Compute

r = (gk (mod p)) (mod q).
• Compute

s = (h + xr)/k (mod q).
The signature on m is then the pair (r, s), notice that this signature is therefore around 320 bits
long.

To verify the signature (r, s) on the message m the verifier performs the following steps.
• Compute the hash value h = H(m).
• a = h/s (mod q).
• b = r/s (mod q).
• Compute, where y is the public key of the sender,

v = (gayb (mod p)) (mod q).

• Accept the signature if and only if v = r.

As a baby example of DSA consider the following domain parameters

q = 13, p = 4q + 1 = 53 and g = 16.
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Suppose the public/private key pair of the user is given by x = 3 and

y = g3 (mod p) = 15.

Now, if we wish to sign a message which has hash value h = 5, we first generate the ephemeral
secret key k = 2 and then compute

r = (gk (mod p)) (mod q) = 5,
s = (h + xr)/k (mod q) = 10.

To verify this signature the recipient computes

a = h/s (mod q) = 7,
b = r/s (mod q) = 7,

v = (gayb (mod p)) (mod q) = 5.

Note v = r and so the signature verifies correctly.

The DSA algorithm uses the subgroup of F#
p of order q which is generated by g. Hence the

discrete logarithm problem really is in the cyclic group %g& of order q. For security we insisted that
we have

• p > 2512, although p > 21024 may be more prudent, to avoid attacks via the Number Field
Sieve,

• q > 2160 to avoid attacks via the Baby-Step/Giant-Step method.
Hence, to achieve the rough equivalent of 80 bits of DES strength we need to operate on integers
of roughly 1024 bits in length. This makes DSA slower even than RSA, since the DSA operation is
more complicated than RSA. The verification operation in RSA requires only one exponentiation
modulo a 1024-bit number, and even that is an exponentiation by a small number. For DSA,
verification requires two exponentiations modulo a 1024-bit number, rather than one as in RSA. In
addition the signing operation for DSA is more complicated due to the need to compute the value
of s.

The main problem is that the DSA algorithm really only requires to work in a finite abelian
group of size 2160, but since the integers modulo p are susceptible to an attack from the Number
Field Sieve we are required to work with group elements of 1024 bits in size. This produces a
significant performance penalty.

Luckily we can generalize DSA to an arbitrary finite abelian group in which the discrete loga-
rithm problem is hard. We can then use a group which provides a harder instance of the discrete
logarithm problem, for example the group of points on an elliptic curve over a finite field.

We write G = %g& for a group generated by g, we assume that
• g has prime order q > 2160,
• the discrete logarithm problem with respect to g is hard,
• there is a public function f such that

f : G !$ Z/qZ.

We summarize the di"erent choices between DSA and EC-DSA in the following table:
Quantity DSA EC-DSA

G %g& < F#
p %P & < E(Fp)

g g # F#
p P # E(Fp)

y gx [x]P
f · (mod q) x-coord(P ) (mod q)
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For this generalized form of DSA each user again generates a secret signing key, x. The public key
is again give by y where

y = gx.

Signatures are computed via the steps
• Compute the hash value h = H(m).
• Chooses a random ephemeral key, 0 < k < q.
• Compute

r = f(gk).

• Compute
s = (h + xr)/k (mod q).

The signature on m is then the pair (r, s).
To verify the signature (r, s) on the message m the verifier performs the following steps.

• Compute the hash value h = H(m).
• a = h/s (mod q).
• b = r/s (mod q).
• Compute, where y is the public key of the sender,

v = f(gayb).

• Accept the signature if and only if v = r.
You should compare this signature and verification algorithm with that given earlier for DSA and
spot where they di"er. When used for EC-DSA the above generalization is written additively.

As a baby example of EC-DSA take the following elliptic curve

Y 2 = X3 + X + 3,

over the field F199. The number of elements in E(F199) is equal to q = 197 which is a prime, the
elliptic curve group is therefore cyclic and as a generator we can take

P = (1, 76).

As a private key let us take x = 29, and so the associated public key is given by

Y = [x]P = [29](1, 76) = (113, 191).

Suppose the holder of this public key wishes to sign a message with hash value H(m) equal to 68.
They first produce a random ephemeral key, which we shall take to be k = 153 and compute

r = x-coord ([k]P )
= x-coord ([153](1, 76))
= x-coord ((185, 35))
= 185.

Now they compute

s = (H(m) + x · r)/k (mod q)
= (68 + 29 · 185)/153 (mod 197)
= 78.

The signature is then the pair (r, s) = (185, 78).
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To verify this signature we compute

a = H(m)/s (mod q)
= 68/78 (mod 197)
= 112,

b = r/s (mod q)
= 185/78 (mod 197)
= 15.

We then compute

Z = [a]P + [b]Y
= [112](1, 76) + [15](113, 191)
= (111, 60) + (122, 140)
= (185, 35).

The signature now verifies since we have

r = 185 = x-coord(Z).

5. Schnorr Signatures

There are many variants of signature schemes based on discrete logarithms. A particularly
interesting one is that of Schnorr signatures. We present the algorithm in the general case and
allow the reader to work out the di"erences between the elliptic curve and finite field variants.

Suppose G is a public finite abelian group generated by an element g of prime order q. The
public/private key pairs are just the same as in DSA, namely

• The private key is an integer x in the range 0 < x < q.
• The public key is the element

y = gx.

To sign a message m using the Schnorr signature algorithm we:
(1) Choose an ephemeral key k in the range 0 < k < q.
(2) Compute the associated ephemeral public key

r = gk.

(3) Compute e = h(m7r). Notice how the hash function depends both on the message and
the ephemeral public key.

(4) Compute
s = k + x · e (mod q).

The signature is then given by the pair (e, s).
The verification step is very simple, we first compute

r = gsy!e.

The signature is accepted if and only if e = h(m7r).

As an example of Schnorr signatures in a finite field we take the domain parameters

q = 101, p = 607 and g = 601.

As the public/private key pair we assume x = 3 and

y = gx (mod p) = 391.
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Then to sign a message we generate an ephemeral key k = 65 and compute

r = gk (mod p) = 223.

We now need to compute the hash value

e = h(m7r) (mod q).

Let us assume that we compute e = 93, then the second component of the signature is given by

s = k + x · e (mod q)
= 65 + 3 · 93 (mod 101)
= 41.

In a later chapter we shall see that Schnorr signatures are able to be proved to be secure,
assuming that discrete logarithms are hard to compute, whereas no proof of security is known for
DSA signatures.

Schnorr signatures have been suggested to be used for challenge response mechanisms in smart
cards since the response part of the signature (the value of s) is particularly easy to evaluate since
it only requires the computation of a single modular multiplication and a single modular addition.
No matter what group we choose this final phase only requires arithmetic modulo a relatively small
prime number.

To see how one uses Schnorr signatures in a challenge response situation we give the following
scenario. A smart card wishes to authenticate you to a building or ATM machine. The card reader
has a copy of your public key y, whilst the card has a copy of your private key x. Whilst you are
walking around the card is generating commitments, which are ephemeral public keys of the form

r = gk.

When you place your card into the card reader the card transmits to the reader the value of one
of these precomputed commitments. The card reader then responds with a challenge message e.
Your card then only needs to compute

s = k + xe (mod q),

and transmit it to the reader which then verifies the ‘signature’, by checking that

gs = rye.

Notice that the only online computation needed by the card is the computation of the value of e
and s, which are both easy to perform.

In more detail, if we let C denote the card and R denote the card reader then we have

C !$ R : r = gk,

R !$ C : e,

C !$ R : s = k + xe (mod q).

The point of the initial commitment is to stop either the challenge being concocted so as to reveal
your private key, or your response being concocted so as to fool the reader. A three-phase protocol
consisting of

commitment !$ challenge !$ response

is a common form of authentication protocols, we shall see more protocols of this nature when we
discuss zero-knowledge proofs in Chapter 25.
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6. Nyberg–Rueppel Signatures

What happens when we want to sign a general message which is itself quite short. It may turn
out that the signature could be longer than the message. Recall that RSA can be used either as a
scheme with appendix or as a scheme with message recovery. So far none of our discrete logarithm
based schemes can be used with message recovery. We shall now give an example scheme which
does have the message recovery property, called the Nyberg–Rueppel signature scheme, which is
based on discrete logarithms in some public finite abelian group G.

All signature schemes with message recovery require a public redundancy function R. This
function maps actual messages over to the data which is actually signed. This acts rather like a
hash function does in the schemes based on signatures with appendix. However, unlike a hash
function the redundancy function must be easy to invert. As a simple example we could take R to
be the function

R :

;
{0, 1}n/2 !$ {0, 1}n

m )!$ m7m.

We assume that the codomain of R can be embedded into the group G. In our description we shall
use the integers modulo p, i.e. G = F#

p, and as usual we assume that a large prime q divides p ! 1
and that g is a generator of the subgroup of order q.

Once again the public/private key pair is given as a discrete logarithm problem

(y = gx, x).

Nyberg–Rueppel signatures are then produced as follows:
(1) Select a random k # Z/qZ and compute

r = gk (mod p).

(2) Compute
e = R(m) · r (mod p).

(3) Compute
s = x · e + k (mod q).

The signature is then the pair (e, s). From this pair, which is a group element and an integer
modulo q, we need to

• verify that the signature comes from the user with public key y,
• recover the message m from the pair (e, s).

Verification for a Nyberg–Rueppel signature takes the signature (e, s) and the sender’s public
key y = gx and then computes

(1) Set
u1 = gsy!e = gs!ex = gk (mod p).

(2) Now compute
u2 = e/u1 (mod p).

(3) Verify that u2 lies in the range of the redundancy function, e.g. we must have

u2 = R(m) = m7m.

If this does not hold then reject the signature.
(4) Recover the message m = R!1(u2) and accept the signature.

As an example we take the domain parameters

q = 101, p = 607 and g = 601.

As the public/private key pair we assume x = 3 and

y = gx (mod p) = 391.
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To sign the message m = 12, where m must lie in [0, . . . , 15], we compute an ephemeral key k = 45
and

r = gk (mod p) = 143.

Suppose
R(m) = m + 24 · m

then we have R(m) = 204. We then compute

e = R(m) · r (mod p) = 36,

s = x · e + k (mod q) = 52.

The signature is then the pair (e, s) = (36, 52). We now show how this signature is verified and the
message recovered. We first compute

u1 = gsy!e = 143.

Notice how the verifier has computed u1 to be the same as the value of r computed by the signer.
The verifier now computes

u2 = e/u1 (mod p) = 204.

The verifier now checks that u2 = 204 is of the form

m + 24m

for some value of m # [0, . . . , 15]. We see that u2 is of this form and so the signature is valid. The
message is then recovered by solving for m in

m + 24m = 204,

from which we obtain m = 12.

7. Authenticated Key Agreement

Now we know how to perform digital signatures we can solve the problem with Di!e–Hellman
key exchange. Recall that the man in the middle attack worked because each end did not know
who they were talking to. We can now authenticate each end by requiring the parties to digitally
sign their messages.

We will still obtain forward secrecy, since the long-term signing key is only used to provide
authentication and is not used to perform a key transport operation.

We also have two choices of Di!e–Hellman protocol, namely one based on the discrete loga-
rithms in a finite field DH and one based on elliptic curves EC-DH. There are also at least three
possible signing algorithms RSA, DSA and EC-DSA. Assuming security sizes of 1024 bits for RSA,
1024 bits for the prime in DSA and 160 bits for the group order in both DSA and EC-DSA we
obtain the following message sizes for our signed Di!e–Hellman protocol.

Algorithms DH size Signature size Total size
DH+DSA 1024 320 1344
DH+RSA 1024 1024 2048

ECDH+RSA 160 1024 1184
ECDH+ECDSA 160 320 480

This is still an awfully large amount of overhead to simply agree what could be only a 128-bit
session key.

To make the messages smaller Menezes, Qu and Vanstone invented the following protocol,
called the MQV protocol based on the DLOG problem in a group G generated by g. One can use
this protocol either in finite fields or in elliptic curves to obtain authenticated key exchange with
message size of



232 14. KEY EXCHANGE AND SIGNATURE SCHEMES

Protocol Message size
DL-MQV 1024
EC-MQV 160

Thus the MQV protocol gives us a considerable saving on the earlier message sizes. The protocol
works by assuming that both parties, Alice and Bob, generate first a long-term public/private key
pair which we shall denote by

(A = ga, a) and (B = gb, b).

We shall assume that Bob knows that A is the authentic public key belonging to Alice and that
Alice knows that B is the authentic public key belonging to Bob. This authentication of the public
keys can be ensured by using some form of public key certification, described in a later chapter.

Assume Alice and Bob now want to agree on a secret session key to which they both contribute
a random nonce. The use of the nonces provides them with forward secrecy and means that neither
party has to trust the other in producing their session keys. So Alice and Bob now generate a
public/private ephemeral key pair each

(C = gc, c) and (D = gd, d).

They then exchange C and D. These are the only message flows in the MQV protocol, namely

Alice !$ Bob : gc,

Bob !$ Alice : gd.

Hence, to some extent this looks like a standard Di!e–Hellman protocol with no signing. However,
the trick is that the final session key will also depend on the long-term public keys A and B.

Assume you are Alice, so you know

A,B,C,D, a and c.

Let l denote half the bit size of the order of the group G, for example if we are using a group with
order q , 2160 then we set l = 160/2 = 80. To determine the session key, Alice now computes

(1) Convert C to an integer i.
(2) Put sA = (i (mod 2l)) + 2l.
(3) Convert D to an integer j.
(4) Put tA = (j (mod 2l)) + 2l.
(5) Put hA = c + sAa.
(6) Put PA = (DBtA)hA .

Bob runs the same protocol but with the roles of the public and private keys swapped around in
the obvious manner, namely

(1) Convert D to an integer i.
(2) Put sB = (i (mod 2l)) + 2l.
(3) Convert C to an integer j.
(4) Put tB = (j (mod 2l)) + 2l.
(5) Put hB = d + sBb.
(6) Put PB = (CAtB )hB .

Then PA = PB is the shared secret. To see why the PA computed by Alice and the PB computed
by Bob are the same we notice that the sA and tA seen by Alice, are swapped when seen by Bob,
i.e. sA = tB and sB = tA. Setting log(P ) to be the discrete logarithm of P to the base g, we see
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that

log(PA) = log
*
(DBtA)hA

+

= (d + btA)hA

= d(c + sAa) + btA(c + sAa)
= d(c + tBa) + bsB(c + tBa)
= c(d + sBb) + atB(d + sBb)
= (c + atB)hB

= log
*
(CAtB )hB

+

= log(PB).

Chapter Summary

• Di!e–Hellman key exchange can be used for two parties to agree on a secret key over an
insecure channel. However, Di!e–Hellman is susceptible to the man in the middle attack
and so requires some form of authentication of the communicating parties.

• Digital signatures provide authentication for both long-term and short-term purposes.
They come in two variants either with message recovery or as a signature with appendix.

• The RSA encryption algorithm can be used in reverse to produce a public key signature
scheme, but one needs to combine the RSA algorithm with a hash algorithm to obtain
security for both short and long messages.

• DSA is a signature algorithm based on discrete logarithms, it has reduced bandwidth
compared with RSA but is slower. EC-DSA is the elliptic curve variant of DSA, it also
has the benefit of reduced bandwidth compared to DSA, but is more e!cient than DSA.

• Other discrete logarithm based signature algorithms exist, all with di"erent properties.
Two we have looked at are Schnorr signatures and Nyberg–Rueppel signatures.

• Another way of using a key exchange scheme, without the need for digital signatures, is
to use the MQV system. This has very small bandwidth requirements. It obtains implicit
authentication of the agreed key, by combining the ephemeral exchanged key with the
long-term static public key of each user, so as to obtain a new session key.

Further Reading

Details on more esoteric signature schemes such as one-time signatures, fail-stop signatures and
undeniable signatures can be found in the books by Stinson and Schneier. These are also good
places to look for further details about hash functions and message authentication codes, although
by far the best reference in this area is HAC.

B. Schneier. Applied Cryptography. Wiley, 1996.

D. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.





CHAPTER 15

Implementation Issues

Chapter Goals

• To show how exponentiation algorithms are implemented.
• To explain how modular arithmetic can be implemented e!ciently on large numbers.
• To show how certain tricks can be used to speed up RSA and DSA operations.
• To show how finite fields of characteristic two can be implemented e!ciently.

1. Introduction

In this chapter we examine how one actually implements cryptographic operations. We shall
mainly be concerned with public key operations since those are the most complex to implement.
For example, in RSA or DSA we have to perform a modular exponentiation with respect to a
modulus of a thousand or more bits. This means we need to understand the implementation issues
involved with both modular arithmetic and exponentiation algorithms.

There is another reason to focus on public key algorithms rather than private key ones: in
general public key schemes run much slower than symmetric schemes. In fact they can be so slow
that their use can seriously slow down networks and web servers. Hence, e!cient implementation
is crucial unless one is willing to pay a large performance penalty.

Since RSA is the easiest system to understand we will concentrate on this, although where
special techniques exist for other schemes we will mention these as well. The chapter focuses on
algorithms used in software, for hardware based algorithms one often uses di"erent techniques
entirely, but these alternative techniques are related to those used in software, so an understanding
of software techniques is important.

2. Exponentiation Algorithms

So far in this book we have assumed that computing

ab (mod c)

is an easy operation. We need this operation both in RSA and in systems based on discrete loga-
rithms such as ElGamal encryption and DSA. In this section we concentrate on the exponentiation
algorithms and assume that we can perform modular arithmetic e!ciently. In a later section we
shall discuss how to perform modular arithmetic.

As we have already stressed, the main operation in RSA and DSA is modular exponentiation

M = Cd (mod N).

Firstly note it does not make sense to perform this via
• compute R = Cd,
• then compute R (mod N).

235
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To see this, consider

1235 (mod 511) = 28 153 056 843 (mod 511) = 359.

With this naive method one obtains a huge intermediate result, in our small case above this is

28 153 056 843.

But in a real 1024-bit RSA multiplication this intermediate result would be in general

21024 · 1024

bits long. Such a number requires 10301 gigabytes simply to write down.
To stop this explosion in the size of any intermediate results we use the fact that we are working

modulo N . But even here one needs to be careful, a naive algorithm would compute the above
example by computing

x = 123,

x2 = x3 x (mod 511) = 310,

x3 = x3 x2 (mod 511) = 316,

x4 = x3 x3 (mod 511) = 32,

x5 = x3 x4 (mod 511) = 359.

This requires four modular multiplications, which seems fine for our small example. But for a
general RSA exponentiation by a 1024-bit exponent using this method would require around 21024

modular multiplications. If each such multiplication could be done in under one millionth of a
second we would still require 10294 years to perform an RSA decryption operation.

However, it is easy to see that, even in our small example, we can reduce the number of required
multiplications by being a little more clever:

x = 123,

x2 = x3 x (mod 511) = 310,

x4 = x2 3 x2 (mod 511) = 32,

x5 = x3 x4 (mod 511) = 359.

Which only requires three modular multiplications rather than the previous four. To understand
why we only require three modular multiplications notice that the exponent 5 has binary represen-
tation 0b101 and so

• has bit length t = 3,
• has Hamming weight h = 2.

In the above example we required 1 = (h ! 1) general multiplications and 2 = (t ! 1) squarings.
This fact holds in general, in that a modular exponentiation can be performed using

• (h! 1) multiplications,
• (t! 1) squarings,

where t is the bit length of the exponent and h is the Hamming weight. The average Hamming
weight of an integer is t/2 so the number of multiplications and squarings is on average

t + t/2! 1.

For a 1024-bit RSA modulus this means that the average number of modular multiplications needed
to perform exponentiation by a 1024-bit exponent is at most 2048 and on average 1535.

The method used to achieve this improvement in performance is called the binary exponentiation
method. This is because it works by reading each bit of the binary representation of the exponent
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in turn, starting with the least significant bit and working up to the most significant bit. Algorithm
15.1 explains the method by computing

y = xd (mod n).

Algorithm 15.1: Binary exponentiation : Right-to-Left variant
y = 1
while d '= 0 do

if (d mod 2) '== 0 then
y = (y · x) mod n
d = d! 1

end
d = d/2
x = (x · x) mod n

end

The above binary exponentiation algorithm has a number of di"erent names, some authors call it
the square and multiply algorithm, since it proceeds by a sequence of squarings and multiplications,
other authors call it the indian exponentiation algorithm. The above algorithm is called a right to
left exponentiation algorithm since it processes the bits of d from the least significant bit up to the
most significant bit.

Most of the time it is faster to perform a squaring operation than a general multiplication.
Hence to reduce time even more one tries to reduce the total number of modular multiplications
even further. This is done using window techniques which trade o" precomputations (i.e. storage)
against the time in the main loop.

To understand window methods better we first examine the binary exponentiation method
again. But this time instead of a right to left variant, we process the exponent from the most
significant bit first, thus producing a left to right binary exponentiation algorithm, see Algorithm
15.2. Again we assume we wish to compute

y = xd (mod n).
We first give a notation for the binary representation of the exponent

d =
t'

i=0

di2i,

where di # {0, 1}.

Algorithm 15.2: Binary exponentiation : Left-to-Right variant
y = 1
for i = t downto 0 do

y = (y · y) mod n
if di = 1 then y = (y · x) mod n

end

The above algorithm processes a single bit of the exponent on every iteration of the loop. Again
the number of squarings is equal to t and the expected number of multiplications is equal to t/2.

In a window method we process w bits of the exponent at a time, as in Algorithm 15.3. We
first precompute a table

xi = xi (mod n) for i = 0, . . . , 2w ! 1.
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Then we write our exponent out, but this time taking w bits at a time,

d =
t/w'

i=0

di2iw,

where di # {0, 1, 2, . . . , 2w ! 1}.

Algorithm 15.3: Window exponentiation method
y = 1
for i = t/w downto 0 do

for j = 0 to w ! 1 do
y = (y · y) mod n

end
j = di

y = (y · xj) mod n
end

Let us see this algorithm in action by computing

y = x215 (mod n)

with a window width of w = 3. We compute the di as

215 = 3 · 26 + 2 · 23 + 7.

Hence, our iteration to compute x215 (mod n) computes in order

y = 1,

y = y · x3 = x3,

y = y8 = x24,

y = y · x2 = x26,

y = y8 = y208,

y = y · x7 = x215.

With a window method as above, we still perform t squarings but the number of multiplications
reduces to t/w on average. One can do even better by adopting a sliding window method, where
we now encode our exponent as

d =
l'

i=0

di2ei

where di # {1, 3, 5, . . . , 2w ! 1} and ei+1! ei * w. By choosing only odd values for di and having a
variable window width we achieve both decreased storage for the precomputed values and improved
e!ciency. After precomputing xi = xi for i = 1, 3, 5, . . . , 2w ! 1, we execute Algorithm 15.4.

The number of squarings remains again at t, but now the number of multiplications reduces to
l, which is about t/(w + 1) on average. In our example of computing y = x215 (mod n) we have

215 = 27 + 5 · 24 + 7,
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Algorithm 15.4: Sliding window exponentiation
y = 1
for i = l downto 0 do

for j = 0 to ei+1 ! ei ! 1 do y = (y · y) mod n
j = di

y = (y · xj) mod n
end
for j = 0 to e0 ! 1 do y = (y · y) mod n

and so we execute the steps

y = 1,

y = y · x = x1,

y = y8 = x8,

y = y · x5 = x13,

y = y16 = x208,

y = y · x7 = x215.

Notice that all of the above window algorithms apply to exponentiation in any abelian group
and not just the integers modulo n. Hence, we can use these algorithms to compute

#d

in a finite field or to compute
[d]P

on an elliptic curve, in the latter case we call this point multiplication rather than exponentiation.
An advantage with elliptic curve variants is that negation comes for free, in that given P it is

easy to compute !P . This leads to the use of signed binary and signed window methods. We only
present the signed window method. We precompute

Pi = [i]P for i = 1, 3, 5, . . . , 2w!1 ! 1,

which requires only half the storage of the equivalent sliding window method or one quarter of the
storage of the equivalent standard window method. We now write our multiplicand d as

d =
l'

i=0

di2ei

where di # {±1,±3,±5, . . . ,±(2w!1 ! 1)}. The signed sliding window method for elliptic curves is
then given by Algorithm 15.5

3. Exponentiation in RSA

To speed up RSA exponentiation even more, a number of tricks are used which are spe-
cial to RSA. The tricks used are di"erent depending on whether we are performing an encryp-
tion/verification operation with the public key or a decryption/signing operation with the private
key.
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Algorithm 15.5: Signed sliding window method
Q = 0
for i = l downto 0 do

for j = 0 to ei+1 ! ei ! 1 do Q = [2]Q
j = di

if j > 0 then Q = Q + Pj

else Q = Q! P!j

end
for j = 0 to e0 ! 1 do Q = [2]Q

3.1. RSA Encryption/Verification. As already remarked in earlier chapters one often uses
a small public exponent, for example e = 3, 17 or 65 537. The reason for these particular values is
that they have small Hamming weight, in fact the smallest possible for an RSA public key, namely
two. This means that the binary method, or any other exponentiation algorithm, will require only
one general multiplication, but it will still need k squarings where k is the bit size of the public
exponent. For example

M3 = M2 3M,

M17 = M16 3M,

= (((M2)2)2)2 3M.

3.2. RSA Decryption/Signing. In the case of RSA decryption or signing the exponent will
be a general 1000-bit number. Hence, we need some way of speeding up the computation. Luckily,
since we are considering a private key operation we have access to the private key, and hence the
factorization of the modulus,

N = p · q.
Supposing we are decrypting a message, we therefore wish to compute

M = Cd (mod N).

We speed up the calculation by first computing M modulo p and q:

Mp = Cd (mod p) = Cd (mod p!1) (mod p),

Mq = Cd (mod q) = Cd (mod q!1) (mod q).

Since p and q are 512-bit numbers, the above calculation requires two exponentiations modulo 512-
bit moduli and 512-bit exponents. This is faster than a single exponentiation modulo a 1024-bit
number with a 1024-bit exponent.

But we now need to recover M from Mp and Mq, which is done using the Chinese Remainder
Theorem as follows: We compute T = p!1 (mod q) and store it with the private key. The message
M can then be recovered from Mp and Mq via

• u = (Mq !Mp)T (mod q),
• M = Mp + up.

This is why in Chapter 11 we said that when you generate a private key it is best to store p and q
even though they are not mathematically needed.

4. Exponentiation in DSA

Recall that in DSA verification one needs to compute

r = gayb.
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This can be accomplished by first computing ga and then yb and then multiplying the results
together. However, often it is easier to perform the two exponentiations simultaneously. There are
a number of techniques to accomplish this, using various forms of window techniques etc. But all
are essentially based on the following idea, called Shamir’s trick.

We first compute the following look-up table

Gi = gi0yi1

where i = (i1, i0) is the binary representation of i, for i = 0, 1, 2, 3. We then compute an exponent
array from the two exponents a and b. This is a 2 by t array, where t is the maximum bit length of
a and b. The rows of this array are the binary representation of the exponents a and b. We then
let Ij, for j = 1, . . . , t, denote the integers whose binary representation is given by the columns of
this array. The exponentiation is then computed by setting r = 1 and computing

r = r2 · GIj

for j = 1 to t.

As an example suppose we wish to compute

r = g11y7,

hence we have t = 4. We precompute

G0 = 1, G1 = g, G2 = y, G3 = g · y.

Since the binary representation of 11 and 7 is given by 1011 and 111, our exponent array is given
by (

1 0 1 1
0 1 1 1

)
.

The integers Ij then become
I1 = 1, I2 = 2, I3 = 3, I4 = 3.

Hence, the four steps of our algorithm become

r = G1 = g,

r = r2 · G2 = g2 · y,

r = r2 · G3 = (g4 · y2) · (g · y) = g5 · y3,

r = r2 · G3 = (g10 · y6) · (g · y) = g11 · y7.

Note, elliptic curve analogues of Shamir’s trick and its variants can be made which make use of
signed representations for the exponent. We do not give these here, but leave them for the interested
reader to investigate.

5. Multi-precision Arithmetic

We shall now explain how to perform modular arithmetic on 1024-bit numbers. We show how
this is accomplished using modern processors, and why naive algorithms are usually replaced with
a special technique due to Montgomery.

In a cryptographic application it is common to focus on a fixed length for the integers in use,
for example 1024 bits in an RSA/DSA implementation or 200 bits for an ECC implementation.
This leads to di"erent programming choices than when one implements a general purpose multi-
precision arithmetic library. For example one no longer needs to worry so much about dynamic
memory allocation, and one can now concentrate on particular performance enhancements for the
integer sizes one is dealing with.

It is common to represent all integers in little-wordian format. This means that if a large integer
is held in memory locations, x0, x1, . . . , xn, then x0 is the least significant word and xn is the most
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significant word. For a 32-bit machine and 64-bit numbers we would represent x and y as [x0, x1]
and [y0, y1] where

x = x1232 + x0,

y = y1232 + y0.5.1. Addition. Most modern processors have a carry flag which is set by any overflow from
an addition operation. Also most have a special instruction, usually called something like addc,
which adds two integers together and adds on the contents of the carry flag. So if we wish to add
our two 64-bit integers given earlier then we need to compute

z = x + y = z2264 + z1232 + z0.

The values of z0, z1 and z2 are then computed via
z0 <- add x0,y0
z1 <- addc x1,y1
z2 <- addc 0,0

Note that the value held in z2 is at most one, so the value of z could be a 65-bit integer. The
above technique for adding two 64-bit integers can clearly be scaled to adding integers of any fixed
length, and can also be made to work for subtraction of large integers.

5.2. School-book Multiplication. We now turn to the next simplest arithmetic operation,
after addition and subtraction, namely multiplication. Notice that two 32 -bit words multiply
together to form a 64-bit result, and so most modern processors have an instruction which will do
this operation.

w1 · w2 = (High,Low) = (H(w1 · w2), L(w1 · w2)).
When we use school-book long multiplication, for our two 64-bit numbers, we obtain something
like

x1 x0

3 y1 y0

H(x0 · y0) L(x0 · y0)
H(x0 · y1) L(x0 · y1)
H(x1 · y0) L(x1 · y0)

H(x1 · y1) L(x1 · y1)
Then we add up the four rows to get the answer, remembering we need to take care of the carries.
This then becomes, for

z = x · y,

something like the following pseudo-code
(z1,z0) <- mul x0,y0
(z3,z2) <- mul x1,y1
(h,l) <- mul x1,y0
z1 <- add z1,l
z2 <- addc z2,h
z3 <- addc z3,0
(h,l) <- mul x0,y1
z1 <- add z1,l
z2 <- addc z2,h
z3 <- addc z3,0

If n denotes the bit size of the integers we are operating on, the above technique for multiplying
large integers together clearly requires O(n2) bit operations, whilst it requires O(n) bit operations
to add or subtract integers. It is a natural question as to whether one can multiply integers faster
than O(n2).
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5.3. Karatsuba Multiplication. One technique to speed up multiplication is called Karat-
suba multiplication. Suppose we have two n-bit integers x and y that we wish to multiply. We
write these integers as

x = x0 + 2n/2x1,

y = y0 + 2n/2y2,

where 0 ( x0, x1, y0, y1 < 2n/2. We then multiply x and y by computing

A = x0 · y0,

B = (x0 + x1) · (y0 + y1),
C = x1 · y1.

The product x · y is then given by

C2n + (B !A!C)2n/2 + A = x1y12n + (x1y0 + x0y1)2n/2 + x0y0

= (x0 + 2n/2x1) · (y0 + 2n/2y1)
= x · y.

Hence, this multiplication technique to multiply two n-bit numbers requires three n/2-bit multi-
plications, two n/2-bit additions and three n-bit additions/subtractions. If we denote the cost of
an n-bit multiplication by M(n) and the cost of an n-bit addition/subtraction by A(n) then this
becomes

M(n) = 3M(n/2) + 2A(n/2) + 3A(n).
Now if we make the approximation that A(n) , n then

M(n) , 3M(n/2) + 4n.

If the multiplication of the n/2-bit numbers is accomplished in a similar fashion then to obtain the
final complexity of multiplication we need to solve the above recurrence relation to obtain

M(n) , 9n
log(3)
log(2) as n !$6

= 9n1.58.

So we obtain an algorithm with asymptotic complexity O(n1.58). Karatsuba multiplication becomes
faster than the O(n2) method for integers of sizes greater than a few hundred bits. However, one
can do even better for very large integers since the fastest known multiplication algorithm takes
time

O(n log n log log n).
But neither this latter technique nor Karatsuba multiplication are used in many cryptographic
applications. The reason for this will become apparent as we discuss integer division.

5.4. Division. After having looked at multiplication we are left with the division operation,
which is the hardest of all the basic algorithms. Division is required in order to be able to compute
the remainder on division, which is after all a basic operation in RSA. Given two large integers x
and y we wish to be able to compute q and r such that

x = qy + r

where 0 ( r < y, such an operation is called a Euclidean division.
If we write our two integers x and y in the little-wordian format

x = (x0, . . . , xn) and y = (y0, . . . , yt)
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where the base for the representation is b = 2w then the Euclidean division can be performed by
Algorithm 15.6. We let t >w v denote a large integer t shifted to the left by v words, in other
words the result of multiplying t by bv.

As one can see this is a complex operation, hence one should try and avoid divisions as much
as possible.

5.5. Montgomery Arithmetic. That division is a complex operation means our crypto-
graphic operations run very slowly if we use standard division operations as above. Recall that
virtually all of our public key systems make use of arithmetic modulo another number. What we
require is the ability to compute remainders (i.e. to perform modular arithmetic) without having
to perform any costly division operations. This at first sight may seem a state of a"airs which is
impossible to reach, but it can be achieved using a special form of arithmetic called Montgomery
arithmetic.

Montgomery arithmetic works by using an alternative representation of integers, called the
Montgomery representation. Let us fix some notation, we let b denote 2 to the power of the word
size of our computer, for example b = 232 or 264. To perform arithmetic modulo N we choose an
integer R which satisfies

R = bt > N.

Now instead of holding the value of the integer x in memory, we instead hold the value

x · R (mod N).

Again this is usually held in a little-wordian format. The value x · R (mod N) is called the Mont-
gomery representation of the integer x (mod N).

Adding two elements in Montgomery representation is easy. If

z = x + y (mod N)

then given x · R (mod N) and y · R (mod N) we need to compute z · R (mod N).
Let us take a simple example with

N = 1073 741 827,

b = R = 232 = 4294 967 296.

The following is the map from the normal to Montgomery representation of the integers 1, 2 and 3.

1 !$ 1 · R (mod N) = 1 073 741 815,
2 !$ 2 · R (mod N) = 1 073 741 803,
3 !$ 3 · R (mod N) = 1 073 741 791.

We can now verify that addition works since we have in the standard representation

1 + 2 = 3

whilst this is mirrored in the Montgomery representation as

1 073 741 815 + 1073 741 803 = 1073 741 791 (mod N).

Now we look at multiplication in Montgomery arithmetic. If we simply multiply two elements
in Montgomery representation we will obtain

(xR) · (yR) = xyR2 (mod N)

but we want xyR (mod N). Hence, we need to divide the result of the standard multiplication by
R. Since R is a power of 2 we hope this should be easy.

The process of given y and computing

z = y/R (mod N)
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Algorithm 15.6: Euclidean division algorithm
r = x

/* Cope with the trivial case */
if t > n then

q = 0
return

end
q = 0, s = 0

/* Normalise the divisor */
while yt < b/2 do

y = 2y
r = 2r
s = s + 1

end
if rn+1 '= 0 then n = n + 1

/* Get the msw of the quotient */
while r * (y >w (n! t)) do

qn!t = qn!t + 1
r = r ! (y >w n! t)

end

/* Deal with the rest */
for i = n to t + 1 do

if ri = yt then qi!t!1 = b! 1
else qi!t!1 =floor((rib + ri!1)/yt)

if t '= 0 then hm = ytb + yt!1

else hm = ytb
h = qi!t!1hm

if i '= 1 then l = rib2 + ri!1b + ri!2

else l = rib2 + ri!1b

while h > l do
q[i! t! 1] = q[i! t! 1]! 1
h = h! hm

end
r = r ! (qi!t!1y)>w (i! t! 1)
if r < 0 then

r = r + (y >w i! t! 1)
qi!t!1 = qi!t!1 ! 1

end
end

/* Renormalise */
for i = 0 to s! 1 do r = r/2
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Algorithm 15.7: Addition in Montgomery representation
zR = xR + yR
if zR * N then zR = zR!N

given the earlier choice of R, is called Montgomery reduction. We first precompute the integer q =
1/N (mod R), which is simple to perform with no divisions using the binary Euclidean algorithm.
Then, performing a Montgomery reduction is done using Algorithm 15.8.

Algorithm 15.8: Montgomery reduction
u = (!y · q) mod R ;
z = (y + u · N)/R ;
if z * N then z = z !N ;

Note that the reduction modulo R in the first line is easy, we compute y · q using standard
algorithms, the reduction modulo R being achieved by truncating the result. This latter trick
works since R is a power of b. The division by R in the second line can also be simply achieved,
since y + u ·N = 0 (mod R), we simply shift the result to the right by t words, again since R = bt.

As an example we again take

N = 1073 741 827,

b = R = 232 = 4294 967 296.

We wish to compute 2 · 3 in Montgomery representation. Recall

2 !$ 2 · R (mod N) = 1 073 741 803 = x,

3 !$ 3 · R (mod N) = 1 073 741 791 = y.

We then compute, using a standard multiplication algorithm that

w = x · y = 1152 921 446 624 789 173 = 2 · 3 · R2.

We now need to pass this value of w into our technique for Montgomery reduction, so as to find
the Montgomery representation of x · y. We find

w = 1152 921 446 624 789 173,

q = (1/N) (mod R) = 1 789 569 707,
u = !w · q (mod R) = 3 221 225 241,
z = (w + u · N)/R = 1073 741 755.

So the multiplication of x and y in Montgomery arithmetic should be

1 073 741 755.

We can check that this is the correct value by computing

6 · R (mod N) = 1 073 741 755.

Hence, we see that Montgomery arithmetic allows us to add and multiply integers modulo an integer
N without the need for costly division algorithms.
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Our above method for Montgomery reduction requires two full multi-precision multiplications.
So to multiply two numbers in Montgomery arithmetic we require three full multi-precision multi-
plications. If we are multiplying 1024-bit numbers, this means the intermediate results can grow
to be 2048-bit numbers. We would like to do better, and we can.

Suppose y is given in little-wordian format

y = (y0, y1, . . . , y2t!2, y2t!1).

Then a better way to perform Montgomery reduction is to first precompute

N " = !1/N (mod b)

which is easy and only requires operations on word-sized quantities, and then to execute Algorithm
15.9

Algorithm 15.9: Word oriented Montgomery reduction
z = y
for i = 0 to t! 1 do

u = (zi · N ") mod b
z = z + u · N
z = z · b

end
z = z/R
if z * N then z = z !N

Note, since we are reducing modulo b in the first line of the for loop we can execute this
initial multiplication using a simple word multiplication algorithm. The second step of the for loop
requires a shift by one word (to multiply by b) and a single word 3 bigint multiply. Hence, we have
reduced the need for large intermediate results in the Montgomery reduction step.

We can also interleave the multiplication with the reduction to perform a single loop to produce

Z = XY/R (mod N).

So if X = xR and Y = yR this will produce

Z = (xy)R.

This procedure is called Montgomery multiplication and allows us to perform a multiplication in
Montgomery arithmetic without the need for larger integers, as in Algorithm 15.10.

Algorithm 15.10: Montgomery multiplication
Z = 0
for i = 0 to t! 1 do

u = ((z0 + Xi · Y0) · N ") mod b
Z = (Z + Xi · Y + u · N)/b

end
if Z * N then Z = Z !N

Whilst Montgomery multiplication has complexity O(n2) as opposed to the O(n1.58) of Karat-
suba multiplication, it is still preferable to use Montgomery arithmetic since it deals more e!ciently
with modular arithmetic.
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6. Finite Field Arithmetic

Apart from the integers modulo a large prime p the other type of finite field used in cryptography
are those based on fields of characteristic two. These occur in the Rijndael algorithm and in certain
elliptic curve systems. In Rijndael the field is so small that one can use look-up tables or special
circuits to perform the basic arithmetic tasks, so in this section we shall concentrate on fields of
large degree over F2, like those used with elliptic curves. In addition we shall concern ourselves
with software implementations only. Fields of characteristic two can have special types of hardware
implementations based on things called optimal normal bases, but we shall not concern ourselves
with these.

Recall that to define a finite field of characteristic two we first pick an irreducible polynomial
f(x) over F2 of degree n. The field is defined to be

F2n = F2[x]/f(x),

i.e. we look at binary polynomials modulo f(x). Elements of this field are usually represented as
bit strings, which represent a binary polynomial. For example the bit string

101010111

represents the polynomial
x8 + x6 + x4 + x2 + x + 1.

Addition and subtraction of elements in F2n is accomplished by simply performing a bitwise XOR
between the two bitstrings. Hence, the di!cult tasks are multiplication and division.

It turns out that division, although slower than multiplication, is easier to describe, so we start
with division. To compute

#/$,

where #,$ # F2n , we first compute
$!1

and then perform the multiplication
# · $!1.

So division is reduced to multiplication and the computation of $!1. One way of computing $!1

is to use Lagrange’s Theorem which tells us for $ '= 0 that we have

$2n!1 = 1.

But this means that
$ · $2n!2 = 1,

or in other words
$!1 = $2n!2 = $2(2n!1!1).

Another way of computing $!1 is to use the binary Euclidean algorithm. We take the polynomial
f and the polynomial b which represents $ and then perform Algorithm 15.11, which is a version of
the binary Euclidean algorithm, where lsb(b) refers to the least significant bit of b (in other words
the coe!cient of x0),

We now turn to the multiplication operation. Unlike the case of integers modulo N or p, where
we use a special method of Montgomery arithmetic, in characteristic two we have the opportunity
to choose a polynomial f(x) which has ‘nice’ properties. Any irreducible polynomials of degree n
can be used to implement the finite field F2n , we just need to select the best one.

Almost always one chooses a value of f(x) which is either a trinomial

f(x) = xn + xk + 1



6. FINITE FIELD ARITHMETIC 249

Algorithm 15.11: Binary extended Euclidean algorithm for polynomials over F2

a = f
B = 0
D = 1
/* At least one of a and b now has a constant term on every
execution of the loop. */
while a '= 0 do

while lsb(a) = 0 do
a = a? 1
if lsb(B) '= 0 then B = B 5 f
B = B ? 1

end
while lsb(b) = 0 do

b = b? 1
if lsb(D) '= 0 then D = D 5 f
D = D ? 1

end
/* Now both a and b have a constant term */
if deg(a) * deg(b) then

a = a5 b
B = B 5D

else
b = a5 b
D = D 5B

end
end
return D

or a pentanomial
f(x) = xn + xk3 + xk2 + xk1 + 1.

It turns out that for all fields of degree less than 10 000 we can always find such a trinomial or
pentanomial to make the multiplication operation very e!cient. Table 1 at the end of this chapter
gives a list for all values of n between 2 and 500 of an example pentanomial or trinomial which
defines the field F2n . In all cases where a trinomial exists we give one, otherwise we present a
pentanomial.

Now to perform a multiplication of # by $ we first multiply the polynomials representing # and
$ together to form a polynomial !(x) of degree at most 2n ! 2. Then we reduce this polynomial
by taking the remainder on division by the polynomial f(x).

We show how this remainder on division is e!ciently performed for trinomials, and leave the
pentanomial case for the reader. We write

!(x) = !1(x)xn + !0(x).

Hence, deg(!1(x)),deg(!0(x)) ( n! 1. We can then write

!(x) (mod f(x)) = !0(x) + (xk + 1)!1(x).

The right-hand side of this equation can be computed from the bit operations

/ = !0 5 !1 5 (!1 > k).
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Now /, as a polynomial, will have degree at most n! 1+ k. So we need to carry out this procedure
again by first writing

/(x) = /1(x)xn + /0(x),
where deg(/0(x)) ( n! 1 and deg(/1(x)) ( k ! 1. We then compute as before that ! is equivalent
to

/0 5 /1 5 (/1 > k).
This latter polynomial will have degree max(n! 1, 2k ! 1), so if we may choose in our trinomial

k ( n/2,

then Algorithm 15.12 will perform our division by remainder step. Let g denote the polynomial of
degree 2n ! 2 that we wish to reduce modulo f , where we assume a bit representation for these
polynomials.

Algorithm 15.12: Reduction by a trinomial
g1 = g ? n
g0 = g[n ! 1 . . . 0]
g = g0 5 g1 5 (g1 > k)
g1 = g ? n
g0 = g[n ! 1 . . . 0]
g = g0 5 g1 5 (g1 > k)

So to complete our description of how to multiply elements in F2n we need to explain how to
perform the multiplication of two binary polynomials of large degree n! 1.

Again one can use a naive multiplication algorithm. Often however one uses a look-up table
for polynomial multiplication of polynomials of degree less than eight, i.e. for operands which
fit into one byte. Then multiplication of larger degree polynomials is reduced to multiplication
of polynomials of degree less than eight by using a variant of the standard long multiplication
algorithm from school. This algorithm will have complexity O(n2), where n is the degree of the
polynomials involved.

Suppose we have a routine which uses a look-up table to multiply two binary polynomials of
degree less than eight, returning a binary polynomial of degree less than sixteen. This function we
denote by Mult Tab(a, b) where a and b are 8-bit integers representing the input polynomials.

To perform a multiplication of two n-bit polynomials represented by two n-bit integers x and
y we perform Algorithm 15.13, where y ? 8 (resp. y > 8) represents shifting to the right (resp.
left) by 8 bits.

Just as with integer multiplication one can use a divide and conquer technique based on Karat-
suba multiplication, which again will have a complexity of O(n1.58). Suppose the two polynomials
we wish to multiply are given by

a = a0 + xn/2a1,

b = b0 + xn/2b1,

where a0, a1, b0, b1 are polynomials of degree less than n/2. We then multiply a and b by computing

A = a0 · b0,

B = (a0 + a1) · (b0 + b1),
C = a1 · b1.
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Algorithm 15.13: Multiplication of two n-bit polynomials over F2

i = 0, a = 0
while x '= 0 do

u = y, j = 0
while u '= 0 do

w = Mult Tab(x&255, u&255)
w = w> (8(i + j))
a = a5 w
u = u? 8, j = j + 1

end
x = x? 8, i = i + 1

end
return (a)

The product a · b is then given by

Cxn + (B !A! C)xn/2 + A = a1b1x
n + (a1b0 + a0b1)xn/2 + a0b0

= (a0 + xn/2a1) · (b0 + xn/2b1)
= a · b.

Again to multiply a0 and b0 etc. we use the Karatsuba multiplication method recursively. Once
we reduce to the case of multiplying two polynomials of degree less than eight we resort to using
our look-up table to perform the polynomial multiplication. Unlike the integer case we now find
that Karatsuba multiplication is more e!cient than the school-book method even for polynomials
of quite small degree, say n , 100.

One should note that squaring polynomials in characteristic two is particularly easy. Suppose
we have a polynomial

a = a0 + a1x + a2x
2 + a3x

3,

where ai = 0 or 1. Then to square a we simply ‘thin out’ the coe!cients as follows:

a2 = a0 + a1x
2 + a2x

4 + a3x
6.

This means that squaring an element in a finite field of characteristic two is very fast compared
with a multiplication operation.

Chapter Summary

• Modular exponentiation, or exponentiation in any group, can be computed using the
binary exponentiation method. Often it is more e!cient to use a window based method,
or to use a signed exponentiation method in the case of elliptic curves.

• For RSA special optimizations are performed. In the case of the public exponent we choose
one which is both small and has very low Hamming weight. For the exponentiation by
the private exponent we use knowledge of the prime factorization of the modulus and the
Chinese Remainder Theorem.
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• For DSA verification there is a method based on simultaneous exponentiation which is
often more e!cient than performing two single exponentiations and then combining the
result.

• Modular arithmetic is usually implemented using the technique of Montgomery represen-
tation. This allows us to avoid costly division operations by replacing the division with
simple shift operations. This however is at the expense of using a non-standard represen-
tation for the numbers.

• Finite fields in characteristic two can also be implemented e!ciently. But now the modular
reduction operation can be made simple by choosing a special polynomial f(x). Inversion
is also particular simple using a variant of the binary Euclidean algorithm, although often
inversion is still 3–10 times slower than multiplication.

Further Reading

The standard reference work for the type of algorithms considered in this chapter is Volume 2
of Knuth. A more gentle introduction can be found in the book by Bach and Shallit, whilst for
more algorithms one should consult the book by Cohen. The first chapter of Cohen gives a number
of lessons learnt in the development of the PARI/GP calculator which can be useful, whilst Bach
and Shallit provides an extensive bibliography and associated commentary.

E. Bach and S. Shallit. Algorithmic Number Theory, Volume 1: E!cient Algorithms. MIT Press,
1996.

H. Cohen. A Course in Computational Algebraic Number Theory. Springer-Verlag, 1993.

D. Knuth. The Art of Computing Programming, Volume 2 : Seminumerical Algorithms. Addison-
Wesley, 1975.
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Table 1. Trinomials and pentanomials

n k/k1, k2, k3 n k/k1, k2, k3 n k/k1, k2, k3

2 1 3 1 4 1
5 2 6 1 7 1
8 7,3,2 9 1 10 3

11 2 12 3 13 4,3,1
14 5 15 1 16 5,3,1
17 3 18 3 19 5,2,1
20 3 21 2 22 1
23 5 24 8,3,2 25 3
26 4,3,1 27 5,2,1 28 1
29 2 30 1 31 3
32 7,3,2 33 10 34 7
35 2 36 9 37 6,4,1
38 6,5,1 39 4 40 5,4,3
41 3 42 7 43 6,4,3
44 5 45 4,3,1 46 1
47 5 48 11,5,1 49 9
50 4,3,2 51 6,3,1 52 3
53 6,2,1 54 9 55 7
56 7,4,2 57 4 58 19
59 7,4,2 60 1 61 5,2,1
62 29 63 1 64 11,2,1
65 32 66 3 67 5,2,1
68 33 69 6,5,2 70 37,34,33
71 35 72 36,35,33 73 42
74 35 75 35,34,32 76 38,33,32
77 38,33,32 78 41,37,32 79 40,36,32
80 45,39,32 81 35 82 43,35,32
83 39,33,32 84 35 85 35,34,32
86 49,39,32 87 46,34,32 88 45,35,32
89 38 90 35,34,32 91 41,33,32
92 37,33,32 93 35,34,32 94 43,33,32
95 41,33,32 96 57,38,32 97 33
98 63,35,32 99 42,33,32 100 37

101 40,34,32 102 37 103 72
104 43,33,32 105 37 106 73,33,32
107 54,33,32 108 33 109 34,33,32
110 33 111 49 112 73,51,32
113 37,33,32 114 69,33,32 115 53,33,32
116 48,33,32 117 78,33,32 118 33
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119 38 120 41,35,32 121 35,34,32
122 39,34,32 123 42,33,32 124 37
125 79,33,32 126 49 127 63
128 55,33,32 129 46 130 61,33,32
131 43,33,32 132 44,33,32 133 46,33,32
134 57 135 39,33,32 136 35,33,32
137 35 138 57,33,32 139 38,33,32
140 45 141 85,35,32 142 71,33,32
143 36,33,32 144 59,33,32 145 52
146 71 147 49 148 61,33,32
149 64,34,32 150 53 151 39
152 35,33,32 153 71,33,32 154 109,33,32
155 62 156 57 157 47,33,32
158 76,33,32 159 34 160 79,33,32
161 39 162 63 163 48,34,32
164 42,33,32 165 35,33,32 166 37
167 35 168 134,33,32 169 34
170 105,35,32 171 125,34,32 172 81
173 71,33,32 174 57 175 57
176 79,37,32 177 88 178 87
179 80,33,32 180 33 181 46,33,32
182 81 183 56 184 121,39,32
185 41 186 79 187 37,33,32
188 46,33,32 189 37,34,32 190 47,33,32
191 51 192 147,33,32 193 73
194 87 195 50,34,32 196 33
197 38,33,32 198 65 199 34
200 57,35,32 201 59 202 55
203 68,33,32 204 99 205 94,33,32
206 37,33,32 207 43 208 119,34,32
209 45 210 49,35,32 211 175,33,32
212 105 213 75,33,32 214 73
215 51 216 115,34,32 217 45
218 71 219 54,33,32 220 33
221 63,33,32 222 102,33,32 223 33
224 39,33,32 225 32 226 59,34,32
227 81,33,32 228 113 229 64,35,32
230 50,33,32 231 34 232 191,33,32
233 74 234 103 235 34,33,32
236 50,33,32 237 80,34,32 238 73
239 36 240 177,35,32 241 70
242 95 243 143,34,32 244 111
245 87,33,32 246 62,33,32 247 82
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248 155,33,32 249 35 250 103
251 130,33,32 252 33 253 46
254 85,33,32 255 52 256 91,33,32
257 41 258 71 259 113,33,32
260 35 261 89,34,32 262 86,33,32
263 93 264 179,33,32 265 42
266 47 267 42,33,32 268 61
269 207,33,32 270 53 271 58
272 165,35,32 273 53 274 67
275 81,33,32 276 63 277 91,33,32
278 70,33,32 279 38 280 242,33,32
281 93 282 35 283 53,33,32
284 53 285 50,33,32 286 69
287 71 288 111,33,32 289 36
290 81,33,32 291 168,33,32 292 37
293 94,33,32 294 33 295 48
296 87,33,32 297 83 298 61,33,32
299 147,33,32 300 45 301 83,33,32
302 41 303 36,33,32 304 203,33,32
305 102 306 66,33,32 307 46,33,32
308 40,33,32 309 107,33,32 310 93
311 78,33,32 312 87,33,32 313 79
314 79,33,32 315 132,33,32 316 63
317 36,34,32 318 45 319 36
320 135,34,32 321 41 322 67
323 56,33,32 324 51 325 46,33,32
326 65,33,32 327 34 328 195,37,32
329 50 330 99 331 172,33,32
332 89 333 43,34,32 334 43,33,32
335 113,33,32 336 267,33,32 337 55
338 86,35,32 339 72,33,32 340 45
341 126,33,32 342 125 343 75
344 135,34,32 345 37 346 63
347 56,33,32 348 103 349 182,34,32
350 53 351 34 352 147,34,32
353 69 354 99 355 43,33,32
356 112,33,32 357 76,34,32 358 57
359 68 360 323,33,32 361 56,33,32
362 63 363 74,33,32 364 67
365 303,33,32 366 38,33,32 367 171
368 283,34,32 369 91 370 139
371 116,33,32 372 111 373 299,33,32
374 42,33,32 375 64 376 227,33,32



256 15. IMPLEMENTATION ISSUES

377 41 378 43 379 44,33,32
380 47 381 107,34,32 382 81
383 90 384 295,34,32 385 51
386 83 387 162,33,32 388 159
389 275,33,32 390 49 391 37,33,32
392 71,33,32 393 62 394 135
395 301,33,32 396 51 397 161,34,32
398 122,33,32 399 49 400 191,33,32
401 152 402 171 403 79,33,32
404 65 405 182,33,32 406 141
407 71 408 267,33,32 409 87
410 87,33,32 411 122,33,32 412 147
413 199,33,32 414 53 415 102
416 287,38,32 417 107 418 199
419 200,33,32 420 45 421 191,33,32
422 149 423 104,33,32 424 213,34,32
425 42 426 63 427 62,33,32
428 105 429 83,33,32 430 62,33,32
431 120 432 287,34,32 433 33
434 55,33,32 435 236,33,32 436 165
437 40,34,32 438 65 439 49
440 63,33,32 441 35 442 119,33,32
443 221,33,32 444 81 445 146,33,32
446 105 447 73 448 83,33,32
449 134 450 47 451 406,33,32
452 97,33,32 453 87,33,32 454 128,33,32
455 38 456 67,34,32 457 61
458 203 459 68,33,32 460 61
461 194,35,32 462 73 463 93
464 143,33,32 465 59 466 143,33,32
467 156,33,32 468 33 469 116,34,32
470 149 471 119 472 47,33,32
473 200 474 191 475 134,33,32
476 129 477 150,33,32 478 121
479 104 480 169,35,32 481 138
482 48,35,32 483 288,33,32 484 105
485 267,33,32 486 81 487 94
488 79,33,32 489 83 490 219
491 61,33,32 492 50,33,32 493 266,33,32
494 137 495 76 496 43,33,32
497 78 498 155 499 40,33,32
500 75



CHAPTER 16

Obtaining Authentic Public Keys

Chapter Goals

• To describe the notion of digital certificates.
• To explain the notion of a PKI.
• To examine di"erent approaches such as X509, PGP and SPKI.
• To show how an implicit certificate scheme can operate.
• To explain how identity based cryptographic schemes operate.

1. Generalities on Digital Signatures

Digital signatures have a number of uses which go beyond the uses of handwritten signatures.
For example we can use digital signatures to

• control access to data,
• allow users to authenticate themselves to a system,
• allow users to authenticate data,
• sign ‘real’ documents.

Each application has a di"erent type of data being bound, a di"erent length of the lifetime of the
data to be signed, di"erent types of principals performing the signing and verifying and di"erent
awareness of the data being bound.

For example an interbank payment need only contain the two account numbers and the amount.
It needs to be signed by the payee and verified only by the computer which will carry out the
transfer. The lifetime of the signature is only until the accounts are reconciled, for example when
the account statements are sent to the customers and a suitable period has elapsed to allow the
customers to complain of any error.

As another example consider a challenge response authentication mechanism. Here the user,
to authenticate itself to the device, signs a challenge provided by the device. The lifetime of the
signature may only be a few seconds. The user of course assumes that the challenge is random and
is not a hash of an interbank payment. Hence, it is probably prudent that we use di"erent keys for
our authentication tokens and our banking applications.

As a final example consider a digital will or a mortgage contract. The length of time that this
signature must remain valid may (hopefully in the case of a will) be many years. Hence, the security
requirements for long-term legal documents will be very di"erent from those of an authentication
token.

You need to remember however that digital signatures are unlike handwritten signatures in that
they are

• NOT necessarily on a document: Any piece of digital stu" can be signed.
• NOT transferable to other documents: Unlike a handwritten signature, a digital signature

is di"erent on each document.

257
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• NOT modifiable after they are made: One cannot alter the document and still have the
digital signature remaining valid.

• NOT produced by a person: A digital signature is never produced by a person, unless the
signature scheme is very simple (and weak) or the person is a mathematical genius.

All they do is bind knowledge of an unrevealed private key to a particular piece of data.

2. Digital Certificates and PKI

When using a symmetric key system we assume we do not have to worry about which key belongs
to which principle. It is tacitly assumed, see for example the chapter dealing with symmetric key
agreement protocols and the BAN logic, that if Alice holds a long-term secret key Kab which she
thinks is shared with Bob, then Bob really does have a copy of the same key. This assurance is often
achieved using a trusted physical means of long-term key distribution, using for example armed
couriers.

In a public key system the issues are di"erent. Alice may have a public key which she thinks is
associated with Bob, but we usually do not assume that Alice is 100 percent certain that it really
belongs to Bob. This is because we do not, in the public key model, assume a physically secure key
distribution system. After all, that was the point of public key cryptography in the first place: to
make key management easier. Alice may have obtained the public key she thinks belongs to Bob
from Bob’s web page, but how does she know the web page has not been spoofed?

The process of linking a public key to an entity or principal, be it a person, machine or process,
is called binding. One way of binding, common in many applications where the principal really does
need to be present, is by using a physical token such as a smart card. Possession of the token, and
knowledge of any PIN/password needed to unlock the token, is assumed to be equivalent to being
the designated entity. This solution has a number of problems associated with it, since cards can
be lost or stolen, which is why we protect them using a PIN (or in more important applications by
using biometrics). The major problem is that most entities are non-human, they are computers and
computers do not carry cards. In addition many public key protocols are performed over networks
where physical presence of the principal (if it is human) is not something one can test.

Hence, some form of binding is needed which can be used in a variety of very di"erent applica-
tions. The main binding tool in use today is the digital certificate. In this a special trusted third
party, or TTP, called a certificate authority, or CA, is used to vouch for the validity of the public
keys.

A CA based system works as follows:
• All users have a trusted copy of the public key of the CA. For example these come embedded

in your browser when you buy your computer, and you ‘of course’ trust the vendor of the
computer and the manufacturer of the software on your computer.

• The CA’s job is to digitally sign data strings containing the following information
(Alice, Alice’s public key).

This data string, and the associated signature is called a digital certificate. The CA will
only sign this data if it truly believes that the public key really does belong to Alice.

• When Alice now sends you her public key, contained in a digital certificate, you now trust
that the purported key really is that of Alice, since you trust the CA to do its job correctly.

This use of a digital certificate binds the name ‘Alice’ with the ‘Key’, it is therefore often called
an identity certificate. Other bindings are possible, we shall see some of these later related to
authorizations.

Public key certificates will typically (although not always) be stored in repositories and accessed
as required. For example, most browsers keep a list of the certificates that they have come across.
The digital certificates do not need to be stored securely since they cannot be tampered with as
they are digitally signed.
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To see the advantage of certificates and CAs in more detail consider the following example of a
world without a CA. In the following discussion we break with our colour convention for a moment
and now use red to signal public keys which must be obtained in an authentic manner and blue to
signal public keys which do not need to be obtained in an authentic manner.

In a world without a CA you obtain many individual public keys from each individual in some
authentic fashion. For example

6A5DEF....A21 Jim Bean’s public key,
7F341A....BFF Jane Doe’s public key,
B5F34A....E6D Microsoft’s update key.

Hence, each key needs to be obtained in an authentic manner, as does every new key you obtain.
Now consider the world with a CA. You obtain a single public key in an authentic manner,

namely the CA’s public key. We shall call our CA Ted since he is trustworthy. You then obtain
many individual public keys, signed by the CA, in possibly an unauthentic manner. For example
they could be attached at the bottom of an email, or picked up whilst browsing the web.

A45EFB....C45 Ted’s totally trustworthy key,
6A5DEF....A21 Ted says ‘This is Jim Bean’s public key’,
7F341A....BFF Ted says ‘This is Jane Doe’s public key’,
B5F34A....E6D Ted says ‘This is Microsoft’s update key’.

If you trust Ted’s key and you trust Ted to do his job correctly then you trust all the public keys
you hold to be authentic.

In general a digital certificate is not just a signature on the single pair
(Alice, Alice’s public key),

one can place all sorts of other, possibly application specific, information into the certificate. For
example it is usual for the certificate to contain the following information.

• user’s name,
• user’s public key,
• is this an encryption or signing key?
• name of the CA,
• serial number of the certificate,
• expiry date of the certificate,
• . . . .

Commercial certificate authorities exist who will produce a digital certificate for your public key,
often after payment of a fee and some checks on whether you are who you say you are. The
certificates produced by commercial CAs are often made public, so one can call them public ‘public
key certificates’, in that there use is mainly over open public networks.

CAs are also used in proprietary systems, for example in debit/credit card systems or by large
corporations. In such situations it may be the case that the end users do not want their public
key certificates to be made public, in which case one can call them private ‘public key certificates’.
But one should bear in mind that whether the digital certificate is public or private should not
e"ect the security of the private key associated to the public key contained in the certificate. The
decision to make one’s certificates private is often one of business rather than security.

It is common for more than one CA to exist. A quick examination of the properties of your
web browser will reveal a large number of certificate authorities which your browser assumes you
‘trust’ to perform the function of a CA. As there are more than one CA it is common for one CA to
sign a digital certificate containing the public key of another CA, and vice versa, a process which
is known as cross-certification.
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Cross-certification is needed if more than one CA exists, since a user may not have a trusted
copy of the CA’s public key needed to verify another user’s digital certificate. This is solved by
cross-certificates, i.e. one CA’s public key is signed by another CA. The user first verifies the
appropriate cross-certificate, and then verifies the user certificate itself.

With many CAs one can get quite long certificate chains, as Fig. 1 illustrates. Suppose Alice
trusts the Root CA’s public key and she obtains Bob’s public key which is signed by the private
key of CA2. She then obtains CA2’s public key, either along with Bob’s digital certificate or by
some other means. CA2’s public key comes in a certificate which is signed by the private key of
the Root CA. Hence, by verifying all the signatures she ends up trusting Bob’s public key.

Figure 1. Example certification hierarchy
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Often the function of a CA is split into two parts. One part deals with verifying the user’s
identity and one part actually signs the public keys. The signing is performed by the CA, whilst
the identity of the user is parcelled out to a registration authority, or RA. This can be a good
practice, with the CA implemented in a more secure environment to protect the long-term private
key.

The main problem with a CA system arises when a user’s public key is compromised or becomes
untrusted for some reason. For example

• a third party has gained knowledge of the private key,
• an employee leaves the company.

As the public key is no longer to be trusted all the associated digital certificates are now invalid
and need to be revoked. But these certificates can be distributed over a large number of users, each
one of which needs to be told to no longer trust this certificate. The CA must somehow inform
all users that the certificate(s) containing this public key is/are no longer valid, in a process called
certificate revocation.

One way to accomplish this is via a Certificate Revocation List, or CRL, which is a signed
statement by the CA containing the serial numbers of all certificates which have been revoked by
that CA and whose validity period has not expired. One clearly need not include in this the serial
numbers of certificates which have passed their expiry date. Users must then ensure they have
the latest CRL. This can be achieved by issuing CRLs at regular intervals even if the list has not
changed. Such a system can work well in a corporate environment when overnight background jobs
are often used to make sure each desktop computer in the company is up to date with the latest
software etc. For other situations it is hard to see how the CRLs can be distributed, especially if
there are a large number of CAs trusted by each user.

In summary, with secret key cryptography the main problems were ones of
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• key management,
• key distribution.

These problems resulted in keys needing to be distributed via secure channels. In public key systems
we replace these problems with those of

• key authentication,
in other words which key belongs to who. Hence, keys needed to be distributed via authentic
channels. The use of digital certificates provides the authentic channels needed to distribute the
public keys.

The whole system of CAs and certificates is often called the Public Key Infrastructure or PKI.
This essentially allows a distribution of trust; the need to trust the authenticity of each individual
public key in your possession is replaced by the need to trust a body, the CA, to do its job correctly.

In ensuring the CA does its job correctly you can either depend on the legal system, with maybe
a state sponsored CA, or you can trust the business system in that it would not be in the CA’s
business interests to not act properly. For example, if it did sign a key in your name by mistake
then you could apply publicly for exemplary restitution.

We end this section by noting that we have now completely solved the key distribution problem:
For two users to agree on a shared secret key, they first obtain authentic public keys from a CA.
Then secure session keys are obtained using, for example, signed Di!e–Hellman,

Alice Bob
(ga,SignAlice(ga)) !$

/! (gb,SignBob(gb))

3. Example Applications of PKI

In this section we shall look at some real systems which distribute trust via digital certificates.
The examples will be

• PGP,
• SSL,
• X509 (or PKIX),
• SPKI.

3.1. PGP. The email encryption program Pretty Good Privacy, or PGP, takes a bottom-up
approach to the distribution of trust. The design goals of PGP were to give a low-cost encryp-
tion/signature system for all users, hence the use of an expensive top-down global PKI would not
fit this model. Instead the system makes use of what it calls a ‘Web of Trust’.

The public key management is done from the bottom up by the users themselves. Each user
acts as their own CA and signs other user’s public keys. So Alice can sign Bob’s public key and
then Bob can give this signed ‘certificate’ to Charlie, in which case Alice is acting as a CA for Bob.
If Charlie trusts Alice’s judgement with respect to signing people’s keys then she will trust that
Bob’s key really does belong to Bob. It is really up to Charlie to make this decision. As users keep
doing this cross-certification of each other’s keys, a web of trusted keys grows from the bottom up.

PGP itself as a program uses RSA public key encryption for low-volume data such as session
keys. The block cipher used for bulk transmission is called IDEA. This block cipher has a 64-bit
block size and a 128-bit key size and is used in CFB mode. Digital signatures in PGP can be
produced either with the RSA or the DSA algorithm, after a message digest is taken using either
MD5 or SHA-1.
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The keys that an individual trusts are held in a so-called key ring. This means users have
control over their own local public key store. This does not rule out a centralized public key store,
but means one is not necessarily needed.

Key revocation is still a problem with PGP as with all such systems. The ad-hoc method
adopted by PGP is that if your key is compromised then you should tell all your friends, who have
a copy of your key, to delete the key from their key ring. All your friends should then tell all their
friends and so on.

3.2. Secure Socket Layer. Whilst the design of PGP was driven by altruistic ideals, namely
to provide encryption for the masses, the Secure Socket Layer, or SSL, was driven by commercial
requirements, namely to provide a secure means for web based shopping and sales. Essentially SSL
adds security to the TCP level of the IP stack. It provides security of data and not parties but
allows various protocols to be transparently layered on top, for example HTTP, FTP, TELNET,
etc.

The primary objective was to provide channel security, to enable the encrypted transmission of
credit card details or passwords. After an initial handshake all subsequent tra!c is encrypted. The
server side of the communication, namely the website or the host computer in a Telnet session, is
always authenticated for the benefit of the client. Optionally the client may be authenticated to
the user, but this is rarely done in practice for web based transactions.

As in PGP, bulk encryption is performed using a block or stream cipher (usually either DES
or an algorithm from the RC family). The choice of precise cipher is chosen between the client and
server during the initial handshake. The session key to be used is derived using standard protocols
such as the Di!e–Hellman protocol, or RSA based key transport.

The server is authenticated since it provides the client with an X509 public key certificate. This,
for web shopping transactions, is signed by some global CA whose public key comes embedded into
the user’s web browser. For secure Telnet sessions (often named SSH after the program which runs
them) the server side certificate is usually a self-signed certificate from the host computer.

The following is a simplified overview of how SSL can operate.
• The client establishes connection with the server on a special port number so as to signal

this will be a secure session.
• The server sends a certified public key to the client.
• The client verifies the certificate and decides whether it trusts this public key.
• The client chooses a random secret.
• The client encodes this with the server’s public key and sends this back to the server.
• The client and server now securely share the secret.
• The server now authenticates itself to the client by responding using the shared secret.

The determination of session keys can be a costly operation for both the server and the client,
especially when the data may come in bursts, as when one is engaged in shopping transactions, or
performing some remote access to a computer. Hence, there is some optimization made to enable
reuse of session keys. The client is allowed to quote a previous session key, the server can either
accept it or ask for a new one to be created. So as to avoid any problems this ability is limited
by two rules. Firstly a session key should have a very limited lifetime and secondly any fatal error
in any part of the protocols will immediately invalidate the session key and require a new one to
be determined. In SSL the initial handshake is also used for the client and the server to agree on
which bulk encryption algorithm to use, this is usually chosen from the list of RC4, RC5, DES or
Triple DES.

3.3. X509 Certificates. When discussing SSL we mentioned that the server uses an X509
public key certificate. X509 is a standard which defines a structure for public key certificates,
currently it is the most widely deployed certificate standard. A CA assigns a unique name to each
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user and issues a signed certificate. The name is often the URL or email address. This can cause
problems since, for example, many users may have di"erent versions of the same email address. If
you send a signed email containing your certificate for your email ‘address’

N.P.Smart@some.where.com
but your email program sends this from the ‘address’

Nigel.Smart@some.where.com
then, even though you consider both addresses to be equivalent, the email client of the recipient
will often complain saying that the signature is not to be trusted.

The CAs are connected in a tree structure, with each CA issuing a digital certificate for the one
beneath it. In addition cross-certification between the branches is allowed. The X509 certificates
themselves are defined in standards using a language called ASN.1, or Abstract Syntax Notation.
This can be rather complicated at first sight and the processing of all the possible options often
ends up with incredible ‘code bloat’.

The basic X509 certificate structure is very simple, but can end up being very complex in any
reasonable application. This is because some advanced applications may want to add additional
information into the certificates which enable authorization and other capabilities. However, the
following records are always in a certificate.

• The version number of the X509 standard which this certificate conforms to.
• The certificate serial number.
• The CA’s signing algorithm identifier. This should specify the algorithm and the domain

parameters used, if the CA has multiple possible algorithms or domain parameters.
• The issuer’s name, i.e. the name of the issuing CA.
• The validity period in the form of a not-before and not-after date.
• The subject’s name, i.e. whose public key is being signed. This could be an email address

or a domain name.
• The subject’s public key. This contains the algorithm name and any associated domain

parameters plus the actual value of the public key
• The issuer’s signature on the subject’s public key and all data that is to be bound to the

subject’s public key, such as the subject’s name.

3.4. SPKI. In response to some of the problems associated with X509, another type of certifi-
cate format has been proposed called SPKI, or Simple Public Key Infrastructure. This system aims
to bind authorizations as well as identities, and also tries to deal with the issue of delegation of
authorizations and trust. Thus it may be suitable for business to business e-commerce transactions.
For example, when managers go on holiday they can delegate their authorizations for certain tasks
to their subordinates.

SPKI does not assume the global CA hierarchy which X509 does. It assumes a more ground-up
approach like PGP. However, it is currently not used much commercially since PKI vendors have
a lot of investment in X509 and are probably not willing to switch over to a new system (and the
desktop applications such as your web browser would also need significant alterations).

Instead of using ASN.1 to describe certificates, SPKI uses S-expressions. These are LISP-like
structures which are very simple to use and describe. In addition S-expressions can be made very
simple even for humans to understand, as opposed to the machine-only readable formats of X509
certificates. S-expressions can even come with display hints to enable greater readability. The
current draft standard specifies these display hints as simple MIME-types.

Each SPKI certificate has an issuer and a subject both of which are public keys (or a hash of
a public key), and not names. This is because SPKI’s authors claim that it is a key which does
something and not a name. After all it is a key which is used to sign a document etc. Focusing
on the keys also means we can concentrate more on the functionality. There are two types of
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SPKI certificates: ones for binding identities to keys and ones for binding authorizations to keys.
Internally these are represented as tuples of 4 and 5 objects, which we shall now explain.

3.4.1. SPKI 4-Tuples. To give an identity certificate and bind a name with a key, like X509
does, SPKI uses a 4-tuple structure. This is an internal abstraction of what the certificate represents
and is given by:

(Issuer, Name, Subject, Validity).
In real life this would consist of the following five fields:

• issuer’s public key,
• name of the subject,
• subject’s public key,
• validity period,
• signature of the issuer on the triple (Name, Subject, Validity).

Anyone is able to issue such a certificate, and hence become a CA.
3.4.2. SPKI 5-Tuples. 5-tuples are used to bind keys to authorizations. Again this is an internal

abstraction of what the certificate represents and is given by
(Issuer, Subject, Delegation, Authorization, Validity).

In real life this would consist of the following six fields:
• issuer’s public key.
• subject’s public key.
• delegation. A ‘Yes’ or ‘No’ flag, saying whether the subject can delegate the permission

or not.
• authorization. What the subject is being given permission to do
• validity. How long the authorization is for.
• signature of the issuer on the quadruple (S,D,A,V).

One can combine an authorization certificate and an identity certificate to obtain an audit trail.
This is needed since the authorization certificate only allows a key to perform an action. It does
not say who owns the key. To find out who owns a key you need to use an identity certificate.

When certificate chains are eventually checked to enable some authorization, a 5-tuple reduction
procedure is carried out. This can be represented by the following rule

(I1, S1,D1, A1, V1) + (I2, S2,D2, A2, V2)
= (I1, S2,D2, A1 @A2, V1 @ V2).

This equality holds only if
• S1 = I2

• D1 = true.
This means the first two certificates together can be interpreted as the third. This third 5-tuple is
not really a certificate, it is the meaning of the first two when they are presented together.

As an example we will show how combining two 5-tuples is equivalent to delegating authority.
Suppose our first 5-tuple is given by:

• I1 = Alice
• S1 = Bob
• D1 = true
• A1 = Spend up to £100 on Alice’s account
• V1 = forever.

So Alice allows Bob to spend up to £100 on her account and allows Bob to delegate this authority
to anyone he chooses.

Now consider the second 5-tuple given by
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• I2 = Bob
• S2 = Charlie
• D2 = false
• A2 = Spend between £50 and £200 on Alice’s account
• V2 = before tomorrow morning.

So Bob is saying Charlie can spend between £50 and £200 of Alice’s money, as long as it happens
before tomorrow morning.

We combine these two 5-tuples, using the 5-tuple reduction rule, to form the new 5-tuple
• I3 = Alice
• S3 = Charlie
• D3 = false
• A3 = Spend between £50 and £100 on Alice’s account
• V3 = before tomorrow morning.

Since Alice has allowed Bob to delegate she has in e"ect allowed Charlie to spend between £50 and
£100 on her account before tomorrow morning.

4. Other Applications of Trusted Third Parties

In some applications it is necessary for signatures to remain valid for a long time. Revocation
of a public key, even long after the legitimate creation of the signature, potentially invalidates all
digital signatures made using that key, even those in the past. This is a major problem if digital
signatures are to be used for documents of long-term value such as wills, life insurance and mortgage
contracts. We essentially need methods to prove that a digital signature was made prior to the
revocation of the key and not after it. This brings us to the concept of time stamping.

A time stamping service is a means whereby a trusted entity will take a signed message, add
a date/timestamp and sign the result using its own private key. This proves when a signature was
made (like a notary service in standard life insurance). However, there is the requirement that the
public key of the time stamping service must never be revoked. An alternative to the use of a time
stamping service is the use of a secure archive for signed messages.

As another application of a trusted third-party consider the problem associated with keeping
truly secret keys for encryption purposes.

• What if someone loses or forgets a key? They could lose all your encrypted data.
• What if the holder of the key resigns from the company or is killed? The company may

now want access to the encrypted data.
• What if the user is a criminal? Here the government may want access to the encrypted

data.
One solution is to deposit a copy of your key with someone else in case you lose yours, or something
untoward happens. On the other hand, simply divulging the key to anybody, even the government,
is very insecure.

A proposed solution is key escrow implemented via a secret sharing scheme. Here the private
key is broken into pieces, each of which can be verified to be correct. Each piece is then given to
some authority. At some later point if the key needs to be recovered then a subset of the authorities
can come together and reconstruct it from their shares. The authorities implementing this escrow
facility are another example of a Trusted Third Party, since you really have to trust them. In
fact the trust required is so high that this solution has been a source of major debate within the
cryptographic and governmental communities in the past. The splitting of the key between the
various escrow authorities can be accomplished using the trick of a secret sharing scheme which we
will discuss in Chapter 23.
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5. Implicit Certificates

One issue with digital certificates is that they can be rather large. Each certificate needs to at
least contain both the public key of the user and the signature of the certificate authority on that
key. This can lead to quite large certificate sizes, as the following table demonstrates:

RSA DSA EC-DSA
User’s key 1024 1024 160
CA sig 1024 320 320

This assumes for RSA keys one uses a 1024-bit modulus, for DSA one uses a 1024-bit prime p
and a 160-bit prime q and for EC-DSA one uses a 160-bit curve. Hence, for example, if the CA is
using 1024-bit RSA and they are signing the public key of a user using 1024-bit DSA then the total
certificate size must be at least 2048 bits. An interesting question is whether this can be made
smaller.

Implicit certificates enable this. An implicit certificate looks like

X|Y
where

• X is the data being bound to the public key,
• Y is the implicit certificate on X.

From Y we need to be able to recover the public key being bound to X and implicit assurance that
the certificate was issued by the CA. In the system we describe below, based on a DSA or EC-DSA,
the size of Y will be 1024 or 160 bits respectively. Hence, the size of the certificate is reduced to
the size of the public key being certified.

5.1. System Setup. The CA chooses a public group G of known order n and an element
P # G. The CA then chooses a long-term private key c and computes the public key

Q = P c.

This public key should be known to all users.

5.2. Certificate Request. Suppose Alice wishes to request a certificate and the public key
associated to the information ID, which could be her name. Alice computes an ephemeral secret
key t and an ephemeral public key

R = P t.

Alice sends R and ID to the CA.

5.3. Processing of the request. The CA checks that he wants to link ID with Alice. The
CA picks another random number k and computes

g = P kR = P kP t = P k+t.

Then the CA computes
s = cH(ID7g) + k (mod n).

Then the CA sends back to Alice the pair

(g, s).

The implicit certificate is the pair
(ID, g).

We now have to convince you that
• Alice can recover a valid public/private key pair,
• any other user can recover Alice’s public key from this implicit certificate



6. IDENTITY BASED CRYPTOGRAPHY 267

5.4. Alice’s Key Discovery. Alice knows the following information

t, s,R = P t.

From this she can recover her private key

a = t + s (mod n).

Note, Alice’s private key is known only to Alice and not to the CA. In addition Alice has contributed
some randomness t to her private key, as has the CA who contributed k. Her public key is then

P a = P t+s = P tP s = R · P s.

5.5. User’s Key Discovery. Since s and R are public, a user, say Bob, can recover Alice’s
public key from the above message flows via

R · P s.

But this says nothing about the linkage between the CA, Alice’s public key and the ID information.
Instead Bob recovers the public key from the implicit certificate

(ID, g)

and the CA’s public key
Q

via the equation
P a = QH(ID*g)g.

As soon as Bob sees Alice’s key used in action, say he verifies a signature purported to have been
made by Alice, he knows implicitly that it must have been issued by the CA, since otherwise Alice’s
signature would not verify correctly.

There are a number of problems with the above system which mean that implicit certificates
are not used much in real life. For example,

(1) What do you do if the CA’s key is compromised? Usually you pick a new CA key and
re-certify the user’s keys. But you cannot do this since the user’s public key is chosen
interactively during the certification process.

(2) Implicit certificates require the CA and users to work at the same security level. This is
not considered good practice, as usually one expects the CA to work at a higher security
level (say 2048-bit DSA) than the user (say 1024-bit DSA).

However for devices with restricted bandwidth they can o"er a suitable alternative where traditional
certificates are not available.

6. Identity Based Cryptography

Another way of providing authentic public keys, without the need for certificates, is to use a
system whereby the user’s key is given by their identity. Such a system is called an identity based
encryption scheme or an identity based signature scheme. Such systems do not remove the need
for a trusted third-party to perform the original authentication of the user, but they do however
remove the need for storage and transmission of certificates.

The first scheme of this type was a signature scheme invented by Shamir in 1984. It was not
until 2001 however that an identity based encryption scheme was given by Boneh and Franklin.
We shall only describe the original identity based signature scheme of Shamir, which is based on
the RSA problem.
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A trusted third-party first calculates an RSA modulus N , keeping the two factors secret. The
TTP also publishes a public exponent e, keeping the corresponding private exponent d to them-
selves. In addition there is decided a mapping

I : {0, 1}# !$ (Z/NZ)#

which takes bit strings to elements of (Z/NZ)#. Such a mapping could be implemented by a hash
function.

Now suppose Alice wishes to obtain the private key g corresponding to her name ‘Alice’. This
is calculated for her by the TTP using the equation

g = I(Alice)d (mod N).

To sign a message m, Alice generates the pair (t, s) via the equations

t = re (mod N),

s = g · rH(m*t) (mod N),

where r is a random integer and H is a hash function.
To verify the signature (t, s) on the message m another user can do this, simply by knowing the

TTP’s public data and the identity of Alice, by checking that the following equation holds modulo
N ,

I(Alice) · tH(m*t) = ge · re·H(m*t)

=
*
g · rH(m*t)

+e

= se.

Chapter Summary

• Digital certificates allow us to bind a public key to some other information, such as an
identity.

• This binding of key with identity allows us to solve the problem of how to distribute
authentic public keys.

• Various PKI systems have been proposed, all of which have problems and benefits associ-
ated with them.

• PGP and SPKI work from the bottom up, whilst X509 works in a top-down manner.
• SPKI contains the ability to delegate authorizations from one key to another.
• Other types of trusted third-party applications exist such as time stamping and key escrow.
• Implicit certificates aim to reduce the bandwidth requirements of standard certificates,

however they come with a number of drawbacks.
• Identity based cryptography helps authenticate a user’s public key by using their identity

as the public key, but it does not remove the need for trusted third parties.

Further Reading
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A good overview of the issues related to PKI can be found in the book by Adams and Lloyd.
For further information on PGP and SSL look at the books by Garfinkel and Rescorla.

C. Adams and S. Lloyd. Understanding Public-Key Infrastructure: Concepts, Standards and De-
ployment Considerations. New Riders Publishing, 1999.

S. Garfinkel. PGP: Pretty Good Privacy. O’Reilly & Associates, 1994.

E. Rescorla. SSL and TLS: Design and Building Secure Systems. Addison-Wesley, 2000.





Part 4

Security Issues

Having developed the basic public key cryptographic primitives we require, we now show that
this is not enough. Often weaknesses occur because the designers of a primitive do not envisage
how the primitive is actually going to be used in real life. We first outline a number of attacks, and
then we try and define what it means to be secure; this leads us to deduce that the primitives we
have given earlier are not really secure enough.

This then leads us to look at two approaches to build secure systems. One based on pure
complexity theory ends up being doomed to failure, since pure complexity theory is about worst
case rather than average case hardness of problems. The second approach of provable security ends
up being more suitable and has in fact turned out to be highly influential on modern cryptography.
This second approach also derives from complexity theory, but is based on the relative average case
hardness of problems, rather than the absolute hardness of the worst case instance.





CHAPTER 17

Attacks on Public Key Schemes

Chapter Goals

• To explain Wiener’s attack based on continued fractions.
• To describe lattice basis reduction algorithms and give some examples of how they are

used to break cryptographic systems.
• To explain the technique of Coppersmith for finding small roots of modular polynomial

equations and describe some of the cryptographic applications.
• To introduce the notions of partial key exposure and fault analysis.

1. Introduction

In this chapter we explain a number of attacks against naive implementations of schemes such
as RSA and DSA. We shall pay particular attention to the techniques of Coppersmith, based on
lattice basis reduction. What this chapter aims to do is show you that even though a cryptographic
primitive such as the RSA function

x !$ xe (mod N)

is a trapdoor one-way permutation, this on its own is not enough to build secure encryption systems.
It all depends on how you use the RSA function. In later chapters we go on to show how one can
build secure systems out of the RSA function and the other public key primitives we have met.

2. Wiener’s Attack on RSA

We have mentioned in earlier chapters that often one uses a small public RSA exponent e so
as to speed up the public key operations in RSA. Sometimes we have applications where it is more
important to have a fast private key operation. Hence, one could be tempted to choose a small
value of the private exponent d. Clearly this will lead to a large value of the encryption exponent e
and we cannot choose too small a value for d, otherwise an attacker could find d using exhaustive
search. However, it turns out that d needs to be at least the size of 1

3N1/4 due to an ingenious
attack by Wiener which uses continued fractions.

Let # # R, we define the following sequences, starting with #0 = #, p0 = a0 and q0 = 1,
p1 = a0a1 + 1 and q1 = a1,

ai = 1#i2,

#i+1 =
1

#i ! ai
,

pi = aipi!1 + pi!2 for i * 2,
qi = aiqi!1 + qi!2 for i * 2.

273
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The integers a0, a1, a2, . . . are called the continued fraction expansion of # and the fractions
pi

qi

are called the convergents. The denominators of these convergents grow at an exponential rate and
the convergent above is a fraction in its lowest terms since one can show

gcd(pi, qi) = 1

for all values of i.
The important result is that if p and q are two integers with

<<<<#!
p

q

<<<< (
1

2q2

then p
q is a convergent in the continued fraction expansion of #.

Wiener’s attack uses continued fractions as follows. We assume we have an RSA modulus
N = pq with q < p < 2q. In addition assume that the attacker knows that we have a small
decryption exponent d < 1

3N1/4. The encryption exponent e is given to the attacker, where this
exponent satisfies

ed = 1 (mod #),

with
# = "(N ) = (p ! 1)(q ! 1).

We also assume e < #, since this holds in most systems. First notice that this means there is an
integer k such that

ed! k# = 1.

Hence, we have <<<<
e

#
! k

d

<<<< =
1

d#
.

Now, # , N , since
|N ! #| = |p + q ! 1| < 3

.
N.

So we should have that e
N is a close approximation to k

d .
<<<<
e

N
! k

d

<<<< =
<<<<
ed!Nk

dN

<<<<

=
<<<<
ed! k#!Nk + k#

dN

<<<<

=
<<<<
1! k(N ! #))

dN

<<<<

(

<<<<<
3k
.

N

dN

<<<<<

=
3k

d
.

N
.

Since e < #, it is clear that we have k < d, which is itself less than 1
3N1/4 by assumption. Hence,

<<<<
e

N
! k

d

<<<< <
1

2d2
.
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Since gcd(k, d) = 1 we see that k
d will be a fraction in its lowest terms. Hence, the fraction

k

d
must arise as one of the convergents of the continued fraction expansion of

e

N
.

The correct one can be detected by simply testing which one gives a d which satisfies

(me)d = m (mod N)

for some random value of m. The total number of convergents we will need to take is of order
O(log N), hence the above gives a linear time algorithm to determine the private exponent when
it is less than 1

3N1/4.

As an example suppose we have the RSA modulus

N = 9449 868 410 449

with the public key
e = 6792 605 526 025.

We are told that the decryption exponent satisfies d < 1
3N1/4 , 584. To apply Wiener’s attack we

compute the continued fraction expansion of the number

# =
e

N
,

and check each denominator of a convergent to see whether it is equal to the private key d. The
convergents of the continued fraction expansion of # are given by

1,
2
3
,
3
4
,
5
7
,
18
25

,
23
32

,
409
569

,
1659
2308

, . . .

Checking each denominator in turn we see that the decryption exponent is given by

d = 569,

which is the denominator of the 7th convergent.

3. Lattices and Lattice Reduction

We shall see later in this chapter that lattice basis reduction provides a crucial tool in various
attacks on a number of public key systems. So we spend this section giving an overview of this
important area. We first need to recap on some basic linear algebra.

Suppose x = (x1, x2, . . . , xn) is an n-dimension real vector, i.e. for all i we have xi # R. The
set of all such vectors is denoted Rn. On two such vectors we can define an inner product

%x, y& = x1y1 + x2y2 + · · · + xnyn,

which is a function from pairs of n-dimensional vectors to the real numbers. You probably learnt
at school that two vectors x and y are orthogonal, or meet at right angles, if and only if we have

%x, y& = 0.

Given the inner product we can then define the size, or length, of a vector by

7x7 =
1
%x, x& =

=
x2

1 + x2
2 + · · · + x2

n.

This length corresponds to the intuitive notion of length of vectors which we have, in particular
the length satisfies a number of properties.

• 7x7 * 0, with equality if and only if x is the zero vector.
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• Triangle inequality: For two n-dimensional vectors x and y

7x + y7 ( 7x7+ 7y7.

• Scaling: For a vector x and a real number a

7ax7 = |a| · 7x7.

A set of vectors {b1, . . . , bm} in Rn is called linearly independent if the equation

a1b1 + · · · + ambm = 0,

for real numbers ai, implies that all ai are equal to zero. If the set is linearly independent then we
must have m ( n.

Suppose we have a set of m linearly independent vectors, {b1, . . . , bm}. We can look at the set
of all real linear combinations of these vectors,

V =

;
m'

i=1

aibi : ai # R
>

.

This is a vector subspace of Rn of dimension m and the set {b1, . . . , bm} is called a basis of this
subspace. If we form the matrix B consisting of the ith column of B being equal to bi then we have

V = {Ba : a # Rm}.

The matrix B is called the basis matrix.
Every subspace V has a large number of possible basis matrices. Given one such basis it is

often required to produce a basis with certain prescribed nice properties. Often in applications
throughout science and engineering one requires a basis which is pairwise orthogonal, i.e.

%bi, bj& = 0

for all i '= j. Luckily there is a well-known method which takes one basis, {b1, . . . , bm} and produces
a basis {b#1, . . . , b#m} which is pairwise orthogonal. This method is called the Gram–Schmidt process
and the basis {b#1, . . . , b#m} produced from {b1, . . . , bm} via this process is called the Gram–Schmidt
basis corresponding to {b1, . . . , bm}. One computes the b#i from the bi via the equations

µi,j =
%bi, b#j &
%b#j , b#j&

, for 1 ( j < i ( n,

b#i = bi !
i!1'

j=1

µi,jb
#
j .

For example if we have

b1 =
(

2
0

)
and b2 =

(
1
1

)

then we compute

b#1 = b1 =
(

2
0

)
,

b#2 = b2 ! µ2,1b
#
1 =

(
1
1

)
! 1

2

(
2
0

)
=
(

0
1

)
,

since

µ2,1 =
%b2, b#1&
%b#1, b#1&

=
2
4

=
1
2
.

Notice how we have %b#1, b#2& = 0, so the new Gram–Schmidt basis is orthogonal.
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A lattice is like the vector subspace V above, but given a set of basis vectors {b1, . . . , bm}
instead of taking the real linear combinations of the bi we are only allowed to take the integer
linear combinations of the bi,

L =

;
m'

i=1

aibi : ai # Z
>

= {Ba : a # Zm}.

The set {b1, . . . , bm} is still called the set of basis vectors and the matrix B is still called the basis
matrix. To see why lattices are called lattices, consider the lattice L generated by the two vectors

b1 =
(

2
0

)
and b2 =

(
1
1

)
.

This is the set of all vectors of the form
(

2x + y
y

)
,

where x, y # Z. If one plots these points in the plane then one sees that these points form a
2-dimensional lattice.

A lattice is a discrete version of a vector subspace. Since it is discrete there is a well-defined
smallest element, bar the trivially small element of the zero vector of course. Many hard tasks
in computing, and especially cryptography, can be reduced to trying to determine the smallest
non-zero vector in a lattice. We shall see some of these applications later, but before continuing
with our discussion on lattices in general we pause to note that it is generally considered to be a
hard problem to determine the smallest non-zero vector in an arbitrary lattice. Later we shall see
that whilst this problem is hard in general it is in fact easy in low dimension, a situation which we
shall use to our advantage later on.

Let us now return to considering lattices in general. Just as with vector subspaces, given a
lattice basis one could ask is there a nicer basis? Suppose B is a basis matrix for a lattice L. To
obtain another basis matrix B" the only operation we are allowed to do is post-multiply B by a
uni-modular integer matrix. This means we must have

B" = BU

for some integer matrix U with det(U) = ±1. This means that the absolute value of the determinant
of a basis matrix of a lattice is an invariant of the lattice, i.e. it does not depend on the choice of
basis. Given a basis matrix B we call

$ = |det(BtB)|1/2

the discriminant of the lattice. If L is a lattice of full rank, i.e. B is a square matrix, then we have

$ = |det(B)|.

One could ask, given a lattice L does there exist an orthogonal basis? In general the answer to
this last question is no. If one looks at the Gram–Schmidt process in more detail one sees that, even
if one starts out with integer vectors, the coe!cients µi,j almost always end up not being integers.
Hence, whilst the Gram–Schmidt basis vectors span the same vector subspace as the original basis
they do not span the same lattice as the original basis. This is because we are not allowed to make
a change of basis which consists of non-integer coe!cients. However, we could try and make a
change of basis so that the new basis is ‘close’ to being orthogonal in that

|µi,j| (
1
2

for 1 ( j < i ( n.



278 17. ATTACKS ON PUBLIC KEY SCHEMES

These considerations led Lenstra, Lenstra and Lovász to define the following notion of reduced
basis, called an LLL reduced basis after its inventors:

Definition 17.1. A basis {b1, . . . , bm} is called LLL reduced if the associated Gram–Schmidt
basis {b#1, . . . , b#m} satisfies

|µi,j | (
1
2

for 1 ( j < i ( m,(13)

7b#i 72 *
(

3
4
! µ2

i,i!1

)
7b#i!172 for 1 < i ( m.(14)

What is truly amazing about an LLL reduced basis is
• An LLL reduced basis can be computed in polynomial time, see below for the method.
• The first vector in the reduced basis is very short, in fact it is close to the shortest non-zero

vector in that for all non-zero x # L we have

7b17 ( 2(m!1)/27x7.
• 7b17 ( 2m/4$1/m.

The constant 2(m!1)/2 in the second bullet point above is a worst case constant. In practice for
many lattices of reasonable dimension after one applies the LLL algorithm to obtain an LLL reduced
basis, the first vector in the LLL reduced basis is in fact equal to the smallest vector in the lattice.

The LLL algorithm works as follows: We keep track of a copy of the current lattice basis B and
the associated Gram–Schmidt basis B#. At any point in time we are examining a fixed column k,
where we start with k = 2.

• If condition (13) does not hold for µk,j with 1 ( j < k then we alter the basis B so that
it does.

• If condition (14) does not hold for column k and column k ! 1 we swap columns k and
k ! 1 around and decrease the value of k by one (unless k is already equal to two). If
condition (14) holds then we increase k by one.

At some point we will obtain k = m and the algorithm terminates. In fact one can show that the
number of iterations where one decreases k is bounded and so one is guaranteed for the algorithm
to terminate. When the algorithm terminates it clearly will produce an LLL reduced basis.

As an example we take the above example basis of a two-dimensional lattice in R2, we take the
lattice basis

b1 =
(

2
0

)
, b2 =

(
1
1

)
.

The associated Gram–Schmidt basis is given by

b#1 =
(

2
0

)
, b#2 =

(
0
1

)
.

But this is not a basis of the associated lattice since one cannot pass from {b1, b2} to {b#1, b#2} via a
unimodular integer transformation.

We now apply the LLL algorithm with k = 2 and find that the first condition (13) is satisfied
since µ2,1 = 1

2 . However, the second condition (14) is not satisfied because

1 = 7b#272 (
(

3
4
! µ2

2,1

)
7b#172 =

1
2
· 4 = 2.

Hence, we need to swap the two basis vectors around and compute the corresponding Gram–Schmidt
vectors. We then obtain the new lattice basis vectors

b1 =
(

1
1

)
, b2 =

(
2
0

)
,
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with the associated Gram–Schmidt basis vectors

b#1 =
(

1
1

)
, b#2 =

(
1
!1

)
.

We now go back to the first condition again. This time we see that we have µ2,1 = 1 which violates
the first condition. To correct this we subtract one lot of b1 from the vector b2 so as to obtain
µ2,1 = 0. We now find the lattice basis is given by

b1 =
(

1
1

)
, b2 =

(
1
!1

)

and the Gram–Schmidt basis is then identical to this lattice basis, in that

b#1 =
(

1
1

)
, b#2 =

(
1
!1

)
.

Now we are left to check the second condition again, we find

2 = 7b#272 *
(

3
4
! µ2

2,1

)
7b#172 =

3
4
· 2 =

3
2
.

Hence, both conditions are satisfied and we conclude that

b1 =
(

1
1

)
, b2 =

(
1
!1

)

is a reduced basis for the lattice L.

We end this introduction to lattices by noticing that there is a link between continued fractions
and lattice reduction. Applying the continued fraction algorithm to a real number # is used to find
values of p and q, with q not too large, so that

|q#! p|
is small. A similar e"ect can be achieved using lattices by applying the LLL algorithm to the lattice
generated by the columns of the matrix

(
1 0

C# !C

)
,

for some constant C. This is because the lattice L contains the ‘short’ vector(
q

C(q#! p)

)
=
(

1 0
C# !C

)
·
(

q
p

)
.

In some sense we therefore can consider the LLL algorithm to be a multi-dimensional generalization
of the continued fraction algorithm.

4. Lattice Based Attacks on RSA

In this section we examine how lattices can be used to attack certain systems, when some other
side information is known. This is analogous to Wiener’s attack above where one could break
RSA given the side information that the decryption exponent was exceedingly short. Much of
the work in this area is derived from initial work of Coppersmith, which was later simplified by
Howgrave-Graham.

The basic technique is a method to solve the following problem: Given a polynomial

f(x) = f0 + f1x + · · · + fd!1x
d!1 + xd

over the integers of degree d and the side information that there exists a root x0 modulo N which
is small, say |x0| < N1/d, can one e!ciently find the small root x0? The answer is surprisingly yes,
and this leads to a number of interesting cryptographic consequences.
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The basic idea is to find a polynomial h(x) # Z[x] which has the same root modulo N as the
target polynomial f(x) does. This new polynomial h(x) should be small in the sense that the norm
of its coe!cients,

7h72 =
deg(h)'

i=0

h2
i

should be small. If such an h(x) can be found then we can appeal to the following lemma.

Lemma 17.2. Let h(x) # Z[x] denote a polynomial of degree at most n and let X and N be
positive integers. Suppose

7h(xX)7 < N/
.

n

then if |x0| < X satisfies
h(x0) = 0 (mod N)

then h(x0) = 0 over the integers and not just modulo N .

Now we return to our original polynomial f(x) of degree d and notice that if

f(x0) = 0 (mod N)

then we also have
f(x0)k = 0 (mod Nk).

Moreover, if we set, for some given value of m,

gu,v(x) = Nm!vxuf(x)v

then
gu,v(x0) = 0 (mod Nm)

for all 0 ( u < d and 0 ( v ( m. We then fix m and try to find au,v # Z so that

h(x) =
'

u+0

m'

v=0

au,vgu,v(x)

satisfies the conditions of the above lemma.
In other words we wish to find integer values of au,v so that the resulting polynomial h satisfies

7h(xX)7 ( Nm/
1

d(m + 1),

with

h(xX) =
'

u+0

m'

v=0

au,vgu,v(xX).

This is a minimization problem which can be solved using lattice basis reduction, as we shall now
show in a simple example.

Suppose our polynomial f(x) is given by

f(x) = x2 + ax + b

and we wish to find an x0 such that

f(x0) = 0 (mod N).
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We set m = 2 in the above construction and compute

g0,0(xX) = N2,

g1,0(xX) = XN 2x,

g0,1(xX) = bN + aXNx + NX2x2,

g1,1(xX) = bNXx + aNX2x2 + NX3x3,

g0,2(xX) = b2 + 2baXx + (a2 + 2b)X2x2 + 2aX3x3 + X4x4,

g1,2(xX) = b2Xx + 2baX2x2 + (a2 + 2b)X3x3 + 2aX4x4 + X5x5.

We are asking for a linear combination of the above six polynomials such that the resulting poly-
nomial has small coe!cients. Hence we are led to look for small vectors in the lattice generated by
the columns of the following matrix, where each column represents one of the polynomials above
and each row represents a power of x,

A =

4

5555556

N2 0 bN 0 b2 0
0 XN2 aXN bNX 2abX Xb2

0 0 NX2 aNX2 (a2 + 2b)X2 2abX2

0 0 0 NX3 2aX3 (a2 + 2b)X3

0 0 0 0 X4 2aX4

0 0 0 0 0 X5

7

8888889
.

This matrix has determinant equal to

det(A) = N6X15,

and so applying the LLL algorithm to this matrix we obtain a new lattice basis B. The first vector
b1 in B will satisfy

7b17 ( 26/4 det(A)1/6 = 23/2NX5/2.

So if we set b1 = Au, with Bu = (u1, u2, . . . , u6)t, then we form the polynomial

h(x) = u1g0,0(x) + u2g1,0(x) + · · · + u6g1,2(x)

then we will have
7h(xX)7 ( 23/2NX5/2.

To apply Lemma 17.2 we will require that

23/2NX5/2 < N2/
.

6.

Hence by determining an integer root of h(x) we will determine the small root x0 of f(x) modulo
N assuming that

|x0| ( X =
N2/5

481/5
.

In particular this will work when |x0| ( N0.39.

A similar technique can be applied to any polynomial of degree d so as to obtain

Theorem 17.3 (Coppersmith). Let f # Z[x] be a monic polynomial of degree d and N an
integer. If there is some root x0 of f modulo N such that |x0| ( X = N1/d!$ then one can find x0

in time a polynomial in log N and 1/., for fixed values of d.

Similar considerations apply to polynomials in two variables, the analogue of Lemma 17.2
becomes:

Lemma 17.4. Let h(x, y) # Z[x, y] denote a sum of at most w monomials and suppose
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• h(x0, y0) = 0 (mod N e) for some positive integers N and e where the integers x0 and y0

satisfy |x0| < X and |y0| < Y ,
• 7h(xX, yY )7 < N e/

.
w.

Then h(x0, y0) = 0 holds over the integers.

However, the analogue of Theorem 17.3 then becomes only a heuristic result.
We now use Theorem 17.3 and its generalizations to describe a number of attacks against RSA.

4.1. Hastad’s Attack. In Chapter 11 we saw the following attack on the RSA system: Given
three public keys (Ni, ei) all with the same encryption exponent ei = 3, if a user sent the same
message to all three public keys then an adversary could recover the plaintext using the Chinese
Remainder Theorem.

Now suppose that we protect against this attack by insisting that before encrypting a message
m we first pad with some user-specific data. For example the ciphertext becomes, for user i,

ci = (i · 2h + m)3 (mod Ni).

However, one can still break this system using an attack due to Hastad. Hastad’s attack is related
to Coppersmith’s Theorem since we can interpret the attack scenario, generalized to k users and
public encryption exponent e, as being given k polynomials of degree e

gi(x) = (i · 2h + x)e ! ci, 1 ( i ( k.

Then given that there is an m such that

gi(m) = 0 (mod Ni),

the goal is to recover m. We can assume that m is smaller than any one of the moduli Ni. Setting

N = N1N2 · · ·Nk

and using the Chinese Remainder Theorem we can find ti so that

g(x) =
k'

i=1

tigi(x)

and
g(m) = 0 (mod N).

Then, since g has degree e and is monic, using Theorem 17.3 we can recover m in polynomial time,
as long as we have at least as many ciphertexts as the encryption exponent i.e. k > e, since

m < min
i

Ni < N1/k < N1/e.

4.2. Franklin–Reiter Attack and Coppersmith’s Generalization. Now suppose we have
one RSA public key (N, e) owned by Alice. The Franklin–Reiter attack applies to the following
situation: Bob wishes to send two related messages m1 and m2 to Alice, where the relation is given
by the public polynomial

m1 = f(m2) (mod N).
Given c1 and c2 an attacker has a good chance of determining m1 and m2 for any small encryption
exponent e. The attack is particularly simple when

f = ax + b and e = 3,

with a and b fixed and given to the attacker. The attacker knows that m2 is a root, modulo N , of
the two polynomials

g1(x) = x3 ! c2,

g2(x) = f(x)3 ! c1.
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So the linear factor x!m2 divides both g1(x) and g2(x).
We now form the greatest common divisor of g1(x) and g2(x). Strictly speaking this is not

possible in general since Z/NZ[x] is not a Euclidean ring, but if the Euclidean algorithm breaks
down then we would find a factor of N and so be able to find Alice’s private key in any case. One
can show that when

f = ax + b and e = 3,

the resulting gcd, when it exists, must always be the linear factor x!m2, and so the attacker can
always find m2 and then m1.

Coppersmith extended the attack of Franklin and Reiter, in a way which also extends the
padding result from Hastad’s attack. Suppose before sending a message m we pad it with some
random data. So for example if N is an n-bit RSA modulus and m is a k-bit message then we
could append n! k random bits to either the top or bottom of the message. Say

m" = 2n!km + r

where r is some, per message, random number of length n ! k. Coppersmith showed that this
padding is insecure.

Suppose Bob sends the same message to Alice twice, i.e. we have ciphertexts c1 and c2 corre-
sponding to the messages

m1 = 2n!km + r1,

m2 = 2n!km + r2,

where r1, r2 are two di"erent random (n ! k)-bit numbers. The attacker sets y0 = r2 ! r1 and is
led to solve the simultaneous equations

g1(x, y) = xe ! c1,

g2(x, y) = (x + y)e ! c2.

The attacker forms the resultant h(y) of g1(x, y) and g2(x, y) with respect to x. Now y0 = r2 ! r1

is a small root of the polynomial h(y), which has degree e2. Using Coppersmith’s Theorem 17.3
the attacker recovers r2! r1 and then recovers m2 using the method of the Franklin–Reiter attack.

Whilst the above trivial padding scheme is therefore insecure, one can find secure padding
schemes for the RSA encryption algorithm. We shall return to padding schemes for RSA in Chap-
ter 20.

4.3. Extension to Wiener’s Attack. Recall that Wiener’s attack on RSA applied when it
was known that the private decryption exponent d was small, in the sense that

d ( 1
3
N1/4.

Boneh and Durfee, using an analogue of the bivariate case of Coppersmith’s Theorem 17.3, extended
Wiener’s attack to the case where

d ( N0.292,

using a heuristic algorithm. We do not go into the details but show how Boneh and Durfee proceed
to a problem known as the small inverse problem.

Suppose we have an RSA modulus N , with encryption exponent e and decryption exponent d.
By definition there is an integer k such that

ed +
k#
2

= 1,
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where # = "(N). Expanding the definition of # we find

ed + k

(
N + 1

2
! p + q

2

)
= 1.

We set

s = !p + q

2
,

A =
N + 1

2
.

Then finding d, where d is small say d < N *, is equivalent to finding the two small solutions k and
s to the following congruence

f(k, s) = k(A + s) = 1 (mod e).

To see that k and s are small relative to the modulus e for the above equation, notice that e , N
since d is small, and so

|s| < 2N 0.5 , e0.5 and |k| <
2de

#
( 3de

N
, e*.

We can interpret this problem as finding an integer which is close to A whose inverse is small
modulo e. This is called the small inverse problem. Boneh and Durfee show that this problem has
a solution when / ( 0.292, hence extending the result of Wiener’s attack. This is done by applying
the multivariate analogue of Coppersmith’s method to the polynomial f(k, s).

5. Partial Key Exposure Attacks

Partial key exposure is related to the following question: Suppose in some cryptographic scheme
the attacker recovers a certain set of bits of the private key, can the attacker use this to recover the
whole private key? In other words, does partial exposure of the key result in a total break of the
system? We shall present a number of RSA examples, however these are not the only ones. There
are a number of results related to partial key exposure which relate to other schemes such as DSA
or symmetric key based systems.

5.1. Partial Exposure of the MSBs of the RSA Decryption Exponent. Somewhat
surprisingly for RSA, in the more common case of using a small public exponent e, one can trivially
recover half of the bits of the private key d, namely the most significant, as follows. Recall there is
a value of k such that 0 < k < e with

ed! k(N ! (p + q) + 1) = 1.

Now suppose for each possible value of i, 0 < i ( e, the attacker computes

di = 1(iN + 1)/e2.

Then we have
|dk ! d| ( k(p + q)/e ( 3k

.
N/e < 3

.
N.

Hence, dk is a good approximation for the actual value of d.
Now when e = e it is clear that k, so we must have k = 2 and so d2 reveals half of the most

significant bits of d. Unluckily for the attack, and luckily for the user, there is no known way to
recover the rest of d given only the most significant bits.
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5.2. Partial Exposure of some bits of the RSA Prime Factors. Suppose our n-bit RSA
modulus N is given by p · q, with p , q and that the attacker has found the n/4 least significant
bits of p. Recall that p is only around n/2-bits long in any case, so this means the attacker is given
the lower half of all the bits making up p. We write

p = x02n/4 + p0.

We then have, writing q = y02n/4 + q0,

N = p0q0 (mod 2n/4).

Hence, we can determine the value of q0. We now write down the polynomial

p(x, y) = (p0 + 2n/4x)(q0 + 2n/4y)

= p0q0 + 2n/4(p0y + q0x) + 2n/2xy.

Now p(x, y) is a bivariate polynomial of degree two which has known small solution modulo N ,
namely (x0, y0) where 0 < x0, y0 ( 2n/4 , N1/4. Hence, using the heuristic bivariate extension
of Coppersmith’s Theorem 17.3, we can recover x0 and y0 in polynomial time and so factor the
modulo N .

A similar attack applies when the attacker knows the n/4 most significant bits of p.

5.3. Partial Exposure of the LSBs of the RSA Decryption Exponent. We now suppose
we are given, for small public exponent e, a quarter of the least significant bits of the private
exponent d. That is we have d0 where

d = d0 + 2n/4x0

where 0 ( x0 ( 23n/4. Recall there is an even value of k with 0 < k < e such that

ed! k(N ! (p + q) + 1) = 1.

We then have, since N = pq,
edp! kp(N ! p + 1) + kN = p.

If we set p0 = p (mod 2n/4) then we have the equation

(15) ed0p0 ! kp0(N ! p0 + 1) + kN ! p0 = 0 (mod 2n/4).

This gives us the following algorithm to recover the whole of d. For each value of k less than e
we solve Equation (15) modulo 2n/4 for p0. Each value of k will result in O(n

4 ) possible values
for p0. Using each of these values of p0 in turn, we apply the previous technique for factoring N
from Section 5.2. One such value of p0 will be the correct value of p (mod 2n/4) and so the above
factorization algorithm will work and we can recover the value of d.

6. Fault Analysis

An interesting class of attacks results from trying to induce faults within a cryptographic system.
We shall describe this area in relation to the RSA signature algorithm but similar attacks can be
mounted on other cryptographic algorithms, both public and secret key.

Imagine we have a hardware implementation of RSA, in a smart card say. On input of some
message m the chip will sign the message for us, using some internal RSA private key. The attacker
wishes to determine the private key hidden within the smart card. To do this the attacker can try to
make the card perform some of the calculation incorrectly, by either altering the card’s environment
by heating or cooling it or by damaging the circuitry of the card in some way.

An interesting case is when the card uses the Chinese Remainder Theorem to perform the
signing operation, to increase e!ciency, as explained in Chapter 15. The card first computes the
hash of the message

h = H(m).
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Then the card computes

sp = hdp (mod p),

sq = hdq (mod q),

where dp = d (mod p ! 1) and dq = d (mod q ! 1). The final signature is produced by the card
from sp and sq via the Chinese Remainder Theorem using

• u = (sq ! sp)T (mod q),
• s = sp + up,

where T = p!1 (mod q).
Now suppose that the attacker can introduce a fault into the computation so that sp is computed

incorrectly. The attacker will then obtain a value of s such that

se '= h (mod p),
se = h (mod q).

Hence, by computing
q = gcd(se ! h,N)

we can factor the modulus.

Chapter Summary

• Using a small private decryption exponent in RSA is not a good idea due to Wiener’s
attack.

• Lattices are discrete analogues of vector spaces, as such they have a shortest non-zero
vector.

• Lattice basis reduction often allows us to find the shortest non-zero vector in a given
lattice.

• Coppersmith’s Theorem allows us to solve a modular polynomial equation when the so-
lution is known to be small. The method works by building a lattice depending on the
polynomial and then applying lattice basis reduction to obtain short vectors within this
lattice.

• The Hastad and Franklin–Reiter attacks imply that one needs to be careful when designing
padding schemes for RSA.

• Using Coppersmith’s Theorem one can show that the revealing of a proportion of the bits
of either p, q or d in RSA can lead to a complete break of the system.

Further Reading

The main paper on Coppersmith’s lattice based attacks on RSA is by Coppersmith himself.
Coppersmith’s approach has itself been simplified somewhat in the paper of Howgrave-Graham.
Our treatment of attacks on RSA in this chapter has closely followed the survey article by Boneh.
A complete survey of lattice based methods in cryptography is given in the survey article by Nguyen
and Stern.
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CHAPTER 18

Definitions of Security

Chapter Goals

• To explain the various notions of security of encryption schemes, especially semantic se-
curity and indistinguishability of encryptions.

• To explain the various attack notions, in particular the adaptive chosen ciphertext attack.
• To show how the concept of non-malleability and adaptive chosen ciphertext attacks are

related.
• To examine the RSA and ElGamal encryption schemes in terms of these definitions of

security and attacks.
• To explain notions related to the security of signature schemes.
• To show that naive (unhashed) RSA signatures are not secure due to the homomorphic

property.

1. Security of Encryption

Up to now we have not looked much at how cryptographic primitives are turned into real
protocols and systems. In designing cryptographic systems we need to understand exactly what
security properties are guaranteed by the primitives and how the schemes can be made secure
against all possible attacks.

Essentially, a cryptographic primitive is something like the raw RSA function or the modular
exponentiation operation. Both are one-way functions, the RSA function being a trap-door one-
way function and modular exponentiation being a one-way function. One needs to be careful
how one uses these primitives in a real scheme. For example the raw RSA function is completely
deterministic and so if used naively will always result in identical ciphertexts if you encrypt the
same plaintext twice under the same key. This is a bad idea as we saw in Chapters 11 and 17. But
there is a more fundamental reason to avoid deterministic public key encryption algorithms; to see
why you need to consider what it means for an encryption scheme to be secure.

There are three things we need to define
• the goal of the adversary,
• the types of attack allowed,
• the computational model.

Our discussion will be in the context of public key encryption, but similar notions hold for symmetric
ciphers, see Chapter 21.

1.1. Notions of Security. There are essentially three notions of security which we need to
understand,

• perfect security,
• semantic security,
• polynomial security.

289
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We shall discuss each of these notions in turn. These notions are far stronger than the simple
notion of either recovering the private key or determining the plaintext which we have considered
previously.

1.1.1. Perfect Security: Recall that a scheme is said to have perfect security, or to have infor-
mation theoretic security, if an adversary with infinite computing power can learn nothing about
the plaintext given the ciphertext. Shannon’s Theorem, Theorem 5.4, essentially states that this
means that the key is as long as the message, and the same key is never used twice.

The problem is that such systems cannot exist in the public key model, since the encryption
key is assumed to be used for many messages and is usually assumed to be very short.

1.1.2. Semantic Security: Semantic security is like perfect security but we only allow an ad-
versary with polynomially bounded computing power. Formally, for all probability distributions
on the message space whatever an adversary can compute in polynomial time about the plaintext
given the ciphertext, they should also be able to compute without the ciphertext. In other words,
having the ciphertext does not help finding anything about the message.

The following is a simplified formal definition: Suppose that the information we wish to compute
on the message space is a single bit, i.e. there is some function

g : M !$ {0, 1}.

We assume that over the whole message space we have

Pr (g(m) = 1) = Pr (g(m) = 0) =
1
2
,

and that the plaintexts and ciphertexts are all of the same length (so for example the length of the
ciphertext reveals nothing about the underlying plaintext).

The adversary we shall model as an algorithm S which on input of a public key y and a ciphertext
c, encrypted under the public key y, will attempt to produce an evaluation of the function g on the
plaintext for which c is the associated ciphertext. The output of S will therefore be a single bit
corresponding to the value of g.

The adversary is deemed to be successful if the probability of it being correct is greater than
one half. Clearly the adversary could always just guess the bit without seeing this ciphertext, hence
we are saying a successful adversary is one which can do better after seeing the ciphertext. We
therefore define the advantage of the adversary S as

AdvS =
<<<<Pr (S(c, y) = g(dx(c)))! 1

2

<<<< ,

where dx denotes decryption under the private key x associated to the public key y. A scheme is
then said to be semantically secure if we have

AdvS (
1

p(k)
,

for all adversaries S, all functions g and all polynomial functions p(k) when the security parameter
k is su!ciently large.

1.1.3. Polynomial Security: The trouble with the definition of semantic security is that it is
hard to show that a given encryption scheme has this property. Polynomial security, sometimes
called indistinguishability of encryptions, is a much easier property to show that a given system
has. Luckily, we will show that if a system has polynomial security then it has semantic security.
Hence, to show a system is semantically secure all we need do is show that it is polynomially secure.

A system is said to have indistinguishable encryptions, or to have polynomial security, if no
adversary can win the following game with probability greater than one half. The adversary A is
given a public key encryption function fy corresponding to some public key y. The adversary now
runs in two stages:
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• Find: In the find stage the adversary produces two plaintext messages m0 and m1, of
equal length.

• Guess: The adversary is now given the encryption cb of one of the plaintexts mb for
some secret hidden bit b. The goal of the adversary is to now guess the value of b with
probability greater than one half.

Note, this means that an encryption function which is polynomially secure must be probabilistic in
nature, otherwise in the guess stage the adversary can compute

c1 = fy(m1)

and test whether this is equal to cb or not. The advantage of an adversary A is therefore defined
to be

AdvA =
<<<<Pr (A(guess, cb, y,m0,m1) = b)! 1

2

<<<< ,

since the adversary A could always simply guess the hidden bit b. A scheme is then said to be
polynomially secure if we have

AdvA (
1

p(k)
,

for all adversaries A and all polynomials p and su!ciently large k.

1.2. Notions of Attacks. At this stage we need to introduce various attack models. There
are three basic attack models:

• passive attack, sometimes called a chosen plaintext attack, often denoted CPA,
• chosen ciphertext attack, often denoted CCA1,
• adaptive chosen ciphertext attack, often denoted CCA2.

1.2.1. Passive Attack: A passive attack is a very weak form of attack. The adversary Eve is
allowed to look at various encrypted messages. She also has access to a (black) box which performs
encryption but not decryption. Hence this models a simple attack on a public key system, since in
a public key system everyone, including the attacker, has access to the encryption function.

1.2.2. Chosen Ciphertext Attack: A chosen ciphertext attack (CCA1) is often called a lunch-
time attack and represents a slightly stronger form of attack. Eve is now given access to a black box
which performs decryptions. Eve can ask the box to decrypt a polynomial number of ciphertexts
of her choosing, at lunch-time whilst the real user of the box is away at lunch. After this, at some
point in the afternoon, she is given a target ciphertext and asked to decrypt this, or find information
about the underlying plaintext, on her own, without using the box.

In the context of our game of polynomial security given above, this means that the adversary
can query the decryption box during the find stage of the algorithm but not the guess stage.

1.2.3. Adaptive Chosen Ciphertext Attack: An adaptive chosen ciphertext attack (CCA2) is a
very strong form of attack. Eve is now allowed to ask the decryption box to decrypt any ciphertext
of her choosing, bar the target ciphertext. It is widely regarded that any new proposed public
key encryption algorithm should meet the requirements of polynomial security under an adaptive
chosen ciphertext attack.

Hence, in our game of polynomial security, the adversary can in both the find and guess stages
ask the decryption box to decrypt any ciphertext, except they are not allowed to ask the box to
decrypt the challenge cb, since otherwise the game would be far too easy.

The following definition is the accepted definition of what it means for a public encryption
scheme to be secure, a similar notion applies to symmetric key systems.

Definition 18.1. A public key encryption algorithm is said to be secure if it is semantically
secure against an adaptive chosen ciphertext attack.
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However, usually it is easier to show security under the following definition.

Definition 18.2. A public key encryption algorithm is said to be secure if it is polynomially
secure against an adaptive chosen ciphertext attack.

These two notions are however related. For example, we shall now show the following important
result:

Theorem 18.3. For a passive adversary, a system which is polynomially secure must necessarily
be semantically secure.

Proof. We proceed by contradiction. Assume that there is an encryption algorithm which is
not semantically secure, i.e. there is an algorithm S with

AdvS >
1

p(k)

for a polynomial p(k) and all su!ciently large values of k. We shall show that it is then not
polynomial secure either. To do this we construct an adversary A against the polynomial security
of the scheme, which uses the adversary S against the semantic security as an oracle.

The find stage of adversary A outputs two messages m0 and m1 such that

g(m0) '= g(m1).

Such messages will be easy to find given our earlier simplified formal definition of semantic security,
since the output of g is equiprobable over the whole message space.

The adversary A is then given an encryption cb of one of these and is asked to determine b. In
the guess stage the adversary passes the ciphertext cb to the oracle S. The oracle S returns with
its best guess as to the value of

g(mb).
The adversary A can now compare this value with that of g(m0) and g(m1) and hence output a
guess as to what the value of b is.

Clearly if S is successful in breaking the semantic security of the scheme, then A will be
successful in breaking the polynomial security. So

Pr (A(guess, cb, y,m0,m1) = b) = Pr (S(c, y) = g(dx(c))) .

So
AdvA = AdvS >

1
p(k)

.

Hence, polynomial security must imply semantic security. !
Note, with a more complicated definition of semantic security it can be shown that for passive

adversaries the notions of semantic and polynomial security are equivalent.

1.3. Other Security Concepts.
1.3.1. Non-Malleability: An encryption scheme is said to be non-malleable if given a ciphertext

C, corresponding to an unknown plaintext M , it is impossible to determine a valid ciphertext C " on
a ‘related’ message M ". Note, that ‘related’ is defined vaguely here on purpose. Non-malleability is
important due to the following result, for which we only give an informal proof based on our vague
definition of non-malleability. A formal proof can however be given, with an associated formal
definition of non-malleability.

Lemma 18.4. A malleable encryption scheme is not secure against an adaptive chosen ciphertext
attack.
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Proof. Suppose the scheme is malleable, then given the target ciphertext cb we alter it to a
related one, namely cb

". The relation should be such that there is also a known relationship between
mb

" and mb. Then the adversary can ask the decryption oracle to decrypt cb
" to reveal mb

", an
oracle query which is allowed in our prior game. Then from mb

" the adversary can recover mb. !
Later we shall show that almost all the public key schemes we have seen so far are malleable.

However, it is known that a scheme which is non-malleable against a CCA2 attack is also polyno-
mially secure against a CCA2 attack and viceversa. Hence, a non-malleable encryption scheme will
meet our previous definition of security of a public key encryption scheme.

1.3.2. Plaintext Aware: If a scheme is plaintext aware then we have a very strong notion of
security. A scheme is called plaintext aware if it is computationally di!cult to construct a valid
ciphertext without being given the corresponding plaintext to start with. Hence, plaintext aware-
ness implies one cannot mount a CCA attack. Since to write down a ciphertext requires you to
know the plaintext, so why would you ask the decryption oracle to decrypt the ciphertext?

Plaintext awareness has only been defined within the context of the random oracle model of
computation. In this model one assumes that idealized hash functions exist; these are one-way
functions which:

• take polynomial time to evaluate,
• to an observer cannot be distinguished from random functions.

The random oracle model occurs in a number of proofs of security. These proofs tell us nothing
about the real-world security of the scheme under consideration. But they do show that any real-
world attack must make use of the actual definition of the hash function deployed. The usual state
of a"airs is that we prove a protocol secure in the random oracle model and then make a real-life
protocol by replacing the random oracle with a hash function like SHA-1 or MD5.

2. Security of Actual Encryption Algorithms

In this section we show that neither the RSA or ElGamal encryption algorithms meet our
stringent goals of semantic security against an adaptive chosen ciphertext attack. This should
surprise you since we have claimed that RSA is one of the most used and important algorithms
around. But we have not shown you how RSA is actually used in practice. So far we have only given
the simple mathematical description of the algorithms. As we progress onwards the mathematics
of public key encryption gets left behind and becomes replaced by cryptographic engineering.

To make the discussion easier we will use the fact that semantic security and indistinguishability
of encryptions (polynomial security) are equivalent.

2.1. RSA.

Lemma 18.5. RSA is not polynomially secure.

Proof. Suppose the attacker knows that the user only encrypts one of two messages

m1 or m2.

These could be buy or sell, yes or no etc. The attacker is assumed to know the user’s public
key, namely N and e. On receiving the ciphertext c the attacker wants to determine whether the
corresponding plaintext m was equal to m1 or m2. All the adversary need do is compute

c" = me
1 (mod N).

Then
• if c" = c then the attacker knows that m = m1,
• if c" '= c then the attacker knows that m = m2.

!
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The problem is that the attacker has access to the encryption function, it is a public key scheme
after all.

Now suppose that decryption was not injective, that each plaintext could correspond to a large
number of ciphertexts. The exact ciphertext produced being determined by the encryption function
at runtime. In other words the encryption algorithm should be probabilistic in nature and not just
deterministic. Later we shall see a variant of RSA which has this property and so the attack
described in the above proof does not apply. But using a deterministic encryption function is not
the only problem with RSA.

Essentially RSA is malleable due to the homomorphic property.

Definition 18.6 (Homomorphic Property). Given the encryption of m1 and m2 we can deter-
mine the encryption of m1 · m2, without knowing m1 or m2.

That RSA has the homomorphic property follows from the equation

(m1 · m2)e (mod N) = ((m1
e (mod N)) · (m2

e (mod N))) (mod N).

One can use the homomorphic property to show that RSA is insecure under an adaptively chosen
ciphertext attack.

Lemma 18.7. RSA is not CCA2 secure.

Proof. Suppose the message Eve wants to break is

c = me (mod N).

Eve creates the ‘related’ ciphertext c" = 2ec and asks her oracle to decrypt c" to give m". Eve can
then compute

m"

2
=

c"d

2
=

(2ec)d

2

=
2edcd

2
=

2m
2

= m.

!

2.2. ElGamal. Recall the decision Di!e–Hellman (known as DDH) assumption for a group
G = %g& is, given gx, gy and gz, determine whether

x · y = z (mod #G).

Lemma 18.8. If DDH is hard in the group G then ElGamal encryption is polynomially secure
against a passive adversary.

Proof. To show that ElGamal encryption is polynomially secure assuming that DDH holds
we first assume that we have a polynomial-time algorithm A which breaks the polynomial security
of ElGamal encryption. Then using this algorithm A as a subroutine we give an algorithm to solve
the DDH problem. This is similar to the technique used in an earlier chapter where we showed
that an algorithm which could break ElGamal encryption, in the sense of decrypting a ciphertext
to reveal a plaintext, could be used to solve the computational Di!e–Hellman problem. Now with
our stronger definition of security, namely polynomial security, we can only relate breaking the
system to the solution of a (supposedly) easier problem.

Recall A should run in two stages:
• A find stage which outputs two messages and some state information and which takes a

public key as input.
• A guess stage which takes as input a ciphertext, a public key, two messages and some

state information and guesses which plaintext the ciphertext corresponds to.
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In addition, recall the ElGamal ciphertext is of the form

(gk,m · hk)

where
• k is an ephemeral per message secret,
• h is the public key.

Our algorithm for solving DDH now proceeds as in Algorithm 18.1
To see why this algorithm solves the DDH problem consider the following argument.

• In the case when z = x · y then the encryption input into the guess stage of algorithm
A will be a valid encryption of mb. Hence, if algorithm A can really break the semantic
security of ElGamal encryption then the output b" will be correct and the above algorithm
will return true.

• Now suppose that z '= x · y then the encryption input into the guess stage is almost
definitely invalid, i.e. not an encryption of m1 or m2. Hence, the output b" of the guess
stage will be independent of the value of b. Therefore we expect the above algorithm to
return true or false with equal probability.

Algorithm 18.1: Algorithm to solve DDH given an algorithm to break the semantic security
of ElGamal

As input we have gx, gy and gz

h = gx

(m0,m1, s) = A(find, h)
c1 = gy

Choose b randomly from {0, 1}
c2 = mb · gz

b" = A(guess, (c1, c2), h,m0,m1, s)
if b = b" then return true
else return false

If we repeat the Algorithm 18.1 a few times, then we obtain a probabilistic polynomial-time
algorithm to solve the DDH problem. But we have assumed that no such algorithm exists, so
this implies that our algorithm A cannot exist either. So the DDH assumption implies that no
adversary against the polynomial security of ElGamal encryption under chosen plaintext attacks
can exist. !

However although it is semantically secure against chosen plaintext attacks, ElGamal encryption
is trivially malleable.

Lemma 18.9. ElGamal encryption is malleable.

Proof. Suppose Eve sees the ciphertext

(c1, c2) = (gk,m · hk).

She can then create a valid ciphertext of the message 2 · m without ever knowing m, nor the
ephemeral key k nor the private key x. The ciphertext she can produce is given by

(c1, 2 · c2) = (gk, 2 · m · hk).

!
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One can use this malleability property, just as we did with RSA, to show that ElGamal encryp-
tion is insecure under an adaptively chosen ciphertext attack.

Lemma 18.10. ElGamal is not CCA2 secure.

Proof. Suppose the message Eve wants to break is

c = (c1, c2) = (gk,m · hk).
Eve creates the related message

c" = (c1, 2c2)
and asks her decryption oracle to decrypt c" to give m". Then Eve computes

m"

2
=

2c2c1
!x

2
=

2mhkg!xk

2

=
2mgxkg!xk

2
=

2m
2

= m.

!

3. A Semantically Secure System

We have seen that RSA is not semantically secure even against a passive attack; it would be
nice to give a system which is semantically secure and is based on some factoring-like assumption.
Historically the first system to meet these goals was one by Goldwasser and Micali, although this is
not used in real-life applications. This scheme’s security is based on the hardness of the QUADRES
problem, namely given a composite integer N it is hard to test whether a is a quadratic residue or
not without knowledge of the factors of N .

Let us recap that the set of squares in (Z/NZ)# is denoted by

QN = {x2 (mod N) : x # (Z/NZ)#},
and JN denotes the set of elements with Jacobi symbol equal to plus one, i.e.

JN =
.

a # (Z/NZ)# :
* a

N

+
= 1
/

.

The set of pseudo-squares is the di"erence JN \QN . For an RSA-like modulus N = p ·q the number
of elements in JN is equal to (p!1)(q!1)/2, whilst the number of elements in QN is (p!1)(q!1)/4.
The QUADRES problem is that given an element x of JN , it is hard to tell whether x # QN , whilst
it is easy to tell if x # JN or not.

We can now explain the Goldwasser–Micali encryption system.
3.0.1. Key Generation: As a private key we take two large prime number p and q and then

compute the public modulus
N = p · q.

The public key also contains an integer
y # JN \ QN .

The value of y is computed by the public key owner by first computing elements yp # F#
p and

yq # F#
q such that (

yp

p

)
=
(

yq

q

)
= !1.

Then the value of y is computed from yp and yq via the Chinese Remainder Theorem. A value of
y computed in this way clearly does not lie in QN , but it does lie in JN since

* y

N

+
=
(

y

p

)
·
(

y

q

)
=
(

yp

p

)
·
(

yq

q

)
= (!1) · (!1) = 1.
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3.0.2. Encryption: The Goldwasser–Micali encryption system encrypts one bit of information
at a time. To encrypt the bit b,

• pick x # (Z/NZ)# at random,
• compute c = ybx2 (mod N).

The ciphertext is then the value of c. Notice that this is very ine!cient since a single bit of plaintext
requires log2 N bits of ciphertext to transmit it.

3.0.3. Decryption: Notice that the ciphertext c will always be an element of JN . However, if
the message bit b is zero then the value of c will be a quadratic residue, otherwise it will be a
quadratic non-residue. So all the decryptor has to do to recover the message is determine whether
c is a quadratic residue or not modulo N . But the decryptor is assumed to know the factors of N
and so can compute the Legendre symbol

(
c

p

)
.

If this Legendre symbol is equal to plus one then c is a quadratic residue and so the message bit is
zero. If however the Legendre symbol is equal to minus one then c is not a quadratic residue and
so the message bit is one.

3.0.4. Proof of Security: We wish to show that the Goldwasser–Micali encryption system is
secure against passive adversaries assuming that the QUADRES problem is hard for the modulus
N .

Lemma 18.11. If the QUADRES problem is hard for the modulus N then the above encryption
system is polynomially secure against passive adversaries.

Proof. To do this we assume we have such an adversary A against the above encryption scheme
of Goldwasser and Micali. We will now show how to use this adversary to solve a QUADRES
problem.

Suppose we are given j # JN and we are asked to determine whether j # QN . Since our system
only encrypts bits the find stage of the adversary A, on input of the public key (y,N ), will simply
output the two messages

m0 = 0 and m1 = 1.

We now form the ciphertext
c = j.

Note that if j is a quadratic residue then this value of c will be a valid encryption of the message
m0, however if j is not a quadratic residue then this value of c will be a valid encryption of the
message m1. We therefore ask our adversary A to guess which message is c a valid encryption of.
Hence, from the output of A we can decide whether the value of j is an element of QN or not. !

3.0.5. Adaptive Adversaries: Note the above argument says nothing about whether the Goldwasser–
Micali encryption scheme is secure against adaptive adversaries. In fact one can show it is not secure
against such adversaries.

Lemma 18.12. The Goldwasser–Micali encryption scheme is insecure against an adaptive cho-
sen ciphertext attack.

Proof. Suppose c is the target ciphertext and we want to determine what bit b is, that c is a
valid encryption of. Recall

c = ybx2 (mod N).
Now the rules of the game do not allow us to ask our decryption oracle to decrypt c, but we can
ask our oracle to decrypt any other ciphertext.

We therefore produce the ciphertext

c" = c · z2 (mod N),
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for some random value of z '= 0. It is easy to see that c" is an encryption of the same bit b. Hence,
by asking our oracle to decrypt c" we will obtain the decryption of c. !

4. Security of Signatures

There are a number of possible security notions for signature schemes. Just as with standard
handwritten signatures we are interested in trying to stop the adversary forging a signature on a
given message. The three main types of forgery are:

Total Break: The forger can produce signatures just as if he were the valid key holder. This is
akin to recovering the private key and corresponds to the similar type of break of an encryption
algorithm.

Selective Forgery: In this case the adversary is able to forge a signature on a single message of
her choosing. This is similar to the ability of an adversary of an encryption algorithm being able
to decrypt a message but not recover the private key.

Existential Forgery: In this case the adversary is able to forge a signature on a single message,
which could just be a random bit string. You should think of this as being analogous to semantic
security of encryption schemes.

In practice we usually want our schemes to be secure against an attempt to produce a selective
forgery. But we do not know how the signature scheme is to be used in real life, for example it may
be used in a challenge/response protocol where random bit strings are signed by various parties.
Hence, it is prudent to insist that any signature scheme should be secure against an existential
forgery.

Along with types of forgery we also have types of attack. The weakest attack is that of a passive
attacker, who is simply given the public key and is then asked to produce a forgery, be it selective
or existential. The strongest form of attacker is an adaptive active attacker, such an attacker is
given access to a signing oracle which will produce valid signatures for the public key. The goal
of an active attacker is to produce a signature on a message which they have not yet asked their
signing oracle. This leads to the following definition:

Definition 18.13. A signature scheme is deemed to be secure if it is infeasible for an adaptive
adversary to produce an existential forgery.

We have already remarked that the use of hash functions is crucial in a signature algorithm.
One can see this again by considering a raw RSA signature algorithm defined by

s = md (mod N).

It is trivial to produce an existential forgery with such a scheme via a passive attack. The attacker
picks s at random and then computes

m = se (mod N).
The attacker then has the signature s on the message m.

With such a scheme it is also very easy for an active attacker to produce a selective forgery:
Suppose the attacker wishes to produce a signature s on the message m. They first generate a
random m1 # (Z/NZ)# and compute

m2 =
m

m1
.

Then the attacker asks her oracle to sign the messages m1 and m2. This results in two signatures
s1 and s2 such that

si = mi
d (mod N).
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The attacker can then compute the signature on the message m by computing

s = s1 · s2 (mod N)
since

s = s1 · s2 (mod N)

= m1
d · m2

d (mod N)

= (m1 · m2)d (mod N)

= md (mod N).

Chapter Summary

• The definition of what it means for a scheme to be secure can be di"erent from one’s initial
naive view.

• Today the notion of semantic security is the de facto standard definition for encryption
schemes.

• Semantic security is hard to prove but it is closely related to the simpler notion of poly-
nomial security, often called indistinguishability of encryptions.

• We also need to worry about the capabilities of the adversary. For encryption this is
divided into three categories: chosen plaintext attacks, chosen ciphertext attacks and
adaptive chosen ciphertext attacks.

• Some schemes, such as ElGamal encryption and the Goldwasser–Micali system, are poly-
nomially secure against passive adversaries, but not against active adaptive adversaries.
Others, such as RSA, are not even polynomially secure against passive adversaries.

• Security against adaptive adversaries and the notion of non-malleability are closely related.
• Similar considerations apply to the security of signature schemes, where we are now inter-

ested in the notion of existential forgery under an active attack.

Further Reading

A good introduction to the definitional work in cryptography based on provable security and
its extensions and foundations in the idea of zero-knowledge proofs can be found in the book by
Goldreich. A survey of the initial work in this field, up to around 1990, can be found in the article
by Goldwasser.

O. Goldreich. Modern Cryptography, Probabilistic Proofs and Pseudo-randomness. Springer-Verlag,
1999.

S. Goldwasser. The Search for Provable Secure Cryptosystems. In Cryptology and Computational
Number Theory, Proc. Symposia in Applied Maths, Volume 42, 1990.





CHAPTER 19

Complexity Theoretic Approaches

Chapter Goals

• To introduce the concepts of complexity theory needed to study cryptography.
• To understand why complexity theory on its own cannot lead to secure cryptographic

systems.
• To explain the Merkle–Hellman system and why it is weak.
• To introduce the concept of bit security.
• To introduce the idea of random self-reductions.

1. Polynomial Complexity Classes

A common mistake in building new cryptographic schemes is to pick hard problems which are
only hard on certain problem instances and are not hard for an average instance. To elaborate on
this in more detail we need to recap some basic ideas from complexity theory.

Recall a decision problem DP is a problem with a yes/no answer, which has inputs (called
instances) I coded in some way (for example as a binary string of some given size n). Often one
has a certain subset S of instances in mind and one is asking ‘Is I # S?’. For example one could
have

• I is the set of all integers, S is the subset of primes. Hence the decision problem is: Given
an integer say whether it is prime or not.

• I is the set of all graphs, S is the subset of all graphs which are colourable using k colours
only. Hence the decision problem is: Given a graph tell me whether it is colourable using
only k colours. Recall a graph consisting of vertices V and edges E is colourable by
k colours if one can assign k colours (or labels) to each vertex so that no two vertices
connected by an edge share the same colour.

Whilst we have restricted ourselves to decision problems, one can often turn a standard com-
putational problem into a decision problem. As an example of this consider the cryptographically
important knapsack problem.

Definition 19.1 (Decision Knapsack Problem). Given a pile of n items, each with di"erent
weights wi, is it possible to put items into a knapsack to make a specific weight S? In other words,
do there exist bi # {0, 1} such that

S = b1w1 + b2w2 + · · · + bnwn?

Note, the time taken to solve this seems to grow in the worst case as an exponential function
in terms of the number of weights.

As stated above the knapsack problem is a decision problem but we could ask for an algorithm
to actually find the values bi.

301
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Definition 19.2 (Knapsack Problem). Given a pile of n items, each with di"erent weights
wi, is it possible to put items into a knapsack to make a specific weight S? If so can one find the
bi # {0, 1} such that

S = b1w1 + b2w2 + · · · + bnwn?
We assume only one such assignment of weights is possible.

We can turn an oracle for the decision knapsack problem into one for the knapsack problem
proper. To see this consider the Algorithm 19.1 which assumes an oracle O(w1, ..., wn, S) for the
decision knapsack problem.

Algorithm 19.1: Knapsack algorithm, assuming a decision knapsack oracle
if O(w1, ..., wn, S) =false then return (false)
T = S
b1 = b2 = ... = bn = 0
for i = 1 to n do

if T = 0 then return ((b1, ..., bn))
if O(wi+1, ..., wn, T ! wi) =true then

T = T ! wi

bi = 1
end

end

A decision problem DP is said to lie in complexity class P if there is an algorithm which takes
any instance I, for which the answer is yes, and delivers the answer, namely yes, in polynomial
time. We measure time in terms of bit operations and polynomial time means the number of bit
operations is bounded by some polynomial function of the input size of the instance I. If the answer
to the instance is no then the algorithm is not even required to answer in polynomial time, but if
it does answer then it should return the correct answer.

By replacing yes by no in the above paragraph we obtain the class co ! P. This is the set of
problems for which there exists an algorithm which on input of an instance I, for which the answer
is no, will output no in polynomial time.

Lemma 19.3.
P = co ! P.

Proof. Suppose A is the algorithm which for a problem instance I outputs yes if the answer
is yes in time nc for some constant c.

We turn A into a polynomial-time algorithm to answer no if the answer is no in time nc + 1.
We simply run A; if it takes more than nc steps then we terminate A and output no. !

The problems which lie in complexity class P are those for which we have an e!cient solution
algorithm. In other words these are the things which are easy to compute. For example

• Given integers x, y and z do we have z = x · y, i.e. is multiplication easy?
• Given a ciphertext c, a key k and a plaintext m, is c the encryption of m under your

favourite encryption algorithm?
Of course in the last example I have assumed your favourite encryption algorithm has an encryp-
tion/decryption algorithm which runs in polynomial time. If your favourite encryption algorithm
is not of this form, then one must really ask how have you read so far in this book?

A decision problem lies in complexity class NP , called non-deterministic polynomial time, if
for every instance for which the answer is yes, there exists a witness for this which can be checked
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in polynomial time. If the answer is no we again do not assume the algorithm terminates, but if it
does it must do so by answering no. One should think of the witness as a proof that the instance
I lies in the subset S.

Examples include
• The problem ‘Is N composite?’ lies in NP as one can give a non-trivial prime factor as a

witness. This witness can be checked in polynomial time since division can be performed
in polynomial time.

• The problem ‘Is G k-colourable?’ lies in NP since as a witness one can give the colouring.
• The problem ‘Does this knapsack problem have a solution?’ lies in NP since as a witness

we can give the values bi.
Note, in none of these examples have we assumed the witness itself can be computed in polynomial
time, only that the witness can be checked in polynomial time. Note that we trivially have

P + NP .

The main open problem in theoretical computer science is the question does P = NP? Most people
believe in the conjecture

Conjecture 19.4.
P '= NP .

The set co ! NP is defined in the same way that the class co ! P was derived from P. The
class co!NP is the set of problems for which a witness exists for every instance with a no response
which can be checked in polynomial time. Unlike the case of co! P and P we have

If P '= NP then NP '= co!NP.

Hence, one should assume that NP '= co!NP.

One can consider trying to see how small a witness for being in class NP can be found. For
example consider the problem COMPOSITES. Namely given N # Z determine whether N is composite.
As we remarked earlier this clearly lies in class NP . But a number N can be proved composite in
the following ways:

• Giving a factor. In this case the size of the witness is

O(log n).

• Giving a Miller–Rabin witness a. Now, assuming the Generalized Riemann Hypothesis
(GRH) the size of the witness is

O(log log n)

since we have
a ( O((log n)2).

A decision problem DP is said to be NP -complete if every other problem in class NP can be
reduced to this problem in polynomial time. In other words we have

DP # P implies P = NP .

In some sense the NP -complete problems are the hardest problems for which it is feasible to ask
for a solution. There are a huge number of NP -complete problems of which the two which will
interest us are

• the 3-colouring problem,
• the knapsack problem.
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We know factoring (or COMPOSITES) lies in NP but it is unknown whether it is NP -complete.
In fact it is a widely held view that all the hard problems on which cryptography is based, e.g.
factoring, discrete logarithms etc., are not related to an NP -complete problem even though they
lie in class NP .

From this we can conclude that factoring is not a very di!cult problem at all, not at least
compared with the knapsack problem or the 3-colouring problem. So why do we not use NP -
complete problems on which to base our cryptographic schemes? These are after all a well-studied
set of problems for which we do not expect there ever to be an e!cient solution.

However, this approach has had a bad track record, as we shall show later when we consider the
knapsack based system of Merkle and Hellman. For now we simply mention that complexity theory,
and so the theory of NP -completeness, is about worst case complexity. But for cryptography we
want a problem which, for suitably chosen parameters, is hard on average. It turns out that the
knapsack problems that have in the past been proposed for use in cryptography are always ‘average’
and e!cient algorithms can always be found to solve them.

We end this section by illustrating this di"erence between hard and average problems using
the k-colouring problem, when k = 3. Although determining whether a graph is 3-colourable is in
general (in the worst case) NP -complete, it is very easy on average. This is because the average
graph, no matter how large it is, will not be 3-colourable. In fact, for almost all input graphs the
following algorithm will terminate saying that the graph is not 3-colourable in a constant number
of iterations.

• Take a graph G and order the vertices in any order v1, . . . , vt.
• Call the colours {1, 2, 3}.
• Now traverse the graph in the order of the vertices just decided.
• On visiting a new vertex use the smallest possible colour (i.e. one from the set {1, 2, 3}

which does not appear as the colour of an adjacent vertex).
• If you get stuck traverse back up the graph to the most recently coloured vertex and use

the next colour available, then continue again.
• If at any point you run out of colours for the first vertex then terminate and say the graph

is not 3-colourable.
• If you are able to colour the last vertex then terminate and output that the graph is

3-colourable.

The interesting thing about the above algorithm is that it can be shown that for a random graph
of t vertices the average number of vertices travelled in the algorithm is less than 197 regardless of
the number of vertices t in the graph.

2. Knapsack-Based Cryptosystems

One of the earliest public key cryptosystems was based on the knapsack, or subset sum, problem
which was believed to be very hard in general to solve. In fact it is NP -complete, however it turns
out that this knapsack-based scheme, and almost all others, can be shown to be insecure.

The idea is to create two problem instances. A public one which is hard, which is believed to
be a general knapsack problem, and a private problem which is easy. In addition there should be
some private trapdoor information which transforms the hard problem into the easy one.

This is rather like the use of the RSA assumption. It is hard to extract eth roots modulo a
composite number, but easy to extract eth roots modulo a prime number. Knowing the trapdoor
information, namely the factorization of the RSA modulus, allows us to transform the hard problem
into the easy problem. However, the crucial di"erence is that whilst factoring (for suitably chosen
moduli) is hard on average, it is di!cult to produce knapsack problems which are hard on average.
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This is even though the general knapsack problem is considered harder than the general factorization
problem.

Whilst the general knapsack problem is hard there is a particularly easy set of problems based
on super-increasing knapsacks. A super-increasing knapsack problem is one where the weights are
such that each one is greater than the sum of the preceding ones, i.e.

wj >
j!1'

i=1

wi.

As an example one could take the set

{2, 3, 6, 13, 27, 52}

or one could take
{1, 2, 4, 8, 16, 32, 64, . . .}.

Given a super-increasing knapsack problem, namely an ordered set of such super-increasing weights
{w1, . . . , wn} and a target weight S, determining which weights to put in the sack is a linear
operation, as can be seen from Algorithm 19.2.

Algorithm 19.2: Solving a super-increasing knapsack problem
for i = n downto 1 do

if S >= wi then
bi = 1 ;
S = S ! wi ;

end
else bi = 0 ;

end
if S = 0 then return (b1, b2, ..., bn) ;
else return (“No Solution”) ;

The Merkle–Hellman cryptosystem takes as a private key a super-increasing knapsack problem
and from this creates (using a private transform) a so-called ‘hard knapsack’ problem. This hard
problem is then the public key.

This transform is achieved by choosing two private integers N and M , such that

gcd(N,M ) = 1

and multiplying all values of the super-increasing sequence by N (mod M). For example if we take
as the private key

• the super-increasing knapsack {2, 3, 6, 13, 27, 52},
• N = 31 and M = 105.

Then the associated public key is given by the ‘hard’ knapsack

{62, 93, 81, 88, 102, 37}.

We then publish the hard knapsack problem as our public key, with the idea that only someone
who knows N and M can transform back to the easy super-increasing knapsack.

For Bob to encrypt a message to us, he first breaks the plaintext into blocks the size of the
weight set. The ciphertext is then the sum of the weights where a bit is set. So for example if the
message is given by

Message = 011000 110101 101110
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Bob obtains, since our public knapsack is {62, 93, 81, 88, 102, 37}, that the ciphertext is

174, 280, 333,

since
• 011000 corresponds to 93 + 81 = 174,
• 110101 corresponds to 62 + 93 + 88 + 37 = 280,
• 101110 corresponds to 62 + 81 + 88 + 102 = 333.

The legitimate recipient knows the private key N , M and {2, 3, 6, 13, 27, 52}. Hence, by multiplying
each ciphertext block by N!1 (mod M) the hard knapsack is transformed into the easy knapsack
problem.

In our case N!1 = 61 (mod M), and so the decryptor performs the operations
• 174 · 61 = 9 = 3 + 6 = 011000,
• 280 · 61 = 70 = 2 + 3 + 13 + 52 = 110101,
• 333 · 61 = 48 = 2 + 6 + 13 + 27 = 101110.

The final decoding is done using the simple easy knapsack,

{2, 3, 6, 13, 27, 52},
and our earlier linear time algorithm for super-increasing knapsack problems.

Our example knapsack problem of six items is too small; typically one would have at least 250
items. The values of N and M should also be around 400 bits. But, even with parameters as large
as these, the above Merkle–Hellman scheme has been broken using lattice based techniques, using
a method which we will now explain.

If {w1, . . . , wn} are a set of knapsack weights then we define the density of the knapsack to be

d =
n

max{log2 wi : 1 ( i ( n}
.

One can show, using the following method, that a knapsack with low density will be easy to solve
using lattice basis reduction. Why this allows us to break the Merkle–Hellman scheme is that the
Merkle–Hellman construction will always produce a low-density public knapsack.

Suppose we wish to solve the knapsack problem given by the weights {w1, . . . , wn} and the
target S. Consider the lattice L of dimension n + 1 generated by columns of the following matrix:

A =

4

555555556

1 0 0 . . . 0 1
2

0 1 0 . . . 0 1
2

0 0 1 . . . 0 1
2

...
...

... . . . ...
...

0 0 0 . . . 1 1
2

w1 w2 w3 . . . wn S

7

888888889

.

Now, since we are assuming there is a solution to our knapsack problem, given by the bit vector
(b1, . . . , bn), we know that the vector

y = A · x,

is in our lattice, where x = (b1, . . . , bn,!1). But the components of y are given by

yi =

;
bi ! 1

2 1 ( i ( n

0 i = n + 1.

Hence, the vector y is very short since it has length bounded by

7y7 =
1

y1
2 + · · · + yn+1

2 <

.
n

2
.
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But a low-density knapsack will usually result in a lattice with relatively large discriminant, hence
the vector y is exceptionally short in the lattice. If we now apply the LLL algorithm to the matrix
A we obtain a new basis matrix A". The first basis vector a"1 of this LLL reduced basis is then
likely to be the smallest vector in the lattice and so we are likely to have

a"1 = y.

But given y we can then solve for x and recover the solution to the original knapsack problem.

As an example we take out earlier knapsack problem of

b162 + b293 + b381 + b488 + b5102 + b637 = 174.

We form the matrix

A =

4

555555555556

1 0 0 0 0 0 1
2

0 1 0 0 0 0 1
2

0 0 1 0 0 0 1
2

0 0 0 1 0 0 1
2

0 0 0 0 1 0 1
2

0 0 0 0 0 1 1
2

62 93 81 88 102 37 174

7

888888888889

.

We apply the LLL algorithm to this matrix so as to obtain the new lattice basis,

A" =
1
2

4

555555556

1 !1 !2 2 3 2 0
!1 !3 0 !2 !1 !2 0
!1 !1 !2 2 !1 2 0

1 !1 !2 0 !1 !2 !2
1 !1 0 2 !3 0 4
1 1 0 !2 1 2 0
0 0 !2 0 0 !2 2

7

888888889

.

We write

y =
1
2

4

555555556

1
!1
!1

1
1
1
0

7

888888889

,

and compute

x = A!1 · y =

4

555555556

0
!1
!1

0
0
0
1

7

888888889

.

So we see that we take
(b1, b2, b3, b4, b5, b6) = (0, 1, 1, 0, 0, 0),

as a solution to our knapsack problem.
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3. Bit Security

Earlier we looked at decision problems, i.e. those problems which output a single bit, and
showed that certain other non-decision problems, such as the knapsack problem, could be reduced
to looking at decision problems only. A similar situation arises in cryptography where we wish to
know whether computing a single bit of information is as hard as computing all of the information.

For example suppose one is using the RSA function

x )!$ y = xe (mod N).

It may be that in a certain system the attacker only cares about computing b = x (mod 2) and
not the whole of x. We would like it to be true that computing even this single bit of information
about x is as hard as computing all of x. In other words we wish to study the so-called bit security
of the RSA function.

We can immediately see that bit security is related to semantic security. For example if an
attacker could determine the parity of an underlying plaintext given only the ciphertext they could
easily break the semantic security of the encryption algorithm.

First we define some notation:

Definition 19.5. Let f : S $ T be a one-way function where S and T are finite sets and let
B : S $ {0, 1} denote a binary function (called a predicate). A hard predicate B(x) for f is one
which is easy to compute given x # S and for which it is hard to compute B(x) given only f(x).

The way one proves a predicate is a hard predicate, assuming f is a one-way function, is to
assume we are given an oracle which computes B(x) given f(x), and then show that this oracle
can be used to easily invert f .

A k-bit predicate and hard k-bit predicate are defined in an analogous way but now assuming
the codomain of B is the set of bit strings of length k rather than just single bits. We would like
to show that various predicates, for given cryptographically useful functions f , are in fact hard
predicates.

3.1. Hard Predicates for Discrete Logarithms. Let G denote a finite abelian group of
prime order q and let g be a generator. Consider the predicate

B2 : x )!$ x (mod 2)

we can show

Theorem 19.6. The predicate B2 is a hard predicate for the function

x )!$ gx.

Proof. Let O(h, g) denote an oracle which returns the least significant bit of the discrete
logarithm of h to the base g, i.e. it computes B2(x) for x = logg h. We need to show how to use O
to solve a discrete logarithm problem.

Suppose we are given h = gx, we perform the following steps. First we let t = 1
2 (mod q), then

we set y = 0, z = 1 and compute until h = 1 the following steps:
• b = O(h, g).
• If b = 1 then y = y + z and h = h/g.
• Set h = ht and z = 2 · z.

We then output y as the discrete logarithm of h with respect to g. !

To see this work consider the field F607 and the element g = 64 of order q = 101. We wish to
find the discrete logarithm of h = 56 with respect to g. Using the algorithm in the above proof we
compute
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h O(h, g) z y
56 0 1 0
451 1 2 2
201 1 4 6
288 0 8 6
100 1 16 22
454 0 32 22
64 1 64 86

One can indeed check that

g86 = h (mod p).

3.2. Hard Predicates for the RSA Problem. The RSA problem, namely given c = me

(mod N) has the following three hard predicates:

• B1(m) = m (mod 2).
• Bh(m) = 0 if m < N/2 otherwise Bh(m) = 1.
• Bk(m) = m (mod 2k) where k = O(log log N).

We denote the corresponding oracles by O1(c,N ), Oh(c,N ) and Ok(c,N). We do not deal with the
last of these but we note that the first two are related since,

Oh(c,N) = O1(c · 2e (mod N),N ),

O1(c,N) = Oh(c · 2!e (mod N),N).

We then have, given an oracle for Oh or O1, that we can invert the RSA function using the following
algorithm, which is based on the standard binary search algorithm. We let y = c, l = 0 and h = N ,
then while h! l * 1 we perform

• b = Oh(y,N ),
• y = y · 2e (mod N),
• m = (h + l)/2,
• If b = 1 then set l = m, otherwise set h = m.

On exiting the above loop the value of 1h2 should be the preimage of c under the RSA function.

As an example suppose we have

N = 10403 and e = 7

as the public information and we wish to invert the RSA function for the ciphertext c = 3 using
the oracle Oh(y,N)
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y O(y,N) l h
3 0 0 10 403

3 · 27 1 0 5201.5
3 · 47 1 2600.7 5201.5
3 · 87 1 3901.1 5201.5
3 · 167 0 4551.3 5201.5
3 · 327 0 4551.3 4876.4
3 · 647 1 4551.3 4713.8
3 · 1287 0 4632.5 4713.8
3 · 2567 1 4632.5 4673.2
3 · 5127 1 4652.9 4673.2
3 · 10247 1 4663.0 4673.2
3 · 20487 1 4668.1 4673.2
3 · 40967 1 4670.7 4673.2
3 · 81927 0 4671.9 4673.2

- - 4671.9 4672.5
So the preimage of 3 under the RSA function

x )!$ x7 (mod 10 403)

is 4672.

4. Random Self-reductions

We remarked earlier, when considering the Merkle–Hellman scheme and other schemes based
on complexity theory, that the problem with these schemes is that the associated problems were
hard in the worst case but easy on average. The obvious question to ask oneself is how does one
know that problems such as the RSA problem or the DDH problem also do not have this property?
For example given an RSA modulus N and a public exponent e it might be hard to solve

c = me (mod N)

for a random c in the worst case, but it could be easy on average.
It turns out that one can prove that problems such as RSA for a fixed modulus N or DDH for

a fixed group G are hard on average. The technique to do this is based on a random self-reduction
from one given problem instance to another random problem instance. This means that if we can
solve the problem on average then we can solve the problem in the worst case. Hence, the worst
case behaviour of the problem and the average case behaviour of the problem must be similar.

Lemma 19.7. The RSA problem is random self-reducible.

Proof. Suppose we are given c and are asked to solve

c = me (mod N),

where the idea is that this is a ‘hard’ problem instance. We reduce this to an ‘average’ problem
instance by choosing s # (Z/NZ)# at random and setting

c" = sec.

We then try to solve
c" = m"e (mod N).

If we are unsuccessful we choose another value of s until we hit the ‘average’ type problem. If the
average case was easy then we could solve c" = m"e (mod N) for m" and then set

m =
m"

s



5. RANDOMIZED ALGORITHMS 311

and terminate. !

One can also show that the DDH problem is random self-reducible, in the sense that testing
whether

(x, y, z) = (ga, gb, gc)
is a valid Di!e–Hellman triple, i.e. whether c = a · b, does not depend on the particular choices of
a, b and c. To see this consider the related triple

(x", y", z") = (ga1 , gb1 , gc1) = (xvgu1 , ygu2 , zvyu1xvu2gu1u2)

for random u1, u2, v. Now if (x, y, z) is a valid Di!e–Hellman triplet then so is (x", y", z"), and vice
versa.

One can show that the distribution of (x", y", z") will be uniform over all valid Di!e–Hellman
triples if the original triple is a valid Di!e–Hellman triple, whilst the distribution will be uniform
over all triples (and not just Di!e–Hellman ones) in the case where the original triple was not a
valid Di!e–Hellman triple.

5. Randomized Algorithms

We end this chapter with a discussion of randomized algorithms; first we give some definitions
of algorithm types, then we relate these to complexity classes and finally we give some examples.

Recall that definitions are usually given for decision problems, so assume we have a property
which we wish to test to be true or false. There are the following definitions of algorithm types, all
taking their names from gambling cities.

• Monte-Carlo algorithm
– Always outputs false if the answer is actually false
– Answers true with probability * 1/2.
– Otherwise answers false, even though the actual answer is true.

• Atlantic City algorithm
– Outputs true with probability * 2/3 of being correct.
– Outputs false with probability * 2/3 of being correct.

• Las Vegas algorithm
– Will terminate with the correct answer with probability * 1/2.
– Otherwise will not terminate.

In the above definitions we assume that the algorithm runs in polynomial time in terms of the size
of the input data. We can clearly extend these definitions to non-decision problems quite easily.

We now turn our attention to the randomized complexity classes. We assume we have a problem
instance I and a possible witness w whose length is a polynomial function of the length of the
instance I. We wish to determine whether I # S.

Definition 19.8. A problem DP is said to lie in class RP if there is an algorithm A, which
on input of a problem instance I and a witness w will perform as follows:

• If I # S then for at least half of all possible witnesses w the algorithm A outputs that
I # S.

• If I '# S then for all witnesses w the algorithm A outputs I '# S.

Note that we have, since we can replace ‘at least half’ with ‘at least one’, that

RP + NP.

We also clearly have P + RP .
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The class RP is important since it gives us a probabilistic algorithm to decide whether I # S
for any value of S. We generate k random witnesses wi and call A(I, wi) for i = 1, . . . , k. Then if
A(I, wi) returns I # S for at least one value of wi then we return I # S, otherwise we return I '# S.
This latter statement will then be false around 1/2k of the time. Relating this to our definitions
based on gambling cities we see that

If DP # RP there exists a Monte-Carlo algorithm for DP .

We now define another class.

Definition 19.9. A problem DP is said to lie in class BPP if there is an algorithm A, which
on input of a problem instance I and a witness w will perform as follows:

• If I # S then for at least 2/3 of all possible witnesses w the algorithm A outputs I # S.
• If I '# S then for at least 2/3 of all possible witnesses w the algorithm A outputs I '# S.

We see that

If DP # BPP there exists an Atlantic City algorithm for DP .

Finally we define the class ZPP as

ZPP = RP @ co!RP,

with
If DP # ZPP there exists a Las Vegas algorithm for DP .

We have the inclusions
P + ZPP + RP + NP @ BPP.

The Fermat test and the Miller–Rabin test for primality are examples of Monte-Carlo algorithms
to test for compositeness. Recall these tests on input of a number N do one of two things:

• If N is prime will always output false (or probably prime).
• If N is composite will output true with probability * 1/2, otherwise will output false.

Hence
COMPOSITES # RP .

By repeating the Monte-Carlo test we can amplify the probability of being correct to be arbitrarily
close to one.

The Adleman–Huang algorithm for primality proving is an example of a Las Vegas algorithm
to test for primality. The input to this problem is a number N . If the input is composite then the
algorithm may not terminate, but if it does terminate then it will tell us correctly whether N is
prime or not. Hence

PRIMALITY # ZPP .

The historically earlier ECPP algorithm, on which the test of Adleman and Huang is based, is not
guaranteed to terminate on input of a prime number, but in practice it always does.

Chapter Summary

• Complexity theory deals with the worst case behaviour of algorithms to solve a given
decision problem.
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• Some problems are easy on average, but there exist certain instances which are very hard
to solve. We do not wish to base our cryptographic systems on such problems.

• Cryptographic systems based on knapsack problems have been particularly notorious from
this perspective, as one can often use lattice basis reduction to break them.

• Problems which we do base public key cryptography on, such as the RSA problem or
the discrete logarithm problem, have the property that even computing single bits of the
answer seems to be as hard as computing the whole answer.

• Problems such as RSA and the DDH problem are hard on average, since they posses
random self-reductions from a given instance of the problem to a random instance of the
problem.

Further Reading

A nice introduction to complexity theory can be found in Chapter 2 of Bach and Shallit. A
discussion of the relationships between theoretical complexity theory and cryptographic concepts
such as zero-knowledge proofs can be found in the book by Goldreich. A discussion of knapsack
based systems and how to break them using lattices can be found in the survey article by Odlyzko.

E. Bach and S. Shallit. Algorithmic Number Theory, Volume 1: E!cient Algorithms. MIT Press,
1996.

O. Goldreich. Modern Cryptography, Probabilistic Proofs and Pseudo-randomness. Springer-Verlag,
1999.

A. Odlyzko. The Rise and Fall of Knapsack Cryptosystems. In Cryptology and Computational
Number Theory, Proc. Symposia in Applied Maths, Volume 42, 1990.





CHAPTER 20

Provable Security: With Random Oracles

Chapter Goals

• To describe the random oracle model.
• To show how the random oracle model can be used to prove certain signature schemes are

secure.
• To show why chosen ciphertext attacks require our public key encryption algorithms to

have redundancy in the ciphertext.
• To explain RSA-OAEP and give a proof sketch.
• To describe how to turn ElGamal encryption into a secure system.

1. Introduction

The modern approach to showing that certain protocols are secure is one based on provable
security. This name is in fact a misnomer since the techniques used do not actually prove security,
in the sense of perfect security mentioned earlier. Instead, the proponents of provable security aim
to prove that if an adversary is able to break a certain notion of the security of a system then one
could use the adversary to do something believed to be impossible.

For example one tries to prove that if one can break the semantic security of RSA in a chosen
ciphertext attack then one is also able to factor integers. Hence, such a proof is a relativized result,
it is a proof of security relative to the hardness of factoring integers.

The major contribution of the area of provable security has really been in actually defining
what is meant by a secure encryption or signature algorithm. Many of the concepts we have
already introduced such as existential forgery, semantic security, indistinguishability of encryptions,
adaptive chosen ciphertext attacks have all arisen due to the study of provable security.

Let us explain the techniques of provable security by explaining what one means in a concrete
example. We suppose we are given an adversary which is a probabilistic algorithm which breaks
some security property of RSA (for example semantic security of RSA) with a certain non-negligible
probability. Already this leads us to some definitional work, what do we mean by non-negligible
probability?

We hence need to define what we mean much better. We now assume that the scheme has a
security parameter k, which measures how big the key size is. For example in RSA the security
parameter could be the number of bits in the modulus N . The adversary is said to be successful
with non-negligible probability if it succeeds in its task with probability greater than

1/p(k),

where p is some polynomial in k.
For the moment let us assume that our adversary A is a passive adversary, i.e. for RSA encryp-

tion it makes no decryption queries. We now wish to present a new algorithm BA which takes as
input an integer N and which calls the adversary a polynomial, in k, number of times. This new

315
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algorithm’s aim could be to output the factors of N , with again a non-negligible probability. The
algorithm BA would show that the existence of such an adversary A would imply a polynomial-time
factoring algorithm, which succeeded with a non-negligible probability. Since we do not believe a
polynomial-time factoring algorithm is achievable with current knowledge we can conclude that
such an adversary is also unachievable with current knowledge.

You have already seen the above technique used when we showed that a successful passive
adversary against the ElGamal encryption scheme would imply an e!cient algorithm to solve the
DDH problem, or when we showed that a passive adversary against the Goldwasser–Micali scheme
would imply an e!cient algorithm to solve the QUADRES problem.

To recap, given an algorithm A we create a new algorithm BA which uses A as a subroutine.
The input to BA is the hard mathematical problem we wish to solve, whilst the input to A is some
cryptographic problem. The di!culty arises when A is an active adversary, in this case A is allowed
to call a decryption or signature oracle for the input public keys. The algorithm BA, if it wants to
use algorithm A as a subroutine, needs to supply the answers to A’s oracle queries. Algorithm BA

now has a number of problems:

• Its responses must appear valid, in that encryptions should decrypt and signatures should
verify, otherwise algorithm A would notice its oracle was lying. Hence, algorithm BA could
no longer guarantee that algorithm A was successful with non-negligible probability.

• The responses of the oracle should be consistent with the probability distributions of
responses that A expects if the oracles were true decryption/encryption oracles. Again,
otherwise A would notice.

• The responses of the oracles should be consistent across all the calls made by the adversary
A.

• Algorithm BA needs to supply these answers without knowing the secret key. For example
in the case of RSA, if BA wants to find the factors of N , it can hardly use these factors to
respond to algorithm A before it has found the factors.

This last point is the most crucial one. We are essentially asking BA to decrypt or sign a message
without knowing the private key, but this is meant to be impossible since our scheme is meant to
be secure.

To get around this problem it has become common practice to use something called the ‘random
oracle model’. A random oracle is an idealized hash function which on input of a new query will
pick, uniformly at random, some response from its output domain, and which if asked the same
query twice will always return the same response.

In the random oracle model we assume our adversary A makes no use of the explicit hash
function defined in the scheme under attack. In other words the adversary A runs, and is successful,
even if we replace the real hash function by a random oracle. The algorithm BA responds to the
decryption oracle and/or signature queries of A by cheating and ‘cooking’ the responses of the
random oracle to suit his own needs. To see how this is done in practice look at the next section
on proofs of security of signature algorithms.

A proof in the random oracle model is an even more relativized proof than that which we
considered before. Such a proof says that assuming some problem is hard, say factoring, then an
adversary cannot exist which makes no use of the underlying hash function. This does not imply
that an adversary does not exist which uses the real specific hash function as a means of breaking
the cryptographic system.

In all our proofs and definitions we are very loose. We try to convey the flavour of the arguments
rather than the precise details. Those who want more precise definitions should look at the original
papers. One should be warned however that in this field definitions can alter quite subtly from one
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paper to the next, this is because most of the real importance is in the definitions rather than the
proofs themselves.

2. Security of Signature Algorithms

We first consider proofs of security of digital signature algorithms because they are conceptually
somewhat simpler.

The first main technique we shall introduce is the forking lemma, due to Stern and Pointcheval.
This applies to certain types of signature schemes which use a hash function as follows: To sign a
message

• the signer produces a, possibly empty, commitment *1,
• the signer computes h = H(*17m),
• the signer computes *2 which is the ‘signature’ on *1 and h.

We label the output of the signature schemes as (*1,H(*17m),*2) so as to keep track of the exact
hash query. For example we have

• DSA : *1 = A, h = H(m),

*2 = (r, (h + xr)/k (mod q)) ,

where r =
,
gk (mod p)

-
(mod q).

• EC-DSA : *1 = A, h = H(m),

*2 = (r, (h + xr)/k (mod q)) ,

where r = x-coord([k]G).
• Schnorr signatures: *1 = gk, h = H(*17m)

*2 = xh + k (mod q).

In all of these schemes the hash function is assumed to have codomain equal to Fq.

Recall in the random oracle model the hash function is allowed to be cooked up by the algorithm
BA to do whatever it likes. Suppose an adversary A can produce an existential forgery on a message
m with non-negligible probability in the random oracle model. Hence, the output of the adversary
is

(m,*1, h,*2).
We can assume that the adversary makes the critical hash query

h = H(*17m),

since otherwise we can make the query for the adversary ourselves.
Algorithm BA now runs the adversary A twice, with the same random tape and a slightly

di"erent random oracle. The adversary A runs in polynomial time and so makes polynomially
many hash queries. If all hash queries were answered the same as before then algorithm A would
output exactly the same signature. However, algorithm BA answers these random oracle queries
just as before, but chooses one hash query at random to answer di"erently. With non-negligible
probability this will be the critical hash query and so (with non-negligible probability) the adversary
BA will obtain two signatures on the same message which have di"erent hash query responses. In
other words we obtain

(m,*1, h,*2) and (m,*1, h
",*"2).

We then try to use these two outputs of algorithm A to solve the hard problem which is the goal of
algorithm BA. The exact details and a thorough proof of this technique can be found in the paper
by Stern and Pointcheval mentioned in the Further Reading section at the end of this chapter.

2.1. Passive Adversary Examples. We concern ourselves with some applications.
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2.1.1. Schnorr Signatures: The technique of the forking lemma allows us to show

Theorem 20.1. In the random oracle model, assuming discrete logarithms are hard to compute
for the group G, no passive adversary against Schnorr signatures can exist for the group G.

Proof. Let the input to algorithm BA be a discrete logarithm problem y = gx which we wish
to solve. So let us assume we run our adversary A on input of the public key y and try to use the
forking lemma argument. With non-negligible probability we obtain two signatures

*
m,*1 = gk, h,*2 = xh + k (mod q)

+

and *
m,*"1 = gk"

, h",*"2 = xh" + k" (mod q)
+

,

where h = H(*17m) is the oracle query from the first run of A and h" = H(*"17m) is the oracle
query from the second run of A.

The algorithm BA’s goal is to recover x. It concludes that we must have k = k" since we have
*1 = *"1. So it concludes that

Ax = B (mod q),
where

A = h! h" (mod q),

B = *2 ! *"2 (mod q).

It will also know that A '= 0, since otherwise the two hash values would be equal. This then means
that BA can solve the required discrete logarithm problem by computing

x = A!1B (mod q).

!
We shall later show that Schnorr signatures are also secure against active adversaries in the

random oracle model.
2.1.2. DSA Signatures: The above argument for Schnorr signatures does not apply to DSA as

we shall now show.
Let the input to algorithm BA be a discrete logarithm problem y = gx which we wish to solve.

So let us assume we run our adversary A on input of the public key y and try to use the forking
lemma argument. With non-negligible probability we obtain two signatures

(m,*1 = A, h,*2 = (r, s)) and (m,*"1 = A, h",*"2 = (r", s")),

where h = H(m) is the oracle query from the first run of A, h" = H(m) is the oracle query from
the second run of A and

r = gk (mod p) (mod q),

r" = gk"
(mod p) (mod q),

s = (h + xr)/k (mod q),

s" = (h" + xr")/k" (mod q).

The algorithm BA’s goal is to recover x. We can no longer conclude that k = k", since we do not
even know that r = r". Hence, the proof technique does not apply. In fact there is no known proof
of security for DSA signatures.

We can try and repair this by using a modified form of DSA by applying the hash function to
m and r instead of just m. In the context of the notation used in our description of the forking
lemma this would imply that *1 = r, h = H(m7r) and *2 = (h + xr)/k (mod q).
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Even with this modification, to make DSA more like Schnorr signatures, we cannot prove
security. Our forking lemma argument would imply that we obtain two signatures with

r = gk (mod p) (mod q),

r" = gk"
(mod p) (mod q),

s = (h + xr)/k (mod q),

s" = (h" + xr")/k" (mod q),

and with r = r". But we still could not imply that k = k" since this does not follow from the
equation

gk (mod p) (mod q) = gk"
(mod p) (mod q).

It is the reduction modulo q which is getting in the way, if we removed this then our signature
scheme could be shown to be secure. But we would lose the property of small signature size which
DSA has.

2.1.3. EC-DSA Signatures: A similar problem arises with EC-DSA and the forking lemma
argument. But now a small modification allows us to give a proof of security for the modified
scheme, in certain situations. We again assume that we apply the hash function to m and r instead
of just m. We then obtain by running our adversary twice and using the forking lemma

r = x-coord([k]P ) (mod q),

r" = x-coord([k"]P ) (mod q),
s = (h + xr)/k (mod q),

s" = (h" + xr")/k" (mod q),

where again we have r = r" and h = H(m7r) and h" = H(m7r") are the two critical hash queries.
If q is larger than the size of the finite field, from r = r" we can now conclude that k = ±k" and so
we deduce that

(sB s")k = h! h" (mod q).
We therefore obtain two possibilities for k and we recover two possibilities for x. The actual answer
is produced by checking which one of our two possibilities for x satisfies [x]P = Y . So we have
shown:

Theorem 20.2. In the random oracle model the above modified version of EC-DSA is secure
against passive adversaries, assuming that the discrete logarithm problem in E(Fp) is hard and

q = #E(Fp) > p.

Notice how this result only applies to a certain subset of all elliptic curves.

2.2. Active Adversaries. To provide a proof for active adversaries we need to show how
the algorithm BA will answer the signature queries of the algorithm A. To do this we use the
random oracle model again, in that we use the ability of BA to choose the output of the hash
function. Notice that this may mean that the input to the hash function must be unknown up until
the message is signed. If the hash function is only applied to the message m and not some other
quantity (such as *1 above) then algorithm A could have already queried the hash oracle for the
input m before the signature is created, and then algorithm BA would not be able to change the
response from the previous one.

The process of BA signing signatures for A without A being able to tell and without BA having
the private key is called a simulation of the signing queries. This simulation essentially means that
an active attack can be no more powerful than a passive attack, in the random oracle model, since
any active attacker can be turned into a passive attacker by simply simulating the signing queries.
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2.2.1. Schnorr Signatures: Providing a simulation of the signing queries for Schnorr signa-
tures is particularly easy, and the simulator is closely related to our zero-knowledge protocols of
Chapter 25. We assume that the simulator keeps a list L of all previous random oracle queries. On
input of a message m the simulator does the following:

(1) Computes random values of s and h such that 1 ( s, h < q.
(2) Sets r = gsy!h.
(3) If (r7m,h") # L for h" '= h then the simulator returns to step 1.
(4) Sets L = LC (r7m,h), i.e. the hash oracle should now always return h on input of (r7m).
(5) Output the ‘signature’ (h, s).

You should check that the above does produce a valid signature, and that assuming h is a random
oracle the above simulation cannot be distinguished by algorithm A from a true signature algorithm.
Hence we have:

Theorem 20.3. In the random oracle model, assuming discrete logarithms are hard to compute
for the group G, no active adversary against Schnorr signatures can exist for the group G.

No similar security statement is known for DSA. A security proof is known for EC-DSA where,
instead of modelling the hash function as a generic object and reducing the security to a discrete
logarithm problem, one models the group operation as a generic object and reduces the security of
EC-DSA to the collision resistance of the actual hash function used.

2.3. RSA with Full Domain Hash. One should notice that in the previous discussion of the
Schnorr, DSA and EC-DSA signature schemes we assumed that the hash function H is a function
with codomain Fq. Such hash functions are hard to construct in practice, but the above arguments
assume this property.

A similar situation occurs with a variant of RSA signatures called RSA-FDH, or full domain
hash. In this we assume a hash function

H : {0, 1}# !$ (Z/NZ)#,

where N is the RSA modulus. Again such hash functions are hard to construct in practice, but if
we assume they can exist and we model them by a random oracle then we can prove the following
RSA signature algorithm is secure.

Let N denote an RSA modulus with public exponent e and private exponent d. Let f denote
the function

f :
" (Z/NZ)# !$ (Z/NZ)#

x )!$ xe.

The RSA problem is given y = f(x) determine x. In the RSA-FDH signature algorithm on being
given a message m we produce the signature

s = H(m)d = f!1(H(m)).

One can then prove the following theorem.

Theorem 20.4. In the random oracle model if an active adversary A exists which produces an
existential forgery for RSA-FDH, which requires qH hash queries and qS signature queries, then
there is an algorithm which given y can invert the RSA function on y with probability 1/qH .

Proof. We describe an algorithm BA which on input of y # (Z/NZ)# outputs x = f!1(y).
Algorithm BA first chooses a value of t # [1, . . . , qH ] and throughout keeps a numbered record of
all the hash queries made. Algorithm BA runs algorithm A and responds to the hash queries for
the input mi as follows:

• If A makes a hash query, and this is the tth such query then BA replies with y and updates
the internal hash list so that y = H(mt).
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• If A makes a hash query mi with i '= t, then BA computes a random si # (Z/NZ)# and
updates the internal hash list so that H(mi) = se

i (mod N) = hi, keeping a record of the
value of si. Algorithm BA then responds with hi.

If A makes a signing query for a message mi before making a hash query on the message mi then
BA first makes the hash query for algorithm A. Then signing queries are responded to as:

• If message mi is equal to mt then algorithm BA stops and returns fail.
• If mi '= mt then BA returns si as a response to the signature query.

Let A terminate with output (m, s) and without loss of generality we can assume that A made a
hash oracle query for the message m. Now if m '= mt then BA terminates and admits failure. But
if m = mt then we have

f(s) = H(mt) = y.

Hence we have succeeded in inverting f .
In analysing algorithm BA one notices that if A terminates successfully then (m, s) is an ex-

istential forgery and so m was not asked of the signing oracle. The value of t is independent of
the view of A, so A cannot try and always ask for the signature of message mt in the algorithm
rather than not ask for the signature. Hence, roughly speaking, the probability of success is around
1/qH , i.e. the probability that the existential forgery was on the message mt and not on some other
one. !

2.4. RSA-PSS. Another way of securely using RSA as a signature algorithm is to use a
system called RSA-PSS, or probabilistic signature scheme. This scheme can also be proved secure
in the random oracle model under the RSA assumption. We do not give the details of the proof
here but simply explain the scheme, since it is becoming increasingly important due to its adoption
by standards bodies. The advantage of RSA-PSS over RSA-FDH is that one only requires a hash
function with a traditional codomain, e.g. bit strings of length t, rather than a set of integers
modulo another number.

As usual one takes an RSA modulus N , a public exponent e and a private exponent d. Suppose
the security parameter is k, i.e. N is a k bit number. We define two integers k0 and k1 so that

k0 + k1 ( k ! 1.

For example one could take ki = 128 or 160.
We then define two hash functions, one which expands data and one which compresses data:

G : {0, 1}k1 !$ {0, 1}k!k1!1

H : {0, 1}# !$ {0, 1}k1 .

We let
G1 : {0, 1}k1 !$ {0, 1}k0

denote the function which returns the first k0 bits of G(w) for w # {0, 1}k1 and we let

G2 : {0, 1}k1 !$ {0, 1}k!k0!k1!1

denote the function which returns the last k ! k0 ! k1 ! 1 bits of G(w) for w # {0, 1}k1 . To sign a
message m:

• Generate a random value r # {0, 1}k0 .
• Put w = H(m7r).
• Set y = 07w7(G1(w)5 r)7G2(w).
• Output s = yd (mod N).

To verify a signature (s,m):
• Compute y = se (mod N).
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• Split y into the components
b7w7#7!

where b is one bit long, w is k1 bits long, # is k0 bits long and ! is k ! k0 ! k1 ! 1 bits
long.

• Compute r = #5G1(w).
• The signature verifies if

b = 0 and G2(w) = ! and H(m7r) = w.

If we allow the modelling of the hash functions G and H by random oracles then one can show that
the above signature algorithm is secure, in the sense that the existence of a successful algorithm to
find existential forgeries could be used to produce an algorithm to invert the RSA function. For
the proof of this one should consult the EuroCrypt ’96 paper of Bellare and Rogaway mentioned
in the Further Reading section at the end of this chapter.

3. Security of Encryption Algorithms

We have seen that it is easy, under the DDH assumption, to produce semantically secure public
key encryption schemes assuming only passive adversaries. For example the ElGamal encryption
scheme satisfies these properties. We have also seen that a semantically secure system based on
the QUADRES problem is easy to produce, assuming only passive adversaries, but this system of
Goldwasser and Micali has terrible message expansion properties. It is much harder to produce dis-
crete logarithm based systems which are secure against active adversaries or which are semantically
secure under the RSA assumption.

In this section we first present some historical attempts at producing ElGamal based encryption
algorithms which aimed to be secure against active adversaries. These are important as they show
a basic design criteria. We then go on to describe the main RSA based system which is secure
against active adversaries in the random oracle model, namely RSA-OAEP.

3.1. Immunization of ElGamal Based Encryption. Recall that ElGamal encryption is
given by

(gk,m · yk)
where y = gx is the public key. Such a system can be proved to have semantic security under the
DDH assumption using quite elementary techniques, as we showed in Chapter 18. However, we
also showed that such a system is not secure against active adversaries since the ciphertext was
trivially malleable.

It was soon realized that the problem with active attacks was that it was too easy for the
adversary to write down a valid ciphertext, and not just a related one. The reasoning went that if
it was hard for the adversary to write down a valid ciphertext without having first encrypted the
plaintext to produce the ciphertext, then the adversary would have no advantage in mounting a
chosen ciphertext attack. After all, why would an adversary want to decrypt a ciphertext if the
only way he could produce a ciphertext was to encrypt some plaintext?

This meant one needed a decryption function which on input of a ciphertext would either
output the corresponding plaintext or would output the D symbol, to signal an Invalid Ciphertext.
For this to happen some redundancy needs to be added to the ciphertext which could be checked
by the decryptor, to check whether the ciphertext was valid. Compare this with our discussion on
encryption functions in Chapter 5, where we argued that a ciphertext should contain no redundancy.
But there we were only interested in passive attacks, here we are trying to defend against much
more powerful adversaries.

Zheng and Seberry were the first to explore this philosophy for practical cryptosystems, which
pervades the modern approach to public key encryption function design. Their overall approach is



3. SECURITY OF ENCRYPTION ALGORITHMS 323

important, so we present these early attempts at producing secure public key encryption schemes
as illustrative of the approach.

The first thing to notice is that public key encryption is usually used to convey a key to encrypt
a large message, hence it is not necessary to encrypt a message which lies in the group G (as in
ElGamal encryption). We can still use the ElGamal idea to transport a key, which we can then use
to produce a session key to encrypt the actual message.

We first describe some notation:
• G is a public group of prime order q generated by g.
• V (h) takes a group element h and generates a random bit string from h. The function V

is often called a key derivation function.
• H is a hash function producing an l-bit output.
• y = gx will be the public key corresponding to the private key x.

3.1.1. Zheng–Seberry Scheme 1: To encrypt a message m one computes
(1) k #R {1, . . . , q ! 1}.
(2) z = V (yk).
(3) t = H(m).
(4) c1 = gk.
(5) c2 = z 5 (m7t).
(6) Output (c1, c2).

When we decrypt a ciphertext we perform the following steps
(1) z" = V (c1

x).
(2) w = z" 5 c2.
(3) t" is the last l bits of w.
(4) m" is the first #w ! l bits of w.
(5) If H(m") = t" then output m".
(6) Output D.

The idea here is that we have added an extra piece of information to the ElGamal ciphertext,
namely the encryption of the hash of the plaintext. Since it is meant to be hard to invert the hash
function it should be hard to write down a valid ciphertext without knowing the corresponding
plaintext. The addition of the hash adds the required redundancy which is then tested by the
decryption function.

3.1.2. Zheng–Seberry Scheme 2: The second system uses a universal one-way hash function,
which is essentially a parametrized set of hash functions Hi, where i ( 3. One can think of this in
some ways as a keyed hash function or as a MAC.

More formally a universal one-way hash function is a keyed hash function Hk such that if the
adversary is given x and then a hidden key k is chosen at random it should be hard for the adversary
to be able to compute a y such that

Hk(y) = Hk(x).
To encrypt a message m in the second of Zheng and Seberry’s schemes we compute

(1) k #R {1, . . . , q ! 1}.
(2) Let z denote the #m leftmost bits of V (yk).
(3) Let s denote the 3 rightmost bits of V (yk).
(4) c1 = gk.
(5) c2 = Hs(m).
(6) c3 = z 5m.
(7) Output (c1, c2, c3).

We leave it to the reader to write down the associated decryption function. The above system is
similar to the first but the hash of the message is no longer encrypted, it is now sent in the clear.
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But now one has an added di!cultly since we do not know which hash function, or key, has been
used to generate the hash value. The above system is very close to the system called DHIES which
is currently considered the best practical algorithm based on ElGamal encryption.

3.1.3. Zheng–Seberry Scheme 3: In the third and final scheme produced by Zheng and Seberry
one uses a DSA-like signature to ‘sign’ the message which is encrypted. The scheme works like a
combination of an ElGamal-like encryption followed by a DSA signature, however the public key
for the DSA signature is ephemeral and becomes part of the ciphertext. Again we leave it for the
reader to write down the decryption algorithm.

(1) k, t #R {1, . . . , q ! 1}.
(2) r = yk+t.
(3) z = V (r).
(4) c1 = gk.
(5) c2 = gt.
(6) c3 = (H(m) + xr)/k (mod q).
(7) c4 = z 5m.
(8) Output (c1, c2, c3, c4).

Zheng and Seberry proved their schemes secure under a very strong conjectural assumption,
namely that the space of ciphertexts was ‘sole samplable’. This is an assumption akin to assuming
that the encryption algorithm is plaintext aware. However, the first of the above schemes can be
shown to be trivially insecure as follows. Suppose in the find stage our adversary outputs two
messages m1 and m2. Then a hidden bit b is chosen and the adversary is given the encryption of
mb. This is equal to

c = (c1, c2) =
*
gk, z 5 (mb7H(mb))

+
.

The adversary in its guess stage can now perform the following operations. First it generates a
new message m3, di"erent from m1 and m2, but of the same length. Then the adversary asks the
decryption oracle to decrypt the ciphertext

(c1, c2 5 (m17H(m1))5 (m37H(m3))) .

When b = 1 the above ciphertext will be a valid encryption of m3 and so the decryption oracle will
return m3. However, when b = 0 the above ciphertext is highly unlikely to be a valid encryption of
anything, let alone m3. This gives us a polynomial-time test, for an adaptive adversary, to detect
the value of the hidden bit b.

3.2. RSA-OAEP. Recall that the raw RSA function does not provide a semantically secure
encryption scheme, even against passive adversaries. To make a system which is secure we need
either to add redundancy to the plaintext before encryption or to add some other form of re-
dundancy to the ciphertext. In addition the padding used needs to be random so as to make a
non-deterministic encryption algorithm. This is done in RSA by using a padding scheme, and over
the years a number of padding systems have been proposed. However, some of the older ones are
now considered weak.

By far the most successful padding scheme in use today was invented by Bellare and Rogaway
and is called OAEP or Optimized Asymmetric Encryption Padding. OAEP is a padding scheme
which can be used with any function which is a one-way trapdoor permutation, in particular the
RSA function. When used with RSA it is often denoted RSA-OAEP.

Originally it was thought the RSA-OAEP was a plaintext-aware encryption algorithm, but this
claim has since been shown to be wrong. However, one can show in the random oracle model that
RSA-OAEP is semantically secure against adaptive chosen ciphertext attacks.
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We first give the description of OAEP in general. Let f be any k-bit to k-bit trapdoor one-way
permutation, e.g. for k = 1024 one could let f be the RSA function c = me. Let k0 and k1 denote
numbers such that a work e"ort of 2k0 or 2k1 is impossible (e.g. k0, k1 > 128). Put n = k! k0 ! k1

and let

G : {0, 1}k0 !$ {0, 1}n+k1

H : {0, 1}n+k1 !$ {0, 1}k0

be hash functions. Let m be a message of n bits in length. We then encrypt using the function

E(m) = f
*
{m 7 0k1 5G(R)}7{R 5H(m0k1 5G(R))}

+
.

where

• m 7 0k1 means m followed by k1 zero bits,
• R is a random bit string of length k0,
• 7 denotes concatenation.

One can view OAEP as a two-stage Feistel network as Fig. 1 demonstrates.

Figure 1. OAEP as a Feistel network
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To decrypt a message given E(m) and the trapdoor to f we can compute

A = {T7{R 5H(T )}} =
.
{m 7 0k1 5G(R)}7{R 5H(m 7 0k1 5G(R))}

/
.

So we know

T = m 7 0k1 5G(R).

Hence we can compute H(T ) and recover R from R 5 H(T ). But then given R we can compute
G(R) and recover m. Note we need to check whether T 5G(R) ends in k1 zeros, if it does not then
we should reject this ciphertext as invalid.

The main result about RSA-OAEP is:

Theorem 20.5. In the random oracle model, if we model G and H by random oracles then
RSA-OAEP is semantically secure against adaptive chosen ciphertext attacks if the RSA assumption
holds.
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Proof. We sketch the proof and leave the details for the interested reader to look up. We first
rewrite the RSA function f as

f :

;
{0, 1}n+k1 3 {0, 1}k0 !$ (Z/NZ)#

(s, t) )!$ (s7t)e (mod N).

Note it is impossible to mathematically write the RSA function like this, but let us assume that
we can. We then define RSA-OAEP as

s = (m70k1)5G(r), t = r 5H(s).

The RSA assumption can be proved to be equivalent to the partial one-wayness of the function
f , in the sense that the problem of recovering s from f(s, t) is as hard as recovering (s, t) from
f(s, t). So for the rest of our sketch we try to turn an adversary A for breaking RSA-OAEP into
an algorithm BA which solves the partial one-wayness of the RSA function. In particular BA is
given c# = f(s#, t#), for some fixed RSA modulus N , and is asked to compute s#.

Algorithm BA now calls the find stage of A to produce two messages m0 and m1. A bit b is
then chosen by BA and BA now assumes that c# is the encryption of mb. The ciphertext c# is now
given to the guess stage of A, and A tries to guess the bit b. Whilst algorithm A is running the
algorithm BA must answer the oracle queries for the hash function G, the hash function H and the
decryption oracle. To maintain consistency, BA keeps two lists, an H-List and a G-List of all prior
calls to the oracles for H and G respectively.

The oracle queries are answered by BA as follows:
• Query G(!):

For any query / in the H-List one checks whether

c# = f(/, ! 5H(/)).

– If this holds then we have inverted f as required, we can still continue with the
simulation of G and set

G(!) = / 5 (mb70k1).

– If this equality does not hold for any value of / then we choose G(!) uniformly at
random from the codomain of G.

• Query H(/):
A random value is chosen from the codomain of H and set to this value. We also check
whether for any ! in the G-List we have

c# = f(/, ! 5H(/)),

if so we have managed to partially invert the function f as required.
• Query decryption of c :

We look in the G-List and the H-List for a pair !, / such that if we set

* = /, + = ! 5H(/) and µ = G(!)5 /,
then c = f(*, +) and the k1 least significant bits of µ are equal to zero. If this is the case
then we return the plaintext consisting of the n most significant bits of µ, otherwise we
return D.

Notice that if a ciphertext which was generated in the correct way (by calling G, H and the
encryption algorithm) is then passed to the above decryption oracle, we will obtain the original
plaintext back.

We have to show that the above decryption oracle is able to ‘fool’ the adversary A enough of
the time. In other words when the oracle is passed a ciphertext, which had not been generated by
a prior call to the necessary G and H, we need to show that it produces a value which is consistent
with the running of the adversary A.
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Finally we need to show that if the adversary A has a non-negligible chance of breaking the
semantic security of RSA-OAEP then one has a non-negligible probability that BA can partially
invert f .

These last two facts are proved by careful analysis of the probabilities associated with a number
of events. Recall that BA assumes that c# = f(s#, t#) is an encryption of mb. Hence, there should
exist an r# which satisfies

r# = H(s#)5 t#,

G(r#) = s# 5 (mb70k1).

One first shows that the probability of the decryption simulator failing is negligible. Then one
shows that the probability that s# is actually asked of the H oracle is non-negligible, as long as the
adversary A has a non-negligible probability of finding the bit b. But as soon as s# is asked of H
then we spot this and can therefore break the partial one-wayness of f .

The actual technical probability arguments are rather involved and we refer the reader to the
paper of Fujisaki, Okamoto, Pointcheval and Stern where the full proof is given. !

3.3. Turning CPA Schemes into CCA2 Schemes. Suppose we have a public key en-
cryption scheme which is semantically secure against chosen plaintext attacks, such as ElGamal
encryption. Such a scheme by definition needs to be non-deterministic hence we write the encryp-
tion function as

E(m, r),
where m is the message to be encrypted and r is the random input and we denote the decryption
function by D(c). Hence, for ElGamal encryption we have

E(m, r) = (gr,m · hr).

Fujisaki and Okamoto showed how to turn such a scheme into an encryption scheme which is
semantically secure against adaptive adversaries. Their result only applies in the random oracle
model and works by showing that the resulting scheme is plaintext aware. We do not go into the
details of the proof at all, but simply give the transformation which is both simple and elegant.

We take the encryption function above and alter it by setting

E"(m, r) = E(m7r,H(m7r))

where H is a hash function. The decryption algorithm is also altered in that we first compute

m" = D(c)

and then we check that
c = E(m",H(m")).

If this last equation holds we recover m from m" = m7r, if the equation does not hold then we
return D.

For ElGamal encryption we therefore obtain the encryption algorithm

(gH(m*r), (m7r) · hH(m*r)),

which is only marginally less e!cient than raw ElGamal encryption.

Chapter Summary
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• The main technique in provable security is to show how the existence of an adversary
against the cryptographic scheme under consideration can be used to solve some suppos-
edly hard problem. Since one believes the problem to be hard, one then concludes that
such an adversary cannot exist.

• The random oracle model is a computational model used as a proof technique in provable
security. A proof in the random oracle model does not mean the system is secure in the
real world, it only provides evidence that it may be secure.

• In the random oracle model one can use the forking lemma to show that certain discrete
logarithm signature schemes are secure. To obtain proofs in the case of active adversaries
one uses the random oracle to simulate the signing queries of the adversary.

• One can also show in the random oracle model that the two main RSA based signature
schemes used in ‘real life’ are also secure, namely RSA-FDH and RSA-PSS.

• Proving encryption algorithms to be secure is slightly more tricky, early attempts of Zheng
and Seberry made use of non-standard assumptions.

• In the random oracle model one can prove that the standard RSA encryption method,
namely RSA-OAEP, is secure.

Further Reading

Provable security is a rapidly expanding field, and the number of papers grows with each
passing year. A good description of the forking lemma and its applications is given in the article
of Pointcheval and Stern. The random oracle model and a number of applications including RSA-
FDH and RSA-PSS are given in the papers of Bellare and Rogaway. The full proof of the security
of RSA-OAEP is given in the paper of Fujisaki and others.

M. Bellare and P. Rogaway. Random oracles are practical: a paradigm for designing e!cient
protocols. In Proc. 1st Annual Conf. on Comp. and Comms. Security, ACM, 62–73, 1993.

M. Bellare and P. Rogaway. The exact security of digital signatures – How to sign with RSA and
Rabin. In Advances in Cryptology – EuroCrypt ’96. Springer-Verlag LNCS 1070, 399–416, 1996.

E. Fujisaki, T. Okamoto, D. Pointcheval and J. Stern. RSA-OAEP is secure under the RSA
assumption. In Advances in Cryptology – CRYPTO 2001, Springer-Verlag LNCS 2139, 260–274,
2001.

D. Pointcheval and J. Stern. Security arguments for digital signatures and blind signatures. J. Cryp-
tology, 13, 361–396, 2000.



CHAPTER 21

Hybrid Encryption

Chapter Goals

• To introduce the security notions for symmetric encryption schemes.
• To introduce and formalise the notion of hybrid encryption, via KEMs and DEMs.
• To present an e!cient DEM, built out of a block cipher and a MAC.
• To present two e!cient KEMs, namely RSA-KEM and DHIES.

1. Introduction

Almost always public key schemes are used to only transmit a short per message secret, such as
a session key. This is because public key schemes are too ine!cient to use to encrypt vast amounts
of data. The actual data is then encrypted using a symmetric cipher. Such an approach is called
a hybrid encryption scheme.

In this chapter we first define the security notions for symmetric ciphers which are analogous
to those presented in Chapter 18. This allows us to then go on and formalise a way of designing
a hybrid cipher, using the KEM/DEM approach. A KEM is a Key Encapsulation Mechansism,
which is the public key component of a hybrid cipher, whilst a DEM is the Data Encapsulation
Mechansism, which is the symmetric component. We show how a secure DEM can be formed from
a weakly secure symmetric cipher and a MAC.

We then argue, without using random oracles, that a suitably secure DEM and a suitably secure
KEM can be combined to produce a secure hybrid cipher. This means we only need to consider
the symmetric and public key parts seperately, thus simplifying our design considerably.

Finally, we show how a KEM can be constructed in the random oracle model using either the
RSA or the DLP primitive. The resulting KEMs are very simple to construct and very natural,
and thus we see the simplification we obtain by considering hybrid encryption.

2. Security of Symmetric Ciphers

In this section we extend the security model of semantic security under adaptive chosen cipher-
text attack for public key schemes to the symmetric setting, we then look at what the security
definition should be for message authentication codes.

2.1. Security Models for Symmetric Ciphers. Semantic/polynomial security of symmet-
ric ciphers is defined similarly to that of public key schemes. Let Ek(m) denote the encryption
algorithm and Dk(c) denote the decryption algorithm.

The adversary runs in two stages:
• Find: In the find stage the adversary produces two plaintext messages m0 and m1, of

equal length.
• Guess: The adversary is now given the encryption cb = Ek(mb) of one of the plaintexts

mb for some secret hidden bit b under some randomly chosen, and secret, symmetric key

329
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k. The goal of the adversary is to guess the value of the bit b with probability greater
than one half.

Note, that this does not mean, as it does in the public key setting, that the encryption scheme
must be probabilistic since the adversary is unable to evaluate the encryption algorithm without
knowing the secret key k. Also, note that the key, under which the challeneg message is encrypted,
is chosen after the adversary has chosen his two messages.

This type of security is often called one-time security, since the adversary only sees one valid
ciphertext encrypted under the target key. This needs to be compared to the public key setting
whereby an adversary can generate as many valid ciphertexts of its choosing by simply encrypting
a message using the public key.

The advantage of an adversary A in the above game is defined to be

AdvA =
<<<<Pr(A(guess, cb,m0,m1) = b)! 1

2

<<<< .

A scheme is said to be secure if for all adversaries, all polynomials p and su!ciently large t we have

AdvA (
1

p(t)
,

where t is the key size of the symmetric cipher. We say that AdvA grows as a negligible function
of t.

Notice, that in the above game that the adversary only sees one encryption of a message under
the secret key k. Schemes which are secure in this sense are often called one-time encryption
schemes. Recall that in Chapter 8 we commented that sometimes one used CBC mode with a fixed
IV , this is precisely the situation we have here. Hence, for one-time encryption schemes one can
use deterministic encryption.

To see a distinct di"erence between the public key and the private key setting, notice that in the
public key setting the adversary could obtain encryptions of messages of her choice. This resulted
in public key schemes needing to be probabilistic in nature. In the symmetric setting the adversary
is not able to obtain encryptions of messages of her choice, bar the encryption of mb. Thus we can
use deterministic symmetric encryption in this setting.

The above definition defines the notion of semantic security (or indistinguishability of encryp-
tions) against passive attacks. It is clear that the one-time pad will meet the above security
definition. To define the notion for adaptive adversaries, i.e. CCA attacks, we give the adversary
a decryption box in the second phase of the game which will decrypt, under the key k, arbitrary
ciphertexts c of her choosing. Except the adversary is not allowed to query the decryption box
with the target ciphertext cb.

There are situations where one used a symmetric cipher in places where an adversary is able
to obtain encryptions of messages of their choice. Such a situation is said to be a chosen plaintex
attack, i.e. CPA attack. Note, that in the symmetric setting a CPA attack is an active attack
whilst in the public key setting a CPA attack is a passive attack. In such situations the symmetric
cipher needs to be probabilistic in nature. It is in these situations where one could use CBC Mode
with a randomized IV .

It is assumed that a good block cipher used in CBC Mode produces a symmetric cipher which is
semantically secure under passive attacks (fixed or random IV ) or chosen plaintext attacks (random
IV ). However, they do not produce ciphers which are secure under chosen ciphertext attacks as
the following example illustrates. Suppose the adversary selects two messages m1 and m2 of length
twice the block length of the underlying cipher, i.e. we write

m1 = m1,17m1,2,

m2 = m2,17m2,2,
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where mi,j is a single block. We assume that m1,1 '= m2,1. The challenger then encrypts, using
CBC Mode, one of these messages to produce the three block ciphertext

cb = c17c27c3,

where c1 is the IV, and c2 and c3 result from encrypting the relavant blocks under CBC Mode.
The adversary then forms the ciphertext

c = c17c27c"3
where c"3 is a random block. Since this ciphertext is di"erent from the challenge ciphertext the
adversary is allowed to ask her decryption box to decrypt it. When decrypted the resulting message
will be of the following form

mb,17m"
2,

where m"
2 is a random message block. Since the first block of the decryption will be equal to the

first block of one of the original challenge messages, the adversary can determine which message was
encrypted. Note the above chosen ciphertext attack also applies when the CBC Mode encryption
is used with a random value of IV . Hence, the attack shows a distinct di"erent between CPA and
CCA attacks in the symmetric setting.

The reason why this attack works is that CBC Mode on its own contains no integrity checking,
i.e. the adversary can alter blocks and will still obtain a valid ciphertext. A similar, but simpler,
attack applies in the case of the one-time pad, which is secure against passive attacks but not
against chosen ciphertext attacks. Our earlier public key encryption schemes which are secure
against CCA attacks all had some notion of decryption failure, hence it appears that we need to
extend this idea to the symmetric setting.

So whilst a standard block cipher is semantically secure against passive attacks, we need to
use a di"erent term to signal a symmetric cipher which is secure against active attacks. The term
used to describe such symmetric ciphers is that of Data Encapsulation Mechanism, or DEM for
short. We shall see that it is easy to construct such a DEM by taking a standard block cipher and
appending a MAC to it. Before, presenting this we first need to define what we mean by a MAC
being secure.

2.2. Security Models for MACs. Recall that a MAC is a function which takes as input a
secret key k and a message m and outputs a code c = MACk(m). Intuitively, a MAC should be
secure if no-one can produce a valid MAC on a message without knowing the secret key k.

The weakest form of security for a MAC is one which for which an adversary cannot win the
following game.

• Stage 1: The adversary first outputs a message m.
• Stage 2: The challenger chooses a secret MAC key k and returns c = MACk(m) to the

adversary. The adversaries goal is then to output a pair new MAC pair m", c" with m" '= m
for which the MAC verifies.

Let AdvA denote the advantage of the adversary in solving the above game. We require, for a MAC
to be secure, that this advantage grows negligibly as a function of the bit length of k.

This definition can clearly be extended to allow the adversary to adaptively select other messages
on which it wishes to obtain a MAC, and then it needs to output a MAC on a message which it
has not seen. However, we shall only require the weak definition of security given above.

2.3. Constructing DEMs. Recall a DEM is a symmetric cipher which is semantically secure
against adaptive chosen ciphertext adversaries. We can now turn to a standard construction of a
DEM from a symmetric cipher Ek which is sematically secure against passive attacks and a MAC
function MACk which is secure is the above sense. There are other ways of constructing secure
DEMs, but the following is the simplest given constructions we have already met.



332 21. HYBRID ENCRYPTION

We build the DEM as follows: The key space of the DEM is the product of the key space of
the symmetric cipher and the key space of the MAC. i.e. The DEM key consists of a pair of keys
(k1, k2), one for the symmetric cipher and one for the MAC.

To encrypt a message m, one first forms the encryption c1 = Ek1(m) under the symmetric
cipher. Then one takes the MAC of the resulting ciphertext c2 = MACk2(c1) under the MAC. The
output of the DEM is the pair (c1, c2).

To decrypt such a pair (c1, c2) one first checks whether the MAC verifies correctly, by checking
whether c2

?= MACk2(c1). If this fails then the decryptor outputs Invalid Ciphertext, otherwise
the message is decrypted in the usual way via Dk1(c1).

Notice, how the MAC is taken on the ciphertext and not the message and that there is the
notion of invalid ciphertexts, which is similar to the cases we have looked at in the public key
setting. However, we need to show that such a construction meets our security definition.

Theorem 21.1. The above construction of a DEM is sematically secure against active adver-
saries, asssuming the underlying symmetric cipher is semantically secure against passive adversaries
and the MAC is secure.

Proof. As usual we only sketch the proof, the interested reader should consult the paper by
Cramer and Shoup mentioned in the further reading of this chapter for more details.

We prove the theorem by assuming that there exists an adversary A against the DEM con-
struction, and then showing that if this is successful either we can break the underlying symmetric
cipher, or the MAC function.

We run A as a passive adversary against the underlying symmetric cipher, by responding to all
its decryption queries as Invalid Ciphertext. Two possibilties occur, either A breaks the underlying
symmetric cipher, or algorithm A realises it is interacting with an invalid decryption oracle. In
the first case A has broken the symmetric cipher under a passive attack, in the second case we
have managed to construct an adversary which breaks the underlying MAC, i.e. algorithm A has
created a new MAC which verifies. !

3. Hybrid Ciphers

Since when encrypting large amounts of data we do not want to use a public key scheme it
is common to encrypt the data with a symmetric cipher and then encrypt the key used for the
symmetric cipher with a public key scheme. Thus we use the public key scheme as a key transport
mechanism, like in Chapter 9. It turns out that if we carefully define what properties we want from
such a scheme it is easier to define such mechanisms than full blown public key encryption schemes.

We define a Key Encapsulation Mechanism, or KEM, as a mechanism which from the encryptors
side takes a public key y and outputs a symmetric key k and an encapsulation of that key c for use
by the holder of the corresponding private key. The holder of the private key x can then take the
encapsulation c and their private key, and then recover the symmetric key k. This is exactly the
property one would require of a public key, key transport mechanism.

The idea of a KEM-DEM system is that one takes a KEM and a DEM, such that the symmetric
keys output by the KEM match the key space of the DEM, and then use the two together to form
a hybrid cipher. In more detail, suppose one wished to encrypt a message m to a user with
public/private key pair (y, x). One would perform the following steps:

• (k, c1) = KEM(y).
• c2 = DEMk(m).
• Send c1, c2 to the recipient.

The recipient would, upon recieving the pair c1, c2, perform the following steps, where D denote
the Invalid Ciphertext symbol,

• k = KEM!1(c1, x).
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• If k =D return D.
• m = DEMk

!1(c2).
• Return m

We would like the above hybrid cipher to meet our security definition for public key encryption
schemes, namely semantic security against adaptive chosen ciphertext attacks. We shall see that
the use of a DEM in the above hybrid cipher is crucial in meeting this strong definition. But before
explaining why the above hybrid cipher is secure we need to define what it means for a KEM to be
secure.

The security definition for KEMs is based on the security definition of indistinguishability of
encryptions for public key encryption algorithms. However, we now require that the key output by
a KEM should be indistinguishable from a random key. Thus the security game is defined via the
following game.

• The challenger generates a random key k0 from the space of symmetric keys output by
the KEM.

• The challenger calls the KEM to produce a valid key k1 and its encapsulation c under the
public key y.

• The challenger picks a bit b and sends to the adversary the values kb, c.
• The goal of the adversary is to decide whether b = 0 or 1.

The advantage of the adversary is defined to be

AdvA =
<<<<Pr(A(kb, c, y) = b)! 1

2

<<<< .

If t is the security parameter, i.e. the size of the public key y, then the scheme is said to be secure
if

AdvA (
1

p(t)
,

for all adversaries A and all polynomials p and su!ciently large t.
The above only defines the security in the passive case, to define security under adaptive chosen

ciphertext attacks one needs to give the adversary access to a decapsulation function. This decap-
sulation function will return the key (or the invalid encapsulation symbol) for any encapsulation
of the adversaries choosing, bar the target encapsulation c. This decapsulation function can be
called both before and after the adversary is given the challenge encapsulation c, in which case the
security game above becomes a two-stage game as in the case of public key encryption schemes.

We can now show that if we use a suitably secure KEM and a suitably secure DEM, then the
resulting hybrid cipher is secure.

Theorem 21.2. If one uses a KEM and a DEM which are secure against active adversaries
in creating the hybrid cipher, then the hybrid cipher is a public key encryption scheme which had
indistinguishable encryptions in the presence of adaptive chosen ciphertext attacks.

We do not give the proof, but direct the reader to the paper of Cramer and Shoup for the
details. The proof is relatively simple, however it uses a technique called game-hopping which we
have not introduced in this book.

4. Constructing KEMs

One of the benefits we said about using KEMs was we said that they were easier to design.
In this section we first look at RSA-KEM, whose construction and proof should be compared
to that of RSA-OAEP. Then we turn to DHIES which should be compared to either the Zheng–
Seberry schemes mentioned earlier, or the discrete logarithm scheme based on the Fujisaki–Okamoto
transform in Chapter 20.
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4.1. RSA-KEM. Let N denote an RSA modulus, i.e. a product of two primes p and q of
roughly the same size. Let e denote an RSA public exponent and d an RSA private exponent.
We let fN (x) denote the RSA function, i.e. the function that maps an integer x modulo N to
the number xe (mod N). Recall, that the RSA is the problem of given an integer y modulo N to
recover the value of x such that fN (x) = y.

We define RSA-KEM by taking a cryptographic hash function H which takes integers modulo
N and maps them to symmetric keys, of the size required by the user of the KEM (i.e. the key size
of the DEM. Encapsulation then works as follows:

• Generate x # {1, . . . ,N ! 1}.
• Compute c = fN (x).
• Compute k = H(x).
• Output (k, c).

Since the person with the private key can invert the function fN , decapsulation is easily performed
via

• Compute x = f!1
N (c).

• Compute k = H(x).
• Output k.

Note, how there is no notion of invalid ciphertexts and how simple this is in comparison to RSA-
OAEP. We only need show that this simple construction meets our definition of a secure KEM

Theorem 21.3. In the random oracle model RSA-KEM is a secure KEM in the context of
active adversaries, assuming the RSA problem is hard.

Proof. Given an adversary A we wish to construct an algorithm BA which solves the RSA
problem. We model H via a random oracle, thus BA keeps a list of triples (x, c, h) of queries to H,
which is initialy set to be empty.

The adversary is allowed to make queries of H. If this query, on x, has been made before then
BA uses its list to respond as required. If there is a value on the list of the form (D, c, h) with
fN (x) = c then BA replaces this value with (x, c, h) and responds with h. Otherwise BA generates
a new random value of h, adds the triple (x, f(x), h) to the list and responds with h.

The adversary can also make decapsulation queries on an encapsulation c. To answer these BA

checks whether fN(x) = c for a value (x, E, h) on the list, if it is BA replaces this entry with (x, c, h)
and we respond with h. If there is a value (E, c, h) on the list it responds with h. Otherwise, it
generates h at random, places the triple (D, c, h) on the list and responds with h.

At some point A will request its challenge encapsulation. At this point BA generates a sym-
metric key k at random and takes as the challenge encapsulation the value y of the RSA function
which BA is trying to find the preimage of. It then passes k and y to A.

Since A is running in the random oracle model, the only way that A can have any success in
the game is by querying H on the preimage of y. Thus if A is successful then the preimage of y
will exist on the list of triples kept by algorithm BA. !

4.2. The DHIES Encryption Scheme. The DHIES encryption scheme is very similar to
the type of immunization techniques originally proposed by Zheng and Seberry. However, one
can prove that DHIES is secure against adaptive chosen ciphertext attack, assuming the three
components are themselves secure, the three components being

• A finite cyclic abelian group in which the interactive Hash Di!e–Hellman (HDH) assump-
tion holds.

• A symmetric key based encryption function which is semantically secure against adaptive
chosen plaintext attacks.
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• A message authentication code, or keyed hash function, for which an active adversary
cannot find the MAC of an ‘unasked message’. One should think of this last concept as a
MAC version of existential forgery.

The DHIES scheme of Bellare and Rogaway integrates all three of the above components giving
rise to the schemes name, Di!e–Hellman Integrated Encryption Scheme. Originally the scheme
was called DHAES, for Di!e–Hellman Augmented Encryption Scheme, but this caused confusion
with the Advanced Encryption Standard.

Key generation for DHIES is just like that of ElGamal encryption. The domain parameters are
a cyclic finite abelian group G of prime order q, a generator g, a symmetric encryption function
{Ek,Dk}, a MAC function which we shall denote by MACk and a hash function H.

To generate a public/private key pair we generate a random x # Z/qZ and compute the public
key

f = gx.

To encrypt a message m we generate a random per message ephemeral key k and compute

v = fk and u = gk.

Then we pass this into the hash function to obtain two keys, one for the symmetric encryption
algorithm and one for the MAC function,

(k1, k2) = H(u7v).

We then compute

c = Ek1(m),
t = MACk2(c).

The ciphertext is transmitted as the triple

u7c7t.
Notice that this scheme allows arbitrary long messages to be encrypted e!ciently using a public key
scheme. The u acts as a key transport mechanism, the encryption is performed using a symmetric
encryption function, the protection against adaptive adversaries for the whole scheme is provided
by the addition of the MAC t.

On receiving the ciphertext u7c7t the legitimate private key holder can compute

v = ux.

Then the two keys k1 and k2 can be computed via

(k1, k2) = H(u7v).

The ciphertext is then rejected if the MAC does not verify, i.e. we should have

t = MACk2(c).

Finally, the plaintext is recovered from

m = Dk1(c).

We note that the scheme follows our KEM-DEM paradigm in fact one can derive the DHIES
scheme by defining a KEM and then using our earlier hybrid technique along with out construction
of a DEM from a block cipher and a MAC. We shall follow this technique as we can then show that
the full DHIES scheme is secure by applying Theorems 21.1 and 21.2.
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The DHIES KEM is then defined as follows: We generate a random per message ephemeral key
k and compute

v = fk and u = gk.

The secret key output by the KEM is the value of

H(u7v),

whilst the encapsulation of this key is the value u. To decapsulate the KEM one takes u and using
the private key one computes

v = ux.

Then the secret key can be recovered using the hash function just as the sender did.
However, to prove this KEM secure we need to introduce a new problem called the Gap-Di!e–

Hellman problem. This problem assumes that the Di!e–Hellman problem is hard even assuming
that the adversary has an oracle to solve the decision Di!e–Hellman problem. In other words, we
are given ga and gb and a function F which on input of (gx, gy, gz) will say whether z = x · y. We
then wish to output gab. It is believed that this problem is as hard as the standard Di!e–Hellman
problem. Indeed there are some groups in which the decisional Di!e–Hellman problem is easy and
the computational Di!e–Hellman problem is hard.

We can now prove that the DHIES KEM is secure:

Theorem 21.4. In the random oracle model and assuming the Gap-Di!e–Hellman problem is
hard, there exists no adversary which breaks the DHIES KEM.

Proof. Again we give a sketch. Assume A is an adversary against the KEM, we wish to
construct an algorithm BA which solves the Gap-Di!e–Hellman problem. Let f = ga and c# = gb

be in the inputs to algorithm BA. We then let f denote the public key of the scheme, and we let
c# denote the target encapsulation and let k denote a random key chosen by BA. Algorithm BA

then calls the KEM adversary with the inputs (f, c#, k).
This adversary will make a number of hash function and decapsulation queries. The algorithm

BA responds to these queries as follows. To simulate the hash function algorithm BA maintains a
list of values (h, c, x). Suppose that the hash function is called on the value x". There are three
cases which can occur.

• If x" occurs as the third component in an item in this list then the corresponding value h"

is returned to the adversary A.
• If x" is such that there is an item on the list of the form (h", c",D) such that (c", f , x") is a

valid Di!e–Hellman tuple (which can be determined from the DDH oracle given to BA),
then (h", c",D) is replaced by (h", c", x") and h" is returned to the adversary A.

• Otherwise h" is generated at random from the range of the hash function, the triple (h",D
, x") is placed on the list and h" is returned to A.

The decapsulation oracle queries are also handled via the use of the list used to simulate the hash
function and the use of the DDH oracle. Suppose that the adversary A calls its decapsulation oracle
on the input c". There are three cases which can occur.

• If c" occurs as the second component in an item in the list list then the corresponding
value h" is returned to the adversary A.

• If c" is such that there is an item on the list of the form (h",D, x") such that (c", f , x") is a
valid Di!e–Hellman tuple (which can be determined from the DDH oracle given to BA),
then (h",D, x") is replaced by (h", c", x") and h" is returned to the adversary A.

• Otherwise h" is generated at random from the range of the hash function, the triple (h", c",D
) is placed on the list and h" is returned to A.

It is easy to see that in the random oracle model the adversary A cannot tell the di"erence between
this simulation of the decapsulation and hash function queries and a genuine simulation.
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Also because we are in the random oracle model the only way that the adversary can tell
whether k is a validly encapsulated by c# is if it calls the hash function on the Di!e–Hellman value
gab. Thus, once A terminates algorithm BA finds the correct value of gab since it must be one of
the third components of an item on its list. Indeed, the exact value can be found via the use of the
DDH oracle on all items in the list. !

Chapter Summary

• We presented the KEM-DEM paradigm for designing public key encryption schemes.
• We described the security model for symmetric ciphers and showed how to construct

ciphers which are secure against active attacks.
• We gave the RSA-KEM and showed why it is secure, assuming the RSA problem is hard.
• We presented DHIES-KEM and showed why it is secure, assuming the Gap-Di!e–Hellman

problem is hard.

Further Reading

The paper by Cramer and Shoup presents the subject matter of this chapter in great detail, it
is recommended for further study of this area. The DHIES scheme was first presented in the paper
by Abdalla et. al. A good paper to look at for various KEM constructions is that by Dent.

M. Abdalla, M. Bellare and P. Rogaway. DHAES: An encryption scheme based on the Di!e–
Hellman problem. Submission to IEEE P1363a standard.

R. Cramer and V. Shoup. Design and analysis of practical public-key encryption schemes secure
against adaptive chosen ciphertext attack. SIAM Journal of Computing 33, 167–226, 2003.

A. Dent. A designer’s guide to KEMs. In Cryptography and Coding – 2003, Springer-Verlag LNCS
2898, 133–151, 2003.





CHAPTER 22

Provable Security: Without Random Oracles

Chapter Goals

• To cover some of the more modern schemes which can be proved secure without recourse
to the random oracle model.

• To examine the strong RSA assumption and the interactive Hash Di!e–Hellman assump-
tion.

• To explain the GHR and Cramer–Shoup signature algorithms.
• To explain the Cramer–Shoup encryption algorithm.

1. Introduction

In the previous chapter we looked at signature and encryption schemes which can be proved
secure in the so-called ‘random oracle model’. The random oracle model does not model the real
world of computation. A proof in the random oracle model only provides evidence that a scheme
may be secure in the real world, it does not guarantee security in the real world. We can interpret
a proof in the random oracle model as saying that if an adversary against the real-world scheme
exists then that adversary must make use of the specific hash function employed.

In this chapter we sketch recent work on how researchers have tried to construct signature and
encryption algorithms which do not depend on the random oracle model. We shall only consider
schemes which are practical, and we shall only sketch the proof ideas. Readers interested in the
details of proofs or in other schemes should consult the extensive literature in this area.

What we shall see is that whilst quite natural encryption algorithms can be proved secure
without the need for random oracles, the situation is quite di"erent for signature algorithms. This
is the opposite case to what we saw when we used random oracles to model hash functions. In
the previous chapter it was the signature algorithms which looked more natural compared with the
encryption algorithms. This should not be surprising, signature algorithms make extensive use of
hash functions for their security. Hence, we should expect that they impose stricter restraints on
such hash functions, which may not be actually true in the real world.

However, the removal of the use of random oracles comes at a price. We need to make stronger
intractability assumptions than we have otherwise made. In the next section we outline a new
intractability assumptions. This new assumption is related to an assumption we have met before,
namely that the RSA problem is hard, but the new problem is much less studied than the ones we
have met before. It is also also a potentially easier problem than ones we have met before, hence
the assumption that the problem is hard is a much stronger assumption than before.

2. The Strong RSA Assumption

We have already met and studied the RSA assumption, which is the assumption that the
following problem is hard:
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Definition 22.1 (RSA Problem). Given an RSA modulus N = p · q, an exponent e with
gcd(e,"(N )) = 1 and a random c # (Z/NZ)# find m # (Z/NZ)# such that

me = c.

The strong RSA assumption is the assumption that the following problem is hard:

Definition 22.2 (Flexible RSA Problem). Given an RSA modulus N = p · q and a random
c # (Z/NZ)# find e > 1 and m # (Z/NZ)# such that

me = c.

Clearly if we can solve the RSA problem then we can solve the flexible RSA problem. This
means that the strong RSA assumption is a stronger intractability assumption than the standard
RSA assumption, in that it is conceivable that in the future we may be able to solve the flexible
RSA problem but not the RSA problem proper. However, at present we conjecture that both
problems should be equally as hard.

3. Signature Schemes

We have already remarked that signature schemes which are provably secure, without the
random oracle model are hard to come by. They also appear somewhat contrived compared with
the schemes such as RSA-PSS, DSA or Schnorr which are used in real life. The first such provably
secure signature scheme in the standard model was by Goldwasser, Micali and Rivest. This was
however not very practical as it relied on messages being associated with leaves of a binary tree,
and each node in the tree needed to be authenticated with respect to its parent. This made the
resulting scheme far too slow.

In this section we consider two modern provably secure signature schemes which are ‘practical’.
However, we shall see with both of them that they still come with some problems which do not
occur in more standard signature schemes.

3.1. Gennaro–Halevi–Rabin Signature Scheme. In 1999 Gennaro, Halevi and Rabin
came up with a provably secure signature scheme, called the GHR signature scheme, which does
not require the random oracle model for its security. The security of this scheme is based on the
strong RSA assumption.

As the key generation step one takes an RSA modulus

N = p · q
where p and q are chosen to be safe primes, in that both (p ! 1)/2 and (q ! 1)/2 should also be
prime. This restriction on p and q implies that finding an odd integer which is not co-prime to

"(N ) = (p ! 1)(q ! 1)

is as hard as factoring. In addition to N the public key also consists of a random element s #
(Z/NZ)#.

To sign a message m the signer, who knows the factors of N , can compute a value * such that

*H(m) = s (mod N).
The above equation serves also as the verification equation.

One can see how the scheme is related to the strong RSA assumption immediately. However,
the scheme requires a very special type of hash function. To see why, suppose an active adversary
wanted a signature on a message m1 and he could find another message m2 such that

H(m2) = a · H(m1).
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Now suppose the active attacker asked the signer for a signature on m2. The signer outputs *2

such that
*2

H(m2) = s (mod N).
The attacker can now forge a signature on the message m1 by computing

*1 = *a
2 (mod N),

since

*1
H(m1) = (*a

2)H(m1) (mod N)

= *2
aH(m1) (mod N)

= *2
H(m2) (mod N)

= s.

The authors of the above signature scheme propose that the easiest way to avoid this type of
attack would be for the hash function to be such that it always returned a random prime number.
One would still require that finding collisions in the hash function was hard. Whilst it is possible
to design hash functions which only output prime numbers they are not well studied and are not
‘natural’ hash functions.

3.2. The Cramer–Shoup Signature Scheme. The Cramer–Shoup signature scheme is still
based on the strong RSA assumption and is provably secure, without the need for the random oracle
model. Like the previous GHR signature scheme the signer needs to generate prime numbers, but
these do not have to be the output of the hash function. Hence, the Cramer–Shoup scheme can
make use of a standard hash function, such as SHA-1. In our discussion below we shall assume H
is a ‘standard’ hash function which outputs bit strings of 160 bits, which we interpret as 160-bit
integers as usual.

Again to generate the public key, we create an RSA modulus N which is the produce of two
safe primes p and q. We also choose two random elements

h, x # QN ,

where as usual QN is the set of quadratic residues modulo N . We also create a random 160-bit
prime e". The public key consists of

(N,h, x, e")
whilst the private key is the factors p and q.

To sign a message the signer generates another 160-bit prime number e and another random
element y" # QN . The signer then computes, since they know the factors of N , the solution y to
the equation

y =
*
xhH(x")

+1/e
(mod N),

where x" satisfies
x" = y"e

"
h!H(m).

The output of the signer is
(e, y, y").

To verify a message the verifier first checks that e" is an odd number satisfying

e '= e".
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Then the verifier computes
x" = y"e

"
h!H(m)

and then checks that
x = yeh!H(x").

On the assumption that H is a collision resistant hash function and the strong RSA assumption
holds, one can prove that the above scheme is secure against active adversaries. We sketch the most
important part of the proof, but the full details are left to the interested reader to look up.

Assume the adversary makes t queries to a signing oracle. We want to use the adversary A to
create an algorithm BA to break the strong RSA assumption for the modulus N . Before setting up
the public key for input to algorithm A, the algorithm BA first decides on what prime values ei it
will output in the signature queries. Then, having knowledge of the ei, the algorithm BA concocts
values for the h and x in the public key, so that it always knows the eith root of h and x.

So when given a signing query for a message mi, algorithm BA can then compute a valid
signature, without knowing the factorization of N , by generating y"i # QN at random and then
computing

x"
i = y"e

"
i h!H(mi) (mod N)

and then
yi = x1/ei(h1/ei)H(x"

i) (mod N),
the signature being given by

(mi, yi, y
"
i).

The above basic signing simulation is modified in the full proof, depending on what type of forgery
algorithm A is producing. But the basic idea is that BA creates a public key to enable it to respond
to every signing query in a valid way.

4. Encryption Algorithms

Unlike the case of signature schemes, for encryption algorithms one can produce provably secure
systems which are practical and close to those used in ‘real life’, without assuming the random oracle
model.

4.1. The Cramer–Shoup Encryption Scheme. The Cramer–Shoup encryption scheme re-
quires as domain parameters a finite abelian group G of prime order q. In addition we require a
universal one-way family of hash functions. Recall, this is a family {Hi} of hash functions for which
it is hard for an adversary to choose an input x, then to draw a random hash function Hi, and then
to find a di"erent input y so that

Hi(x) = Hi(y).

A public key in the Cramer–Shoup scheme is chosen as follows. First the following random
elements are selected

g1, g2 # G,

x1, x2, y1, y2, z # Z/qZ.

The user then computes the following elements

c = g1
x1g2

x2,

d = g1
y1g2

y2 ,

h = g1
z.
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The user finally chooses a hash function H from the universal one-way family of hash functions
and outputs the public key

(g1, g2, c, d, h,H),
whilst keeping the private key secret

(x1, x2, y1, y2, z).

The encryption algorithm proceeds as follows, which is very similar to ElGamal encryption.
The message m is considered as an element of G. The sender then chooses a random ephemeral
key r # Z/qZ and computes

u1 = g1
r,

u2 = g2
r,

e = m · hr,

# = H(u17u27e),
v = crdr'.

The ciphertext is then the quadruple
(u1, u2, e, v).

On receiving this ciphertext the owner of the private key can recover the message as follows:
First they compute # = H(u17u27e) and test whether

u1
x1+y1'u2

x2+y2' = v.

If this equation does not hold then the ciphertext should be rejected. If this equation holds then
the receiver can decrypt the ciphertext by computing

m =
e

u1
z
.

To show that the scheme is provably secure, under the assumption that the DDH problem is
hard and that H is chosen from a universal one-way family of hash functions, we assume we have
an adversary A against the scheme and show how to use A in another algorithm BA which tries to
solve the DDH problem.

One way to phrase the DDH problem is as follows: Given (g1, g2, u1, u2) # G determine whether
either this quadruple is a random quadruple or we have u1 = g1

r and u2 = g2
r for some value of

r # Z/qZ. So algorithm BA will take as input a quadruple (g1, g2, u1, u2) # G and try to determine
whether this is a random quadruple or a quadruple related to the Di!e–Hellman problem.

Algorithm BA first needs to choose a public key, which it does in a non-standard way, by first
selecting the random elements

x1, x2, y1, y2, z1, z2 # Z/qZ.

Algorithm BA then computes the following elements

c = g1
x1g2

x2,

d = g1
y1g2

y2 ,

h = g1
z1g2

z2 .

Finally BA chooses a hash function H from the universal one-way family of hash functions and
outputs the public key

(g1, g2, c, d, h,H).
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Notice that the part of the public key corresponding to h has been chosen di"erently than in the
real scheme, but that algorithm A will not be able to detect this change.

Algorithm BA now runs the find stage of algorithm A, responding to decryption queries of
(u"

1, u
"
2, e

", v") by computing

m =
e"

u1
"z1u"

2
z2

,

after performing the standard check on validity of the ciphertext. The output of the find stage will
be two plaintexts m0,m1.

After running the find stage, algorithm BA chooses a bit b at random and computes the target
ciphertext as

e = mb · (u1
z1u2

z2) ,

# = H(u17u27e),
v = u1

x1+y1'u2
x2+y2'.

The target ciphertext is then the quadruple

(u1, u2, e, v).

Notice that when the input to BA is a legitimate DDH quadruple then the target ciphertext will be
a valid encryption, but when the input to BA is not a legitimate DDH quadruple then the target
ciphertext is highly likely to be an invalid ciphertext.

This target ciphertext is then passed to the guess stage of the adversary A. If this adversary
outputs the correct value of b then we suspect that the input to BA is a valid DDH quadruple,
whilst if the output is wrong then we suspect that the input to BA is not valid. This produces a
statistical test to detect whether the input to BA was valid or not. By repeating this test a number
of times we can produce as accurate a statistical test as we want.

Note, that the above is only a sketch. We need to show that the view of the adversary A in
the above game is no di"erent from that in a real attack on the system, otherwise A would know
something was not correct. For example we need to show that the responses BA makes to the
decryption queries of A cannot be distinguished from a true decryption oracle. For further details
one should consult the full proof in the paper mentioned in the Further Reading section.

Notice that, whilst very similar to ElGamal encryption, the Cramer–Shoup encryption scheme
is much less e!cient. Hence, whilst provably secure it is not used much in practice due to the
performance disadvantages.

Chapter Summary

• Signature schemes which are secure without the random oracle model are less natural than
those which are secure in the random oracle model. This is probably because signatures
make crucial use of hash functions which are easy to model by random oracles.

• The strong RSA assumption is a natural weakening of the standard RSA assumption.
• The Cramer–Shoup encryption scheme is provably secure, without the random oracle

model, assuming the DDH problem is hard. It is around three times slower than the usual
ElGamal encryption algorithm.
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Further Reading

The schemes mentioned in this chapter can be found in the following papers.

M. Abdalla, M. Bellare and P. Rogaway. DHAES: An encryption scheme based on the Di!e–
Hellman problem. Submission to IEEE P1363a standard.

R. Cramer and V. Shoup. A practical public key cryptosystem provably secure against adaptive
chosen ciphertext attack. In Advances in Cryptology – CRYPTO ’98, Springer-Verlag LNCS 1462,
13–25, 1998.

R. Cramer and V. Shoup. Signature schemes based on the strong RSA assumption. ACM Transac-
tions on Information and Systems Security, 3, 161–185, 2000.

R. Gennaro, S. Halevi and T. Rabin. Secure hash-and-sign signatures without the random oracle.
In Advances in Cryptology – EuroCrypt ’99, Springer-Verlag LNCS 1592, 123–139, 1999.





Part 5

Advanced Protocols

Encryption, Hash Functions, MACs and Signatures are only the most basic of cryptographic
constructions and protocols. We usually think of them as being carried out between a sender and
a receiver who have the same security goals. For example in encryption, both the sender and the
receiver probably wish to keep the message secret from an adversary. In other words the adversary
is assumed to be someone else.

In this section we shall detail a number of more advanced protocols. These are mainly protocols
between two or more people, in which the security goals of the di"erent parties could be conflicting,
or di"erent. For example in an electronic election voters want their votes to be secret, yet all parties
want to know that all votes have been counted, and all parties want to ensure against a bad voter
casting too many votes. Hence, the adversaries are also the parties in the protocol, they are not
necessarily external entities.

First we focus on secret sharing schemes, which allow a party to share a secret amongst a number
of partners. This has important applications in splitting of secrets into parts which can then be used
in distributed protocols. Then we turn to commitments schemes and oblivious transfer. These are
two types of basic protocols between two parties, in which the parties are assumed to be mutually
untrustworthy, i.e. the adversary is the person who you are performing the protocol with. We then
turn to the concept of zero-knowledge proofs. In this chapter we also examine a simple electronic
voting scheme. Finally we look at the subject of secure multi-party computation, which provides
an interesting application of many of our proceeding algorithms.





CHAPTER 23

Secret Sharing Schemes

Chapter Goals

• To introduce the notion of secret sharing schemes.
• To give some simple examples for general access structures.
• To present Shamir’s scheme, including how to recover the secret in the presence of active

adversaries.
• To show the link between Shamir’s secret sharing and Reed–Solomon codes.

1. Introduction

Suppose you have a secret s which you wish to share amongst n parties P . You would like
certain subsets of the n parties to recover the secret but not others. The classic scenario might
be that s is nuclear launch code and you have four people, the president, the vice-president, the
secretary of state and a general in a missile silo. You do not want the general to be able to launch
the missile without the president agreeing, but to maintain deterrence you would like, in the case
the president has been eliminated, that the vice-president, the secretary of state and the general
can agree to launch the missile. If we label the four parties as P, V, S and G, for president, vice-
president, secretary of state and general, then we would like the following sets of people to be able
to launch the missile

{P,G} and {V, S,G},
but no smaller sets. It is this problem which secret sharing is designed to deal with, however the
applications are more widespread than might at first appear.

To each party we distribute some information called the share. For a party A we will let sA

denote the secret share which they hold. In the example above there are four such shares sP , sV ,
sS and sG. Then if the required parties come together we would like an algorithm which combines
their relevant shares into the secret s. It is this problem which this chapter addresses.

2. Access Structures

Before introducing schemes to perform secret sharing we first however, need to introduce the
notion of an access structure. Any subset of parties who can recover the secret will be called a
qualifying set, whilst the set of all qualifying sets will be called an access structure. So in the
example above we have that the two sets

{P,G} and {V, S,G}
are qualifying sets. However, clearly any set containing such a qualifying set is also a qualifying
set. Thus

{P,G, V }, {P,G, S} and {P, V,G, S}
are also qualifying sets. Hence, there are five sets in the access structure. For any set in the access
structure, if we have the set of shares for that set we would like to be able to reconstruct the secret.

349
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Definition 23.1. Consider a set P. A monotone structure on P is a collection & of subsets of
P such that

• P # &
• If A # & and B is a set such that A + B + P then B # &.

Thus in the above example the access structure is monotone. This is a property which will hold
for all access structures of all secret sharing schemes. For a monotone structure we note that the
sets in & come in chains, A + B + C + P. We shall call the sets which form the start of a chain,
the minimal qualifying sets. The set of all such minimal qualifying sets for an access structure &
we shall denote by m(&). We can now give a very informal definition of what we mean by a secret
sharing scheme:

Definition 23.2. A secret sharing scheme for a monotone access structure & over a set of
parties P with respect to a space of secrets S, is a pair of algorithms called Share and Recombine
with the following properties:

• Share(s,&) takes a secret s and a monotone access structure and determines a value sA

for every A # P. The value sA is called A’s share of the secret.
• Recombine(H) takes a set H of shares for some set O of P, i.e.

H = {sO : O # O}.

If O # & then this should return the secret s, otherwise it should return nothing.

A secret sharing scheme is considered to be secure if no adversary can learn anything about the
underlying secret without having access to the shares of a qualifying set. Actually such schemes are
said to be information theoretically secure, but since most secret sharing schemes in the literature
are information theoretically secure we shall just call such schemes secure.

In this chapter we will consider two running examples of monotone access structures, so as to
illustrate the schemes. Both will be on sets of four elements: The first is from the example above
where we have P = {P, V, S,G} and

& = {{P,G}, {V, S,G}, {P,G, V }, {P,G, S}, {P, V,G, S}} .

The set of minimal qualify sets are given by

{{P,G}, {V, S,G}} .

The second example we shall define over the set of parties P = {A,B,C,D}, with access structure

& = {{A,B}, {A,C}, {A,D}, {B,C}, {B,D}, {C,D},
{A,B,C}, {A,B,D}, {B,C,D}, {A,B,C,D} } .

The set of minimal qualify sets are given by

{{A,B}, {A,C}, {A,D}, {B,C}, {B,D}, {C,D}} .

This last access structure is interesting because it represents a common structure of a threshold
access structure. Notice that we require that any two out of the four parties should be able to
recover the secret. We call such a scheme a 2-out-of-4 threshold access structure.

One way of looking at such access structures is via a boolean formulae. Consider the set m(&)
of minimal qualifying sets and define the formulae:

?

O$m(")

2
@

O$O
O

3

.



3. GENERAL SECRET SHARING 351

For example in our first example above the formulae becomes

(P :G) ; (V : S :G).

Reading this formulae out, with : being “and”, and ; being “or”, we see that one can reconstruct
the secret if we have access to the secret shares of

(P and G) or (V and S and G).

Notice how the formula is in disjunctive normal form (DNF).

3. General Secret Sharing

We now turn to two methods for constructing secret sharing schemes for arbitrary monotone
access structures. They are highly ine!cient for all but the simplest access structures but they do
show that one can cope with an arbitrary access structure. We assume that the space of secrets S
is essentially the set of bit strings of length n-bits. In both examples we let s # S denote the secret
which we are trying to share.

3.1. Ito-Nishizeki-Saito Secret Sharing. Our first secret sharing scheme makes use of
the DNF boolean formulae we presented above. In some sense every “or” gets converted into a
concatenation operation and every “and” gets converted into a 5 operation, note this can at first
sight seem slightly counter-intuitive.

The sharing algorithm works as follows. For every minimal qualifying set O # m(&), we generate
shares si # S, for 1 ( i ( l, at random, where l = |O| such that s1 5 · · · 5 sl = s. Then a party A
is given a share si if it occurs as position i in the set O.

3.1.1. Example 1: Recall we have the formulae

(P and G) or (V and S and G).

We generate shares five elements si from S such that

s = s1 5 s2,

= s3 5 s4 5 s5.

The four shares are then defined to be:

sP = s1,

sV = s3,

sS = s4,

sG = s27s5.

You should check that, given this sharing, any qualifying set can recover the secret, and only the
qualifying sets can recover the secret. Notice, that party G needs to hold two times more data
than the size of the secret. Thus this scheme in this case is not e!cient. Ideally we would like the
parties to only hold the equivalent of n bits of information each so as to recover a secret of n bits.

3.1.2. Example 2: Now our formulae is given by.

(A and B) or (A and C) or (A and D) or (B and C) or (B and D) or (C and D).
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We now generate shares for twelve elements si from S, one for each of the distinct terms in the
formulae above, such that

s = s1 5 s2,

= s3 5 s4,

= s5 5 s6,

= s7 5 s8,

= s9 5 s10,

= s11 5 s12.

The four shares are then defined to be:

sA = s17s37s5,

sB = s27s77s9,

sC = s47s87s11,

sD = s67s107s12.

You should again check that, given this sharing, any qualifying set and only the qualifying sets can
recover the secret. We see that in this case every share contains three times more information than
the underlying secret.

3.2. Replicated Secret Sharing. The above is not the only scheme for general access struc-
ture. Here we present another one called the replicated secret sharing scheme. In this scheme we
first create the sets of all maximal non-qualifying sets, these are the sets of all parties such that
if you add a single new party to each set you will obtain a qualifying set. If we label these sets
A1, . . . , At, we then form their set-theoretic complements, i.e. Bi = P \ Ai. A set of secret shares
si is then generated, one for each set Bi, so that

s = s1 5 · · ·5 st.

Then a party is given the share si if it is contained in the set Bi.

3.2.1. Example 1: The sets of maximal non-qualifying sets for this example are

A1 = {P, V, S}, A2 = {V,G} and A3 = {S,G}

Forming their complements we obtain the sets

B1 = {G}, B2 = {P, S} and B3 = {P, V }.

We generate three shares s1, s2 and s3 such that s = s1 5 s2 5 s3 and then define the shares as

sP = s27s3,

sV = s3,

sS = s2,

sG = s1.

Again we can check that only the qualifying sets can recover the secret.
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3.2.2. Example 2: For the 2-out-of-4 threshold access structure we obtain the following maximal
non-qualifying sets

A1 = {A}, A2 = {B}, A3 = {C} and A4 = {D}.
On forming their complements we obtain

B1 = {B,C,D}, B2 = {A,C,D}, B3 = {A,B,D} and B4 = {A,B,C}.
We form the four shares such that s = s1 5 s2 5 s3 5 s4 and

sA = s27s37s4,

sB = s17s37s4,

sC = s17s27s4,

sD = s17s27s3.

Whilst the above two constructions provide a mechanism to construct a secret sharing scheme
for any monotone access structure, they appear to be very ine!cient. In particular for the threshold
access structure they are particularly bad, especially as the number of parties increases. In the rest
of this chapter we will examine a very e!cient mechanism for threshold secret sharing due to
Shamir, called Shamir secret sharing. This secret sharing scheme is itself based on the ideas behind
certain error-correcting codes, called Reed–Solomon codes. So we will first have a little digression
into coding theory.

4. Reed–Solomon Codes

An error-correcting code is a mechanism to transmit data from A to B such that any errors which
occur during transmission, for example due to noise, can be corrected. They are found in many
areas of electronics; they are the thing which makes your CD/DVD resistant to minor scratches,
they make sure that RAM chips preserve your data correctly, they are used for communication
between earth and satellites or deep space probes.

A simpler problem is one of error-detecting. Here one is only interested in whether the data has
been altered or not. A particularly important distinction to make between the area of coding theory
and cryptography is that in coding theory one can select simpler mechanisms to detect errors. This
is because, in coding theory the assumption is that the errors are introduced by random noise,
whereas in cryptography any errors are thought to be actively inserted by an adversary. Thus in
coding theory, error detection mechanisms can be very simple, whereas in cryptography we have
to resort to complex mechanism’s such as MAC’s and digital signatures.

Error correction on the other hand is not only interested with detecting errors, it also wants to
correct those errors. Clearly one cannot correct all errors, but it would be nice to correct a certain
number. A classic way of forming error-correcting codes is via Reed–Solomon codes. Usually such
codes are presented, in coding theory, over a finite field of characteristic two. However, we are
interested in the general case and so we will be using a code over Fq, for a prime power q.

To define a Reed–Solomon code we also require two other integer parameters n and t. The
value n defines the length of each code-word, whilst the number t is related to the number of errors
we can correct. We also define a set X + Fq of size n. If the characteristic of Fq is larger than
n then we can select X = {1, 2, . . . , n}, although any set will do. For our application to Shamir
secret sharing later on we will assume that 0 '# X .

Consider the set of polynomials of degree less than or equal to t over the field Fq.

P =
A
f0 + f1X + . . . + ftX

t : fi # Fq
B

.

The set P represents the total number of code-words in our code, i.e. the amount of di"erent data
which we can transmit in any given block. The total number of code-words is then equal to qt+1.
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To create the actual code-word we evaluate the polynomial at all elements in X . Hence, the set of
actual code-words is given by

C = {(f(x1), . . . , f(xn)) : f # P, xi # X} .

The length of a code word is then given by n · log2 q. So we require n · log2 q bits to represent
(t + 1) · log2 q bits of information.

As an example consider the Reed–Solomon code with parameters q = 101, n = 7, t = 2 and
X = {1, 2, 3, 4, 5, 6, 7}. Suppose our “data”, which is represented by an element of P, is given by
the polynomial

f = 20 + 57X + 68X2.

To transmit this data we compute f(i) (mod q) for i = 1, . . . , 7, to obtain the code-word

c = (44, 2, 96, 23, 86, 83, 14).

This code-word can now be transmitted or stored.

4.1. Data Recovery. At some point the code-word will need to be converted back into the
data. In other words we have to recover the polynomial in P from the set of points at which it was
evaluated, i.e. the vector of values in C. We will first deal with the simple case and assume that
no errors have occurred.

The receiver is given the data c = (c1, . . . , cn) but has no idea as to the underlying polynomial
f . Thus from the receivers perspective he wishes to find the fi such that

f =
t'

j=0

fjX
j .

It is well known, from high school, that a polynomial of degree at most t is determined completely
by its values at t+1 points. So as long as t < n we can recover f when no errors occur; the question
is how?

First note that the receiver can generate n linear equations via

ci = f(xi) for xi # X.

In other words he has the system of equations:

c1 = f0 + f1x1 + · · · + ftx
t
1,

...
...

cn = f0 + f1x1 + · · · + ftx
t
n.

So by solving this system of equations over the field Fq we can recover the polynomial and hence
the data.

Actually the polynomial f can be recovered without the need for solving the linear system, via
the use of Lagrange interpolation. Suppose we first compute the polynomials

/i(X) =
!

xj$X,j ,=i

X ! xj

xi ! xj
, 1 ( i ( n.

Note that we have the following properties, for all i.
• /i(xi) = 1.
• /i(xj) = 0, if i '= j.
• deg /i(X) = n! 1.
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Lagrange interpolation takes the values ci and computes

f(X) =
n'

i=1

ci · /i(X).

The three properties above on the polynomials /i(X) translate into the following facts above f(X)
• f(xi) = ci for all i.
• deg f(X) ( n! 1.

Hence, Lagrange interpolation finds the unique polynomial which interpolates the n elements in
the code-word.

4.2. Error Detection. Returning to our Reed–Solomon codes we see that by using Lagrange
interpolation on the code-word we will recover a polynomial of degree t when their are no errors,
but when there are errors in the received code-word we are unlikely to obtain a valid polynomial,
i.e. an element of P. Hence, we instantly have an error-detection algorithm.

Returning to our example parameters above. Suppose the following code-word was received

c = (44, 2, 25, 23, 86, 83, 14).

In other words it is equal to the sent code-word except in the third position where a 96 has been
replaced by a 25. We compute once and for all the polynomials, modulo q = 101,

/1(X) = 70X6 + 29X5 + 46X4 + 4X3 + 43X2 + 4X + 7,

/2(X) = 85X6 + 12X5 + 23X4 + 96X3 + 59X2 + 49X + 80,

/3(X) = 40X6 + 10X5 + 83X4 + 23X3 + 48X2 + 64X + 35,

/4(X) = 14X6 + 68X5 + 33X4 + 63X3 + 78X2 + 82X + 66,

/5(X) = 40X6 + 90X5 + 99X4 + 67X3 + 11X2 + 76X + 21,

/6(X) = 85X6 + 49X5 + 91X4 + 91X3 + 9X2 + 86X + 94,

/7(X) = 70X6 + 45X5 + 29X4 + 60X3 + 55X2 + 43X + 1.

The receiver now tries to recover the sent polynomial given the data he has received. He obtains

f(X) = 44 · /1(X) + · · · + 14 · /7(X) = 60 + 58X + 94X2 + 84X3 + 66X4 + 98X5 + 89X6.

But this is a polynomial of degree six and not of degree t = 2. Hence, the receiver knows that there
is at least one error in the code word that he has received. He just does not know which one is in
error, nor what its actual value should be.

4.3. Error Correction. The intuition behind error correction is the following. Consider a
polynomial of degree three over the reals evaluates in seven points, such as that in Figure 1.
Clearly there is only one cubic curve which interpolates all of the points, since we have specified
seven of them and we only need four such points to define a cubic curve. Now suppose one of these
evaluations is given in error, for example the point at x = 3, as in Figure 2. We see that we still
have six points on the cubic curve, and so there is a unique cubic curve passing through these six
valid points. However, if we took another six points, i.e. five valid ones and the error one, then it
is highly likely that the curve which goes through second six points would not be cubic.

In other words because we have far more valid points than we need to determine the cubic curve,
we are able to recover it. This leads to a very ine!cient method for polynomial reconstruction.
We return to the general case of a polynomial of degree t evaluated at n points. Suppose we know
that there are at most e errors in our code-word. Then we simply produce the list of all subsets
S of the n points with n! e members. We then try to recover a polynomial of degree t, if we are
successful then we have a good probability that the subset S is the valid set, if we are unsuccessful
then we know that S contains an element which is in error.
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Figure 1. Cubic function evaluated at seven points
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Figure 2. Cubic function going through six points and one error point

–20

–10

0

10

20

1 2 3 4 5 6 7 8
x

This is clearly a silly algorithm to error correct a Reed–Solomon code. The total number of
subsets we may have to take is given by

nCn!e =
n!

e! · (n! e)!
.

But we will still analyse this algorithm a bit more:
To be able to recover a polynomial of degree t we must have that t < n! e, i.e. we must have

more valid elements than there are coe!cients to determine. Suppose we not only have e errors
but we also have s “erasures”, i.e. values which we do not even receive. To recover a polynomial
of degree t we will require

t < n! e! s.

But we could recover many such polynomials, for example if t = n ! e ! s + 1 then all such sets
S will result in a polynomial of degree at most t. To obtain a unique polynomial from the above
method we will need to make sure we do not have too many errors.

It can be shown that if we can obtain at least t + 2e valid points then one can recover a unique
polynomial of degree t which passes through n!s!e points of the set of n!s points. This gives the
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important equation that an error correction for Reed–Solomon codes can be performed uniquely
provided

n > t + 2e + s.

The only problem left is how to perform this error correction e!ciently.

4.4. The Berlekamp–Welch Algorithm. We now present an e!cient method to perform
error correction for Reed–Solomon codes called the Berlekamp–Welch algorithm. The idea is to
interpolate a polynomial in two variables through the points which we are given. Suppose we are
given a code word with s missing values, and the number of errors is bounded by

e < t <
n! s

3
.

This means we are actually given n ! s supposed values of yi = f(xi). We know the pairs (xi, yi)
and we know that at most e of them are wrong, in that they do not come from evaluating the
hidden polynomial f(X). The goal of error correction is to try to recover this hidden polynomial.

We first construct the bivariate polynomial

Q(X,Y ) = f0(X) ! f1(X) · Y,

where f0 (resp. f1) is a polynomial of degree at most 2 · t (resp. t). We impose the condition that
f1(0) = 1. We treat the coe!cients of the fi as variables which we want to determine. Due to the
bounds on the degrees of the two polynomials, and the extra condition of f1(0) = 1, we see that
the number of variables we have is

v = (2 · t + 1) + (t + 1)! 1 = 3 · t + 1.

We would like the bivariate polynomial Q(X,Y ) to interpolate our points (xi, yi). By substituting
in the values of xi and yi we obtain a linear equation in terms of the unknown coe!cients of the
polynomials fi. Since we have n! s such points, the number of linear equations we obtain is n! s.

After determining f0 and f1 we then compute

f =
f0

f1
.

To see this consider the single polynomial in one variable

P (X) = Q(X, f(X))

where f(X) is the polynomial we are trying to determine. We have deg P (X) ( 2t. The polynomial
P (X) clearly has at least n! s! e zero’s, i.e. the number of valid pairs. So the number of zeros is
at least

n! s! e > n! e! t > 3t! t = 2t,
since e < t < n!s

3 . Thus P (X) has more zeros than it’s degree, and it must hence be the zero
polynomial. Hence,

f0 ! f1 · f = 0
and so f = f0/f1 since f1 '= 0.

Again consider our previous example, we have received the invalid code-word

c = (44, 2, 25, 23, 86, 83, 14).

We know that the underlying code is for polynomials of degree t = 2. Hence, since 2 = t < n!s
3 =

7/3 = 2.3 we should be able to correct a single error. Using the method above we want to determine
the polynomial Q(X,Y ) of the form

Q(X,Y ) = f0,0 + f1,0X + f2,0X
2 + f3,0X

3 + f4,0X
4 !

,
1 + f1,1X + f2,1X

2
-
Y
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which passes through the seven given points. Hence we have six variables to determine and we are
given seven equations. These equations form the linear system, modulo q = 101,

4

555555556

1 1 12 13 14 !44 · 1 !44 · 12

1 2 22 23 24 !2 · 2 !2 · 22

1 3 32 33 34 !25 · 3 !25 · 32

1 4 42 43 44 !23 · 4 !23 · 42

1 5 52 53 54 !86 · 5 !86 · 52

1 6 62 63 64 !83 · 6 !83 · 62

1 7 72 73 74 !14 · 7 !14 · 72

7

888888889

·

4

555555556

f0,0

f1,0

f2,0

f3,0

f4,0

f1,1

f2,1

7

888888889

=

4

555555556

44
2
25
23
86
83
14

7

888888889

.

So we are solving the system
4

555555556

1 1 1 1 1 57 57
1 2 4 8 16 97 93
1 3 9 27 81 26 78
1 4 16 64 54 9 36
1 5 25 24 19 75 72
1 6 36 14 84 7 42
1 7 49 40 78 3 21

7

888888889

·

4

555555556

f0,0

f1,0

f2,0

f3,0

f4,0

f1,1

f2,1

7

888888889

=

4

555555556

44
2
25
23
86
83
14

7

888888889

(mod 101).

We obtain the solution

(f0,0, f1,0, f2,0, f3,0, f4,0, f1,1, f2,1) = (20, 84, 49, 11, 0, 67, 0) .

So we obtain the two polynomials

f0(X) = 20 + 84X + 49X2 + 11X3 and f1(X) = 1 + 67X.

We find that

f(X) =
f0(X)
f1(X)

= 20 + 57X + 68X2.

Which is precisely the polynomial we started with at the beginning of this section. Hence, we have
corrected for the error in the transmitted code-word.

5. Shamir Secret Sharing

We now return to secret sharing schemes, and in particular the Shamir secret sharing scheme.
We suppose we have n parties who wish to share a secret so that no t (or less) parties can recover
the secret. Hence, this is going to be a (t + 1)-out-of-n secret sharing scheme.

First we suppose there is a trusted dealer who wishes to share the secret s in Fq. He first
generates a secret polynomial f(X) of degree t with f(0) = s. That is he generates random
integers fi in Fp for i = 1, . . . , t and sets

f(X) = s + f1X + · · · + f tX
t.

The trusted dealer then identifies each of the n players by an element in a set X + Fq \ {0}, for
example we could take X = {1, 2, . . . , n}. Then if i # X, party i is given the share si = f(i).

Notice that the vector
(s1, . . . , sn)

is a code-word for a Reed–Solomon code. Also note that if t + 1 parties come together then they
can recover the original polynomial via Lagrange interpolation and hence the secret s. Actually,
secret reconstruction can be performed more e!ciently by making use of the equation

s = f(0) =
n'

i=1

si/i(0).
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Hence, if we define for a set Y + X the vector rY by rY = (rxi,Y , . . . , rxi,Y )xi$Y to be the public
“recombination” vector, where

rxi,Y =
!

xj$Y ,xj ,=xi

!xj

xi ! xj
.

Then, if we obtain a set of shares back from a subset Y + X with #Y > t, we can recover s via
the simple summation.

s =
'

xi$Y

rxi,Y · si.

Also note that if we receive from a set of parties Y some possible share values, then we can
recover the original secret via the Berlekamp–Welch algorithm for decoding Reed-Solomon code in
the presence of errors. Assuming the number of errors is bounded by e where

e < t <
#Y

3
.

An interesting property of Shamir secret sharing is that we can do without the trusted dealer
completely, in the case when t = n ! 1, i.e. the case when we want all parties to come together
to recover the secret. Suppose we have n parties and they wish to share a secret, but it does not
matter what the secret actually is, only that it is shared in a n-out-of-n secret sharing scheme. To
do this they all simply generate a random integer si as their share. These will define a polynomial
of degree n ! 1, and the resulting polynomial will be able to be recovered when all parties come
together.

Shamir secret sharing is also an example of a scheme which can be made into a pseudorandom
secret sharing scheme, or PRSS. This is a secret sharing scheme which allows the parties to generate
a sharing of a random value with almost no interaction. For an n-out-of-n scheme this is simple
since each party only needs to generate a random value, and then the common shared secret value
is the sum of all the various shares. However, we wish to do this for a general (t + 1)-out-of-n
scheme.

To create such a scheme for the Shamir secret sharing scheme requires some initial interaction
to perform the setup, then the parties can generate as many shares of random values as they wish,
with no further interaction. To define the Shamir pseudorandom secret sharing scheme we take
our n parties, labelled by the set X = {1, 2, . . . , n}, and threshold value t. Then for every subset
A + X of size n! t we define the polynomial fA(X) of degree t by the conditions

fA(0) = 1 and fA(i) = 0 for all i # X \ A.

In the initialisation phase for our PRSS we create a secret value rA # S, where S is some key space,
for each subset A, this is securely distributed to each set A. The n parties also agree on a public
pseudorandom function which is keyed by the secret values rA,

0 :
"

S 3 S !$ Fq

(rA, x) )!$ 0(rA, x).

Now when the parties wish to generate a new secret sharing of a random value. By some means,
either by interaction or by prearrangement (e.g. a counter value), they select a public random value
a # S. The underlying polynomial of degree t is given by

f(X) =
'

A-{1,...,n},|A|=n!t

0(rA, a) · fA(X),

where the sum is over all subsets A of size n! t. This means that each party i receives the share

si =
'

i$A-{1,...,n},|A|=n!t

0(rA, a) · fA(i)
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where the sum is over all subsets A of size n! t which contain the element i. Finally the random
value which is shared, via the Shamir secret sharing scheme, is given by

s =
'

A-{1,...,n},|A|=n!t

0(rA, a) · fA(0) =
'

A-{1,...,n},|A|=n!t

0(rA, a).

In Chapter 26 we shall require not only pseudorandom secret sharing, but also a variant called
pseudorandom zero sharing, or PRZS, for the Shamir secret sharing scheme. In pseudorandom
zero sharing we wish to generate random sharings of the value zero, with respect to a polynomial
of degree 2 · t. For this we require exactly the set up as for the PRSS, but now we a di"erent
pseudorandom function,

0 :
"

S 3 S 3 {1, . . . , t} !$ Fq

(rA, x, j) )!$ 0(rA, x, j).

Then to create a degree 2 · t Shamir secret sharing of zero, the parties pick a number a as before.
The underlying polynomial is then given by

f(X) =
'

A-{1,...,n},|A|=n!t

4

6
t'

j=1

0(rA, a) · Xj · fA(X)

7

9 .

Clearly this is a polynomial which shares the zero value.

6. Application: Shared RSA Signature Generation

We shall now present a simple application of a secret sharing scheme, which has applications
in the real world. Suppose a company is setting up a certificate authority to issue RSA signed
certificates to its employees to enable them to access various corporate services. It considers the
associated RSA private key to be highly sensitive, after all if the private key was compromised then
the entire companies corporate infrastructure could also be compromised. Suppose the public key
is (N, e) and the private key is d.

The company decide that to mitigate the risk they will divide the private key into three shares
and place the three shares on three di"erent continents. Thus, for example, there will be one server
in Asia, one in America and one in Europe. As soon as the RSA key is generated the company
generates three integers d1, d2 and d3 such that

d = d1 + d2 + d3 (mod "(N)).

The company then removes all knowledge of d and places d1 on a secure computer in Asia, d2 on
a secure compute in America and d3 on a secure computer in Europe.

Now an employee wishes to obtain a digital certificate. This is essentially the RSA signature
on a (possibly hashed) string m. The employee simply sends the string m to the three computers,
who respond with

si = mdi for i = 1, 2, 3.
The valid RSA signature is then obtained by multiplying the three shares together, i.e

s = s1 · s2 · s3 = md1+d2+d3 = md.

This scheme appears to solve the problem of putting the master signature key in only one location.
However, the employee now needs for the three servers to be online in order to obtain his certificate.
It would be much nicer if only two had to be online, since then the company could cope with outages
of servers.

The problem is that the above scheme essentially implements a 3-out-of-3 secret sharing scheme,
whereas what we want is a 2-out-of-3. Clearly, we need to apply something along the lines of Shamir
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secret sharing. However, the problem is that the number "(N ) needs to be kept secret, and the
denominators in the Lagrange interpolation formulae may not be coprime to "(N ).

There have been many solutions proposed to the above problem of threshold RSA, however, the
most elegant and simple is due to Shoup. Suppose we want a t-out-of-n sharing of the RSA secret
key d, where we assume that e is chosen so that it is a prime and e > n. We adapt the Shamir
scheme as follows: Firstly a polynomial of degree t ! 1 is chosen, by selecting fi modulo "(N) at
random, to obtain

f(X) = d + f1X + · · · + f t!1X
t!1.

Then each server is given the share di = f(i). The number of parties n is assumed to be fixed and
we set $ = n!.

Now suppose a user wishes to obtain a signature on the message m, i.e it wants to compute md

(mod N). It sends m to each server, which then computes the signature fragment as

si = m2#di (mod N).

These signature fragments are then sent back to the user.
Suppose now that the user obtains fragments back from a subset Y = {i1, . . . , it} + {1, . . . , n},

of size greater than or equal to t. Consider the “recombination” vector defined by

rij ,Y =
!

ik$Y ,ij ,=ik

!ik
ij ! ik

.

We really want to be able to compute this modulo "(N ) but that is impossible. However we note
that the denominator in the above divides $ and so we have that $ · rij ,Y # Z. Hence, the user
can compute

s" =
!

ij$Y

sij
2·#·rij ,Y (mod N).

We find that this is equal to

s" =
*
m4·#2

+P
ij#Y rij ,Y ·dij

= m4·#2·d (mod N).

With the last equality working due to Lagrange interpolation modulo "(N). From this partial
signature we need to recover the real signature. To do this we use the fact that we have assumed
that e > n and e is a prime. These latter two facts mean that e is coprime to 4 ·$2, and so via the
extended Euclidean algorithm we can compute integers u and v such that

u · e + v · 4 · $2 = 1.

From which the signature is computed as

s = mu · s"v (mod N).

That s is the valid RSA signature for this public/private key pair can be verified since

se =
,
mu · s"v

-e
,

= me·u · m4·e·v·#2·d,

= mu·e+4·v·#2
,

= m.
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Chapter Summary

• We have defined the general concept of secret sharing schemes and shown how these can
be constructed, albeit ine!ciently, for any access structure.

• We have introduced Reed–Solomon error correcting codes and presented the Berlekamp–
Welch decoding algorithm.

• We presented Shamir’s secret sharing scheme which produces a highly e!cient, and secure,
secret sharing scheme in the case of threshold access structures.

• We extended the Shamir scheme to give both pseudorandom secret sharing and pseudo-
random zero sharing.

• Finally we showed how one can adapt the Shamir scheme to enable the creation of a
threshold RSA signature scheme.

Further Reading

Shamir’s secret sharing scheme is presented in his short ACM paper from 1983. Shoup’s thresh-
old RSA scheme is presented in his EuroCrypt 2000 paper, this paper also explains the occurance
of the $2 term in the above discussion, rather than a single $ term. A good description of secret
sharing schemes for general access structures, including some relatively e!cient constructions are
presented in the relevant chapter in Stinson’s book.

A. Shamir. How to share a secret. Communications of the ACM, 22, 612–613, 1979.

V. Shoup. Practical threshold signatures. In Advances in Cryptology – EuroCrypt 2000, Springer-
Verlag LNCS 1807, 207–220, 2000.

D. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.



CHAPTER 24

Commitments and Oblivious Transfer

Chapter Goals

• To present two protocols which are carried out between mutually untrusting parties.
• To introduce commitment schemes and give simple examples of e!cient implementations.
• To introduce oblivious transfer, and again give simple examples of how this can be per-

formed in practice.

1. Introduction

In this chapter we shall examine a number of more advanced cryptographic protocols which
enable higher level services to be created. We shall particularly focus on protocols for

• commitment schemes,
• oblivious transfer.

Whilst there is a large body of literature on these protocols, we shall keep our feet on the ground
and focus on protocols which can be used in real life to achieve practical higher level services. It
turns out that these two primitives are in some sense the most basic atomic cryptographic primitives
which one can construct.

Up until now we have looked at cryptographic schemes and protocols in which the protocol
participants have been honest, and we are trying to protect their interests against an external ad-
versary. However, in the real world often we need to interact with people who we do not necessarily
trust. In this chapter we examine two types of protocol which are executed between two parties,
for which each party may want to cheat in some way. In later chapters we shall present more
complicated examples of similar protocols. The simplistic protocols in this chapter will form the
building blocks on which more complicated protocols can be built.

We start by focusing on commitment schemes, and then we pass to oblivious transfer.

2. Commitment Schemes

Suppose Alice wishes to play ‘paper-scissors-stone’ over the telephone with Bob. The idea of this
game is that Alice and Bob both choose simultaneously one of the set {paper,scissors,stone}.
Then the outcome of the game is determined by the rules

• Paper wraps stone. Hence if Alice chooses paper and Bob chooses stone then Alice wins.
• Stone blunts scissors. Hence if Alice chooses stone and Bob chooses scissors then

Alice wins.
• Scissors cut paper. Hence if Alice chooses scissors and Bob chooses paper then Alice

wins.
If both Alice and Bob choose the same item then the game is declared a draw. When conducted
over the telephone we have the problem that whoever goes first is going to lose the game.

One way around this is for the party who goes first to ‘commit’ to their choice, in such a way
that the other party cannot determine what was committed to. Then the two parties can reveal

363
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their choices, with the idea that the other party can then verify that the revealing party has not
altered its choice between the commitment and the revealing stage. Such a system is called a
commitment scheme. An easy way to do this is to use a cryptographic hash function as follows:

A !$ B : hA = H(RA7paper),
B !$ A : scissors,
A !$ B : RA, paper.

At the end of the protocol Bob needs to verify that the hA sent by Alice is equal to H(RA7paper).
If the values agree he knows that Alice has not cheated. The result of this protocol is that Alice
loses the game since scissors cut paper.

Let us look at the above from Alice’s perspective. She first commits to the value paper by
sending Bob the hash value hA. This means that Bob will not be able to determine that Alice has
committed to the value paper, since Bob does not know the random value of RA used and Bob is
unable to invert the hash function. The fact that Bob cannot determine what value was committed
to is called the concealing, or hiding property of a commitment scheme.

As soon as Bob sends the value scissors to Alice, she knows she has lost but is unable to cheat,
since to cheat she would need to come up with a di"erent value of RA, say R"

A, which satisfied

H(RA7paper) = H(R"
A7stone).

But this would mean that Alice could find collisions in the hash function, which for a suitable
chosen hash function is believed to be impossible. Actually we require that the hash function is
second-preimage resistant in this case. This property of the commitment scheme, that Alice cannot
change her mind after the commitment procedure, is called binding.

Let us now study these properties of concealing and binding in more detail. Recall that an
encryption function has information theoretic security if an adversary with infinite computing
power could not break the scheme, whilst an encryption function is called computationally secure
if it is only secure when faced with an adversary with polynomially bounded computing power. A
similar division can be made with commitment schemes, but now we have two security properties,
namely concealing and binding. One property protects the interests of the sender, and one property
protects the interests of the receiver. To simplify our exposition we shall denote our our abstract
commitment scheme by a public algorithm, c = C(x, r) which takes a value x and some randomness
r and produces a commitment c. To confirm a decomitment the commiter simply reveals the values
of x and r. The receiver then checks that the two values produce the original commitment.

Definition 24.1 (Binding). A commitment scheme is said to be information theoretically (resp.
computationally) binding if no infinitely powerful (resp. computationally bounded) adversary can
win the following game.

• The adversary outputs a value c, plus values x and r which produce this commitment.
• The adversary must then output a value x" '= x and a value r" such that

C(x, r) = C(x", r").

Definition 24.2 (Concealing). A commitment scheme is said to be information theoretically
(resp. computationally) concealing if no infinitely powerful (resp. computationally bounded) adver-
sary can win the following game.

• The adversary outputs two messages x0 and x1 of equal length.
• The challenger generates r at random and a random bit b # {0, 1}.
• The challenger computes c = C(xb, r) and passes c to the adversary.
• The adversaries goal is to now guess the bit b.
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Notice, how this definition of concealing is virtually identical to our definition of indistinguisha-
bility of encryptions. A number of results trivially follow from these two definitions:

Lemma 24.3. There exists no scheme which is both information theoretically concealing and
binding.

Proof. To be perfectly binding a scheme must be deterministic, since there needs to be a
one-to-one relationship between the space of commitments and the space of committed values. But
a deterministic scheme clearly will not meet the concealing definition. !

Lemma 24.4. Using the commitment scheme defined as

H(R7C),

for a random value R, the committed value C and some cryptographic hash function H, is at best
• computationally binding,
• information theoretically concealing.

Proof. All cryptographic hash functions we have met are only computationally secure against
preimage resistance and second-preimage resistance.

The binding property of the above scheme is only guaranteed by the second-preimage resistance
of the underlying hash function. Hence, the binding property is only computationally secure.

The concealing property of the above scheme is only guaranteed by the preimage resistance of
the underlying hash function. Hence, the concealing property looks like it should be only compu-
tationally secure. However, if we assume that the value R is chosen from a suitably large set, then
the fact that the hash function should have many collisions works in our favour and in practice
we should obtain something close to information theoretic concealing. On the other hand if we as-
sume that H is a random oracle, then the commitment scheme is clearly information theoretically
concealing. !

We now turn to three practical commitment schemes which occur in various protocols. All are
based on a finite abelian group G of prime order q, which is generated by g. We let h # %g&, where
the discrete logarithm of h to the base g is unknown by any user in the system. This latter property
is quite easy to ensure, for example for a finite field F#

p, with q dividing p! 1 we create g as follows
(with a similar procedure being used to determine h):

• Pick a random r # Z.
• Compute f = H(r) # F#

p for some cryptographic hash function H.
• Set g = f (p!1)/q (mod p). If g = 1 then return to the first stage, else output (r, g).

This generates a random element of the subgroup of F#
p of order q, with the property that it is

generated verifiably at random since one outputs the seed r used to generate the random element.

Given g, h we define two commitment schemes, B(x) and Ba(x), to commit to an integer x
modulo q, and one Ea(x) to commit to an integer x modulo p.

B(x) = gx,

Ea(x) = (ga, x · ha) ,

Ba(x) = hxga,

where a is a random integer modulo q. The scheme given by Ba(x) is called Pedersen’s commitment
scheme. The value a is called the blinding number, since it blinds the value of the commitment
x even to a computationally unbounded adversary. To reveal the commitments the user publishes
the value x in the first scheme and the pair (a, x) in the second and third schemes.
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Lemma 24.5. The commitment scheme B(x) is information theoretically binding.

Proof. Suppose Alice having published

c = B(x) = gx

wished to change her mind as to which element of Z/qZ she wants to commit to. Alas, for Alice
no matter how much computing power she has there is mathematically only one element in Z/qZ,
namely x, which is the discrete logarithm of the commitment c to the base g. Hence, the scheme
is clearly information theoretically binding. !

Note the Pederson commitment scheme does not meet our strong definition of security for the
concealing property. If the space of values from which x is selected is large, then this commitment
scheme could meet a weaker security definition related to a one-way like property.

Lemma 24.6. The commitment scheme Ea(x) is information theoretically binding and compu-
tationally concealing.

Proof. This scheme is exactly ElGamal encryption with respect to a public key h. Note that
we do not need to know the associated private key to use this as a commitment scheme. Indeed
any semantically secure public key encryption scheme can be used in this way as a commitment
scheme.

The underlying semantic security implies that the resulting commitment scheme is computa-
tionally concealing. Whilst the fact that the decryption is unique, implies that the commitment
scheme is information theoretically binding. !

Lemma 24.7. The commitment scheme Ba(x) is computationally binding and information the-
oretically concealing. That it is computationally binding only holds if the commiter does not know
the discrete logarithm of h to the base g.

Proof. Now suppose Alice, after having committed to

b = Ba(x) = hxga

wishes to change her mind, so as to commit to y instead. All that Alice need do is to compute

f =
b

hy
.

Alice then computes the discrete logarithm a" of f to the base g. When Alice is now asked to reveal
her commitment she outputs (a", y) instead of (a, x). Hence the scheme is at most computationally
binding.

We can also show that if Alice, after having committed to

b = Ba(x) = hxga

wishes to change her mind, then the only way she can do this is by computing the discrete logarithm
of h to the base g. To see this first note that the value she changes her mind, say y, she must be
able to decommit to. Hence, she must know the underlying randomness say b. Thus Alice knows
x, y, a and b such that

hxga = hygb.

From which Alice can recover the discrete logarithm of h with respect to g in the standard manner.
Now suppose the recipient wishes to determine which is the committed value, before the re-

vealing stage is carried out. Since, for a given value of b and every value of x, there is a value of a
which makes a valid commitment, even a computationally unbounded adversary could determine
no information. Hence, the scheme is information theoretically concealing. !
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We end this section by noticing that the two discrete logarithm based commitment schemes we
have given possess the homomorphic property:

B(x1) · B(x2) = gx1 · gx2

= gx1+x2

= B(x1 + x2),
Ba1(x1) · Ba2(x2) = hx1 · ga1 · hx2 · ga2

= hx1+x2 · ga1+a2

= Ba1+a2(x1 + x2).

We shall use this homomorphic property when we discuss our voting protocol at the end of chapter
25.

3. Oblivious Transfer

We now consider another type of basic protocol called oblivious transfer, or OT for short. This
is another protocol which is run between two distrusting parties, a sender and a receiver. In its
most basic form the sender has two secret messages as input m0 and m1; the receiver has as input
a single bit b. The goal of an OT protocol is that at the end of the protocol the sender should not
learn the value of the receivers input b. However, the receiver should learn the value of mb but
should learn nothing about m1!b. Such a protocol is often called a 1-out-of-2 OT, since the receiver
learns one of the two inputs of the sender. Such a protocol can be visually pictured as in Figure 1.
One can easily generalise this concept to an k-out-of-n OT, but as it is we will only be interested
in the simpler case.

Figure 1. Pictorial Description of an 1-out-of-2 OT

OT

Sender
m0, m1 (

Receiver
b

+

mb (

We present a scheme which allows us to perform a 1-out-of-2 oblivious transfer of two arbitrary
bit strings m0, m1 of equal length. The scheme is based on the following version of ElGamal (resp.
DHIES). We take standard discrete logarithm based public/private key pair (h = gx, x), where g
is a generator of cyclic finite abelian group G of prime order q. We will require a hash function
H from G to bit strings of length n. Then to encrypt messages m of length n we compute, for a
random k # Zq

c = (c1, c2) =
*
gk,m5H(hk)

+
.

To decrypt we compute
c2 5H(c1

x) = m5H(hk)5H(gkx) = m.
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Notice, that the first part of the ciphertext corresponds to DHIES KEM, but the second part
corresponds to a CPA secure DEM. It can be shown that the above scheme is semantically secure
under chosen plaintext attacks (i.e. passive attacks) in the random oracle model.

The idea behind our oblivious transfer protocol is for the receiver to create two public keys h0

and h1, only one of which it knows the corresponding secret key for. If the receiver knows the secret
key for hb, where b is the bit he is choosing, then he can decrypt for messages encrypted under this
key, but not decrypt under the other key. The sender then only needs to encrypt his messages with
the two keys. Since the receiver only knows one secret key he can only decrypt one of the message.

To implement this idea concretely, the sender first selects a random element c in G, it is
important that the receiver does not know the discrete logarithm of c with respect to g. This value
is then sent to the sender. The sender then generates two public keys, according to his bit b, via
first generating x # Zq and then computing

hb = gx, h1!b = c/hb.

Notice, that the receiver knows the underlying secret key for hb, but he does not know the secret
key for h1!b since he does not know the discrete logarithm of c with respect to g. These two public
key values are then sent to the sender. The sender then encrypts message m0 using the key h0 and
message m1 using key h1, i.e. the sender computes

e0 =
*
gk0,m0 5H(h0

k0)
+

,

e1 =
*
gk1,m1 5H(h1

k1)
+

,

for two random integers k0, k1 # Zq. These two ciphertexts are then sent to the receiver who then
decrypts the bth one using his secret key x.

From the above description we can obtain some simple optimisations. Firstly, the receiver does
not need to send both h0 and h1 to the sender, since the sender can always compute h1 from h0 by
computing c/h0. Secondly, we can use the same value of k = k0 = k1 in the two encryptions. We
thus obtain the following oblivious transfer protocol

Sender Receiver
c # G

c!$
x # Zq,

hb = gx,
h0/! h1!b = c/hb,

h1 = c/h0

k # Zq

c1 = gk

e0 = m0 5H(h0
k)

e1 = m1 5H(h1
k) c1,e0,e1!$

mb = eb 5H(c1
x).

So does this respect the two conflicting security requirements of participants? First, note that the
sender cannot determine the hidden bit b of the receiver since the value h0 sent from the receiver
is simply a random element in G. Then we note that the receiver can learn nothing about m1!b

since to do this they would have to be able to compute the output of H on the value hk
1!b, which

would imply contradicting the fact that H acts as a random oracle or being able to solve the
Di!e–Hellman problem in the group G.
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Chapter Summary

• We introduced the idea of protocols between mutually untrusting parties, and introduced
commitment and oblivious transfer as two simple examples of such protocols.

• A commitment scheme allows one party to bind themselves to a value, and then reveal it
later.

• A commitment scheme needs to be both binding and concealing. E!cient schemes exist
which are either information theoretically binding or information theoretically concealing,
but not both.

• An oblivious transfer protocol allows a sender to send one of two messages to a recipient,
but he does not know which message is actually obtained. The receiver also learns nothing
about the other message which was sent.

Further Reading

The above oblivious transfer protocol originally appeared, in a slightly modified form in the
paper by Bellare and Micali. The paper by Naor and Pinkas discusses a number of optimisations
of the oblivious transfer protocol which we presented above. In particular it presents mechanisms
to perform e!ciently 1-out-of-N oblivious transfer.

M. Bellare and S. Micali. Non-interactive oblivious transfer and applications. In Advances in
Cryptology – Crypto ’89, Springer-Verlag LNCS 435, 547–557, 1990.

M. Naor and B. Pinkas. E!cient oblivious transfer protocols. In SIAM Symposium on Discrete
Algorithms – SODA 2001.





CHAPTER 25

Zero-Knowledge Proofs

Chapter Goals

• To introduce zero-knowledge proofs.
• To explain the notion of simulation.
• To introduce Sigma protocols.
• To explain how these can be used in a voting protocol.

1. Showing a Graph Isomorphism in Zero-Knowledge

Suppose Alice wants to convince Bob that she knows something without Bob finding out exactly
what Alice knows. This apparently contradictory state of a"airs is dealt with using zero-knowledge
proofs. In the literature of zero-knowledge proofs the role of Alice is called the prover, since she
wishes to prove something, whilst the role of Bob is called the verifier, since he wishes to verify that
the prover actually knows something. Often, and we shall also follow this convention, the prover is
called Peggy and the verifier is called Victor.

The classic example of zero-knowledge proofs is based on the graph isomorphism problem.
Given two graphs G1 and G2, with the same number of vertices, we say that the two graphs are
isomorphic if there is a relabelling (i.e. a permutation) of the vertices of one graph which produces
the second graph. This relabelling " is called the graph isomorphism which is denoted by

" : G1 !$ G2.

It is a hard computational problem to determine a graph isomorphism between two graphs. As a
running example consider the two graphs in Figure 1, linked by the permutation " = (1, 2, 4, 3).

Figure 1. Example graph isomorphism
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Suppose Peggy knows the graph isomorphism " between two public graphs G1 and G2. We call
" the prover’s private input, whilst the groups G1 and G2 are the public or common input. Peggy
wishes to convince Victor that she knows the graph isomorphism, without revealing to Victor the
precise nature of the graph isomorphism. This is done using the following zero-knowledge proof.

Peggy takes the graph G2 and applies a secret random permutation 0 to the vertices of G2 to
produce another isomorphic graph H. In our running example we take 0 = (1, 2), the isomorphic
graph H is then given by Figure 2.

371
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Figure 2. Peggy’s committed graph
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Peggy now publishes H as a commitment, she of course knows the following secret graph
isomorphisms

" : G1 !$ G2,

0 : G2 !$ H,

0 F " = " · 0 : G1 !$ H.

Victor now gives Peggy a challenge, he selects b # {1, 2} and asks for the graph isomorphism
between H and Gb. Peggy now gives her response by returning either % = 0 or % = " · 0. The
transcript of the protocol then looks like

P !$ V : H,

V !$ P : b,

P !$ V : %.

In our example if Victor chooses b = 2 then Peggy simply needs to publish 0. However, if
Victor chooses b = 1 then Peggy publishes

" · 0 = (1, 2, 4, 3) · (1, 2) = (2, 4, 3).

We can then see that (2, 4, 3) is the permutation which maps graph G1 onto graph H. But to
compute this we needed to know the hidden isomorphism ".

Let us first examine how Peggy can cheat. If Peggy does not know the graph isomorphism "
then she will need to know, before Victor gives his challenge, the graph Gb which Victor is going
to pick. Hence, if Peggy is cheating she will only be able to respond to Victor correctly 50 percent
of the time. So, repeating the above protocol a number of times, a non-cheating Peggy will be able
to convince Victor that she really does know the graph isomorphism, with a small probability of
error of Victor being convinced incorrectly.

Now we need to determine whether Victor learns anything from running the protocol, i.e. is
Peggy’s proof really zero-knowledge? We first notice that Peggy needs to produce a di"erent value
of H on every run of the protocol, otherwise Victor can trivially cheat. We assume therefore that
this does not happen.

One way to see whether Victor has learnt something after running the protocol is to look at the
transcript of the protocol and ask after having seen the transcript whether Victor has gained any
knowledge, or for that matter whether anyone looking at the protocol but not interacting learns
anything. One way to see that Victor has not learnt anything is to see that Victor could have written
down a valid protocol transcript without interacting with Peggy at all. Hence, Victor cannot use
the protocol transcript to convince someone else that he knows Peggy’s secret isomorphism. He
cannot even use the protocol transcript to convince another party that Peggy knows the secret
graph isomorphism.

Victor can produce a valid protocol transcript using the following simulation:
• Choose b # {1, 2}.
• Generate a random isomorphism % of the graph Gb to produce the graph H.
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• Output the transcript

P !$ V : H,

V !$ P : b,

P !$ V : %.

Hence, the interactive nature of the protocol means that it is a zero-knowledge proof. We remark
that the three-pass system of

commitment !$ challenge !$ response

is the usual characteristic of such protocols.

Just as with commitment schemes we can divide zero-knowledge protocols into categories de-
pending on whether they are secure with respect to computationally bounded or unbounded ad-
versaries. Clearly two basic properties of an interactive proof system are

• Completeness: If Peggy really knows the thing being proved, then Victor should accept
her proof with probability one.

• Soundness: If Peggy does not know the thing being proved, then Victor should only have
a small probability of actually accepting the proof.

We usually assume that Victor is a polynomially bounded party, whilst Peggy is unbounded. In
the above protocol based on graph isomorphism we saw that the soundness probability was equal
to one half. Hence, we needed to repeat the protocol a number of times to reduce this to something
small.

The zero-knowledge property we have already noted is related to the concept of a simulation.
Suppose the set of valid transcripts (produced by true protocol runs) is denoted by V and let the
set of possible simulations be denoted by S. The security is therefore related to how much like the
set V is the set S.

A zero-knowledge proof is said to have perfect zero-knowledge if the two sets V and S cannot be
distinguished from each other by a computationally unbounded adversary. However, if the two sets
are only indistinguishable by a computationally bounded adversary we say that the zero-knowledge
proof has computational zero-knowledge.

2. Zero-Knowledge and NP

So the question arises as to what can be shown in zero-knowledge. Above we showed that
the knowledge of whether two graphs are isomorphic can be shown in zero-knowledge. Thus the
decision problem of Graph Isomorphism lies in the set of all decision problems which can be proven
in zero-knowledge. But Graph Ismorphism is believed to lie between the complexity classes P and
NP -complete, i.e. it can neither be solved in polynomial time, yet neither is it NP -complete.

We can think of NP problems as those problems for which there is a witness (or proof) which
can be produced by an all powerful prover, but which a polynomially bounded verifier can verify
the proof. However, for the class of NP problems the prover and the verifier do not interact, i.e.
the proof is produced and then the verifier verifies it.

If we allow interation then something quite amazing happens. Consider an all powerful prover
who interacts with a polynomially bounded verifier. We wish the prover to convince the verifier of
the validity of some statement. This is exactly as we had in the previous section except that we
only require the completeness and soundness properties, i.e. we do not require the zero-knowledge
property. The decision problems which can be proved to be true in such a manner form the
complexity class of interactive proofs, or IP . It can be shown that the complexity class IP is equal
to the complexity class PSPACE, i.e. the set of all decision problems which can be solved using
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polynomial space. It is widely believed that NP!PSPACE, which implies that having interaction
really gives us something extra.

So what happens to interactive proofs when we add in the zero-knowledge requirement? We
can define a complexity class CZK of all decision problems which can be verified to be true us-
ing a computational zero-knowledge proof. We have already shown that the problem of Graph
Isomorhism lies in CZK, but this might not include all of the NP problems.

However, since 3-colourability is NP -complete, we have the following elegant proof that NP +
CZK,

Theorem 25.1. The problem of 3-colourability of a graph lies in CZK, assuming a computa-
tionally hiding commitment scheme exists.

Proof. Consider a graph G = (V ,E) in which the prover knows a colouring 0 of the G,
i.e. a map 0 : V $ {1, 2, 3} such that 0(v1) '= 0(v2) if (v1, v2) # E. The prover first selects a
commitment scheme C(x; r) and a random permutation & of the set {1, 2, 3}. Note, the function
&(0(v)) defines another three colouring of the graph. Now the prover commits to this second three
colouring by sending to the verifier the commitments

ci = C (&(0(vi)); ri) for all vi # V .

The verifier then selects a random edge (vi, vj) # E and sends this to the prover. The prover now
decommits to the values of

&(0(vi)) and &(0(vj)),
and the verifier checks that

&(0(vi)) '= &(0(vj)).
We now turn to the three required properties of a zero-knowledge proof.

Completeness: The above protocol is complete since any valid prover will get the verifier to
accept with probability one.
Soundness: If we have a cheating prover then at least one edge is invalid, and with probability
at least 1/|E| the verifier will select an invalid edge. Thus with probability at most 1 ! 1/|E| a
cheating prover will get a verifier to accept. By repeating the above proof many times one can
reduce this probability to as low a value as we require.
Zero-Knowledge: Assuming the commitment scheme is computationally hiding the obvious sim-
ulation and the real protocol will be computationally indistinguishable. !

Notice, that this is a very powerful result. It says that virtually any statement which is like
to come up in cryptography can be proved in zero-knowledge. Clearly the above proof would not
provide a practical implementation, but at least we know that very powerful tools can be applied.
In the next section we turn to more practical proofs which can be applied in practice. But before
doing that we note that the above result can be extended even further

Theorem 25.2. Assuming one-way functions exist then CZK = IP , and hence CZK =
PSPACE.

3. Sigma Protocols

One can use a zero-knowledge proof of possession of some secret as an identification scheme.
The trouble with the above protocol for graph isomorphisms is that it is not very practical. The
data structures required are very large, and the protocol needs to be repeated a large number of
times before Victor is convinced that Peggy really knows the secret.

However one can do even better in many instances if one restricts to so called honest-verifier
zero-knowledge protocols. In the case of honest-verifier’s one assumes that the verifier responds
randomly to the commitment. In other words the verifier’s challenge is uniformly distributed over
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the range of possible challenges and does not depend on the value of the prior commitment. A
three round honest-verifier zero-knowledge protocol is often called a Sigma protocol.

For Sigma protocols we can use a di"erent form of soundness called special-soundness, which
is often easier to use in practice. A three round protocol as above is said to have the special-
soundness property if given two protocol runs with the same commitment but di"erent challenges
one can recover the provers secret. We note that in the case of honest-verifiers the special-soundness
property imples the usual soundness property.

The previous zero knowledge protocol based on graph isomorphism was very ine!cient, in that
it needed to be repeated a large number of times to reduce the soundness probability to something
suitably small. However, if we restrict to Sigma protocols we can be more e!cient.

3.1. Schnorr’s Identification Protocol. In essence we have already seen a Sigma protocol
which has better bandwidth and error properties when we discussed Schnorr signatures in Chap-
ter 14. Suppose Peggy’s secret is now the discrete logarithm x of y with respect to g in some finite
abelian group G of prime order q.

The protocol for proof of knowledge now goes as follows

P !$ V : r = gk for a random k,

V !$ P : e,

P !$ V : s = k + xe (mod q).

Victor now verifies that Peggy knows the secret discrete logarithm x by verifying that

r = gsy!e.

Let us examine this protocol in more detail. We first note that the protocol is complete, in that
if Peggy actually knows the discrete logarithm then Victor will accept the protocol.

We now turn to soundness, if Peggy does not know the discrete logarithm x then one can
informly argue that she will only be able to cheat with probability 1/q, which is much better than
the 1/2 from the earlier graph isomorphism based protocol. We can however show that the protocol
has the special-soundness property; Suppose that we have two protocol runs with transcripts

(r, e, s) and (r, e", s").

Note, that the commitments are equal but that the challenges (and hence responses) are di"erent.
We need to show that we can from this data recover x. As the protocol verifies this implies that
we must have

r = gsy!e = gs"y!e" = r.

Which implies
s + x(!e) = s" + x(!e") (mod q).

Hence, we recover x via

x =
s! s"

e! e"
(mod q).

Notice, that this proof of soundness is almost exactly the same as our argument via the forking
lemma that Schnorr signatures are secure with respect to passive adversaries in the random oracle
model, Theorem 20.1.

But does Victor learn anything from the protocol? The answer to this is no, since Victor could
simulate the whole transcript in the following way.

• Generate a random value of e modulo q.
• Compute r = gsy!e.
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• Output the transcript

P !$ V : r,

V !$ P : e,

P !$ V : s.

In other words the protocol is zero-knowledge, in that someone cannot tell the simulation of a
transcript from a real transcript. This is exactly the same simulation we used when showing that
Schnorr signature are secure against active adversaries in Section 2.2.1.

One problem with the above Sigma protocols is that they are interactive in nature:

P !$ V : Co,
V !$ P : Ch,

P !$ V : Re,

where Co is the commitment, Ch is the challenge and Re is the response. They can easily be made
non-interactive by replacing the challenge with the evaluation of a cryptographic hash function
applied to the commitment,

Ch = H(Co).
The idea here is that the prover cannot fix the challenge before coming up with the commit-
ment, since that would imply they could invert the hash function. The non-interactive protocol no
longer has the zero-knowledge property, since it is not simulatable. In addition a computationally
unbounded Peggy could invert the hash function, hence we need to restrict the prover to be com-
putationally bounded. In such a situation, where we restrict to a computationally bounded prover,
we say we have a zero-knowledge argument as opposed to a zero-knowledge proof.

One could also add some other data into the value which is hashed, for example a message. In
this way we turn an interactive Sigma protocol into a digital signature scheme,

Ch = H(Co7Message).

You should now be able to see how Schnorr signatures are exactly what one obtains when one uses
the hash of the commitment and a message as the challenge, in the above proof of knowledge of
discrete logarithms. This transformation, of Sigma protocols into signature schemes, is called the
Fiat–Shamir heuristic.

Before we discuss other Sigma protocols we introduce some notation, to aid our discussion.
Suppose we wish to prove knowledge of the variable x via a Sigma protocol, we then let

• R(x, k) denote the algorithm used to compute the commitmemt r, where k is a random
nonce.

• c is the challenge.
• S(c, x, k) denote the algorithm which the prover uses to compute their response s response.
• V (r, c, s) will denote the verification algorithm.
• S"(c, s) denotes the simulators algorithm which creates a value of a commitment r which

will verify the transcript (r, c, s).
All algorithms are assumed to implicitly have as input the public value which x is linked to.

Using this notation Schnorr’s identification protocol becomes the following; The variable we
wish to prove knowledge of is x where y = gx. We then have

R(x, k) = r = gk,

S(c, x, k) = s = k + c · x (mod q),
V (r, c, s) = trueG (gs = r · y!c),

S"(c, s) = r = gs · yc.
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3.2. Chaum–Pedersen Protocol. We now present a Sigma protocol called the Chaum–
Pedersen protocol which was first presented in the context of electronic cash systems, but which
has very wide application.

Suppose Peggy wishes to prove she knows two discrete logarithms

y1 = gx1 and y2 = hx2

such that x1 = x2, i.e. we wish to present both a proof of knowledge of the discrete logarithm,
but also a proof of equality of the hidden discrete logarithms. We assume that g and h generate
groups of prime order q, and we denote the common discrete logarithm by x ease notation. Using
our prior notation for Sigma protocols, the Chaum–Pedersen protocol can be expressed via

R(x, k) = (r1, r2) = (gk, hk),
S(c, x, k) = s = k ! c · x (mod q),

V ((r1, r2), c, s) = trueG (r1 = gs · yc
1 and r2 = hs · yc

2) ,

S"(c, s) = (r1, r2) = (gs · yc
1, h

s · yc
2).

Note, how this resembles two concurrent runs of the Schnorr protocol.
The Chaum–Pedersen protocol is clearly both complete and has the zero-knowledge property,

the second fact follows since the simulation S"(c, s) produces transcripts which are is indistin-
guishable from a real transcript. We need to show it is sound, however since we are assuming
honest-verifiers we only need to show it has the special-soundness property. Hence, we assume two
protocol runs with the same commitments (t1, t2), di"erent challenges, c1 and c2 and valid responses
s1 and s2. With this data we need to show that this reveals the common discrete logarithm. Since
the two transcripts pass the verification test we have such that

t1 = gs1 · yc1
1 = gs2 · yc2

1 and t2 = hs1 · yc1
2 = hs2 · yc2

2

But this implies that
yc1!c2
1 = gs2!s1 and yc2!c1

2 = hs2!s1

Hence, the two discrete logarithms are equal and can be extracted from

x =
c1 ! c2

s2 ! s1
(mod q).

3.3. Proving Knowledge of Pedersen Commitments. Often one commits to a value using
a commitment scheme, but the receiver is not willing to proceed unless one proves one knows the
value committed to. In other words the reciever will only proceed if he knows that the sender will
at some point be able to reveal the value committed to.

For the commitment scheme
B(x) = gx

this is simple, we simply execute Schnorr’s protocol for proof of knowledge of a discrete logarithm.
For Pedersen commitments

Ba(x) = hxga

we need something di"erent.
In essence we wish to prove knowledge of x1 and x2 such that

y = g1
x1 · g2

x2

where g1 and g2 are elements in a group of prime order q. We note that the following protocol
generalises easily to the case when we have more bases, i.e.

y = g1
x1 · · · gn

xn .
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A generalisation which we leave as an exercise.

R(x, k) = (k1, k2) = (r1, r2) = (g1
k1 , g2

k2),
S(c, {x1, x2}, {k1, k2}) = (s1, s2)

= (k1 + c · x1 (mod q), k2 + c · x2 (mod q)) ,

V ((r1, r2), c, (s1, s2)) = trueG (gs1
1 · gs2

2 = yc · t1 · t2) ,

S"(c, (s1, s2)) = (r1, r2)

=
(

r1 chosen at random from the group,
gs1
1 · gs2

2 · yc/r1

)
.

We leave it to the reader to verify that this protocol is complete, zero-knowledge and satisfies the
special-soundness property.

3.4. “Or” Proofs. Sometimes the statement about which we wish to execute a Sigma protocol
is not as clear cut as the previous examples. For example suppose we wish to show we know either
a secret x or a secret y, without revealing which of the two secrets we know. This is a very common
occurance which arises in a number of advanced protocols, including the voting protocol we consider
later in this chapter. It turns out that to show knowledge of one thing or another can be performed
using an elegant protocol due to Cramer, Damg̊ard and Schoenmakers.

First assume that there already exists a Sigma protocol to prove knowledge of both secrets
individually. The idea is to combine these two Sigma protocols together into one protocol which
proves the statement we require. The key idea is as follows: For the secret we know we run the
Sigma protocol as normal, however for the secret we do not know we run the simulated Sigma
protocol. These two protocols are then linked together by linking the commitments.

As a high level example, suppose the protocol for proving knowledge of x is given by the set of
algorithms

R1(x, k1), S1(c1, x, k1), V (r1, c1, s1), S"
1(c1, s1).

Similarly we let the Sigma protocol to prove knowlegde of y be given by

R2(y, k2), S2(c2, y, k2), V (r2, c2, s2), S"
2(c2, s2).

We assume that the challenges c1 and c2 are bit strings of the same length in what follows.
Now suppose we know x, but not y, then our algorithms for the combined proof become:

R(x, k1) = (r1, r2)

=

#
%

&

r1 = R1(x, k1)
Select c2, s2 from the correct distributions
r2 = S"

2(c2, s2)
S(c, x, k1) = (c1, c2, s1, s2)

=
"

c1 = c5 c2

s1 = S1(c1, x, k1)

)
.

V ((r1, r2), c, (c1, c2, s1, s2) = trueG
c = c1 5 c2 and V1(r1, c1, s1) and V2(r2, c2, s2)

S"(c, (c1, c2, s1, s2)) = (r1, r2)
=

,
S"

1(c1, s1), S"
2(c2, s2)

-

Note that the prover does not reveal the value of c1, c2 or s2 until the response stage of the
protocol. Also note that in the simulated protocol the correct distributions of c, c1 and c2 are such
that c = c15c2. The protocol for the case where we know y but not x follows by reversing the roles
of c1 and c2 and r1 and r2 in the algorithms R, S and V . If the prover knows both x and y then
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they can execute either of the two possibilties. The completeness, soundness and zero-knowledge
properties follow from the corresponding properties of the original Sigma protocols.

We now present a simple example which uses the Schnorr protocol as a building block. Suppose
we wish to prove knowledge of either x1 or x2 such that

y1 = gx1 and y2 = gx2,

where g lies in a group G of prime order q. We assume that the prover knows xi but not xj where
i '= j.

The provers commitment is (r1, r2) is computed by selecting cj and ki uniformly at random
from Fq

# and sj uniformly at random from G. They then compute

ri = gki and rj = gsj · y!cj

j .

On recieving the challeneg c # Fq
# the prover computes

ci = c + cj (mod q)
si = ki + ci · xi (mod q).

Note, we have replaced 5 in computing the “challenge” ci into addition modulo q, a moments
thought reveals that this is a better way at preserving the relative distributions in this example.
The prover then outputs (c1, c2, s1, s2)

The verifier checks the proof by checking that

c = c1 + c2 (mod q) and r1 = gs1 · y!c1
1 and r2 = gs2 · y!c2

2 .

These “Or” proofs can be extended to an arbitrary number of disjunctions of statements in the
obvious manner: Given n statements of which the prover only knows one secret,

• Simulate n! 1 statements using the simulations and challenges ci

• Commit as usual to the known statement
• Generate correct challenge for the known statement via

c = c1 5 · · · 5 cn

3.5. A more complicated example. We end this section by giving a protocol, which is a
zero-knowledge argument, which will be required when we discuss voting schemes. It is obtained
by combining the protocol for proving knowledge of Pedersen commitments with the “or” proofs
of the prior section.

Consider the earlier commitment scheme given by

Ba(x) = hxga,

where G = %g& is a finite abelian group of prime order q, h is an element of G whose discrete
logarithm with respect to g is unknown, x is the value being committed and a is a random nonce.
We are interested in the case where the value committed is restricted to be either plus or minus
one, i.e. x # {!1, 1}. It will be important in our application for the person committing to prove
that their commitment is from the set {!1, 1} without revealing what the actual value of the
commitment is.

To do this we execute the following protocol.
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• As well as publishing the commitment Ba(x), Peggy also chooses random numbers d, r
and w modulo q and then publishes #1 and #2 where

#1 =

;
gr (Ba(x)h)!d if x = 1
gw if x = !1,

#2 =

;
gw if x = 1
gr
,
Ba(x)h!1

-!d if x = !1.

• Victor now sends a random challenge c to Peggy.
• Peggy responds by setting

d" = c! d,

r" = w + ad".

Then Peggy returns the values

(d1, d2, r1, r2) =

;
(d, d", r, r") if x = 1
(d", d, r", r) if x = !1.

• Victor then verifies that the following three equations hold

c = d1 + d2,

gr1 = #1(Ba(x)h)d1 ,

gr2 = #2(Ba(x)h!1)d2 .

To show that the above protocol works we need to show that
(1) If Peggy responds honestly then Victor will verify that the above three equations hold.
(2) If Peggy has not committed to plus or minus one then she will find it hard to produce a

response to Victor’s challenge which is correct.
(3) The protocol reveals no information to any party as to the exact value of Peggy’s commit-

ment, bar that it come from the set {!1, 1}.
We leave the verification of these three points to the reader. Note that the above protocol can
clearly be conducted in a non-interactive manner by defining

c = H (#17#27Ba(x)) .

4. An Electronic Voting System

In this section we describe an electronic voting system which utilizes some of the primitives we
have been discussing in this chapter and in earlier chapters. In particular we make use of secret
sharing schemes from Chapter 23, commitment schemes from Chapter 24, and zero-knowledge
proofs from this chapter. The purpose is to show how basic cryptographic primitives can be
combined into a complicated application giving real value. One can consider an electronic voting
scheme to be a special form of a secure multi-party computation, a topic which we shall return to
in Chapter 26.

Our voting system will assume that we have m voters, and that there are n centres which
perform the tallying. The use of a multitude of tallying centres is to allow voter anonymity and
stop a few centres colluding to fix the vote. We shall assume that voters are only given a choice of
one of two candidates, for example Democrat or Republican.

The voting system we shall describe will have the following seven properties.
(1) Only authorized voters will be able to vote.
(2) No one will be able to vote more than once.
(3) No stakeholder will be able to determine how someone else has voted.
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(4) No one can duplicate someone else’s vote.
(5) The final result will be correctly computed.
(6) All stakeholders will be able to verify that the result was computed correctly.
(7) The protocol will work even in the presence of some bad parties.

4.1. System Setup. Each of the n tally centres has a public key encryption function Ei. We
assume a finite abelian group G is fixed, of prime order q, and two elements g, h # G are selected
for which no party (including the tally centres) know the discrete logarithm

h = gx.

Each voter has a public key signature algorithm.

4.2. Vote Casting. Each of the m voters picks a vote vj from the set {!1, 1}. The voter
picks a random blinding value aj # Z/qZ and publishes their vote

Bj = Baj (vj),

using the bit commitment scheme given earlier. This vote is public to all participating parties, both
tally centres and other voters. Along with the vote Bj the voter also publishes a non-interactive
version of the earlier protocol to show that the vote was chosen from the set {!1, 1}. The vote and
its proof are then digitally signed using the signing algorithm of the voter.

4.3. Vote Distribution. We now need to distribute the votes cast around the tally centres
so that the final tally can be computed. Each voter employs Shamir secret sharing as follows, to
share the aj and vj around the tallying centres: Each voter picks two random polynomials modulo
q of degree t < n.

Rj(X) = vj + r1,jX + · · · + rt,jX
t,

Sj(X) = aj + s1,jX + · · · + st,jX
t.

The voter computes
(ui,j , wi,j) = (Rj(i), Sj(i)) for 1 ( i ( n.

The voter encrypts the pair (ui,j, wi,j) using the ith tally centre’s encryption algorithm Ei. This
encrypted share is sent to the relevant tally centre. The voter then publishes it commitments to
the polynomial Rj(X) by publicly posting

Bl,j = Bsl,j (rl,j) for 1 ( l ( t,

again using the earlier commitment scheme.

4.4. Consistency Check. Each centre i needs to check that the values of

(ui,j, wi,j)

it has received from voter j are consistent with the commitments made by the voter. This is done
by verifying the following equation

Bj

t!

l=1

Bl,j
il = Baj (vj)

t!

l=1

Bsl,j(rl,j)i
l

= hvjgaj

t!

l=1

(hrl,jgsl,j)i
l

= h(vj+
Pt

l=1 rl,jil)g(aj+
Pt

l=1 sl,j il)

= hui,jgwi,j .
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4.5. Tally Counting. Each of the n tally centres now computes and publicly posts its sum
of the shares of the votes cast

Ti =
m'

j=1

ui,j

plus it posts its sum of shares of the blinding factors

Ai =
m'

j=1

wi,j.

Every other party, both other centres and voters can check that this has been done correctly by
verifying that

m!

j=1

2
Bj

t!

l=1

Bl,j
jl

3
=

m!

j=1

hui,jgwi,j

= hTigAi .

Any party can compute the final tally by taking t of the values Ti and interpolating them to reveal
the final tally. This is because Ti is the evaluation at i of a polynomial which shares out the sum
of the votes. To see this we have

Ti =
m'

j=1

ui,j

=
m'

j=1

Rj(i)

=

4

6
m'

j=1

vj

7

9+

4

6
m'

j=1

r1,j

7

9 i + · · · +

4

6
m'

j=1

rt,j

7

9 it.

If the final tally is negative then the majority of people voted !1, whilst if the final tally is positive
then the majority of people voted +1. You should now convince yourself that the above protocol
has the seven properties we said it would at the beginning.

Chapter Summary

• An interactive proof of knowledge leaks no information if the transcript could be simulated
without the need of the secret information.

• Both interactive proofs and zero-knowledge proofs are a very powerful construct, they can
be used to prove any statement in PSPACE.

• Interactive proofs of knowledge can be turned into digital signature algorithms by replacing
the challenge by the hash of the commitment concatenated with the message.

• Quite complicated protocols can then be built on top of our basic primitives of encryption,
signatures, commitment and zero-knowledge proofs. As an example we gave an electronic
voting protocol.

Further Reading
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The book by Goldreich has more details on zero-knowledge proofs, whilst a good overview of
this area is given in Stinson’s book. The voting scheme we describe is given in the paper of Cramer
et al. from EuroCrypt.

R. Cramer, M. Franklin, B. Schoenmakers and M. Yung. Multi-authority secret-ballot elections
with linear work. In Advances in Cryptology – EuroCrypt ’96, Springer-Verlag LNCS 1070, 72–83,
1996.

O. Goldreich. Modern Cryptography, Probabilistic Proofs and Pseudo-randomness. Springer-Verlag,
1999.

D. Stinson. Cryptography: Theory and Practice. CRC Press, 1995.





CHAPTER 26

Secure Multi-Party Computation

Chapter Goals

• To introduce the concept of multi-party computation.
• To present a two-party protocol based on Yao’s garbled circuit construction.
• To present a multi-party protocol based on Shamir secret sharing.

1. Introduction

Secure multi-party computation is an area of cryptography which deals with two or more players
computing a function on their private inputs. They wish to do so in a way which means that their
private inputs still remain private. Of course depending on the function being computed, some
information about the inputs may leak. The classical example is the so-called millionaires problem;
suppose a bunch of millionaires have a lunch time meeting at an expensive restaurant and decide
that the richest of them will pay the bill. However, they do not want to reveal their actual wealth
to each other. This is an example of a secure multi-party computation. The inputs are the values
xi, which denote the wealth of each party, and the function to be computed is

f(x1, . . . , xn) = i where xi > xj for all i '= j.

Clearly if we compute such a function then some information about party i’s value leaks, i.e. that
it is greater than all the other values. However, we require in secure multi-party computation that
this is the only information which leaks.

One can consider a number of our previous protocols as being examples of secure multi-party
computation. For example, the voting protocol given previously involves the computation of the
result of each party voting, without anyone learning the vote being cast by a particular party.

One solution to securely evaluating a function is for all the parties to send their inputs to a
trusted third party. This trusted party then computes the function and passes the output back to
the parties. However, we want to remove such a trusted third party entirely. Intuitively a multi-
party computation is said to be secure if the information which is leaked is precisely that which
would have leaked if the computation had been conducted by encrypting messages to a trusted
third party.

This is not the only security issue which needs to be addressed when considering secure multi-
party computation. There are two basic security models: In the first model the parties are guaran-
teed to follow the protocols, but are interested in breaking the privacy of their fellow participants.
Such adversaries are called honest-but-curious, and they in some sense correspond to passive ad-
versaries in other areas of cryptography. Whilst honest-but-curious adversaries follow the protocol,
a number of them could combine their di"erent internal data so as to subvert the security of the
non-corrupt parties. In the second model the adversaries can deviate from the protocol and may
wish to pass incorrect data around so as to subvert the computation of the function. Again we
allow such adversaries to talk to each other in a coalition. Such adversaries are called malicious.

385
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There is a problem though, if we assume that communication is asynchronous, which is the
most practically relevant situation, then some party must go last. In such a situation one party
may have learnt the outcome of the computation, but one party may not have the value yet (namely
the party which receives the last message). Any malicious party can clearly subvert the protocol
by not sending the last message. Usually malicious adversaries are assumed not to perform such
an attack. A protocol which is said to be secure against an adversary which can delete the final
message is said to be fair.

In what follows we shall mainly explain the basic ideas behind secure multi-party computation
in the case of honest-but-curious adversaries. We shall touch on the case of malicious adversaries
for one of our examples though, as it provides a nice example of an application of various properties
of Shamir secret sharing.

If we let n denote the number of parties which engage in the protocol, we would like to create
protocols for secure multi-party computation which are able to tolerate a large number of corrupt
parties. It turns out that there is a theoretical limit as to the number of parties which can be
tolerated as being corrupt. For the case of honest-but-curious adversaries we can tolerate up to
n/2 corrupt parties. However, for malicious adversaries we can tolerate up to n/2 corrupt parties
only if we base our security on some computational assumption, for example the inability to break
a symmetric encryption scheme. If we are interested in perfect security then we can only tolerate
up to n/3 corrupt parties in the malicious case.

Protocols for secure multi-party computation usually fall into one of two distinct families. The
first is based on an idea of Yao called a garbled circuit or Yao circuit, in this case one presents the
function to be computed as a binary circuit, and then one “encrypts” the gates of this circuit to
form the garbled circuit. This approach is clearly based on a computational assumption, i.e. that
the encryption scheme is secure. The second approach is based on secret sharing schemes; here one
usually represents the function to be computed as an arithmetic circuit. In this second approach
one uses a perfect secret sharing scheme to obtain perfect security.

It turns out that the first approach seems better suited to the case where there are two parties,
whilst the second approach is better suited to the case of three of more parties. In our discussion
below we will present a computationally secure solution for the two party case in the presence of
honest-but-curious adversaries, based on Yao circuits. This approach can be extended to more
than two parties, and to malicious adversaries, but doing this is beyond the scope of this book. We
then present a protocol for the multi-party case which is perfectly secure. We sketch two versions,
one which provides security against honest-but-curious adversaries and one which provides security
against malicious adversaries.

2. The Two-Party Case

We shall in this section consider the method of secure multi-party computation based on garbled
circuits. We suppose there are two parties A and B each of whome have input x and y, and that
A wishes to compute fA(x, y) and B wishes to compute fB(x, y). Recall this needs to be done
without B learning anything about x or fA(x, y), except from what he can deduce from fB(x, y)
and y, with a similar privacy statement applying to A’s input and outputs.

First note that it is enough for B to receive the output of a related function f . To see this we
let A have an extra secret input k which is as long as the maximum output of her function fA(x, y).
If we can create a protocol in which B learns the value of the function

f(x, y, k) = (k 5 fA(x, y), fB(x, y)),

then B simply sends the value of k 5 fA(x, y) back to A who can then decrypt it using k, and
so determine fA(x, y). Hence, we will assume that there is only one function which needs to be
computed and that its output will be determined by B.
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So suppose f(x, y) is the function which is to be computed, we will assume that f(x, y) is a
function which can be computed in polynomial time. There is therefore also a polynomial sized
binary circuit which will also compute the output of the function. In the forthcoming example we
will be writing out such a circuit, and so in Figure 1, we recall the standard symbols for a binary
circuit.

Figure 1. The Basic Logic Gates
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A binary circuit can be represented by a collection of wires W = {w1, . . . , wn} and a collection
of gates G = {g1, . . . , gm}. Each gate is function which takes as input the values of two wires, and
produces the value of the output wire. For example suppose g1 is an AND gate which takes as
input wire w1 and w2 and produces the output wire w3. Then gate g1 can be represented by the
following truth table.

w1 w2 w3

0 0 0
0 1 0
1 0 0
1 1 1

In other words the gate gi represents a function such that

0 = gi(0, 0) = gi(1, 0) = gi(0, 1) and 1 = gi(1, 1).

In Yao’s garbled circuit construction for secure multi-party computation a circuit is encrypted as
follows:

• For each wire wi two random cryptographic keys are selected k0
i and k1

i . The first one
represents the encryption of the zero value, and the second represents the encryption of
the one value.

• For each wire a random value -i # {0, 1} is chosen. This is used to also encrypt the actual
wire value. If the actual wire value is vi then the encrypted, or “external” value, is given
by Cei = vi 5 -i.

• For each gate we compute a “garbled table” representing the function of the gate on these
encrypted values. Suppose gi is a gate with input wires wi0 and wi1 and output wire wi2 ,
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then the garbled table is the following four values, for some encryption function E,

c
wi2
a,b = E

k
a$#i0
wi0

,k
b$#i1
wi1

,
k

oa,b
wi2
7oa,b 5 -i2

-
for a, b # {0, 1}.

where oa,b = gi(a5 -i0 , b5 -i1).
We do not consider exactly what encryption function is chosen, such a discussion is slightly beyond
the scope of this book. If you want further details then look in the references at the end of this
chapter, or just assume we take an encryption scheme which is suitably secure.

The above may seem rather confusing so we illustrate the method for constructing the garbled
circuit with an example. Suppose A and B each have as input two bits, we shall denote A input
wires by w1 and w2, whilst B’s input wires we shall denote by w3 and w4. Suppose they now wish
to engage in a secure multi-party computation so that B learns the value of the function

f({w1, w2}, {w3, w4}) = (w1 : w3) ; (w2 5w4).

A circuit to represent this function is given in Figure 2.

Figure 2. The Garbled Circuit
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In Figure 2 we present the garbled values of each wire and the corresponding garbled tables
representing each gate. In this example we have the following values of -i,

-1 = -4 = -6 = -7 = 1 and -2 = -3 = -5 = 0.

Consider the first wire, the two garbled values of the wire are k0
1 and k1

1 , which represent the 0
and 1 value respectively. Since -1 = 1 then the external value of the internal 0 value is 1 and the
external value of the internal 1 value is 0. Thus we represent the value garbled value of the wire
by the pair of pairs

(k0
171, k1

170).
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Now we look at the gates, and in particular consider the first gate. The first gate is an AND gate
which takes as input the first and third wires. The first entry in this table corresponds to a = b = 0.
Now the - values for the first and third wires are 1 and 0 respectively. Hence, the first entry in the
table corresponds to what should happen if the keys k1

1 and k0
3 are seen; since

1 = 15 0 = -1 5 a and 0 = 05 0 = -3 5 b.

Now the AND gate should produce the 0 output on input of 1 and 0, thus the thing which is
encrypted in the first line is the key representing the zero value of the fifth wire, i.e. k0

5 , plus the
“external value” of 0, namely 0 = 05 0 = 05 -5.

We are now in a position to describe Yao’s protocol. The protocol proceeds in five phases as
follows:

(1) Party A generates the garbled circuit as above, and transmits to party B only the values
ci
a,b.

(2) Party A then transmits to party B the garbled values of the component of its input wires.
For example, suppose in our example that party A’s input is w1 = 0 and w2 = 0. Then
party A transmits to party B the two values

k0
171 and k0

270.
Note that party B cannot learn the actual values of w1 and w2 from these values since it
does not know -1 and -2, and the keys k0

1 and k0
2 just look like random keys.

(3) Party A and B then engage in an oblivious transfer protocol as in Section 3, for each of
party B’s input wires. In our example suppose that party B’s input is w3 = 1 and w4 = 0.
The two parties execute two oblivious transfer protocols, one with A’s input

k0
370 and k1

371,
and B’s input 1, and one with A’s input

k0
471 and k1

470,
and B’s input 0. At the end of this oblivious transfer phase party B has learnt

k1
371 and k0

471.
(4) Party A then transmits to party B the values of -i for all of the output wires. In our

example he reveals the value of -7 = 1.
(5) Finally party B evaluates the circuit using the garbled input wire values he has been given.

In summary, in the first stage party B only knows the garbled circuit as in the blue items in Figure
2, but by the last stage he knows the blue items in Figure 3.

We now describe how the circuit is evaluated in detail. Please refer to Figure 3 for a graphical
description of this. Firstly party B evaluates the AND gate, he knows that the external value of
wire one is 1 and the external value of wire three is 1. Thus he looks up the entry c1

1,1 in the table
and decrypts it using the two keys he knows, i.e. k0

1 and k1
3 . He then obtains the values k0

570. He
has no idea whether this represents the zero or one value of the fifth wire, since he has no idea as
to the value of -5.

Party B then performs the same operation with the XOR gate. This has input wire 2 and wire
4, for which party B knows that the external values are 0 and 1 respectively. Thus party B decrypts
the entry c2

0,1 to obtain k0
671.

A similar procedure is then carried out with the final OR gate, using the keys and external
values of the fifth and sixth wires. This results in a decryption which reveals the value k0

771. So
the external value of the seventh wire is equal to 1, but party B has been told that -7 = 1, and
hence the internal value of wire seven will be 0 = 1 5 1. Hence, the output of the function is the
bit 0.
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Figure 3. Evaluating The Garbled Circuit
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-7 = 1

So what has Party B learnt from the secure multi-party computation? Party B knows that the
output of the final OR gate is zero, which means that the inputs must also be zero, which means
that the output of the AND gate is zero and the output of the XOR gate is zero. However, party
B knows that the output of the AND gate will be zero, since its own input was zero. However,
party B has learnt that party A’s second input wire represented zero, since otherwise the XOR gate
would not have output zero. So whilst party A’s first input remains private, the second input does
not. This is what we meant by a protocol keeping the inputs private, bar what could be deduced
from the output of the function.

3. The Multi-Party Case: Honest-but-Curious Adversaries

The multi-party case is based on using a secret sharing scheme to evaluate an arithmetic circuit.
An arithmetic circuit consists of a finite field Fq, and a polynomial function (which could have
many inputs and outputs) defined over the finite field. The idea being that such a function can be
evaluated by executing a number of addition and multiplication gates over the finite field.

Given an arithmetic circuit it is clear one could express it as a binary circuit, by simply ex-
panding the addition and multiplication gates of the arithmetic circuit out as their binary circuit
equivalents. One can also represent every binary circuit as an arithmetic circuit, since every gate
in the binary circuit can be represented as a linear function of the input values to the gate, and
their products. Whilst the two representations are equivalent it is clear that some functions are
easier to represent as binary circuits and some are easy to represent as arithmetic circuits.

As before we shall present the protocol via a running example. We shall suppose we have six
parties, P1, . . . , P6 who have six secret values x1, . . . , x6 each of which lie in Fp, for some reasonably
large prime p. For example we could take p , 2128, but in our example to make things easier
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to represent we will take p = 101. The parties are assumed to want to compute the value of the
function

f(x1, . . . , x6) = x1 · x2 + x3 · x4 + x5 · x6 (mod p).
Hence, the arithmetic circuit for this function consists of three multiplication gates and two addition
gates, as in Figure 4, where we label the intermediate values as numbered “wires”.

Figure 4. Graphical Representation of the Example Arithmetic Circuit
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The basic protocol idea is as follows, where we use Shamir secret sharing as our secret sharing
scheme. The value of each wire xi is shared between all players, with each player j obtaining a
share xi

(j). Clearly, if enough players come together then they can determine the value of the wire
xi, by the properties of the secret sharing scheme, and each player can deal shares of his or her
own values at the start of the protocol.

The main problem is how to obtain the shares of the outputs of the gates, given shares of the
inputs of the gates. Recall in Shamir secret sharing the shared value is given by the constant term
of a polynomial f of degree t, with the sharings being the evaluation of the polynomial at given
positions corresponding to each participant f(i).

First we consider how to compute the Add gates. Suppose we have two secrets a and b which
are shared using the polynomials

f(X) = a + f1X + · · · + f tX
t,

g(X) = b + g1X + · · · + gtX
t.

Each of our parties has a share a(i) = f(i) and b(i) = g(i). Now consider the polynomial

h(X) = f(X) + g(X).

This polynomial provides a sharing of the sum c = a + b, and we have

c(i) = h(i) = f(i) + g(i) = a(i) + b(i).

Hence, the parties can compute a sharing of the output of an Add gate without any form of com-
munication between them.

Computing the output of a Mult gate is more complicated. First we recap on the following
property of Lagrange interpolation. If f(X) is a polynomial and we distribute the values f(j) then
there is a vector, called the recombination vector, (r1, . . . , rn) such that

f(0) =
n'

i=1

ri · f(i).
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And the same vector works for all polynomials f(X) of degree at most n! 1.
To compute the Mult gate we perform the following four steps. We assume as input that each

party has a share of a and b via a(i) = f(i) and b(i) = g(i), where f(0) = a and g(0) = b. We wish
to compute a sharing c(i) = h(i) such that h(0) = c = a · b.

• Each party locally computes d(i) = a(i) · b(i).
• Each party produces a polynomial /i(X) of degree at most t such that /i(0) = d(i).
• Each party i distributes to party j the value di,j = /i(j).
• Each party j computes c(j) =

Cn
i=1 ri · di,j.

So why does this work? Consider the first step, here we are actually e"ectively computing a
polynomial h"(X) of degree at most 2 · t, with d(i) = h"(i), and c = h"(0). Hence, the only problem
with the sharing in the first step is that the underlying polynomial has too high a degree. The
main thing to note, is that if

(16) 2 · t ( n! 1

then we have c =
Cn

i=1 ri · d(i).
Now consider the polynomials /i(X) generated in the second step, and consider what happens

when we recombine them using the recombination vector, i.e. set

h(X) =
n'

i=1

ri · /i(X).

Since the /i(X) are all of degree at most t, the polynomial h(X) is also of degree at most t. We
also have that

h(0) =
n'

i=1

ri · /i(0) =
n'

i=1

ri · d(i) = c,

assuming 2 · t ( n ! 1. Thus h(X) is a polynomial which could be used to share the value of the
product. Not only that, but it is the polynomial underlying the sharing produced in the final step.
To see this notice that

h(j) =
n'

i=1

ri · /i(j) =
n'

i=1

ri · di,j = c(j).

So assuming t < n/2 we can produce a protocol which evaluates the arithmetic circuit correctly.
We illustrate the method by examining what would happen for our example circuit in Figure 4,
with p = 101. Recall there are six parties; we shall assume that their inputs are given by

x1 = 20, x2 = 40, x3 = 21, x4 = 31, x5 = 1, x6 = 71.

Each party first computes a sharing xi
(j) of their secret amongst the six parties. They do this by

each choosing a random polynomial of degree t = 2 and evaluating it at j = 1, 2, 4, 5, 6. The values
obtained are then distributed, securely to each party. Hence, each party obtains its row of the
following table

i
j 1 2 3 4 5 6
1 44 2 96 23 86 83
2 26 0 63 13 52 79
3 4 22 75 62 84 40
4 93 48 98 41 79 10
5 28 35 22 90 37 65
6 64 58 53 49 46 44
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As an exercise you should work out the associated polynomials corresponding to each column.
The parties then engage in the multiplication protocol so as to compute sharings of x7 = x1 ·x2.

They first compute their local multiplication, by each multiplying the first two elements in their
row of the above table, then they for a sharing of this local multiplication. These sharings of six
numbers between six parties are then distributed securely as before. In our example run each party,
for this multiplication, obtains the sharings given by the column of the following table

j
i 1 2 3 4 5 6
1 92 54 20 91 65 43
2 10 46 7 95 7 46
3 64 100 96 52 69 46
4 23 38 41 32 11 79
5 47 97 77 88 29 1
6 95 34 11 26 79 69

Each party then takes the six values obtained and recovers their share of the value of x7. We find
that the six shares of x7 are given by

x7
(1) = 9, x7

(2) = 97, x7
(3) = 54, x7

(4) = 82, x7
(5) = 80, x7

(6) = 48.

Repeating the multiplication protocol twice more we also obtain a sharing of x8 as

x8
(1) = 26, x8

(2) = 91, x8
(3) = 38, x8

(4) = 69, x8
(5) = 83, x8

(6) = 80,

and x9 as
x9

(1) = 57, x9
(2) = 77, x9

(3) = 30, x9
(4) = 17, x9

(5) = 38, x9
(6) = 93,

We are then left with the two addition gates to produce the sharings of the wires x10 and x11.
These are obtained by locally adding together the various shared values so that

x11
(1) = x7

(1) + x8
(1) + x9

(1) (mod 101) = 9 + 26 + 57 (mod 101) = 92,

etc, to obtain

x11
(1) = 92, x11

(2) = 63, x11
(3) = 21, x11

(4) = 67, x11
(5) = 100, x11

(6) = 19.

The parties then make public these shares, and recover the hidden polynomial, of degree t = 2,
which produces these sharings, namely

7 + 41X2 + 44X2.

Hence, the result of the multi-party computation is the value 7.

Now assume that more than t parties are corrupt, in the sense that they collude to try and
break the privacy of the non-corrupted parties. The corrupt parties can now come together and
recover any of the underlying secrets in the scheme, since we have used Shamir secret sharing using
polynomials of degree at most t. It can be shown that, using the perfect secrecy of the Shamir
secret sharing scheme that as long as less than or equal to t parties are corrupt then the above
protocol is perfectly securely.

However, it is only perfectly secure assuming all parties follow the protocol, i.e. we are in the
honest-but-curious model. As soon as we allow parties to deviate from the protocol then they can
force the honest parties to produce invalid results. To see this just notice that a dishonest party
could simply produce an invalid sharing of its product in the second part of the multiplication
protocol above.
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4. The Multi-Party Case: Malicious Adversaries

To produce a scheme which is secure against such active adversaries we need to force all parties
to either follow the protocol, or we should be able to recover from errors which malicious parties
introduce introduce into the protocol. It is the second of these two approaches which we shall follow
in this section, by using the error correction properties of the Shamir secret sharing scheme.

As already remarked the above protocol is not secure against malicious adversaries, due to the
ability of an attacker to make the multiplication protocol output an invalid answer. To make the
above protocol secure against malicious adversaries we make use of various properties of the Shamir
secret sharing scheme.

The protocol runs in two stages: The preprocessing stage does not involve any of the secret
inputs of the parties, it purely depends on the number of multiplication gates in the circuit. In the
main phase of the protocol the circuit is evaluated as in the previous section, but using a slightly
di"erent multiplication protocol. Malicious parties can force the preprocessing stage to fail, however
if it completes then the honest parties will be able to evaluate the circuit as required.

The preprocessing phase runs as follows. First using the techniques from Chapter 23 a pseu-
dorandom secret sharing scheme, PRSS, and a pseudorandom zero sharing scheme, PRZS, are set
up. Then for each multiplication gate in the circuit we compute a random triple of sharings a(i),
b(i) and c(i) such that c = a · b. This is done as follows:

• Using PRSS generate two random sharings, a(i) and b(i), of degree t.
• Using PRSS generate another random sharing r(i) of degree t.
• Using PRZS generate a sharing z(i), of degree 2 · t of zero.
• Each player then locally computes

s(i) = a(i) · b(i) ! r(i) + z(i).

Note this local computation will produce a degree 2 · t sharing of the value s = a · b! r.
• Then the players broadcast their values s(i) and try to recover s. This can be done

always using the error correction properties of Reed–Solomon codes assuming the number
of malicious parties is bounded by n/3.

• Now the players locally compute the shares c(i) from c(i) = s + r(i).

Assuming the above preprocessing phase completes successfully all we need do is specify how
the parties implement a Mult in the presence of malicious adversaries. We assume the inputs to the
multiplication gate are given by x(i) and y(i) and we wish to compute a sharing z(i) of the produce
z = x · y. From the preprocessing stage, the parties also have for each gate, a triple of shares a(i),
b(i) and c(i) such that c = a · b. The protocol for the multiplication is then as follows:

• Compute locally, and then broadcast, the values d(i) = x(i) ! a(i) and e(i) = y(i) ! b(i)

• Reconstruct the values of d = x! a and d = y ! b.
• Locally compute the shares

z(i) = d · e + d · b(i) + e · a(i) + c(i).

Note that the reconstruction in the second step can be completed as long as there are at most
t < n/3 malicious parties. The computation in the last step recovers the valid shares due to the
linear nature of the Shamir secret sharing scheme and the underlying equation

d · e + d · b + e · a + c = (x! a) · (y ! b) + (x! a) · b + (y ! b) · a + c

= ((x! a) + a) · ((y ! b) + b)
= x · y = z.
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Chapter Summary

• We have explained how to perform two party secure computation in the precense of honest-
but-curious adversaries using Yao’s garbled circuit construction.

• For the many party case we have presented a protocol based on evaluating arithmetic, as
opposed to binary, circuits which is based on Shamir secret sharing.

• The main issue with this latter protocol is how to evaluate the multiplication gates. We
presented two methods: The first, simpler, method is applicable when one is only dealing
with honest-but-curious adversaries, the second, more involved, method is for the case of
malicious adversaries.

Further Reading

The original presentation of Yao’s idea appears in FOCS 1986, It can be transformed into a
scheme for malicious adversaries using a general technique of Goldreich et. al. The discussion of
the secret sharing based solution for the honest and malicious cases closely follows the treatment
in Damg̊ard et. al.

I. Damg̊ard, M. Geisler, M. Kroigaard and J.B. Nielsen. Asynchronous multiparty computation:
Theory and implementation IACR e-print eprint.iacr.org/2008/415.

O. Goldreich, S. Micali and A. Wigderson. How to play any mental game. In Symposium on Theory
of Computing – STOC 1987, ACM, 218–229, 1987.

A.C. Yao. How to generate and exchange secrets. In Foundations of Computer Science – FOCS
1986, IEEE, 162–167, 1986.





APPENDIX A

Basic Mathematical Terminology

This appendix is presented as a series of notes which summarizes most of the mathematical
terminology needed in this book. In this appendix we present the material in a more formal manner
than we did in Chapter 1 and the rest of the book.

1. Sets

Here we recap on some basic definitions etc. which we list here for completeness.

Definition A.1. For two sets A, B we define the union, intersection, di"erence and cartesian
product by

A CB = {x : x # A or x # B},
A @B = {x : x # A and x # B},
A \ B = {x : x # A and x '# B},
A3B = {(x, y) : x # A and y # B}.

The statement A + B means that
x # A9 x # B.

Using these definitions one can prove in a standard way all the basic results of set theory that
one shows in school using Venn diagrams. For example

Lemma A.2. If A + B and B + C then A + C.

Proof. Let x be an element of A, we wish to show that x is an element of C. Now as A + B
we have that x # B, and as B + C we then deduce that x # C. !

Notice that this is a proof whereas an argument using Venn diagrams is not a proof. Using
Venn diagrams merely shows you were not clever enough to come up with a picture which proved
the result false.

2. Relations

Next we define relations and some properties that they have. Relations, especially equivalence
relations, play an important part in algebra and it is worth considering them at this stage so it is
easier to understand what is going on later.

Definition A.3. A (binary) relation on a set A is a subset of the Cartesian product A3A.

This we explain with an example:
Consider the relationship ‘less than or equal to’ between natural numbers. This obviously gives

us the set
LE = {(x, y) : x, y # N, x is less than or equal to y}.

In much the same way every relationship that you have met before can be written in this set-
theoretic way. An even better way to put the above is to define the relation less than or equal to
to be the set

LE = {(x, y) : x, y # N, x! y '# N \ {0}}.
397
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Obviously this is a very cumbersome notation so for a relation R on a set S we write

x R y

if (x, y) # R, i.e. if we now write ( for LE we obtain the usual notation 1 ( 2 etc.
Relations which are of interest in mathematics usually satisfy one or more of the following four

properties:

Definition A.4.
A relation R on a set S is reflexive if for all x # S we have (x, x) # R.
A relation R on a set S is symmetric if (x, y) # R implies that (y, x) # R.
A relation R on a set S is anti-symmetric if (x, y) # R and (y, x) # R implies that x = y.
A relation R on a set S is transitive if (x, y) # R and (y, z) # R implies that (x, z) # R.

We return to our example of (. This relation ( is certainly reflexive as x ( x for all x # N. It
is not symmetric as x ( y does not imply that y ( x, however it is anti-symmetric as x ( y and
y ( x imply that x = y. You should note that it is transitive as well.

Relations like ( occur so frequently that we give them a name:

Definition A.5. A relation which is reflexive, transitive and anti-symmetric is called a partial
order relation.

Definition A.6. A relation which is transitive and anti-symmetric and which for all x, y we
have either (x, y) # R or (y, x) # R is called a total order relation.

Another important type of relationship is that of an equivalence relation:

Definition A.7. A relation which is reflexive, symmetric and transitive is called an equivalence
relation.

The obvious example of N and the relation ‘is equal to’ is an equivalence relation and hence gives
this type of relation its name. One of the major problems in any science is that of classification of
sets of objects. This amounts to placing the objects into mutually disjoint subsets. An equivalence
relation allows us to place equivalent elements into disjoint subsets. Each of these subsets is called
an equivalence class. If the properties we are interested in are constant over each equivalence class
then we may as well restrict our attention to the equivalence classes themselves. This often leads to
greater understanding. In the jargon this process is called factoring out by the equivalence relation.
It occurs frequently in algebra to define new objects from old, e.g. quotient groups. The following
example is probably the most familiar being a description of modular arithmetic:

Let m be a fixed positive integer. Consider the equivalence relation on Z which says x is related
to y if (x ! y) is divisible by m. This is an equivalence relation, which you should check. The
equivalence classes we denote by

0 = {. . . ,!2m,!m, 0,m, 2m, . . .},
1 = {. . . ,!2m + 1,!m + 1, 1,m + 1, 2m + 1, . . .},

. . . . . .

m! 1 = {. . . ,!m! 1,!1,m! 1, 2m ! 1, 3m! 1, . . .}.

Note that there are m distinct equivalence classes, one for each of the possible remainders
on division by m. The classes are often called the residue classes modulo m. The resulting set
{0, . . . ,m! 1} is often denoted by Z/mZ as we have divided out by all multiples of m. If m is a
prime number, say p, then the resulting set is often denoted Fp as the resulting object is a field.
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3. Functions

We give two definitions of functions; the first is wordy and is easier to get hold of, the second
is set-theoretic.

Definition A.8. A function is a rule which maps the elements of one set, the domain, with
those of another, the codomain. Each element in the domain must map to one and only one element
in the codomain.

The point here is that the function is not just the rule, e.g. f(x) = x2, but also the two sets
that one is using. A few examples will su!ce.

(1) The rule f(x) =
.

x is not a function from R to R since the square root of a negative
number is not in R. It is also not a function from R+0 to R since every element of the
domain has two square roots in the codomain. But it is a function from R+0 to R+0.

(2) The rule f(x) = 1/x is not a function from R to R but it is a function from R \ {0} to R.
(3) Note not every element of the codomain need have an element mapping to it. Hence, the

rule f(x) = x2 taking elements of R to elements of R is a function.
Our definition of a function is unsatisfactory as it would also require a definition of what a rule is.
In keeping with the spirit of everything else we have done we give a set-theoretic description.

Definition A.9. A function from the set A to the set B is a subset F of A3B such that:
(1) If (x, y) # F and (x, z) # F then y = z.
(2) For all x # A there exists a y # B such that (x, y) # F .

The set A is called the domain, the set B the codomain. The first condition means that each
element in the domain maps to at most one element in the codomain. The second condition means
that each element of the domain maps to at least one element in the codomain. Given a function
f from A to B and an element x of A then we denote by f(x) the unique element in B such that
(x, f(x)) # f .

One can compose functions, if the definitions make sense. Say one has a function f from A to B
and a function g from B to C then the function g F f is the function with domain A and codomain
C consisting of the elements (x, g(f(x))).

Lemma A.10. Let f be a function from A to B, let g be a function from B to C and h be a
function from C to D, then we have

h F (g F f) = (h F g) F f.

Proof. Let (a, d) belong to (h F g) F f . Then their exists an (a, b) # f and a (b, d) # (h F g)
for some b # B, by definition of composition of functions. Again by definition there exists a c # C
such that (b, c) # g and (c, d) # h. Hence (a, c) # (g F f), which shows (a, d) # h F (g F f). Hence

(h F g) F f + h F (g F f).

Similarly one can show the other inclusion. !
One function, the identity function, is particularly important:

Definition A.11. The identity function idA on a set A is the set {(x, x) : x # A}.

Lemma A.12. For any function f from A to B we have

f F idA = idB F f = f.

Proof. Let x be an element of A, then

(f F idA)(x) = f(idA(x)) = f(x) = idB(f(x)) = (idB F f)(x).

!
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Two properties that we shall use all the time are the following:

Definition A.13.
A function f from A to B is said to be injective (or 1:1) if for any two elements, x, y of A with
f(x) = f(y) we have x = y.
A function f from A to B is said to be surjective (or onto) if for every element b # B there exists
an element a # A such that f(a) = b.

A function which is both injective and surjective is called bijective (or a 1:1 correspondence).
We shall now give some examples.

(1) The function from R to R given by f(x) = x + 2 is bijective.
(2) The function from N to N given by f(x) = x + 2 is injective but not surjective as the

elements {0, 1} are not the image of anything.
(3) The function from R to R+0 given by f(x) = x2 is surjective as every non-negative real

number has a square root in R but it is not injective as if x2 = y2 then we could have
x = !y.

The following gives us a good reason to study bijective functions.

Lemma A.14. A function f : A$ B is bijective if and only if there exists a function g : B $ A
such that f F g and g F f are the identity function.

We leave the proof of this lemma as an exercise. Note, applying this lemma to the resulting g
means that g is also bijective. Such a function as g in the above lemma is called an inverse of f
and is usually denoted f!1. Note that a function only has an inverse if it is bijective.

4. Permutations

We let A be a finite set of cardinality n, without loss of generality we can assume that A =
{1, 2, . . . , n}. A bijective function from A to A is called a permutation. The set of all permutations
on a set of cardinality n is denoted by Sn.

Suppose A = {1, 2, 3}, then we have the permutation f(1) = 2, f(2) = 3 and f(3) = 1. This is
a very cumbersome way to write a permutation. Mathematicians (being lazy people) have invented
the following notation, the function f above is written as

(
1 2 3
2 3 1

)
.

What should be noted about this notation (which applies for arbitrary n) is that all the numbers
between 1 and n occur exactly once on each row. The first row is always given as the numbers 1
to n in increasing order. Any such matrix with these properties represents a permutation, and all
permutations can be represented by such a matrix. This leads us to the elementary

Lemma A.15. The cardinality of the set Sn is n!.

Proof. This is a well-known argument. There are n choices for the first element in the second
row of the above matrix. Then there are n ! 1 choices for the second element in the second row
and so on. !

If * is a permutation on a set S then we usually think of * acting on the set. So if s # S then
we write

s"

for the action of * on the element s.
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Suppose we define the permutations

g =
(

1 2 3
2 3 1

)

f =
(

1 2 3
3 2 1

)

As permutations are nothing but functions we can compose them. Remembering that g F f means
apply the function f and then apply the function g we see that

(
1 2 3
2 3 1

)
F
(

1 2 3
3 2 1

)

means 1 $ 3 $ 1, 2 $ 2 $ 3 and 3 $ 1 $ 2. Hence, the result of composing the above two
permutations is

(17)
(

1 2 3
1 3 2

)
.

However, can cause confusion when using our “acting on a set” notation above. For example

1g.f = g(f(1)) = 3

so we are unable to read the permutation from left to right. However, if we use another notation
say · to mean

f · g = g F f

then we are able to read the expression from left to right. We shall call this operation multiplying
permutations.

Mathematicians are, as we said, by nature lazy people and this notation we have introduced is
still a little too much. For instance we always write down the numbers 1, . . . , n in the top row of
each matrix to represent a permutation. Also some columns are redundant, for instance the first
column of the permutation (17). We now introduce another notation for permutations which is
concise and clear. We first need to define what a cycle is.

Definition A.16. By a cycle or n-cycle we mean the object (x1, . . . , xn) with distinct xi #
N \ {0}. This represents the permutation f(x1) = x2 , f(x2) = x3 , . . . , f(xn!1) = xn, f(xn) = x1

and for x '# {x1, . . . , xn} we have f(x) = x.

For instance we have (
1 2 3
2 3 1

)
= (1, 2, 3) = (2, 3, 1) = (3, 1, 2).

Notice that a cycle is not a unique way of representing a permutation. As another example we have
(

1 2 3
3 2 1

)
= (1, 3)(2) = (3, 1)(2).

The identity permutation is represented by (). Again, as mathematicians are lazy we always write
(1, 3)(2) = (1, 3). This can lead to ambiguities as (1, 2) could represent a function from

{1, 2} to {1, 2}
or

{1, 2, . . . , n} to {1, 2, . . . , n}.
Which function it represents is usually however clear from the context.

Two cycles (x1, . . . , xn) and (y1, . . . , yn) are called disjoint if {x1, . . . , xn}@ {y1, . . . , yn} = A. It
is easy to show that if * and + are two disjoint cycles then

* · + = + · *.
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Note this is not true for cycles which are not disjoint, e.g.

(1, 2, 3, 4) · (3, 5) = (1, 2, 5, 3, 4) '= (1, 2, 3, 5, 4) = (3, 5) · (1, 2, 3, 4).
Our action of permutations on the underlying set can now be read easily from left to right,

2(1,2,3,4)·(3,5) = 3(3,5) = 5 = 2(1,2,5,3,4),

as the permutation (1, 2, 3, 4) maps 2 to 3 and the permutation (3, 5) maps 3 to 5.
What really makes disjoint cycles interesting is the following

Lemma A.17. Every permutation can be written as a product of disjoint cycles.

Proof. Let * be a permutation on {1, . . . , n}. Let *1 denote the cycle

(1,*(1),*(*(1)), . . . ,*(. . . *(1) . . .)),

where we keep applying * until we get back to 1. We then take an element x of {1, . . . , n} such
that *1(x) = x and consider the cycle *2 given by

(x,*(x),*(*(x)), . . . ,*(. . . *(x) . . .)).

We then take an element of {1, . . . , n} which is fixed by *1 and *2 to create a cycle *3. We continue
this way until we have used all elements of {1, . . . , n}. The resulting cycles *1, . . . ,*t are obviously
disjoint and their product is equal to the cycle *. !

What is nice about this proof is that it is constructive. Given a permutation we can follow the
procedure in the proof to obtain the permutation as a product of disjoint cycles.

Consider the permutation

* =
(

1 2 3 4 5 6 7 8 9
2 3 7 6 8 4 1 5 9

)
.

We have *(1) = 2, *(2) = 3, *(3) = 7 and *(7) = 1 so the first cycle is
*1 = (1, 2, 3, 7).

The next element of {1, . . . , 9} which we have not yet considered is 4. We have *(4) = 6 and
*(6) = 4 so *2 = (4, 6). Continuing in this way we find *3 = (5, 8) and *4 = (9). Hence we have

* = (1, 2, 3, 7)(4, 6)(5, 8)(9) = (1, 2, 3, 7)(4, 6)(5, 8).

5. Operations

In mathematics one meets lots of binary operations: ordinary addition and multiplication,
composition of functions, matrix addition and multiplication, multiplication of permutations, etc.,
the list is somewhat endless. All of these binary operations have a lot in common, they also have
many di"erences, for instance, for two real numbers x and y we have x · y = y · x, but for two 2 by
2 matrices with real entries, A and B, it is not true that we always have A · B = B · A. To study
the similarities and di"erences between these operations we formalize the concept below. We then
prove some results which are true of operations given some basic properties, these results can then
be applied to any of the operations above which satisfy the given properties. Hence our abstraction
will allow us to prove results in many areas at once.

Definition A.18. A (binary) operation on a set A is a function from the domain A3A to the
codomain A.

So if A = R we could have the function f(x, y) = x+y. Writing f(x, y) all the time can become
a pain so we often write a symbol between the x and the y to denote the operation, e.g.

x · y x + y x y
x F y xH y x I y
x : y x ; y x 4 y.
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Most often we write x + y and x · y, we refer to the former as additive notation and the latter as
multiplicative notation. One should bear in mind that we may not be actually referring to ordinary
multiplication and addition when we use these terms/notations.

Operations can satisfy various properties:

Definition A.19 (Associative). An operation I is said to be associative if for all x, y and z
we have

(x I y) I z = x I (y I z).

Operations which are associative include all those examples mentioned above. Non-associative
operations do exist but cryptographers have very little interest in them. Note that for an associative
operation the expression

w I x I y I z

is well defined, as long as we do not move the relative position of any of the terms it does not
matter which operation we carry out first.

Definition A.20 (Commutative). An operation ; is said to be commutative if for all x and y
we have

x ; y = y ; x.

Ordinary addition, multiplication and matrix addition is commutative, but multiplication of
matrices and permutations is not.

Definition A.21 (Identity). An operation · on the set A is said to have an identity if there
exists an element e of A such that for all x we have

e · x = x · e = x.

The first thing we notice is that all the example operations above possess an identity, but that
ordinary subtraction on the set R does not possess an identity. The following shows that there can
be at most one identity for any given operation.

Lemma A.22. If an identity exists then it is unique. It is then called ‘the’ identity.

Proof. Suppose there are two identities e and e". As e is an identity we have e · e" = e" and as
e" is an identity we have e · e" = e. Hence, we have e" = e · e" = e. !

Usually if we are using an additive notation then we denote the identity by 0 to correspond
with the identity for ordinary addition, and if we are using the multiplicative notation then we
denote the identity by either 1 or e.

Definition A.23 (Inverses). Let + be an operation on a set A with identity 0. Let x # A. If
there is a y # A such that

x + y = y + x = 0
then we call y an inverse of x.

In the additive notation it is usual to write the inverse of x as !x. In the multiplicative notation
it is usual to write the inverse as x!1.

All elements in R have inverses with respect to ordinary addition. All elements in R except
zero have inverses with respect to ordinary multiplication. Every permutation has an inverse with
respect to multiplication of permutations. However, only square matrices of non-zero determinant
have inverses with respect to matrix multiplication.

The next result shows that an element can have at most one inverse assuming the operation is
associative.

Lemma A.24. Consider an associative operation on a set A with identity e. Let x # A have an
inverse y, then this inverse is unique, we call it ‘the’ inverse.
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Proof. Suppose their are two such inverses y and y" then

y = ye = y(xy") = (yx)y" = ey" = y".

Note how we used the associativity property above. !
We shall assume from now on that all operations we shall encounter are associative. Say one

wishes to perform the same operation over and over again, for example

x ; x ; x ; · · · ; x ; x.

If our operation is written additively then we write for n # N, n · x for x + · · · + x, whilst if our
operation is written multiplicatively we write xn for x · · · x.

The following result can be proved by induction:

Lemma A.25 (Law of Powers). For any operation F which is associative we have

gm F gn = gm+n, (gm)n = gm·n.

We can extend the notation to all n # Z, if x has an inverse (and the operation an identity),
by (!n) · x = n · (!x) and x!n = (x!1)n.

The following lemma is obvious, but often causes problems as it is slightly counter-intuitive.
To get it in your brain consider the case of matrices.

Lemma A.26. Consider a set with an associative operation which has an identity, e. If x, y # G
possess inverses then we have

(1) (x!1)!1 = x.
(2) (xy)!1 = y!1x!1.

Proof. For the first we notice

x!1 · x = e = x · x!1.

Hence by definition of inverses the result follows. For the second we have

x · y · (y!1 · x!1) = x · (y · y!1) · x!1 = x · e · x!1 = x · x!1 = e,

and again the result follows by the definition of inverses. !
We have the following dictionary to translate between additive and multiplicative notations:

Additive Multiplicative
x + y xy

0 1 or e
!x x!1

n · x xn

6. Groups

Definition A.27. A group is a set G with a binary operation F such that
(1) F is associative.
(2) F has an identity element in G.
(3) Every element of G has an inverse.

Note we have not said that the binary operation is closed as this is implicit in our definition of
what an operation is. If the operation is also commutative then we say that we have a commutative,
or abelian, group.

The following are all groups, as an exercise you should decide on the identity element, what the
inverse of each element is, and which groups are abelian.

(1) The integers Z under addition (written Z+).
(2) The rationals Q under addition (written Q+).
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(3) The reals R under addition (written R+).
(4) The complexes C under addition (written C+).
(5) The rationals (excluding zero) Q \ {0} under multiplication (written Q#).
(6) The reals (excluding zero) R \ {0} under multiplication (written R#).
(7) The complexes (excluding zero) C \ {0} under multiplication (written C#).
(8) The set of n vectors over Z, Q, . . . , etc. under vector addition.
(9) The set of n 3 m matrices with integer, rational, real or complex entries under matrix

addition. This set is written Mn/m(Z), etc. however when m = n we write Mn(Z) instead
of Mn/n(Z).

(10) The general linear group (the matrices of non-zero determinant) over the rationals, reals
or complexes under matrix multiplication (written GLn(Q), etc.).

(11) The special linear group (the matrices of determinant ±1) over the integers, rationals etc.
(written SLn(Z), etc.).

(12) The set of permutations on n elements, written Sn and often called the symmetric group
on n letters.

(13) The set of continuous (di"erentiable) functions from R to R under pointwise addition.
(14) etc.

The list is endless, a group is one of the most basic concepts in mathematics.
Not all mathematical objects are however groups. Consider the following list of sets and oper-

ations which are not groups. You should decide why they are not groups.
(1) The natural numbers N under ordinary addition or multiplication.
(2) The integers Z under subtraction or multiplication.

We now give a number of definitions related to groups.

Definition A.28.
The order of a group is the number of elements in the underlying set G and is denoted |G| or #G.
The order of an element g # G is the least positive integer n such that gn = e, if such an n exists
otherwise we say that g has infinite order.
A cyclic group G is a group which has an element g such that each element of G can be written
in the form gn for some n # Z (in multiplicative notation). If this is the case then one can write
G = %g& and one says that g is a generator of the group G.

Note, the only element in a group with order one is the identity element and if x is an element
of a group then x and x!1 have the same order.

Lemma A.29. If G = %g& and g has finite order n then the order of G is n.

Proof. Every element of G can be written as gm for some m # Z, but as g has order n there
are only n distinct such values, as

gn+1 = gn F g = e F g = g.

So the group G has only n elements. !

Let us relate this back to the permutations which we introduced earlier. Recall that the set of
permutations forms a group under composition. It is easy to see that if * # Sn is a k-cycle then *
has order k in Sn. One can also easily see that if * is a product of disjoint cycles then the order of
* is the least common multiple of the orders of the constituent cycles.

A subset S of G is said to generate G if every element of G can be written as a product of
elements of S. For instance

• the group S3 is generated by the set {(1, 2), (1, 2, 3)},
• the group Z+ is generated by the element 1,
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• the group Q# is generated by the set of prime numbers, it therefore has an infinite number
of generators.

Note that the order of a group says nothing about the number of generators it has.
An important set of finite groups which are easy to understand is groups obtained by considering

the integers modulo a number m. Recall that we have Z/mZ = {0, 1, . . . ,m! 1}. This is a group
with respect to addition, when we take the non-negative remainder after forming the sum of two
elements. It is not a group with respect to multiplication in general, even when we exclude 0. We
can, however, get around this by setting

(Z/mZ)# = {x # Z/mZ : (m,x) = 1}.
This latter set is a group with respect to multiplication, when we take the non-negative remainder
after forming the product of two elements. The order of (Z/mZ)# is denoted "(m), the Euler "
function. This is an important function in the theory of numbers. As an example we have

"(p) = p! 1,

if p is a prime number. We shall return to this function later.
We now turn our attention to subgroups.

Definition A.30. A subgroup H of a group G is a subset of G which is also a group with
respect to the operation of G. We write in this case H < G.

Note that by this definition GLn(R) is not a subgroup of Mn(R), although GLn(R) + Mn(R).
The operation on GLn(R) is matrix multiplication whilst that on Mn(R) is matrix addition.

However we do have the subgroup chains:
Z+ < Q+ < R+ < C+,

Q# < R# < C#.

If we also identify x # Z with the diagonal matrix diag(x, . . . , x) then we also have that Z+ is a
subgroup of Mn(Z) and so on.

As an important example, consider the set 2Z of even integers, this is a subgroup of Z+. If we
write Z+ = 1Z, then we have nZ < mZ if and only if m divides n, where

mZ = {. . . ,!2m,!m, 0,m, 2m, . . .}.
We hence obtain various chains of subgroups of Z+,

18Z < 6Z < 2Z < Z+,

18Z < 9Z < 3Z < Z+,

18Z < 6Z < 3Z < Z+.

We now show that these are the only such subgroups of Z+.

Lemma A.31. The only subgroups of Z+ are nZ for some positive integer n.

Proof. Let H be a subgroup of Z+. As H is non-empty it must contain an element x and its
inverse !x. Hence H contains at least one positive element n. Let n denote the least such positive
element of H and let m denote an arbitrary non-zero element of H. By Euclidean division, there
exist q, r # Z with 0 ( r < n such that

m = qn + r.

Hence r # H, by choice of n this must mean r = 0. Therefore all elements of H are of the form nq
which is what was required. !

So every subgroup of Z+ is an infinite cyclic group. This last lemma combined with the earlier
subgroup chains gives us a good definition of what a prime number is.
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Definition A.32. A prime number is a (positive) generator of a non-trivial subgroup of Z+,
i.e. H '= Z+ or 0, for which no subgroup of Z+ contains H except Z+ and H itself.

What is good about this definition is that we have not referred to the multiplicative structure of
Z to define the primes. Also it is obvious that neither zero nor one is a prime number. In addition
the above definition allows one to generalize the notion of primality to other settings, for how this
is done consult any standard textbook on abstract algebra.

6.1. Normal Subgroups and Cosets. A normal subgroup is particularly important in the
theory of groups. The name should not be thought of as meaning that these are the subgroups
that normally arise, the name is a historic accident. To define a normal subgroup we first need to
define what is meant by conjugate elements.

Definition A.33. Two elements x, y of a group G are said to be conjugate if there is an element
g # G such that x = g!1yg.

It is obvious that two conjugate elements have the same order. If N is a subgroup of G we
define, for any g # G,

g!1Ng = {g!1xg : x # N},
which is another subgroup of G, called a conjugate of the subgroup N .

Definition A.34. A subgroup N < G is said to be normal if g!1Ng + N for all g # G. If this
is the case then we write N ! G.

For any group G we have G ! G and {e}! G and if G is an abelian group then every subgroup
of G is normal. The importance of normal subgroups comes from the fact that these are subgroups
that we can factor out by. This is related to the cosets of a subgroup which we now go on to
introduce.

Definition A.35. Let G be a group and H < G (H is not necessarily normal). Fix an element
g # G then we define the left coset of H with respect to g to be the set

gH = {gh : h # H}.
Similarly we define the right coset of H with respect to g to be the set

Hg = {hg : h # H}.

Let H denote a subgroup of G then one can show that the set of all left (or right) cosets of H
in G forms a partition of G, but we leave this to the reader. In addition if a, b # G then aH = bH
if and only if a # bH, which is also equivalent to b # aH, a fact which we also leave to the reader
to show. Note that we can have two equal cosets aH = bH without having a = b.

What these latter facts show is that if we define the relation RH on the group G with respect
to the subgroup H by

(a, b) # RH if and only if a = bh for some h # H,

then this relation is an equivalence relation. The equivalence classes are just the left cosets of H
in G.

The number of left cosets of a subgroup H in G we denote by (G : H)L, the number of right
cosets we denote by (G : H)R. We are now in a position to prove the most important theorem of
elementary group theory, namely Lagrange’s Theorem.

Theorem A.36 (Lagrange’s Theorem). Let H be a subgroup of a finite group G then

|G| = (G : H)L · |H|
(G : H)R · |H|.

Before we prove this result we state some obvious important corollaries;
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Corollary A.37.
We have (G : H)L = (G : H)R; this common number we denote by (G : H) and call it the index of
the subgroup H in G.
The order of a subgroup and the index of a subgroup both divide the order of the group.
If G is a group of prime order, then G has only the subgroups G and %e&.

We now return to the proof of Lagrange’s Theorem.

Proof. We form the following collection of distinct left cosets of H in G which we define
inductively. Put g1 = e and assume we are given i cosets by g1H, . . . , giH. Now take an element
gi+1 not lying in any of the left cosets gjH for j ( i. After a finite number of such steps we have
exhausted elements in the group G. So we have disjoint union of left cosets which cover the whole
group.

G =
D

10i0(G:H)L

giH.

We also have for each i, j that |giH| = |gjH|, this follows from the fact that the map

H !$ gH
h )!$ gh

is a bijective map of sets. Hence

|G| =
'

10i0(G:H)L

|giH| = (G : H)L|H|.

The other equality follows using the same argument. !
We can also deduce from the corollaries the following

Lemma A.38. If G is a group of prime order then it is cyclic.

Proof. If g # G is not the identity then %g& is a subgroup of G of order * 2. But then it must
have order |G| and so G is cyclic. !

We can use Lagrange’s Theorem to write down the subgroups of some small groups. For
example, consider the group S3 this has order 6 so by Lagrange’s Theorem its subgroups must have
order 1, 2, 3 or 6. It is easy to see that the only subgroups are therefore:

• one subgroup of order 1; namely %(1)&,
• three subgroups of order 2; namely %(1, 2)&, %(1, 3)& and %(2, 3)&,
• one subgroup of order 3; namely %(1, 2, 3)&,
• one subgroup of order 6, which is S3 obviously.

6.2. Factor or Quotient Groups. Throughout this subsection let G be a group with a
normal subgroup N . The following elementary lemma, whose proof we again leave to the reader,
gives us our justification for looking at normal subgroups.

Lemma A.39. Let H < G then the following are equivalent:
(1) xH = Hx for all x # G.
(2) x!1Hx = H for all x # G.
(3) H ! G.
(4) x!1hx # H for all x # G and h # H.

By G/N we denote the set of left cosets of N , note that these are the same as the right cosets
of N . We note that two cosets, g1N and g2N are equal if and only if g!1

1 g2 # N .
We wish to turn G/N into a group, the so-called factor group or quotient group. Let g1N and

g2N denote any two elements of G/N then we define the product of their left cosets to be (g1g2)N .
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We first need to show that this is a well-defined operation, i.e. if we replace g1 by g"1 and g2 by
g"2 with g!1

1 g"1 = n1 # N and g!1
2 g"2 = n2 # N then our product still gives the same coset. In other

words we wish to show
(g1g2)N = (g"1g

"
2)N.

Now let x # (g1g2)N then x = g1g2n for some n # N . Then x = g"1n
!1
1 g"2n

!1
2 n. But as G is normal

(left cosets = right cosets) we have n"
1
!1g"2 = g"2n3 for some n3 # N . Hence

x = g"1g
"
2n3n

!1
2 n # g"1g

"
2N.

This proves the first inclusion, the other follows similarly. We conclude that our operation on G/N
is well defined. One can also show that if N is an arbitrary subgroup of G and we define the
operation on the cosets above then this is only a well-defined operation if N is a normal subgroup
of G.

So we have a well-defined operation on G/N , we now need to show that this operation satisfies
the axioms of a group:

• As an identity we take eN = N , since for all g # G we have

eN · gN = (eg)N = gN.

• As an inverse of (gN) we take g!1N as

gN.g!1N = (gg!1)N = eN = N.

• Associativity follows from

(g1N)(g2N · g3N) = g1N((g2g3)N) = (g1(g2g3))N
= ((g1g2)g3)N = ((g1g2)N)g3N

= (g1N · g2N)(g3N).

We now present some examples.
(1) Let G be an arbitrary finite group of order greater than one, let H be a subgroup of G.

Then H = G and H = {e} are always normal subgroups of G.
(2) If H = G then there is only one coset and so we have G/G = {G} is a group of order one.
(3) If H = {e} then the cosets of H are the one-element subsets of G. That is G/{e} = {{g} :

g # G}.
(4) Put G = S3 and N = {(1), (1, 2, 3), (1, 3, 2)}, then N is a normal subgroup of G. The

cosets of N in G are N and (1, 2)N with

((1, 2)N)2 = (1, 2)2N = (1)N = N.

Hence S3/%(1, 2, 3)& is a cyclic group of order 2.
(5) If G is abelian then every subgroup H of G is normal, so one can always form the quotient

group G/H.
(6) Since (Z,+) is abelian we have that mZ is always a normal subgroup. Forming the quotient

group Z/mZ we obtain the group of integers modulo m under addition.

6.3. Homomorphisms. Let G1 and G2 be two groups, we wish to look at the functions from
G1 to G2. Obviously one could look at all such functions, however by doing this we would lose all
the structure that the group laws give us. We restrict ourselves to maps which preserve this group
law.

Definition A.40. A homomorphism from a group G1 to a group G2 is a function f with
domain G1 and codomain G2 such that for all x, y # G1 we have

f(x · y) = f(x) · f(y).
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Note multiplication on the left is with the operation of the group G1 whilst the multiplication
on the right is with respect to the operation of G2. As examples we have

(1) The identity map idG : G$ G, where idG(g) = g is a group homomorphism.
(2) Consider the function R+ $ R# given by f(x) = ex. This is a homomorphism as for all

x, y # R we have
ex+y = exey.

(3) Consider the map from C# to R# given by f(z) = |z|. This is also a homomorphism.
(4) Consider the map from GLn(C) to C# given by f(A) = det(A), this is a group homomor-

phism as det(AB) = det(A) · det(B) for any two elements of GLn(C).
Two elementary properties of homomorphisms are summarized in the following lemma.

Lemma A.41. Let f : G1 $ G2 be a homomorphism of groups, then
(1) f(e1) = e2.
(2) For all x # G1 we have f(x!1) = (f(x))!1.

Proof. For the first result we have e2f(x) = f(x) = f(e1x) = f(e1)f(x) and so

e2 = f(x)f(x)!1 = f(e1)f(x)f(x)!1 = f(e1)
as required.

Now for the second we have

f(x!1)f(x) = f(x!1x) = f(e1) = e2,

so the result follows by definition. !
For any homomorphism f from G1 to G2 there are two special subgroups associated with f .

Definition A.42.
The kernel of f is the set

Kerf = {x # G1 : f(x) = e2}.
The image of f is the set

Imf = {y # G2 : y = f(x), x # G1}.

Lemma A.43. Kerf is a normal subgroup of G1.

Proof. We first show that it is a subgroup. It is certainly non-empty as e1 # Kerf as f(e1) =
e2. Now if x # Kerf then f(x!1) = f(x)!1 = e!1

2 = e2, hence x!1 # Kerf . Hence to show that
Kerf is a subgroup we only have to show that for all x, y # Kerf we have xy!1 # Kerf . But this
is easy as if x, y # Kerf then we have

f(xy!1) = f(x)f(y!1) = e2e2 = e2,

and we are done.
We now show that Kerf is in fact a normal subgroup of G1. We need to show that if x # Kerf

then g!1xg # Kerf for all g # G1. So let x # Kerf and let g # G1, then we have
f(g!1xg) = f(g!1)f(x)f(g) = f(g)!1e2f(g) = f(g)!1f(g) = e2,

so we are done. !
Lemma A.44. Imf is a subgroup of G2.

Proof. Imf is certainly non-empty as f(e1) = e2. Now suppose y # Imf so there is an x # G2

such that f(x) = y, then y!1 = f(x)!1 = f(x!1) and x!1 # G1 so y!1 # Imf .
Now suppose y1, y2 # Imf , hence for some x1, x2 we have

y1y
!1
2 = f(x1)f(x!1

2 ) = f(x1x
!1
2 ).

Hence Imf < G2. !
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It is clear that Imf in some sense measures whether the homomorphism f is surjective as f is
surjective if and only if Imf = G2. Actually the set G2/Imf is a better measure of the surjectivity
of the function. What we also have is that Kerf measures how far from injective f is, due to the
following result.

Lemma A.45. A homomorphism, f , is injective if and only if Kerf = {e1}.

Proof. Assume f is injective, then we know that if f(x) = e2 = f(e1) then x = e1 and so
Kerf = {e1}.

Now assume that Kerf = {e1} and let x, y # G1 be such that f(x) = f(y). Then

f(xy!1) = f(x)f(y!1) = f(x)f(y)!1 = f(x)f(x)!1 = e2.

So xy!1 # Kerf , but then xy!1 = e1 and so x = y. So f is injective. !

Bijective homomorphisms allow us to categorize groups more e"ectively, as the following defi-
nition elaborates.

Definition A.46. A homomorphism f is said to be an isomorphism if it is bijective. Two
groups are said to be isomorphic if there is an isomorphism between them, in which case we write
G1
8= G2.

Note this means that isomorphic groups have the same number of elements. Indeed for all
intents and purposes one may as well assume that isomorphic groups are equal, since they look the
same up to relabelling of elements.

Isomorphisms satisfy the following properties,
• If f : G1 $ G2 and g : G2 $ G3 are isomorphisms then g F f is also an isomorphism, i.e.

isomorphisms are transitive.
• If f : G1 $ G2 is an isomorphism then so is f!1 : G2 $ G1, i.e. isomorphisms are

symmetric.
From this we see that the relation ‘is isomorphic to’ is an equivalence relation on the class of all
groups. This justifies our notion of isomorphic being like equal.

Let G1, G2 be two groups, then we define the product group G1 3 G2 to be the set G1 3 G2

of ordered pairs (g1, g2) with g1 # G1 and g2 # G2. The group operation on G1 3 G2 is given
componentwise:

(g1, g2) F (g"1, g
"
2) = (g1 F g"1, g2 F g"2).

The first F refers to the group G13G2, the second to the group G1 and the third to the group G2.
Some well-known groups can actually be represented as product groups. For example, consider the
map

C+ !$ R+ 3 R+

z )!$ (Re(z), Im(z)).

This map is obviously a bijective homomorphism, hence we have C+ 8= R+ 3 R+.
We now come to a crucial theorem which says that the concept of a quotient group is virtually

equivalent to the concept of a homomorphic image.

Theorem A.47 (First Isomorphism Theorem for Groups). Let f be a homomorphism from a
group G1 to a group G2. Then

G1/Kerf 8= Imf.

The proof of this result can be found in any introductory text on abstract algebra. Note that
G1/Kerf makes sense as Kerf is a normal subgroup of G.
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7. Rings

A ring is an additive finite abelian group with an extra operations, usually denoted by multi-
plication, such that the multiplication operation is associative and has an identity element. The
addition and multiplication operations are linked via the distributive law,

a · (b + c) = a · b + a · c = (b + c) · a.

If the multiplication operation is commutative then we say we have a commutative ring.
The following are examples of rings.

• integers under addition and multiplication,
• polynomials with coe!cients in Z, denoted Z[X],
• integers modulo a number m, denoted Z/mZ.

Although one can consider subrings they turn out to be not so interesting. Of more interest are
the ideals of the ring, these are additive subgroups I < R such that

i # I and r # R implies i · r # I.

Examples of ideals in a ring are the principal ideals which are those additive subgroups generated
by a single ring element. For example if R = Z then the principal ideals are the ideals mZ, for each
integer m.

Just as with normal subgroups and groups, where we formed the quotient group, we can with
ideals and rings form the quotient ring. If we take R = Z and I = mZ for some integer m then the
quotient ring is the ring Z/mZ of integers modulo m under addition and multiplication modulo m.
This leads us naturally to the Chinese Remainder Theorem.

Theorem A.48 (CRT). Let m = pz1
1 . . . pzt

t be the prime factorization of m, then the following
map is a ring isomorphism

f : Z/mZ !$ Z/pz1
1 Z3 · · ·3 Z/pzt

t Z
x )!$ (x (mod pz1

1 ), . . . , x (mod pzt
t )).

Proof. This can be proved by induction on the number of prime factors of m. We leave the
details to the interested reader. !

We shall now return to the Euler " function mentioned earlier. Remember "(n) denotes the
order of the group Z/nZ#. We would like to be able to calculate this value easily.

Lemma A.49. Let m = pz1
1 . . . pzt

t be the prime factorization of m. Then we have

"(m) = "(pz1
1 ) . . . "(pzt

t ).

Proof. This follows from the Chinese Remainder Theorem, as the ring isomorphism

Z/mZ 8= Z/pz1
1 Z3 · · ·3 Z/pzt

t Z
induces a group isomorphism

(Z/mZ)# 8= (Z/pz1
1 Z)# 3 · · ·3 (Z/pzt

t Z)#.
!

To compute the Euler " function all we now require is:

Lemma A.50. Let p be a prime number, then "(pe) = pe!1(p! 1).

Proof. There are pe! 1 elements of Z satisfying 1 ( k < pe, of these we must eliminate those
of the form k = rp for some r. But 1 ( rp < pe implies 1 ( r < pe!1, hence there are pe!1 ! 1
possible values of r. So we obtain

"(pe) = (pe ! 1)! (pe!1 ! 1)

from which the result follows. !
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An ideal I of a ring is called prime if x · y # I implies either x # I or y # I. Notice, the ideals
I = mZ of the ring Z are prime if and only if m is plus or minus a prime number.

The prime ideals are special as if we take the quotient of a ring by a prime ideal then we obtain
a field. Hence, Z/pZ is a field. This brings us naturally on to the subject of fields.

8. Fields

A field is essentially two abelian groups stuck together using the distributive law. More formally:

Definition A.51. A field is an additive abelian group F , such that F \ {0} also forms an
abelian group with respect to another operation (which is usually written multiplicatively). The two
operations, addition and multiplication, are linked via the distributive law:

a · (b + c) = a · b + a · c = (b + c) · a.

Many fields that one encounters have infinitely many elements. Every finite field either contains
Q as a subfield, in which case we say it has characteristic zero, or it contains Fp as a subfield in
which case we say it has characteristic p. The only fields with finitely many elements have pr

elements when p is a prime. We denote such fields by Fpr , for each value of r there is only one such
field up to isomorphism. Such finite fields are often called Galois fields.

Let F be a field, we denote by F [X] the ring of polynomials in a single variable X with
coe!cients in the field F . The set F (X) of rational functions in X is the set of functions of the
form

f(X)/g(X),
where f(X), g(X) # F [X] and g(X) is not the zero polynomial. The set F (X) is a field with
respect to the obvious addition and multiplication. One should note the di"erence in the notation
of the brackets, F [X] and F (X).

Let f be a polynomial of degree n with coe!cients in Fp which is irreducible. Let 2 denote a
root of f . Consider the set

Fp(2) = {a0 + a12 + · · · + an!12
n!1 : ai # Fp}.

Given two elements of Fp(2) one adds them componentwise and multiplies them as polynomials in
2 but then one takes the remainder of the result on division by f(2). The set Fp(2) is a field, there
are field-theoretic isomorphisms

Fpn = Fp(2) = Fp[X]/(f),

where (f) represents the ideal
{f · g : g # Fp[X]}.

To be more concrete let us look at the specific example given by choosing a value of p - 3 (mod 4)
and f(X) = X2 + 1. Now since p - 3 (mod 4) the polynomial f is irreducible over Fp[X] and so
the quotient Fp[X]/(f) forms a field, which is isomorphic to Fp2.

Let i denote a root of the polynomial X2 + 1. The field Fp2 = Fp(i) consists of numbers of the
form

a + bi

where a and b are integers modulo p. We add such numbers as

(a + bi) + (c + di) = (a + c) + (b + d)i.

We multiply such numbers as

(a + bi)(c + di) = (ac + (ad + bc)i + bdi2) = (ac! bd) + (ad + bc)i.

Here is another example. Let 2 denote a root of the polynomial x3 + 2, then an element of

F73 = F7(2)
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can be represented by
a + b2 + c22.

Multiplication of two such elements gives

(a + b2 + c22)(a" + b"2 + c"22) = aa" + 2(a"b + b"a) + 22(ac" + bb" + ca")

+ 23(bc" + cb") + cc"24

= (aa" ! 2bc" ! 2cb") + 2(a"b + b"a! 2cc")

+ 22(ac" + bb" + ca").

9. Vector Spaces

Definition A.52. Given a field K a vector space (or a K-vector space) V is an abelian group
(also denoted V ) and an external operation K3V $ V (called scalar multiplication) which satisfies
the following axioms: For all ', µ # K and all x, y # V we have

(1) '(µx) = ('µ)x.
(2) ('+ µ)x = 'x + µx.
(3) 1Kx = x.
(4) '(x + y) = 'x + 'y.

One often calls the elements of V the vectors and the elements of K the scalars. Note that we
are not allowed to multiply or divide two vectors. We shall start with some examples:

• For a given field K and an integer n * 1, let V = Kn = K3· · ·3K be the n-fold Cartesian
product. This is a vector space over K with respect to the usual addition of vectors and
multiplication by scalars. A special case of n = 1 shows that any field is a vector space
over itself. When K = R and n = 2 we obtain the familiar system of geometric vectors
in the plane. When n = 3 and K = R we obtain 3-dimensional vectors. Hence you can
already see the power of vector spaces as they allow us to consider n-dimensional space in
a concrete way.

• Let K be a field and consider the set of polynomials over K, namely K[X]. This is a
vector space with respect to addition of polynomials and multiplication by elements of K.

• Let K be a field and E any set at all. Define V to be the set of functions f : E $ K.
Given f, g # V and ' # K one can define the sum f + g and scalar product 'f via

(f + g)(x) = f(x) + g(x) and ('f)(x) = 'f(x).

We leave the reader the simple task to check that this is a vector space.
• The set of all continuous functions f : R$ R is a vector space over R. This follows from

the fact that if f and g are continuous then so is f + g and 'f for any ' # R. Similarly
the set of all di"erentiable functions f : R$ R also forms a vector space.

9.1. Vector Sub-spaces. Let V be a K-vector space and let W be a subset of V . W is said
to be a vector subspace (or just subspace) of V if

(1) W is a subgroup of V with respect to addition.
(2) W is closed under scalar multiplication.

By this last condition we mean 'x # W for all x # W and all ' # K. What this means is that a
vector subspace is a subset of V which is also a vector space with respect to the same addition and
multiplication laws as are on V . There are always two trivial subspaces of a space, namely {0} and
V itself. Here are some more examples:

• Let V = Kn and W = {(51, . . . , 5n) # Kn : 5n = 0}.
• Let V = Kn and W = {(51, . . . , 5n) # Kn : 51 + · · · + 5n = 0}.
• V = K[X] and W = {f # K[X] : f = 0 or deg f ( 10}.
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• C is a natural vector space over Q, and R is a vector subspace of C.
• Let V denote the set of all continuous functions from R to R and W the set of all di"er-

entiable functions from R to R. Then W is a vector subspace of V .

9.2. Properties of Elements of Vector Spaces. Before we go any further we need to define
certain properties which sets of elements of vector spaces can possess. For the following definitions
let V be a K-vector space and let x1, . . . , xn and x denote elements of V .

Definition A.53.
x is said to be a linear combination of x1, . . . , xn if there exists scalars 'i # K such that

x = '1x1 + · · · + 'nxn.

The elements x1, . . . , xn are said to be linearly independent if the relation

'1x1 + · · · + 'nxn = 0

implies that '1 = · · · = 'n = 0. If x1, . . . , xn are not linearly independent then they are said to be
linearly dependent.
A subset A of a vector space is linearly independent or free if whenever x1, . . . , xn are finitely many
elements of A, they are linearly independent.
A subset A of a vector space V is said to span (or generate) V if every element of V is a linear
combination of finitely many elements from A.
If there exists a finite set of vectors spanning V then we say that V is finite-dimensional.

We now give some examples of the last concept.
• The vector space V = Kn is finite-dimensional. For let

ei = (0, . . . , 0, 1, 0, . . . , 0)

be the n-tuple with 1 in the ith-place and 0 elsewhere. Then V is spanned by the vectors
e1, . . . , en. Note the analogy with the geometric plane.

• C is a finite-dimensional vector space over R, and {1,
.
!1} is a spanning set.

• R and C are not finite-dimensional vector spaces over Q. This is obvious since Q has
countably many elements, any finite-dimensional subspace over Q will also have countably
many elements. However it is a basic result in analysis that both R and C have uncountably
many elements.

Now some examples about linear independence:
• In the vector space V = Kn the n-vectors e1, . . . , en defined earlier are linearly indepen-

dent.
• In the vector space R3 the vectors x1 = (1, 2, 3), x2 = (!1, 0, 4) and x3 = (2, 5,!1) are

linearly independent.
• On the other hand, the vectors y1 = (2, 4,!3), y2 = (1, 1, 2) and y3 = (2, 8,!17) are

linearly dependent as we have 3y1 ! 4y2 ! y3 = 0.
• In the vector space (and ring) K[X] over the field K the infinite set of vectors

{1,X,X2,X3, . . .}

is linearly independent.

9.3. Dimension and Bases.

Definition A.54. A subset A of a vector space V which is linearly independent and spans the
whole of V is called a basis.
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Given a basis then each element in V can be written in a unique way: for if x1, . . . , xn is a
basis and suppose that we can write x as a linear combination of the xi in two ways i.e. x =
'1x1 + · · · + 'nxn and x = µ1x1 + · · · + µnxn. Then we have

0 = x! x = ('1 ! µ1)x1 + · · · + ('n ! µn)xn

and as the xi are linearly independent we obtain 'i ! µi = 0, i.e. 'i = µi.
We have the following examples.

• The vectors e1, . . . , en of Kn introduced earlier form a basis of Kn. This basis is called
the standard basis of Kn.

• The set {1, i} is a basis of the vector space C over R.
• The infinite set {1,X,X2,X2, . . .} is a basis of the vector space K[X].

By way of terminology we call the vector space V = {0} the trivial or zero vector space. All
other vector spaces are called non-zero. To make the statements of the following theorems easier
we shall say that the zero vector space has the basis set A.

Theorem A.55. Let V be a finite-dimensional vector space over a field K. Let C be a finite
subset of V which spans V and let A be a subset of C which is linearly independent. Then V has
a basis, B, such that A + B + C.

Proof. We can assume that V is non-zero. Consider the collection of all subsets of C which
are linearly independent and contain A. Certainly such subsets exist since A is itself an example.
So choose one such subset B with as many elements as possible. By construction B is linearly
independent. We now show that B spans V .

Since C spans V we only have to show that every element x # C is a linear combination of
elements of B. This is trivial when x # B so assume that x '# B. Then B" = B C {x} is a subset
of C larger than B, whence B" is linearly dependent, by choice of B. If x1, . . . , xr are the distinct
elements of B this means that there is a linear relation

'1x1 + · · · + 'rxr + 'x = 0,

in which not all the scalars, 'i,', are zero. In fact ' '= 0. So we may rearrange to express x as a
linear combination of elements of B, as ' has an inverse in K. !

Corollary A.56. Every finite-dimensional vector space, V , has a basis.

Proof. We can assume that V is non-zero. Let C denote a finite spanning set of V and let
A = A and then apply the above theorem. !

The last theorem and its corollary are true if we drop the assumption of finite dimensional.
However then we require much more deep machinery to prove the result. The following result is
crucial to the study of vector spaces as it allows us to define the dimension of a vector space. One
should think of dimension of a vector space as the same as dimension of the 2-D or 3-D space one
is used to.

Theorem A.57. Suppose a vector space V contains a spanning set of m elements and a linearly
independent set of n elements. Then m * n.

Proof. Let A = {x1, . . . , xm} span V , and let B = {y1, . . . , yn} be linearly independent and
suppose that m < n. Hence we wish to derive a contradiction.

We successively replace the xs by the ys, as follows. Since A spans V , there exists scalars
'1, . . . ,'m such that

y1 = '1x1 + · · · + 'mxm.

At least one of the scalars, say '1, is non-zero and we may express x1 in terms of y1 and x2, . . . , xm.
It is then clear that A1 = {y1, x2, . . . , xm} spans V .
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We repeat the process m times and conclude that Am = {y1, . . . , ym} spans V . (One can
formally dress this up as induction if one wants to be precise, which we will not bother with.)

By hypothesis m < n and so Am is not the whole of B and ym+1 is a linear combination of
y1, . . . , ym, as Am spans V . This contradicts the fact that B is linearly independent. !

Let V be a finite-dimensional vector space. Suppose A is a basis of m elements and B a basis
of n elements. By applying the above theorem twice (once to A and B and once to B and A) we
deduce that m = n. From this we conclude the following theorem.

Theorem A.58. Let V be a finite-dimensional vector space. Then all bases of V have the same
number of elements, we call this number the dimension of V (written dim V ).

It is clear that dimKn = n. This agrees with our intuition that a vector with n components lives
in an n-dimensional world, and that dimR3 = 3. Note when referring to dimension we sometimes
need to be clear about the field of scalars. If we wish to emphasise the field of scalars we write
dimK V . This can be important, for example if we consider the complex numbers we have

dimC C = 1, dimR C = 2, dimQ C =6.

The following results are left as exercises.

Theorem A.59. If V is a (non-zero) finite-dimensional vector space, of dimension n, then
(1) Given any linearly independent subset A of V , there exists a basis B such that A + B.
(2) Given any spanning set C of V , there exists a basis B such that B + C.
(3) Every linearly independent set in V has ( n elements.
(4) If a linearly independent set has exactly n elements then it is a basis.
(5) Every spanning set has * n elements.
(6) If a spanning set has exactly n elements then it is a basis.

Theorem A.60. Let W be a subspace of a finite-dimensional vector space V . Then dim W (
dim V , with equality holding if and only if W = V .
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Introduction
Cryptography is used to hide information. It is not only use by spies but for phone, fax

and e-mail communication, bank transactions, bank account security, PINs, passwords and
credit card transactions on the web. It is also used for a variety of other information security
issues including electronic signatures, which are used to prove who sent a message.

1 Vocabulary

A plaintext message, or simply a plaintext, is a message to be communicated. A disguised

version of a plaintext message is a ciphertext message or simply a ciphertext. The process

of creating a ciphertext from a plaintext is called encryption. The process of turning a

ciphertext back into a plaintext is called decryption. The verbs encipher and decipher are

synonymous with the verbs encrypt and decrypt. In England, cryptology is the study of

encryption and decryption and cryptography is the application of them. In the U.S., the

terms are synonymous, and the latter term is used more commonly.
In non-technical English, the term encode is often used as a synonym for encrypt. We

will not use it that way. To encode a plaintext changes the plaintext into a series of bits
(usually) or numbers (traditionally). A bit is simply a 0 or a 1. There is nothing secret
about encoding. A simple encoding of the alphabet would be A → 0, . . . , Z → 25. Using
this, we could encode the message HELLO as 7 4 11 11 14. The most common method of
encoding a message nowadays is to replace it by its ASCII (American Standard Code for
Information Interchange) equivalent, which is an 8 bit representation for each symbol. See
Appendix A for ASCII encoding. Decoding turns bits or numbers back into plaintext.

A stream cipher operates on a message symbol-by-symbol, or nowadays bit-by-bit. A

block cipher operates on blocks of symbols. A digraph is a pair of letters and a trigraph is a

triple of letters. These are blocks that were used historically in cryptography. The Advanced
Encryption Standard (AES) operates on 128 bit strings. So when AES is used to encrypt a
text message, it encrypts blocks of 128/8 = 16 symbols.

A transposition cipher rearranges the letters, symbols or bits in a plaintext. A substitution cipher

replaces letters, symbols or bits in a plaintext with others without changing the order. A
product cipher alternates transposition and substitution. The concept of stream versus block

cipher really only applies to substitution and product ciphers, not transposition ciphers.
An algorithm is a series of steps performed by a computer (nowadays) or a person

(traditionally) to perform some task. A cryptosystem consists of an enciphering algorith-

m and a deciphering algorithm. The word cipher is synonymous with cryptosystem. A

symmetric key cryptosystem requires a secret shared key. We will see examples of keys later

on. Two users must agree on a key ahead of time. In a public key cryptosystem, each user

has an encrypting key which is published and a decrypting key which is not.
Cryptanalysis is the process by which the enemy tries to turn CT into PT. It can also

mean the study of this.

Cryptosystems come in 3 kinds:
1. Those that have been broken (most).
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2. Those that have not yet been analyzed (because they are new and not yet widely used).
3. Those that have been analyzed but not broken. (RSA, Discrete log cryptosystems, Triple-
DES, AES).

3 most common ways for the enemy to turn ciphertext into plaintext:
1. Steal/purchase/bribe to get key
2. Exploit sloppy implementation/protocol problems (hacking). Examples: someone used
spouse’s name as key; someone sent key along with message
3. Cryptanalysis
Alice is the sender of an encrypted message. Bob is the recipient. Eve is the eavesdropper
who tries to read the encrypted message.

2 Concepts

1. Encryption and decryption should be easy for the proper users, Alice and Bob. Decryption
should be hard for Eve.

Computers are much better at handling discrete objects. Number theory is an excellent
source of discrete (i.e. finite) problems with easy and hard aspects.
2. Security and practicality of a successful cryptosystem are almost always tradeoffs. Prac-
ticality issues: time, storage, co-presence.
3. Must assume that the enemy will find out about the nature of a cryptosystem and will
only be missing a key.

3 History

400 BC Spartan scytale cipher (sounds like Italy). Example of transposition cipher. Letters
were written on a long thin strip of leather wrapped around a cylinder. The diameter of the
cylinder was the key.

_____________________________

/T/H/I/S/I/S/_/ / \

/ /H/O/W/I/T/ | |

/ /W/O/U/L/D/ \ /

-----------------------------

Julius Caesar’s substitution cipher. Shift all letters three to the right. In our alphabet
that would send A→ D,B → E, . . . , Z → C.

1910’s British Playfair cipher (Boer War, WWI). One of the earliest to operate on di-
graphs. Also a substitution cipher. Key PALMERSTON

P A L M E
R S T O N
B C D F G
H IJ K Q U
V W X Y Z
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To encrypt SF, make a box with those two letter as corners, the other two corners are the
ciphertext OC. The order is determined by the fact that S and O are in the same row as are
F and C. If two plaintext letters are in the same row then replace each letter by the letter
to its right. So SO becomes TN and BG becomes CB. If two letters are in the same column
then replace each letter by the letter below it. So IS becomes WC and SJ becomes CW.
Double letters are separated by X’s so The plaintext BALLOON would become BA LX LO
ON before being encrypted. There are no J’s in the ciphertext, only I’s.

The Germany Army’s ADFGVX cipher used during World War I. One of the earliest
product ciphers.

There was a fixed table.

A D F G V X

A
D
F
G
V
X



K Z W R 1 F
9 B 6 C L 5
Q 7 J P G X
E V Y 3 A N
8 O D H 0 2
U 4 I S T M


To encrypt, replace the plaintext letter/digit by the pair (row, column). So plaintext PRO-
DUCTCIPHERS becomes FG AG VD VF XA DG XV DG XF FG VG GA AG XG. That’s
the substitution part. Transposition part follows and depends on a key with no repeated
letters. Let’s say it is DEUTSCH. Number the letters in the key alphabetically. Put the
tentative ciphertext above, row by row under the key.

D E U T S C H
2 3 7 6 5 1 4
F G A G V D V
F X A D G X V
D G X F F G V
G G A A G X G

Write the columns numerically. Ciphertext: DXGX FFDG GXGG VVVG VGFG GDFA
AAXA (the spaces would not be used).

In World War II it was shown that alternating substitution and transposition ciphers is
a very secure thing to do. ADFGVX is weak since the substitution and transposition each
occur once and the substitution is fixed, not key controlled.

In the late 1960’s, threats to computer security were considered real problems. There
was a need for strong encryption in the private sector. One could now put very complex
algorithms on a single chip so one could have secure high-speed encryption. There was also
the possibility of high-speed cryptanalysis. So what would be best to use?

The problem was studied intensively between 1968 and 1975. In 1974, the Lucifer cipher
was introduced and in 1975, DES (the Data Encryption Standard) was introduced. In 2002,
AES was introduced. All are product ciphers. DES uses a 56 bit key with 8 additional bits
for parity check. DES operates on blocks of 64 bit plaintexts and gives 64 bit ciphertexts.
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It alternates 16 substitutions with 15 transpositions. AES uses a 128 bit key and alternates
10 substitutions with 10 transpositions. Its plaintexts and ciphertexts each have 128 bits.
In 1975 came public key cryptography. This enables Alice and Bob to agree on a key safely
without ever meeting.

4 Crash course in Number Theory

You will be hit with a lot of number theory here. Don’t try to absorb it all at once. I want
to get it all down in one place so that we can refer to it later. Don’t panic if you don’t get
it all the first time through.

Let Z denote the integers . . . ,−2,−1, 0, 1, 2, . . .. The symbol ∈ means is an element of.
If a, b ∈ Z we say a divides b if b = na for some n ∈ Z and write a|b. a divides b is just
another way of saying b is a multiple of a. So 3|12 since 12 = 4 · 3, 3|3 since 3 = 1 · 3, 5| − 5
since −5 = −1 · 5, 6|0 since 0 = 0 · 6. If x|1, what is x? (Answer ±1). Properties:
If a, b, c ∈ Z and a|b then a|bc. I.e., since 3|12 then 3|60.
If a|b and b|c then a|c.
If a|b and a|c then a|b± c.
If a|b and a ̸ |c (not divide) then a ̸ |b± c.

The primes are 2, 3, 5, 7, 11, 13 . . ..
The Fundamental Theorem of Arithmetic: Any n ∈ Z, n > 1, can be written uniquely

as a product of powers of distinct, increasing primes n = pα1
1 · . . . · pαr

r where the αi’s are
positive integers.

For example 90 = 21 · 32 · 51.
Given a, b ∈ Z≥0 (the non-negative integers), not both 0, the greatest common divisor of

a and b is the largest integer d dividing both a and b. It is denoted gcd(a, b) or just (a, b). As
examples: gcd(12, 18) = 6, gcd(12, 19) = 1. You were familiar with this concept as a child.
To get the fraction 12/18 into lowest terms, cancel the 6’s. The fraction 12/19 is already in
lowest terms.

If you have the factorization of a and b written out, then take the product of the primes
to the minimum of the two exponents, for each prime, to get the gcd. 2520 = 23 · 32 · 51 · 71
and 2700 = 22 · 33 · 52 · 70 so gcd(2520, 2700) = 22 · 32 · 51 · 70 = 180. Note 2520/180 = 14,
2700/180 = 15 and gcd(14, 15) = 1. We say that two numbers with gcd equal to 1 are
relatively prime.

Factoring is slow with large numbers. The Euclidean algorithm for gcd’ing is very fast
with large numbers. Find gcd(329, 119). Recall long division. When dividing 119 into 329
you get 2 with remainder of 91. In general dividing y into x you get x = qy + r where
0 ≤ r < y. At each step, previous divisor and remainder become the new dividend and
divisor.

329 = 2 · 119 + 91
119 = 1 · 91 + 28
91 = 3 · 28 + 7
28 = 4 · 7 + 0

The number above the 0 is the gcd. So gcd(329, 119) = 7.
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We can always write gcd(a, b) = na +mb for some n,m ∈ Z. First replace the smaller
underlined number on the right. After that, replace the smaller underlined number on the
right and then collect like, underlined terms.

7 = 91− 3 · 28 solve for gcd
= 91− 3(119− 1 · 91) replace smaller
= 4 · 91− 3 · 119 collect like
= 4 · (329− 2 · 119)− 3 · 119 replace smaller

7 = 4 · 329− 11 · 119 collect like

So we have 7 = 4 · 329− 11 · 119 where n = 4 and m = −11.
Modulo. There are two kinds, that used by number theorists and that used by computer

scientists.
Number theorist’s: a ≡ b(modm) if m|a− b. In words: a and b differ by a multiple of m.

So 7 ≡ 2(mod5), since 5|5, 2 ≡ 7(mod5) since 5| − 5, 12 ≡ 7(mod5) since 5|5, 12 ≡ 2(mod5)
since 5|10, 7 ≡ 7(mod5) since 5|0, −3 ≡ 7(mod5) since 5| − 10. Below, the integers with the
same symbols underneath them are all congruent (or equivalent) mod 5.

−4 −3 −2 −1 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
∩ ⋆ ∨ ⊕ † ∩ ⋆ ∨ ⊕ † ∩ ⋆ ∨ ⊕ † ∩ ⋆ ∨ ⊕

In general working mod m breaks the integers into m subsets. Each subset contains
exactly one representative in the range 0, 1, . . . ,m − 1, the remainder on dividing by m.
Number theorists use Z/mZ to denote the m sets, e.g. ((Draw sets vertically)) Z/5Z =
{{−5, 0, 5, 10, . . .}, {−4, 1, 6, 11, . . .}, ..., {−1, 4, 9, 14, . . .}}.

Cryptographers are sloppy and interchange Z/mZ with Zm = {0, 1, 2, . . . ,m− 1}, where
all operations are done modulo m.

Computer scientist’s: bmodm = r is the remainder you get 0 ≤ r < m when dividing m
into b. So 12mod5 = 2 and 7mod5 = 2. (Note the mathematician’s is a notation that says
m|a− b. The computer scientist’s can be thought of as a function of two variables b and m
giving the output r.)

Here are some examples of mod you are familiar with. Clock arithmetic is mod 12. If
it’s 3 hours after 11 then it’s 2 o’clock because 11 + 3 = 14mod 12 = 2. Even numbers are
those numbers that are ≡ 0(mod 2). Odd numbers are those that are ≡ 1(mod 2).
Properties of mod
Let m ∈ Z≥2, a, b, c ∈ Z.
1) a ≡ a(modm)
2) if a ≡ b(modm) then b ≡ a(modm)
3) if a ≡ b(modm) and b ≡ c(modm) then a ≡ c(modm)
4) If a ≡ b(modm) and c ≡ d(modm) then a± c ≡ b± d(modm) and a · c ≡ b · d(modm). So
you can do these operations in Z/mZ.

Another way to explain 4) is to say that mod respects +, − and ·.

11, 12
mod 8→ 3, 4

+ ↓ ↓ +
23

mod 8→ 7

12, 14
mod 5→ 2, 4

+ ↓ ↓ +,mod 5

26
mod 5→ 1
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Say m = 5, then Z/5Z = {0, 1, 2, 3, 4}. 2 · 3 = 1 in Z/5Z since 2 · 3 = 6 ≡ 1(mod5).
3 + 4 = 2 in Z/5Z since 3 + 4 = 7 ≡ 2(mod5). 0 − 1 = 4 in Z/5Z since −1 ≡ 4(mod5).
Addition table in Z/5Z.

0 1 2 3 4

0
1
2
3
4


0 1 2 3 4
1 2 3 4 0
2 3 4 0 1
3 4 0 1 2
4 0 1 2 3


5) An element x of Z/mZ has a multiplicative inverse (1/x) or x−1 in Z/mZ when gcd(x,m) =

1. The elements of Z/mZ with inverses are denoted Z/mZ∗. Note 1/2 = 2−1 ≡ 3(mod5)
since 2 · 3 ≡ 1(mod5).

When we work in Z/15Z = {0, 1, . . . , 13} we can use +,−, ·. When we work in Z/14Z∗ =
{1, 3, 5, 9, 11, 13} we can use ·,÷.

Find the inverse of 11 mod 14, i.e. find 11−1 in Z/14Z (or more properly in Z/14Z∗).
Use the Euclidean algorithm

14 = 1 · 11 + 3
11 = 3 · 3 + 2
3 = 1 · 2 + 1
(2 = 2 · 1 + 0)
so
1 = 3− 1 · 2
1 = 3− 1(11− 3 · 3)
1 = 4 · 3− 1 · 11
1 = 4(14− 1 · 11)− 1 · 11
1 = 4 · 14− 5 · 11

Take that equation mod 14 (we can do this because a ≡ a(modm)). We have 1 = 4 · 14 −
5 · 11 ≡ 4 · 0− 5 · 11 ≡ 9 · 11(mod14). So 1 ≡ 9 · 11(mod14) so 11−1 = 1/11 = 9 in Z/14Z or

11−1 ≡ 9(mod14) and also 1/9 = 11 in Z/14Z.
What’s 2/11 in Z/14Z? 2/11 = 2 · 1/11 = 2 · 9 = 4 ∈ Z/14Z. So 2/11 ≡ 4(mod14). Note

2 ≡ 4 · 11(mod14) since 14|(2− 44 = −42 = −3 · 14).
6 can’t have an inverse mod 14. If 6x ≡ 1(mod14) then 14|6x− 1 so 2|6x− 1. But 6x− 1

is odd.
6) If a ≡ b(modm) and c ≡ d(modm), gcd(c,m) = 1 (so gcd(d,m) = 1) then ac−1 ≡
bd−1(modm) or a/c ≡ b/d(modm). In other words, division works well as long as you divide
by something relatively prime to the modulus m, i.e. invertible. It is like avoiding dividing
by 0.

7) Solving ax ≡ b(modm) for x with a, b,m given. If gcd(a,m) = 1 then the solutions

are all numbers x ≡ a−1b(modm). If gcd(a,m) = g then there are solutions when g|b.
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Then the equation is equivalent to ax/g ≡ b/g(modm/g). Now gcd(a/g,m/g) = 1 so

x ≡ (a/g)−1(b/g)(modm/g) are the solutions. If g ̸ |b then there are no solutions.

Solve 7x ≡ 6(mod11). gcd(7, 11) = 1. So x ≡ 7−1 · 6(mod11). Find 7−1(mod11):
11 = 1 · 7 + 4, 7 = 1 · 4 + 3, 4 = 1 · 3 + 1. So 1 = 4− 1(3) = 4− 1(7− 1 · 4) = 2 · 4− 1 · 7 =
2(11 − 1 · 7) − 1 · 7 = 2 · 11 − 3 · 7. Thus 1 ≡ −3 · 7(mod11) and 1 ≡ 8 · 7(mod 11). So

7−1 ≡ 8(mod 11). So x ≡ 6 · 8 ≡ 4(mod11).
Solve 6x ≡ 8(mod10). gcd(6, 10) = 2 and 2|8 so there are solutions. This is the same as

3x ≡ 4(mod5) so x ≡ 4 · 3−1(mod5). We’ve seen 3−1 ≡ 2(mod5) so x ≡ 4 · 2 ≡ 3(mod5).
Another way to write that is x = 3+ 5n where n ∈ Z i.e. = . . .− 7,−2, 3, 8, 13, . . .. Best for
cryptography is x ≡ 3 or 8(mod10).

Solve 6x ≡ 7(mod10). Can’t since gcd(6, 10) = 2 and 2 ̸ |7.
Let’s do some cute practice with modular inversion. A computer will always use the

Euclidean algorithm. But cute tricks will help us understand mod better. Example: Find
the inverses of all elements of Z/17Z∗. The integers that are 1 mod 17 are those of the form
17n+1 = 1, 18, 35, 52, . . .. We can factor a few of those. Note 18 = 2 · 9 so 2 · 9 ≡ 1(mod 17)

and 2−1 ≡ 9(mod 17) and 9−1 ≡ 2(mod 17). We also have 18 = 3 · 6, so 3 and 6 are inverses
mod 17. We have 35 = 5 · 7 so 5 and 7 are inverses. We have 52 = 4 · 13. Going back, we
have 18 = 2 · 9 ≡ (−2)(−9) ≡ 15 · 8 and 18 = 3 · 6 = (−3)(−6) ≡ 14 · 11. Similarly we have
35 = 5 · 7 = (−5)(−7) ≡ 12 · 10. Note that 16 ≡ −1 and 1 = (−1)(−1) ≡ 16 · 16. So now we
have the inverse of all elements of Z/17Z∗.

Practice using mod: Show x3 − x − 1 is never a perfect square if x ∈ Z. Solution: All
numbers are ≡ 0, 1, or 2(mod3). So all squares are ≡ 02, 12, or 22(mod3) ≡ 0, 1, 1(mod3). But

x3 − x− 1 ≡ 03 − 0− 1 ≡ 2, 13 − 1− 1 ≡ 2, or23 − 2− 1 ≡ 2(mod3).
The Euler phi function: Let n ∈ Z>0. We have Z/nZ∗ = {a | 1 ≤ a ≤ n, gcd(a, n) = 1}.

(This is a group under multiplication.) Z/12Z∗ = {1, 5, 7, 11}. Let ϕ(n) = |Z/nZ∗|. We
have ϕ(12) = 4. We have ϕ(5) = 4 and ϕ(6) = 2. If p is prime then ϕ(p) = p − 1. What is

ϕ(53)? Well Z/125Z∗ = Z/125Z without multiples of 5. There are 125/5 = 25 multiples of

5. So ϕ(125) = 125 − 25. If r ≥ 1, and p is prime, then ϕ(pr) = pr − pr−1 = pr−1(p − 1).
If gcd(m,n) = 1 then ϕ(mn) = ϕ(m)ϕ(n). To compute ϕ of a number, break it into prime

powers as in this example: ϕ(720) = ϕ(24)ϕ(32)ϕ(5) = 23(2 − 1)31(3 − 1)(5 − 1) = 192. So

if n =
∏
pαi
i then ϕ(n) = pα1−1

1 (p1 − 1) · · · pαr−1
r (pr − 1).

Fermat’s little theorem. If p does not divide a then ap−1 ≡ 1(modp).

So it is guaranteed that 610 ≡ 1(mod11).

If gcd(a,m) = 1 then aϕ(m) ≡ 1(modm).
We have ϕ(10) = ϕ(5)ϕ(2) = 4 · 1 = 4. Z/10Z∗ = {1, 3, 7, 9}. So it is guaranteed that

14 ≡ 1(mod10), 34 ≡ 1(mod10), 74 ≡ 1(mod10) and 94 ≡ 1(mod10). You can check that
they are all true.

If gcd(c,m) = 1 and a ≡ b(modϕ(m)) with a, b ∈ Z≥0 then ca ≡ cb(modm).

Reduce 23005(mod21). Note ϕ(21) = ϕ(7)ϕ(3) = 6 · 2 = 12 and 3005 ≡ 5(mod12) so

23005 ≡ 25 ≡ 32 ≡ 11(mod21).
In other words, exponents work mod ϕ(m) as long as the bases are relatively prime.
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4.1 Calculator algorithms

Reducing a mod m (often the parenthesis are omitted): Reducing 1000 mod 23. On calcu-
lator: 1000 ÷ 23 = (you see 43.478...) −43 = (you see .478...) × 23 = (you see 11). So
1000 mod 23 = 11. Why does it work? If divide 23 into 1000 you get 43 with remainder

11. So 1000 = 43 · 23 + 11. ÷23 and get 43 + 11
23
. −43 and get 11

23
. ×23 and get 11. Note

1000 = 43 · 23 + 11(mod 23). So 1000 ≡ 43 · 23 + 11 ≡ 0 + 11 ≡ 11(mod 23).

Repeated squares algorithm
Recall, if gcd(b,m) = 1 and x ≡ y(modϕ(m)) then bx ≡ by(modm). So if computing

bx(modm) with gcd(b,m) = 1 and x ≥ ϕ(m), first reduce x mod ϕ(m).
Repeated squares algorithm . This is useful for reducing bn mod m when n < ϕ(m),

but n, m are still large. Reduce 8743 mod 103. First write 43 in base 2. This is also
called the binary representation of 43. The sloppy/easy way is to write 43 as a sum of

different powers of 2 We have 43 = 32 + 8 + 2 + 1 (keep subtracting off largest possible
power of 2). We are missing 16 and 4. So 43 = (101011)2 (binary). Recall this means

43 = 1 · 25 + 0 · 24 + 1 · 23 + 0 · 22 + 1 · 21 + 1 · 20. A computer uses a program described by
the following pseudo-code. Let S be a string
S = []
n = 43
while n > 0
bit = nmod 2
S =concat(bit,S)
n = (n− bit)/2 (or n = n div 2)
end while

The output is a vector with the binary representation.
Now the repeated squares algorithm for reducing bn(modm). Write n in its binary rep-

resentation (S[k]S[k − 1] . . . S[1]S[0])2. Let a be the partial product. At the beginning
a = 1.

Or as pseudo-code
a = 1
if S[0] = 1 then a = b
for i = 1 to k

b = b2modm
if S[i] = 1, a = b · amodm

end for
print(a)

Now bnmodm = a.

We’ll do the above example again with b = 87, n = 43, m = 103. 43 in base 2 is 101011, so
k = 5, S[0] = 1, S[1] = 1, S[2] = 0, S[3] = 1, S[4] = 0, S[5] = 1 (note backwards).
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b S a
1

87 S[0] = 1 a = 87
872 ≡ 50 S[1] = 1 a = 50 · 87 ≡ 24 (≡ 872 · 871)
502 ≡ 28 S[2] = 0 a = 24
282 ≡ 63 S[3] = 1 a ≡ 63 · 24 ≡ 70 (≡ 878 · 872 · 871)
632 ≡ 55 S[4] = 0 a = 70
552 ≡ 38 S[5] = 1 a = 38 · 70 ≡ 85 (≡ 8732 · 878 · 872 · 871)

(≡ 8732+8+2+1 ≡ 8743)

5 Running Time of Algorithms

Encryption and decryption should be fast; cryptanalysis should be slow. To quantify these
statements, we need to understand how fast certain cryptographic algorithms run.

Logarithms really shrink very large numbers. As an example, if you took a sheet of paper
and then put another on top, and then doubled the pile again (four sheets now) and so on

until you’ve doubled the pile 50 times you would have 250 ≈ 1015 sheets of paper and the
stack would reach the sun. On the other hand log2(2

50) = 50. A stack of 50 sheets of paper
is 1cm tall.

If x is a real number then ⌊x⌋ is the largest integer ≤ x. So ⌊1.4⌋ = 1 and ⌊1⌋ = 1. Recall
how we write integers in base 2. Keep removing the largest power of 2 remaining. Example:
47 ≥ 32. 47− 32 = 15. 15− 8 = 7, 7− 4 = 3, 3− 2 = 1. So 47 = 32 + +8 + 4 + 2 + 1 =
(101111)2.

Another algorithm uses the following pseudo-code, assuming the number is represented
as 32 bits. Assume entries of v are v[1], . . . , v[32].
input n
v:=[0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0]
i:=0
while n ̸= 0

reduction := n mod 2.
v[length(v)− i] :=reduction,
n := (n−reduction)/2 \\ or n := n div 2.
i := i+ 1.

We say 47 is a 6 bit number. Note 25 ≤ 47 < 26. The number of base 2 digits of an
integer N (often called the length) is its number of bits or ⌊log2(N)⌋ + 1. So it’s about
log2(N). All logarithms differ by a constant multiple; (for example: log2(x) = klog10(x),
where k = log2(10)).)

Running time estimates (really upper bounds) are based on worst/slowest case scenarios
where you assume inputs are large. Let me describe a few bit operations. Let’s add two
n-bit numbers N +M . We’ll add 219 + 242 or 11011011 + 11110010, here n = 8

111 1

11011011

11110010

---------
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111001101

We will call what happens in a column a bit operation. It is a fixed set of comparisons and
shifts. So this whole thing took n ≈ log2(N) bit operations. If you add n and m bit numbers
together and n ≥ m then it still takes n bit operations (since you’ll have to ’copy’ all of the
unaffected digits starting the longer number).

Let’s multiply an n-bit number N with an m-bit number M where n ≥ m. Note that we
omit the final addition in the diagram.

10111

1011

-----

10111

101110

10111000

Two parts: writing rows, then add them up. First part: There are at most m rows appearing
below the 1st line, each row has at most n+m−1 bits. Just writing the last one down takes
n+m−1 bit op’ns. So the first part takes at mostm(n+m−1) bit op’ns. Second part: There
will then be at mostm−1 add’ns, each of which takes at most n+m−1 bit op’ns. So this part
takes at most (m−1)(n+m−1) bit op’ns. We have a total ofm(m+n−1)+(m−1)(n+m−1)
= (2m−1)(n+m−1) bit op’ns. We have (2m−1)(n+m−1) ≤ (2m)(n+m) ≤ (2m)(2n) =
4mn bit op’ns or 4log2(N)log2M as a nice upper bound. (We ignore the time to access
memory, etc. as this is trivial.) How fast a computer runs varies so the running time is
C · 4log2M log2(N) where C depends on the computer and how we measure time. Or we
could say C ′ · log2M log2(N) = C ′′ · log(M)log(N).

If f and g are positive functions on positive integers (domain is Z>0 or Zr
>0 if several

variables, range is in R>0 - the positive real numbers) and there’s a constant c > 0 such that
f < cg for sufficiently large input then we say f = O(g).

So f = O(g) means f is eventually bounded by a constant multiple of g (usually g is
nice).

So the running time of adding N to M where N ≥ M is O(log(N)). This is also
true for subtraction. For multiplying N and M it’s O(log(N)log(M)). If N and M are

about the same size we say the time for computing their product is O(log2(N)). Note

log2(N) = (log(N))2 ̸= log(log(N)) = loglog(N). Writing down N takes time O(log(N)).
There are faster multiplication algorithms that take timeO(log(N)loglog(N)logloglog(N)).
It turns out that the time to compute N mod M an N div M (which is the integer

quotient when dividing N by M) are both O(log(N)log(M)).
Rules:

1. kO(f(N)) = O(kf(N)) = O(f(N)).

2. Let p(N) = adN
d + ad−1N

d−1 + . . .+ a0 be a polynomial.

a) Then p(N) = O(Nd). (It is easy to show that 2N2+5N < 3N2 for large N , so 2N2+5N =

O(3N2) = O(N2).)

b)O(log(p(N))) = O(log(N)) (sinceO(log(p(N))) =O(log(Nd)) =O(dlog(N)) = O(log(N)).
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3. If h(N) ≤ f(N) then O(f(N)) + O(h(N)) = O(f(N)). Proof: O(f(N)) + O(h(N)) =
O(f(N) + h(N)) = O(2f(N)) = O(f(N)).
4. f(N)O(h(N)) = O(f(N))O(h(N)) = O(f(N)h(N)).

How to do a running time analysis.

A) Count the number of (mega)-steps.

B) Describe the worst/slowest step.

C) Find an upper bound for the running time of the worst step. (Ask: What is the action?)

D) Find an upper bound for the running time of the whole algorithm (often by computing
A) times C)).

E) Answer should be of the form O(. . .).

Review: F ·G, F div G and F mod G are O(logF logG). F+G and F−G are O(log(bigger)).
Problem 1: Find an upper bound for how long it takes to compute gcd(N,M) if N > M

by the Euclidean algorithm. Solution: gcd’ing is slowest, if the quotients are all 1: Like
gcd(21, 13): The quotients are always 1 if you try to find gcd(Fn, Fn−1) where Fn is the nth
Fibonacci number. F1 = F2 = 1, Fn = Fn−1 + Fn−2. Note, number of steps is n − 2, which

rounds up to n. Let α = (1 +
√
5)/2. Then Fn ≈ αn. So, worst if N = Fn, M = Fn−1. Note

N ≈ αn so n ≈ logα(N). Imp’t: Running time upper bound: (number of steps) times (time
per worst step). There are n = O(log(N)) steps. ((Never use n again)). Each step is a div and
a mod, the slowest takes O(log(N)log(M)) +O(log(N)log(M)) = O(log(N)log(M)) (rule 1).

So the total time for the algorithm is O(log(N)O(log(N)log(M))
rule 4
= O(log2(N)log(M)) or,

rounding up again O(log3(N)). So if you double the length (= O(log(N))) of your numbers,
it will take 8 times as long. Why is this true? Let’s say that the time to compute gcd(N,M)

is k(log(N))3 for some constant k. Assume M1, N1 ≈ 2500. Then the time to compute

gcd(N1,M1) is t1 = k(log(2500))3 = k(500log(2))3 = k · 5003 · (log(2))3. If M2, N2 ≈
21000 (so twice the length), then the time to compute gcd(N2,M2) is t2 = k(log(21000))3

= k · 10003 · (log(2))3 = k · 23 · 5003 · (log(2))3 = 8t1.
If the numbers are sufficiently small, like less than 64 bits in length, then the mod and

div take a constant time depending on the size of the processor.
Problem 2: Find an upper bound for how long it takes to compute B−1(modM) with

B ≤M . Solution: Example: 11−1(mod 26).

26 = 2 · 11 + 4
11 = 2 · 4 + 3
4 = 1 · 3 + 1

1 = 4− 1 · 3
= 4− 1(11− 2 · 4) = 3 · 4− 1 · 11
= 3(26− 2 · 11)− 1 · 11 = 3 · 26− 7 · 11

So 11−1 ≡ −7 + 26 = 19(mod 26). Three parts: 1st: gcd, 2nd: write gcd as linear combo.
3rd: Possible substraction.

1st part: gcd’ing takes O(log3(M)).
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2nd part: O(log(M)) steps (same as gcd). The worst step is “substitute and collect like
terms” = 3(26− 2 · 11)− 1 · 11 = 3 · 26− 7 · 11. First copy down 6 numbers ≤M . Takes time

6O(log(M))
rule 1
= O(log(M)). Then simplification involves one multiplication O(log2(M))

and one addition of numbers ≤M2, which takes time O(log(M2)) = O(2log(M)) O(log(M))

(rule 1). So the worst step takes time O(log(M))+O(log2(M))+O(log(M))
rule 3
= O(log2(M)).

So writing the gcd as a linear combination has running time (# steps)(time per step) =

O(log(M))O(log2(M))
rule 4
= O(log3(M)).

3rd part: is a subtraction of numbers that are ≤M and subtraction takes (log(M)).
The total time for the modular inversion is the time to gcd plus the time to write it as

a linear combination plus the time for the subtraction which is O(log3(M)) +O(log3(M)) +

O(log(M))
rule 3
= O(log3(M)).

Problem 3: Assume B,N ≤ M . Find an upper bound for how long it takes to reduce
BNmodM using the repeated squares algorithm on a computer. Solution:

Example. Compute 8743mod 103. 43 = (101011)2 = (n5n4n3n2n1n0)2.
Step 0. Start with a = 1. Since n0 = 1, set a = 87.
Step 1. 872 ≡ 50. Since n1 = 1, set a = 87 · 50 ≡ 24(≡ 872 · 87).
Step 2. 502 ≡ 28(≡ 874). Since n2 = 0, a = 24.
Step 3. 282 ≡ 63(≡ 878). Since n3 = 1, a = 24 · 63 ≡ 70(≡ 878 · 872 · 87).
Step 4. 632 ≡ 55(≡ 8716). Since n4 = 0, a = 70.
Step 5. 552 ≡ 38(≡ 8732). Since n5 = 1, a = 70 · 38 ≡ 85(≡ 8732 · 878 · 872 · 87) ≡ 8743. End
ex.

There are n = O(log(N)) steps.
There’s no obvious worst step, except that it should have ni = 1. Let’s consider the

running time of a general step. Let S denote the current reduction of B2i . Note 0 ≤ a < M

and 0 ≤ S < M . For the step, we first multiply S · S, O(log2(M)). Note 0 ≤ S2 <

M2. Then we reduce S2 mod M which takes O(log(M2)log(M))
rule 2
= O(log(M)log(M)) =

O(log2(M)). Let H be the reduction of S2 mod M ; note 0 ≤ H < M . Second we multiply

H · a, O(log2(M)). Note 0 ≤ Ha < M2. Then reduce Ha mod M , O(log(M2)log(M)) =

O(log2(M)). So the time for a general step is O(log2(M)) + O(log2(M)) + O(log2(M)) +

O(log2(M)) = 4O(log2(M))
rule 1
= O(log2(M)).

The total running time for computing BNmodM using repeated squares is (# of step-

s)(time per step) = O(log(N)O(log2(M)
rule 4
= O(log(N)log2(M)). If N ≈M then we simply

say O(log3(M)). End Problem 3.

The running time to compute BN is O(N ilogj(B)), for some i, j ≥ 1 (to be determined
in the homework) This is very slow.

Problem 4: Find an upper bound for how long it takes to compute N ! using (((1 · 2) · 3) ·
4) . . .. Hint: log(A!) = O(Alog(A)) (later).

Example: Let N = 5. So find 5!.

1 · 2 = 2
2 · 3 = 6
6 · 4 = 24
24 · 5 = 120
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There are N − 1 steps, which we round up to N . The worst step is the last which is
the multiplication of [(N − 1)!] by N , which takes time O(log((N − 1)!)log(N)). From
above we have log((N − 1)!) ≈ log(N !) = O(N log(N)). So the worst step takes time

O(N log(N)log(N)) = O(N log2N).
Since there are about N steps, the total running time is (# steps)(time per step) =

O(N2log2(N)), which is very slow.

So why is log(A!) = O(Alog(A))? Stirling’s approximation says A! ≈ (A/e)A
√
2Aπ

(Stirling). Note 20! = 2.43·1018 and (20/e)20
√
2 · 20 · π = 2.42·1018. So log(A!) = A(log(A)−

log(e)) +1
2
(log(2) + log(A) + log(π)). Thus log(A!) = O(Alog(A)) (the other terms are

smaller).
End Problem 4.

Say you have a cryptosystem with a key space of size N . You have a known plaintex-

t/ciphertext pair. Then a brute force attack takes, on average N
2
= O(N) steps.

The running time to find a prime factor of N by trial division (N/2, N/3, N/4, . . .) is

O(
√
N logj(N)) for some j ≥ 1 (to be determined in the homework). This is very slow.

Say you have r integer inputs to an algorithm (i.e. r variables N1, . . . , Nr) (for multipli-

cation: r = 2, factoring: r = 1, reduce bN(modM): r = 3). An algorithm is said to run
in polynomial time in the lengths of the numbers (= number of bits) if the running time

is O(logd1(N1) · · · logdr(Nr)). (All operations involved in encryption and decryption, namely
gcd, addition, multiplication, mod, div, repeated squares, inverse mod m, run in polynomial
time).

If n = O(log(N)) and p(n) is an increasing polynomial, then an algorithm that runs in

time cp(n) for some constant c > 1 is said to run in exponential time (in the length of N).
This includes trial division and brute force.

Trial division: The logj(N)) is so insignificant, that people usually just say the running

time is O(
√
N) = O(N1/2) = O((clogN)1/2) = O(clogN/2) = O(cn/2). Since 1

2
n is a polynomial

in n, this takes exponential time. The running times of computing BN and N ! are also
exponential. For AES, the input N is the size of the key space N = 2128 and the running

time is 1
2
N = O(N) = O(clog(N)). The running time to solve the discrete logarithm problem

for an elliptic curve over a finite field Fq is O(
√
q), which is exponential, like trial division

factoring.
There is a way to interpolate between polynomial time and exponential time. Let 0 < α <

1 and c > 1. Then LN(α, c) = O(c(log
α(N)loglog1−α(N)). Note if α = 0 we get O(cloglog(N)) =

O(logN) is polynomial. If α = 1 we get O(clogN) is exponential. If the running time is
LN(α, c) for 0 < α < 1 then it is said to be subexponential. The running time to factor N

using the Number Field Sieve is LN(
1
3
, c) for some c. So this is much slower than polynomial

but faster than exponential.
The current running time for finding a factor of N using the number field sieve is LN(

1
3
, c)

for some c. This which is much slower than polynomial but faster than exponential. Factoring
a 20 digit number using trial division would take longer than the age of the universe. In
1999, a 155-digit RSA challenge number was factored. In January 2010, a 232 digit (768 bit)
RSA challenge number was factored. The number field sieve has been adapted to solving
the finite field discrete logarithm problem in Fq. So the running time is also Lq(

1
3
, c).
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The set of problems whose solutions have polynomial time algorithms is called P. There’s
a large set of problems for which no known polynomial time algorithm exists for solving
them (though you can check that a given solution is correct in polynomial time) called NP.
Many of the solutions differ from each other by polynomial time algorithms. So if you could
solve one in polynomial time, you could solve them all in polynomial time. It is known that,
in terms of running times, P≤ NP ≤ exponential.

One NP problem: find simultaneous solutions to a system of non-linear polynomial e-
quations mod 2. Like x1x2x5 + x4x3 + x7 ≡ 0(mod2), x1x9 + x2 + x4 ≡ 1(mod2), . . . . If
you could solve this problem quickly you could crack AES quickly. This would be a lone
plaintext attack and an xi would be the ith bit of the key.

Cryptography
In this section we will introduce the major methods of encryption, hashing and signatures.

6 Simple Cryptosystems

Let P be the set of possible plaintext messages. For example it might be the set { A, B,. . . ,Z
} of size 26 or the set { AA, AB, . . . ,ZZ } of size 262. Let C be the set of possible ciphertext
messages.

An enchiphering transformation f is a map from P to C. f shouldn’t send different

plaintext messages to the same ciphertext message (so f should be one-to-one, or injective

and, in fact, bijective). We have P f→ C and C f−1

→ P ; together they form a cryptosystem.
Here are some simple ones.

We’ll start with cryptosystems based on single letters. You can replace letters by other
letters. Having a weird permutation is slow, like A→ F, B→ Q, C→ N,. . .. There’s less
storage if you have a mathematical rule to govern encryption and decryption.

Shift transformation: P represents plaintext letter/number A∼0, B∼1, . . . , Z∼25. The
Caesar cipher is an example: Encryption is given by C ≡ P +3(mod26) and so decryption is
given by P ≡ C−3(mod26). If you have anN letter alphabet, a shift enciphering transformation

is C ≡ P + b(modN) where b is the encrypting key and −b is the decrypting key.
For cryptanalysis, the enemy needs to know it’s a shift transformation and needs to find

b. In general one must assume that the nature of the cryptosystem is known (here a shift).
Say you intercept a lot of CT and want to find b so you can decrypt future messages.

Methods: 1) Try all 26 possible b’s. Probably only one will give sensible PT. 2) Use frequency
analysis. You know E = 4 is the most common letter in English. You have a lot of CT and
notice that J = 9 is the most common letter in the CT so you try b = 5.

An affine enciphering transformation is of the form C ≡ aP + b(modN) where the pair

(a, b) is the encrypting key. You need gcd(a,N) = 1 or else different PT’s will encrypt as
the same CT (as there are N/gcd(a,N) possible aP ’s).

Example: C ≡ 4P + 5(mod 26). Note B ∼ 1 and O ∼ 14 go to 9 ∼ J .
Example: C ≡ 3P + 4(mod, 26) is OK since gcd(3, 26) = 1. Alice sends the message

U to Bob. U ∼ 20 goes to 3 · 20 + 4 = 64 ≡ 12(mod 26). So U∼ 20→12 ∼M (that was
encode, encrypt, decode). Alice sends M to Bob. Bob can decrypt by solving for P . C−4 ≡
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3P (mod 26). 3−1(C − 4) ≡ P (mod 26). 3−1 ≡ 9mod 26) (since 3 · 9 = 27 ≡ 1(mod 26)).
P ≡ 9(C − 4) ≡ 9C − 36 ≡ 9C + 16(mod 26). So P ≡ 9C + 16(mod 26). Since Bob received
M∼ 12 he then computes 9 · 12 + 16 = 124 mod 26 = 20.

In general, affine encryption is: C ≡ aP + b(modN) (where N is size of alphabet) and

decryption: P ≡ a−1(C − b)(modN). Here (a−1,−a−1b) is the decryption key ((9, 16) in
previous example).

How to cryptanalyze. We have N = 26. You could try all ϕ(26) · 26 = 312 possible key
pairs (a, b) or do frequency analysis. Have two unknown keys so you need two equations.
Assume you are the enemy and you have a lot of CT. You find Y = 24 is the most common
and H = 7 is the second most common. In English, E = 4 is the most common and T = 19
is the second most common. Let’s say that decryption is by P ≡ a′C + b′(mod26) (where

a′ = a−1 and b′ = −a−1b). Decrypt HFOGLH.
First we find (a′, b′). We assume 4 ≡ a′24 + b′(mod26) and 19 ≡ a′7 + b′(mod26).

Subtracting we get 17a′ ≡ 4 − 19 ≡ 4 + 7 ≡ 11(mod26) (∗). So a′ ≡ 17−111(mod26). We

can use the Euclidean algorithm to find 17−1 ≡ 23(mod26) so a′ ≡ 23 · 11 ≡ 19(mod26).
Plugging this into an earlier equation we see 19 ≡ 19 · 7+ b′(mod26) and so b′ ≡ 16(mod26).
Thus P ≡ 19C + 16(mod26).

Now we decrypt HFOGLH or 7 5 14 6 11 7. We get 19 · 7 + 16 ≡ 19 = T , 19 · 5 + 16 ≡
7 = H,. . . and get the word THWART. Back at (∗), it is possible that you get an equation
like 2a′ ≡ 8(mod26). The solutions are a′ ≡ 4(mod13) which is a′ ≡ 4 or 17(mod26). So you
would need to try both and see which gives sensible PT.

Let’s say we want to impersonate the sender and send the message DONT i.e. 3 14 13
19. We want to encrypt this so we use C ≡ aP + b(mod26). We have P ≡ 19C +16(mod26)

so C ≡ 19−1(P − 16) ≡ 11P + 6(mod26).
We could use an affine enciphering transformation to send digraphs (pairs of letters). If

alphabet has 3 letters: A∼ 0, B ∼ 1, C ∼ 2 then could encode digraphs as AA ∼ (00)3 ∼ 0,
AB ∼ (01)3 ∼ 1, . . .BC ∼ (12)3 ∼ 1 · 3 + 2 = 5, . . . ,CC ∼ (22)3 ∼ 2 · 3 + 2 = 8. So encode

AA, . . . , CC as 0, . . . 32−1. If we use the alphabet A - Z which we number 0 - 25 then we can
encode a digraph xy as 26x+ y. The resulting number will be between 0 and 675 = 262− 1.
Example: TO would become 26 · 19+ 14 = 508. To decode, compute 508÷ 26 = 19.54, then
−19 = .54, then ×26 = 14. We would then encrypt by C ≡ aP + b(mod626).

7 Symmetric key cryptography

In symmetric key cryptosystem, Alice and Bob must agree on a secret, shared key ahead of
time. We will consider stream ciphers and block ciphers.

8 Finite fields

If p is a prime we rename Z/pZ = Fp, the field with p elements = {0, 1, . . . , p − 1} with

+,−,×. Note all elements α other than 0 have gcd(α, p) = 1 so we can find α−1(modp).
So we can divide by any non-0 element. So it’s like other fields like the rationals, reals and
complex numbers.
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F∗
p is {1, . . . , p − 1} here we do ×,÷. If g ∈ F∗

p and the sets {g, g2, g3, . . . , gp−1} =

{1, 2, . . . , p− 1} (in different orders) the say g is a generator of F∗
p.

Example, F∗
5, g = 2: 21 = 2, 22 = 4, 23 = 3, 24 = 1. Also g = 3: 31 = 3, 32 = 4, 33 = 2,

34 = 1. For F∗
7, 2

1 = 2, 22 = 4, 23 = 1, 24 = 2, 25 = 4, 26 = 1, so 2 is not a generator. g = 3:

31 = 3, 32 = 2, 33 = 6, 34 = 4, 35 = 5, 36 = 1.
Note F∗

p has ϕ(p− 1) generators g (also called primitive roots of p).

Computer scientists use GF (p) to denote both Fp and F∗
p.

9 Finite Fields Part II

Here is a different kind of finite field. Let F2[x] be the set of polynomials with coefficients
in F2 = Z/2Z = {0, 1}. Recall −1 = 1 here so − = +. The polynomials are

0, 1, x, x+ 1, x2, x2 + 1, x2 + x, x2 + x+ 1, . . .

There are two of degree 0 (0,1), four of degree ≤ 1, eight of degree ≤ 2 and in general the

number of polynomials of degree ≤ n is 2n+1. They are anx
n + . . . + a0, ai ∈ {0, 1}. Let’s

multiply:

x^2 + x + 1

x^2 + x

-------------

x^3 + x^2 + x

x^4 + x^3 + x^2

-------------------

x^4 + x

A polynomial is irreducible over a field if it can’t be factored into polynomials of lower degree
with coefficients in that field. Over the rationals (fractions of integers), x2 + 2, x2 − 2 are

both irreducible. Over the reals, x2 + 2 is irreducible and x2 − 2 = (x +
√
2)(x −

√
2) is

reducible. Over the complex numbers x2 + 2 = (x+
√
2i)(x−

√
2i), so both are reducible.

x2 + x + 1 is irreducible over F2 (it’s the only irreducible quadratic). x2 + 1 = (x + 1)2

is reducible. x3 + x+ 1, x3 + x2 + 1 are the only irreducible cubics over F2.
When you take Z and reduce mod p a prime (an irreducible number) you get 0, . . . , p−1,

that’s the stuff less than p. In addition, p = 0 and everything else can be inverted. You can
write this set as Z/pZ or Z/(p).

Now take F2[x] and reduce mod x3 + x + 1 (irreducible). You get polynomials of lower

degree and x3 + x+ 1 = 0, i.e. x3 = x+ 1. F2[x]/(x
3 + x+ 1) = {0, 1, x, x+ 1, x2, x2 + 1,

x2+x, x2+x+1} with the usual +, (−),× and x3 = x+1. Let’s multiply in F2[x]/(x
3+x+1).

x^2 + x + 1

x + 1

-----------
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x^2 + x + 1

x^3 + x^2 + x

-----------------

x^3 + 1

But x3 = x+ 1 so x3 + 1 ≡ (x+ 1) + 1 ≡ x(modx3 + x+ 1). So (x2 + x+ 1)(x+ 1) = x in
F2[x]/(x

3 + x+1). This is called F8 since it has 8 elements. Notice x4 = x3 · x = (x+1)x =
x2 + x in F8.

The set F2[x]/(irreducible polynomial of degree d) is a field called F2d with 2d elements.
It consists of the polynomials of degree ≤ d − 1 with coefficients in F2 = {0, 1}. F∗

2d is the

invertible elements (here the non-0 elements) and has ϕ(2d − 1) generators. x is a generator
for F∗

8 described above. g = x, x2, x3 = x+1, x4 = x2+x, x5 = x4 ·x = x3+x2 = x2+x+1,
x6 = x3 + x2 + x = x2 + 1, x7 = x3 + x = 1.

You can represent elements easily in a computer. You could represent 1 · x2 + 0 · x + 1
by 101. For this reason, people usually use discrete log cryptosystems with fields of the type
F2d instead of the type Fp where p ≈ 2d ≈ 10300. Over Fp they are more secure; over F2d

they are easier to implement on a computer.
In F2[x]/(x

6 + x + 1) invert x4 + x3 + 1. Use the polynomial Euclidean algorithm.
x6 + x + 1 = q(x)(x4 + x3 + 1) + r(x) where the degree of r(x) is less than the degree of
x4 + x3 + 1.

x^2 + x + 1 = q(x)

____________________________________

x^4+x^3 +1 | x^6 + x + 1

x^6 + x^5 + x^2

___________________________

x^5 + x^2 + x

x^5 + x^4 + x

_________________________

x^4 + x^2 + 1

x^4 + x^3 + 1

_______________________

x^3 + x^2 = r(x)

So x6 + x+ 1 = (x2 + x+ 1)(x4 + x3 + 1) + (x3 + x2).
Similarly x4 + x3 + 1 = x(x3 + x2) + 1.
So 1 = (x4 + x3 + 1) + x(x3 + x2)
1 = (x4 + x3 + 1) + x(x6 + x+ 1 + (x2 + x+ 1)(x4 + x3 + 1))
1 = 1(x4 + x3 + 1) + x(x6 + x+ 1) + (x3 + x2 + x)(x4 + x3 + 1)
1 = (x3 + x2 + x+ 1)(x4 + x3 + 1) + x(x6 + x+ 1)
1 = (x3 + x2 + x+ 1)(x4 + x3 + 1)(mod x6 + x+ 1).
So (x4 + x3 + 1)−1 = x3 + x2 + x+ 1 in F2[x]/(x

6 + x+ 1) = F64. End example.
In F8 described above, you are working in Z[x] with two mod’s: coefficients are mod 2

and polynomials are mod x3 + x+1. Note that if d > 1 then F2d ̸= Z/2dZ (in F8, 1 + 1 = 0
in Z/8Z, 1+1 = 2). In much of the cryptography literature, they use GF (q) to denote both

Fq and F∗
q, where q is usually prime or 2d.
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10 Modern stream ciphers

Modern stream ciphers are symmetric key cryptosystems. So Alice and Bob must agree
on a key beforehand. The plaintext is turned into ASCII. So the plaintext Go would be
encoded as 0100011101101111. There’s a given (pseudo)random bit generator. Alice and
Bob agree on a seed, which acts as the symmetric/shared/secret key. They both generate
the same random bit stream like 0111110110001101, which we call the keystream. Alice gets

the ciphertext by bit-by-bit XOR’ing, i.e. bit-by-bit addition mod 2. 0 ⊕ 0 = 0, 0 ⊕ 1 = 1,
1⊕ 0 = 1, 1⊕ 1 = 0.

Example.
PT 0100011101101111

keystream ⊕ 0111110110001101
CT 0011101011100010

CT 0011101011100010
keystream ⊕ 0111110110001101

0100011101101111
Go

Let pi be the ith bit of plaintext, ki be the ith bit of keystream and ci be the ith bit of
ciphertext. Here ci = pi ⊕ ki and pi = ci ⊕ ki. (See earlier example.)

Here is an unsafe stream cipher used on PC’s to encrypt files (savvy users aware it gives
minimal protection). Use keyword like Sue 01010011 01110101 01100101. The keystream is
that string repeated again and again. At least there’s variable key length.

Here is a (pseudo) random bit generator that is somewhat slow, so it is no longer used.
Say p is a large prime for which 2 generates F∗

p and assume q = 2p + 1 is also prime. Let

g generate F∗
q. Say the key is k with gcd(k, 2p) = 1. Let s1 = gk ∈ Fq. (so 1 ≤ s1 < q)

and k1 ≡ s1(mod 2) with k1 ∈ {0, 1}. For i ≥ 1, let si+1 = s2i ∈ Fq with 1 ≤ si < q and

ki ≡ si(mod 2) with ki ∈ {0, 1}. It will start cycling because sp+1 = s2.

Example. 2 generates F∗
29. 228/7 ̸= 1). g = 2 also generates F∗

59. Let k = 11. Then

s1 = 211 = 42, s2 = 422 = 53, s3 = 532 = 36, s4 = 362 = 57, . . . so k1 = 0, k2 = 1, k3 = 0,
k4 = 1, . . .. The string k1k2k3 . . . is the keystream.

Alice wants to send an encrypted message to Bob. A whole group of users, including
them, use a stream cipher for encryption with this random bit generator, with p = 29 and
q = 59. Earlier, for today’s message, Alice and Bob agreed on k = 11. So Alice creates the
keystream 0101000. . . , XORs it with her plaintext and sends the ciphertext to Bob. Bob
creates the same keystream and XORs it with the ciphertext to get the plaintext.

10.1 RC4

RC4 is the most widely used stream cipher. Invented by Ron Rivest (R of RSA) in 1987.
The RC stands for Ron’s code. The pseudo random bit generator was kept secret. The source
code was published anonymously on Cypherpunks mailing list in 1994.

Choose n, a positive integer. Right now, people use n = 8. Let l = ⌈(length of PT in
bits/n)⌉.

There is a key array K0, . . . , K2n−1 whose entries are n-bit strings (which will be thought
of as integers from 0 to 2n − 1). You enter the key into that array and then repeat the key
as necessary to fill the array.

The algorithm consists of permuting the integers from 0 to 2n − 1. Each permutation is
stored in an array S0, . . . , S2n−1. Initially we have S0 = 0, . . . , S2n−1 = 2n − 1.
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Here is the algorithm.
j = 0.
For i = 0, . . . , 2n − 1 do:

j := j + Si +Ki(mod 2n).
Swap Si and Sj.

End For
Set the two counters i, j back to zero.
To generate l random n-bit strings, do:
For r = 0, . . . , l − 1 do

i := i+ 1(mod 2n).
j := j + Si(mod 2n).
Swap Si and Sj.

t := Si + Sj(mod 2n).
KSr := St.

End For
Then KS0KS1KS2 . . . KSℓ, written in binary, is the keystream.

Do example with n = 3.
Say key is 011001100001101 or 011 001 100 001 101 or [3, 1, 4, 1, 5]. We expand to

[3, 1, 4, 1, 5, 3, 1, 4] = [K0, K1, K2, K3, K4, K5, K6, K7].

i j t KSr S0 S1 S2 S3 S4 S5 S6 S7

0 0 1 2 3 4 5 6 7
0 3 3 1 2 0 4 5 6 7
1 5 3 5 2 0 4 1 6 7
2 3 3 5 0 2 4 1 6 7
3 6 3 5 0 6 4 1 2 7
4 7 3 5 0 6 7 1 2 4
5 3 3 5 0 1 7 6 2 4
6 6 3 5 0 1 7 6 2 4
7 6 3 5 0 1 7 6 4 2
0 0
1 5 3 1 3 6 0 1 7 5 4 2
2 5 5 0 3 6 5 1 7 0 4 2
3 6 5 0 3 6 5 4 7 0 1 2
4 5 7 2 3 6 5 4 0 7 1 2
5 4 7 2 3 6 5 4 7 0 1 2
6 5 1 6 3 6 5 4 7 1 0 2
7 7 4 7 3 6 5 4 7 1 0 2
0 2 0 5 5 6 3 4 7 1 0 2
1 0 3 4 6 5 3 4 7 1 0 2
2 3 7 2 6 5 4 3 7 1 0 2
3 6 3 0 6 5 4 0 7 1 3 2
4 5 0 6 6 5 4 0 1 7 3 2

The keystream is from the 3-bit representations of 1, 0, 0, 2, 2, 6, 7, 5, 4, 2, 0, 6, which is
001 000 000 010 010 110 111 101 100 010 000 110 (without spaces).
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The index i ensures that every element changes and j ensures that the elements change
randomly. Interchanging indices and values of the array gives security.

10.2 Self-synchronizing stream cipher

When you simply XOR the plaintext with the keystream to get the ciphertext, that is called
a synchronous stream cipher. Now Eve might get a hold of matched PT/CT strings and find

part of the keystream and somehow find the whole keystream. There can be mathematical
methods to do this. Also, if Alice accidentally uses the same keystream twice, with two
different plaintexts, then Eve can XOR the two ciphertexts together and get the XOR of the
two plaintexts, which can be teased apart. One solution is to use old plaintext to encrypt
also. This is called a self-synchronizing stream cipher. (I made this one up).

Example. The first real bit of plaintext is denoted p1.

ci = pi ⊕ ki ⊕
{

pi−2 if pi−1 = 0
pi−3 if pi−1 = 1

Need to add p−1 = p0 = 0 to the beginning of the plaintext. The receiver uses

pi = ci ⊕ ki ⊕
{

pi−2 if pi−1 = 0
pi−3 if pi−1 = 1

Using the plaintext (Go) and keystream from an earlier example, we would have:

sender: receiver:

PT 000100011101101111 CT 0010101000001111

keystream 0111110110001101 keystream 0111110110001101

---------------- ----------------

CT 0010101000001111 PT 000100011101101111 (Go)

One problem with self-synchronizing is that it is prone to error propogation if there are
errors in transmission.

10.3 One-time pads

Let’s say that each bit of the keystream is truly randomly generated. That implies means
that each bit is independent of the previous bits. So you don’t start with a seed/key that is
short and generate a keystream from it. Ex. Flip a coin. OK if it’s not fair (none are). Look
at each pair of tosses, if HT write 1, if TH, write 0, if TT or HH, don’t write. So HH TH
TT HH TH HH HT becomes 001... End ex. This is called a one-time-pad. The keystream

must never be used again. Cryptanalysis is provably impossible. This was used by Russians
during the cold war and by the phone linking the White House and the Kremlin. It is very
impractical.
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11 Modern Block Ciphers

Most encryption now is done using block ciphers. The two most important historically have
been the Data Encryption Standard (DES) and the Advanced Encryption Standard (AES).
DES has a 56 bit key and 64 bit plaintext and ciphertext blocks. AES has a 128 bit key,
and 128 bit plaintext and ciphertext blocks.

11.1 Modes of Operation of a Block Cipher

On a chip for a block cipher, there are four modes of operation. The standard mode is the
electronic code book (ECB) mode. It is the most straightforward but has the disadvantage
that for a given key, two identical plaintexts will correspond to identical ciphertexts. If the
number of bits in the plaintext message is not a multiple of the block length, then add extra
bits at the end until it is. This is called padding.

------- ------- -------

| PT1 | | PT2 | | PT3 |

------- ------- -------

| | |

V V V

E_k E_k E_k

| | |

V V V

------- ------- -------

| CT1 | | CT2 | | CT3 |

------- ------- -------

The next mode is the cipherblock chaining (CBC) mode. This is the most commonly
used mode. Alice and Bob must agree on a non-secret initialization vector (IV) which has
the same length as the plaintext. The IV may or may not be secret.

------- ------- -------

| PT1 | | PT2 | | PT3 |

------- ------- -------

| | |

------ V V V

| IV | --> + |------> + |-----> +

------ | | | | |

V | V | V

E_k | E_k | E_k

| | | | |

V | V | V

------- | ------- | -------

| CT1 |---- | CT2 |---- | CT3 |

------- ------- -------

24



The next mode is the cipher feedback (CFB) mode. If the plaintext is coming in slowly,
the ciphertext can be sent as soon as as the plaintext comes in. With the CBC mode, one
must wait for a whole plaintext block before computing the ciphertext. This is also a good
mode of you do not want to pad the plaintext.

------- -------

| PT1 | | PT2 |

------- -------

| |

------ V V

| IV |---> E_k ---> + |----> E_k ---> +

------ | | |

V | V

------- | -------

| CT1 |----| | CT2 |

------- -------

The last mode is the output feedback (OFB) mode. It is a way to create a keystream for
a stream cipher. Below is how you create the keystream.

------ ------- ------- -------

| IV | -> E_k -> | Z_1 | -> E_k -> | Z_2 | -> E_k -> | Z_3 |

------ ------- ------- -------

The keystream is the concatenation of Z1Z2Z3 . . .. As usual, this will be XORed with
the plaintext. (In the diagram you can add PTi’s, CTi’s and ⊕’s.)

11.2 The Block Cipher DES

The U.S. government in the early 1970’s wanted an encryption process on a small chip that
would be widely used and safe. In 1975 they accepted IBM’s Data Encryption Standard
Algorithm (DES). DES is a symmetric-key cryptosystem which has a 56-bit key and encrypts
64-bit plaintexts to 64-bit ciphertexts. By the early 1990’s, the 56-bit key was considered
too short. Surprisingly, Double-DES with two different keys is not much safer than DES,
as is explained in Section 30.3. So people started using Triple-DES with two 56 bit keys.
Let’s say that EK and DK denote encryption and decryption with key K using DES. Then
Triple-DES with keys K1 and K2 is CT = EK1(DK2(EK1(PT ))). The reason there is a DK in
the middle is for backward compatibility. Note that Triple-DES using a single key each time
is the same thing as Single-DES with the same key. So if one person has a Triple-DES chip
and the other a Single-DES chip, they can still communicate privately using Single-DES.

In 1997 DES was brute forced in 24 hours by 500000 computers. In 2008, ATMs world-
wide still used Single-DES because ATMs started using Single-DES chips and they all need
to communicate with each other and it was too costly in some places to update to a more
secure chip.
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11.3 The Block Cipher AES

Introduction
However, DES was not designed with Triple-DES in mind. Undoubtedly there would be a

more efficient algorithm with the same level of safety as Triple-DES. So in 1997, the National
Institute of Standards and Technology (NIST) solicited proposals for replacements of DES.
In 2001, NIST chose 128-bit block Rijndael with a 128-bit key to become the Advanced
Encryption Standard (AES). (If you don’t speak Dutch, Flemish or Afrikaans, then the
closest approximation to the pronunciation is Rine-doll). Rijndael is a symmetric-key block
cipher designed by Joan Daemen and Vincent Rijmen.

Simplified AES
Simplified AES was designed by Mohammad Musa, Steve Wedig (two former Crypto

students) and me in 2002. It is a method of teaching AES. We published the article A sim-
plified AES algorithm and its linear and differential cryptanalyses in the journal Cryptologia
in 2003. We will learn the linear and differential cryptanalyses in the Cryptanalysis Course.

The Finite Field
Both the key expansion and encryption algorithms of simplified AES depend on an S-box

that itself depends on the finite field with 16 elements.
Let F16 = F2[x]/(x

4 + x+ 1). The word nibble refers to a four-bit string, like 1011. We

will frequently associate an element b0x
3 + b1x

2 + b2x+ b3 of F16 with the nibble b0b1b2b3.

The S-box
The S-box is a map from nibbles to nibbles. It can be inverted. (For those in the know,

it is one-to-one and onto or bijective.) Here is how it operates. As an example, we’ll find

S-box(0011). First, invert the nibble in F16. The inverse of x + 1 is x3 + x2 + x so 0011
goes to 1110. The nibble 0000 is not invertible, so at this step it is sent to itself. Then
associate to the nibble N = b0b1b2b3 (which is the output of the inversion) the element

N(y) = b0y
3 + b1y

2 + b2y+ b3 in F2[y]/(y
4 +1). Doing multiplication and addition is similar

to doing so in F16 except that we are working modulo y4 + 1 so y4 = 1 and y5 = y and
y6 = y2. Let a(y) = y3 + y2 + 1 and b(y) = y3 + 1 in F2[y]/(y

4 + 1). The second step of the

S-box is to send the nibble N(y) to a(y)N(y) + b(y). So the nibble 1110 = y3 + y2 + y goes

to (y3+y2+1)(y3+y2+y)+(y3+1) = (y6+y5+y4)+(y5+y4+y3)+(y3+y2+y)+(y3+1)

= y2 + y + 1 + y + 1 + y3 + y3 + y2 + y + y3 + 1 = 3y3 + 2y2 + 3y + 3 = y3 + y + 1 = 1011.
So S-box(0011) = 1011.

Note that y4 + 1 = (y + 1)4 is reducible over F2 so F2[y]/(y
4 + 1) is not a field and not

all of its non-zero elements are invertible; the polynomial a(y), however, is. So N(y) 7→
a(y)N(y)+ b(y) is an invertible map. If you read the literature, then the second step is often
described by an affine matrix map.

We can represent the action of the S-box in two ways (note we do not show the interme-
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diary output of the inversion in F∗
16). These are called look up tables.

nib S−box(nib) nib S−box(nib)
0000 1001 1000 0110
0001 0100 1001 0010
0010 1010 1010 0000
0011 1011 1011 0011
0100 1101 1100 1100
0101 0001 1101 1110
0110 1000 1110 1111
0111 0101 1111 0111

or


9 4 10 11
13 1 8 5
6 2 0 3
12 14 15 7

 .

The left-hand side is most useful for doing an example by hand. For the matrix on the
right, we start in the upper left corner and go across, then to the next row and go across
etc. The integers 0 - 15 are associated with their 4-bit binary representations. So 0000 = 0
goes to 9 = 1001, 0001 = 1 goes to 4 = 0100, . . . , 0100 = 4 goes to 13 = 1101, etc.

Inversion in the finite field is the only non-linear operation in SAES. Note multiplication
by a fixed polynomial, ⊕ing bits and shifting bits are all linear operations. If all parts of
SAES were linear then could use linear algebra on a matched PT/CT pair to easily solve for
the key.

Keys
For our simplified version of AES, we have a 16-bit key, which we denote k0 . . . k15. That

needs to be expanded to a total of 48 key bits k0 . . . k47, where the first 16 key bits are
the same as the original key. Let us describe the expansion. Let RC[i] = xi+2 ∈ F16. So

RC[1] = x3 = 1000 and RC[2] = x4 = x + 1 = 0011. If N0 and N1 are nibbles, then we
denote their concatenation by N0N1. Let RCON[i] = RC[i]0000 (this is a byte, a string
of 8 bits). So RCON[1] = 10000000 and RCON[2] = 00110000. These are abbreviations
for round constant. We define the function RotNib to be RotNib(N0N1) = N1N0 and the
function SubNib to be SubNib(N0N1) =S-box(N0)S-box(N1); these are functions from bytes
to bytes. Their names are abbreviations for rotate nibble and substitute nibble. Let us define
an array (vector, if you prefer) W whose entries are bytes. The original key fills W [0] and
W [1] in order. For 2 ≤ i ≤ 5,

if i ≡ 0(mod 2) then W [i] = W [i− 2]⊕ RCON(i/2)⊕ SubNib(RotNib(W [i− 1]))
if i ̸≡ 0(mod 2) then W [i] = W [i− 2]⊕W [i− 1]

.

The bits contained in the entries of W can be denoted k0 . . . k47. For 0 ≤ i ≤ 2 we let
Ki = W [2i]W [2i + 1]. So K0 = k0 . . . k15, K1 = k16 . . . k31 and K2 = k32 . . . k47. For i ≥ 1,
Ki is the round key used at the end of the i-th round; K0 is used before the first round.

Recall ⊕ denotes bit-by-bit XORing.

Key Expansion Example
Let’s say that the key is 0101 1001 0111 1010. So W [0] = 0101 1001 and W [1] =

0111 1010. Now i = 2 so we Rotnib(W [1])=1010 0111. Then we SubNib(1010 0111)=0000

27



0101. Then we XOR this with W [0]⊕ RCON(1) and get W [2].

0000 0101
0101 1001

⊕ 1000 0000
1101 1100

So W [2] = 11011100.
Now i = 3 so W [3] = W [1] ⊕W [2] = 0111 1010 ⊕ 1101 1100 = 1010 0110. Now i = 4 so

we Rotnib(W [3])=0110 1010. Then we SubNib(0110 1010)=1000 0000. Then we XOR this
with W [2]⊕ RCON(2) and get W [4].

1000 0000
1101 1100

⊕ 0011 0000
0110 1100

So W [4] = 01101100.
Now i = 5 so W [5] = W [3]⊕W [4] = 1010 0110⊕ 0110 1100 = 1100 1010.

The Simplified AES Algorithm
The simplified AES algorithm operates on 16-bit plaintexts and generates 16-bit cipher-

texts, using the expanded key k0 . . . k47. The encryption algorithm consists of the composition
of 8 functions applied to the plaintext: AK2 ◦SR ◦NS ◦AK1 ◦MC ◦SR ◦NS ◦AK0 (so AK0

is applied first), which will be described below. Each function operates on a state. A state
consists of 4 nibbles configured as in Figure 1. The initial state consists of the plaintext as
in Figure 2. The final state consists of the ciphertext as in Figure 3.

b0b1b2b3 b8b9b10b11
b4b5b6b7 b12b13b14b15

p0p1p2p3 p8p9p10p11
p4p5p6p7 p12p13p14p15

c0c1c2c3 c8c9c10c11
c4c5c6c7 c12c13c14c15

Figure 1 Figure 2 Figure 3

The Function AKi
: The abbreviation AK stands for add key. The function AKi

consists
of XORing Ki with the state so that the subscripts of the bits in the state and the key bits
agree modulo 16.

The Function NS: The abbreviation NS stands for nibble substitution. The function NS
replaces each nibble Ni in a state by S-box(Ni) without changing the order of the nibbles.
So it sends the state

N0 N2

N1 N3
to the state

S-box(N0) S-box(N2)
S-box(N1) S-box(N3)

.

The Function SR: The abbreviation SR stands for shift row. The function SR takes the
state

N0 N2

N1 N3
to the state

N0 N2

N3 N1
.

The Function MC: The abbreviation MC stands for mix column. A column [Ni, Nj]

of the state is considered to be the element Niz + Nj of F16[z]/(z
2 + 1). As an example,

28



if the column consists of [Ni, Nj] where Ni = 1010 and Nj = 1001 then that would be

(x3 + x)z + (x3 + 1). Like before, F16[z] denotes polynomials in z with coefficients in F16.

So F16[z]/(z
2 + 1) means that polynomials are considered modulo z2 + 1; thus z2 = 1. So

representatives consist of the 162 polynomials of degree less than 2 in z.
The function MC multiplies each column by the polynomial c(z) = x2z + 1. As an

example,

[((x3 + x)z + (x3 + 1))](x2z + 1) = (x5 + x3)z2 + (x3 + x+ x5 + x2)z + (x3 + 1)

= (x5 + x3 + x2 + x)z + (x5 + x3 + x3 + 1) = (x2 + x+ x3 + x2 + x)z + (x2 + x+ 1)

= (x3)z + (x2 + x+ 1),

which goes to the column [Nk, Nl] where Nk = 1000 and Nl = 0111.

Note that z2 + 1 = (z + 1)2 is reducible over F16 so F16[z]/(z
2 + 1) is not a field and not all

of its non-zero elements are invertible; the polynomial c(z), however, is.
The simplest way to explain MC is to note that MC sends a column

b0b1b2b3
b4b5b6b7

to
b0 ⊕ b6 b1 ⊕ b4 ⊕ b7 b2 ⊕ b4 ⊕ b5 b3 ⊕ b5
b2 ⊕ b4 b0 ⊕ b3 ⊕ b5 b0 ⊕ b1 ⊕ b6 b1 ⊕ b7

.

The Rounds: The composition of functions AKi
◦MC ◦ SR ◦NS is considered to be the

i-th round. So this simplified algorithm has two rounds. There is an extra AK before the
first round and the last round does not have an MC; the latter will be explained in the next
section.

Decryption
Note that for general functions (where the composition and inversion are possible) (f ◦

g)−1 = g−1 ◦ f−1. Also, if a function composed with itself is the identity map (i.e. gets you
back where you started), then it is its own inverse; this is called an involution. This is true
of each AKi

. Although it is true for our SR, this is not true for the real SR in AES, so we

will not simplify the notation SR−1. Decryption is then by AK0 ◦ NS−1 ◦ SR−1 ◦MC−1 ◦
AK1 ◦NS−1 ◦ SR−1 ◦ AK2 .

To accomplishNS−1, multiply a nibble by a(y)−1 = y2+y+1 and add a(y)−1b(y) = y3+y2

in F2[y]/(y
4 + 1). Then invert the nibble in F16. Alternately, we can simply use one of the

S-box tables in reverse.
Since MC is multiplication by c(z) = x2z + 1, the function MC−1 is multiplication by

c(z)−1 = xz + (x3 + 1) in F16[z]/(z
2 + 1).

Decryption can be done as above. However to see why there is no MC in the last round,
we continue. Recall that encryption is done by AK2◦SR◦NS◦AK1◦MC◦SR◦NS◦AK0 . We
want the decryption to be as similar as possible to speed up the hardware implementation.

First note that NS−1 ◦ SR−1 = SR−1 ◦ NS−1. Let St denote a state. We have
MC−1(AKi

(St)) = MC−1(Ki⊕St) = c(z)−1(Ki⊕St) = c(z)−1(Ki)⊕c(z)−1(St) = c(z)−1(Ki)⊕
MC−1(St) = Ac(z)−1Ki

(MC−1(St)). So MC−1 ◦ AKi
= Ac(z)−1Ki

◦MC−1.

What does c(z)−1(Ki) mean? Break Ki into two bytes b0b1 . . . b7, b8, . . . b15. Consider the
first byte
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b0b1b2b3
b4b5b6b7

to be an element of F16[z]/(z
2 + 1). Multiply by c(z)−1, then convert back to a byte. Do

the same with b8 . . . b15. So c(z)−1Ki has 16 bits. Ac(z)−1Ki
means XOR c(z)−1Ki with the

current state. Note when we do MC−1, we will multiply the state by c(z)−1 (or more easily,
use the equivalent table that you will create in your homework). For Ac(z)−1K1

, you will first

multiply K1 by c(z)−1 (or more easily, use the equivalent table that you will create in your
homework), then XOR the result with the current state.

Thus decryption is also

AK0 ◦ SR−1 ◦NS−1 ◦ Ac(z)−1K1
◦MC−1 ◦ SR−1 ◦NS−1 ◦ AK2 .

Recall that encryption is

AK2 ◦ SR ◦NS ◦ AK1 ◦MC ◦ SR ◦NS ◦ AK0 .

Notice how each kind of operation for decryption appears in exactly the same order as in
encryption, except that the round keys have to be applied in reverse order. For the real
AES, this can improve implementation. This would not be possible if MC appeared in the
last round.

Encryption Example
Let’s say that we use the key in the above example 0101 1001 0111 1010. So W [0] =

0101 1001, W [1] = 0111 1010, W [2] = 1101 1100, W [3] = 1010 0110, W [4] = 0110 1100,
W [5] = 1100 1010,

Let’s say that the plaintext is my name ‘Ed’ in ASCII: 01000101 01100100 Then the
initial state is (remembering that the nibbles go in upper left, then lower left, then upper
right, then lower right)

0100 0110
0101 0100

Then we do AK0 (recall K0 = W [0]W [1]) to get a new state:

0100 0110
⊕ 0101 ⊕ 0111

0101 0100
⊕ 1001 ⊕ 1010

=
0001 0001
1100 1110

Then we apply NS and SR to get

0100 0100
1100 1111

→ SR→ 0100 0100
1111 1100

Then we apply MC to get

1101 0001
1100 1111

Then we apply AK1 , recall K1 = W [2]W [3].
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1101 0001
⊕ 1101 ⊕ 1010

1100 1111
⊕ 1100 ⊕ 0110

=
0000 1011
0000 1001

Then we apply NS and SR to get

1001 0011
1001 0010

→ SR→ 1001 0011
0010 1001

Then we apply AK2 , recall K2 = W [4]W [5].

1001 0011
⊕ 0110 ⊕ 1100

0010 1001
⊕ 1100 ⊕ 1010

=
1111 1111
1110 0011

So the ciphertext is 11111110 11110011.

The Real AES
For simplicity, we will describe the version of AES that has a 128-bit key and has 10

rounds. Recall that the AES algorithm operates on 128-bit blocks . We will mostly explain
the ways in which it differs from our simplified version. Each state consists of a four-by-four
grid of bytes.

The finite field is F28 = F2[x]/(x
8+x4+x3+x+1). We let the byte b0b1b2b3b4b5b6b7 and

the element b0x
7 + . . .+ b7 of F28 correspond to each other. The S-box first inverts a byte in

F28 and then multiplies it by a(y) = y4 + y3 + y2 + y + 1 and adds b(y) = y6 + y5 + y + 1 in

F2[y]/(y
8 + 1). Note a(y)−1 = y6 + y3 + y and a(y)−1b(y) = y2 + 1.

The real ByteSub is the obvious generalization of our NS - it replaces each byte by its
image under the S-box. The real ShiftRow shifts the rows left by 0, 1, 2 and 3. So it sends
the state

B0 B4 B8 B12

B1 B5 B9 B13

B2 B6 B10 B14

B3 B7 B11 B15

to the state

B0 B4 B8 B12

B5 B9 B13 B1

B10 B14 B2 B6

B15 B3 B7 B11

.

The real MixColumn multiplies a column by c(z) = (x+1)z3 +z2+z+x in F28 [z]/(z
4+1).

Also c(z)−1 = (x3 + x+ 1)z3 +(x3 + x2 + 1)z2 +(x3 + 1)z +(x3 + x2 + x). The MixColumn
step appears in all but the last round. The real AddRoundKey is the obvious generalization
of our AKi

. There is an additional AddRoundKey with round key 0 at the beginning of the
encryption algorithm.

For key expansion, the entries of the array W are four bytes each. The key fills in
W [0], . . . ,W [3]. The function RotByte cyclically rotates four bytes 1 to the left each, like
the action on the second row in ShiftRow. The function SubByte applies the S-box to each
byte. RC[i] = xi in F28 and RCON [i] is the concatenation of RC[i] and 3 bytes of all 0’s.
For 4 ≤ i ≤ 43,

if i ≡ 0(mod 4) then W [i] = W [i− 4]⊕ RCON(i/4)⊕ SubByte(RotByte(W [i− 1]))
if i ̸≡ 0(mod 4) then W [i] = W [i− 4]⊕W [i− 1].
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The i-th key Ki consists of the bits contained in the entries of W [4i] . . .W [4i+ 3].

AES as a product cipher
Note that there is diffusion of bits throughout the state by ShiftRow (right to left) and

MixColumn (up and down). More generally, a product cipher alternates diffusion with
substitution. The substitution is accomplished with ByteSub. Secrecy/key dependence is
accomplished by AddRoundKey.

Analysis of Simplified AES
We want to look at attacks on the ECB mode of simplified AES.
The enemy intercepts a matched plaintext/ciphertext pair and wants to solve for the key.

Let’s say the plaintext is p0 . . . p15, the ciphertext is c0 . . . c15 and the key is k0 . . . k15. There
are 15 equations of the form

fi(p0, . . . , p15, k0, . . . k15) = ci

where fi is a polynomial in 32 variables, with coefficients in F2 which can be expected
to have 231 terms on average. Once we fix the cj’s and pj’s (from the known matched

plaintext/ciphertext pair) we get 16 non-linear equations in 16 unknowns (the ki’s). On

average these equations should have 215 terms.
Everything in simplified AES is a linear map except for the S-boxes. Let us consider how

they operate. Let us denote the input nibble of an S-box by abcd and the output nibble as
efgh. Then the operation of the S-boxes can be computed with the following equations

e = acd+ bcd+ ab+ ad+ cd+ a+ d+ 1
f = abd+ bcd+ ab+ ac+ bc+ cd+ a+ b+ d
g = abc+ abd+ acd+ ab+ bc+ a+ c
h = abc+ abd+ bcd+ acd+ ac+ ad+ bd+ a+ c+ d+ 1

where all additions are modulo 2. Alternating the linear maps with these non-linear maps
leads to very complicated polynomial expressions for the ciphertext bits.

Solving a system of linear equations in several variables is very easy. However, there
are no known algorithms for quickly solving systems of non-linear polynomial equations in
several variables.

Design Rationale
The quality of an encryption algorithm is judged by two main criteria, security and

efficiency. In designing AES, Rijmen and Daemen focused on these qualities. They also
instilled the algorithm with simplicity and repetition. Security is measured by how well
the encryption withstands all known attacks. Efficiency is defined as the combination of
encryption/decryption speed and how well the algorithm utilizes resources. These resources
include required chip area for hardware implementation and necessary working memory for
software implementation. Simplicity refers to the complexity of the cipher’s individual steps
and as a whole. If these are easy to understand, proper implementation is more likely. Lastly,
repetition refers to how the algorithm makes repeated use of functions.

In the following two sections, we will discuss the concepts security, efficiency, simplicity,
and repetition with respect to the real AES algorithm.
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Security
As an encryption standard, AES needs to be resistant to all known cryptanalytic attacks.

Thus, AES was designed to be resistant against these attacks, especially differential and
linear cryptanalysis. To ensure such security, block ciphers in general must have diffusion
and non-linearity.

Diffusion is defined by the spread of the bits in the cipher. Full diffusion means that
each bit of a state depends on every bit of a previous state. In AES, two consecutive rounds
provide full diffusion. The ShiftRow step, the MixColumn step, and the key expansion
provide the diffusion necessary for the cipher to withstand known attacks.

Non-linearity is added to the algorithm with the S-Box, which is used in ByteSub and
the key expansion. The non-linearity, in particular, comes from inversion in a finite field.
This is not a linear map from bytes to bytes. By linear, I mean a map that can be described
as map from bytes (i.e. the 8-dimensional vector space over the field F2) to bytes which can
be computed by multiplying a byte by an 8× 8-matrix and then adding a vector.

Non-linearity increases the cipher’s resistance against cryptanalytic attacks. The non-
linearity in the key expansion makes it so that knowledge of a part of the cipher key or a
round key does not easily enable one to determine many other round key bits.

Simplicity helps to build a cipher’s credibility in the following way. The use of simple
steps leads people to believe that it is easier to break the cipher and so they attempt to do
so. When many attempts fail, the cipher becomes better trusted.

Although repetition has many benefits, it can also make the cipher more vulnerable to
certain attacks. The design of AES ensures that repetition does not lead to security holes.
For example, the round constants break patterns between the round keys.

Efficiency
AES is expected to be used on many machines and devices of various sizes and processing

powers. For this reason, it was designed to be versatile. Versatility means that the algorithm
works efficiently on many platforms, ranging from desktop computers to embedded devices
such as cable boxes.

The repetition in the design of AES allows for parallel implementation to increase speed
of encryption/decryption. Each step can be broken into independent calculations because
of repetition. ByteSub is the same function applied to each byte in the state. MixColumn
and ShiftRow work independently on each column and row in the state respectively. The
AddKey function can be applied in parallel in several ways.

Repetition of the order of steps for the encryption and decryption processes allows for the
same chip to be used for both processes. This leads to reduced hardware costs and increased
speed.

Simplicity of the algorithm makes it easier to explain to others, so that the implementa-
tion will be obvious and flawless. The coefficients of each polynomial were chosen to minimize
computation.

AES vs RC4. Block ciphers more flexible, have different modes. Can turn block cipher into
stream cipher but not vice versa. RC4 1.77 times as fast as AES. Less secure.

In general, with symmetric key cryptography, you have to assume that the enemy will some-
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times have some matched plaintext and ciphertext. Given that, it should still be next to
impossible for the enemy to determine the key.

12 Public Key Cryptography

In a symmetric key cryptosystem, if you know the encrypting key you can quickly determine
the decrypting key (C ≡ aP +b(modN)) or they are the same (modern stream cipher, AES).
In public key cryptography, everyone has a public key and a private key. There is no known
way of quickly determining the private key from the public key. The idea of public key
cryptography originated with Whit Diffie, Marty Hellman and Ralph Merkle.

Main uses of public-key cryptography:
1) Agree on a key for a symmetric cryptosystem.
2) Digital signatures.

Public-key cryptography is rarely used for message exchange since it is slower than sym-
metric key cryptosystems.

12.1 Encoding for public key cryptography

Sometimes we need to encode some text, a key or a hash in Z/nZ or F2d . We can use the
ASCII encoding to turn text into a bit string. Keys and hashes typically are bit strings to
begin with. To encode a bit string as an element of Z/nZ or Fp (where p is prime), we
can consider the bit string to be the binary representation of a number m and, if m < n
(which it typically will be in applications), then m represents an element of Z/nZ. In

F2d = F2[x]/(x
d + . . . + 1) we can encode a bit b0 . . . bk (assuming k < d, which is usual in

applications) as b0x
k + b1x

k−1 + . . .+ bk. In any case, if the bit string is too long (i.e. m ≥ n

or k ≥ d) then it can be broken into blocks of appropriate size).

12.2 RSA

This is named for Rivest, Shamir and Adleman. Recall that if gcd(m,n) = 1 and a ≡
1(modϕ(n)) then ma ≡ m(modn).

Bob picks p, q, primes around 21024 (≈ 10308). He computes n = pq ≈ 10617 and ϕ(n) =

(p−1)(q−1). He finds some number e with gcd(e, ϕ(n)) = 1 and computes e−1modϕ(n) = d.
Note ed ≡ 1(modϕ(n)) and 1 < e < ϕ(n) and 1 < d < ϕ(n). He publishes (n, e) and keep
d, p, q hidden. He can throw out p and q. For key agreement, he may do this once a year or
may do it on the fly for each interaction.

Alice wants to send Bob the plaintext message M (maybe an AES key) encoded as a
number 0 ≤ M < n. If the message is longer than n (which is rare), then she breaks the
message into blocks of size < n. Alice looks up Bob’s n, e on his website (or possibly in a
directory). She reduces M emodn = C (that’s a trapdoor function) with 0 ≤ C < n. Note
C ≡M e(modn). She sends C to Bob.

Bob reduces Cdmodn and gets M . Why? Cd ≡ (M e)d ≡M ed ≡M1 = M(modn).
If Eve intercepts C, it’s useless without Bob’s d.
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Example: Bob chooses p = 17, q = 41. Then computes n = pq = 17 · 41 = 697 and
ϕ(n) = (17− 1)(41− 1) = 640. He chooses e = 33 which is relatively prime to 640. He then

computes 33−1mod 640 = 97 = d. Bob publishes n = 697 and e = 33.
Alice wants to use C = aP + b(mod 26) with key(s) C ≡ 7P + 25(mod 26) to send a

long message to Bob. She encodes the key as 7 · 26 + 25 = 207. She computes 207emodn =
20733mod 697. Her computer uses repeated squares to do this. 20733mod 697 = 156.

Alice sends 156 to Bob. From 156, it is very hard for Eve to determine 207.

Bob gets 156 and computes 156dmodn = 15697mod 697 = 207. Then (and this is not
part of RSA) breaks 207 = 7 · 26+25. Now (again this is not part of RSA), Alice sends Bob
a long message using C ≡ 7P + 25(mod 26). End example.

Every user has a pair nA, eA for Alice, nB, eB for Bob, etc. at his/her website or in a
directory. nA, eA are called Alice’s public keys. dA is called Alice’s private key.

When Alice sends a message M to Bob, as above, she computes M eB(modnB). Bob has
dB so can get back to M .

Why is it hard to find d from e and n? Well, d ≡ e−1(modϕ(n)). Finding the inverse is
fast (polynomial time). Finding ϕ(n) is slow, if all you have is n, since it requires factoring,
for which the only known algorithms are subexponential, but not polynomial.

Assume n is know. Then knowing ϕ(n) is polynomial time equivalent to knowing p and
q. In simpler terms: computing ϕ(n) takes about as long as factoring.

Proof. If you know n, p, q then ϕ(n) = (p− 1)(q − 1) which can be computed in O(log2(n)).

Now let’s say you know n, ϕ(n). We have x2 + (ϕ(n)− n− 1)x+ n = x2 + ((p− 1)(q −
1)−pq−1)x+pq = x2+(pq−p− q+1−pq−1)x+pq = x2− (p+ q)x+pq = (x−p)(x− q).

So we can find p, q by finding the roots of x2 + (ϕ(n)− n− 1)x+ n. Can find integer roots
of a quadratic polynomial in Z[x] using the quadratic formula. Taking the square root (of
a necessarily integer square) and doing the rest of the arithmetic will take little time. End
proof.

So finding ϕ(n) is as hard as factoring.
Practicalities: You want 1) gcd(p− 1, q − 1) to be small. 2) p− 1 and q − 1 should each

have a large prime factor. 3) p and q shouldn’t be too close together, on the other hand, the
ratio of bigger/smaller is usually < 4.

There are special factorization algorithms to exploit if any of the three is not true.
4) Usually e is relatively small (which saves time). Often e = 3, 17 = 24 + 1 or 65537 =

216+1 (since repeated squares fast for e small, e not have many 1’s in binary representation).

For personal use, people use n of 1024 bits, so n ≈ 10308. For corporate use, people use
2048 bits (n ≈ 10617. For paranoid use, people use 4096 bits. In the early 1990’s, it was

common to use 512 bits, so n ≈ 10154. An RSA challenge number with n ≈ 2768 ≈ 10232 was
factored in 2009.

In a symmetric key cryptosystem, Alice and Bob must agree on a shared key ahead of
time. This is a problem. It requires co-presence (inconvenient) or sending a key over insecure
lines (unsafe). We see from the example of RSA, that public key cryptography solves the
problem of symmetric key cryptography.
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12.3 Finite Field Discrete logarithm problem

Let Fq be a finite field. Let g generate F∗
q. Let b ∈ F∗

q. Then gi = b for some positive integer

i ≤ q − 1. Determining i given Fq, g and b is the finite field discrete logarithm problem

(FFDLP).

Example. 2 generates F∗
101. So we know 2i = 3 (i.e. 2i ≡ 3(mod 101)) has a solution. It

is i = 69. Similarly, we know 2i = 5 has a solution; it is i = 24. How could you solve such
problems faster than brute force? In Sections 31.1 and 31.3.3 we present solutions faster
than brute force. But they are nonetheless not fast. End example.

For cryptographic purposes we take q ≈ 22048 where q is a (large) prime or of the form

2d. Notation, if gi = b then we write logg(b) = i. Recall the logarithms you have already

learned: log10(1000) = 3 since 103 = 1000 and ln(e2) = loge(e
2) = 2. In the above example,

for q = 101 we have log2(3) = 69 (since 269 ≡ 3(mod 101)).
The best known algorithms for solving the FFLDP take as long as those for factoring,

and so are subexponential (assuming q = #Fq ≈ n).

12.4 Diffie-Hellman key agreement

Diffie-Hellman key agreement over a finite field (FFDH) is commonly used. Most commonly,
for each transaction, Alice chooses a Fq and g (a generator of F∗

q) and a private key aA with

1 << aA << q − 1. She reduces gaA in Fq and sends g, the reduction of gaA and Fq to Bob.
Bob chooses a private key aB with 1 << aB << q− 1. He reduces gaB in Fq and sends it to
Alice.

Less commonly, there is a fixed F∗
q and g for all users. Each user has a private key a

(aA, aB, aC , . . .) with 1 << a < q−1 and a public key, which is the reduction of ga in the field
Fq. Each user publishes (the reductions of) gaA , gaB , . . . in a directory or on their websites.

In both cases, they each use the reduction of gaAaB in Fq as their secret shared key.
If Alice and Bob want to agree on a key for AES, they use the reduction of gaAaB . Alice

can compute by raising the reduction of gaB to aA. Bob can do the reverse.
Eve has q, g, and reductions of gaA & gaB but can not seem to find the reduction of

gaAaB without solving the FFDLP. This often seems amazing. She can find the reduction of
gaAgaB = gaA+aB , but that’s useless. To get the reduction of gaAaB , she needs to raise the
reduction of gaA (for example) to aB. To get aB she could try to use g and reduction of gaB .
But determining aB from g and the reduction of gaB is the FFDLP, for which there is no
known fast solution.

Example. q = p = 97, g = 5. aA = 36 is Alice’s private key. gaA = 536mod 97 = 50
so gaA = 50 is Alice’s public key. aB = 58 is Bob’s private key. gaB = 558mod 97 = 44 so
gaB = 44 is Bob’s public key.

Alice computes (gaB)aA = 4436 ≡ 75 (in F97) (I’ve changed notation as a reminder) and

Bob computes (gaA)aB = 5058 = 75.
From 97, 5, 50, 44, Eve can’t easily get 75.
Practicalities: The number q − 1 should have a large prime factor ℓ (or else there is

a special algorithm for solving the FFDLP). In reality, g does not generate all of F∗
q, but

instead g generates ℓ elements. The reduction of gaAaB will be about the same size as
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q ≥ 10300. To turn this into an AES key, they could agree to use the last 128 bits of the
binary representation of gaAaB if q is prime. If Fq = F2[x]/(f(x)) then they could agree to

use the coefficients of x127, . . . , x0 in gaAaB .

12.5 Lesser used public key cryptosystems

12.5.1 RSA for message exchange

RSA could be used for encrypting a message instead of encrypting an AES key (then there
is no need to use AES). Alice encodes a message M as a number 0 ≤ M < nB and sends
Bob the reduction of M eB(modnB).

If the message is too long, she breaks the message into blocks M1,M2,M3, . . . with each
Mi < nB.

12.5.2 ElGamal message exchange

ElGamal message exchange has no patent, so it can be used in PGP. Typically used to
exchange a key for a symmetric cryptosystem (like AES; in PGP use CAST-128, like AES)
but can be used to send any message.

Alice indicates to Bob that she wants to send him an encrypted message. Bob chooses a
finite field Fq and a generator g of F∗

q. He also chooses a private key aB with 1 << aB <<

q − 1. Bob sends Alice Fq, g and the reduction of gaB in Fq.
Alice wants to encrypt the message M to Bob, which she encodes as in Section 12.1.

Alice chooses a random session key k with 1 << k < q − 1. She picks a different k each

encryption. She then sends Bob the pair gk,MgaBk (each reduced in the finite field).

Alice knows g and gaB (since it’s public) and k so she can compute gk and (gaB)k = gaBk

and then multiplies the latter to get MgaBk. Bob receives the pair. He won’t find k and

won’t need to. He first computes (gk)aB = gaBk (he knows aB, his private key). Then he

computes (gaBk)−1 (in Fq) and multiplies (MgaBk)(gaBk)−1 = M .

If Eve finds k (which seems to require solving the FFDLP since g is known and gk is

sent) she could compute (gaB)k = gaBk then (gaBk)−1, then M .
Example: q = 97, g = 5, aB = 58 is Bob’s private key, gaB = 44 is Bob’s public key. Alice

wants to encrypt M = 30 for Bob. She picks a random session key k = 17. She computes

gk = 517 = 83. She knows gaB = 44 (it’s public) and computes (gaB)k = 4417 = 65. Then

she computes MgaBk = 30 · 65 = 10. She sends Bob gk,MgaBk = 83, 10.

Bob receives 83, 10. He knows aB = 58 so computes (gk)aB = 8358 = 65 = gaBk. Then

computes (gaBk)−1 = 65−1 = 3 (i.e. 65−1 ≡ 3(mod 97)), then multiplies (MgaBk(gaBk)−1 =
10 · 3 = 30 = M .

12.5.3 Massey-Omura message exchange

The Massey-Omura cryptosystem (this is not really symmetric or public key). It can be used
to send a key or a message. Alice wants to send a message to Bob. Alice chooses a finite
field Fq and a random encrypting key eA with gcd(eA, q − 1) = 1 and 1 << eA << q − 1.
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Alice computes e−1
A (mod q − 1) = dA. Alice encodes a plaintext message as an element of

the field M ∈ F∗
q. She sends Fq and the reduction of M eA in Fq to Bob.

Bob chooses a random encrypting key eB with gcd(eB, q− 1) = 1 and 1 << eB << q− 1.

Both e’s are for this encryption only. Bob computes dB ≡ e−1
B (mod q− 1). He computes the

reduction of (M eA)eB = M eAeB and sends it back to Alice. Alice computes the reduction of

(M eAeB)dA = M eAeBdA ∗
= M eAdAeB = M eB to Bob. Then Bob computes (M eB)dB = M .

The special step is happening at ∗. In a sense, Alice puts a sock on a foot. Bob sticks a
shoe over that. Alice then removes the sock, without removing the shoe, then Bob removes
the shoe. Bob now sees the foot, though Alice never does.

The Massey-Omura cryptosystem was tried with cell-phones.
Example. p = 677. Alice sends Bob the digraph SC. Since S= 18 and C= 2 the digraph

is encoded as 18 · 26 + 2 = 470 = M . Alice picks eA = 255, so dA = 255−1mod 676 = 395.
Bob picks eB = 421 so dB = 421−1mod 676 = 281. Alice computes 470255mod 677 = 292
and sends 292 to Bob. Bob computes 292421mod 677 = 156 and sends 156 to Alice. Alice
computes 156395mod 677 = 313 and sends 313 to Bob. Bob computes 313281mod 677 = 470
and decodes 470 to SC.

12.6 Elliptic curve cryptography (ECC)

Elliptic curve cryptography is public key cryptography and has much shorter keys (1/8 as
many bits now) than than RSA and FFDLP cryptosystems for the seame level of security.
This is useful in terms of key agreement and working where there is minimal storage or
computations should be kept short, like on smart cards.

12.6.1 Elliptic curves

An elliptic curve is a curve described by an equation of the form y2 + a1xy + a3y = x3 +
a2x

2 + a4x + a6 and an extra 0-point. Example y2 + y = x3 − x is in figure 1 (on a future
page). Where did this form come from? It turns out that all cubic curves can be brought
to this form by a change of variables and this is a convenient form for the addition we will
describe. For now we will work over the real numbers. We need a zero-point that we will
denote ∅. Bend all vertical lines so they meet at the top and bottom and glue those two
endpoints together. It’s called the point at ∞ or the 0-point. It closes off our curve. That
point completes our curves. It’s at the top and bottom of every vertical line.

We can put an addition rule (group structure) for points of an elliptic curve. Rule: Three
points lying on a line sum to the 0-point (which we’ll denote ∅).

The vertical line L1 meets the curve at P1, P2 and ∅; so P1 + P2 + ∅ = ∅, so P1 = −P2,
and P2 = −P1. Two different points with the same x-coordinate are inverses/negatives of
each other. See figure 2.

If you want to add P1+P2, points with different x-coordinates, draw a line between them
and find the third point of intersection P3. Note P1 + P2 + P3 = ∅, P1 + P2 = −P3. See
figure 3.

Aside: Where do y = x2 and y = 2x− 1 intersect? Where x2 = 2x− 1 or x2 − 2x+ 1 =
(x−1)2 = 0. They meet at x = 1 twice (from the exponent) and this explains why y = 2x−1
is tangent to y = x2. See figure 4.
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Back to elliptic curves. How to double a point P1. Draw the tangent line and find the
other point of intersection P2. P1 + P1 + P2 = ∅ so 2P1 = −P2. See figure 5.
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1. An elliptic curve with x & y-axes. 2. EC without axes.

y^2 + y = x^3 - x Finding negatives.

@ <- 0-point

*

| | * |

| / * /

| / * /

| / * /

| / * /

| / * /

| / * /

| / * /

_ | / _ * /

/ \ | / / \ @ <- P1

--/-----\---------- /------------- / \ / *

| | \ / | \ / *

| | | | | | | *

| | / \ | / \ *

\ / \ \ / \ *

\_ / | \ \_ / @ <- P2

| \ * \

| \ * \

| \ * \

| \ * \

| \ * \

| \ * \

| \ * \

| | * |
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3. Summing P1+P2. 5. Doubling P1.

| /

/ -P2=2P1 -> @

/ /

/ /

/ * /

P3 / * /

@ /

* / /

_ * / _ /

/ \ P2 * / / \ /

/ \@ / / \ /

P1 | * \ / | \ /

@ | | | | |

* | / \ * | / \

\ / \ * \ / \

\_ / \ @_ / \

\ P1 * \

\ * \

@ -P3 * \

\ =P1+P2 * \

\ * \

\ * \

\ * \

4. y = x^2 and y = 2x-1 \ * \

| @ P2

\ / \

\ /

\ / *

\ /*

\ /

\ * <-(1,1)

\__/

*

*

This addition is obviously commutative and, though not obvious, it’s associative.
Let’s do an example. Clearly P = (1, 0) is on the curve y2 + y = x3 − x. Let’s find

2P . We find the tangent line at P using implicit differentiation. 2y dy
dx

+ dy
dx

= 3x2 − 1.

So dy
dx

= 3x2−1
2y+1

and dy
dx
|(1,0) = 2. The tangent line is y − 0 = 2(x − 1) or y = 2x − 2.

Where does that intersect y2 + y = x3 − x? Where (2x − 2)2 + (2x − 2) = x3 − x or

x3− 4x2 + 5x− 2 = 0 = (x− 1)2(x− 2). It meets twice where x = 1 (i.e. at (1, 0)) and once
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where x = 2. Note that the third point of intersection is on the line y = 2x− 2 so it is the
point (2, 2). Thus (1, 0)+ (1, 0)+ (2, 2) = 2P + (2, 2) = ∅, (2, 2) = −2P , 2P = −(2, 2). Now
−(2, 2) is the other point with the same x-coordinate. If x = 2 then we have y2 + y = 6 so
y = 2,−3 so 2P = (2,−3).

To find 3P = P + 2P = (1, 0) + (2,−3), we will find the line through (1, 0), (2,−3). It’s
slope is −3 so y−0 = −3(x−1) or y = −3x+3. Where does that line meet y2+y = x3−x?

Well (−3x+3)2+(−3x+3) = x3−x or x3−9x2+20x−12 = 0 = (x−1)(x−2)(x−6) (note
that we knew the line met the curve where x = 1 and x = 2 so (x− 1)(x− 2) is a factor of

x3− 9x2 +20x− 12, so finding the third factor is then easy). The third point of intersection
has x = 6 and is on y = −3x + 3 so it’s (6,−15). So (1, 0) + (2,−3) + (6,−15) = ∅ and

(1, 0)+ (2,−3) = −(6,−15). What’s −(6,−15)? If x = 6, then y2 + y = 210, y = −15, 14 so
−(6,−15) = (6, 14) = P + 2P = 3P . End of example.

Since adding points is just a bunch of algebraic operations, there are formulas for it. If
P1 = (x1, y1), P2 = (x2, y2) and P1 ̸= −P2 then P1 + P2 = P3 = (x3, y3) where

λ =
y2 − y1
x2 − x1

, ν =
y1x2 − y2x1

x2 − x1

if x1 ̸= x2 and

λ =
3x2

1 + 2a2x1 + a4 − a1y1
2y1 + a1x1 + a3

, ν =
−x3

1 + a4x1 + 2a6 − a3y1
2y1 + a1x1 + a3

if x1 = x2 and x3 = λ2 + a1λ− a2 − x1 − x2 and y3 = −(λ+ a1)x3 − ν − a3 (in either case).

Example. Find (1, 0) + (2,−3) on y2 + y = x3 − x using the addition formulas. a1 = 0,

a3 = 1, a2 = 0, a4 = −1, a6 = 0, x1 = 1, y1 = 0, x2 = 2, y2 = −3. λ = −3−0
2−1

= −3,
ν = 0·2−(−3)(1)

2−1
= 3. So x3 = (−3)2+0(−3)−0−1−2 = 6 and y3 = −(−3+0)(6)−3−1 = 14.

So (1, 0) + (2,−3) = (6, 14).

12.6.2 Elliptic curve discrete logarithm problem

Let K be a field (like R or F37). If for some elliptic curve E, each of the ai ∈ K, then we
say E is defined over K and write E/K. The set of points with coordinates in K is denoted
E(K). From now on, K will always be a finite field.

In F∗
p with p ̸= 2, a prime, half of the elements are squares. As an example, in F∗

13,

12 = 1, 22 = 4, 32 = 9, 42 = 3, 52 = 12, 62 = 10, 72 = 10, 82 = 12, 92 = 3, 102 = 9, 112 = 4,
122 = 1. The equation y2 = 12 has two solutions y = ±5 = 5, 8.

There are efficient algorithms for determining whether or not an element of F∗
p is a square

and if so, what are the square roots. If p > 3 then we can find an equation for our elliptic
curve of the form y2 = x3 + a4x + a6, by changing variables, if necessary, and not affect
security..

Example. Let E/F5 be y2 = x3 + 1. Find E(F5) (the points with coordinates in F5). It

helps to know the squares: 02 = 0, 12 = 1, 22 = 4, 32 = 4, 42 = 1.
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x x3 + 1 y = ±
√
x3 + 1 points

0 1 ±1 = 1, 4 (0, 1), (0, 4)
1 2 no
2 4 ±2 = 2, 3 (2, 2), (2, 3)
3 3 no
4 0 0 (4, 0)

and ∅

We have 6 points in E(F5). Over a finite field you can add points using lines or addition
formulas. If G = (2, 3) then 2G = (0, 1), 3G = (4, 0), 4G = (0, 4) (note it has same x-
coordinate as 2G so 4G = −2G and 6G = ∅), 5G = (2, 2), 6G = ∅. So G = (2, 3) is a
generator of E(F5).

Example. Let E be y2 = x3+x+1 over F109. It turns out that E(F109) has 123 points and
is generated by G = (0, 1). The point (39, 45) is in E(F109) since 393 + 39 + 1mod 109 = 63
and 452mod 109 = 63. So (39, 45) = (0, 1) + (0, 1) + . . .+ (0, 1) = n(0, 1) for some integer n.
What is n? That is the discrete log problem for elliptic curves over finite fields (ECDLP).

You could solve this by brute force, but not if 109 is replaced by a prime around 1050. End
ex.

In general, say that n(x, y) = (x′, y′) ∈ E(Fq). Given Fq, E, (x, y) and (x′, y′), then
determining n is the ECDLP.

Solving the ECDLP for an elliptic curve over Fq with q ≈ 2163 (or 2192) is about as
hard as solving the FFDLP for Fq with q ≈ 21024 (or 28000, respectively) or factoring n with
n ≈ 21024 (or 28000, respectively). So we can use shorter keys. Another advantage here is
that for a given finite field there can be lots of associated elliptic curves.

It takes one or two points to generate E(Fp). Consider y2 = x3 + 1 over F7. 02 = 0,
(±1)2 = 1, (±2)2 = 4, (±3)2 = 2.

x x3 + 1 y = ±
√
x3 + 1 points

0 1 ±1 (0, 1), (0, 6)
1 2 ±3 (1, 3), (1, 4)
2 2 ±3 (2, 3), (2, 4)
3 0 0 (3, 0)
4 2 ±3 (4, 3), (4, 4)
5 0 0 (5, 0)
6 0 0 (6, 0)

and ∅

So E(F7) has 12 points.

R = (5, 0) 2R = ∅
Q = (1, 3) Q+R = (2, 3)
2Q = (0, 1) 2Q+R = (4, 4)
3Q = (3, 0) 3Q+R = (6, 0)
4Q = (0, 6) 4Q+R = (4, 3)
5Q = (1, 4) 5Q+R = (2, 4)

6Q = ∅
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All points are of the form nQ+mR with n ∈ Z/6Z and m ∈ Z/2Z. Note that the coefficients

of y2 = x3+1 and the coordinates of the points are all defined modulo 7, whereas the points
add up modulo 6. In this case, two points together generate. You could still use discrete log
with G = (1, 3) as a pseudo-generator point, for example. It wouldn’t generate all of E(F7)
but half of it.

On average, #E(Fq) = q + 1.

12.6.3 Elliptic curve cryptosystems

In the next two sections, we describe the analogues of the Diffie Hellman key agreement
system and the ElGamal message exchange system. The section on the Elliptic Curve El-
Gamal message exchange system explains how to encode a plaintext message on a point of
an elliptic curve.

12.6.4 Elliptic curve Diffie Hellman

Analogue of Diffie Hellman key exchange for elliptic curves (ECDH).

Alice chooses a finite field Fq with q ≈ 2256 ≈ 1077. Note that since this discrete logarithm
problem is currently harder to solve than that described earlier in F∗

q, we can pick q smaller

than before. Alice chooses an elliptic curve E/Fq and a point G = (x1, y1) that generates

much of E(Fq). The point G must have the property that the smallest positive integer n

such that nG = ∅ is very large (i.e. n ≈ q). Recall nG = G + G + G + . . . + G (n times).
The number n should have a very large prime factor and n ̸= q+1, q, q− 1 (otherwise there
are special faster algorithms for solving the ECDLP).

Alice chooses a large private key number aA with aA ≈ q. She computes aAG = (x2, y2) ∈
E(Fq). She sends Fq, E, (x1, y1) and (x2, y2) to Bob. Bob chooses a large private key number

aB with aB ≈ q. He computes aBG = (x3, y3) ∈ E(Fq). He sends (x3, y3) to Alice. Alice and

Bob can now both compute aAaBG ∈ E(Fq) and that will be their Diffie-Hellman shared
key.

Example. Alice chooses q = p = 211, E : y2 = x3 + 207, G = (2, 2). It turns out that
241G = ∅. Alice chooses private key aA = 121, so A’s public key is aAG = 121(2, 2) =

(115, 48). She sends 211, y2 = x3 + 207, (2, 2), (115, 48) to Bob. Bob chooses private key
aB = 223, so B’s public key is aBG = 223(2, 2) = (198, 72). Bob sends (198, 72) to Alice.

Their shared key is aAaBG. Then A computes aA(aBG) = 121(198, 72) = (111, 66) in
E(F211) and B computes aB(aAG) = 223(115, 48) = (111, 66) in E(F211). So (111, 66) is
their shared key that they could use for a symmetric key cryptosystem. End example.

Aside. Find 120G + 130G. Note = 250G = 241G + 9G = 0 + 9G = 9G. I.e. since
250(mod 241) = 9 we have 250G = 9G. End aside.

Note that trying to figure out what multiple of G = (2, 2) gives you Alice’s public key
(115, 48) is the ECDLP. Alice can compute 121G through repeated doubling. In addition,

if p ≈ 1050, Alice and Bob could agree to use the last 128 bits of the binary representation
of the x-coordinate of their shared key as an AES key. If working over F2r could use the
coefficients of x127, . . . , 1 of the x-coordinate as an AES key.

Practicalities: For FFDH people use q ≈ 22048 but for ECDH people q ≈ 2256. Usually
q = 2d with d ≈ 256. Indeed, adding two points on an elliptic curve is much slower than
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doing a multiplication in a finite field. However, since q is much smaller for ECDH, that
makes up for much of the slow-down.

12.6.5 Elliptic Curve ElGamal Message Exchange

Analogue of ElGamal message exchange. First issue: How to encode a message as a point.
Go back to finite fields. If working with p = 29 and want to encode the alphabet in F29,
then you can encode A = 0, . . . , Z = 25. What to do with the elliptic curve, for example
y2 = x3 − 4 over F29. Ideally you could encode a number as an x-coordinate of a point, but
not all numbers are x-coordinates of points (only about half of them). Not all numbers are

y-coordinates of points either (only about half of them). Try to encode I = 8. 83−4 = 15 ̸=
2 ∈ F∗

29.
Instead you could work over p = 263 (chosen because it’s the first prime bigger than

26 · 10). Encode the message and one free digit as the x-coordinate of a point. With 10
digits to choose from and each having a 50% chance of success, this should work (in real life
you might have the last eight bits free so the probability of trouble is essentially 0).

Say you have p = 263, E : y2 = x3 − 4. Message P = 15. Find a point (15a, y) on the
curve. Try x = 150.
x = 150, 1503 − 4 ≡ 180 ̸= 2(mod263).

x = 151, 1513 − 4 ≡ 14 ̸= 2(mod263).

x = 152, 1523 − 4 ≡ 228 ̸= 2(mod263).

x = 153, 1533 − 4 ≡ 39 ≡ 612(mod263).
A handout shows how to do this in PARI.
So (153, 61) is a point on the curve and all but the last digit of the x-coordinate is our
message. If Alice wants to send the message L to Bob, then she picks a random k. Let
aBG be B’s public key. Q is the encoded plaintext point. Then Alice sends (kG,Q+ kaBG)
to Bob. Bob receives it. Computes aBkG and subtracts that from Q + kABG to get the
plaintext point Q.

Example. p = 263, E : y2 = x3 − 4, G = (2, 2), aB = 101, aBG = 101(2, 2) = (165, 9)
(this is Bob’s public key point). Alice wants to send the message P encoded as M = (153, 61)
to Bob. She picks the random session k = 191 and computes kG = 191(2, 2) = (130, 94),
k(aBG) = 191(165, 9) = (41, 96) and M + kaBG = (153, 61) + (41, 96) = (103, 22).

Alices sends the pair of points kG,M + kaBG or (130, 94), (103, 22) to Bob.
Bob receives the pair of points and computes aB(kG) = 101(130, 94) = (41, 96). Then

computes (M + kaBG)− (aBkG) = (103, 22)− (41, 96) = (103, 22)+ (41,−96) = (103, 22)+
(41, 167) = (153, 61). And decodes all but the last digit of the x-coordinate to 14 =P.

Again people actually prefer to work over fields of the type F2r . So if you want to encode
the AES key 1101. . . 1011 then you could find a point whose x-coordinate is 1 · x135 + 1 ·
x134 + 0 · x133 + 1 · x132 + . . . + 1 · x11 + 0 · x10 + 1 · x9 + 1 · x8 + b7x

7 + . . . + b1x + b0 for

some bi ∈ F2. The probability of failure is 1/(22
8
). There are subexponential algorithms for

solving the FFDLP in F∗
q and for factoring n so people work with q ≈ n > 10300. The best

known algorithm for solving the ECDLP in E(Fq) takes time O(
√
q), which is exponential.

So people work with q > 1050. It takes longer to add points on an elliptic curve than to do a
multiplication in a finite field (or mod n) for the same size of q. But since q is much smaller
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for an EC, the slow-down is not significant. In addition, we have smaller keys when working
with EC’s which is useful in terms of key agreement and working where there is minimal
storage or computations should be kept short, like on smart cards.

13 Hash Functions and Message Authentication Codes

A hash is a relatively short record of a msg used to ensure you got msg correctly. Silly ex.
During noisy phone call, I give you a 3rd party phone number and the sum of the digits mod
10 (that sum is the hash). You sum digits you heard mod 10. If it agrees with my sum, odds
are you got it right. End ex.

A hash function f(x) sends m + t bit strings to t bit strings and, when used in cryp-
tography, should have three properties. A hash algorithm H(x) is built up from a hash
function and sends strings of arbitrary length to t bit stings and should have the same three
properties.

A hash algorithm H(x) is said to have the one-way property if given an output y it is

difficult to find any input x such that H(x) = y. Let’s say that the hashes of passwords are
stored on a server. When you log in, it computes the hash of the password you just typed
and compares it with the stored hash. If someone can solve the one-way problem then she
could find your password. A hash algorithm is said to have the weakly collision free property

if, given input x, it is difficult difficult to find any x′ ̸= x such that H(x) = H(x′). Let’s say
that you have a program available for download and you also make its hash available. That
way people can download the software, hash it, and confirm that they got the proper software
and not something dangerous. If the hash algorithm does not have the weakly collision free
algorithm then perhaps someone can find a dangerous program that hashes the same way
and post their dangerous program and the same hash at a mirror site. A hash algorithm
H(x) is said to have the strongly collision free property if it is difficult to find any x and x′

with x ̸= x′ such that H(x) = H(x′). It can be shown (under reasonable assumptions) that
strongly collision free implies weakly collision free which implies one-way. Let’s say that the
hash algorithm does not have the strongly collision free property. In addition, let’s assume
that Eve can find x and x′ with H(x) = H(x′) and where she can actually specify ahead of
time part of x and part of x′ (this is a stronger assumption). Then Eve can create a good
program and its hash to gain trust. Later she can replace the good program with a bad
program with the same hash.

Recently Wang, Feng, Lai, Yu and Lin showed that of the popular hash functions (MD5,
SHA-0, SHA-1, SHA-2), all but SHA-2 do not have the strongly collision free property. In
addition, SHA-2 is similar to SHA-1, so it might not either. So there was an international
competition that in 2012 chose SHA-3.

To create a hash algorithm from a hash function one normally uses a hash function with
two inputs: an m-bit string a and a t-bit string b. Then f(a, b) outputs a t-bit string. Let’s
extend a hash function f to a hash algorithm H. Assume that the M has more than m bits.
Break M into m-bit blocks, padding the last block if necessary with 0’s. Initially we take b
to be a given, known t-bit initialization vector (perhaps all 0’s). (For SHA-3, m and t can
vary, but one common setting would be m = 1088, t = 256.)

Example.
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m bits m bits m bits

M1 M2 end msg / pad

t bits ↓ ↓ ↓ t bits

IV → f
t bits→ f

t bits→ · · · → f → H(msg)

If a hash algorithm depends on a secret key, it is called a MAC. To do this, we just
replace the known IV with a secret shared key.

Example. f is AES, so t = m = 128. Break the message into 128 bit blocks. If the
message length is not a multiple of 128 bits then add 0’s to the end (padding) so that it
is. The key for the first AES is the IV. The key for the second AES is the output of the
first AES and so on. The final output is the hash of the message. This is not a secure hash
function but it’s OK as a MAC.

Let’s flesh out this scenario. Alice and Bob used public-key cryptography to agree on
two AES keys, key1 and key2. Alice sends Bob (in ECB mode, for simplicity) a message
encrypted with AES. She breaks the message into n blocks: PT1, . . . , PTn. She encrypts
each PTi with AES and using key1 to get the corresponding ciphertexts CT1, . . . , CTn.

Then Alice computes the MAC of PT1P2 . . . PTn using key2 and sends the (unencrypted)
MAC to Bob.

Bob receives CT1, . . . , CTn and decrypts them using key1. Now Bob has the PTi’s. Then
Bob MACs those PTi’s with key2 and finds the MAC. Then Bob checks to see if this MAC
agrees with the one that Alice sent him. If it does, then he can be sure that no one tampered
with the CTi’s during transmission. This is called message integrity.

Without the MAC, Eve could intercept CT1, . . . , CTn along the way and tamper with
it (though it probably wouldn’t decrypt to something sensible since Eve doesn’t know the
key).

If Eve tampers with it, she can’t create a MAC that will agree with hers. End Example

13.1 The MD5 hash algorithm

One of the most popular hash algorithms at the moment is MD5. The hash algorithms
SHA1 and SHA2 are also popular and very similar. SHA stands for Secure Hash Algorithm.
MD5 is more efficient than the hash algorithm described above using AES. It is based on
the following hash function f . The function f takes two inputs: a 128 bit string and a 512
bit strings and its output is a 128 bit strings. Let X be the 512 bit string. For MD5 we will
call a 32 bit string a word. So X consists of 16 words. Let X[0] be the first word, X[1] be
the next, . . ., X[15] be the last word.

Initial buffers
While evaluating f we continually update four buffers: A, B, C, D; each contains one

word. There are four constants ConstA = 0x67452301, ConstB = 0xefcdab89, ConstC =
0x98badcfe, ConstD 0x10325476. Together these form the 128 bit initialization vector. The
notation 0x indicates that what comes after is a hexadecimal representation which uses the
symbols 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, a, b, c, d, e, f to represent the nibbles 0000, 0001, . . . ,
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1111. So ConstA = 01100111010001010010001100000001. Initially, for the first evaluation
of f only, we let A = ConstA, B = ConstB, C = ConstC , D = ConstD. For clarity during
the hash function, when we update, A,B,C or D we sometimes give it an index. So initially
A0 = ConstA, B0 = ConstB, C0 = ConstC , D0 = ConstD.

The four functions
Let us define four functions. Each takes 3 words as inputs.

F (X,Y, Z) = XY ∨ X̄Z,

G(X,Y, Z) = XZ ∨ Y Z̄,
H(X, Y, Z) = X ⊕ Y ⊕ Z,

I(X,Y, Z) = Y ⊕ (X ∨ Z̄).

Note 1̄ = 0 and 0̄ = 1 (this NOT). Note 0 ∨ 0 = 0, 0 ∨ 1 = 1, 1 ∨ 0 = 1, 1 ∨ 1 = 1 (this is
OR).

For example, let us apply F to three bytes (instead of 3 words). Let X = 00001111,
Y = 00110011, Z = 01010101.

X Y Z XY X̄Z XY ∨ X̄Z
0 0 0 0 0 0
0 0 1 0 1 1
0 1 0 0 0 0
0 1 1 0 1 1
1 0 0 0 0 0
1 0 1 0 0 0
1 1 0 1 0 1
1 1 1 1 0 1

So F (X, Y, Z) = 01010011. Note that for 1-bit inputs to F , we had all 8 possibilities
000, . . . , 111 and the outputs were 0 half the time and 1 half the time. This is true for G,
H and I.

The constants
There are 64 constants T [1], . . . , T [64]. Let i measure radians. Then |sin(i)| is a real

number between 0 and 1. Let T [i] be the first 32 bits after the decimal point in the binary
representation of |sin(i)|. Be careful, here the index starts at 1 because sin(0) is no good.

Rotation notation
If E is a 32-bit string, and 1 ≤ n ≤ 31 then E <<< n is a left rotational shift

of E by n bits. So if E = 01000000000000001111111111111111 then E <<< 3 =
00000000000001111111111111111010.

More notation
We let + denote addition modulo 232 where a word is considered to be the binary repre-

sentation of an integer n with 0 ≤ n ≤ 232 − 1.
In computer science x := y means set x equal to the value of y at this moment. So if

x = 4 at a particular moment and you write x := x+ 1 then after that step, x = 5.

Evaluating f
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f takes as input, four 32-bit words that we denote A, B, C, D, and a 512 bit string X.

First the 4 words are stored for later: AA := A0, BB := B0, CC := C0, DD := D0.

Then there are 64 steps in four rounds.

Round 1 consists of 16 steps.

Let [abcd k s i] denote the operation a := b+ ((a+ F (b, c, d) +X[k] + T [i]) <<< s).

Those 16 steps are

[ABCD 0 7 1] [DABC 1 12 2] [CDAB 2 17 3] [BCDA 3 22 4]

[ABCD 4 7 5] [DABC 5 12 6] [CDAB 6 17 7] [BCDA 7 22 8]

[ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11] [BCDA 11 22 12]

[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16].

Round 2 consists of the next 16 steps.

Let [abcd k s i] denote the operation a := b+ ((a+G(b, c, d) +X[k] + T [i]) <<< s).

Those 16 steps are

[ABCD 1 5 17] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0 20 20]

[ABCD 5 5 21] [DABC 10 9 22] [CDAB 15 14 23] [BCDA 4 20 24]

[ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27] [BCDA 8 20 28]

[ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31] [BCDA 12 20 32]

Round 3 consists of the next 16 steps.

Let [abcd k s i] denote the operation a := b+ ((a+H(b, c, d) +X[k] + T [i]) <<< s).

Those 16 steps are

[ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35] [BCDA 14 23 36]

[ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39] [BCDA 10 23 40]

[ABCD 13 4 41] [DABC 0 11 42] [CDAB 3 16 43] [BCDA 6 23 44]

[ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48]

Round 4 consists of the last 16 steps.

[abcd k s i] denote the operation a := b+ ((a+ I(b, c, d) +X[k] + T [i]) <<< s).

Those 16 steps are

[ABCD 0 6 49] [DABC 7 10 50] [CDAB 14 15 51] [BCDA 5 21 52]

[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1 21 56]

[ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59] [BCDA 13 21 60]

[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9 21 64]
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Lastly, add in the saved words from the beginning.
A := A + AA, B := B + BB, C := C + CC, D := D + DD.

The output of f is the concatenation ABCD, which has 128 bits.

Clarification

Let us clarify the notation above. First let us look at Step 1. Before Step 1, we have
A = A0 = 67 45 23 01, B = B0 = . . ., C = C0 = . . ., D = D0 = . . .. Recall

[abcd k s i] denotes the operation a := b+ ((a+ F (b, c, d) +X[k] + T [i]) <<< s). And Step
1 is [ABCD 0 7 1].

So that means

A := B + ((A+ F (B,C,D) +X[0] + T [1]) <<< 7)
or

A1 := B0 + ((A0 + F (B0, C0, D0) +X[0] + T [1]) <<< 7).
So first we evaluate F (B0, C0, D0). Then we turn it into an integer. Then we turn A0,

X[0] and T [1] into integers. Then we add the four integers together modulo 232. Recall X[0]
is the beginning of the 512-bit input message and T [1] comes from sin(1). Take the result
and convert it to a 32-bit word and shift left by 7. Turn that back into an integer and turn
B0 into an integer and add those two modulo 232 to get A1. Turn A1 back into a 32-bit word.
Now A = A1, B = B0, C = C0, D = D0.

Now we move onto Step 2. Recall

[abcd k s i] denotes the operation a := b+ ((a+ F (b, c, d) +X[k] + T [i]) <<< s). And Step
2 is [DABC 1 12 2]. So that means

D := A+ ((D + F (A,B,C) +X[1] + T [2]) <<< 12) or

D1 := A1 + ((D0 + F (A1, B0, C0) +X[1] + T [2]) <<< 12).

Now A = A1, B = B0, C = C0, D = D1.

Hash algorithm
We will call the input to the hash algorithm the message. Let us say that the (padded)

message has 3 · 512 bits and consists of the concatenation of three 512-bit strings S1S2S3.
First we take S1 and break it into 16 words: X[0], . . . , X[15].
We start with the buffers A = 0x67452301, B = 0xefcdab89, C = 0x98badcfe, D =
0x10325476. We go through the algorithm described above. After the 64th steps A = A16,
B = B16, C = C16, D = D16. Then A′

16 = A16 + AA, B′
16 = B16 + BB, C ′

16 = C16 + CC,
D′

16 = D16 + DD. That gives the 128-bit output ABCD = A′
16B

′
16C

′
16D

′
16. (Note, I

consider the outputs of steps 61 - 64 to be A16, D16, C16, B16 and then after adding in
AA = A0, BB = B0, CC = C0, DD = D0 the output is A′

16B
′
16C

′
16D

′
16.)

Next, break S2 into 16 words: X[0], . . . , X[15]. These will usually be different from
the X[0], . . . , X[15] above. We go through the algorithm described above except the ini-
tial values of A, B, C, D come from the output of the previous 64 steps A = A′

16, BB =
B′

16, C = C ′
16, D = D′

16, not 0x67452301, . . . . The the output of the first evaluation of
f , namely A′

16B
′
16C

′
16D

′
16, is (with S2) the input of the second evaluation of f . Then let

AA = A′
16, . . ., do the 64 steps and add in AA, . . .. There will again be a 128-bit output

ABCD = A′
32B

′
32C

′
32D

′
32.
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Next, break S3 into 16 words: X[0], . . . , X[15]. We go through the algorithm described
above except the initial values of A, B, C, D come from the output of the previous 64 steps,
i.e. A = A′

32, B = B′
32, C = C ′

32, D = D′
32.

There will again be a 128-bit output ABCD = A′
48B

′
48C

′
48D

′
48, which is the output of the

algorithm, known as the hash value.

Notes:

1) The message is always padded. First, it is padded so that the number of bits in the
message is 448 ≡ −64(mod 512). To pad, you append at the end one 1 and then as many
0’s as you need so that the message length will be −64(mod 512). Let b be the length of the
message before padding. If b ≡ 448(mod 512) to begin with, then append one 1 and 511 0’s.
Write b in its 64-bit binary representation (so there will probably be a lot of 0’s on the left).
Now append this 64-bit binary representation of b to the right of our padded message so its
length is a multiple of 512.

Let’s give an example. Assume the original message has length 1700 bits. Now 1700 ≡
164(mod 512). We have 448−164 = 284. So we append one 1 and 283 0’s on the right. Now
the message has 1984 bits. Note 1984 ≡ 448 ≡ −64(mod 512). Now 1700 = (11010100100)2.
So we append the 64 bit binary representation of 1700, namely
0000000000000000000000000000000000000000000000000000011010100100, to the right and
the message now has length 1984 + 64 = 2048 = 4 · 512.
2) The function fhash is complicated because within each step it cycles through bit-wise

operations (F,G,H, I), shifting and additions modulo 232 which operate on entire strings
at once (and have carries, unlike bit-wise operations). The fact that all four buffers are
constantly updated and the message pieces introduced slowly increases the safety also.

2) It was shown in 2004 (Wang, Feng, Lai, Yu) that MD5 does not have the strongly collision
free property. However it may still have the two desired properties: one way and weakly
collision free.

13.2 SHA3

The SHA-3 hash algorithm
Bertoni, Daemen (a designer of AES), Peeters and Van Assche submitted Keccak (pro-

nounced ketsak) to NIST’s hash competition and in 2012 it was selected as SHA-3 (Secure
Hash Algorithm 3). Recall SHA-0, SHA-1, SHA-2 and MD5 are all designed similarly and
SHA-0, SHA-1 and MD5 were shown not to have the strongly collision free property. SHA-3
is designed very differently from the others. Since many applications of hash algorithms,
including certificates and TLS, do not need the strongly collision free property, many will
continue using SHA-2 for a while.

Instead of explaining the full generality of Keccak, with its different possible parameters,
we will describe what looks like will become the most commonly used. SHA-3 takes inputs
of arbitrary length and gives outputs of length 256. The Keccak-256 hash algorithm uses a
hash function f , which operates on strings of length 1600. Note, at this writing, NIST and
the designers continue to tinker with SHA-3, which may be why the algorithm described
below will not give you the sample output at Wikipedia.
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The input to the hash algorithm SHA-3 is padded until its length is a multiple of 1088
(we won’t explain where 1088 came from beyond that fact that 1600− 2 · 256 = 1088).

You must append at least two 1’s, with as many 0’s in between (possibly none) so that
the padded length is a multiple of 1088.

Example
Let ’length’ be the number of bits in the unpadded input message.

If length ≡ −2 mod 1088 then append 11.
If length ≡ −1 mod 1088 then append 10. . . 01 with 1087 0’s.
If length ≡ 0 mod 1088 then append 10. . . 01 with 1086 0’s.
End Example.

Let’s say that the padded input message consists of P0, P1, . . . , Pk where each Pi is a
string of 1088 bits. Let 0m denote a string of m 0’s. Let + denote concatenation.

P0 + 0512 P1 + 0512 Pk + 0512
↓ ↓ ↓

IV = 01600 → ⊕ f→ ⊕ f→ . . .
f→ ⊕ f→ output

The bits 0 . . . 255 of ’output’ are the hash.
Now let us describe f . The input and output are both 1-dimensional arrays of length

1600. Let’s call the input array v[0 . . . 1599]. First you fill a 3-dimensional array a[i][j][k],
for 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, with the entries of v (note, some sources switch i and
j). We have a[i][j][k] = v[64(5j + i) + k]. Note a is the state that is updated.

Then, to a, we apply 24 rounds (indexed 0, . . . , 23), each of which is almost identical.
Each round is ι ◦χ ◦ π ◦ ρ ◦ θ (recall that means θ comes first). Only ι depends on the round
index. After applying the rounds 24 times to the state, we take the final state and turn it
back into a 1-dimensional array v[0 . . . 1599]. Now let us describe the functions θ, ρ, π, χ
and ι, that update the 3-dimensional array states.

13.2.1 theta

Let ain be the input to θ and aout be the output. For 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, we
have aout[i][j][k] = ain[i][j][k]⊕ (

∑4
j′=0 ain[i− 1][j′][k])⊕ (

∑4
j′=0 ain[i+1][j′][k− 1]) where the

sums are really ⊕’s and the first index (i) works mod 5 and the third index (k) works mod
64. Note, while applying θ, it is important not to continuously update values in the state
ain[i][j][k].

13.2.2 rho

Let ain be the input to ρ and aout be the output. For 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, we
have aout[i][j][k] = ain[i][j][k − (t+ 1)(t+ 2)/2] with 0 ≤ t < 24 satisfying[

0 1
2 3

]t [
1
0

]
=

[
i
j

]
mod 5

or t = −1 if i = j = 0. (Note the 24 of “t < 24” is not the number of rounds. Instead it
is 52 − 1, which, with t = −1, gives the total number of possible vectors [i; j] mod 5.) Note

that the third index, k − (t+1)(t+2)
2

, is computed mod 64.
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We can picture the 5× 5× 64 array as having height 5 with a 5× 5 face facing us. Then
all elements with a fixed i and j form a “drawer”. Then ρ shifts the ij-drawer forward by
−(t+ 1)(t+ 2)/2 mod 64 (recall t depends on i, j), lops off what sticks out and put in back
(a cyclical shift).

For a given i and j, it might be easier to implement ρ using the fact that (t+1)(t+2)
2

mod

64 can be found in row i and column j (assuming rows are numbered 0 ≤ i ≤ 4, and columns
0 ≤ j ≤ 4) of 

0 36 3 41 18
1 44 10 45 2
62 6 43 15 61
28 55 25 21 56
27 20 39 8 14

 .

13.2.3 pi

Let ain be the input to π and aout be the output. For 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, we
have aout[i][j][k] = ain[i

′][j′][k] where[
i
j

]
=

[
0 1
2 3

] [
i′

j′

]
.

Or (more easy to implement) for 0 ≤ i′ ≤ 4, 0 ≤ j′ ≤ 4, 0 ≤ k ≤ 63, we have
aout[j

′][2i′ + 3j′][k] = ain[i
′][j′][k], where the second index works mod 5.

If we picture the 5× 5× 64 array as above and consider it to be a loaf of bread, then all
elements with a fixed k form a “slice”. Note that π permutes the elements within each slice.

13.2.4 chi

Let ain be the input to χ and aout be the output. For 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, we
have aout[i][j][k] = ain[i][j][k] ⊕ ( (ain[i + 1][j][k] ⊕ 1)(ain[i + 2][j][k]) ). In terms of order of
operations, do the ⊕1 first, then the multiplication, then the ⊕. This first index (i) works
mod 5.

Chi also acts within each slice and provides essential non-linearity.

13.2.5 iota

Let ain be the input to ι and aout be the output. Now ι depends on the round index 0 ≤
ir ≤ 23. For 0 ≤ i ≤ 4, 0 ≤ j ≤ 4, 0 ≤ k ≤ 63, we have aout[i][j][k] = ain[i][j][k]⊕ bit[i][j][k].

Now for 0 ≤ ℓ ≤ 6, we have bit[0][0][2ℓ− 1] = rc[ℓ+ 7ir] and all other values of bit are 0.
So for each round, we will change at most 7 of the 1600 bits of a.

Now rc[t] is the constant term (bit) of xt reduced in F2[x]/(x
8 + x6 + x5 + x4 + 1).

Example
For round 0 we have
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ℓ 2ℓ − 1 t = ℓ+ 7ir xt rc[t] = bit[0][0][2ℓ − 1]
0 0 0 1 1
1 1 1 x 0
2 3 2 x2 0
3 7 3 x3 0
4 15 4 x4 0
5 31 5 x5 0
6 63 6 x6 0

So we only ⊕1 to a[0][0][0] in round 0. The other 1599 bits remain the same.
For round 1 we have

ℓ 2ℓ − 1 t = ℓ+ 7ir xt bit[0][0][2ℓ − 1]
0 0 7 x7 0
1 1 8 x8 = x6 + x5 + x4 + 1 1
2 3 9 x9 = x7 + x6 + x5 + x 0
3 7 10 x10 = x8 + x7 + x6 + x2

= (x6 + x5 + x4 + 1) + x7 + x6 + x2

= x7 + x5 + x4 + x2 + 1 1

4 15 11
... 1

5 31 12 0
6 63 13 0

etc. So in round 1, we ⊕1 to ain[0][0][1], ain[0][0][7] and ain[0][0][15] and the other 1597 bits
remain the same.
End example.

It’s nicer to use the associated Linear (Feedback) Shift Register or LSR (LFSR) to com-
pute rc[t]. Let’s start with w = w[0 . . . 7] = [rc[0], rc[1], rc[2], rc[3], rc[4], rc[5], rc[6], rc[7]]
= [1, 0, 0, 0, 0, 0, 0, 0].
We let rc[0] = w[0] = 1.
Then we update w = [w[1], w[2], w[3], w[4], w[5], w[6], w[7], w[0] ⊕ w[4] ⊕ w[5] ⊕ w[6]] =
[0, 0, 0, 0, 0, 0, 0, 1]

Where did w[0]⊕ w[4]⊕ w[5]⊕ w[6] come from? Recall x8 = x6 + x5 + x4 + x0.
We let rc[1] = w[0] = 0. Then we update

w = [w[1], w[2], w[3], w[4], w[5], w[6], w[7], w[0]⊕ w[4]⊕ w[5]⊕ w[6]] = [0, 0, 0, 0, 0, 0, 1, 0].
We let rc[2] = w[0] = 0. Then we update
w = [w[1], w[2], w[3], w[4], w[5], w[6], w[7], w[0]⊕ w[4]⊕ w[5]⊕ w[6]] = [0, 0, 0, 0, 0, 1, 0, 1].
We let rc[3] = w[0] = 0. Then we update
w = [w[1], w[2], w[3], w[4], w[5], w[6], w[7], w[0]⊕ w[4]⊕ w[5]⊕ w[6]] = [0, 0, 0, 0, 1, 0, 1, 1].
Then we update w = [0, 0, 0, 1, 0, 1, 1, 0].
Then we update w = [0, 0, 1, 0, 1, 1, 0, 0].

Eventually we get rc = [1, 0, 0, 0, 0, 0, 0, 0, 1, 0, 1, 1, 0, 0 . . . just like when we used the finite
field in the above example.

In pseudocode

w=[1,0,0,0,0,0,0,0];

rc[0]=w[0];
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for i=1,$24\cdot 7 - 1$ do

w=[w[1],w[2],w[3],w[4],w[5],w[6],w[7],w[0]+w[4]+w[5]+w[6]];

rc[i]=w[0]

end for

Cool facts about LSR’s. Note that the output of the LSR is a random looking binary
string. This is used in cryptography and elsewhere. It turns out that since x generates
F2[x]/(x

8 + x6 + x5 + x4 + 1)∗, the output of the LSR will repeat every 28 − 1 bits. In
addition, if you put those bits in a circle, clockwise, then every byte, other than 00000000,
will appear exactly once (reading clockwise).

LSR’s were used as random bit generators for stream ciphers in the 1970’s (together the
finite field and the initial state were the key). Recall that the L stands for linear and with
a small amount of known plaintext, you can use linear algebra to crack this stream cipher
(cryptographers are still embarrassed). Non-linear shift registers are sometimes used for
stream ciphers. There you have multiplication of bits as well as ⊕.

14 Signatures and authentication

A bank in Maine agrees to hire an Idaho architecture firm to design their next building. The
bank of Maine writes up a contract. Everything is occuring electronically so the Idaho firm
wants a digital signature on it. How can this be done? You want the Idaho firm to be sure
it’s the bank that signed it and not some hacker impersonating that bank.

Making yourself sure that a message came from the proper sender is called authentication.
The solution is signatures and certificates. Signatures connect a message with a public key.
Certificates connect a public key with an entity. You can use public-key cryptography for
signatures.

14.1 Signatures with RSA

Signatures with RSA: Say Barack Obama (=B) and David Cameron =(D) are using RSA. In
a public key cryptosystem, there is no shared key that only Obama and Cameron have. So
Vladimir Putin (=V) could e-mail Obama an AES key, encrypted with Obama’s public RSA
key and then send Obama the message “Lay off Putin, sincerely, David Cameron” encrypted
with AES. How would Obama know whom it’s from. He must demand a signature.

Case 1, D sends PT msg M to B, no need to encrypt. At end signsM2 =‘David Cameron’.

Wants to make sure B knows its from him. C then computes MdC
2 modnC = S. Could add

to end of mgs. Only C can do that. B can verify it’s from him by computing SeCmodnC to
get M2. Eve can read signature too. Also L can cut and paste signature to end of his own
message.

Case 2. C creates an AES key and sends (keyAES)
eBmodnB to B. C encrypts mes-

sage M for B using AES and sends CT to B. C hashes M to get H=hash(M). C computes

HdCmodnC = S and sends to B. B decrypts using RSA to get keyAES. B decrypts CT with
AES to get M. B hashes (decrypted) M to get H. B compute SeC (modnC) and confirms it
equals H he earlier computed. Only C could have created an S so that SeC = H. If it does,
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then B knows 1) the message was sent by whoever owns the keys eC and nC (authentication)
and that it was not tampered with by anyone else (integrity). Note that V has access to H.
B and C may not want that. So C may encrypt S with RSA or AES.

Case 3. Same as case 2, but B and C do not want V to have access to hash(M) (for
whatever reason - maybe C will resend M to someone else). So C encrypts S using AES.

Case 4. Easier (and used frequently on web). Cameron encrypts the signed hash using AES
instead of RSA.

Summary of RSA signatures. Each user has an RSA n and e that should not change
frequently. For Alice to sign a message M (encoded as a number 0 < M < nA), Alice

computes MdA mod nA = S. That reduction S is the signature. Note Alice either sent
Bob nA and eA beforehand or Bob looked them up. To verify the signature, Bob computes
SeA(modnA) and verifies it equals M .

14.2 ElGamal Signature System and Digital Signature Algorithm

ElGamal signature scheme (basis for slightly more complicated Digital Signature Algorithm,
DSA). Each user has a large prime p a generator g of F∗

p a secret key number a and a public

key ga mod p. These should not change frequently.
Let’s say Alice wants to sign the hash of a message and send that to Bob. Let H be the

encoding of the hash as a number with 1 < H < p. Alice picks a random session k with
1 << k << p and gcd(k, p− 1) = 1 and reduces gk = r ∈ Fp.

Then she solves kx ≡ H + aAr(mod p− 1) for x. Note x depends both on H and the

private key aA. So k−1(H + aAr)mod p − 1 = x. Note that gkx ≡ gH+aAr(mod p). So

rx ≡ (gH)(gaA)r(mod p).
Alice sends (or Bob looks up) p, g and ga mod p to Bob. As a signature, Alice sends

r, x,H to Bob. (Note, in many cases, Alice does not need to send Bob H since Bob will have
decrypted some plaintext from Alice and gotten M and then can compute H = h(M).) Bob

verifies it’s from Alice by reducing rx(mod p) and (gH)(gaA)r(mod p) and confirms they are
the same. Now Bob knows it is from Alice (really whoever has aA). Why? Only Alice could

have solved k−1(H + aAr)mod p − 1 = x since only she knows aA. It seems the only way
someone can impersonate Alice and create sucha triple is if s/he can solve the FFDLP and
find aA.

Example. Let’s say the hash of a message is 316 = H. Alice’s uses p = 677, g = 2 and
private key aA = 307. So her public key is gaA = 2307mod 677 = 498. She picks the session
k = 401 (OK since gcd(k, p− 1) = 1).

Alice computes r = gk = 2401mod p = 616 so r = 616. She solves kx ≡ H + aAr(mod p−
1) or 401x = 317 + 307 · 616(mod 676). So 401−1(316 + 307 · 616)mod 676 = x. Now

401−1mod 676 = 617. So 617(316 + 307 · 616)mod 676 = 56 = x. Alice sends (r, x,H) =
(616, 56, 316).

Bob receives and computes rx = 61656mod 677 = 293. gH = 2316mod 677 = 424. (gaA)r =

498616mod 677 = 625. gH(gaA)r = 424 · 625mod 677 = 293. End example.

To get DSA, pick a prime ℓ|p − 1 where ℓ > 1055 but significantly smaller than p. You

choose g with gℓ = 1, g ̸= 1. This speeds up the algorithm. For further details, see
Section 31.1
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14.2.1 Elliptic Curve Digital Signature Algorithm

This is an analogue of the ElGamal Signature Algorithm and its variant DSA (for finite
fields). It is used when you want “short sigantures” (i.e. fewer bits involved), for example for
smart cards (also used for Bitcoin, Playstation). Same set-up as for ECDH. Have G ∈ E(Fq)

with nG = 0. (Specified by Alice or common to a group of users). Alice’s private key is
the number aA with 1 << aA << n. Assume aAG = (xA, yA). Say Alice wants to sign the
message M for Bob. Alice computes H = h(M), the hash of M . Alice chooses a random
integer k with 1 << k << n and computes kG = (xk, yk). Alice solves kx = H+aAxk(modn)
for x. Alice uses (xk, yk), H, and x as her signature. Recall that E, Fq, and (xA, yA) are
public.

14.3 Schnorr Authentication and Signature Scheme

Let p be a prime and ℓ be a prime such that ℓ|p− 1. Pick a such that aℓ ≡ 1(mod p). The
numbers a, p, ℓ are used by everyone in the system. Each person has a private key s and a
public key v ≡ a−s(mod p).
Authentication: Peg (the prover) picks a random r < ℓ and computes x ≡ ar(mod p). She

sends x to Vic (the verifier). Vic sends Peg a random number e with 0 ≤ e ≤ 2t − 1 (t
will be explained later). Peg computes y ≡ r + sP e(mod ℓ) and sends y to Vic. Vic reduces
ayveP (mod p) and verifies that it equals x. This authenticates that the person who sent y is
the person with public key vP .

Schnorr suggests now using p ≈ 2512, ℓ ≈ 2140 and t = 72.
Signature: Alice wants to sign a message M . She picks a random r′ < ℓ and computes

x′ ≡ ar
′
(mod p). Alice concatenates M and x′ and hashes the concatenation to get e′. Alice

computes y′ ≡ r′ + sAe
′(mod ℓ). The signature is the triple x′, e′, y′. Bob has M (either

it was encrypted for him or sent in the clear). Bob computes ay
′
ve

′
A(mod p) and verifies it

equals x′. Then he verifies that e′ is the hash of the concatenation of M and x′.
Computing y ≡ r + sP e(mod ℓ) is fast as it involves no modular inversions. Alice can

compute x at any earlier time which speeds up signature time. The security seems based on
the difficulty of the FFDLP. The signatures are shorter than with RSA for the same security
(since signatures work mod ℓ while the FFDLP most be solved in the larger Fp).

14.4 Pairing based cryptography for digital signatures

Pairing based cryptography is used for short digital signatures (short refers to the length of
the key), one round three-way key exchange and identity-based encryption. We will just do
signatures.

Let p be a large prime. Let G be a finite dimensional Fp-vector space. So G ∼= Z/pZ×
Z/pZ × · · ·Z/pZ. Let H be a cyclic group of order p (a one-dimensional Fp-vector space).
We will treat G as a group under addition and H as a group under multiplication. Assume
the DLP is hard in both groups. A pairing is a map from G × G → H. Note, if g1, g2 ∈ G
then we denote their pairing by ⟨g1, g2⟩ ∈ H. Assume there is a pairing G×G→H with the
following four properties.
i) For all g1, g2, g3 ∈ G we have ⟨g1 + g2, g3⟩ = ⟨g1, g3⟩⟨g2, g3⟩.
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ii) For all g1, g2, g3 ∈ G we have ⟨g1, g2 + g3⟩ = ⟨g1, g2⟩⟨g1, g3⟩.
iii) Fix g. If ⟨g, g1⟩ = id ∈ H for all g1 ∈ G, then g is the identity element of G.
iv) The pairing is easy to evaluate.

(Note, i) - iii) says that m is a non-degenerate bilinear pairing.)

Let g ∈ G be published and used by everyone.

Alice chooses secret x and publishes j = gx in a directory:

...
Akuzike, i
Alice, j
Arthur, k

...

Or, Alice just comes up with a new secret random x for this session and sends j = gx to
Bob.

Alice wants to digitally sign a message m ∈ G for Bob.

Alice signs message m ∈ G by computing s = mx ∈ G.

Alice sends Bob m and s.

Bob confirms it’s from Alice by verifying ⟨g, s⟩ = ⟨j,m⟩.

Proof: ⟨g, s⟩ = ⟨g,mx⟩ = ⟨g,m⟩x = ⟨gx,m⟩ = ⟨j,m⟩. End proof.

Bob knows must be from Alice. Only Alice (who knows x) could have found s such that
⟨g, s⟩ = ⟨j,m⟩.

Implementation. We need to find groups G, H and a pairing with the four properties.
Let Fq be a finite field and E be an elliptic curve whose coefficients are in Fq. Let

|E(Fq)| = pn where p is a large prime and n is small. Assume gcd(p, q) = 1. Fact: There

is a finite extension Fqr of Fq such that E(Fq) has a subgroup isomorphic to Z/pZ×Z/pZ.

We will denote this subgroup by E[p]. Fact: Necessarily r > 1. Fact: The group F∗
qr has a

(unique) subgroup of order p. Fact: If p ̸ |q − 1 then r is the order of q in Z/pZ∗. In other
words, r is the smallest positive integer such that p|qr − 1.

We want to create a pairing from E[p] × E[p]→F∗
qr . Actually, the image of the pairing

will land in the subgroup of F∗
qr of order p. Let R, T ∈ E[p]. Want ⟨R, T ⟩. Find function fT

such that div(fT ) = pT − pO. That means that fT (x, y) describes a curve which intersects

E only at T and with multiplicity p. To evaluate ⟨R, T ⟩, we evaluate (f(U)/f(V ))k where
U −V = R on the elliptic curve and U and V did not appear in the construction of fT . Also
k = (qr − 1)/p.

How to find such an fT . If f(x, y) is a function of two variables then the curve f(x, y) = 0
meets E in certain points with certain multiplicities. The divisor of f(x, y) is the formal
sum of those points (not the sum on the elliptic curve) minus the same number of O-points.
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Example: E is given by y2 = x3 + 17. Let f(x, y) = y + 3x − 1. Then f(x, y) = 0 is
y + 3x − 1 = 0 or y = −3x + 1. To find where line intersects E we solve the equations
simultaneously. y2 = x3 + 17 and y2 = (−3x + 1)2, or x3 + 17 = 9x2 − 6x + 1 or x3 −
9x2 + 6x − 16 = 0 or (x − 8)(x − 2)(x + 1) = 0. So the line meets the curve in three
points, with x = −1, 2, 8. To get the y-coordinates we use y = −3x + 1. So we get
div(y+3x− 1) = (−1, 4) + (2,−5) + (8,−23)− 3(O). Let’s find div(x− 2). Then x− 2 = 0

is x = 2. Solve that simultaneously with y2 = x3 + 17 and get y2 = 25 or y = ±5. So
div(x− 2) = (2, 5) + (2,−5)− 2(O).

Fact: If you add (on the elliptic curve) the points in a divisor, you will get O. We will
write ⊕ for addition on the elliptic curve and ⊖ for subtraction on the elliptic curve.

Note: If div(fg) =div(f)+div(g) and div(1/f) = −div(f). So div(f/g) =div(f)−div(g).
So div(y + 3x− 1)/(x− 2) = (−1, 4) + (8,−23)− (2, 5)− (O). And (−1, 4)⊕ (8,−23)⊖

(2, 5)⊖O = O. End example.

Algorithm to find fT :

Let p = an2
n + an−12

n−1 + . . .+ a12 + a0 where ai ∈ {0, 1} (note an = a0 = 1). Let fT := 1.
Let R := T .

For i = n− 1, . . . , 0 do

i) Let fT := f 2
T .

ii) Let li = 0 be the tangent line at R. Note, we have div(li) = 2(R) + (Si)− 3(O).

iii) Let vi := x− x(Si).

iv) Let R := ⊖Si.

v) Let fT := (li/vi)fT .

vi) If ai = 1, let mi = 0 be the line through R and T . (Note that if R = T then mi = 0 is
the tangent line.) Note, we have div(mi) = (R) + (T ) + (Ui)− 3(O). If ai = 0 let mi := 1.

vii) If i > 0 and ai = 1, let wi := x− x(Ui). If ai = 0 let wi := 1. If i = 0 let w0 := 1.

viii) If ai = 1, let R := ⊖Ui. If ai = 0, then R remains unchanged.

ix) Let fT := (mi/wi)fT .

End do.

Output fT . Note, div(fT ) = p(T )− p(O).
End algorithm.

Example. Let E : y2 = x3 + 3x + 2 over F11. We have |E(F11) = 13. Let T = (2, 4).
Note T has order 13. So 13T = 0. We have 13 = (1101)2. Let fT = 1, R = T .
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i = 2
fT = 12 = 1
l2 = y − 6x+ 8 div(y − 6x+ 8) = 2(2, 4) + (10, 8)− 3O = 2(T ) + (−2T )− 3(O)

(Note y = 6x− 8 is the tangent line at (2, 4).)
v2 = x− 10 div(x− 10) = (10, 8) + (10, 3)− 2O = (−2T ) + (2T )− 2(O)
R = (10, 3) = (2T )
fT = ( l2

v2
)1 div(f) = 2(2, 4)− (10, 3)− (O) = 2(T )− (2T )− (O)

a2 = 1
m2 = y + 7x+ 4 div(y + 7x+ 4) = (10, 3) + (2, 4) + (4, 1)− 3(O)

= (2T ) + (T ) + (−3T )− 3(O)
w2 = x− 4 divx− 4 = (4, 1) + (4, 10)− 2(O) = (−3T ) + (3T )− 2(O)
R = (4, 10) = (3T )
fT = ( l2m2

v2w2
) div(fT ) = 3(2, 4)− (4, 10)− 2(O) = 3(T )− (3T )− 2(O)

i = 1

fT = (
l22m

2
2

v22w
2
2
) div(fT ) = 6(2, 4)− 2(4, 10)− 4(O) = = 6(T )− 2(3T )− 4(O)

l1 = y + 9x+ 9 divl2 = 2(4, 10) + (7, 5)− 3(O) = 2(3T ) + (−6T )− 3(O)
v1 = x− 7 divv2 = (7, 5) + (7, 6)− 2(O) = (−6T ) + (6T )− 2(O)
R = (7, 6) = (6T )

fT = (
l22m

2
2l1

v22w
2
2v1

) div(fT ) = 6(2, 4)− (7, 6)− 5(O) = 6(T )− (6T )− 5(O)
a1 = 0
m1 = 1
w1 = 1
R = (7, 6) = (6T )

fT = (
l22m

2
2l1m1

v22w
2
2v1w1

) div(fT ) = 6(2, 4)− (7, 6)− 5(O) = 6(T )− (6T )− 5(O)
i = 0

fT = (
l42m

4
2l

2
1m

2
1

v42w
4
2v

2
1w

2
1
) div(fT ) = 12(2, 4)− 2(7, 6)− 10(O) = 12(T )− 2(6T )− 10(O)

l0 = y + 4x+ 10 div(l0) = 2(7, 6) + (2, 4)− 3(O) = 2(6T ) + (−12T )− 3(O)
v0 = x− 2 div(v0) = (2, 4) + (2, 7)− 2(O) = (−12T ) + (12T )− 2(O)
R = (2, 7) = (12T )

fT = (
l42m

4
2l

2
1m

2
1l0

v42w
4
2v

2
1w

2
1v0

) div(fT ) = 12(2, 4)− (2, 7)− 11(O) = 12(T )− (12T )− 11(O)
m0 = x− 2 div(x− 2) = (2, 7) + (2, 4)− 2(O) = (12T ) + (T )− 2(O)
w0 = 1

fT = (
l42m

4
2l

2
1m

2
1l0m0

v42w
4
2v

2
1w

2
1v0w0

) div(fT ) = 13(2, 7)− 13(O) = 13(T )− 13(O)

So fT = (
l42m

4
2l

2
1m

2
1l0m0

v42w
4
2v

2
1w

2
1v0w0

)

Example: E : y2 = x3 + x + 4 over F7. Now |E(F7)| = 10. Let p = 5. The smallest
positive power of 7 that is 1(mod 5) is 4. Let K = F74 = F7[t]/(t

4 + t + 1). The points
R = (6t3 + t2 + 1, 3t3 + 5t2 + 6t + 1) and T = (4, 4) each have order 5. We want to find
⟨R, T ⟩. First we must find fT , where div(fT ) = 5(4, 4)−5O. We have fT = (l21l0)/(v

2
1) where

l1 = y − 4, l0 = y + 4x + 1, v1 = x− 6. We must find U, V such that U ⊖ V = R and U, V
were not involved in finding fT .

The points that occurred while finding fT were (4, 4), (4, 3), (6, 3), (6, 4),O. We can not
let U = R and V = O, but we can let U = 2R = (6t3 + 6t2 + 3t, 5t3 + 2t2 + 4t + 6) and
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V = R. (Ed, find U and V). We evaluate fT (U)/fT (V ).

fT (U) = (l1(U))2l0(U)/(v1(U))2.

Now l1(U) = (y − 4)(U) = (5t3 + 2t2 + 4t+ 6− 4).

l0(U) = (y + 4x+ 1)(U) = (5t3 + 2t2 + 4t+ 6 + 4(6t3 + 6t2 + 3t) + 1).

v1(U) = (x− 6)(U) = (6t3 + 6t2 + 3t− 6).

fT (U) = 6t3 + 4t2 + 3t+ 1.

l1(V ) = (3t3 + 5t2 + 6t+ 1− 4).

l0(V ) = (3t3 + 5t2 + 6t+ 1 + 4(6t3 + t2 + 1) + 1).

v1(V ) = (6t3 + t2 + 1− 6).

fT (V ) = t3 + 5t2 + t+ 1

fT (U)/fT (V ) = 4t3 + 6t2

Now k = (74 − 1)/5 = 480.

(fT (U)/fT (V ))480=5t3 + 2t2 + 6t.

Note that (5t3 + 2t2 + 6t)5 = 1, so it is in the subgroup of order 5. End example.
On an elliptic curve, gx means xg where x is an integer and g is a point on the elliptic

curve.

Applications of Cryptography

15 Public Key Infrastructure

Public key infrastructure (PKI) enables a web of users to make sure of the identities of the
other users. This is authentication. If Alice wants to authenticate Bob’s identity, then a PKI
will have software at Alice’s end, and at Bob’s end, hardware. A PKI will use certification
chains or a web-of-trust and use certain protocols. Below we will explain certification chains
and web-of-trust.

15.1 Certficates

Ed uses his Bank of America (BA) ATM card in the Mzuzu branch of the National Bank
of Malawi (MB). MB connects to BA. MB creates a random DES key and encrypts it with
BA’s RSA key and sends to BA. MB will encrypt the message “remove 6000MK from Ed’s
account and send Bank of Malawi 6000MK to replace our cash” with DES. How does MB
know that the RSA public key really belongs to BA and not some hacker in between?

Verisign in Mountain View is a certification authority (CA). They are owned by Symantec

and own Geotrust. Here is a simplified sketch of how it works.
BA has created a public key and a document saying “the RSA public key X belongs

to Bank of America”. Then BA and their lawyers go to a reputable notary public with
identification documents. The notary notarizes the public key document, which is sent to
Verisign.

Verisign uses Verisign’s private key to sign the following document:
Version: V3
Serial Number: Hex string
Issuer: Verisign
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Valid from: April 7, 2013
Valid to: April 6, 2014
Subject: bankofamerica.com
Signature Algorithm: SHA-1 (hash)/RSA
Public key: nBA, eBA (often nBA written as hex string)
Certification path: Bank of America, Verisign.
Hash (Fingerprint): SHA-1(everything above this in certificate).

Signature value: HashdVermodnVer.

MB also has a Verisign’s certificate. Both MB and BA trust Verisign and its public keys.
At the start, MB and BA exchange certificates. Each verifies the signature at the end of the
other’s cert using Verisign’s public keys.

There’s actually a certification tree with Verisign at the top. At a bank, you may have a
sub-CA who uses his or her public key to sign certificates for each branch.

Let’s say in the above example that MB’s certificate is signed by the Bank of Malawi’s
sub-CA, and BoM’s certificate is signed by Verisign. BA will see on MB’s certificate that
BoM is above it and Verisign above that. BA will visit all three certificates. Let hashBoM be
the hash of BoM’s certificate and hashMB be the hash of MB’s certificate.
BoM certificate
Public key: nBoM , eBoM

Certification path: BoM, Verisign.
Hash: HashBoM (i.e. Hash of everything above this).

Signature value: HashdVer
BoMmodnVer.

MB certificate
Public key: nMB, eMB

Certification path: MB, BoM, Verisign.
Hash: HashMB (i.e. Hash of everything above this).

Signature value: HashdBoM
MB modnBoM.

BA hashes top of BoM’s certificate and compares with HashBoM . BA finds nV er, eV er

on Verisign’s certificate. Then BA computes signatureeV er
BoMmodnV er and compares it with

hashBoM. If they are the same, then BA trusts that nBoM , eBoM actually belong to BoM.
Then BA hashes MB certificate and compares with HashMB. Then BA computes hasheBoM

MB modnBoM

and compares it with hashMB at the bottom of MB’s certificate. If they are the same, then
BA trusts that nMB, eMB actually belong to MB.

In practice, there are different levels of certification. For a serious one, you really do
show ID. You can get a less serious certificate that basically says “the e-mail address es-
chaefer@gmail.com and the public key nE, eE are connected”. This less serious one does not
certify that the e-mail address is provably connected to the person Ed Schaefer.

Not everyone uses Verisign. The Turkish government and a German bank each have their
own CA’s. Each can certify the other’s certificate. This is called cross-certification.

Verisign can revoke a certificate at any time. Verisign keeps a list on-line of revoked
certificates. One reason Verisign would revoke a certificate is if a public key is compromised.

What is the most likely way for a public key to be compromised? From most to least
common: 1) Theft, 2) bribery, 3) hacking, 4) cryptanalysis (no known cases).
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When a URL says https: it has a certificate. To see certificate in Mozilla, left click on
box to left of URL. To see certificate in Internet explorer, right click on web page and left
click on properties. Internet explorer concatenates n, e and e is last 6 hex symbols. Note
e is often 3, 17 or 65537 (each of which is very fast with respect to the repeated squares
algorithm).

15.2 PGP and Web-of-Trust

PGP started as a free secure e-mail program. Now it implements most kinds of cryptography.
It was first distributed by Zimmerman in 1991. It uses public key cryptography, symmetric
key cryptography, signatures and hash functions. Most interesting part is that instead of
using certification chains it uses a web of trust (though PGP users rarely use it). A web of
trust is good for private users and militaries, but not businesses. It allows authentication
without certification authorities.

The users themselves decide whom to trust. There is a certificate with Y ’s public key. It
is hash and the hash is signed by X. Let S(dX , eY ) be the certificate and the signed hash of
it (we’ll use RSA notation). Each user has a public key ring. This contains Alice’s signature

on others’ certificate hashes and other’s signature’s on the hash of Alice’s certificate. Each
such signed key has certain trust levels assigned to it. Below might be A=Alice’s public key
ring for a simple web of trust without a central server.

A’s public key ring

Signed A trusts legitimacy A trusts key owner A trusts signer to
name key of key to certify other keys certify other keys
Bob S(dA, eB) High High
Cath S(dA, eC) High High
Dee S(dA, eD) High Medium
Jay S(dA, eJ) High Medium
Ed S(dA, eE) High Low

Cath S(dC , eA) High

C J → L

H↕H
M

↗ ↗
B

H←− A
M−→ D

↓ ↓L ↓
F E G
↓ ↓
I N

In the diagram, X→ Y means that S(dX , eY ) is in both X’s and Y’s PKRs. Also X
H→ Y

means S(dX , eY ) is in both PKRs and X trusts Y highly to certify others’ public keys.
Say Alice wants to e-mail F. A contacts F and F sends his PKR to A. F’s PKR includes

S(dB, eF ). Alice raises the signed hash to eF and gets a putative hash. She then hashes
the certificate and confirms it equals the putative hash. Since A highly trusts B to certify
others’ PKs, A now trusts F’s PK.
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Alice wants to e-mail I. Now A trusts F’s PK but has no reason to trust F to certify I’s
so A does not trusts I’s PK.

xxxstart
Alice wants to e-mail G. G’s PKR includes S(dD, eG). But Alice only has medium trust

of D to certify others’ PK’s. So A does not trust G’s PK. Similarly, A would not trust N’s
PK.

Alice wants to e-mail L. L’s PKR includes S(dD, eL) and S(dJ , eL). Alice medium trusts
both D and J to certify others’ PK’s and two mediums is good enough so Alice trusts L’s
PK.

When Alice e-mails F, PGP will allow it. When Alice e-mails I, PGP will put a message
on Alice’s screen that she has no reason to trust I’s public key.

Say C wants to e-mail B. B sends C his PKR which includes SA(PKB). Now C trusts A
to certify others’ PKs. So C trusts B’s PK. So in this sense, Alice (and so every other user)
is like a kind of CA.

Instead of e-mailing key rings, there can be a server that finds the connections and sends
information on public key rings.

It can be more complicated (this is possible with PGP). Here is an example of three
paths from M to Z:

M
H→ N , N

H→ O, O
H→ P , P

H→ Q, Q→ Z.

M
H→ R, R

H→ S, S
H→ T , T → Z.

M
H→ U , U

M→ V V → Z. You can assign complicated weights to trust like the first path
from A to L has weight .25, the second has weight .33 and the third has weight .30. Add
them to get weight .88. Maybe you require weight at least 1 to trust that eZ belongs to Z.

One problem with a web of trust is key revocation. It is impossible to guarantee that
no one will use a compromised key (since key certification is ad hoc). However, MIT does
keep a list of compromised and revoked keys. PGP supports RSA and Diffie Hellman key
agreement, DSS(DSA) and RSA for signing, SHA1 and MD5 for hashing, and AES and other
block ciphers for encryption.

16 Internet security

The two main protocols for providing security on the internet (encryption and authentica-
tion) are Transport Layer Security and IPSec.

16.1 Transport Layer Security

So how does cryptography actually happen on-line? The process is called the Secure Sockets
Layer (SSL), invented by Taher ElGamal. Now being replaced by Transport Layer Security
(TLS). When you see https:, the s tells us that one of these is being used. The following
is a simplification of how it goes. I will use SHA1(keyMAC,message). To indicate using
keyMAC as the IV to hash the message with SHA1, which is a hash algorithm. I will use
AESENC(keyAES,message) to denote encrypting a message with AES and the key: keyAES.
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Bob Amazon
< Bob’s cert or PK’s= →

← < Amaz’s cert =
check A’s cert

check B’s cert
create keyAES

create keyMAC

← < M1 := (keyAESkeyMAC)
eBmodnB =

MdB
1 modnB (= keyAESkeyMAC)

< M2 := AESENC(keyAES,message) = →
M3 := SHA1(keyMAC,message)

M4 := MdB
3 modnB

< M5 := AESENC(KeyAES,M4) = →
AESDEC(keyAES,M2) (= message)
M6 := SHA1(keyMAC ,message)
AESDEC(keyAES,M5)(= M4)
M eB

4 modnB(= M3)
Check M3 = M6

Notes.
1. There are MANY ways this can be done.
2. Most private e-mail addresses and browsers do not have certificates, though one can get
a certificate for them.
3. MSG would be the whole transaction (“I want to buy the book Cryptonomicon and here
is my credit card number”)
4. Instead of AES sometimes DES, 3-DES, RC4, Camelia. Instead of RSA, sometimes Diffie
Hellman used for key agreement. Instead of Sha-1, sometimes MD5 used.

5 The part ending with the step MdB
1 mod nB is called the handshake.

Now let’s replace Bob by Bank of America and Amazon by Bank of Malawi.
6. Assume that next, BoM sends an encrypted message to BA and then sends an encrypted,
signed, hash of that message (so BoM sends things analogous to M2 and M5). When BA
checks that the two hashes are the same, it knows two things. i) The message was not
tampered with (integrity). ii) BoM must have sent it since only they could raise to dBoM. So
the signature is verified. From BoM’s certificate, BA is certain of connection between BoM
and nBoM , eBoM .
7. Let’s say BA decides later to deny that they sent the message. This is called repudiation.

BM can go to court and argue that BA did agree because only BA could have signed it.
8. Actually, BA could deny it by publishing its private key. Then it could say anyone could
have faked the signature. On the other hand, if BM can prove that BA’s private key got out
after the order, then BA can’t repudiate the order.

16.2 IPSec

Internet Protocol Security (IPSec) is a competitor of TLS. It works at a different level than
TLS which gives it more flexibility. I do not understand different levels on a computer - it is a
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concept from computer engineering. IPSec is, however, less efficient than TLS. It’s primary
use is in Virtual Private Networks (VPN). A VPN is a private communications network.
That means it is used within one company or among a small network of companies. TLS is
used by everyone on the internet.

17 Timestamping

If you have a printed document and want to prove that it existed on a certain date, you can
get it notarized. This is important for copyrighting a document to prove you originated it.
This is more difficult with digital data. If there is a date on it, then the date can be easily
replaced by another. The solution is a timestamping service.

Here is a second scenario. If Alice signs a message, and later decides that she does not
want that message to be signed (this is a kind of cheating) then she can anonymously publish
her private key and say that anyone could have done the signing. This is called repudiation.

So if someone receives a signature from Alice, he or she can demand that Alice use a digital
timestamping service. That lessens Alice’s ability to repudiate the signature.

We will give four protocols for timestamping.
Let’s say that Trent is a timestamper. Let A be Alice’s name. Let TTS denote a trusted

timestamp. Let’s say that Alice’s is the nth request for a TTS that Trent has ever received.
Timestamping protocol 1. Alice wants to get a TTS on her document. She computes

H, the hash and sends it to Trent. Trent creates a timestamp t = time and date when he

received H. Trent computes TTS = [(A, H, t, Trent’s address)dT (modnT ), Trent’s public
key]. Depending on what you are reading, both t and TTS can be called a timestamp. Alice
keeps the TTS. Trent stores nothing.

Digistamp does this. Each costs $0.40, they’ve done over a million, none has been called
into question.

Problem: Alice could bribe Digistamp to sign with a false t.
Protocol 2. Alice sends H to Trent. Trent creates t and serial # n (serial # ’s increment

by 1 each time). Trent computes TTS = (hash(A, H, t, n))dT (modnT ) and sends TTS, t
and n to Alice. Every week, Trent publishes last serial number used each day (which Trent
signs). Every week, Trent zips collection of week’s TTS’s and signs that and publishes that.
Publications are at web site.

PGP does this and also publishes at alt.security.pgp forum.
Solves the bribing problem.
Problem: Depends on popularity of Trent for trust (must trust that they’re not messing

with old posts on web site or user group). Hard to have small competitors. Lots of storage.
Protocol 3 Linked timestamping (Haber and Stornetta). Alice sends Hn, the hash of her

document, to Trent. Let Ik denote the identity of the person getting the kth timestamp.
Note In = A. Trent computes

TTSn = (n, tn, In, Hn, Ln)
dT (modnT ) where Ln = (tn−1, In−1, Hn−1, H(Ln−1)). Note Ln

connects connects the nth with the n − 1st. Trent sends Alice TTSn. Later Trent sends
Alice In+1. In homework you’ll describe storage.

Can Alice or Alice and Trent together change tn later? David, the doubter, can ask Alice
for the name of In+1. David contacts In+1. Then David raises (TTSn+1)

eT (modnT ). Note,
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the fifth entry is Ln+1 = tn, . . .. So David sees Alice’s timestamp tn in In+1’s TTSn+1. David
can also contact In−1 if he wants to. David can make sure tn−1 < tn < tn+1. This prevents
Alice and Trent from colluding to change tn.

Solves bribing problem. Solves storage problem. Solves problem that trust requires
popularity of Trent.

Problem: To check, need to contact people before and after Alice.
Protocol 4. Like Protocol 3, but Trent collects several hashed documents (maybe daily)

and signs them all at once.

TTSn = (n, tn, In,1, Hn,1, In,2, Hn,2, . . . , In,r, Hn,r, Ln)
dT (modnT ) where

Ln = (tn−1, In−1,1, Hn−1,1, In−1,2, Hn−1,2, . . . , In−1,q, Hn−1,q, H(Ln−1)). It’s probably easier to
find any one of several people from the TTS before Alice and any one of them from the TTS
after Alice.

The author is not aware of a company implementing Protocols 3 or 4.
Note in all protocols, Alice does not have to release the actual document, but only its

hash. For example, she wants a trusted time stamp on an idea, without releasing the idea
at that moment.

18 KERBEROS

A protocol is a sequence of steps involving at least two parties that accomplishes a task.

KERBEROS is a third-party authentication protocol for insecure, closed systems. Between
systems people use fire walls. Note most problems come from people within a system.
KERBEROS is used to prove someone’s identity (authentication) in a secure manner without
using public key cryptography. At SCU, KERBEROS is probably used for access to e-
campus, OSCAR, Peoplesoft, Novell, etc. It was developed by MIT and can be obtained
free. KERBEROS requires a trusted third party.

It enables a person to use a password to gain access to some service. Let U be the user,
C be the client (i.e. the computer that the user is at), AS be the authentication server, TGS
be the ticket granting service for AS and S be the service that U wants access to. Note when
it’s all between servers, U is not a person and U and C may be the same.

Summary:
i) AS authenticates U’s identity to TGS.
ii) TGS gives permission to C to use S.

There are many different implementations of KERBEROS. We will outline a simplifica-
tion of a basic one.

Initial set-up: If D is a participant (i.e. U, C, AS, TGS, or S), then d is the string that is
that participant’s username/ID. Let KD,E denote a long term key for D and E and SKD,E

denote a session key for D and E. Let { msg }K denote a message encrypted with the key
K.

Usually a system administrator gives a password to U off line and also gives it to the AS.
U goes to a machine C. Then U logs in by entering u and U’s password. C creates

KU,AS, usually by hashing U’s password or hashing U’s password and a salt defined by AS

(as described in Section 19). The AS has typically already stored the KU,AS in an encrypted
file.
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There are two other important keys that are used for a long time. Only AS and TGS have
KAS,TGS. Only TGS and S haveKTGS,S. It is the shared keys that provide the authentication.

TGS
3 ↑ ↓ 4

AS
1← 2→ Client

6← 5→ Service

0. U enters password and indicates which service they want access to.

1. C indicates to AS that U intends to use S by sending to AS: u, c, a, s, t, ℓ, nonce. Note a
is the client’s network address, t is a simple timestamp (like Thu Apr 24 11:23:04 PST 2008)
and ℓ is the requested duration (usually 8 hours). The nonce is a randomly generated string
to be used only once.

2. AS creates a session key SKC,TGS and sends C:

{nonce, SKC,TGS, tgs, {SKC,TGS, c, a, v}KAS,TGS}KU,AS.

Note {SKC,TGS, c, a, v} is called a ticket-granting ticket (TGT). v gives the expiration of the

ticket; so v = t+ ℓ.

If C entered correct password, then C has KU,AS and decrypts. When C sees the same nonce
that it sent, it knows that this response corresponds to her request and not an old one being
sent by the AS or a man-in-the-middle (someone between C and the AS who pretends to be
one or both of the proper parties). Note that the returned nonce, encrypted inside a message
with KU,AS, also authenticates AS’s identity to C.

3. C sends TGS: s, {SKC,TGS, c, a, v}KAS,TGS, {c, t}SKC,TGS.

Notes: i) The TGT provides authentication of C to TGS. That’s because AS will only encrypt
a TGT with KAS,TGS once the AS has authenticated C. ii) {c, t} is called an authenticator.

4. TGS creates a session key SKC,S and sends C: {SKC,S}SKC,TGS, {SKC,S, c, a, v}KTGS,S

5. C sends S: {SKC,S, c, a, v}KTGS,S, {c, a, t}SKC,S

6. S sends C: {t or t+ 1}SKC,S.
After this, C has access to S until time v.
For each AS, there is one TGS and there can be several S’s for which the TGS grants

tickets. This is nice because then only one password can be used to access several services,
without having to log in and out. C doesn’t know KTGS,S so S trusts the message encrypted
with it. The creation of KC,AS involving salting and hashing is not, itself, part of the
KERBEROS protocol. The protocol simply assumes the existence of such a secret shared
key.

19 Key Management and Salting

A common hacker attack is exploiting sloppy key management. Often bribe or steal to get
a key.
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Scenario 1. Web: You pick your own password, usually. TLS uses RSA to agree on AES
key which is used to encrypt password (first time and later visits). They store passwords in
(hopefully hidden) file with userids. Your password is not hashed. End Scenario 1.

Scenario 2. Non-web systems. The system has a file (may or may not be public) with
pairs: userid, hash(password). The system administrator has access to this file. Maybe
some day Craig, the password cracker, can get access to this file. He can not use the hashed
passwords to get access to your account because access requires entering a password and
then having it hashed. End Scenario 2.

In Scenario 2, from the hashes, Craig may be able to determine the many of the original
passwords. Most people’s passwords are not random. For example, when I was immature,
I used to break into computer systems by guessing that my father’s friends’ passwords were
the names of their eldest daughters. As another example, it would take about 5 seconds on
your computer using brute force to determine someone’s key if you knew it consisted of 7
lowercase letters (that is 7 bytes; but there are only 267 ≈ 233 of them). But if the password
consisted of 7 bytes from a pseudo-random bit generator, then it would take a million dollar
machine an hour to brute force it. (This is basically like brute-forcing DES since DES has
a 7 byte key and running a hash is like running DES. In fact, DES used to be used as a
hash where the key was the 0 string and the password was used as the plaintext.) But most
people have trouble remembering a password like 8 ∗ &u!M} and so don’t want to use it.
They could write it down and put it in their wallet/purse, but that can get lost or stolen.
So instead, most passwords are easy to remember.

So Craig can do a dictionary attack. Craig can hash all entries of a dictionary. He then
compares those hashes with the hashes of the passwords and looks for matches. This is a
kind of brute force attack. On-line you can find dictionaries containing all common English
words, common proper names and then all of the above entries with i’s and l’s replaced
by 1’s and o’s replaced by 0’s, all of this backwards, etc. Craig can even brute force all
alpha-numeric strings up to a certain length. Single attacks like this have been known to
get tens of thousands of passwords. Nowadays special password cracking software on your
computer can test billions of passwords per second.

In 1998, there was such an incident where 186000 account names collected and hashed
passwords collected. Discovered 1/4 of them using dictionary attack.

Salt is a string that is concatenated to a password. It should be different for each userid.
It is public for non-SSL/TLS applications like KERBEROS and UNIX. It might seem like
the salt should be hidden. But then the user would need to know the salt and keep it secret.
But then the salt may as well just be appended to the password. If the salt were stored on
the user’s machine instead (so it’s secret and the user would not need to memorize it) then
the user could not log in from a different machine.

For KERBEROS and UNIX, the system administrator usually gives you your password
off-line in a secure way. The system creates your salt.

Scenario 3. (Old UNIX) This is the same as Scenario 2, but the public password file has:
username, userid, expiration of password, location information, salt, hash(salt,password).
The salt is an unencrypted random string, unique for this userid. Now the dictionary attack
won’t get lots of passwords. But you can attack a single user as in Scenario 2.

Scenario 4. UNIX. For reasons of backward-compatibility, new Unix-like operating sys-
tems need a non-encrypted password file. It has to be similar to the old password file or
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certain utilities don’t work. For example, several utilities need the username to userid map
available and look in password file for it. In the password file, where there was once the
salt and the hash of a salted password, there is now a *. Unix has a second hidden file
called the shadow password file. It is encrypted using a password only known to the system
administrator. The shadow file contains userid, salt, hash(salt,password).

The user doesn’t need to look up the salt. If the user connects to UNIX with TLS/SSH,
then the password goes, unhashed, through TLS/SSH’s encryption. The server decrypts the
password, decrypts the shadow file, appends the salt to the password, hashes and checks
against hash(salt,password) in the shadow file.

Scenario 5. KERBEROS uses a non-secret salt which is related to the userid and domain
names. If two people have the same password, they won’t have the same hash and if one
person has two accounts with the same password, they won’t have the same hash. The
authentication server keeps the hash secret, protected by a password known only to the
authentication server (and not the system administrator).

End scenarios.
A single key or password should not be used forever. The longer it is used, the more

documents there are encrypted with it and so the more damage is done if it is compromised.
The longer it is used, the more tempting it is to break it and the more time an attacker has
to break it.

Good way to generate key, easy to remember, hard to crack. You the words of a song you
know. Decide how to capitalize and add punctuation. Then use the first letters of each word
and the punctuation. So from the Black-eyed Peas song I’ve got a feeling you could use the
lyrics “Fill up my cup, mazel tov! Look at her dancing, ” to get the password Fumc,mt!Lahd,

20 Quantum Cryptography

There are two ways of agreeing on a symmetric key that do not involve co-presence. The first
is public key cryptography, which is based on mathematics. The second is quantum cryptog-
raphy. It currently works up to 307 kilometers and is on the market but is not widely used.
The primary advantage of quantum cryptography is the ability to detect eavesdropping.

A photon has a polarization. A polarization is like a direction. The polarization can be
measured on any “basis” in two-space: rectilinear (horizontal and vertical), diagonal (slope
1 and slope -1), etc. If you measure a photon in the wrong basis then you get a random
result and you disturb all future measurements.

Here is how it works. Alice and Bob need to agree on a symmetric key. Alice sends Bob
a stream of photons. Each photon is randomly assigned a polarization in one of the four
directions: |, −, \, /. We will have | = 1, − = 0, \ = 1, / = 0. Let’s say that Alice sends:
\ / | | / \ | − − \ − | /.

Bob has a polarization detector. For each photon, he randomly chooses a basis: rectilinear
or diagonal. Say his choices are × + + × × + + + × × × + + Each time he chooses
the right basis, he measures the polarization correctly. If he measures it wrong, then he will
get a random measurement. His detector might output \ − | \ / − | − / \ \ | |.
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Alice sends \ / | | / \ | − − \ − | /
Bob sets × + + × × + + + × × × + +
Correct ♡ ♡ ♡ ♡ ♡ ♡ ♡

Bob gets \ − | \ / − | − / \ \ | |

Notice that when Bob correctly sets the basis, Alice and Bob have the same polarization,
which can be turned into a 0 or 1. Looking at the second and last photons, we see an example
of the randomness of Bob’s measurement if the basis is chosen incorrectly.

Now Bob contacts Alice, in the clear, and tells her the basis settings he made. Alice tells
him which were correct. The others are thrown out.

Alice sent \ | / | − \ |
Bob got \ | / | − \ |

Those are turned into 0’s and 1’s

Alice sends 1 1 0 1 0 1 1
Bob gets 1 1 0 1 0 1 1

On average, if Alice sends Bob 2n photons, they will end up with n bits after throwing
out those from the wrong basis settings. So to agree on a 128 bit key, on average Alice must
send 256 bits.

What if Eve measures the photons along the way. We will focus on the photons for which
Bob correctly guessed the basis. For half of those, Eve will guess the wrong basis. Whenever
Eve measures in the wrong basis, she makes Bob’s measurement random, instead of accurate.

Alice sends \ | / | − \ |
Eve sets × × × × + + +

Pol’n now \ / / \ − | |
Bob sets × + × + + × +
Bob gets \ − / | − / |

Alice sends 1 1 0 1 0 1 1
Bob gets 1 0 0 1 0 0 1

Note for the second and fourth photon of the seven, since Eve set the basis incorrectly,
Bob gets a random (and half the time wrong) bit. So if Eve is eavesdropping then we
expect her to get the wrong basis sometimes and some of those times Bob will get the wrong
polarization.

To detect eavesdropping, Alice and Bob agree to check on some of the bits, which are
randomly chosen by Alice. For example, in the above, they could both agree to expose, in
the clear, what the first three bits are. Alice would say 110 and Bob would say 100 and they
would know that they had been tampered with. They would then have to start the whole
process again and try to prevent Eve from eavesdropping somehow.

If those check-bits agreed, then they would use the remaining four bits for their key. Of
course there is a possibility that Alice and Bob would get the same three bits even though
Eve was eavesdropping. So in real life, Alice and Bob would tell each other a lot more
bits to detect eavesdropping. The probability that a lot of bits would all agree, given that
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Eve was eavesdropping, would then be very small. If they disagreed, then they would know
there was eavesdropping. If those all agreed, then with very high probability, there was no
eavesdropping. So they would throw the check-bits away and use as many bits as necessary
for the key.

Eve can perform a man-in-the-middle attack and impersonate Alice with Bob and im-
personate Bob with Alice. So quantum cryptography needs some kind of authentication.

Quantum cryptography is considered safer than public key cryptography and has a built-
in eavesdropping detection. However, it is difficult to transmit a lot of information this
way, which is why it would be used for agreeing on a symmetric key (like for AES). At
the moment, there are physics implementation issues that have been discovered so that the
current implementation of quantum cryptography tend to be insecure.

21 Blind Signatures

Here you want a signer to sign a document but the signer not see the document. The
analogy: You put a document with a piece of carbon paper above it and place them both
in an envelope. You have the signer sign the outside of the envelope so that the document
gets signed. How to do with RSA. Say Alice wants Bob to sign a message M without Bob
knowing about M. Alice finds a random number r with gcd(r, nB) = 1. Then Alice computes

M ′ := MreBmodnB and sends it to Bob. Bob then computes M ′′ := (M ′)dBmodnB and

sends it to Alice. Note M ′′ ≡ (M ′)dB ≡ (MreB)dB ≡ MdBreBdB ≡ MdBr(modnB). Now

Alice computes M ′′′ := M ′′r−1modnB. Note M ′′′ ≡ M ′′r−1 ≡ MdBrr−1 ≡ MdB(modnB).
So Alice now has Bob’s signature on M . But Bob has not seen M and does not seem able
to compute it.

Attack on RSA blind signatures. Let’s say that nB is used both for Bob’s signing as well
as for people encrypting messages for Bob. Let’s say that Carol encrypts the message Q for
Bob. She sends Bob, C := QeBmodnB. Eve comes up with a random r and computes Q′ :=
CreBmodnB and sends it to Bob for signing. Bob computes Q′′ := (Q′)dBmodnB and sends

it to Eve. Note Q′′ ≡ (Q′)dB ≡ CdB(reB)dB ≡ (QeB)dB(reB)dB ≡ QeBdBreBdB ≡ Qr(modnB).
So Eve computes Q′′r−1modnB. Note Q′′r−1 ≡ Qrr−1 ≡ Q(modnB). So now Eve knows
Carol’s plaintext message Q. So nB, eB, dB should only be used for signing, not encrypting.

22 Digital Cash

If you use a credit card, ATM card or a check to make a purchase, a large institution knows
whom you bought something from and how much you spent. Sometimes you prefer privacy.
In addition, in such instances, you do not receive the goods until the transaction has been
verified through a bank or credit card company. Cash gives privacy and is immediately
accepted. However cash is not good for long distance transactions and you can be robbed
and sometimes run out. The solution is digital cash.

Let’s say Alice wants to buy a $20 book from Carol with digital cash. Alice gets a signed,
digital $20 bill from the bank, gives it to Carol and then Carol can deposit it in the bank.
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This system has some requirements. 1) Forgery is hard. So Eve should not be able to create
a signed digital bill without having the bank deduct that amount from her account. 2) Alice
should not be able to use the same signed, digital bill twice. So this should be prevented or
noticed. 3) When Carol deposits the bill, the bank should not know that it came from Alice.
4) Should be so trustworthy that Carol does not need to check with the bank to accept the
bill.

Here is a first attempt at a solution. We’ll attack this.

Alice creates a messageM=“This is worth $20, date, time, S”. Here S is a long random serial
number used to distinguish this bill from others. She creates a random r with gcd(r, nB) = 1.
Alice sends M ′ := MreBmodnB to the bank and tells them to deduct $20 from her account.
The bank signs blindly as above and sends Alice M ′′ := (M ′)dBmodnB. Alice computes

M ′′′ := M ′′r−1 ≡MdB(modnB). Alice computes (M ′′′)eB ≡ (MdB)eB(modnB) and confirms
it equals M . Alice sends M,M ′′′ to Carol. Carol computes (M ′′′)eBmodnB and confirms it
equals M . Carol reads “This is worth $20 . . . ”. Carol sends M ′′′ to the Bank. The bank
computes (M ′′′)eBmodnB = M and puts $20 in Carol’s account. Only then does Carol give
the book to Alice.

Problem 1. Alice could create the message M=“This is worth $20 . . . ” and tell the bank
to deduct $5 from her account. Since the bank can not figure out M during the interaction
with Alice, the bank can not detect the cheating.

Solution 1. The bank has several different triples nBi, eBi, dBi where i is an amount of money.
So perhaps the bank has public keys for $0.01, $0.02, $0.05, $0.10,$0.20, $0.50, $1, $2, $5,
$10, $20, $50, $100, $200, $500. The bank will sign with dB$5, nB$5. If Carol computes
(M ′′′)eB$20(modnB$20) she will get a random string. Note, if the book costs $54, Alice can
get three bills signed: $50 + $2 + $2 and send them all to Carol.

Solution 2 (preferred as it will work well with eventual full solution). Alice blinds 100
different messages Mi=“This is worth $20, date, time, Si” for i = 1, . . . , 100, each with a
different ri (Si is the serial number). The bank randomly picks one of them and signs it and
asks Alice to unblind the rest. (In homework, you will determine how to unblind.) The other
99 had better say “This is worth $20 . . . , Si”. You can increase the number 100 to make it
harder for Alice to cheat.

Problem 2. Alice can buy another book from David for $20 using the same M ′′′ = MdB

again. The bank will notice that the serial number has been used twice, but not know that
it was Alice who cheated. Putting a serial number in M that is tied to Alice will not help
because then Alice loses her anonymity.

Problem 3. Slow like a credit card. Carol should have the bank check the message’ se-
rial number against its database to make sure it hasn’t been sent before. This is called
on-line digital cash because Carol has to get confirmation from the bank first, on-line, that

they will put the $20 in her account.

Solutions to Problems 2 and 3. Off-line digital cash. Uses random identity string (RIS) on

the bill.
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The RIS 1) must be different for every payment 2) only Alice can create a valid RIS 3) if
the bank gets two identical bills with different extended RIS’ then Alice has cheated and the
bank should be able to identify her 4) if the bank received two identical bills with the same
extended RIS’ then Carol has cheated.

Let H be a hash function with one-way and weakly collision free properties.

Withdrawal:

1) For i = 1 to 100, Alice prepares bills of $20 which look like Mi = “I am worth $20,
date, time, Si, yi,1, y

′
i,1, yi,2, y

′
i,2, . . . , yi,50, y

′
i,50” where yi,j = H(xi,j), y′i,j = H(x′

i,j) where

xi,j and x′
i,j are random bitstrings such that xi,j ⊕ x′

i,j =“Alice” for each i and j. Note

yi,1, y
′
i,1, yi,2, y

′
i,2, . . . , yi,50, y

′
i,50 is the RIS.

2) Alice blinds all 100 messages to get M ′
i and sends to the bank. Alice tells the bank to

deduct $20 from her account.

3) The bank randomly chooses one of the blinded messages (say 63) asks Alice to unblind
the other 99 of the Mis.

4) Alice unblinds the other 99 messages ands also sends all of the xi,j and x′
i,j for all 99

messages.

5) The bank checks that the other 99 are indeed $20 bills and for the other 99 that yi,j =
H(xi,j) and y′i,j = H(x′

i,j) and xi,j ⊕ x′
i,j = Alice.

6) The bank signs the 63rd blinded message M ′
63 and gets M ′′

63 and sends it to Alice.

7) Alice multiplies M ′′
63 by r−1

63 and gets M ′′′
63.

Payment

1) Alice gives M63,M
′′′
63 to Carol.

2) Carol checks the signature on M ′′′
63. I.e. Carol computes (M ′′′

63)
eBmodnB and confirms it

equals M63.

3) Carol sends Alice a random bit string of length 50: b1, . . . , b50.

4) For j = 1, . . . , 50: If bj = 0, Alice sends Carol x63,j. If bj = 1, Alice sends Carol x′
63,j.

5) For j = 1, . . . , 50: Carol checks that y63,j = H(x63,j) if bj = 0 or y′63,j = H(x′
63,j) if bj = 1.

If the above equalities hold, Carol accepts the bill.

6) Carol sends Alice the book.

Deposit

1) Carol sends the bank: M63,M
′′′
63 and the x63,j’s and x′

63,j’s that Alice sent to Carol. The

y63,j’s and y′63,j’s and those x63,j’s and x′
63,j’s that are revealed form an extended RIS.

2) The bank verifies the signature on M ′′′
63.
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3) The bank checks to see if the bill (indentified by S63) is already in their database. If it
is not, it puts $20 in Carol’s account and records M63, and the x63,js and x′

63,js that Carol
sent.

If the bill is in the database and the x63,j’s and x′
63,j’s are the same on both, then the bank

knows Carol is cheating by trying to deposit the same bill twice.

Let’s say that Alice tries to send the same bill to Carol and later to Dave. Carol sends Al-
ice 11001. . . and Dave sends 11100. . . . Now those strings differ at the 3rd place. So Alice will
send Carol x63,3 and send David x′

63,3. Carol will sendM63,M
′′′
63, x

′
63,1, x

′
63,2, x63,3, x63,4, x

′
63,5, . . .

to the bank. After Carol has sent hers in, the bank will recordM63,M
′′′
63, x

′
63,1, x

′
63,2, x63,3, x63,4, x

′
63,5, . . .

under S63. Later Dave will send M63,M
′′′
63, x

′
63,1, x

′
63,2, x

′
63,3, x63,4, x63,5, . . . to the bank. How-

ever, the bank will see S63 in the database from when Carol sent the bill in. They will note
x′
63,3 ̸= x63,3 and compute x′

63,3 ⊕ x63,3=Alice and know Alice used the same bill twice. Note

for this scenario, Alice could try sending the same bill to Carol at a later time. But Carol
would use a different bit-string each time so the bank would still notice.

Used in Singapore, Hong Kong, the Netherlands and Dubai for transit, parking and
shops. How is it different than a gift card or an SCU access card with money on it? Digital
cash can be used on-line.

23 Bitcoin

In other digital cash systems, if Alice gives money to Bob, then the bank knows how much
Bob spent and Alice got, though not that those were connected. Bitcoin is an electronic
(digital) cash system, which does not involve a bank. Even greater privacy (like cash). Alice
and Bob unknown to all (even each other). Only the amounts are public. Community decides
which transactions are valid.

Uses ECDSA. Let G generate E(Fq) with q = 2256. Private keys are integers n and public
keys are points P := nG.

Uses own hash algorithm built up from other hash functions like 256 bit SHA-2. Like MD5,
the messages are broken into 512 bit pieces. Unlike MD5, the hash value has 160 bits.

Ex:

tranq was earlier. A received 100.

A wants to give the 100 to B. B sends hash(PB,r) to A. Note PA,q = nA,qG and PB,r = nB,rG
are public key points on an elliptic curve. Each user uses a new public key point for each
transaction.

This is tranr:

a. hash(STq,0) // STq,0 is a simplification of tranq

b. 0 // index from tranq pointing to 100
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c. PA,q

d. sign(nA,q,hash(STr,0)) // STr,0 =abcef from tranr

e. 100 // index 0 for tranr

f. hash(PB,r)

g. hash(STr,0) // This ends tranr.

B sends tranr to node(s).

(Each) node checks hash(STq,0) against database to make sure it’s accepted by majority.

Node finds hash(STq,0) is in accepted tranq.

Node looks in tranq and confirms index 0 value in tranq is at least 100=e (in tranr).

Node hashes PA,q from c in tranr and compares with the hash(PA,q) in tranq.

Node hashes STr,0 =abcef in tranr and compares with g in tranr.

Node computes verifysign(PA,q,d) and compares with g (both in tranr).

B wants to use 100 from tranr and 20 from earlier tranp and give 110 to C, 10 back to
himself.

B and C exchange public keys PB,r, PB,p, PB,s, PC,s.

This is trans:

a. hash(STr,0) // g from tranr

b. 0 // index from e in tranr, pointing to 100

c. PB,r

d. sign(nB,r,hash(STs0)) // STs0 =abcij from trans

e. hash(STp0)

f. 0 // index from tranp, pointing to 20

g. PB,p

h. sign(nB,p,hash(STs,1)) // STs,1 =efglm from trans

i. 110 // index 0 for trans

j. hash(PC,s)

k. hash(STs0)

ℓ. 10 // index 1 for trans

m. hash(PB,s)

n. hash(STs,1) // This ends trans.

C sends trans to node(s).

Node checks hash(STr,0) and hash(STp0) against database to make sure they’re each accepted
by majority.

Node finds hash(STr,0) is in accepted tranr and hash(STp0) is in accepted tranp.
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Node looks in tranr and tranp and sums the values from index 0 from both (and gets

100 + 20 = 120).

Node looks at values in i and ℓ of trans and sums the values and ensures that it is at most
the sum from the previous step.

Node hashes PB,r from c in trans and compares with f in transr. Nodes hashes PB,p from g
in transs and compares with tranp.

Node hashes STs0 =abcij from trans and compares with k in trans. Node hashes STs,1 =efglm
from trans and compares with n in trans.

Node computes verifysign(PB,r,d) and compares with k. Node computes verifysign(PB,p,h)
and compares with n. All happens in trans.

Real life wouldn’t be 10 and 110. Would be 110 and something less than 10. Rest is taken
by successful node as transaction fee.

End ex.

When Alice signs STr,0, she is agreeing that she is sending 100BTC to Bob.

How to prevent Alice from double spending? There is a network of nodes (in tens of thou-
sands). Each tries to create a successful block. The reward is a new Bitcoin as well as all
the transaction fees. A block contains 1) the hash of the previous successful block, 2) all
the transactions since the previous successful block and 3) a random string (called a nonce).
Each node creates a block and hashes it. Note the hash value can be considered an integer n
with 0 ≤ n ≤ 2160 − 1. Bitcoin software says: The hash of your new block must be at most,
say, 2115 + 2114 + 2112 (more later) (in particular, starts with 44 zeros). Each node tries new
nonces until it finds a successful hash. Then the node publishes the successful block. Other
nodes confirm hash(block) < 2115 +2114 +2112 and check all of the transactions as described
in the example. It is expected to take, on average, 10 minutes for some node to create a
successful block. The number where I put 2115+2114+2112 decreases every two weeks based
on a) number of nodes b) computer speeds (using a Poisson random variable).

If two nodes create a block nearly simultaneously, then some nodes will work on one block,
some on the other. Whichever is successful, that chain gets longer. Eventually shorter chains
are abandoned. Once a block is 6-deep in a chain, people tend to trust it. This is why you
can not immediately spend Bitcoins you have gotten through a Bitcoin transaction.

A successful node receives a certain amount of Bitcoin from the Bitcoin server. For 2009
- 2012 the node gets 50BTC. For 2013 - 2016 the node gets 25BTC. Every four years, it
halves. The node also receives all of the transaction fees.

Let’s say that Alice wants to spend her 100 again. She gets a bunch of evil nodes to agree
to create a block with tranr omitted. Perhaps one of the evil nodes creates a successful
block. Then the evil nodes try again to make another successful block referring to that one.
Important assumption: most nodes are good. Only the evil nodes will accept a bad block.
The good ones won’t work on the next nonce for that block. Since most nodes are good,
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the evil nodes’ chains won’t increase as fast as the good nodes’ chains and people accept the
good chains.

Notes:

1BTC = 108 Satoshi’s.

The minimum transaction fee is .0005 BTC.

The author can think of two reasons that the output contains the hash of a public key and
not the public key. The first is that it decreases storage. The second (less likely reason) is
that if the public key itself were public for a long time (maybe a few years if it takes that
long for someone to try to redeem Bitcoins), that could decrease its security.

At one point in 2011, the exchange rate was 1 BTC = $0.30. In December 2013, it was 1
BTC = $1200. The total number will not exceed 21 million BTC.

If there are multiple inputs or outputs in a single transaction then people will know that
certain public keys are connected.

24 Secret Sharing

Let us assume that you have five generals who are to share the secret launch code for a
nuclear missle. You do not want any one of them to have the launch code. You could encode
the secret as a bit-string S of length l. Then you could come up with four random bit-strings
of length l, R1, R2, R3, R4. You could give the first four generals R1, R2, R3, R4 (one each)
and to the fifth you would give R1 ⊕R2 ⊕R3 ⊕R4 ⊕ S. Note that no one has the secret S,
but if you XOR all five together, you get S. No four people can get S.

Key escrowing is an example of this. There is a secret key K. Someone comes up with a
random string R and then R is given to one trusted entity (like a major bank) and K ⊕ R
is given to another trusted entity. If someone needs the secret key for some reason, one can
go through a legal process to get R and K ⊕R.

In the above, what if one of the generals dies and their piece is lost. Maybe you want
it so that any three together could get the secret. LaGrange interpolating polynomial
scheme for secret sharing

This was invented by Shamir (the S of RSA). Let S be a secret encoded as a positive
integer. Let p be a prime with p > S. The secret holder give shares of her secret to the
generals. The secret holder wants any three (say) of the generals to have access to the secret.

So she creates a polynomial with three coefficients f(x) = ax2+ bx+S. The numbers a and
b are chosen randomly from 0 to p− 1. The polynomial will remain secret.

She gives the first general p, the index 1, and the reduction of f(1)(mod p), the second
general p, the index 2, and the reduction of f(2)(mod p), etc.

Example. The secret is 401. She picks p = 587 and a = 322, b = 149. So f(x) =

322x2 + 149x + 401(mod 587). Then f(1) = 285, f(2) = 226, f(3) = 224, f(4) = 279,
f(5) = 391. The first, fourth and fifth generals need the launch code S. They know
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f(x) = ax2+bx+S(mod 587) but do not know a, b, S. They do know f(1) = a+b+S = 285,
16a+ 4b+ S = 279 and 25a+ 5b+ S = 391. They now solve 1 1 1

16 4 1
25 5 1


 a

b
S

 =

 285
279
391

 (mod 587)

to find a, b, S. (Basic linear algebra works over any field.) They are only interested in S. In
PARI use m=[1,1,1;16,4,1;25,5,1]∗Mod(1,587), v=[285;279;391], matsolve(m,v).

This works if you have n generals and any m with m ≤ n of them should have access to
the secret. Then the secret holder creates a polynomial of degree m− 1 with m coefficients.

25 Committing to a Secret

Committing to a secret (Torben Pedersen, 1998). Let p be a large prime and g generate F∗
p.

Assume h is provided by some higher authority and h also generates and that you do not
know the solution to gx = h. The values g, h and p are public.

Assume 0 << s << p− 1 is a secret that you want to commit to now and that you will
later expose. You want to convince people that you have not changed s when you reveal
your secret later. For example, s might be a bid. Choose a random t with 0 << t << p− 1
and compute E(s, t) = gsht (in Fp) and publish E(s, t). That is your commitment to s. You
can later open this commitment by revealing s and t. The verifier can check that indeed
gsht is the same as your published E(s, t). Note 1) E(s, t) reveals no information about s.
2) You (as the committer) can not find s′, t′ such that E(s, t) = E(s′, t′).

In real life, you choose p, with p > 2512, such that q|p− 1 where q is prime and q > 2200.
large. You pick g and h such that gq = 1, hq = 1 and g ̸= 1, h ̸= 1. It adds some speed and
does not seem to affect security as explained in Section 31.1.

26 Digital Elections

We will describe Scantegrity II (Invisible Ink) by Chaum, Carback, Clark, Essex, Popoveniuc,
Rivest, Ryan, Shen, Sherman. For simplicity, assume the voters are voting for a single
position with a slate of candidates.

Election preparation
Assume N is the number of candidates and B is the number of ballots to be created.

For m voters we need B = 2m ballots (because of audit ballots). The election officials
(EO)’s secret-share a seed and enough of them input their shares into a trusted work-station
(WS) to start a (pseudo-)random number generator which creates BN different, random
alpha-numeric confirmation codes (CC)’s (like WT9).

The work-station creates Table P , which is never published.

Table P (not published)
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Ballot
ID Alice Bob Carol
001 WT9 7LH JNC
002 KMT TC3 J3K
003 CH7 3TW 9JH
004 WJL KWK H7T
005 M39 LTM HNN

When I say “not published” it also means the EO’s don’t see it either. Each row is used
to create a single ballot.

Then the WS creates Table Q. It is the same as Table P except with the rows permuted
randomly. The columns no longer correspond to single candidates.

Table Q (not published)

001 7LH WT9 JNC
002 J3K TC3 KMT
003 9JH CH7 3TW
004 KWK H7T WJL
005 M39 HNN LTM

The work station creates random ti,j’s and computes commitments to each CC in Table
Q and the EO’s have the WS publish the commitments at the election website.

Table Q commitments (published)

001 g7LHht1,1 gWT9ht1,2 gJNCht1,3

002

003
...

...
...

004
005 gM39ht5,1 gHNNht5,2 gLTMht5,3

Here, for example, g7LH assumes you have encoded 7LH as an integer.

The WS creates Tables S and R.

Table S (published at website)

Alice Bob Carol

Table R (not published)
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Flag Q-ptr S-ptr
005, 1 2, 1
003, 3 4, 2
002, 1 4, 3
001, 3 3, 3
001, 2 4, 1
005, 3 3, 2
004, 2 5, 3
003, 1 2, 3
004, 3 3, 1
002, 3 1, 1
001, 1 2, 2
002, 2 5, 2
004, 1 1, 2
003, 2 5, 1
005, 2 1, 3

Table S begins blank and will record votes. Each row of Table R corresponds to a CC
from Q. Each row of R has three entries. Column 1 is first empty. Once a vote has been cast,
it contains a flag 0 (unselected) or 1 (selected). Column 2 contains a pointer to Table Q of
the form (ID, col of Q). They are entered in random order. Column 3 of R contains pointers
to all pairs (row of S, col of S). The S-pointers are not entirely random. For example, S-
pointers (1,2), (2,2), (3,2), (4,2), (5,2) must be in the same row as the Q-pointers to CC’s for
Bob (namely 7LH, TC3, 3TW, KWK, LTM, which have Q-pointers (001,1), (002,2), (003,3),
(004,1), (005,3)). Given that, they are randomized.

The WS creates commitments to all the pointers and the EO’s have the WS publish them
(in their same positions) in Table R-commitments at the election website.

Table R commitments (published)

Flag Q-ptr S-ptr
g005,1hu1,1 g2,1hu1,2

...
...

g005,2hu15,1 g1,3hu15,2

During the election:
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The ballots have the CC’s from Table P written in invisible ink inside bubbles. The voter
is given a decoder pen to rub the bubble for her chosen candidate. The CC then appears.
She then has the option to copy the CC onto the bottom part, which is the receipt. She
tears off the receipt and keeps it. The poll worker (PW) stamps the top and helps her enter
the ballot into an optical scanner. The top is kept there as a paper record, as one way of
auditing the election afterwards, if necessary.

The voter has the option to instead ask for two ballots. She then picks one to be the
official ballot and one to be an audit ballot. The PW then audit-stamps the audit ballot.
The voter can expose (decode) all of the CC’s on the audit ballot. The PW helps her enter
the audit ballot into the optical scanner which reads the data and notes it is an audit ballot.
She may leave with the audit ballot. The audit ballot does not count toward the actual
votes.

As an example, assume 001 voted for Alice so CC is WT9, 002 for Carol so CC is J3K,
003 for Alice so CC is CH7, 004 was an audit with WJL, KWK and H7T (from the same
person who has ID=003), 005 for Bob so CC is LTM.

Empty Ballot Filled ballots

ID=001
Alice
Bob
Carol
ID=001

ID=001 Voted

Alice WT9
Bob
Carol
ID=001 WT9

ID=002 Voted
Alice
Bob

Carol J3K
ID=002

ID=003 Voted

Alice CH7
Bob
Carol
ID=003 CH7

ID=004 AUDIT

Alice WJL

Bob KWK

Carol H7T
ID=004

ID=005 Voted
Alice

Bob LTM
Carol
ID=005

Person 1 gets ballot 001 and votes for Alice, WT9. She copies “WT9” at the bottom, tears
it off and keeps it. She gives the top to the PW.

Person 2 gets ballot 002, votes for Carol, J3K and goes home with no receipt.

Person 3 asks for two ballots (003 and 004). He decides which is real and which is the audit
ballot. The PW stamps “audit” on the audit ballot. On the real ballot, he votes for Alice,
CH7. On the audit ballot he exposes all three: WJL, KWK, H7T. He copies “CH7” onto
the first receipt. He enters the top of both ballots into the optical scanner. He takes home
the whole audit ballot and the first receipt.

Person 4 votes for Bob, LTM and goes home with no the receipt.

The WS, after the election:

Person 1 voted for Alice, WT9. The WS takes WT9 and looks it up in Table Q. It’s ID
001, column 2. The WS looks in the Q-pointers of Table R for 001,2 and puts a flag there.
Next to it in column 3 is the S-pointer 4,1, so the WS puts a 1 in row 4, column 1 of the
S-table. Note that this is indeed Alice’s column. The WS does the same for Person 2, 3 and
4’s votes.
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The fourth ballot is an audit ballot. These votes are not recorded. The WS takes WJL,
KWK, H7T and looks in Table Q. They are ID 004, columns 1, 2, 3. The WS indicates to
itself in Table R that those Q-pointers are audits.

Table R (not published)

Flag Q-ptr S-ptr
0 005, 1 2, 1
0 003, 3 4, 2
1 002, 1 4, 3
0 001, 3 3, 3
1 001, 2 4, 1
1 005, 3 3, 2
0 004, 2(A) 5, 3
0 003, 1 2, 3
0 004, 3(A) 3, 1
0 002, 3 1, 1
0 001, 1 2, 2
0 002, 2 5, 2
0 004, 1(A) 1, 2
1 003, 2 5, 1
0 005, 2 1, 3

Table S
Alice Bob Carol

1
1 1
1

Sum 2 1 1

The WS sums the columns of Table S. Note that the rows of S in which there are 1’s
do not tell you who cast each vote. This is because of the (constrained) randomness of the
third row of Table R. Tables P, Q and R remain hidden inside the main-frame.

The EO’s after the election:
The EO’s have the WS publish to the election website part of Table Q: The ID’s, the CC’s

corresponding to votes, the CC’s corresponding to audits and the ti,j’s for each published
CC.

Table Q, partly opened

001 WT9, t1,2
002 J3K, t2,1
003 CH7, t3,2
004 KWK, t4,1 H7T, t4,2 WJL, t4,3
005 LTM, t5,3
For each row of Table R, a random, publicly verifiable bit generator (called a coin-flip)
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decides if the EO’s will have the WS open the commitment to the Q-pointer or the S-pointer.
One suggestion is to use closing prices of major stock indices as a source. Note that if either
the second or third column of Table R is not in a random order, then an observer could make
a connection between an ID number and the candidate that person voted for. If the ballot
was for auditing, the EO’s have the WS open the commitments for all the CC’s in Table Q
and the Q- and S-pointers in Table R.

Table R, partly opened
Flag Q-ptr S-ptr
0 2, 1, u1,2

0 003, 3, u2,1

1 4, 3, u3,2

0 3, 3, u4,2

1 001, 2, u5,1

1 005, 3, u6,1

0 004, 2, u7,1 A 5, 3, u7,2

0 2, 3, u8,2

0 004, 3, u9,1 A 3, 1, u9,2

0 002, 3, u10,1

0 001, 1, u11,1

0 002, 2, u12,1

0 004, 1, u13,1 A 1, 2, u13,2

1 5, 1, u14,2

0 005, 2, u15,1

The voters after the election:
Each voter may check her ID number and her vote’s CC are there in Table Q. Any

interested party can check i) the commitments for Table Q agree with the opened parts of
Table Q, ii) the commitments for Table R agree with the opened parts of Table R, iii) that
each revealed Q-pointer in Table R either connects a iii-1) revealed code in Table Q to a flag
in Table R (Ex 001, 2) or iii-2) a hidden code in Table Q to an unflagged element of Table
R (Ex 003, 3) and iv) each revealed S-pointer in Table R connects a iv-1) flag in R to a flag
in S (Ex 4,3) or iv-2) an unflagged element of R to an unflagged element of S (Ex 2,1) and
v) that the vote tallies published agree with the sums in Table S and the number of votes
agrees with the number of flags in Table R.

Person 3 can check, for example, that on his audit ballot, WJL (vote for Alice) was
Q-pointer (004,3), which in the partially-opened Table R is next to S-pointer (3,1) and that
indeed column 1 contains votes for Alice.

If Cody the coercer tries to coerce Dan on how to vote, Dan can show Cody Dan’s CC.
Note that no information at the election website can connect Dan’s CC with the candidate
for whom Dan voted.

It is possible that poll workers could fill in a few ballots. But the poll workers have to
keep records of the names of the people in their districts who voted. So they will have to
add names to this record. If too many ballots are filled out by poll workers, then auditors
might get suspicious and determine that some of the people the poll workers claim voted,
did not vote.
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Scantegrity II has been used in a 2009 Takoma Park MD city election.

Cryptanalysis

27 Basic Concepts of Cryptanalysis

Cryptosystems come in 3 kinds:
1. Those that have been broken (most).
2. Those that have not yet been analyzed (because they are new and not yet widely used).
3. Those that have been analyzed but not broken. (RSA, Discrete log cryptosystems, AES).

3 most common ways to turn ciphertext into plaintext:
1. Steal/purchase/bribe to get key
2. Exploit sloppy implementation/protocol problems (hacking/cracking). Examples: some-
one used spouse’s name as key, someone sent key along with message
3. Cryptanalysis

There are three kinds of cryptanalysis.
Ciphertext only attack. The enemy has intercepted ciphertext but has no matching plain-

text. You typically assume that the enemy has access to the ciphertext. Two situations:
a) The enemy is aware of the nature of the cryptosystem, but does not have the key. True
with most cryptosystems used in U.S. businesses.
b) The enemy is not aware of the nature of the cryptosystem. The proper users should never
assume that this situation will last very long. The Skipjack algorithm on the Clipper Chip
is classified, for example. Often the nature of a military cryptosystem is kept secret as long
as possible. RSA has tried to keep the nature of a few of its cryptosystems secret, but they
were published on Cypherpunks.
Known plaintext attack. The enemy has some matched ciphertext/plaintext pairs. The

enemy may well have more ciphertext also.
Chosen plaintext attack. Here we assume that the enemy can choose the plaintext that he

wants put through the cryptosystem. Though this is, in general, unrealistic, such attacks
are of theoretic interest because if enough plaintext is known, then chosen plaintext attack
techniques may be useable. However this is an issue with with smart cards.

As in the first cryptography course, we will not spend much time on classical cryptanalysis,
but will instead spend most of our time looking at current cryptanalytic methods.

28 Historical Cryptanalysis

Designers of cryptosystems have frequently made faulty assumptions about the difficulty of
breaking a cryptosystem. They design a cryptosystem and decide “the enemy would have to
be able to do x in order to break this cryptosystem”. Often there is another way to break the
cryptosystem. Here is an example. This is a simple substitution cipher where one replaces
every letter of the alphabet by some other letter of the alphabet. For example A → F, B
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→ S, C → A, D → L . . . . We will call this a monalphabetic substitution cipher. There are

about 1.4 · 1026 permutations of 26 letters that do not fix a letter. The designers of this
cryptosystem reasoned that there were so many permutations that this cryptosystem was
safe. What they did not count on was that there is much regularity within each language.

In classical cryptanalysis, much use was made of the regularity within a language. For
example, the letters, digraphs and trigraphs in English text are not distributed randomly.
Though their distributions vary some from text to text. Here are some sample percentages
(assuming spaces have been removed from the text): E - 12.3, T - 9.6, A - 8.1, O - 7.9, . . . ,
Z - 0.01. The most common digraphs are TH - 6.33, IN, 3.14, ER - 2.67, . . . , QX - 0. The
most common trigraphs are THE - 4.73, ING - 1.42, AND - 1.14, . . . . Note there are tables
where the most common digraphs are listed as TH, HE, IN, ER, so it does depend on the
sample. What do you notice about these percentages? AES works on ASCII 16-graphs that
include upper and lower case, spaces, numerals, punctuation marks, etc.

The most common reversals are ER/RE, ES/SE, AN/NA, TI/IT, ON/NO, etc. Note
that they all involve a vowel.

If there is a lot of ciphertext from a monalphabetic substitution cipher, then you can just
count up the frequencies of the letters in the ciphertext and guess that the most commonly
occurring letter is E, the next most is T, etc. If there is not much ciphertext, then you
can still often cryptanalyze successfully. For example, if you ran across XMOX XMB in a
text, what two words might they be? (that the, onto one). Find a common word that fits
FQJFUQ (people).

Let’s cryptanalyze this: GU P IPY AKJW YKN CJJH HPOJ RGNE EGW OKIH-
PYGKYW HJVEPHW GN GW DJOPZWJ EJ EJPVW P AGUUJVJYN AVZIIJV MJN
EGI WNJH NK NEJ IZWGO REGOE EJ EJPVW EKRJSJV IJPWZVJA KV UPV PRPB

(Note second and last words)

28.1 The Vigenère cipher

Encryption of single letters by C ≡ P+b(mod 26) (where b is a constant) is a monalphabetic shift cipher.

If b = 3 we get the Caesar cipher. We can cycle through some finite number of monalphabetic
shift ciphers. This is the Vigenère cipher (1553). There would be a key word, for example
TIN. T is the 19th letter of the alphabet, I is the 7th and N is the 13th (A is the 0th). So
we would shift the first plaintext letter by 19, the second by 7, the third by 13, the fourth
by 19, etc. See the Vigenère square on the next page. In order to encrypt CRYPTO with
the key TIN you first encrypt C with T. Look in the square on the next page in row C,
column T (or vice versa). You would get VZLIBB. Note that the letter B appears twice in
the ciphertext. If the proper addressee has the same key then she can make the same table
and decryption is easy.
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

BCDEFGHIJKLMNOPQRSTUVWXYZA

CDEFGHIJKLMNOPQRSTUVWXYZAB

DEFGHIJKLMNOPQRSTUVWXYZABC

EFGHIJKLMNOPQRSTUVWXYZABCD

FGHIJKLMNOPQRSTUVWXYZABCDE

GHIJKLMNOPQRSTUVWXYZABCDEF

HIJKLMNOPQRSTUVWXYZABCDEFG

IJKLMNOPQRSTUVWXYZABCDEFGH

JKLMNOPQRSTUVWXYZABCDEFGHI

KLMNOPQRSTUVWXYZABCDEFGHIJ

LMNOPQRSTUVWXYZABCDEFGHIJK

MNOPQRSTUVWXYZABCDEFGHIJKL

NOPQRSTUVWXYZABCDEFGHIJKLM

OPQRSTUVWXYZABCDEFGHIJKLMN

PQRSTUVWXYZABCDEFGHIJKLMNO

QRSTUVWXYZABCDEFGHIJKLMNOP

RSTUVWXYZABCDEFGHIJKLMNOPQ

STUVWXYZABCDEFGHIJKLMNOPQR

TUVWXYZABCDEFGHIJKLMNOPQRS

UVWXYZABCDEFGHIJKLMNOPQRST

VWXYZABCDEFGHIJKLMNOPQRSTU

WXYZABCDEFGHIJKLMNOPQRSTUV

XYZABCDEFGHIJKLMNOPQRSTUVW

YZABCDEFGHIJKLMNOPQRSTUVWX

ZABCDEFGHIJKLMNOPQRSTUVWXY

Let’s say that we receive the following text that we know was encrypted with the Vigenère
cipher.

wzggqbuawq pvhveirrbv nysttaknke nxosavvwfw frvxqumhuw

wqgwtgziih locgpnhjmn nmtzqboavv abcuawohbv rjTAMPOvkl

gpigfsmfmw vnniyhzyrv qkkiqywweh vjrjwgWEWG Zhcxucakep

wpsnjhvama hkmehnhuww vtzguwaclz stsvfxlplz muywzygagk

aofkioblwi argtvrgzit xeofswcrqb tllcmiabfk ttbwbfenvz

snlytxahuw vgtzstghut vrzwrcglpr ariltwxwTA MPOtgvwlqh

vkhkynwpmp vmwgbjxqnb tnuxhkwasa gvbwbntswm pwfdmhxnce

zinbdsqarv aihojmneqo alfwmpomqd qgmkuwvgfg husrfaqggg

vavwzyahgg wbrgjjbake axkgovnkww kdwiwhdnbo aumggbgbmv

exaoogypWE WGZvgymfrf gglbcuaq

How could we determine the length of the keyword? There are two methods we will look
at. They were invented by Kasiski (19th century) and Friedman (20th century).
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The Kasiski text. Let’s consider a frequent trigraph like THE and let’s say that the
keyword is 5 letters long. If the trigraph THE starts at the n and mth positions in the
plaintext and n ̸≡ m(mod 5) then they will be encrypted differently. If n ≡ m(mod 5), then
they will be encrypted the same way. Keyword VOICE. Plaintext THEONETHE becomes
ciphertext OVMQRZHPG whereas plaintext THEBOTHE becomes OVMDSOVM. Of course
this would work for AND, ING or any other frequent trigraph. For any given pair of the
same plaintext trigraphs, we expect that one fifth of the time they will be separated by a
distance a multiple of 5 and so will be encrypted identically. With enough ciphertext we can
look for repeated trigraphs and compute the distance between them. These distances should
be multiples of the key length usually.

Note the repeated appearances of WEWGZ and TAMPO that are 322 = 2 · 7 · 23 and
196 = 22 · 72 apart. Repeated appearances of HUWW and UWVG are 119 = 7 · 17 and
126 = 2 · 32 · 7 apart. These distances should be multiples of the length of the keyword. We
suspect the keylength is 7 or 14 if HUWW is a coincidence. We must be cautious though
because there can be coincidences like the fact that the two AVV’s are 43 apart. So if we
write a computer program to get the greatest common divisor of all of the distances it would
output 1.
The Friedman test gives you an estimate of the length of the keyword. Note that if we
have a monalphabetic shift cipher, and draw a histogram of the letter appearances in the
ciphertext, it will look like a histogram of the letters in the plaintext, only shifted over.
Sorted, the percentages would be (12.31, 9.59, 8.05, 7.94, . . . .20, .20, .1, .09) for ETAO,
. . . QXJZ. If we have a two alphabet shift cipher then, for example, the frequency of A
appearing in the ciphertext is the average of the frequencies of the two letters sent to A.
Sorted the percentages might be (8.09, 7.98, 7.565, 7.295, . . . 1.115, 1.04, 0.985, 0.31). If there
is a ten alphabet shift cipher then for each ciphertext letter, the frequency of appearance
is the average of the ten frequencies of the letters mapping to it. Sorted, the percentages
might be (4.921, 4.663, 4.611, 4.589, . . . 3.284, 3.069, 3.064, 2.475). Note that if we consider
the frequencies of each letter in the ciphertext, that the mean, regardless of the number of
alphabets, is 1/26. But the variance is smaller, the more alphabets there are. So we can use
the variance to estimate the number of alphabets used (i.e. the length of the keyword).

We need a statistic like variance. If one selects a pair of letters from the text (they need
not be adjacent), what is the probability that both are the same letter? Say we have an n
letter text (plaintext or ciphertext) and there are n0 A’s, n1 B’s, . . . , n25 Z’s. So

∑
ni = n.

The number of pairs of A’s is n0(n0−1)/2, etc. So the total number of pairs of the same letter
is
∑

ni(ni − 1)/2. The total number of pairs in the text is n(n − 1)/2. So the probability
that a pair of letters (in an n letter text) is the same is

∑25
i=0

ni(ni−1)
2

n(n− 1)/2
=

∑25
i=0 ni(ni − 1)

n(n− 1)
= I.

I is called the observed index of coincidence (IOC) of that text. What is the expected IOC
of standard English plaintexts? Let p0 be the probability that the letter is A, p0 ≈ .0805,
etc. The probability that both letters in a pair are A’s is p20. The probability that both are

Z’s is p225. So the probability that a pair of letters is the same is
∑

p2i ≈ .065 for English. For

a random string of letters p0 = . . . = p25 = 1/26 then
∑

p2i = 1/26 ≈ 0.038. (Note that we
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would get a random string of letters from a Vigenère cipher with infinite key length if the key
is random.) For any monalphabetic substitution cipher, the expected IOC is approximately
.065.

To make this a little more understandable, let’s consider an easier example than English.
Create a new language α, β, γ, δ with letter frequencies .4, .3, .2, .1. The expected IOC is 0.3.
Shift one, and then the ciphertext letter frequencies are .1, .4, .3, .2 and again the expected
IOC is 0.3. If we encrypt with the Vigenère cipher and key βγ (i.e. shift one, then two,
then one, . . . ) then the frequency of α in the ciphertext is 1/2(.1) + 1/2(.2) = .15 of β is
1/2(.4) + 1/2(.1) = .25 of γ is 1/2(.3) + 1/2(.4) = .35 and of δ = 1/2(.2) + 1/2(.3) = .25.
Then the expected IOC is 0.27. Note it becomes smaller, the longer the key length. Note
you can use the observed IOC to determine if ciphertext comes from a monalphabetic or
polyalphabetic cipher.

Back to English. Let’s say we have ciphertext of length n with a keyword of length k,
which we want to determine. For simplicity, assume k|n and there is no repeated letter in
the keyword. We can write the ciphertext in an array as follows (of course, we don’t really
know k yet).

c1 c2 c3 . . . ck
ck+1 ck+2 ck+3 . . . c2k
...

cn

We have n/k rows. Each column is just a monalphabetic shift. Two letters chosen in one
column have probability ≈ .065 of being the same. Two letters in different columns have
probability ≈ 0.038 of being the same.

What’s the expected IOC? The number of pairs from the same column is n((n/k)−1)/2 =

n(n−k)/(2k). The number of pairs from different columns is n(n−(n/k))/2 = n2(k−1)/(2k).
The expected number of pairs of the same letter is

A = 0.065

(
n(n− k)

2k

)
+ 0.038

(
n2(k − 1)

2k

)
.

The probability that any given pair consists of the same two letters is

A

n(n− 1)/2
=

1

k(n− 1)
[0.027n+ k(0.038n− 0.065)].

This is the expected IOC. We set this equal to the observed IOC and solve for k.

k ≈ .027n

(n− 1)I − 0.038n+ 0.065
where I =

25∑
i=0

ni(ni − 1)

n(n− 1)

In our example I = 0.04498, k ≈ 3.844. Thus we get an estimate of the key length of 3.844
(it is actually 7 - this is the worst I’ve ever seen the Friedman test perform).

Solving for the key. Considering the results of the (Friedman and) Kasiski tests, let’s
assume that the key length is 7. Now we want to find the key, i.e. how much each is shifted.
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We can write a program to give us a histogram of the appearance of each letter of CT in
the 1st, 8th, 15th, 22nd, etc. positions. In PARI we type k=7, l=478, \r ctnum2.txt, \r
hist.txt The output is 7 vectors of length 26. The nth is the histogram giving the frequency
of each letter in the nth column if we write the CT as 7 columns. So the first vector gives the
histogram of the appearance of each letter of CT in the 1st, 8th, 15th, 22nd, etc. positions.

w z g g q b u
a w q p v h e
i r r b v n y

Here it is with the number of appearances for the letters A - Z
[10, 0, 0, 1, 1, 3, 7, 0, 0, 5, 7, 3, 2, 2, 0, 0, 1, 0, 4, 1, 2, 3, 10, 0, 1, 6]. We know that E, T, A, are the
most frequently appearing letters. The distances between them are A - 4 - E - 15 - T - 7 - A.
So for keylength 7 and ciphertext of length 478, I will assume that each of these letters must
show up at least 3 times in each of the seven sets/histograms. So we look in the histogram
for three letters, each of which appears at least 3 times and which have distances 4 - 15 - 7
apart. If there is more than one such triple, then we will sum the number of appearances of
each of the 3 letters and assign higher preferences to the shifts giving the greatest sums.

For the histogram above we note that a shift of 6 has appearance sum 7 + 7 + 6 = 20
whereas a shift of 18 has sum 17. We can similarly make a histogram for the ciphertext
letters in the 2nd, 9th, 16th, etc. positions and for the 3rd, . . . , the 4th, . . . , the 5th, . . . ,
the 6th, . . . and the 7th, . . . positions. For the second, the only shift is 4. For the third, the
shift of 0 has sum 11 and 2 has sum 17. For the fourth, the shift 7 has sum 14 and shift 19
has sum 20. For the fifth, shift 8 has sum 16 and shift 11 has sum 12. For the sixth, shift 2
has sum 13 and shift 14 has sum 22. For the seventh, shift 1 has sum 17 and shift 13 has
sum 21. So our first guess is that the shifts are [6,4,2,19,8,14,13]. We can decrypt using this
as a keyword and the first seven letter of plaintext are QVENINH. That Q seems wrong.
The other guess for the first shift was 18. Let’s try that. We get EVEN IN HIS OWN TIME
. . . .

29 Cryptanalysis of modern stream ciphers

We will discuss the cryptanalysis of two random bit generators from the 1970’s. Each is a
known plaintext attack. To crack the first one, we need to learn about continued fractions

29.1 Continued Fractions

A simple continued fraction is of the form

a1 +
1

a2 +
1

a3+
1

...+ 1
an

ai ∈ Z and ai ̸= 0 if i > 1. This is often written [a1, a2, . . . , an] for typesetting purposes.
Every rational number (fraction of integers) has a simple continued fraction. Example 27/8 =
3 + 1/(2 + 1/(1 + 1/(2))) = [3, 2, 1, 2]. If we let the expansion continue forever we get
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something looking like α = a1 + 1/(a2 + 1/(a3 + . . . = [a1, a2, . . .. This is called an infinite
simple continued fraction. α is defined to be limn→∞[a1, a2, . . . , an] which is a real number.
Conversely, every irrational number has a unique infinite simple continued fraction. The
rational numbers
a1, a1 + 1/a2, a1 + 1/(a2 + 1/a3), (or [a1], [a1, a2], [a1, a2, a3]) are called the partial quotients
or convergents of α.

The convergents are very good rational approximations of α. Conversely, every “very
good” rational approximation of α is a convergent (I won’t explain “very good” precise-
ly). For example, 22/7 is a famous very good rational approximation to π. Indeed it is
a convergent. We have π = 3 + 1/(7 + 1/(15 + . . .. The first three convergents are 3,
3 + 1/7 = 22/7 = 3.14 . . ., and 3 + 1/(7 + 1/15) = 333/106 = 3.1415 . . .. If α is irrational

and |α− a
b
| < 1

2b2
where a, b ∈ Z, b ≥ 1 then a

b
is a convergent to α.

Given α, here’s how to find the ai’s. Let ⌊α⌋ be the greatest integer ≤ α. So ⌊π⌋ = 3,
⌊5⌋ = 5, ⌊−1.5⌋ = −2. Let α1 = α and a1 = ⌊α1⌋. Let α2 = 1/(α1 − a1) and a2 = ⌊α2⌋. Let
α3 = 1/(α2 − a2) and a3 = ⌊α3⌋, etc.

Here is a cool example. Let e = 2.71828 . . .. Then α1 = e, a1 = ⌊α1⌋ = 2. α2 =
1

e−2
= 1.39 . . ., a2 = ⌊1.39 . . .⌋ = 1. α3 = 1

1.39...−2
= 2.55 . . ., a3 = ⌊2.55 . . . α2⌋ = 1, α4 =

1
2.55...−2

= 1.82 . . ., a4 = ⌊1.82 . . . α2⌋ = 1, α5 = 1
1.82...−1

= 1.22 . . ., a5 = ⌊1.22 . . . α2⌋ = 1,

α6 = 1
1.22...−1

= 4.54 . . ., a6 = ⌊4.54 . . . α2⌋ = 4, etc. In fact, the continued fraction is

[2, 1, 2, 1, 1, 4, 1, 1, 6, 1, 1, 8, 1, 1, 10, . . .], the pattern continues.

29.2 b/p Random Bit Generator

This is a (pseudo)-random bit generator that was used in the 1970’s. Let p be a large prime
for which 2 generates F∗

p. Choose 1 ≤ b < p and let b/p be the key. Write out the base

2 “decimal” expansion of b/p = 0.k1k2k3k4 . . . (where ki is a bit). Then k1k2k3 . . . is the
keystream. It repeats every p− 1 bits.

Example. Let p = 11. Since 22 ̸= 1 and 25 ̸= 1 ∈ F11 we see that 2 generates F∗
11. Let

the key be 5/11. In base 2 that is 101/1011. Here’s how you expand that to a “decimal”.

0.01110...

___________

1011 | 101.00000

10 11

______

10 010

1 011

______

1110

1011

____

110 etc.

For our homework, we’ll do something awkward that’s easier to calculate. Let p be a
prime for which 10 generates F∗

p. Choose 1 ≤ b < p. Write out the decimal expansion of
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b/p = 0.n1n2n3 . . . (with 0 ≤ ni ≤ 9). Then n1n2n3 . . . is the keystream. Since 10 generates,
it repeats every p− 1 digits (as seldom as possible).

Example, b = 12, p = 17, b/p = .70588235294117647058 . . ., n1 = 7, n2 = 0, etc. Say you
have plaintext likeMONTEREY . Turn each letter into a pair of digits 1214131904170424 =
p1p2p3 . . ., 0 ≤ pi ≤ 9, so p1 = 1, p2 = 2, p3 = 1, etc.

To encrypt, ci = pi + ni(mod10), and the ciphertext is c1c2c3 . . .. To decrypt pi =
ci − ni(mod10).

Example (encryption) (decryption)

PT 12141319 CT 82629544

+ keystream 70588325 - keystream 70588235

-------------------- --------------------

CT 82629544 PT 12141319

(note there’s no carrying) M O N T

Here’s a known plaintext attack. Say the number p has l digits and Eve has the ciphertext
and the first 2l+1 plaintext digits/bits. She can find b and p using simple continued fractions.

Say Eve has the ciphertext and the first 3n “bits” of plaintext. So she can get the first
3n “bits” of keystream. She finds the first convergent to the keystream that agrees with the
first 2n + 1 “bits” of the keystream. She sees if it agrees with the rest. If n > log(p) then
this will succeed.

In the following example, we have the first 18 digits of PT, so n = 6.

CT 5309573992060 746098818740243

PT 0200170405201 11704

keystream 5109403597869 63905

We find the continued fraction of .510940359786963905 and get
[0, 1, 1, 22, 2, 1, 5, 1, 1, 3, 2, 4, 308404783, 1, 2, 1, 2 . . .]. The convergents are 0, 1, 1/2, 23/45, 47/92, . . . ,.
The convergent [0, 1, 1, . . . 1, 3, 2] = 6982/13665 = .51094035858 . . . is not right but the next
one [0, 1, 1, . . . 1, 3, 2, 4] = 30987/60647 = .5109403597869630958815769987. It is the first
one that agrees with the first 13 digits of keystream and it also agrees with the following 5
so we are confident that it is right.

CT 5309573992060 746098818740243

PT 0200170405201 117040003081306 = CAREFULREADING

keystream 5109403597869 639058815769947

Actually we can intercept any consecutive bits, not just the first ones, it is just a bit
more complicated. It still works as long as n ≥ p.

29.3 Linear Shift Register Random Bit Generator

The following random bit generator is quite efficient, though as we will see, not safe. It is
called the linear shift register (LSR) and was popular in the late 1960’s and early 1970’s.
They are still used for hashing and check sums and there are non-linear shift registers still
being used as random bit generators.

Here’s an example.
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s_0 s_1 s_2

----- ----- -----

output <- | | <- | | <- | | <-|

----- ----- ----- |

| | | |

V V V |

----------------------- |

| s_0 + s_1 |---|

-----------------------

The output is the keystream. Let’s start with an initial state of (s0, s1, s2) = (0, 1, 1).
This is in figure 1 on the next page. Starting with figure 1, we will make the small boxes
adjacent and include down-arrows only at the boxes contributing to the sum. At the bottom
of the figure you see that we come back to the initial state so the keystream will start
repeating the same 7 bit string.

That was a 3-stage LSR. For an n-stage LSR (32 is the most common for cryptography),
the key/seed is 2n bits called b0, . . . , bn−1, k0, . . . , kn−1, all ∈ {0, 1} where b0 ̸= 0 and not all
of the ki’s are 0’s.

The first set of (s0, . . . sn−1) is called the initial state and it’s (k0, . . . , kn−1). In the last
example we had (k0, k1, k2) = (0, 1, 1). The function giving the last bit of the next state is
f(s0, . . . , sn−1) = b0s0+b1s1+. . .+bn−1sn−1. In the last example, f = s0+s1 = 1s0+1s1+0s2
so (b0, b1, b2) = (1, 1, 0). The state is (s0, . . . , sn−1) and we move from state to state. At each
state, si is the same as si+1 from the previous state, with the exception of sn−1 which is the
output of f .

For a fixed f (i.e. a fixed set of bi’s) there are 2n different initial states for an n-stage
LSR. We say that 2 states are in the same orbit if one state leads to another. 000 . . . 0 has its
own orbit. In the example, all other seven states are in one single orbit. So our keystream
repeats every 7 = 23 − 1 (which is best possible).

Let’s consider the 4-stage LSR with (b0, b1, b2, b3) = (1, 0, 1, 0). We’ll find the orbit
size of the state (0, 1, 1, 1). See figure 2. The orbit size is 6. So the keystream repeats

every 6. We would prefer a keystream to repeat every 24 − 1 = 15. A 4-stage LSR with
(b0, b1, b2, b3) = (1, 0, 0, 1) has orbit sizes of 15 and 1.
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1. ------------------- x 2. -----------------

b_0=1 | 0 | 1 | 1 | x b_0=1 | 0 | 1 | 1 | 1 |

b_1=1 ------------------- x b_1=0 -----------------

b_2=0 | | x b_2=1 | |

k_0=0 ----- + ------------| x b_3=0 ------- + ---------|

k_1=1 | x k_0=0 |

k_2=1 ------------------- | x k_1=1 ----------------- |

0 | 1 | 1 | 1 | <--| x k_2=1 0 | 1 | 1 | 1 | 1 | <--|

------------------- x k_3=1 -----------------

| | x | |

----- + ------------| x ------- + ---------|

| x |

------------------- | x ----------------- |

01 | 1 | 1 | 0 | <--| x 01 | 1 | 1 | 1 | 0 | <--|

------------------- x -----------------

| | x | |

----- + ------------| x ------- + ---------|

| x |

------------------- | x ----------------- |

011 | 1 | 0 | 0 | <--| x 011 | 1 | 1 | 0 | 0 | <--|

------------------- x -----------------

| | x | |

----- + ------------| x ------- + ---------|

| x |

------------------- | x ----------------- |

0111 | 0 | 0 | 1 | <--| x 0111 | 1 | 0 | 0 | 1 | <--|

------------------- x -----------------

| | x | |

----- + ------------| x ------- + ---------|

| x |

------------------- | x ----------------- |

01110 | 0 | 1 | 0 | <--| x 01111 | 0 | 0 | 1 | 1 | <--|

------------------- x -----------------

| | x | |

----- + ------------| x ------- + ---------|

| x |

------------------- | x ----------------- |

011100 | 1 | 0 | 1 | <--| x 011110 | 0 | 1 | 1 | 1 | <--|

------------------- x -----------------

| | x

----- + ------------| x

key- | x

stream: ------------------- | x

0111001 | 0 | 1 | 1 | <--| x

------------------- x
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Let’s consider the 5-stage LSR with (b0, b1, b2, b3, b4) = (1, 1, 1, 0, 1). Find the orbit size
of state (1, 1, 0, 0, 1). We see it has orbit length 31 = 25 − 1. The output keystream is
1100110111110100010010101100001. Note that all states other than (0, 0, 0, 0, 0) appear.
That also means that all possible consecutive strings of length 5 of 0’s and 1’s (other than
00000) appear exactly once in the above keystream.

How to tell if there are two orbits of sizes 1 and 2n − 1. Let g(x) = b0 + b1x
1 + b2x

2 +
. . . + bn−1x

n−1 + xn. You get a maximal length orbit (size 2n − 1) exactly when g(x) is
primitive mod 2 (i.e. over F2). We say g(x) is primitive mod 2 if it is irreducible mod 2 and
x is a generator of F∗

2n = F2[x]/(g(x))
∗. If 2n − 1 is prime, then it is sufficient that g(x) be

irreducible.
So we want to pick (b0, . . . , bn−1) so that g(x) is irreducible and x generates F2n . That

way the keystream repeats as seldom as possible. For a 32-stage LSR there are about 67
million different irreducible polynomials.

Note in the first example we had (b0, b1, b2) = (1, 1, 0) which corresponds to 1 + x + x3

which is irreducible and it did have a maximal length orbit. In the second example we
had (b0, b1, b2, b3) = (1, 0, 1, 0) which corresponds to 1 + x2 + x4 = (1 + x + x2)2. The
polynomial isn’t irreducible and we didn’t get a maximal length orbit. The third example
was (b0, b1, b2, b3, b4) = (1, 1, 1, 0, 1) which corresponds to 1 + x + x2 + x4 + x5 which is
irreducible and again there was a maximal length orbit.

As an example, encrypt Hi with (b0, . . . , b4)(k0, . . . , k4) = (1, 1, 1, 0, 1)(1, 1, 0, 0, 1). We
get the keystream of the third example. The plaintext Hi = 0100100001101001 in ASCII.

PT 0100100001101001

keystream 1100110111110100

CT 1000010110011101

Note CT+keystream=PT too and PT+CT=keystream. This is a nice property of XOR.
How can we crack this? Let’s say we intercept CT and the first 2n bits of PT (so this

is a known plaintext attack). Then we can get the first 2n bits of keystream k0, . . . , k2n−1.
Then we can generate the whole 2n− 1 keystream. Let’s say that the proper users are using
f = s0 + s1 + s2 + s4 as in the third example, though we don’t know this. We do know
k0k1k2k3k4k5k6k7k8k9 = 1100110111.

know don′t know can write
k5 = k0 + k1 + k2 + k4 = b0k0 + b1k1 + b2k2 + b3k3 + b4k4
k6 = k1 + k2 + k3 + k5 = b0k1 + b1k2 + b2k3 + b3k4 + b4k5
k7 = k2 + k3 + k4 + k6 = b0k2 + b1k3 + b2k4 + b3k5 + b4k6
k8 = k3 + k4 + k5 + k7 = b0k3 + b1k4 + b2k5 + b3k6 + b4k7
k9 = k4 + k5 + k6 + k8 = b0k4 + b1k5 + b2k6 + b3k7 + b4k8

In general kt+n = b0kt + b1kt+1 + . . .+ bn−1kt+n−1. We have n linear equations (over F2)
in n unknowns (the bi’s). We re-write this as a matrix equation.

k0 k1 k2 k3 k4
k1 k2 k3 k4 k5
k2 k3 k4 k5 k6
k3 k4 k5 k6 k7
k4 k5 k6 k7 k8




b0
b1
b2
b3
b4

 =


k5
k6
k7
k8
k9
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We then fill in the known values for the ki’s and get
1 1 0 0 1
1 0 0 1 1
0 0 1 1 0
0 1 1 0 1
1 1 0 1 1




b0
b1
b2
b3
b4

 =


1
0
1
1
1


We solve this matrix equation over F2 and get b0b1b2b3b4 = 11101.

Now you know the bi’s and you know the initial state (the first ki’s) so you can create
the keystream yourself. End of example.

In general, we have

k0 k1 k2 . . . kn−1

k1 k2 k3 . . . kn
k2 k3 k4 . . . kn+1

...
kn−1 kn kn+1 . . . k2n−2





b0
b1
b2
...

bn−1

 =



kn
kn+1

kn+2
...

k2n−1


Example. You know Alice and Bob are using a 6 stage LSR and this message starts with

To (in ASCII) and you intercept the ciphertext 1011 0000 1101 1000 0010 0111 1100 0011.

CT 10110000110110000010011111000011

PT 0101010001101111

T o

________________

KS 1110010010110111

We have 

1 1 1 0 0 1
1 1 0 0 1 0
1 0 0 1 0 0
0 0 1 0 0 1
0 1 0 0 1 0
1 0 0 1 0 1





b0
b1
b2
b3
b4
b5


=



0
0
1
0
1
1


Solving we get b0b1b2b3b4b5 = 110000. Since we know the bi’s and the first 6 bits of keystream,
we can create the whole keystream and decrypt the rest of the plaintext.

In Pari, we type
s=[1,1,1,0,0,1,0,0,1,0,1,1]
\r mat6.txt
matsolve(m∗Mod(1,2),v)
b=[1,1,0,0,0,0]
k=[1,1,1,0,0,1]
\r ctlsr.txt
\r declsr6.txt
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We see that the plaintext is ToAl
What if we only knew the first character of plaintext is T. Then we would have to

brute force the remaining 4 bits to get a total of 12 keybits. Note that only some of those
possibilities would result in an invertible matrix over F2. Of those, we can see which give
keystreams that give sensible plaintext.

End example.
There are people using non-linear shift registers as random bit generators. Example

f = s0s2s7 + s1 + s2s4 + s4.

30 Cryptanalysis of block ciphers

30.1 Brute Force Attack

A brute force attack is a known plaintext attack. Eve has one known plaintext/ciphertext

pair. Let us say the keys are b bits. She encrypts the plaintext with all 2b keys and sees which
gives the ciphertext. There will probably be few keys that do it. If there is more than one
candidate, then she tries the few candidates on a second plaintext/ciphertext pair. Probably
only one will work. She expects success half way through, so the number of attempts is one
half the size of the key space. So for DES this is 255 attempts and for AES it is 2127 attempts.

30.2 Standard ASCII Attack

Single DES is a block cipher with a 64 bit plaintext, a 64 bit ciphertext and a 56 bit key.
Here is a ciphertext-only attack if the plaintext is standard (not extended) ASCII. So the

first bit of each byte is a 0. Decrypt CT1 with all 256 keys. Find which ones give standard
ASCII PT. That should be 1/28 of them or 248 keys. Decrypt CT2 with the 248 keys. Again

only 1/28 of those or 240 should give standard ASCII. After decrypting CT3 with 240 keys

will have 232 keys, . . . . After CT7 will probably only have one key left. This attack requires
256 + 248 + 240 + 232 + . . .+ 28 attempts. That number ≈ 256 so only twice as bad as known
PT attack.

30.3 Meet-in-the-Middle Attack

The meet-in-the-middle attack on a double block cipher was invented by Diffie and Hellman.
It is a known plaintext attack also. Let EK1 denote encryption with key K1 and a given
block cipher. Then CT = EK2(EK1(PT )) (where PT = plaintext and CT = ciphertext) is a
double block cipher.

Eve needs two known plaintext/ciphertext pairs. She encrypts the first plaintext (with
the single block cipher) with all keys and saves the results. She then decrypts the matching
ciphertext with all keys and saves the results. She then finds the key pairs key1,n1

, key2,n2

where Ekey1,n1
(PT1) = Dkey2,n2

(CT1) (and D denotes decryption). For each successful key

pair, she computes Ekey2,n2
(Ekey1,n1

(PT2)) to see if she gets CT2. There will probably be only

one pair for which this works. This attack requires a huge amount of storage. But note, for
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a block cipher with a b-bit key, that the number of steps is about 3(2b). So a double block
cipher is not much more secure than a single block cipher with a single key.

You can use a meet-in-the-middle attack to show that Triple-DES with three keys is
not much more secure than Triple-DES with two keys. Two keys are easier to agree on, so
Triple-DES is done with two keys, as described in Section 11.2.

Example. Let’s say that we have a block cipher with two-bit plaintexts, ciphertexts and
keys. The entire cipher is described by the following table with the entry in the 4 by 4 array
being the ciphertext for the given plaintext and key.

PT\ key 00 01 10 11
00 01 10 00 11
01 10 01 11 10
10 00 11 01 01
11 11 00 10 00

Let’s say that Alice is using double encryption with two keys. You know that when she
encrypts PT1 = 10 she gets CT1 = 00 and when she encrypts PT2 = 00 she gets CT2 = 01.

You first single encrypt PT1 = 10 with all keys and get

10
E00 ↙ E01 ↙ ↘ E10 ↘ E11

00 11 01 01

You then single decrypt CT1 = 00 with all keys and get

10 11 00 11
D00 ↖ D01 ↖ ↗ D10 ↗ D11

00

We now search for matches where Ei,j(10) = Dk,l(00). There are three of them as shown in
the next diagram, one going from 00 to 00 and two connecting 11 to 11.

10
E00 ↙ E01 ↙ ↘ E10 ↘ E11

00 11 01 01
↘ ↓ ↘

↓ ↘
↓ ↘ ↘

10 11 00 11
D00 ↖ D01 ↖ ↗ D10 ↗ D11

00

Let’s consider the arrow pointing straight down. We have E01(E01(PT1 = 10) = 11) = 00 =
CT1. The arrow going from 00 to 00 indicates that E10(E00(10)) = 00 and the other arrow
going from 11 to 11 indicates that E11(E01(10)) = 00. So Alice used the two keys (01, 01),
(00, 10) or (01, 11).

Recall that when Alice double encrypted PT2 = 00 she got CT2 = 01. NowE01(E01(00)) =
11 ̸= CT2, E10(E00(00)) = 11 ̸= CT2 and E11(E01(00)) = 01 = CT2. So Alice’s key pair is
(01, 11).
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30.4 One-round Simplified AES

We will use one-round simplified AES in order to explain linear and differential cryptanalysis.

One-round Simplified AES
Recall S-box is a map from 4 bit strings to 4 bit strings. It is not a linear map. So,

for example, S-box(b0, b1, b2, b3) ̸= b0 + b1, b1 + b2 + b3, b0, b1 + b2. We have a key K0 =
k0k1k2k3k4k5k6k7k8k9k10k11k12k13k14k15. To expand the key, we

k8 k9 k10 k11 k12 k13 k14 k15
↙ ↘

k12 k13 k14 k15 k8 k9 k10 k11
S b o x S b o x
n0 n1 n2 n3 n4 n5 n6 n7

1 0 0 0 0 0 0 0
⊕ k0 k1 k2 k3 k4 k5 k6 k7
= k16 k17 k18 k19 k20 k21 k22 k23
⊕ k8 k9 k10 k11 k12 k13 k14 k15
= k24 k25 k26 k27 k28 k29 k30 k31

We have K1 = k16k17k18k19k20k21k22k23k24k25k26k27k28k29k30k31.
For linear cryptanalysis later note: k16+k24 = k8 and k17+k25 = k9, . . . , k23+k31 = k15.
Let’s recall encryption:

p0p1p2p3 p8p9p10p11
p4p5p6p7 p12p13p14p15

AK0→ p0 + k0 p1 + k1 p2 + k2 p3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p4 + k4 p5 + k5 p6 + k6 p7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

Let S-box(p0p1p2p3 + k0k1k2k3) = m0m1m2m3, and so on. After NS the state is then

NS→ m0m1m2m3 m8m9m10m11

m4m5m6m7 m12m13m14m15

SR→ m0m1m2m3 m8m9m10m11

m12m13m14m15 m4m5m6m7

After MC the state is then

MC→ m0 +m14 m1 +m12 +m15 m2 +m12 +m13 m3 +m13 m6 +m8 m4 +m7 +m9 m4 +m5 +m10 m5 +m11

m2 +m12 m0 +m3 +m13 m0 +m1 +m14 m1 +m15 m4 +m10 m5 +m8 +m11 m6 +m8 +m9 m7 +m9
.

Lastly, we add K1. The state is then

AK1→ m0 +m14 + k16 . . . m3 +m13 + k19 m6 +m8 + k24 . . . m5 +m11 + k27
m2 +m12 + k20 . . . m1 +m15 + k23 m4 +m10 + k28 . . . m7 +m9 + k31

=
c0c1c2c3 c8c9c10c11
c4c5c6c7 c12c13c14c15

We’ll denote the cells:
cell 1 cell 3
cell 2 cell 4

30.5 Linear Cryptanalysis

Linear cryptanalysis is a known plaintext attack. It was invented by Matsui and published
in 1992. You need a lot of matched plaintext/ciphertext pairs from a given key. Let’s say
that the plaintext block is p0 . . . pn−1, the key is k0 . . . km−1 and the corresponding ciphertext
block is c0 . . . cn−1.
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Say that the linear equation pα1 + pα2 + . . .+ pαa + cβ1 + . . . + cβb
+ kγ1 + . . .+ kγg = x

(where x = 0 or 1, 1 ≤ a ≤ n, 1 ≤ b ≤ n, 1 ≤ g ≤ m) holds with probability p > .5 over all
plaintext/key pairs. So x+ pα1 + . . .+ cβb

= kγ1 + . . . kγg with probability p > .5.

Compute x+ pα1 + . . .+ cβb
over all intercepted plaintext/ciphertext pairs. If it’s 0 most

of the time, assume kγ1 + . . . kγg = 0. If it’s 1 most of the time, assume kγ1 + . . . kγg = 1.

Now you have a relation on key bits. Try to get several relations.

linear non-linear
x0 x1 x0 + x1 x0x1

0 0 0 0
0 1 1 0
1 0 1 0
1 1 0 1

Linear cryptanalysis of 1 round Simplified AES
Let S-box(a0a1a2a3) = b0b1b2b3. We have

a0 a1 a2 a3 b0 b1 b2 b3
0 0 0 0 1 0 0 1
0 0 0 1 0 1 0 0
0 0 1 0 1 0 1 0
0 0 1 1 1 0 1 1
0 1 0 0 1 1 0 1
0 1 0 1 0 0 0 1
0 1 1 0 1 0 0 0
0 1 1 1 0 1 0 1
1 0 0 0 0 1 1 0
1 0 0 1 0 0 1 0
1 0 1 0 0 0 0 0
1 0 1 1 0 0 1 1
1 1 0 0 1 1 0 0
1 1 0 1 1 1 1 0
1 1 1 0 1 1 1 1
1 1 1 1 0 1 1 1

I computed the output of all linear combinations of the ai’s and bi’s. Here are a few of
the relations I found with probabilities higher than .5 (there are no relations of probability
> .75).

a3 + b0 = 1110111101011011 = 1, p = 12/16 = .75 (1)
a0 + a1 + b0 = 1011010111111110 = 1, p = .75 (2)

a1 + b1 = 0100011010000000 = 0, p = .75 (3)
a0 + a1 + a2 + a3 + b1 = 0, p = .75 (4)

a1 + a2 + b0 + b1 = 1, p = .75 (5)
a0 + b0 + b1 = 1, p = .75 (6)

Finding Equations
In order to find equations of the form pα1+pα2+. . .+pαa+cβ1+. . .+cβb

+kγ1+. . .+kγg = x,

we need to eliminate the mi’s and ni’s. We will first eliminate the ni’s.
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c0 + k16 + c8 + k24 = c0 + c8 + k8 = m0 +m14 +m6 +m8 (7)
c1 + k17 + c9 + k25 = c1 + c9 + k9 = m1 +m12 +m15 +m4 +m7 +m9 (8)

c2 + c10 + k10 = m2 +m12 +m13 +m4 +m5 +m10 (9)
c3 + c11 + k11 = m3 +m13 +m5 +m11 (10)
c4 + c12 + k12 = m2 +m12 +m4 +m10 (11)
c5 + c13 + k13 = m0 +m3 +m13 +m5 +m8 +m11 (12)
c6 + c14 + k14 = m0 +m1 +m14 +m6 +m8 +m9 (13)
c7 + c15 + k15 = m1 +m15 +m7 +m9. (14)

The right-hand side of each of those eight equations involves all four cells of a state. So
to use these equations as they are and combine them with equations like 1 through 6 would
give us equations with probabilities very close to .5 (we will see later where this tendency
toward .5 comes from when combining equations).

Instead we notice that the bits appearing on the right-hand side of Equation 7 are a
subset of those appearing in Equation 13. Similarly, the bits appearing on the right-hand
side of equations 10, 11 and 14 are subsets of those appearing in Equations 12, 9 and 8,
respectively. So if we add the Equations 7 and 13, then 10 and 12, then 11 and 9 and lastly
14 and 8, we get

c0 + c6 + c8 + c14 + k8 + k14 = m1 +m9 (15)
c3 + c5 + c11 + c13 + k11 + k13 = m0 +m8 (16)
c2 + c4 + c10 + c12 + k10 + k12 = m5 +m13 (17)
c1 + c7 + c9 + c15 + k9 + k15 = m4 +m12. (18)

Equations 15 - 18 are always true.

Let us consider Equation 16. We want to replace m0 + m8 with expressions in the pi’s
and ki’s that hold with some probability higher than .5. Within a cell, both m0 and m8

correspond to the bit b0 in the nibble b0b1b2b3. So we can use Equations 1 and 2.
Let’s first use Equation 1 for both cells 1 and 3.
p0 + k0 p1 + k1 p2 + k2 p3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p4 + k4 p5 + k5 p6 + k6 p7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

NS→ m0m1m2m3 m8m9m10m11

m4m5m6m7 m12m13m14m15

Recall the notation S-box(a0a1a2a3) = b0b1b2b3.

Equation 1 is a3 + b0 = 1, p = .75 (for cells 1 and 3).

p3 + k3 +m0 = 1, p = .75

p11 + k11 +m8 = 1, p = .75

p3 + p11 + k3 + k11 +m0 +m8 = 0, p = (.75)2 + (.25)2 = .625

p3 + p11 + k3 + k11 = m0 +m8, p = .625

Recall
c3 + c5 + c11 + c13 + k11 + k13 = m0 +m8 (16) always
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Combining
c3 + c5 + c11 + c13 + k11 + k13 = p3 + p11 + k3 + k11, p = .625

p3 + p11 + c3 + c5 + c11 + c13 = k3 + k13 (19), p = .625

This is our first of the kind of equation needed to do linear cryptanalysis.

Next we use Equation 1 on cell 1 and Equation 2 on cell 3 (we will again combine with
Equation 16).

p0 + k0 p1 + k1 p2 + k2 p3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p4 + k4 p5 + k5 p6 + k6 p7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

NS→ m0m1m2m3 m8m9m10m11

m4m5m6m7 m12m13m14m15

Recall the notation S-box(a0a1a2a3) = b0b1b2b3.

Equation 1 is a3 + b0 = 1, p = .75 (for cell 1).

Equation 2 is a0 + a1 + b0 = 1, p = .75 (for cell 3).

p3 + k3 +m0 = 1, p = .75

p8 + k8 + p9 + k9 +m8 = 1, p = .75

p3 + p8 + p9 + c3 + c5 + c11 + c13 = m0 +m8, p = .625

Recall
c3 + c5 + c11 + c13 + k11 + k13 = m0 +m8 (16) always

Combining
p3 + p8 + p9 + c3 + c5 + c11 + c13 = k3 + k8 + k9 + k11 + k13 (20), p = .625

This is the second of the kind of equation needed to do linear cryptanalysis.

If we use Equation 2 on both cells 1 and 3 we get p0 + p1 + p8 + p9 + c3 + c5 + c11 + c13
= k0 + k1 + k8 + k9 + k11 + k13 (21).
Using Equation 2 on cell 1 and Equation 1 on cell 3 is now redundant as it gives the same
information as we get by combining equations 19, 20 and 21.

For Equation 18 we can also use Equations 1 and 1, 1 and 2, and 2 and 2 on cells 2 and 4,
respectively, to get equations 22 - 24.
For Equation 15 we can use Equations 3 and 3, 3 and 4, and 4 and 4 on cells 1 and 3,
respectively, to get equations 25 - 27.
For Equation 17 we can use Equations 3 and 3, 3 and 4, and 4 and 4, on cells 2 and 4,
respectively, to get equations 28 - 29.

If we add Equations 15 and 16 we get c0+c3+c5+c6+c8+c11+c13+c14 +k8+k11+k13+k14
= m0 +m1 +m8 +m9.

p0 + k0 p1 + k1 p2 + k2 p3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p4 + k4 p5 + k5 p6 + k6 p7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

NS→ m0m1m2m3 m8m9m10m11

m4m5m6m7 m12m13m14m15

Recall the notation S-box(a0a1a2a3) = b0b1b2b3.

Equation 5 is a1 + a2 + b0 + b1 = 1, p = .75 (for cells 1 and 3).
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p1 + k1 + p2 + k2 +m0 +m1 = 1, p = .75

p9 + k9 + p10 + k10 +m8 +m9 = 1, p = .75.

p1 + p2 + p9 + p10 + k1 + k2 + k9 + k10 = m0 +m1 +m8 +m9, p = .675.

Recall
c0 + c3 + c5 + c6 + c8 + c11 + c13 + c14 +k8 + k11 + k13 + k14 = m0 +m1 +m8 +m9, (15)+ (16)
always.

Combining
p1+p2+p9+p10 +c0+c3+c5+c6+c8+c11+c13+c14 = k1+k2+k8+k9+k10+k11+k13+k14 (31),
p = .675.

It is tempting to use Equation 6 until one notices that it is the same as Equation 2 +
Equation 3, and hence is redundant. If we add 17 and 18 we can also use Equation 5 on
cells 2 and 4 to get equation (32).

The 14 equations are

p3 + p11 + c3 + c5 + c11 + c13 = k3 + k13 (19)
p3 + p8 + p9 + c3 + c5 + c11 + c13 = k3 + k8 + k9 + k11 + k13 (20)

p0 + p1 + p8 + p9 + c3 + c5 + c11 + c13 = k0 + k1 + k8 + k9 + k11 + k13 (21)
p7 + p15 + c1 + c7 + c9 + c15 = k7 + k9 (22)

p7 + p12 + p13 + c1 + c7 + c9 + c15 = k7 + k9 + k12 + k13 + k15 (23)
p4 + p5 + p12 + p13 + c1 + c7 + c9 + c15 = k4 + k5 + k9 + k12 + k13 + k15 (24)

p1 + p9 + c0 + c6 + c8 + c14 = k1 + k8 + k9 + k14 (25)
p1 + p8 + p9 + p10 + p11 + c0 + c6 + c8 + c14 = k1 + k9 + k10 + k11 + k14 (26)

p0 + p1 + p2 + p3 + p8 + p9 + p10 + p11 + c0 + c6 + c8 + c14 = k0 + k1 + k2 + k3 + k9 + k10 + k11 + k14 (27)
p5 + p13 + c2 + c4 + c10 + c12 = k5 + k10 + k12 + k13 (28)

p5 + p12 + p13 + p14 + p15 + c2 + c4 + c10 + c12 = k5 + k10 + k13 + k14 + k15 (29)
p4 + p5 + p6 + p7 + p12 + p13 + p14 + p15 + c2 + c4 + c10 + c12 = k4 + k5 + k6 + k7 + k10 + k13 + k14 + k15 (30)

p1 + p2 + p9 + p10 + c0 + c3 + c5 + c6 + c8 + c11 + c13 + c14 = k1 + k2 + k8 + k9 + k10 + k11 + k13 + k14 (31)
p5 + p6 + p13 + p14 + c1 + c2 + c4 + c7 + c9 + c10 + c12 + c15 = k5 + k6 + k9 + k10 + k12 + k13 + k14 + k15; (32)

they each hold with probability .625.
This set of linear equations can be represented by the matrix equation



0 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 1 0 0 0 0 1 1 0 1 0 1 0 0
1 1 0 0 0 0 0 0 1 1 0 1 0 1 0 0
0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 1 0 0 1 1 0 1
0 0 0 0 1 1 0 0 0 1 0 0 1 1 0 1
0 1 0 0 0 0 0 0 1 1 0 0 0 0 1 0
0 1 0 0 0 0 0 0 0 1 1 1 0 0 1 0
1 1 1 1 0 0 0 0 0 1 1 1 0 0 1 0
0 0 0 0 0 1 0 0 0 0 1 0 1 1 0 0
0 0 0 0 0 1 0 0 0 0 1 0 0 1 1 1
0 0 0 0 1 1 1 1 0 0 1 0 0 1 1 1
0 1 1 0 0 0 0 0 1 1 1 1 0 1 1 0
0 0 0 0 0 1 1 0 0 1 1 0 1 1 1 1





k0
k1
k2
k3
k4
k5
k6
k7
k8
k9
k10
k11
k12
k13
k14
k15



=



p3 + p11 + c3 + c5 + c11 + c13
. . .

p5 + p6 + . . . c15
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The rows are linearly independent, so there is no redundancy of information in the 14
equations.

The Attack
Eve takes the known plaintext/ciphertext pairs and evaluates p3+p11+ c3+ c5+ c11+ c13

for all of them. If it’s usually 0, then she puts 0 at the top of that vector. If it’s usually 1,
then she puts 1.

For simplicity, assume Eve has gotten all 14 choices of 0 or right 1. She now has 14
equations in 16 unknowns (k0, . . . , k15), so there are 216−14 = 4 possible solutions for the
key. The simplest way to extend the 14 rows of the matrix to a basis (of the 16-dimensional
F2-vector space) is to include the vectors associate to k0 and k4. Eve uses the matrix equation



0 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 1 0 0 0 0 1 1 0 1 0 1 0 0
1 1 0 0 0 0 0 0 1 1 0 1 0 1 0 0
0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 1 0 0 1 1 0 1
0 0 0 0 1 1 0 0 0 1 0 0 1 1 0 1
0 1 0 0 0 0 0 0 1 1 0 0 0 0 1 0
0 1 0 0 0 0 0 0 0 1 1 1 0 0 1 0
1 1 1 1 0 0 0 0 0 1 1 1 0 0 1 0
0 0 0 0 0 1 0 0 0 0 1 0 1 1 0 0
0 0 0 0 0 1 0 0 0 0 1 0 0 1 1 1
0 0 0 0 1 1 1 1 0 0 1 0 0 1 1 1
0 1 1 0 0 0 0 0 1 1 1 1 0 1 1 0
0 0 0 0 0 1 1 0 0 1 1 0 1 1 1 1
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0





k0
k1
k2
k3
k4
k5
k6
k7
k8
k9
k10
k11
k12
k13
k14
k15



=



p3 + p11 + c3 + c5 + c11 + c13
. . .

p5 + p6 + . . . c15
∗
∗


In the vector at right, in the first 14 places, she puts in 0, or 1, whichever appeared more
commonly. She brute forces the remaining two bits.

Let us say that Eve wants to be 95% certain that all 14 of the bit choices are correct. We
can approximate the number n of different plaintexts and corresponding ciphertexts she will
need for this certainty level. For i = 19, . . . , 32, let p̂i denote the random variable whose value
is equal to the proportion of the n plaintexts and corresponding ciphertexts for which the
left-hand side of Equation i is equal to the correct value (0 or 1) of the right-hand side, for the
given key. For each i, the expected value of p̂i is .625 and its variance is (.625)(1− .625)/n.

Therefore the standard deviation of p̂i is
√
15/(64n).

We want Prob(p̂i > .5 for i = 19 . . . , 32) = .95. We will assume that the p̂i’s are
independent since we do not know any better and it is probably close to true. Thus we have
.95 = Prob(p̂i > .5 for i = 19 . . . , 32) = Prob(p̂i > .5)14, for any given i. Therefore we want

Prob(p̂i > .5) = 14
√
.95 = .99634, for any given i.

For sufficiently large n, the random variable p̂i is essentially normal. So we will standard-
ize p̂i by subtracting off its expected value and dividing by its standard deviation, which will
give us (approximately) the standard normal random variable denoted Z.
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We have

.99634 = Prob(p̂i > .5) = Prob

 p̂i − .625√
15
64n

>
.5− .625√

15
64n

 = Prob

(
Z >

−
√
n√

15

)
.

Therefore

1− .99634 = .00366 = Prob

(
Z <

−
√
n√

15

)
.

By the symmetry of the probability density function for Z we have

.00366 = Prob

(
Z >

√
n√
15

)
.

Looking in a Z-table, we see Prob(Z > 2.685) ≈ .00366. To solve for n, we set
√
n/
√
15 =

2.685. This gives us n = 15(2.685)2; rounding up we get n = 109.
A generalization of the above argument shows that for a certainty level of c with 0 < c < 1

(we chose c = .95) we have n = 15z2 where z is the value in a Z-table corresponding to

1 − 14
√
c. In fact only n = 42 plaintexts and corresponding ciphertexts are needed for the

certainty level to go above c = .5. If none of the keys works, she can get more plaintexts
and corresponding ciphertexts. Alternately, she can try switching some of her 14 choices for
the bits. Her first attempt would be to switch the one that had occurred the fewest number
of times.

Speed of attack
If Eve has a single plaintext and corresponding ciphertext, then she can try all 216 = 65536

keys to see which sends the plaintext to the ciphertext. If more than one key works, she
can check the candidates on a second plaintext and corresponding ciphertext. Undoubtedly
only one key will work both times. This is called a pure brute force attack. On average, she
expects success half way through, so the expected success occurs after 215 encryptions.

For our linear cryptanalytic attack to succeed with 95% certainty, Eve needs to compute
the values of the 14 different

∑
i∈S1

pi ⊕
∑

j∈S2
cj’s for each of the 109 plaintexts and cor-

responding ciphertexts. Then she only needs to do a brute force attack with four possible
keys.

Thus this linear cryptanalytic attack seems very attractive compared to a pure brute
force attack for one-round simplified AES. However, when you add rounds, you have to do
more additions of equations in order to eliminate unknown, intermediary bits (like the mi’s
and ni’s) and the probabilities associated to the equations then tend toward .5 (as we saw our
probabilities go from .75 to .625). The result is that many more plaintexts and corresponding
ciphertexts are needed in order to be fairly certain of picking the correct bit values for the∑

l∈S3
kl’s.

30.6 Differential cryptanalysis

Differential cryptanalysis (Biham, Shamir) is chosen plaintext attack. Usually unrealistic.
You can use if have enormous amount of known PT (with enough, you’ll find ones you would
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have chosen). (Smart cards/cable box). Eve picks 2 PT’s that differ in specified bits and
same at specified bits and looks at difference in corresponding two CT’s and deduces info
about key.

Diff’l cry’s of 1-round simplified Rijndael: AK1 ◦MC ◦ SR ◦ NS ◦ AK0 . One key used
to encrypt 2 PT’s p0 . . . p15 & p∗0 . . . p

∗
15 with p8 . . . p15 = p∗8 . . . p

∗
15 to get 2 CT’s c0 . . . c15 &

c∗0 . . . c
∗
15. Want p0p1p2p3 ̸= p∗0p

∗
1p

∗
2p

∗
3 as nibbles (OK if some bits same). Want p4p5p6p7 ̸=

p∗4p
∗
5p

∗
6p

∗
7.
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p0 p1 p2 p3 p8 p9 p10 p11
p4 p5 p6 p7 p12 p13 p14 p15

p∗0 p∗1 p∗2 p∗3 p8 p9 p10 p11
p∗4 p∗5 p∗6 p∗7 p12 p13 p14 p15

AK0

p0 + k0 p1 + k1 p2 + k2 p3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p4 + k4 p5 + k5 p6 + k6 p7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

and
p∗0 + k0 p∗1 + k1 p∗2 + k2 p∗3 + k3 p8 + k8 p9 + k9 p10 + k10 p11 + k11
p∗4 + k4 p∗5 + k5 p∗6 + k6 p∗7 + k7 p12 + k12 p13 + k13 p14 + k14 p15 + k15

NS (S-box each nybble)

m0m1m2m3 m8m9m10m11

m4m5m6m7 m12m13m14m15

m∗
0m

∗
1m

∗
2m

∗
3 m8m9m10m11

m∗
4m

∗
5m

∗
6m

∗
7 m12m13m14m15

SR (shiftrow)

m0m1m2m3 m8m9m10m11

m12m13m14m15 m4m5m6m7

m∗
0m

∗
1m

∗
2m

∗
3 m8m9m10m11

m12m13m14m15 m∗
4m

∗
5m

∗
6m

∗
7

MC (mixcolumn)

m0 +m14 m1 +m12 +m15 m2 +m12 +m13 m3 +m13 m6 +m8 m4 +m7 +m9 m4 +m5 +m10 m5 +m11

m2 +m12 m0 +m3 +m13 m0 +m1 +m14 m1 +m15 m4 +m10 m5 +m8 +m11 m6 +m8 +m9 m7 +m9

and
m∗

0 +m14 m∗
1 +m12 +m15 m∗

2 +m12 +m13 m∗
3 +m13 m∗

6 +m8 m∗
4 +m∗

7 +m9 m∗
4 +m∗

5 +m10 m∗
5 +m11

m∗
2 +m12 m∗

0 +m∗
3 +m13 m∗

0 +m∗
1 +m14 m∗

1 +m15 m∗
4 +m10 m∗

5 +m8 +m11 m∗
6 +m8 +m9 m∗

7 +m9

AK1

m0 +m14 + k16 m1 +m12 +m15 + k17 m2 +m12 +m13 + k18 m3 +m13 + k19
m2 +m12 + k20 m0 +m3 +m13 + k21 m0 +m1 +m14 + k22 m1 +m15 + k23

m6 +m8 + k24 m4 +m7 +m9 + k25 m4 +m5 +m10 + k26 m5 +m11 + k27
m4 +m10 + k28 m5 +m8 +m11 + k29 m6 +m8 +m9 + k30 m7 +m9 + k31

and
m∗

0 +m14 + k16 m∗
1 +m12 +m15 + k17 m∗

2 +m12 +m13 + k18 m∗
3 +m13 + k19

m∗
2 +m12 + k20 m∗

0 +m∗
3 +m13 + k21 m∗

0 +m∗
1 +m14 + k22 m∗

1 +m15 + k23

m∗
6 +m8 + k24 m∗

4 +m∗
7 +m9 + k25 m∗

4 +m∗
5 +m10 + k26 m∗

5 +m11 + k27
m∗

4 +m10 + k28 m∗
5 +m8 +m11 + k29 m∗

6 +m8 +m9 + k30 m∗
7 +m9 + k31

This equals

c0c1c2c3 c8c9c10c11
c4c5c6c7 c12c13c14c15

c∗0c
∗
1c

∗
2c

∗
3 c∗8c

∗
9c

∗
10c

∗
11

c∗4c
∗
5c

∗
6c

∗
7 c∗12c

∗
13c

∗
14c

∗
15

XOR the next to the lasts (with mi’s and ki’s) together and get

m0 +m∗
0 m1 +m∗

1 m2 +m∗
2 m3 +m∗

3 don’t care
don’t care m4 +m∗

4 m5 +m∗
5 m6 +m∗

6 m7 +m∗
7

which equals the XOR of the last one (with the ci’s).

c0 + c∗0 c1 + c∗1 c2 + c∗2 c3 + c∗3 don’t care
don’t care c12 + c∗12 c13 + c∗13 c14 + c∗14 c15 + c∗15
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We have c0c1c2c3 + c∗0c
∗
1c

∗
2c

∗
3

= m0m1m2m3 +m∗
0m

∗
1m

∗
2m

∗
3

= Sbox(p0p1p2p3 + k0k1k2k3)+Sbox(p∗0p
∗
1p

∗
2p

∗
3 + k0k1k2k3).

So if p8 . . . p15 = p∗8 . . . p
∗
15 then Sbox(p0p1p2p3 + k0k1k2k3)+Sbox(p∗0p

∗
1p

∗
2p

∗
3 + k0k1k2k3) =

c0c1c2c3 + c∗0c
∗
1c

∗
2c

∗
3. (I). ((Box, including if statement.))

All known except k0k1k2k3. Note equation DEPENDS ON p8 . . . p15 = p∗8 . . . p
∗
15.

Similarly c12c13c14c15+ c∗12c
∗
13c

∗
14c

∗
15

= m4m5m6m7 +m∗
4m

∗
5m

∗
6m

∗
7

Sbox(p4p5p6p7 + k4k5k6k7)+ Sbox(p∗4p
∗
5p

∗
6p

∗
7 + k4k5k6k7).

So if p8 . . . p15 = p∗8 . . . p
∗
15 then Sbox(p4p5p6p7 + k4k5k6k7)+ Sbox(p∗4p

∗
5p

∗
6p

∗
7 + k4k5k6k7) =

c12c13c14c15+ c∗12c
∗
13c

∗
14c

∗
15. (II).

All known except k4k5k6k7.

Ex: Eve encrypts

p0 p15
ASCII No = 0100 1110 0110 1111

CT = 0010 0010 0100 1101
and

p∗0 p∗15
ASCII to = 0111 0100 0110 1111

CT = 0000 1010 0001 0001

Eq’n I: Sbox(0100 + k0k1k2k3) +Sbox(0111 + k0k1k2k3) = 0010 + 0000 = 0010.

cand A B
k0k1k2k3 +0100 +0111 Sbox(A) Sbox(B) Sbox(A)+Sbox(B)
0000 0100 0111 1101 0101 1000
0001 0101 0110 0001 1000 1001
0010 0110 0101 1000 0001 1001
0011 0111 0100 0101 1101 1000
0100 0000 0011 1001 1011 0010
0101 0001 0010 0100 1010 1110
0110 0010 0001 1010 0100 1110
0111 0011 0000 1011 1001 0010
1000 1100 1111 1100 0111 1011
1001 1101 1110 1110 1111 0001
1010 1110 1101 1111 1110 0001
1011 1111 1100 0111 1100 1011
1100 1000 1011 0110 0011 0101
1101 1001 1010 0010 0000 0010
1110 1010 1001 0000 0010 0010
1111 1011 1000 0011 0110 0101

So k0k1k2k3 ∈ {0100, 0111, 1101, 1110}.
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Note that set of cand’s is determined by 2nd and 3rd columns. Those are pairs with X-
OR=0011. So if p0p1p2p3 + p∗0p

∗
1p

∗
2p

∗
3 = 0011 will get same cand’s. So find new pair with

p0p1p2p3 + p∗0p
∗
1p

∗
2p

∗
3 ̸= 0011, (0000).

In PARI we
? p1=[0,1,0,0]
? p2=[0,1,1,1]
ctxor=[0,0,1,0]
? \r xor.txt
((Output:))
[0,1,0,0]
...
[1,1,1,0]

Eve encrypts

p0 p15
ASCII Mr = 0100 1101 0111 0010

CT = 1101 0101 1101 0000
and

p∗0 p∗15
ASCII or = 0110 1111 0111 0010

CT = 1100 0001 0100 1111

I: Sbox(0100 + k0k1k2k3) +Sbox(0110 + k0k1k2k3) = 1101 + 1100 = 0001. We get the
candidates k0k1k2k3 ∈ {1101, 1111}. The intersection of two sets is k0k1k2k3 = 1101.

Using II, and these two matched PT/CT pairs, Eve determines k4k5k6k7 = 1100.

To get k8k9k10k11 and k12k13k14k15, need two more eq’ns III and IV (to be determined in
HW).

With enough rounds (> 3 DES,> 1 Rijndael) impossible to find such equations with prob-
ability 1. Instead find such eq’ns with lower prob’y p. Then right keybits appear in propor-
tion p of candidate sets. Others show up randomly and since so many (real DES/Rijndael),
will appear much less often.

31 Attacks on Public Key Cryptography

In this section, we present algorithms for factoring, the finite field discrete logarithm problem
and the elliptic curve discrete logarithm problem that run faster than brute force.

31.1 Pollard’s ρ algorithm

The birthday paradox says that if there are more than 23 people in a room, then odds are
that two have the same birthday. In general, if α

√
n items are drawn with replacement

from a set of size n, then the probability that two will match is approximately 1 − e−α2/2.
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So if you pick
√
ln(4)n ≈ 1.2

√
n items, odds are 50/50 that two will match. So you need√

365ln(4) ≈ 23 birthdays.

If you take a random walk through a set of size n, then you expect after 1.2
√
n steps that

you’ll come back to a place you’ve been before. Exploiting this is called Pollard’s ρ-method.
The number of expected steps before returning to some previous point is O(

√
n). Below is

a random walk that shows why it’s called the ρ-method (note shape).

* * -> * *

* / \ \ *

* / * -- *

* * *

* / * * *

* * *

| * * *

| * * *

* * *

Start

A factoring algorithm based on this was the first algorithm significantly faster than trial
division. It is still best on numbers in the 8 - 15 digit range. We want to factor n. Iterate
a function, like f(x) = x2 + 1(modn) (starting with, say x = 0) and you get a random walk
through Z/nZ. If n = pq, you hope that modulo p you come back (to a place you’ve been
before) and mod q that you don’t. Example: Let’s say we want to factor 1357. We’ll use
the map x2 + 1 so am+1 = a2m + 1(mod 1357) where we start with a0 = 0.

Here’s an algorithm with little storage and no look-up.
Step 1) Compute a1, a1, a2, gcd(a2 − a1, n), store a1, a2
Step 2) Compute a2, a3, a4, gcd(a4 − a2, n), store a2, a4 and delete a1, a2
Step 3) Compute a3, a5, a6, gcd(a6 − a3, n), store a3, a6 and delete a2, a4
Step 4) Compute a4, a7, a8, gcd(a8 − a4, n), store a4, a8 and delete a3, a6
Step 5) Compute a5, a9, a10, gcd(a10 − a5, n), store a5, a10, and delete a4, a8, etc.

i 2i− 1 2i ai a2i−1 a2i gcd(a2i − ai, 1357)
1 1 2 1 1 → 2 1

↓ ↙
2 3 4 2 5 → 26 1

↓ ↙
3 5 6 5 677 → 1021 1

↓ ↙
4 7 8 26 266 → 193 1

↓ ↙
5 9 10 677 611 → 147 1

↓ ↙
6 11 12 1021 1255 → 906 23

So 23|1357 and 1357/23 = 59. Note that computing x2 + 1(modn) is fast and gcd’ing is
fast.
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Why did this work? Let’s look behind the scenes at what was happening modulo 23 and
modulo 59.

aimod 1357 aimod 23 aimod 59
a1 = 1 1 1
a2 = 2 2 2
a3 = 5 5 5
a4 = 26 3 26
a5 = 677 10 28
a6 = 1021 9 18
a7 = 266 13 30
a8 = 193 9 16
a9 = 611 13 21
a10 = 147 9 29
a11 = 1255 13 16
a12 = 906 9 21

Note 906 − 1021 ≡ 9 − 9 ≡ 0(mod 23), ≡ 21 − 18 ≡ 3(mod 59). So 23|906 − 1021, 59 ̸
|906− 1021. So gcd(906− 1021, 1357) = 23.

Wouldn’t it be faster just to make the list a1, . . . , a8 and gcd at each step with all the
previous ai’s? No. If the ρ (when we get back, modulo p to where we’ve been before) happens

after m steps (above we see it happened for m = 8) then we need 1+2+ . . .+(m− 1) ≈ m2

2

gcd’s and a lot of storage. The earlier algorithm has only about 4m steps.
How long until we ρ? Assume n = pq and p <

√
n. If we come back to somewhere we

have been before mod p after m steps then m = O(
√
p) = O( 4

√
n) = O(e

1
4
logn). Trial division

takes O(
√
n) = O(e

1
2
logn) steps. In each case, we multiply by O(logi(n)) for i = 2 or 3 to get

the running time. This multiplier, however, is insignificant. The number field sieve takes

time eO(logn)1/3(loglogn)2/3).
We can use the same idea to solve the discrete log problem for elliptic curves over finite

fields. This is still the best known algorithm for solving the ECDLP. Let E : y2 = x3+17x+1
over F101. The point G = (0, 1) generates E(F101). In addition, 103G = ∅ so the multiples
of the points work modulo 103. The point Q = (5, 98) = nG for some n; find n. Let x(point)
denote the x-coordinate of a point, so x(Q) = 5.

Let’s take a random walk through E(F101). Let v0 = [0, 0] and P0 = ∅. The vector
vi = [ai, bi] means Pi = aiQ+ biG where ai, bi are defined modulo 103. Here is the walk:
If x(Pi) ≤ 33 or Pi = ∅ then Pi+1 = Q+ Pi and vi+1 = vi + [1, 0].
If 33 < x(Pi) < 68 then Pi+1 = 2Pi and vi+1 = 2vi.
If 68 ≤ x(Pi) then Pi+1 = G+ Pi and vi+1 = vi + [0, 1].

When P2j = Pj, quit. Then P2j = a2jQ + b2jG = ajQ + bjG = Pj. So (a2j − aj)Q =

(bj − b2j)G and Q = (bj − b2j)(a2j − aj)
−1G where (a2j − aj)

−1 is reduced modulo 103. Note

the step Pi+1 = 2Pi depends on the fact that gcd(2,#E(Fp)) = 1. If 2|#E(Fp), then replace
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2 with the smallest prime relatively prime to #E(Fp).

Pi = aiQ+ biG
i Pi vi = [ai, bi]

0 [0, 0]
1 (5, 98) [1, 0]
2 (68, 60) [2, 0]
3 (63, 29) [2, 1]
4 (12, 32) [4, 2]
5 (8, 89) [5, 2]
6 (97, 77) [6, 2]
7 (62, 66) [6, 3]
8 (53, 81) [12, 6]
9 (97, 77) [24, 12]
10 (62, 66) [24, 13]
11 (53, 81) [48, 26]
12 (97, 77) [96, 52]

Note that P12 = P6 so 6Q + 2G = 96Q + 52G. Thus −90Q = 50G and Q = (−90)−150G.
We have (−90)−150 ≡ 91(mod103) so Q = 91G. Of course we really compute P1, P1, P2

and compare P1, P2. Then we compute P2, P3, P4 and compare P2, P4. Then we compute
P3, P5, P6 and compare P3, P6, etc..

We can use a similar idea to solve the FFDLP. Instead of doubling (i.e. squaring here) in
random walk, we raise to a power relatively prime to #F∗

q for q = 2r or q a prime. Example.
g = 2 generates F∗

101. We have y = 86 = gx. Find x.
We’ll take a random walk through F∗

101. Let c0 = 1 and v0 = [0, 0]. The vector vi = [ai, bi]
means ci = yaigbi = 86ai2bi . Note ai, bi are defined modulo 100.
If ci ≤ 33 then ci+1 = ciy = 86ci and vi+1 = vi + [1, 0].
If 33 < ci < 68 then ci+1 = c3i and vi+1 = 3vi (we used 3 since it is relatively prime to 100,
the group order).
If 68 ≤ ci then ci+1 = cig = 2ci and vi+1 = vi + [0, 1].

When c2j = cj you quit. Then c2j = ya2jgb2j = yajgbj = cj. So ya2j−aj = gbj−b2j and

y = g(bj−b2j)(a2j−aj)
−1
, where the inversion in the exponent happens modulo 100.

We have

ci = 86ai2bi

i ci vi = [ai, bi]
0 1 [0,0]
1 86 [1,0]
2 71 [1,1]
3 41 [1,2]
4 39 [3,6]
5 32 [9,18]
6 25 [10,18]
7 29 [11,18]
8 70 [12,18]
9 39 [12,19]
10 32 [36,57]

112



So 32 = 8636257 = 869218 and 8627 = 218−57. Now 18 − 57 ≡ 61(mod 100) so 8627 = 261

and 86 = 261(27
−1). Now 61(27−1) ≡ 61(63) ≡ 43(mod 100) so 86 = 243 in F101. Note that

if the entries in the vector [ai, bi] become 100 or larger, you reduce them modulo 100. Had
(a2j − aj) not been invertible modulo 100, then we would find all solutions to (a2j − aj)x =
bj − b2j(mod 100).

Often, when the security of a cryptosystem depends on the difficulty of solving the discrete
logarithm problem in F∗

q, you choose q so that there is a prime ℓ with ℓ|q − 1 = #F∗
q of a

certain size. In this case, you find an element h ∈ F∗
q such that hℓ = 1, with h ̸= 1. All

computations are done in the subset (subgroup) of F∗
q generated by h. If ℓ is sufficiently

smaller than q, then encryption, decryption, signing or verifying a signature will be faster.
Note that Pollard’s ρ-algorithm can be done in the subset of elements in F∗

q generated by
h. So this subset has size ℓ. So the running time depends on ℓ. The number field sieve
adaptation of the index calculus algorithm, runs in sub-exponential time, so is much faster
than Pollard’s ρ algorithm for a whole finite field. The index calculus algorithm, however,
can not be adapted to the subset generated by h. So its running time depends on q. You can
choose ℓ so that the Pollard’s ρ algorithm in the subset generated by h takes the same amount
of time as the index calculus algorithm in F∗

q. This increases speed without compromising
security. Note that the number field sieve and the index calculus algorithm are described in
Sections 31.3.3 and 31.2.6, though the number field sieve adaptation of the index calculus
algorithm is not.

31.2 Factoring

The most obvious way of cracking RSA is to factor a user’s n = pq into the primes p and
q. When we talk about the problem of factoring, we assume that we are looking for a single
non-trivial factor of a number n, so we can assume n is odd. So 105 = 7 · 15 is a successful
factorization, despite the fact that 15 is not prime.

The best known algorithm for factoring an RSA number is the number field sieve. How-
ever, factoring appears in other cryptographic contexts as well. Given the Pohlig-Hellman
algorithm described in Section 31.3.2, we can se that it is important to be able to factor the
size of a group of the form F∗

q or E(Fq). That way we can ensure that the discrete logarithm
problem is difficult in those groups. Typically, factoring algorithms other than the number
field sieve are used for such factorizations. For that reason, we will look at other factoring
algorithms (like those using continued fractions and elliptic curves) that are used in these
other cryptographic contexts.

Trial division is very slow, but still the fastest way of factoring integers of fewer than 15
digits.

Most of the better factoring algorithms are based on the following. For simplification
we will assume that n = pq where p and q are different odd primes. Say we find x and y
such that x2 ≡ y2(modn). Assume x ̸≡ ±y(modn). Then n|x2 − y2 so n|(x+ y)(x− y). So
pq|(x+ y)(x− y). We hope that p|(x+ y) and q|(x− y). If so, gcd(x+ y, n) = p (and gcd’ing
is fast) and q = n/p. If not, then n = pq|x + y or n = pq|x− y so x ≡ ±y(modn) and you
try again.

Note that n need not be the product of exactly two primes. In general, all the arguments
above go through for more complicated n. In general gcd(x− y, n) is some divisor of n.
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Here are some algorithms for finding x and y.

31.2.1 Fermat Factorization

This algorithm exploits the fact that small integers are more likely than large integers to be
squares. It does not help to let x = 1, 2, 3, . . . since the reduction of x2(modn) is equal to x2.

So we need to find x such that x2 > n (or x >
√
n) and we want the reduction of x2(modn)

to be small modulo n so we pick x just larger than
√
n.

The notation ⌈x⌉ denotes the smallest number that is greater than or equal to x. So

⌈1.5⌉ = 2 and ⌈3⌉ = 3. First compute ⌈
√
n⌉. Then compute

√
⌈
√
n⌉2 − n. If it’s not an inte-

ger then compute
√
(⌈
√
n⌉+ 1)2 − n. If it’s not an integer then compute

√
(⌈
√
n⌉+ 2)2 − n,

etc. until you get an integer. Example. n = 3229799,
√
n ≈ 1797.16 so ⌈

√
n⌉ = 1798.

17982−n = 3005, but
√
3005 ̸∈ Z. 17992−n = 6602, but

√
6602 ̸∈ Z. 18002−n = 10201 and√

10201 = 101. Thus 18002− n = 1012 and 18002− 1012 = n so (1800+ 101)(1800− 101) =
n = 1901 · 1699.

Fermat factorization tends to work well when n is not too much larger than a square.

31.2.2 Factor Bases

In most modern factoring algorithms (continued fraction, quadratic sieve and number field

sieve), you want to find x’s so that the reduction of x2(modn) is smooth. That is because it
is easier to multiply smooth numbers together in the hopes of getting a square. One way to
make that likely is for the reductions to be small. So you could choose x2 near a multiple of

n. So x2 ≈ kn for k ∈ Z and x ≈
√
kn. We then create a factor base consisting of the primes

≤ b, our smoothness bound. The best choice of b depends on some complicated number
theory. The bound b will increase with n.

We want to exploit any x2 ≈ kn whether x2 > kn or x2 < kn. Now if x2 < kn then
we should have x2 ≡ −1 · l(modn) where l is small. So we include −1 in our factor base as

well. For each x with x2 ≈ kn, compute the reduction of x2(modn). If the reduction r is
just under n, then you will instead use −1 · (n− r). Now factor the reduction over the factor
base using trial division. If you can not, then try another x. Continue until some product
of some subset of the reductions is a square.

Here is a simple algorithm exploiting this idea. Choose the closest integers to
√
kn for

k = 1, 2, . . .. The number of close integers depends on n in an ugly way. Let x be an integer

near
√
kn.

Example. n = 89893, use b = 20 and the four closest integers to each
√
kn. We have√

n ≈ 299.8.
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−1 2 3 5 7 11 13 17 19
2992 ≡ −492 not factor
3002 ≡ 107 not factor
2982 ≡ −1089 −1 · 32 · 112 1 0 0 0 0 0 0 0 0
3012 ≡ 708 not factor√
2n ≈ 424.01

4242 ≡ −10 −1 · 2 · 5 1 1 0 1 0 0 0 0 0
4252 ≡ 839 not factor
4232 ≡ −857 not factor
4262 ≡ 1690 = 2 · 5 · 132 0 1 0 1 0 0 0 0 0

In order to get the product of the reductions to be a square, we need to find some
subset of the vectors on the right that sum to 0 modulo 2. We see that 2982 · 4242 · 4262 ≡
−1·32 ·112 ·−1·2 ·5·2·5·132(modn). So (298 ·424·426)2 ≡ (−1·2·3·51̇1·13)2(modn). Recall

that if x2 ≡ y2(modn) and x ̸≡ ±y(modn) then gcd(x + y, n) is a non-trivial factor of n¿
Now you reduce what is inside the parentheses. We have 298 · 424 · 426 ≡ 69938(modn) and
−1 ·2 ·3 ·5 ·11 ·13 ≡ 85603(modn). Note that gcd(69938+85603, n) = 373 and n/373 = 241.

As a note, this example is unrepresentative of the usual case in that we used each vector
that arose. You might have gotten vectors v1 = [1, 0, 0, 0, 0, 0, 0 . . ., v2 = [1, 1, 0, 1, 0, 0, 0 . . .,
v3 = [0, 0, 1, 0, 1, 0, 0 . . ., v4 = [1, 0, 0, 0, 0, 1, 0 . . ., v5 = [0, 1, 0, 1, 0, 0, 0, . . . (where . . . means
0’s). Then we would need to find a subset whose sum is 0 modulo 2. Note that if we let M
be the matrix whose columns are v1, . . . , v5, we can compute the null space of M modulo 2.
Any non-0 vector in the null space gives a trivial linear combination of the vi’s. The null
space of M mod 2 has (1, 1, 0, 0, 1) as a basis, so v1 + v2 + v5 = 0 modulo 2.

There are several algorithms which improve ways of finding bi’s so that the b2i (modn)’s
are smooth. This includes the continued fraction factoring algorithm, the quadratic sieve
and the number field sieve.

31.2.3 Continued Fraction Factoring

This was the best factoring algorithm around 1975. See Section 29.1 for an explanation of
continued fractions. It is still the fastest algorithm for factoring some medium sized integers.
We want x2 near a multiple of n. Let’s say that b/c is a convergent to

√
n’s simple continued

fraction. Then b/c ≈
√
n so b2/c2 ≈ n so b2 ≈ c2n so b2 is near a multiple of n. So b2(modn)

is small.
Let n = 17873. The simple continued fraction expansion of

√
n = 133.689939 . . . starts

[133, 1, 2, 4, 2, 3, 1, 2, 1, 2, 3, 3, . . .. We will use the factor base {−1, 2, 3, 5, 7, 11, 13, 17, 19, 23, 29}
and omit the 0’s in our chart.

−1 2 3 5 7 11 13 17 19 23 29
[133] = 133 1332 ≡ −184 = −1 · 23 · 23 1 1 1

[133, 1] = 134 1342 ≡ 83 = n.f.
[133, 1, 2] = 401

3
4012 ≡ −56 = −1 · 23 · 7 1 1 1

[133, 1, 2, 4] = 1738
13

17382 ≡ 107 = n.f.
[133, . . . , 2] = 3877

29
38772 ≡ −64 = −1 · 26 1

[133, . . . , 3] = 13369
100

133692 ≡ 161 = 7 · 23 1 1
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Note 401
3
≈ 133.67, 1738

13
≈ 133.692, 3877

29
≈ 133.6896, etc.

(133 · 401 · 13369)2 ≡ (−1 · 23 · 7 · 23)2(modn). Now 133 · 401 · 13369 ≡ 1288 and

−1 · 23 · 7 · 23 ≡ 16585 but 1288 ≡ −16585. That’s bad. It means gcd(16585 + 1288, n) = n
and gcd(16585− 1288, n) = 1. So we get no factors. We continue.

−1 2 3 5 7 11 13 17 19 23 29
[133, . . . , 1] = 17246

129
172462 ≡ −77 = −1 · 7 · 11 1 1 1

[133, . . . , 2] = 47861
358

478612 ≡ 149 = n.f.
[133, . . . , 1] = 65107

487
651072 ≡ −88 = −1 · 23 · 11 1 1 1

(401·3877·17246·65107)2 ≡ (−12 ·26 ·7·11)2(modn). Now 401·3877·17246·65107 ≡ 7272

and −12 · 26 · 7 · 11 ≡ 4928. We have 7272 − 4928 = 2344 and gcd(2344, n) = 293 and
n/293 = 61. Both 293 and 61 are prime.

31.2.4 H.W. Lenstra Jr.’s Elliptic Curve Method of Factoring

This algorithm is often best if n’s smallest prime factor is between 13 and 65 digits and the
next smallest prime factor is a lot bigger. Let’s start with a motivating example.

Example. Let’s use the elliptic curve y2 = x3 + x + 1 to factor 221. Clearly the point
R = (0, 1) is on this elliptic curve. Modulo 221 you could compute 2R = (166, 137), 3R =
(72, 169), 4R = (109, 97), and 5R = (169, 38). To compute 6R = R + 5R, you first find

the slope 38−1
169−0

= 37
169

(mod 221). So we need to find 169−1(mod 221). We do the Euclidean

algorithm and discover that gcd(221, 169) = 13. So 13|221 and 221/13 = 17.
What happened behind the scenes?

mod 13 mod 17
R (0,1) (0,1)
2R (10,7) (13,1)
3R (7,0) (4,16)
4R (10,6) (9,12)
5R (0,12) (16,4)
6R ∅ (10,12)

Note that 18R = ∅(mod 17). We succeeded since modulo 13, 6R = ∅ but modulo 17,
6R ̸= ∅.

Note modulo any prime, some multiple of R is 0. End example.
For simplicity, we will consider the elliptic curve method of factoring n = pq, though the

method works for arbitrary positive integers. Choose some elliptic curve E and point R on
it modulo n. Find a highly composite number like t! (the size of t depends on n) and hope
that t!R = ∅ modulo one prime (say p) but not the other. Then gcd(denominator of the
slope used in the computation of t!R, n) = p and you get a factor.

Why t!? There’s some m with mR = 0 (mod p). If m|t! (which is somewhat likely) then
t! = lm and so t!R = lmR = l(mR) = l∅ = ∅.

There are two ways this can fail. 1) t!R is not ∅ mod p or q (like 2!R in the last example).
2) t!R is ∅ mod p and q so gcd(denominator,n) = n. If you fail, choose a new E and R.
With most other factoring algorithms you do not have such choices. For example, you could
use the family E : y2 = x3 + jx+ 1 and R = (0, 1) for various j.
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Example. Let n = 670726081, E : y2 = x3 + 1 and R = (0, 1) Then (100!)R = ∅.
So 2) happened. Now use E : y2 = x3 + x + 1 and the same R. Then (100!)R =

(260043248, 593016337). So 1) happened. Now use E : y2 = x3 +2x+1 and the same R. In
trying to compute (100!)R, my computer gave an error message since it could not invert 54323
(modn). But this failure brings success since gcd(54323, n) = 54323 and n/54323 = 12347.

31.2.5 Number Fields

We will study number fields so as to have some understanding of the number field sieve.
Let Z denote the integers, Q denote the rationals (fractions of integers), and R denote

the real numbers. Let i =
√
−1, i2 = −1, i3 = −i, i4 = 1. The set C = {a+ bi| a, b ∈ R} is

the set of complex numbers. π+ ei is complex. Let f(x) = anx
n + an−1x

n−1 + . . .+ a1x+ a0
with ai ∈ Z. Then we can write f(x) = an(x− α1)(x− α2) · . . . · (x− αn) with αi ∈ C. The
set of {αi} is unique. The αi’s are called the roots of f . α is a root of f(x) if and only if
f(α) = 0.

Q(α) is called a number field. It is all numbers gotten by combining the rationals and α
using +,−,×,÷.

Example. f(x) = x2−2 = (x+
√
2)(x−

√
2). Take α =

√
2. Q(

√
2) = {a+b

√
2| a, b ∈ Q}.

Addition and subtraction are obvious in this set. (a+ b
√
2)(c+ d

√
2) = (ac+ 2bd) + (ad+

bc)
√
2 ∈ Q(

√
2). To divide (a+ b

√
2)/(c+ d

√
2):

a+ b
√
2

c+ d
√
2
=

(a+ b
√
2)(c− d

√
2)

(c+ d
√
2)(c− d

√
2)

=
ac− 2bd

c2 − 2d2
+

bc− ad

c2 − 2d2

√
2 ∈ Q(

√
2).

Example. g(x) = x3 − 2, α = 21/3. Q(α) = {a + b · 21/3 + c · 22/3| a, b, c ∈ Q}. You
can add, subtract, multiply and divide in this set also (except by 0). The division is slightly
uglier.

Every element of a number field is a root of a polynomial with integer coefficients (ai ∈ Z),
which as a set are relatively prime, and positive leading coefficient (an > 0). The one with
the lowest degree is called the minimal polynomial of α.

Example. Find the minimal polynomial of α = 21/3 + 1. We can be clever here. Note
(α − 1)3 = 2, α3 − 3α2 + 3α − 1 = 2, α3 − 3α2 + 3α − 3 = 0. The minimal polynomial is

f(x) = x3 − 3x2 + 3x− 3. Clearly f(α) = 0 so α is a root of f .
If the leading coefficient of the minimal polynomial is 1 then α is called an algebraic

integer. This agrees with the usual definition for rational numbers. The minimal polynomial
of 5 is 1x− 5 and the minimal polynomial of 3/4 is 4x− 3.

In a number field K if α = βγ and all three are algebraic integers, then we say β|α. In a
number field K, we call an algebraic integer α prime if α|βγ implies that α|β or α|γ, where
β, γ are algebraic integers in K. Not all number fields have “enough” primes sadly. This
fact makes the number field sieve difficult to implement.

For example, Q(
√
−5) is one of the problem number fields. The integers are of the form

{a+ b
√
−5 | a, b ∈ Z}. We have 6 = (1+

√
−5)(1−

√
−5) = 2 ·3. Now 2 is irreducible in this

number field; i.e. we can only factor it: 2 = 2 · 1 = −2 · −1. However 2 is not prime. Notice

that 2|(1+
√
−5)(1−

√
−5) but 2 ̸ |1+

√
−5 and 2 ̸ |1−

√
−5. What I mean by 2 ̸ |1+

√
−5
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is that (1 +
√
−5)/2 has minimal polynomial 2x2 − 2x + 3 so it is not an algebraic integer.

Notice that we also do not have unique factorization here.
In Z, we say that we have unique factorization (as in the fundamental theorem of arith-

metic (see page 5 from the cryptography class). On the other hand 14 = 7 · 2 = −7 · −2. We
can say that 7 and −7 are associated primes because their quotient is a unit (an invertible
algebraic integer).

From now on, for simplicity, we will always work in the number field Q(i) = {a+bi| a, b ∈
Q}. The algebraic integers in Q(i) are {a + bi| a, b ∈ Z}. This set is usually denoted Z[i].
This is a well-behaved number field. The units are {±1,±i}. If p ∈ Z>0 is prime, and

p ≡ 3(mod4) then p is still prime in Z[i]. If p ≡ 1(mod4) then we can write p = a2 + b2 with
a, b ∈ Z and then p = (a + bi)(a − bi) and a + bi and a − bi are non-associated primes. So

there are two primes “over p”. Note 17 = 42 + 12 = (4 + i)(4− i) also 17 = (1 + 4i)(1− 4i).
That’s OK since (1− 4i)i = 4 + i and i is a unit so 1− 4i and 4 + i are associated. We can

denote that 1− 4i ∼ 4+ i. The number i is a unit since it’s minimal polynomial is x2+1, so
it’s an algebraic integer, and i · i3 = 1 so i|1. In fact, 1− 4i ∼ 4 + i ∼ −1 + 4i ∼ −4− i and
1+4i ∼ 4− i ∼ −1−4i ∼ −4+ i (since ±i,±1 are units). However none of the first four are
associated to any of the latter 4. Among associates, we will always pick the representative
of the form a± bi with a ≥ b ≥ 0.

2 = (1+ i)(1− i) but (1− i)i = 1+ i so 1− i ∼ 1+ i so there is one prime (1+ i) over 2.

Let us list some primes in Z and their factorizations in Z[i]: 2 = (1 + i)2i3, 3 = 3,
5 = (2+ i)(2− i), 7 = 7, 11 = 11, 13 = (3+2i)(3− 2i), 17 = (4+ i)(4− i), 19 = 19, 23 = 23,
29 = (5 + 2i)(5− 2i), 31 = 31, 37 = (6 + i)(6− i).

There is a norm map Q(i)
N→ Q by N(a + bi) = a2 + b2 so N(2 + i) = 5, N(7) = 49.

If a + bi ∈ Z[i], p is a prime in Z and p|N(a + bi) (so p|a2 + b2) then a prime lying over p
divides a+ bi. This helps factor algebraic integers in Z[i].

Factor 5+ i. Well N(5+ i) = 26 so all factors are in the set {i, 1+ i, 3+ 2i, 3− 2i}. Now
3 + 2i|5 + i if (5 + i)/(3 + 2i) is an integer.

5 + i

3 + 2i

(
3− 2i

3− 2i

)
=

17

13
+
−7
13

i

so 3 + 2i ̸ |5 + i.
5 + i

3− 2i

(
3 + 2i

3 + 2i

)
=

13

13
+

13

13
i = 1 + i

so (5 + i) = (3− 2i)(1 + i).

Factor 7 + i. Well N(7 + i) = 50 = 2 · 52. (7 + i)/(2 + i) = 3 − i and N(3 − i) = 10.

(3− i)/(2+ i) = (1− i) and N(1− i) = 2. (1− i)/(1+ i) = −i = i3 so 7+ i = i3(1+ i)(2+ i)2.
The following is even more useful for factoring in Z(i). If a+ bi ∈ Z[i] and gcd(a, b) = 1

and N(a+ bi) = pα1
1 · . . . · pαr

r where the pi’s are positive prime numbers then pi ̸≡ 3(mod4)
and a + bi = iα0πα1

1 · . . . · παr
r where πi is one or the other of the primes over pi. You never

get both primes over pi showing up.
In the last case, N(7 + i) = 21 · 52. So we know that 7 + i = iα0(1 + i)1(2 ± i)2. So

we need only determine α0 and ±. Here’s another example. N(17 − 6i) = 325 = 52 · 13 so

17− 6i = iα0(2± i)2(3± 2i), and the ±’s need not agree.
If α and β are elements of Q(i) then N(αβ) = N(α)N(β).
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31.2.6 The Number Field Sieve

The number field sieve (Pollard, Adleman, H. Lenstra) is currently the best known factoring

algorithm for factoring a number n if n > 10130 and the smallest prime dividing n is at least
1065. RSA numbers are of this type. The number RSA-193 was factored in 2005 using the
number field sieve. That number has 193 digits.

Choose a degree d (it depends on n, d ≈
√
ln(n)/ln ln(n)). Letm = ⌊ d

√
n⌋ and expand n in

basem. So n = md+ad−1m
d−1+. . .+a0 with 0 ≤ ai < m. Let f(x) = xd+ad−1x

d−1+. . .+a0.
Let α be a root of f . We work in Q(α).

Let’s factor 2501. We have
√

ln(n)
ln(ln(n))

≈ 1.95 so we let d = 2. ⌊
√
2501⌋ = 50 and

2501 = 502 + 1 so f(x) = x2 + 1 a root of which is i. Note 50 acts like i in Z/2501Z since

502 ≡ −1(mod2501). Define maps h : Z[i]→ Z by h(a+bi) = a+b50 and ĥ : Z[i]→Z/2501Z

by ĥ(a+bi) = a+b50(mod 2501). The map ĥ has the properties that ĥ(α+β) = ĥ(α)+ ĥ(β)

and ĥ(αβ) = ĥ(α)ĥ(β) for all α, β ∈ Z[i]. The map h has the former, but not the latter
property.

Find numbers of the form α = a+ bi with a, b ∈ Z, a ≥ 0, b ̸= 0 and gcd(a, b) = 1 where
a+ bi is smooth in Z[i] and h(a+ bi) is smooth in Z. These are needles in a haystack, which

is why factoring is still difficult. We need to find α1, . . . , αr where α1α2 · · ·αr = β2 in Z[i]

and h(α1)h(α2) · · ·h(αr) = t2 in Z.

Let us explain how this helps. We have h(β)2 = h(β)h(β) ≡ ĥ(β)ĥ(β) ≡ ĥ(β2) ≡
ĥ(α1α2 · · ·αr) ≡ ĥ(α1) · · · ĥ(αr) ≡ h(α1) · · ·h(αr) = t2. Now reduce h(β) and t mod n (both

are in Z). Now h(β))2 ≡ t2(modn). If we have h(β) ̸≡ ±t(modn), then gcd(h(β) + t, n) is
a non-trivial factor of n.

Now let’s factor 2501 with the number field sieve. We’ll use the factor base i, 1 + i, 2 ±
i, 3±2i, 4±i, 5±2i for the algebraic integers. These lie over 1, 2, 5, 13, 17, 29. The primes 3, 7,
13 are not in the factorbase since they do not exploit the h map and so give no information.
We’ll use the factor base
−1, 2, 3, 5, 7, 11, 13, 17, 19, 23, 29 for the integers. We have h(a+ bi) = a+ b · 50.
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α factor α h(α) factor h(α)
i = i 50 = 2 · 52

1 + i = 1 + i 51 = 3 · 17
2 + i = 2 + i 52 = 22 · 13 ∗
4 + i = 4 + i 54 = 2 · 33 ∗
7 + i = i3(1 + i)(2 + i)2 57 = 3 · 19 ∗
1− i = i3(1 + i) −49 = −1 · 72 ∗
2− i = 2− i −48 = −1 · 24 · 3
4− i = 4− i −46 = −1 · 2 · 23 ∗
5− i = i3(3 + 2i)(1 + i) −45 = −1 · 32 · 5
8− i = (3− 2i)(2 + i) −42 = −1 · 2 · 3 · 7
5 + 2i = 5 + 2i 105 = 3 · 5 · 7
1− 2i = i3(2 + i) −99 = −1 · 32 · 11 ∗
9− 2i = (4 + i)(2− i) −91 = −1 · 7 · 13
5− 2i = 5− 2i −95 = −1 · 5 · 19
5− 3i = i3(1 + i)(4 + i) −145 = −1 · 5 · 29
3 + 4i = (2 + i)2 203 = 7 · 29
2 + 5i = i(5− 2i) 252 = 22 · 32 · 7
3 + 5i = (4 + i)(1 + i) 253 = 11 · 23 ∗
3− 5i = i3(1 + i)(4− i) −247 = −1 · 13 · 19 ∗

These α’s would be stored as vectors with entries mod 2. So the last one would be
3− 5i ∼ (1, 1, 0, 0, 0, 0, 1, 0, 0, 1, 0, 0, 0, 0, 0, 1, 0, 1, 0, 0) corresponding to
(i, 1 + i, 2 + i, 2− i, 3 + 2i, 3− 2i, 4 + i, 4− i, 5 + 2i, 5− 2i,−1, 2, 3, 5, 7, 11, 13, 17, 19, 23, 29).
Then do linear algebra to find relations. We find found that if we add all the vectors with ∗’s
you get the 0 vector. So multiplying the corresponding α’s we get a square in the algebraic
integers and multiplying the corresponding h(α)’s we get a square in the integers. The

product of the starred algebraic integers is i12(1 + i)4(2 + i)4(4 + i)2(4− i)2 and the product

of the corresponding integers is (−1)4 · 24 · 36 · 72 · 112 · 132 · 192 · 232.
Let

β = i6(1 + i)2(2 + i)2(4 + i)(4− i) = 136− 102i.

So h(β) = 136− 102 · 50 = −4964 ≡ 38(mod 2501).

Let t = (−1)2 · 22 · 33 · 7 · 11 · 13 · 19 · 23 = 47243096 ≡ 1807(mod 2501).

Thus 382 ≡ 1444 ≡ 18072(mod 2501). gcd(1807 − 38, 2501) = 61 and 2501/61 = 41 so
2501 = 61 · 41.

The word sieve refers to a way of choosing only certain α’s that have a higher probability
of being smooth and having h(α) be smooth. For example, a number n with 1 ≤ n ≤ 1000
that is divisible by 36 has a higher chance of being 11-smooth than an arbitrary number in
that range. You can find conditions on a and b, modulo 36, to guarantee that h(a+ bi) is a
multiple of 36.
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31.3 Solving the Finite Field Discrete Logarithm Problem

We will look at two methods for solving the FFLDP. The first is the Pollig-Hellman method
which is useful if the size of F∗

q is smooth. Note, this algorithm can be adapted to solving

the ECDLP as well. The second is the index calculus method, for which there is no known
adaptation to the ECDLP.

31.3.1 The Chinese Remainder Theorem

First we need to learn the Chinese Remainder Theorem. Let m1,m2, . . . ,mr be pairwise
co-prime (gcd=1) integers. The system of congruences x ≡ a1(modm1), x ≡ a2(modm2),
. . . ,x ≡ ar(modmr) has a unique solution x(modm1m2 · . . . ·mr). Example: If x ≡ 1(mod7)
and x ≡ 2(mod4), then x ≡ 22(mod28). In words, you could say that if you know something
modulo m and you know it also modulo n then you can know it modulo mn.

Here is a cute example. If we square 6252 = 390625. In fact, if the last three digits
of any positive integer are 000, 001 or 625 and you square it, the square will have that
property. Are there any other 3 digit combinations with that property? We want to solve
x2 ≡ x(mod 1000). Instead we can solve x2 ≡ x(mod 8) and x2 ≡ x(mod 125). Clearly
x ≡ 0, 1(mod 8) and x ≡ 0, 1(mod 125) work. So we get four solutions x ≡ 0(mod 8) and
x ≡ 0(mod 125) so x ≡ 0(mod 1000), x ≡ 1(mod 8) and x ≡ 1(mod 125) so x ≡ 1(mod 1000),
x ≡ 1(mod 8) and x ≡ 0(mod 125) so x ≡ 625(mod 1000), x ≡ 0(mod 8) and x ≡ 1(mod 125)
so x ≡ 376(mod 1000). Indeed 3762 = 141376. End cute example.

Here is an algorithm for finding such an x. We want a term that is a1(modm1) and 0
mod the rest of the mi’s. So we can use the term a1m2m3 . . .mr · b1 where m2m3 . . .mrb1 ≡
1(modm1) so let b1 = (m2 . . .mr)

−1(modm1). We want a term that is a2(modm2) and 0 mod
the rest. Use a2m1m3m4 . . .mrb2 where b2 = (m1m3m4 . . .mr)

−1(modm2), etc. So

x = (a1m2m3 . . .mrb1) + (a2m1m3 . . .mrb2) + . . .+ (arm1m2 . . .mr−1br)(modm1m2 . . .mr).

Example: Solve x ≡ 2(mod3), x ≡ 3(mod5), x ≡ 9(mod11).
b1 = (5 · 11)−1(mod3) = 1−1(mod3) = 1
b2 = (3 · 11)−1(mod5) = 3−1(mod5) = 2
b3 = (3 · 5)−1(mod11) = 4−1(mod11) = 3

so x = 2(5 · 11)1 + 3(3 · 11)2 + 9(3 · 5)3 = 713 ≡ 53(mod165).

Aside: Using the Chinese Remainder Theorem to speed up RSA decryption
Let n = pq. Assume M e ≡ C(modn). Then decryption is the computation of Cd ≡

M(modn) which takes time O(log3(n)). This is a slow O(log3(n)). Instead, let M(mod p) =
Mp, M(mod q) = Mq, C(mod p) = Cp, C(mod q) = Cq, ((ask them for modulus:)) d(mod p−
1) = dp, d(modq − 1) = dq. We have Mp,Mq, Cp, Cq, dp, dq < 2n1/2. You can pre-compute

dp and dq. The reductions Cp and Cq take time O(log2(n1/2)), which will be insignificant.

Computing Cdp
p (mod p) = Mp and Cdq

q (mod q) = Mq each take time O(log3(n1/2). So each

of these computations takes ((ask them)) 1/8 as long as computing Cd(modn). Using the
Chinese remainder theorem to determine M from Mp(mod p) and Mq(mod q) takes time

O(log3(n1/2)), but is slower than computing Cdp
p ≡Mp(mod p). In practice, the two repeated

squares modulo p and q and using the Chinese remainder theorem algorithm take about half
as long as computing Cd ≡M(modn).
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31.3.2 The Pollig-Hellman algorithm

First a rigorous and then an imprecise definition. Let r be a positive integer. An integer
n is r-smooth if all of the prime divisors of n are ≤ r. So one million is 6 smooth. An
integer is said to be smooth if all of its prime divisors are relatively small, like one million
or 2520 = 23 · 32 · 5 · 7.

The Pohlig-Hellman algorithm is useful for solving the discrete logarithm problem in a
group whose size is smooth. It can be use in F∗

q where q is a prime number or the power

of a prime in general. It only works quickly if q − 1 is smooth. So for discrete logarithm
cryptosystems, q should be chosen so that q − 1 has a large prime factor. First I will show
the algorithm, then give an example of the algorithm, then explain why it works.

Let g be a generator of F∗
q. We are given y ∈ F∗

q and we want to solve gx = y for x. Let

q− 1 = pα1
1 · . . . · pαr

r where the pi’s are primes. For each prime pi, we want to find a solution
of zpi = 1 (with z ̸= 1) in F ∗

q . Such a solution is called a primitive pith root of unity and is

denoted ζpi . Recall for any w ∈ F∗
q, we have wq−1 = 1. Since q − 1 is the smallest power of

g giving 1, we see that ζpi = g(q−1)/pi is a primitive pith root of unity.

For each prime pi we precompute all solutions to the equation zpi = 1. These are ζ0pi = 1,

ζ1pi , . . ., ζ
pi−1
pi

. These values are stored with the corresponding exponents of ζpi .

Recall that in F∗
q, exponents work mod q− 1. So once we find x(modpαi

i ) we can use the

Chinese Remainder Theorem to find x. So now we want to find x(modpα) (where we drop the
subscript). Let’s say we write x (reduced mod pα) in base p. Mind you we don’t yet know how

to do this, but the base p expansion does exist: x ∼= x0+x1p+x2p
2+ . . .+xα−1p

α−1(mod pα),
with 0 ≤ xi < p. Now we start determining the xi’s. Note if we are dealing with Alice’s
private key, then Alice knows x and the xi’s and Eve does not know any of them (yet).

Find y(q−1)/p(modq). It’s in the list of ζ ip. We have y(q−1)/p ≡ ζx0
p (modq). Now we know x0.

Let y1 ≡ y/(gx0)(modq). Find y
(q−1)/p2

1 ≡ ζx1
p (modq). Now we know x1.

Let y2 ≡ y/(gx0+x1p). Find y
(q−1)/p3

2 ≡ ζx2
p . Now we know x2.

Let y3 ≡ y/(gx0+x1p+x2p2). Find y
(q−1)/p4

3 ≡ ζx3
p . Now we know x3. Etc.

Let’s do an example. Let q = 401, g = 3 and y = 304. We want to solve 3x =

304(mod401). We have q− 1 = 24 · 52. First find x(mod16). First we pre-compute g(400/2) =

ζ2 = ζ12 = 400 and ζ22 = ζ02 = 1 (this is all mod 401). We have x = x0+x12+x24+x38(mod16)
and want to find the xi’s.

y(q−1)/p = 304400/2 ≡ 400(mod401) = ζ12 so x0 = 1.
y

gx0
= 304/31 ≡ 235(mod401) = y1. y

(q−1)/p2

1 = 235400/(2
2) ≡ 400 = ζ12 so x1 = 1.

y
gx0+x1p

= 304/(31+1·2) ≡ 338 = y2. y
(q−1)/p3

2 = 338400/(2
3) ≡ 1 = ζ02 so x2 = 0.

y

gx0+x1p+x2p
2 = 304/(31+1·2+0·4) ≡ 338 = y3. y

(q−1)/p4

3 = 336400/(2
4) ≡ 400 = ζ12 so x3 = 1.

Thus x = 1+1 · 2+0 · 4+1 · 8 = 11(mod16). This was four steps instead of brute forcing 24.

Now we find x(mod25). First we pre-compute g400/5 = ζ5 = 72, ζ25 = 372, ζ35 = 318,

ζ45 = 39, and ζ55 = ζ05 = 1. We have x = x0 + x15(mod25).

y(q−1)/p = 304400/5 ≡ 372 = ζ25 so x0 = 2.

y/(gx0) = 304/(32) ≡ 212 = y1. y
(q−1)/p2

1 = 212400/5
2 ≡ 318 = ζ35 so x1 = 3.
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Thus x ≡ 2 + 3 · 5 = 17(mod25). This was two steps instead of brute forcing 52. If x ≡
11(mod16) and 17(mod25) then, from the Chinese Remainder Theorem algorithm x = 267.

So 3267 = 304(mod401). We have a total of 2 + 4 + 5 + 2 = 13 steps (the 2 and 5 are from

pre-computing) instead of brute forcing 400 = 24 · 52.
Why does this work? Let’s look at a simpler example. Let q = 17, g = 3. We have

q − 1 = 16 = 24. 31·8 = 16 = ζ12 and 30·8 = 1 = ζ02 .

Note that w16 ≡ 1(mod 17) for any 1 ≤ w ≤ 16. We have 311 ≡ 7(mod 17) and assume

that 11 is unknown. So 31+1·2+0·4+1·8 ≡ 7(mod 17).

same, but
know not know
7, 78 ≡ 16 = (38)1 31+1·2+0·4+1·8, 31·8+16n = 31·8(316)n = (38)1
7
31
, ( 7

31
)4 = 16 = (38)1 31·2+0·4+1·8, 31·8+16n = (38)1

7
31+1·2 , ( 7

31+1·2 )
2 = 1 = (38)0 30·4+1·8, 30·8+16n = (38)0

7
31+1·2+0·4 , ( 7

31+1·2+0·4 )
1 = 16 = (38)1 31·8 = (38)1

Let’s say that q − 1 = 2200. Then Pollard’s ρ algorithm would take 2100 steps and this
would take 2 + 100 steps.

31.3.3 The Index Calculus Algorithm

The index calculus algorithm is a method of solving the discrete logarithm problem in fields
of the type Fq, where q is prime, or a prime power. We will do an example in a field of the
form F2d . For homework you will do an example in a field of the form Fp for p a prime.

Recall F2[x]/(x
3 + x + 1) = {a0 + a1x + a2x

2|ai ∈ F2}. We can call this field F8. We

have 2 = 0 and x3 + x + 1 = 0 so x3 = −x− 1 = x + 1. F∗
8 is F8 without the 0. There are

8− 1 = 7 elements of F∗
8 and they are generated by x. We see x1 = 1, x2 = x2, x3 = x+ 1,

x4 = x2 + x, x5 = x2 + x+ 1, x6 = x2 + 1 and x7 = 1. Note x12 = x7 · x5 = x5 so exponents
work modulo 7 (= #F∗

8).

Recall logbm = a means ba = m so logx(x
2 + x + 1) = 5 since x5 = x2 + x + 1. We

will usually drop the subscript x. The logs give exponents so the logs work mod 7. Note
(x2 +1)(x+1) = x2. Now log(x2 +1)(x+1) = log(x2 +1)+ log(x+1) = 6+ 3 = 9 whereas

log(x2) = 2 and that’s OK since 9 ≡ 2(mod7).
Let’s do this in general. Let f(x) ∈ F2[x] have degree d and be irreducible mod 2. We

have Fq = F2[x]/(f(x)) where q = 2d. Let’s say g generates F∗
q. If g

n = y we say loggy = n

or logy = n. We have log(uv) ≡ log(u)+ log(v)(modq− 1) and log(ur) ≡ rlog(u)(modq− 1).
The discrete log problem in F∗

q is the following. Say gn = y. Given g and y, find n mod

q − 1, i.e. find n = loggy. Note loggg = 1.

For the index calculus algorithm, choose m with 1 < m < d (how these are chosen is
based on difficult number theory and statistics, for d = 127, choose m = 17).

Part 1. Let h1, . . . , hk be the set of irreducible polynomials in F2[x] of degree ≤ m.
Find the log of every element of {hi}. To do this, take powers of g like gt and hope gt =
hα1
1 hα2

2 · . . . · hαk
k (some of the αi’s may be 0). In other words, we want gt to be m-smooth.

Log both sides. We get t = α1log(h1) + . . . + αrlog(hr). That’s a linear equation in log(hi)
(the only unknowns). Find more such linear equations until you can solve for the log(hi)’s.
Once done, all of the ai = log(hi) are known.
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Part 2. Compute y(gt) for various t until ygt = hβ1
1 · . . . · hβr

r . Then logy + tlogg =
β1logh1+ . . .+βrloghr or logy+ t = β1a1+ . . .+βrar. The only unknown here is logy. When
working in a finite field, people often use ind instead of log.

Here’s an example. ((See the handout))

Let f(x) = x11+x4+x2+x+1. This is irreducible mod 2. Work in the field F2[x]/(f(x)) =

Fq where q = 211. We note g = x is a generator for F∗
q. We’ll choose m=4.

We want to solve gn = y = x9 + x8 + x6 + x5 + x3 + x2 + 1 for n. I.e. find log(y). The
first part has nothing to do with y. Let

1 = log(x) a = log(x+ 1) c = log(x2 + x+ 1) d = log(x3 + x+ 1)
e = log(x3 + x2 + 1) h = log(x4 + x+ 1) j = log(x4 + x3 + 1) k = log(x4 + x3 + x2 + x+ 1).

We search through various gt’s and find

g11 = (x+ 1)(x3 + x2 + 1) 11 = a+ e(mod 2047 = q − 1)
g41 = (x3 + x2 + 1)(x3 + x+ 1)2 41 = e+ 2d
g56 = (x2 + x+ 1)(x3 + x+ 1)(x3 + x2 + 1) 56 = c+ d+ e
g59 = (x+ 1)(x4 + x3 + x2 + x+ 1)2 59 = a+ 2k
g71 = (x3 + x2 + 1)(x2 + x+ 1)2 71 = e+ 2c

Note that although we have four relations in a, c, d, e (the first, second, third and fifth), the
fifth relation comes from twice the third minus the second, and so is redundant. Thus we
continue searching for relations.
g83 = (x3 + x+ 1)(x+ 1)2, 83 = d+ 2a.

Now the first, second, third and the newest are four equations (mod 2047) in four un-
knowns that contain no redundancy. In other words, the four by four coefficient matrix for
those equations is invertible modulo 2047. We solve and find a = 846, c = 453, d = 438,
e = 1212. Now we can solve for k: k = (59− a)/2(modq− 1) = 630. Now let’s find h and j.
So we need only look for relations involving one of those two.
g106 = (x+ 1)(x4 + x3 + 1)(x4 + x3 + x2 + x+ 1) so 106 = a+ j + k and j = 677.

g126 = (x4 + x+ 1)(x4 + x3 + x2 + x+ 1)(x+ 1)2 so 126 = h+ k + 2a and h = 1898.
So a = 846, c = 453, d = 438, e = 1212, h = 1898, j = 677, k = 630.

Now move onto the second part. We compute ygt for various t’s. We find y(g19) =

(x4 + x3 + x2 + x + 1)2. So log(y) + 19log(g) = 2k. Recall log(g)=log(x)=1. So log(y)

= 2k − 19 ≡ 1241 mod 2047 and so x1241 = y.
The number field sieve can be combined with the index calculus algorithm. As a result,

the running time for solving the FFDLP is essentially the same as for factoring.
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Appendix A. ASCII Encoding

ASCII

00100000 32 8 00111000 56 P 01010000 80 h 01101000 104
! 00100001 33 9 00111001 57 Q 01010001 81 i 01101001 105
′′ 00100010 34 : 00111010 58 R 01010010 82 j 01101010 106
# 00100011 35 ; 00111011 59 S 01010011 83 k 01101011 107
$ 00100100 36 < 00111100 60 T 01010100 84 l 01101100 108
% 00100101 37 = 00111101 61 U 01010101 85 m 01101101 109
& 00100110 38 > 00111110 62 V 01010110 86 n 01101110 110
′ 00100111 39 ? 00111111 63 W 01010111 87 o 01101111 111
( 00101000 40 @ 01000000 64 X 01011000 88 p 01110000 112
) 00101001 41 A 01000001 65 Y 01011001 89 q 01110001 113
∗ 00101010 42 B 01000010 66 Z 01011010 90 r 01110010 114
+ 00101011 43 C 01000011 67 [ 01011011 91 s 01110011 115
, 00101100 44 D 01000100 68 \ 01011100 92 t 01110100 116
- 00101101 45 E 01000101 69 ] 01011101 93 u 01110101 117
. 00101110 46 F 01000110 70 ∧ 01011110 94 v 01110110 118
/ 00101111 47 G 01000111 71 01011111 95 w 01110111 119
0 00110000 48 H 01001000 72 ‘ 01100000 96 x 01111000 120
1 00110001 49 I 01001001 73 a 01100001 97 y 01111001 121
2 00110010 50 J 01001010 74 b 01100010 98 z 01111010 122
3 00110011 51 K 01001011 75 c 01100011 99 { 01111011 123
4 00110100 52 L 01001100 76 d 01100100 100 | 01111100 124
5 00110101 53 M 01001101 77 e 01100101 101 } 01111101 125
6 00110110 54 N 01001110 78 f 01100110 102 ∼ 01111110 126
7 00110111 55 O 01001111 79 g 01100111 103
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The Advanced Encryption Standard (Rijndael)

The block cipher Rijndael is designed to use only simple whole-byte operations. Also, it provides extra flexibility

over that required of an AES candidate, in that both the key size and the block size may be chosen to be any of 128,

192, or 256 bits. (During an early stage of the AES process, a draft version of the requirements would have required

each algorithm to have three versions, with both the key and block sizes equal to each of 128, 192, and 256 bits. This

was later changed to make the three required versions have those three key sizes, but only a block size of 128 bits,

which is more easily accomodated by many types of block cipher design.)

The original description of Rijndael is available at: http://www.esat.kuleuven.ac.be/~rijmen/rijndael/.

However, the variations of Rijndael which act on larger block sizes

apparently will not be included in the actual standard, on the basis

that the cryptanalytic study of Rijndael during the standards process

primarily focused on the version with the 128-bit block size.

Rijndael is a relatively simple cipher in many respects.

Rijndael has a variable number of rounds. Not counting an extra

round performed at the end of encipherment with one step omitted,

the number of rounds in Rijndael is:

9 if both the block and the key are 128 bits long.

11 if either the block or the key is 192 bits long, and neither

of them is longer than that.

13 if either the block or the key is 256 bits long.

To encipher a block of data in Rijndael, you first perform an Add

Round Key step (XORing a subkey with the block) by itself, the

regular rounds noted above, and as already noted, the final round

with the Mix Column step, as described below, omitted.

The Rounds

Each regular round involves four steps. First is the Byte Sub step,

where each byte of the block is replaced by its substitute in an

S-box.

The specification for Rijndael only provided an explanation of how

the S-box was calculated: the first step was to replace each byte

with its reciprocal in the same GF(2^8) as used below in the Mix

Column step, except that 0, which has no reciprocal, is replaced by

itself (since it isn't anything's reciprocal either, it is the only value

not used, so that makes sense) then a bitwise modulo-two matrix

The Advanced Encryption Standard (Rijndael) http://www.quadibloc.com/crypto/co040401.htm
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multiply was used, and finally the hexadecimal number 63 is

XORed with the result. (Not C6, x7 is the MSB, if the diagram in

the specification appears confusing.)

The S-box is:

 99 124 119 123 242 107 111 197

 48   1 103  43 254 215 171 118

202 130 201 125 250  89  71 240

173 212 162 175 156 164 114 192

183 253 147  38  54  63 247 204

 52 165 229 241 113 216  49  21

  4 199  35 195  24 150   5 154

  7  18 128 226 235  39 178 117

  9 131  44  26  27 110  90 160

 82  59 214 179  41 227  47 132

 83 209   0 237  32 252 177  91

106 203 190  57  74  76  88 207

208 239 170 251  67  77  51 133

 69 249   2 127  80  60 159 168

 81 163  64 143 146 157  56 245

188 182 218  33  16 255 243 210

205  12  19 236  95 151  68  23

196 167 126  61 100  93  25 115

 96 129  79 220  34  42 144 136

 70 238 184  20 222  94  11 219

224  50  58  10  73   6  36  92

194 211 172  98 145 149 228 121

231 200  55 109 141 213  78 169

108  86 244 234 101 122 174   8

186 120  37  46  28 166 180 198

232 221 116  31  75 189 139 138

112  62 181 102  72   3 246  14

 97  53  87 185 134 193  29 158

225 248 152  17 105 217 142 148

155  30 135 233 206  85  40 223

140 161 137  13 191 230  66 104

 65 153  45  15 176  84 187  22

Note that 63 in hexadecimal is 3 plus 6*16, or 36+60 or 96, and that is 99, as begins the table.

Next is the Shift Row step. Considering the block to be made up of bytes 1 to 16, these bytes are arranged in a

rectangle, and shifted as follows:

from            to

  1  5  9 13      1  5  9 13

  2  6 10 14      6 10 14  2

  3  7 11 15     11 15  3  7

  4  8 12 16     16  4  8 12

Blocks that are 192 and 256 bits long are shifted like this:

from                  to

  1  5  9 13 17 21      1  5  9 13 17 21

  2  6 10 14 18 22      6 10 14 18 22  2

  3  7 11 15 19 23     11 15 19 23  3  7 

  4  8 12 16 20 24     16 20 24  4  8 12

and

from                        to

  1  5  9 13 17 21 25 29      1  5  9 13 17 21 25 29

  2  6 10 14 18 22 26 30      6 10 14 18 22 26 30  2

  3  7 11 15 19 23 27 31     15 19 23 27 31  3  7 11

  4  8 12 16 20 24 28 32     20 24 28 32  4  8 12 16
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Note that in the 256 bit case, the rows are shifted 1, 3, and 4 places to the left, instead of 1, 2, and 3 places as for the

other two block sizes.

Next comes the Mix Column step. Matrix multiplication is performed: each column, in the arrangement we have seen

above, is multiplied by the matrix:

 2 3 1 1

 1 2 3 1

 1 1 2 3

 3 1 1 2

However, this multiplication is done over GF(2^8). This means that the bytes being multiplied are treated as

polynomials rather than numbers. Thus, a byte "muliplied" by 3 is that byte XORed with that byte shifted one bit left.

If the result has more than 8 bits, the extra bits are not simply discarded: instead, they're cancelled out by XORing the

binary 9-bit string 100011011 with the result (shifted right if necessary). This string stands for the generating

polynomial of the particular version of GF(2^8) used; a similar technique is used in cyclic redundancy checks.

For example, multiplying the binary string 11001010 by 3 within this Galois Field works like this:

        11001010

      *       11

       ---------

       11001010

        11001010

       ---------

       101011110  (XOR instead of addition)

       100011011  (this is XORed, instead of subtracting 256)

       ---------

         1000101

The final step is Add Round Key. This simply XORs in the subkey for the current round.

Although a three-dimensional color diagram of the round has already appeared at the beginning of the page, the

Rijndael round can also be illustrated in a more conventional manner:

The extra final round omits the Mix Column step, but is otherwise the same as a regular round.

Thus, the sequence of steps in Rijndael is:
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ARK

BSB

SR

MC

ARK

BSB

SR

MC

ARK

...

BSB

SR

MC

ARK

BSB

SR

ARK

Because it begins and ends with an ARK (Add Round Key) step, there is no wasted unkeyed step at the beginning or

end. The sequence of operations is important for facilitating decipherment, as well.

Although the sequence is not symmetrical, the order of some of the steps in Rijndael could be changed without

affecting the cipher. The Byte Sub step could just as easily be done after the Shift Row step as before it.

That would change

A BSMA BSMA ... BSMA BSA

to

A SBMA SBMA ... SBMA SBA

If, on the other hand, we reversed the original sequence, we would get

ASB AMSB ... AMSB AMSB A

Although these look similar, except for the different positions of the spaces, which just mark what are termed

"rounds" in the algorithm, wherever the sequence "MA" appears in the modified, but equivalent, algorithm, the

sequence "AM" appears in the reverse sequence, required for decryption.

Of course, the steps also need to be reversed as well: ARK is an XOR, so that is its own inverse, but the matrix in the

Mix Column step needs to be replaced with its inverse, and the S-box in the Byte Sub step needs to be replaced with

its inverse for decryption as well.

What about the switch between "MA" and "AM", though? Do we need to change the order of operations for

decryption?

No; with matrix multiplication, the distributive property also applies, so the round keys involved in such a reversal

merely need to be multiplied by the (inverse) Mix Column matrix, and then they can be XORed in at the same time

(of course, in reverse order) as was used for encryption. (XOR corresponds to addition in GF(2^8), which is where the

multiplications are performed.)

The matrix for the inverse Mix Column step is:

14 11 13  9
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 9 14 11 13

13  9 14 11

11 13  9 14

as can quickly be verified by making use of its symmetry, and once the answer is known:

1110 1011 1101 1001  01 00 00 00

1001 1110 1011 1101  00 01 00 00

1101 1001 1110 1011  00 00 01 00

1011 1101 1001 1110  00 00 00 01

 111  101  110  100  01 01 00 00

 110  100  111  101  00 00 01 01

1100 1000 1110 1010  00 00 10 10

1011 1101 1000 1110  01 01 10 10

   0    0    1    0  01 01 10 11

Since we are now performing Galois Field multiplication by larger numbers, another example of Galois Field

multiplication may be useful here. To multiply the binary string 10100011 by 14 within this Galois Field will work

like this:

        10100011

      *     1110

     -----------

     10100011

      10100011

       10100011

     -----------

     11011010010  (XOR instead of addition)

     100011011    (this is XORed, instead of subtracting 256)

     -----------

      1010111110

      100011011   (this is XORed, instead of subtracting 256)

      ----------

        10001000

This example illustrates how one repeatedly XORs the value 100011011, shifted left as many times as necessary to

clear the first bit of the result, in order to obtain a final result which fits within eight bits.

The Key Schedule

For keys 128 and 192 bits in length, the subkey material, which consists of all the round keys in order, consists of the

original key, followed by stretches, each the length of the original key, consisting of four-byte words such that each

word is the XOR of the preceding four-byte word and either the corresponding word in the previous stretch or a

function of it. For the first word in a stretch, the word is first rotated one byte to the left, and then its bytes are

transformed using the S-box from the Byte Sub step, and then a round-dependent constant is XORed to its first byte.

The round constants are:

  1   2   4   8  16  32  64 128

 27  54 108 216 171  77 154  47

 94 188  99 198 151  53 106 212

179 125 250 239 197 145  57 114

228 211 189  97...

which are, in binary:

00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000

00011011 00110110 01101100 11011000 10101011 01001101 10011010 00101111

01011110 10111100 01100011 11000110 10010111 00110101 01101010 11010100

10110011 01111101 11111010 11101111 11000101 10010001 00111001 01110010

11100100 11010011 10111101 01100001...
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the successive powers of 2 in the representation of GF(2^8) used. Successive powers of 3, unlike 2, include all the

values from 1 to 255, and thus several implementations of Rijndael use tables of the powers of 3, and the inverse table

giving the discrete logarithm in that field, to facilitate calculations, but the round constants are still the powers of 2.

(I'm not entirely sure why one needs log and antilog tables when all one is doing is muliplying by 2 and by 3, but

doubtless there is a nonobvious way to implement Rijndael with greater efficiency that makes use of them. The

inverse of the matrix used in the Mix Column step has the values 9, 11, 13, and 14 as its coefficients, however, so this

could simply serve to limit the number of tables needed for both enciphering and deciphering, replacing six tables by

two.)

For keys 256 bits in length, in addition, the S-box from the Byte Sub step alone is applied to the word from the

preceding stretch for the fifth word in a stretch in addition.

Attacks on Rijndael

Although this page (and the preceding one) already have several

diagrams of Rijndael, I've included yet another one, one even more

simplified than the one appearing on the previous page, to make it

easier to "see the forest for the trees", and see both that the Mix

Column step indeed only mixes columns, and is the only place

where that happens, and how the Shift Row step works with the

Mix Column step to ensure that all parts of the block impinge on

each other.

The standard techniques of differential and linear cryptanalysis can

be adapted to be used against Rijndael. Because of the way matrix

multiplication works, and because in GF(2^8), all the coefficients

of the Mix Column matrix (as indeed all numbers from 1 to 255)

have reciprocals, a specific attack, originally developed for use

against its predecessor Square, called the "Square attack", can be

used as well.

If one uses 256 blocks of chosen plaintext, where every byte but

one is held constant, and that one is given all 256 possible values,

then after one round of Rijndael, four bytes will go through all 256

possible values, and the rest of the bytes will remain constant. After

a second round, sixteen bytes will each go through all 256 possible

values, without a single duplicate, in the encipherment of the 256

blocks of chosen plaintext. (For a 128-bit block, this is every byte;

for larger blocks, the rest of the bytes will remain constant.) This

interesting property, although not trivial to exploit, can be used to impose certain conditions on the key when one

additional round, before or after the two rounds involved, is present.

The possibility of this attack was first noted by the developers of Square and Rijndael themselves, and was noted in

the paper that initially described Square.

Comments

The availability of different block sizes with Rijndael permits a cute variant of the "bricklaying" mode proposed for

Triple-DES to be used with it:
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Here, each vertical line represents 32 bits, and the three layers use the 128, 192, and 256 bit block sizes in order.

Despite the fact that Rijndael has a very different structure from that of DES, and in some ways could be said to more

closely resemble SAFER, because the Byte Sub step directly alters the bytes to be encrypted, and the Mix Column

step causes every byte in a column to affect every other byte there, somewhat as the PHT stage in SAFER involves

the whole block, it is still possible to relate the fundamental steps in Rijndael to parts of DES based on the function

they perform in contributing to the step of the overall cipher.

The Add Round Key step clearly corresponds to the XOR of subkey material with the input to the f-function.

The Mix Column step is where the different bytes interact with each other, so it corresponds to the XOR of the

f-function output with the left half of the block in DES.

The Byte Sub step contributes the nonlinearity in Rijndael, and so it corresponds to the f-function itself.

The Shift Row step ensures that the different bytes of each row do not only interact with the corresponding byte in

other rows. Thus, it corresponds to permutation P within DES.

In drawing an analogy between Rijndael and DES, it is very easy, based on a superficial glance at Rijndael, and the

appearance of the Shift Row step, to view it as corresponding to the swapping of halves of the block within DES. In

fact, Rijndael does not require a step with this function, because the Mix Column step in Rijndael causes every byte in

a column to alter every other byte in the column, so no step is needed that swaps rows.

This subtle point is actually quite important. The number of regular rounds in Rijndael is always an odd number;

without a Mix Column step, the last round involves no interaction between bytes, so it makes sense not to count it as a

"real" round. Thus, it is not a multiple of the number of columns, which is 4, 6, or 8, depending on the size of the

block.

Differential cryptanalysis attacks on DES become quite a bit easier for variants of DES with an odd number of

rounds. Thus, if the Shift Row step in Rijndael had corresponded to swapping halves of the block, this would have

possibly been an important weakness in Rijndael. It may still be a slight flaw, but existing cryptanalytic results against

Rijndael do not seem to exhibit a pattern indicating this.

The key schedule for Rijndael can be carried out equally well with keys that are 160 or 224 bits long, since it only

requires that the key size be a multiple of 32 bits. Even block sizes of 160 and 224 bits are possible as well. A revised

version of the Rijndael specification includes these as extensions, and the rule for the number of rounds to use is

based on the larger of the block size and the key size, with 10 regular rounds (11 rounds in total) corresponding to 160

bits, and 12 regular rounds (13 rounds in total) corresponding to 224 bits.

Thus, one can obtain 12 regular rounds, which I view as desirable for the 128-bit and 192-bit block sizes, by

specifying a key of 224 bits. As a nice bonus, the number of 32-bit words in 224 bits is seven, which is relatively

prime to either four or six, which appears, at least from a naïve point of view, as if it might improve the key schedule

at least slightly as well.

This chart, showing the number of rounds for different block sizes and key sizes, also indicates when these apparently

desirable properties are obtained:

* : number of regular rounds is a multiple of the

    number of 32-bit words in a block
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+ : number of 32-bit words in the key is relatively

    prime to the number of 32-bit words in a block

Key   Block

      128 160 192 224 256

128    10  11  12  13  14   10 is a multiple of 5

          + *     +          4 is relatively prime to 5 and 7

160    11  11  12  13  14   10 is a multiple of 5

      +     * +   +   +      5 is relatively prime to 4, 6, 7, and 8

192    12  12  12  13  14

          +       +          6 is relatively prime to 5 and 7

224    13  13  13  13  14   12 is a multiple of 4 and 6

      + * +   + *     +      7 is relatively prime to 4, 5, 6, and 8

256    14  14  14  14  14

          +       +          8 is relatively prime to 5 and 7

288    15  15  15  15  15   14 is a multiple of 7

      +   +       + * +      9 is relatively prime to 4, 5, 7, and 8

320    16  16  16  16  16   15 is a multiple of 5

            *     +         10 is relatively prime to 7

352    17  17  17  17  17   16 is a multiple of 4 and 8

      + * +   +   +   + *   11 is relatively prime to 4, 5, 6, 7, and 8

Thus, there is at least one "ideal" key size for every possible block size:

Block

size    Ideal key sizes

 128    224  352

 160    128

 192    224

 224    288

 256    352

once again, I reiterate, this is only significant if these essentially minor concerns, as seen from a naïve point of view,

have any validity.

Incidentally, for a block size of 224 bits, the Shift Row step is again altered, but not in quite the same way as for a

256-bit block. Only the last row, not the last two rows, is shifted by an extra byte position. Also, the additional Byte

Sub step noted for 256-bit keys is added to the key schedule for all key sizes greater than 192 bits, so it applies to the

224-bit key as well as to all key sizes greater than 256 bits.

That the design of the S-box involves the same GF(2^8) as the Mix Column step might also appear to be a concern.

However, the Rijndael S-box is nearly ideal in resistance to differential cryptanalysis, and is also excellent in avoiding

any approximations in GF(2^8) usable in the GF(2^8) equivalent of linear cryptanalysis.

The choice of Rijndael over the other finalist algorithms, also believed to be highly secure, was based primarily on its

efficiency and low memory requirements; this, coupled with the fact that existing cryptanalyses of Rijndael are based

on reduced-round variants somewhat close to the actual cipher (although the results close to the actual number of

rounds are quite impractical to exploit) means that some controversy, even if not the intense controversy surrounding

DES, may haunt the new AES as well.

Rijndael was preceded by the block cipher Square, which was somewhat similar. However, instead of a Shift Row

step, a transpose of the square matrix of bytes was used; in effect, this meant that diffusion over the whole block was

obtained by alternating Mix Column steps with Mix Row steps. Specific attacks were found against Square, against

which Rijndael was strengthened.
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Finally, I will propose a minor variation to Rijndael that might make cryptanalysis more difficult.

Instead of subjecting all the columns of the block to the same operation in the Mix Column step, every second

column, instead of being subjected to a matrix multiplication, could instead be subjected to a scaled-down version of

the PHT stage in SAFER. Since only four bytes are involved, this would mean two stages of PHT operations, and the

bytes in the second and third rows would be swapped between the stages. To avoid major changes to the shift row

step, the pattern of operations should be MPMP for two rounds, and then PMPM for two rounds; also, the bytes in the

second and third rows should be swapped back after the second PHT stage (or the PHT operations would be

performed "in place", which is equivalent). By using two completely unrelated operations, but both of which

completely mix all the bytes in a column, resistance to analysis should be improved.

However, although this is a different form of mixing, and will thus block the Square attack, it is also a weaker form of

mixing, and thus would need to be combined with an increase in the number of rounds.
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1. Introduction 
This standard specifies the Rijndael algorithm ([3] and [4]), a symmetric block cipher that can 
process data blocks of 128 bits, using cipher keys with lengths of 128, 192, and 256 bits. 
Rijndael was designed to handle additional block sizes and key lengths, however they are not 
adopted in this standard. 

Throughout the remainder of this standard, the algorithm specified herein will be referred to as 
“the AES algorithm.” The algorithm may be used with the three different key lengths indicated 
above, and therefore these different “flavors” may be referred to as “AES-128”, “AES-192”, and 
“AES-256”. 

This specification includes the following sections: 

2.	 Definitions of terms, acronyms, and algorithm parameters, symbols, and functions; 

3.	 Notation and conventions used in the algorithm specification, including the ordering and 
numbering of bits, bytes, and words; 

4.	 Mathematical properties that are useful in understanding the algorithm; 

5.	 Algorithm specification, covering the key expansion, encryption, and decryption routines; 

6.	 Implementation issues, such as key length support, keying restrictions, and additional 
block/key/round sizes. 

The standard concludes with several appendices that include step-by-step examples for Key 
Expansion and the Cipher, example vectors for the Cipher and Inverse Cipher, and a list of 
references. 

2. Definitions 

2.1 Glossary of Terms and Acronyms 
The following definitions are used throughout this standard: 

AES Advanced Encryption Standard 

Affine A transformation consisting of multiplication by a matrix followed by 
Transformation the addition of a vector.
 

Array An enumerated collection of identical entities (e.g., an array of bytes).
 

Bit A binary digit having a value of 0 or 1.
 

Block Sequence of binary bits that comprise the input, output, State, and
 
Round Key. The length of a sequence is the number of bits it contains. 
Blocks are also interpreted as arrays of bytes. 

Byte A group of eight bits that is treated either as a single entity or as an 
array of 8 individual bits. 
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Cipher Series of transformations that converts plaintext to ciphertext using the 
Cipher Key. 

Cipher Key Secret, cryptographic key that is used by the Key Expansion routine to 
generate a set of Round Keys; can be pictured as a rectangular array of 
bytes, having four rows and Nk columns. 

Ciphertext Data output from the Cipher or input to the Inverse Cipher. 

Inverse Cipher Series of transformations that converts ciphertext to plaintext using the 
Cipher Key. 

Key Expansion Routine used to generate a series of Round Keys from the Cipher Key. 

Plaintext Data input to the Cipher or output from the Inverse Cipher. 

Rijndael Cryptographic algorithm specified in this Advanced Encryption 
Standard (AES). 

Round Key Round keys are values derived from the Cipher Key using the Key 
Expansion routine; they are applied to the State in the Cipher and 
Inverse Cipher. 

State Intermediate Cipher result that can be pictured as a rectangular array 
of bytes, having four rows and Nb columns. 

S-box Non-linear substitution table used in several byte substitution 
transformations and in the Key Expansion routine to perform a one-
for-one substitution of a byte value. 

Word A group of 32 bits that is treated either as a single entity or as an array 
of 4 bytes. 

2.2 Algorithm Parameters, Symbols, and Functions 
The following algorithm parameters, symbols, and functions are used throughout this standard: 

AddRoundKey()	 Transformation in the Cipher and Inverse Cipher in which a Round 
Key is added to the State using an XOR operation. The length of a 
Round Key equals the size of the State (i.e., for Nb = 4, the Round 
Key length equals 128 bits/16 bytes). 

InvMixColumns()Transformation in the Inverse Cipher that is the inverse of 
MixColumns(). 

InvShiftRows() Transformation in the Inverse Cipher that is the inverse of 
ShiftRows(). 

InvSubBytes()	 Transformation in the Inverse Cipher that is the inverse of 
SubBytes(). 

K	 Cipher Key. 
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MixColumns()	 Transformation in the Cipher that takes all of the columns of the 
State and mixes their data (independently of one another) to 
produce new columns. 

Nb	 Number of columns (32-bit words) comprising the State. For this 
standard, Nb = 4. (Also see Sec. 6.3.) 

Nk	 Number of 32-bit words comprising the Cipher Key. For this 
standard, Nk = 4, 6, or 8. (Also see Sec. 6.3.) 

Nr	 Number of rounds, which is a function of Nk and Nb (which is 
fixed). For this standard, Nr = 10, 12, or 14. (Also see Sec. 6.3.) 

Rcon[]	 The round constant word array. 

RotWord()	 Function used in the Key Expansion routine that takes a four-byte 
word and performs a cyclic permutation. 

ShiftRows()	 Transformation in the Cipher that processes the State by cyclically 
shifting the last three rows of the State by different offsets. 

SubBytes()	 Transformation in the Cipher that processes the State using a non
linear byte substitution table (S-box) that operates on each of the 
State bytes independently. 

SubWord()	 Function used in the Key Expansion routine that takes a four-byte 
input word and applies an S-box to each of the four bytes to 
produce an output word. 

XOR	 Exclusive-OR operation. 

¯	 Exclusive-OR operation. 

˜	 Multiplication of two polynomials (each with degree < 4) modulo 
x 4 + 1. 

•	 Finite field multiplication. 

3. Notation and Conventions 

3.1 Inputs and Outputs 
The input and output for the AES algorithm each consist of sequences of 128 bits (digits with 
values of 0 or 1). These sequences will sometimes be referred to as blocks and the number of 
bits they contain will be referred to as their length. The Cipher Key for the AES algorithm is a 
sequence of 128, 192 or 256 bits. Other input, output and Cipher Key lengths are not permitted 
by this standard. 

The bits within such sequences will be numbered starting at zero and ending at one less than the 
sequence length (block length or key length). The number i attached to a bit is known as its index 
and will be in one of the ranges 0 £ i < 128, 0 £ i < 192 or 0 £ i < 256 depending on the block 
length and key length (specified above). 
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3.2 Bytes 
The basic unit for processing in the AES algorithm is a byte, a sequence of eight bits treated as a 
single entity. The input, output and Cipher Key bit sequences described in Sec. 3.1 are processed 
as arrays of bytes that are formed by dividing these sequences into groups of eight contiguous 
bits to form arrays of bytes (see Sec. 3.3). For an input, output or Cipher Key denoted by a, the 
bytes in the resulting array will be referenced using one of the two forms, an or a[n], where n will 
be in one of the following ranges: 

Key length = 128 bits, 0 £ n < 16; Block length = 128 bits, 0 £ n < 16; 

Key length = 192 bits, 0 £ n < 24; 

Key length = 256 bits, 0 £ n < 32. 

All byte values in the AES algorithm will be presented as the concatenation of its individual bit 
values (0 or 1) between braces in the order {b7, b6, b5, b4, b3, b2, b1, b0}. These bytes are 
interpreted as finite field elements using a polynomial representation: 

7 
7 6 5 4 3 2 ib x + b x + b x + b x + b x + b x + b x + b = �bi x . (3.1)7 6 5 4 3 2 1 0
 

i=0
 

For example, {01100011} identifies the specific finite field element x6 + x5 + x +1. 

It is also convenient to denote byte values using hexadecimal notation with each of two groups of 
four bits being denoted by a single character as in Fig. 1. 

Bit Pattern Character 

0000 0 
0001 1 
0010 2 
0011 3 

Bit Pattern Character 

0100 4 
0101 5 
0110 6 
0111 7 

Bit Pattern Character 

1000 8 
1001 9 
1010 a 
1011 b 

Bit Pattern Character 

1100 c 
1101 d 
1110 e 
1111 f 

Figure 1. Hexadecimal representation of bit patterns. 

Hence the element {01100011} can be represented as {63}, where the character denoting the 
four-bit group containing the higher numbered bits is again to the left. 

Some finite field operations involve one additional bit (b8) to the left of an 8-bit byte. Where this 
extra bit is present, it will appear as ‘{01}’ immediately preceding the 8-bit byte; for example, a 
9-bit sequence will be presented as {01}{1b}. 

3.3 Arrays of Bytes 
Arrays of bytes will be represented in the following form: 

a a a ...a0 1 2 15 

The bytes and the bit ordering within bytes are derived from the 128-bit input sequence 

input0 input1 input2 … input126 input127 

as follows: 
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a0 = {input0, input1, …, input7}; 

a1 = {input8, input9, …, input15}; 

M 

a15 = {input120, input121, …, input127}. 

The pattern can be extended to longer sequences (i.e., for 192- and 256-bit keys), so that, in 
general, 

an = {input8n, input8n+1, …, input8n+7}. (3.2) 

Taking Sections 3.2 and 3.3 together, Fig. 2 shows how bits within each byte are numbered. 

Input bit sequence 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 … 

Byte number 0 1 2 … 

Bit numbers in byte 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 … 

Figure 2. Indices for Bytes and Bits. 

3.4 The State 
Internally, the AES algorithm’s operations are performed on a two-dimensional array of bytes 
called the State. The State consists of four rows of bytes, each containing Nb bytes, where Nb is 
the block length divided by 32. In the State array denoted by the symbol s, each individual byte 
has two indices, with its row number r in the range 0 £ r < 4 and its column number c in the 
range 0 £ c < Nb. This allows an individual byte of the State to be referred to as either sr,c or 
s[r,c]. For this standard, Nb=4, i.e., 0 £ c < 4 (also see Sec. 6.3). 

At the start of the Cipher and Inverse Cipher described in Sec. 5, the input – the array of bytes 
in0, in1, … in15 – is copied into the State array as illustrated in Fig. 3. The Cipher or Inverse 
Cipher operations are then conducted on this State array, after which its final value is copied to 
the output – the array of bytes out0, out1, … out15. 

input bytes State array output bytes 

in0 in4 in8 in12 

in1 in5 in9 in13 

in2 in6 in10 in14 

in3 in7 in11 in15 

s0,0 s0,1 s0,2 s0,3 

s1,0 s1,1 s1,2 s1,3 

s2,0 s2,1 s2,2 s2,3 

s3,0 s3,1 s3,2 s3,3 

out0 out4 out8 out12 

out1 out5 out9 out13 

out2 out6 out10 out14 

out3 out7 out11 out15 

� �

Figure 3. State array input and output. 

Hence, at the beginning of the Cipher or Inverse Cipher, the input array, in, is copied to the State 
array according to the scheme: 

s[r, c] = in[r + 4c] for 0 £ r < 4  and 0 £ c < Nb, (3.3) 
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and at the end of the Cipher and Inverse Cipher, the State is copied to the output array out as 
follows: 

out[r + 4c] = s[r, c] for 0 £ r < 4  and 0 £ c < Nb. (3.4) 

3.5 The State as an Array of Columns 
The four bytes in each column of the State array form 32-bit words, where the row number r 
provides an index for the four bytes within each word. The state can hence be interpreted as a 
one-dimensional array of 32 bit words (columns), w0...w3, where the column number c provides 
an index into this array. Hence, for the example in Fig. 3, the State can be considered as an array 
of four words, as follows: 

w0 = s0,0 s1,0 s2,0 s3,0 w2 = s0,2 s1,2 s2,2 s3,2 

w1 = s0,1 s1,1 s2,1 s3,1 w3 = s0,3 s1,3 s2,3 s3,3 . (3.5) 

4. Mathematical Preliminaries 
All bytes in the AES algorithm are interpreted as finite field elements using the notation 
introduced in Sec. 3.2. Finite field elements can be added and multiplied, but these operations 
are different from those used for numbers. The following subsections introduce the basic 
mathematical concepts needed for Sec. 5. 

4.1 Addition 
The addition of two elements in a finite field is achieved by “adding” the coefficients for the 
corresponding powers in the polynomials for the two elements. The addition is performed with 
the XOR operation (denoted by ¯ ) - i.e., modulo 2 - so that 1¯1 = 0 , 1¯ 0 = 1, and 0 ̄  0 = 0 . 
Consequently, subtraction of polynomials is identical to addition of polynomials. 

Alternatively, addition of finite field elements can be described as the modulo 2 addition of 
corresponding bits in the byte. For two bytes {a7a6a5a4a3a2a1a0} and {b7b6b5b4b3b2b1b0}, the sum is 
{c7c6c5c4c3c2c1c0}, where each ci = ai ¯ bi  (i.e., c7 = a7 ¯ b7, c6 = a6 ¯ b6, ...c0 = a0 ¯ b0). 

For example, the following expressions are equivalent to one another: 
6 4 2 7 7 6 4 2(x + x + x + x +1) + (x + x +1) = x + x + x + x (polynomial notation); 

{01010111} ¯  {10000011} = {11010100} (binary notation); 

{57} ¯  {83} = {d4} (hexadecimal notation). 

4.2 Multiplication 
In the polynomial representation, multiplication in GF(28) (denoted by •) corresponds with the 
multiplication of polynomials modulo an irreducible polynomial of degree 8. A polynomial is 
irreducible if its only divisors are one and itself. For the AES algorithm, this irreducible 
polynomial is 

8 4 3m(x) = x + x + x + x +1 , (4.1) 
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or {01}{1b} in hexadecimal notation. 

For example, {57} • {83} = {c1}, because 

6 4 2 7 13 11 9 8 7(x + x + x + x +1) (x + x +1) = x + x + x + x + x + 

7 5 3 2x + x + x + x + x + 
6 4 2x + x + x + x +1 
13 11 9 8 6 5 4 3= x + x + x + x + x + x + x + x +1 

and 

13 11 9 8 6 5 4 3 8 4 3x + x + x + x + x + x + x + x +1 modulo  ( x + x + x + x +1) 

= x 7 + x 6 +1. 

The modular reduction by m(x) ensures that the result will be a binary polynomial of degree less 
than 8, and thus can be represented by a byte. Unlike addition, there is no simple operation at the 
byte level that corresponds to this multiplication. 

The multiplication defined above is associative, and the element {01} is the multiplicative 
identity. For any non-zero binary polynomial b(x) of degree less than 8, the multiplicative 
inverse of b(x), denoted b-1(x), can be found as follows: the extended Euclidean algorithm [7] is 
used to compute polynomials a(x) and c(x) such that 

b(x)a(x) + m(x)c(x) = 1 . (4.2) 

Hence, a(x) • b(x) mod m(x) = 1, which means 

-b 1 (x) = a(x) mod m(x) . (4.3) 

Moreover, for any a(x), b(x) and c(x) in the field, it holds that 

a(x) • (b(x) + c(x)) = a(x) • b(x) + a(x) • c(x) . 

It follows that the set of 256 possible byte values, with XOR used as addition and the 
multiplication defined as above, has the structure of the finite field GF(28). 

4.2.1 Multiplication by x 
Multiplying the binary polynomial defined in equation (3.1) with the polynomial x results in 

8 7 6 5 4 3 2b7 x + b6 x + b5 x + b4 x + b3 x + b2 x + b1 x + b0 x . (4.4) 

The result x • b(x) is obtained by reducing the above result modulo m(x), as defined in equation 
(4.1). If b7 = 0, the result is already in reduced form. If b7 = 1, the reduction is accomplished by 
subtracting (i.e., XORing) the polynomial m(x). It follows that multiplication by x (i.e., 
{00000010} or {02}) can be implemented at the byte level as a left shift and a subsequent 
conditional bitwise XOR with {1b}. This operation on bytes is denoted by xtime(). 
Multiplication by higher powers of x can be implemented by repeated application of xtime(). 
By adding intermediate results, multiplication by any constant can be implemented. 

For example, {57} • {13} = {fe} because 
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{57} • {02} = xtime({57}) = {ae} 

{57} • {04} = xtime({ae}) = {47} 

{57} • {08} = xtime({47}) = {8e} 

{57} • {10} = xtime({8e}) = {07}, 

thus, 

{57} • {13} = {57} • ({01} ¯ {02} ¯ {10}) 

= {57} ¯ {ae} ¯ {07} 

= {fe}. 

4.3 Polynomials with Coefficients in GF(28) 
Four-term polynomials can be defined - with coefficients that are finite field elements - as: 

a(x) = a3 x
3 + a2 x

2 + a1 x + a0 (4.5) 

which will be denoted as a word in the form [a0 , a1 , a2 , a3 ]. Note that the polynomials in this 
section behave somewhat differently than the polynomials used in the definition of finite field 
elements, even though both types of polynomials use the same indeterminate, x. The coefficients 
in this section are themselves finite field elements, i.e., bytes, instead of bits; also, the 
multiplication of four-term polynomials uses a different reduction polynomial, defined below. 
The distinction should always be clear from the context. 

To illustrate the addition and multiplication operations, let 

b(x) = b x3 + b x2 + b x + b (4.6)3 2 1 0 

define a second four-term polynomial. Addition is performed by adding the finite field 
coefficients of like powers of x. This addition corresponds to an XOR operation between the 
corresponding bytes in each of the words – in other words, the XOR of the complete word 
values. 

Thus, using the equations of (4.5) and (4.6), 

a(x) + b(x) = (a ¯ b )x3 + (a ¯ b )x2 + (a ¯ b )x + (a ¯ b ) (4.7)3 3 2 2 1 1 0 0 

Multiplication is achieved in two steps. In the first step, the polynomial product c(x) = a(x) • 
b(x) is algebraically expanded, and like powers are collected to give 

6 5 4 3 2c(x) = c x + c x + c x + c x + c x + c x + c (4.8)6 5 4 3 2 1 0 

where 

c = a • b c = a • b ¯ a • b ¯ a • b0 0 0 4 3 1 2 2 1 3 

c1 = a1 • b0 ¯ a0 • b1 c5 = a3 • b2 ¯ a2 • b3 

c2 = a2 • b0 ¯ a1 • b1 ¯ a0 • b2 c6 = a3 • b3 (4.9) 
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c = a • b ¯ a • b ¯ a • b ¯ a • b .3 3 0 2 1 1 2 0 3 

The result, c(x), does not represent a four-byte word. Therefore, the second step of the 
multiplication is to reduce c(x) modulo a polynomial of degree 4; the result can be reduced to a 
polynomial of degree less than 4. For the AES algorithm, this is accomplished with the 
polynomial x4 + 1, so that 

i 4 i mod 4x mod(x +1) = x . (4.10) 

The modular product of a(x) and b(x), denoted by a(x) ˜ b(x), is given by the four-term 
polynomial d(x), defined as follows: 

d (x) = d3 x
3 + d2 x

2 + d1 x + d0 (4.11) 

with 

d = (a • b ) ̄  (a • b ) ̄  (a • b ) ̄  (a • b )0 0 0 3 1 2 2 1 3 

d = (a • b ) ̄  (a • b ) ̄  (a • b ) ̄  (a • b ) (4.12)1 1 0 0 1 3 2 2 3 

d = (a • b ) ̄  (a • b ) ̄  (a • b ) ̄  (a • b )2 2 0 1 1 0 2 3 3 

= (a • b ) ̄  (a • b ) ̄  (a • b ) ̄  (a • b )d3 3 0 2 1 1 2 0 3 

When a(x) is a fixed polynomial, the operation defined in equation (4.11) can be written in 
matrix form as: 

Ød0 ø Øa0 a3 a2 a1 ø Øb0 ø 
Œ œ Œ œ Œ œd a a a a b1 1 0 3 2 1Œ œ = Œ œ Œ œ (4.13)
Œd œ Œa a a a œ Œb œ2 2 1 0 3 2
Œ œ Œ œ Œ œ aºd3 ß ºa3 2 a1 a0 ß ºb3 ß 

Because x 4 +1  is not an irreducible polynomial over GF(28), multiplication by a fixed four-term 
polynomial is not necessarily invertible. However, the AES algorithm specifies a fixed four-term 
polynomial that does have an inverse (see Sec. 5.1.3 and Sec. 5.3.3): 

a(x) = {03}x 3 + {01}x 2 + {01}x + {02} (4.14) 

a -1(x) = {0b}x 3 + {0d}x 2 + {09}x + {0e}. (4.15) 

Another polynomial used in the AES algorithm (see the RotWord() function in Sec. 5.2) has a0 

= a1 = a2 = {00} and a3 = {01}, which is the polynomial x 3. Inspection of equation (4.13) above 
will show that its effect is to form the output word by rotating bytes in the input word. This 
means that [b0, b1, b2, b3] is transformed into [b1, b2, b3, b0]. 

5. Algorithm Specification 
For the AES algorithm, the length of the input block, the output block and the State is 128 
bits.  This is represented by Nb = 4, which reflects the number of 32-bit words (number of 
columns) in the State. 
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 For the AES algorithm, the length of the Cipher Key, K, is 128, 192, or 256 bits.  The key 
length is represented by Nk = 4, 6, or 8, which reflects the number of 32-bit words (number of 
columns) in the Cipher Key. 

For the AES algorithm, the number of rounds to be performed during the execution of the 
algorithm is dependent on the key size. The number of rounds is represented by Nr, where Nr = 
10 when Nk = 4, Nr = 12 when Nk = 6, and Nr = 14 when Nk = 8. 

The only Key-Block-Round combinations that conform to this standard are given in Fig. 4. 
For implementation issues relating to the key length, block size and number of rounds, see Sec. 
6.3. 

Key Length 

(Nk words) 

Block Size 

(Nb words) 

Number of 
Rounds 

(Nr) 

AES-128 4 4 10 

AES-192 6 4 12 

AES-256 8 4 14 

Figure 4. Key-Block-Round Combinations. 

For both its Cipher and Inverse Cipher, the AES algorithm uses a round function that is 
composed of four different byte-oriented transformations: 1) byte substitution using a 
substitution table (S-box), 2) shifting rows of the State array by different offsets, 3) mixing the 
data within each column of the State array, and 4) adding a Round Key to the State. These 
transformations (and their inverses) are described in Sec. 5.1.1-5.1.4 and 5.3.1-5.3.4. 

The Cipher and Inverse Cipher are described in Sec. 5.1 and Sec. 5.3, respectively, while the Key 
Schedule is described in Sec. 5.2. 

5.1 Cipher 
At the start of the Cipher, the input is copied to the State array using the conventions described in 
Sec. 3.4. After an initial Round Key addition, the State array is transformed by implementing a 
round function 10, 12, or 14 times (depending on the key length), with the final round differing 
slightly from the first Nr -1 rounds. The final State is then copied to the output as described in 
Sec. 3.4. 

The round function is parameterized using a key schedule that consists of a one-dimensional 
array of four-byte words derived using the Key Expansion routine described in Sec. 5.2. 

The Cipher is described in the pseudo code in Fig. 5. The individual transformations -
SubBytes(), ShiftRows(), MixColumns(), and AddRoundKey() – process the State 
and are described in the following subsections. In Fig. 5, the array w[] contains the key 
schedule, which is described in Sec. 5.2. 

As shown in Fig. 5, all Nr rounds are identical with the exception of the final round, which does 
not include the MixColumns() transformation. 
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Appendix B presents an example of the Cipher, showing values for the State array  at the 
beginning of each round and after the application of each of the four transformations described in 
the following sections. 

Cipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
 
begin
 

byte state[4,Nb]
 

state = in
 

AddRoundKey(state, w[0, Nb-1]) // See Sec. 5.1.4
 

for round = 1 step 1 to Nr–1
 
SubBytes(state) // See Sec. 5.1.1
 
ShiftRows(state) // See Sec. 5.1.2
 
MixColumns(state) // See Sec. 5.1.3
 
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
 

end for
 

SubBytes(state)
 
ShiftRows(state)
 
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])
 

out = state
 
end
 

Figure 5. Pseudo Code for the Cipher.1 

5.1.1 SubBytes()Transformation 

The SubBytes() transformation is a non-linear byte substitution that operates independently 
on each byte of the State using a substitution table (S-box). This S-box (Fig. 7), which is 
invertible, is constructed by composing two transformations: 

1. Take the multiplicative inverse in the finite field GF(28), described in Sec. 4.2; the 
element {00} is mapped to itself. 

2. Apply the following affine transformation (over GF(2) ): 

b ' = b ¯ b ¯ b ¯ b ¯ b ¯ c (5.1)i i (i +4) mod 8 (i +5) mod 8 (i +6) mod 8 (i +7) mod 8 i 

for 0 £ i < 8 , where bi is the ith bit of the byte, and ci is the ith bit of a byte c with the 
value {63} or {01100011}. Here and elsewhere, a prime on a variable (e.g., b¢ ) 
indicates that the variable is to be updated with the value on the right. 

In matrix form, the affine transformation element of the S-box can be expressed as: 

1 The various transformations (e.g., SubBytes(), ShiftRows(), etc.) act upon the State array that is addressed 
by the ‘state’ pointer. AddRoundKey() uses an additional pointer to address the Round Key. 
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Figure 6 illustrates the effect of the SubBytes() transformation on the State. 
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œ 
œ
œ 
œ 
œ 
œ 
œ 
œ
ßœ
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œ
œ 
œ 
œ 
œ 
œ 
œ 
œ
œ
ßœ


œ 
œ 
œ 
œ
œ 
œ 
œ 
œ 
œ 
œ
ßœ


1 1 1 0 0 0 1 1
 b2 0
b2 
' 1 1 1 1 0 0 0 1
 b3 0
b3 . (5.2)
+
=
 
' 1 1 1 1 1 0 0 0
 b4 0
b4 
' 0 1 1 1 1 1 0 0
 b5 1
b5 
' 0 0 1 1 1 1 1 0
 b6 1
b6 
' 0 0 0 1 1 1 1 1
 b7 0
b7 

s0,0 s0,1 s0,2 s0,3 
S-Box ' s0,0 

' s0,1 
' s0,2 

' s0,3 

' ' ' ' s1,0 

rs 
s1,2 

c 

s1,3 s1,0 ' s 
s1,2 s1,3 

, r ,c 
' ' ' ' s2,0 s2,1 s2,2 s2,3 s2,0 s2,1 s2,2 s2,3 

' ' ' ' s3,0 s3,1 s3,2 s3,3 s3,0 s3,1 s3,2 s3,3 

Figure 6. SubBytes() applies the S-box to each byte of the State.
 

The S-box used in the SubBytes() transformation is presented in hexadecimal form in Fig. 7.
 

For example, if s1,1 =
{53}, then the substitution value would be determined by the intersection 

of the row with index ‘5’ and the column with index ‘3’ in Fig. 7. This would result in s1¢ ,1 having 

a value of {ed}. 

y 
0 1 2 3 4 5 6 7 8 9 a b c d e f 

x 

0 63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76 
1 ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0 
2 b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15 
3 04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 
4 09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84 
5 53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf 
6 d0 ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8 
7 51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2 
8 cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73 
9 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db 
a e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79 
b e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08 
c ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a 
d 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e 
e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df 
f 8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16 

Figure 7. S-box: substitution values for the byte xy (in hexadecimal format). 
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5.1.2 ShiftRows() Transformation 

In the ShiftRows() transformation, the bytes in the last three rows of the State are cyclically 
shifted over different numbers of bytes (offsets). The first row, r = 0, is not shifted. 

Specifically, the ShiftRows() transformation proceeds as follows: 

s ' = s for 0 < r < 4 and 0 £ c < Nb, (5.3)r ,c r ,(c+ shift (r , Nb)) mod Nb 

where the shift value shift(r,Nb) depends on the row number, r, as follows (recall that Nb = 4): 

shift(1,4) = 1 ; shift(2,4) = 2 ; shift(3,4) = 3 . (5.4) 

This has the effect of moving bytes to “lower” positions in the row (i.e., lower values of c in a 
given row), while the “lowest” bytes wrap around into the “top” of the row (i.e., higher values of
 
c in a given row).
 

Figure 8 illustrates the ShiftRows() transformation.
 

ShiftRows() 

0,rs 1,rs 2,rs 3,rs ' 
0,rs ' 

2,rs ' 
3,rs ' 

1,rs 

S S ’ 

s0,0 s0,1 s0,2 s0,3 s0,0 s0,1 s0,2 s0,3 

s1,0 s1,1 s1,2 s1,3 s1,1 s1,2 s1,3 s1,0 

s2,0 s2,1 s2,2 s2,3 s2,2 s2,3 s2,0 s2,1 

s3,0 s3,1 s3,2 s3,3 s3,3 s3,0 s3,1 s3,2 

Figure 8. ShiftRows() cyclically shifts the last three rows in the State. 

5.1.3 MixColumns() Transformation 

The MixColumns() transformation operates on the State column-by-column, treating each 
column as a four-term polynomial as described in Sec. 4.3. The columns are considered as 
polynomials over GF(28) and multiplied modulo x 4 + 1 with a fixed polynomial a(x), given by 

a(x) = {03}x 3 + {01}x 2 + {01}x + {02} . (5.5) 

As described in Sec. 4.3, this can be written as a matrix multiplication. Let 

s¢(x) = a(x) ̃  s(x) : 
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1,0s 1,0s

1,1s 1,1s

1,2s 1,2s

1,3s 1,3s

      

  

 

'Ø
 Ø
02 03 01
Ø
ø
 s0, ø
s0, cc 

' 01 02 03
 s1, s1, c for 0 £ c < Nb. (5.6)
c 

' 

01 

01 

01 01 02 03 

ø
œ
œ
œ
œ

Œ 
Œ 
Œ
Œ
Œº


Œ
Œ
Œ
Œ
 

Œ 
Œ 
Œ 
Œ
º

= 
œ 
œ 
œ
œ
ßœ

œ
œ
œ
œ
 

ss 2,2, cc 

' 03 01 01 02
 ºß s3, ß
s3, cc 

As a result of this multiplication, the four bytes in a column are replaced by the following: 

0,

2, 

3, 

¢

¢

¢

¢ 

({02} • s ) ¯ ({03} • s ) ¯ 0,c 1,c ¯
=
s s s2, 3,c c c 

¯ ({02} • s ) ¯ ({03} • s ) ¯ 1,c 2,c =
s1, s s0, 3,c c c 

¯
 ¯ ({02} • s ) ¯ ({03} • s )2,c 3,c =
s s s1,0,c c c 

({03} • s0,c ) ¯ ¯
 ¯ ({02} • s3,c ).=
s s1, s2,c c c 

Figure 9 illustrates the MixColumns() transformation. 

0,0s 2,0s 3,0s ' 
0,0s ' ' 

2,0s ' 
3,0s

0,1s 2,1s 3,1s
' 

0,1s
' ' 

2,1s
' 

3,1s

0,2s 2,2s 3,2s ' 
0,2s ' ' 

2,2s ' 
3,2s

0,3s 2,3s 3,3s ' 
0,3s ' ' 

2,3s ' 
3,3s

MixColumns() 

cs ,0

cs ,1

cs ,2

cs ,3

' 
,0 cs 

' 
,1 cs 

' 
,2 cs 

' 
,3 cs 

Figure 9. MixColumns() operates on the State column-by-column. 

5.1.4 AddRoundKey() Transformation 

In the AddRoundKey() transformation, a Round Key is added to the State by a simple bitwise 
XOR operation. Each Round Key consists of Nb words from the key schedule (described in Sec. 
5.2). Those Nb words are each added into the columns of the State, such that 

¯
[
wround*Nb+c ]
 for 0 £ c < Nb, (5.7)
[ ' , ' , ' , ' ]
 [ , 1, , , ]=
s s s s s s s s0, 1, 2, 3, 0, 2, 3,c c c c c c c c 

where [wi] are the key schedule words described in Sec. 5.2, and round is a value in the range 
0 £ round £ Nr. In the Cipher, the initial Round Key addition occurs when round = 0, prior to 
the first application of the round function (see Fig. 5). The application of the AddRoundKey() 
transformation to the Nr rounds of the Cipher occurs when 1 £ round £ Nr. 

The action of this transformation is illustrated in Fig. 10, where l = round * Nb. The byte 
address within words of the key schedule was described in Sec. 3.1. 
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1,0s 0s 1,0s s

1,1s 1s 1,1s s

1,2s s 1,2s s

1,3s 3s

1+lw lw

1,3s s

 

 

 

     

0,0s 2, 3,0s ' 
0,0s ' ' 

2,0
' 

3,0s

0,1s 2, 3,1s
' 

0,1s
' ' 

2,1
' 

3,1s

' 
0,2s0,2s 2,2 3,2s ' ' 

2,2
' 

3,2s

0,3s 2, 3,3s

lw 2+ 3+lw

' 
0,3s ' ' 

2,3
' 

3,3s

¯ 

cs ,0

cs ,1

cs ,2

cs ,3

' 
,0 cs 

' 
,1 cs 

' 
,2 cs 

' 
,3 cs 

wl+c 

Nbroundl *= 

Figure 10. AddRoundKey() XORs each column of the State with a word 
from the key schedule. 

5.2 Key Expansion 
The AES algorithm takes the Cipher Key, K, and performs a Key Expansion routine to generate a 
key schedule. The Key Expansion generates a total of Nb (Nr + 1) words: the algorithm requires 
an initial set of Nb words, and each of the Nr rounds requires Nb words of key data. The 
resulting key schedule consists of a linear array of 4-byte words, denoted [wi ], with i in the range 
0 £ i < Nb(Nr + 1). 

The expansion of the input key into the key schedule proceeds according to the pseudo code in 
Fig. 11. 

SubWord() is a function that takes a four-byte input word and applies the S-box (Sec. 5.1.1, 
Fig. 7) to each of the four bytes to produce an output word. The function RotWord() takes a 
word [a0,a1,a2,a3] as input, performs a cyclic permutation, and returns the word [a1,a2,a3,a0]. The 
round constant word array, Rcon[i], contains the values given by [xi-1,{00},{00},{00}], with 
x i-1 being powers of x (x is denoted as {02}) in the field GF(28), as discussed in Sec. 4.2 (note 
that i starts at 1, not 0). 

From Fig. 11, it can be seen that the first Nk words of the expanded key are filled with the 
Cipher Key. Every following word, w[[i]], is equal to the XOR of the previous word, w[[i-1]], and 
the word Nk positions earlier, w[[i-Nk]]. For words in positions that are a multiple of Nk, a 
transformation is applied to w[[i-1]] prior to the XOR, followed by an XOR with a round 
constant, Rcon[i]. This transformation consists of a cyclic shift of the bytes in a word 
(RotWord()), followed by the application of a table lookup to all four bytes of the word 
(SubWord()). 

It is important to note that the Key Expansion routine for 256-bit Cipher Keys (Nk = 8) is 
slightly different than for 128- and 192-bit Cipher Keys. If Nk = 8 and i-4 is a multiple of Nk, 
then SubWord() is applied to w[[i-1]] prior to the XOR. 
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KeyExpansion(byte key[4*Nk], word w[Nb*(Nr+1)], Nk)
 
begin
 

word temp
 

i = 0
 

while (i < Nk)
 
w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3])
 
i = i+1
 

end while
 

i = Nk
 

while (i < Nb * (Nr+1)]
 
temp = w[i-1]
 
if (i mod Nk = 0)
 

temp = SubWord(RotWord(temp)) xor Rcon[i/Nk]
 
else if (Nk > 6 and i mod Nk = 4)
 

temp = SubWord(temp)
 
end if
 
w[i] = w[i-Nk] xor temp
 
i = i + 1
 

end while
 
end
 

Note that Nk=4, 6, and 8 do not all have to be implemented;
 
they are all included in the conditional statement above for
 
conciseness. Specific implementation requirements for the
 
Cipher Key are presented in Sec. 6.1.
 

Figure 11. Pseudo Code for Key Expansion.2 

Appendix A presents examples of the Key Expansion. 

5.3 Inverse Cipher 
The Cipher transformations in Sec. 5.1 can be inverted and then implemented in reverse order to 
produce a straightforward Inverse Cipher for the AES algorithm. The individual transformations 
used in the Inverse Cipher - InvShiftRows(), InvSubBytes(),InvMixColumns(), 
and AddRoundKey() – process the State and are described in the following subsections. 

The Inverse Cipher is described in the pseudo code in Fig. 12. In Fig. 12, the array w[] contains 
the key schedule, which was described previously in Sec. 5.2. 

2 The functions SubWord() and RotWord() return a result that is a transformation of the function input, whereas 
the transformations in the Cipher and Inverse Cipher (e.g., ShiftRows(), SubBytes(), etc.) transform the 
State array that is addressed by the ‘state’ pointer. 
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InvCipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
 
begin
 

byte state[4,Nb]
 

state = in
 

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1]) // See Sec. 5.1.4
 

for round = Nr-1 step -1 downto 1
 
InvShiftRows(state) // See Sec. 5.3.1
 
InvSubBytes(state) // See Sec. 5.3.2
 
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
 
InvMixColumns(state) // See Sec. 5.3.3
 

end for
 

InvShiftRows(state)
 
InvSubBytes(state)
 
AddRoundKey(state, w[0, Nb-1])
 

out = state
 
end
 

Figure 12. Pseudo Code for the Inverse Cipher.3 

5.3.1 InvShiftRows() Transformation 

InvShiftRows() is the inverse of the ShiftRows() transformation. The bytes in the last 
three rows of the State are cyclically shifted over different numbers of bytes (offsets). The first 
row, r = 0, is not shifted. The bottom three rows are cyclically shifted by Nb - shift(r, Nb) 
bytes, where the shift value shift(r,Nb) depends on the row number, and is given in equation (5.4) 
(see Sec. 5.1.2). 

Specifically, the InvShiftRows() transformation proceeds as follows: 

s ' = s for 0 < r < 4 and 0 £ c < Nb (5.8)r ,(c+ shift (r , Nb)) mod Nb r ,c 

Figure 13 illustrates the InvShiftRows() transformation. 

3 The various transformations (e.g., InvSubBytes(), InvShiftRows(), etc.) act upon the State array that is 
addressed by the ‘state’ pointer. AddRoundKey() uses an additional pointer to address the Round Key. 
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InvShiftRows() 

0,rs 1,rs 2,rs 3,rs ' 
0,rs ' 

2,rs ' 
3,rs ' 

1,rs 

S S ’ 

s0,0 s0,1 s0,2 s0,3 

s1,0 s1,1 s1,2 s1,3 

s2,0 s2,1 s2,2 s2,3 

s3,0 s3,1 s3,2 s3,3 

s0,0 s0,1 s0,2 s0,3 

s1,3 s1,0 s1,1 s1,2 

s2,2 s2,3 s2,0 s2,1 

s3,1 s3,2 s3,3 s3,0 

Figure 13. InvShiftRows()cyclically shifts the last three rows in the State. 

5.3.2 InvSubBytes() Transformation 

InvSubBytes() is the inverse of the byte substitution transformation, in which the inverse S-
box is applied to each byte of the State. This is obtained by applying the inverse of the affine 
transformation (5.1) followed by taking the multiplicative inverse in GF(28). 

The inverse S-box used in the InvSubBytes() transformation is presented in Fig. 14: 

y 
0 1 2 3 4 5 6 7 8 9 a b c d e f 

x 

0 52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb 
1 7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb 
2 54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e 
3 08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25 
4 72 f8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92 
5 6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84 
6 90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06 
7 d0 2c 1e 8f ca 3f 0f 02 c1 af bd 03 01 13 8a 6b 
8 3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73 
9 96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1c 75 df 6e 
a 47 f1 1a 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b 
b fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4 
c 1f dd a8 33 88 07 c7 31 b1 12 10 59 27 80 ec 5f 
d 60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef 
e a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61 
f 17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 0c 7d

 Figure 14. Inverse S-box: substitution values for the byte xy (in 
hexadecimal format). 
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5.3.3 InvMixColumns() Transformation 

InvMixColumns() is the inverse of the MixColumns() transformation. 
InvMixColumns() operates on the State column-by-column, treating each column as a four-
term polynomial as described in Sec. 4.3. The columns are considered as polynomials over 
GF(28) and multiplied modulo x 4 + 1 with a fixed polynomial a -1(x), given by 

a -1(x) = {0b}x 3 + {0d}x 2 + {09}x + {0e}.	 (5.9) 

As described in Sec. 4.3, this can be written as a matrix multiplication. Let 

s (x)¢ =
a -1 (x) ˜
s(x) : 

'Ø
 Ø
0e 0b 0d 09Ø
ø
 s ø
s ø
 0, 

s1, 

0, cc
Œ 
Œ 
Œ
Œ
Œº


Œ
Œ
Œ
Œ
 

Œ 
Œ 
Œ 
Œ
º

= 
œ 
œ 
œ
œ
ßœ

œ
œ
œ
œ
 

œ
œ
œ
œ


' 09 0e 0b 0d 

0d 09 0e 0b 

s1, c for 0 £ c < Nb. (5.10)
c 

' ss 2,2, cc 

' 0b 0d 09 0e ºß s3, ß
s3, cc 

As a result of this multiplication, the four bytes in a column are replaced by the following: 

0,¢ ({0e} • s0,c ) ¯ ({0b} • ¯ •({ }0d ) ¯ ({09} •
) 
 )
=
s s1, s s2, 3,c c c c 

({09} • s ) ¯ ({0e} • s ) ¯ ({0b} • s ) ¯ ({0d} • s )0,c 1,c 2,c 3,cs1,

2,

3,

¢

¢

¢ 

=
 c 

({0d} • s ) ¯ ({09} • s ) ¯ ({0e} • s ) ¯ ({0b} • s )0,c 1,c 2,c 3,c =
s c 

({0b} • s0,c ¯ •) ({ }0d s1,c ) ¯ ({09} • s ) ¯ ({0e} • s )2,c 3,c =
s c 

5.3.4 Inverse of the AddRoundKey() Transformation 

AddRoundKey(), which was described in Sec. 5.1.4, is its own inverse, since it only involves 
an application of the XOR operation. 

5.3.5 Equivalent Inverse Cipher 
In the straightforward Inverse Cipher presented in Sec. 5.3 and Fig. 12, the sequence of the 
transformations differs from that of the Cipher, while the form of the key schedules for 
encryption and decryption remains the same. However, several properties of the AES algorithm 
allow for an Equivalent Inverse Cipher that has the same sequence of transformations as the 
Cipher (with the transformations replaced by their inverses). This is accomplished with a change 
in the key schedule. 

The two properties that allow for this Equivalent Inverse Cipher are as follows: 

1.	 The SubBytes() and ShiftRows() transformations commute; that is, a 
SubBytes() transformation immediately followed by a ShiftRows() 
transformation is equivalent to a ShiftRows() transformation immediately 
followed buy a SubBytes() transformation. The same is true for their inverses, 
InvSubBytes() and InvShiftRows. 
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2.	 The column mixing operations - MixColumns() and InvMixColumns() - are 
linear with respect to the column input, which means 

InvMixColumns(state XOR Round Key) =
 
InvMixColumns(state) XOR InvMixColumns(Round Key).
 

These properties allow the order of InvSubBytes() and InvShiftRows() 
transformations to be reversed. The order of the AddRoundKey() and InvMixColumns() 
transformations can also be reversed, provided that the columns (words) of the decryption key 
schedule are modified using the InvMixColumns() transformation. 

The equivalent inverse cipher is defined by reversing the order of the InvSubBytes() and 
InvShiftRows() transformations shown in Fig. 12, and by reversing the order of the 
AddRoundKey() and InvMixColumns() transformations used in the “round loop” after 
first modifying the decryption key schedule for round = 1 to Nr-1 using the 
InvMixColumns() transformation. The first and last Nb words of the decryption key 
schedule shall not be modified in this manner. 

Given these changes, the resulting Equivalent Inverse Cipher offers a more efficient structure 
than the Inverse Cipher described in Sec. 5.3 and Fig. 12. Pseudo code for the Equivalent 
Inverse Cipher appears in Fig. 15. (The word array dw[] contains the modified decryption key 
schedule. The modification to the Key Expansion routine is also provided in Fig. 15.) 

24
 



 

EqInvCipher(byte in[4*Nb], byte out[4*Nb], word dw[Nb*(Nr+1)])
 
begin
 

byte state[4,Nb]
 

state = in
 

AddRoundKey(state, dw[Nr*Nb, (Nr+1)*Nb-1])
 

for round = Nr-1 step -1 downto 1
 
InvSubBytes(state)
 
InvShiftRows(state)
 
InvMixColumns(state)
 
AddRoundKey(state, dw[round*Nb, (round+1)*Nb-1])
 

end for
 

InvSubBytes(state)
 
InvShiftRows(state)
 
AddRoundKey(state, dw[0, Nb-1])
 

out = state
 
end
 

For the Equivalent Inverse Cipher, the following pseudo code is added at
 
the end of the Key Expansion routine (Sec. 5.2):
 

for i = 0 step 1 to (Nr+1)*Nb-1
 
dw[i] = w[i]
 

end for
 

for round = 1 step 1 to Nr-1
 
InvMixColumns(dw[round*Nb, (round+1)*Nb-1]) // note change of
 

type
 
end for
 

Note that, since InvMixColumns operates on a two-dimensional array of bytes
 
while the Round Keys are held in an array of words, the call to
 
InvMixColumns in this code sequence involves a change of type (i.e. the
 
input to InvMixColumns() is normally the State array, which is considered
 
to be a two-dimensional array of bytes, whereas the input here is a Round
 
Key computed as a one-dimensional array of words).
 

Figure 15. Pseudo Code for the Equivalent Inverse Cipher. 

6. Implementation Issues 

6.1 Key Length Requirements 
An implementation of the AES algorithm shall support at least one of the three key lengths 
specified in Sec. 5: 128, 192, or 256 bits (i.e., Nk = 4, 6, or 8, respectively). Implementations 
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may optionally support two or three key lengths, which may promote the interoperability of 
algorithm implementations. 

6.2 Keying Restrictions 
No weak or semi-weak keys have been identified for the AES algorithm, and there is no 
restriction on key selection. 

6.3 Parameterization of Key Length, Block Size, and Round Number 
This standard explicitly defines the allowed values for the key length (Nk), block size (Nb), and 
number of rounds (Nr) – see Fig. 4. However, future reaffirmations of this standard could 
include changes or additions to the allowed values for those parameters. Therefore, 
implementers may choose to design their AES implementations with future flexibility in mind. 

6.4 Implementation Suggestions Regarding Various Platforms 
Implementation variations are possible that may, in many cases, offer performance or other 
advantages. Given the same input key and data (plaintext or ciphertext), any implementation that 
produces the same output (ciphertext or plaintext) as the algorithm specified in this standard is an 
acceptable implementation of the AES. 

Reference [3] and other papers located at Ref. [1] include suggestions on how to efficiently 
implement the AES algorithm on a variety of platforms. 
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Appendix A - Key Expansion Examples 
This appendix shows the development of the key schedule for various key sizes. Note that multi-
byte values are presented using the notation described in Sec. 3. The intermediate values 
produced during the development of the key schedule (see Sec. 5.2) are given in the following 
table (all values are in hexadecimal format, with the exception of the index column (i)). 

A.1 Expansion of a 128-bit Cipher Key 
This section contains the key expansion of the following cipher key: 

Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
 

for Nk = 4, which results in 

w0 = 2b7e1516 w1 = 28aed2a6 w2 = abf71588 w3 = 09cf4f3c 

i 
(dec) 

temp After 
RotWord() 

After 
SubWord() 

Rcon[i/Nk] 
After XOR 
with Rcon 

w[i–Nk] 
w[i]= 

temp XOR 
w[i-Nk] 

4 09cf4f3c cf4f3c09 8a84eb01 01000000 8b84eb01 2b7e1516 a0fafe17 

5 a0fafe17 28aed2a6 88542cb1 

6 88542cb1 abf71588 23a33939 

7 23a33939 09cf4f3c 2a6c7605 

8 2a6c7605 6c76052a 50386be5 02000000 52386be5 a0fafe17 f2c295f2 

9 f2c295f2 88542cb1 7a96b943 

10 7a96b943 23a33939 5935807a 

11 5935807a 2a6c7605 7359f67f 

12 7359f67f 59f67f73 cb42d28f 04000000 cf42d28f f2c295f2 3d80477d 

13 3d80477d 7a96b943 4716fe3e 

14 4716fe3e 5935807a 1e237e44 

15 1e237e44 7359f67f 6d7a883b 

16 6d7a883b 7a883b6d dac4e23c 08000000 d2c4e23c 3d80477d ef44a541 

17 ef44a541 4716fe3e a8525b7f 

18 a8525b7f 1e237e44 b671253b 

19 b671253b 6d7a883b db0bad00 

20 db0bad00 0bad00db 2b9563b9 10000000 3b9563b9 ef44a541 d4d1c6f8 

21 d4d1c6f8 a8525b7f 7c839d87 

22 7c839d87 b671253b caf2b8bc 

23 caf2b8bc db0bad00 11f915bc 
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24 11f915bc f915bc11 99596582 20000000 b9596582 d4d1c6f8 6d88a37a 

25 6d88a37a 7c839d87 110b3efd 

26 110b3efd caf2b8bc dbf98641 

27 dbf98641 11f915bc ca0093fd 

28 ca0093fd 0093fdca 63dc5474 40000000 23dc5474 6d88a37a 4e54f70e 

29 4e54f70e 110b3efd 5f5fc9f3 

30 5f5fc9f3 dbf98641 84a64fb2 

31 84a64fb2 ca0093fd 4ea6dc4f 

32 4ea6dc4f a6dc4f4e 2486842f 80000000 a486842f 4e54f70e ead27321 

33 ead27321 5f5fc9f3 b58dbad2 

34 b58dbad2 84a64fb2 312bf560 

35 312bf560 4ea6dc4f 7f8d292f 

36 7f8d292f 8d292f7f 5da515d2 1b000000 46a515d2 ead27321 ac7766f3 

37 ac7766f3 b58dbad2 19fadc21 

38 19fadc21 312bf560 28d12941 

39 28d12941 7f8d292f 575c006e 

40 575c006e 5c006e57 4a639f5b 36000000 7c639f5b ac7766f3 d014f9a8 

41 d014f9a8 19fadc21 c9ee2589 

42 c9ee2589 28d12941 e13f0cc8 

43 e13f0cc8 575c006e b6630ca6 

A.2 Expansion of a 192-bit Cipher Key 
This section contains the key expansion of the following cipher key: 

Cipher Key = 8e 73 b0 f7 da 0e 64 52 c8 10 f3 2b 

80 90 79 e5 62 f8 ea d2 52 2c 6b 7b 

for Nk = 6, which results in 

w0 = 8e73b0f7 w1 = da0e6452 w2 = c810f32b w3 = 809079e5 

w4 = 62f8ead2 w5 = 522c6b7b 

i 
(dec) 

temp After 
RotWord() 

After 
SubWord() 

Rcon[i/Nk] 
After XOR 
with Rcon 

w[i–Nk] 
w[i]= 

temp XOR 
w[i-Nk] 

6 522c6b7b 2c6b7b52 717f2100 01000000 707f2100 8e73b0f7 fe0c91f7 

7 fe0c91f7 da0e6452 2402f5a5 

8 2402f5a5 c810f32b ec12068e 
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9 ec12068e 809079e5 6c827f6b 

10 6c827f6b 62f8ead2 0e7a95b9 

11 0e7a95b9 522c6b7b 5c56fec2 

12 5c56fec2 56fec25c b1bb254a 02000000 b3bb254a fe0c91f7 4db7b4bd 

13 4db7b4bd 2402f5a5 69b54118 

14 69b54118 ec12068e 85a74796 

15 85a74796 6c827f6b e92538fd 

16 e92538fd 0e7a95b9 e75fad44 

17 e75fad44 5c56fec2 bb095386 

18 bb095386 095386bb 01ed44ea 04000000 05ed44ea 4db7b4bd 485af057 

19 485af057 69b54118 21efb14f 

20 21efb14f 85a74796 a448f6d9 

21 a448f6d9 e92538fd 4d6dce24 

22 4d6dce24 e75fad44 aa326360 

23 aa326360 bb095386 113b30e6 

24 113b30e6 3b30e611 e2048e82 08000000 ea048e82 485af057 a25e7ed5 

25 a25e7ed5 21efb14f 83b1cf9a 

26 83b1cf9a a448f6d9 27f93943 

27 27f93943 4d6dce24 6a94f767 

28 6a94f767 aa326360 c0a69407 

29 c0a69407 113b30e6 d19da4e1 

30 d19da4e1 9da4e1d1 5e49f83e 10000000 4e49f83e a25e7ed5 ec1786eb 

31 ec1786eb 83b1cf9a 6fa64971 

32 6fa64971 27f93943 485f7032 

33 485f7032 6a94f767 22cb8755 

34 22cb8755 c0a69407 e26d1352 

35 e26d1352 d19da4e1 33f0b7b3 

36 33f0b7b3 f0b7b333 8ca96dc3 20000000 aca96dc3 ec1786eb 40beeb28 

37 40beeb28 6fa64971 2f18a259 

38 2f18a259 485f7032 6747d26b 

39 6747d26b 22cb8755 458c553e 

40 458c553e e26d1352 a7e1466c 

41 a7e1466c 33f0b7b3 9411f1df 

42 9411f1df 11f1df94 82a19e22 40000000 c2a19e22 40beeb28 821f750a 

43 821f750a 2f18a259 ad07d753 
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44 ad07d753 6747d26b ca400538 

45 ca400538 458c553e 8fcc5006 

46 8fcc5006 a7e1466c 282d166a 

47 282d166a 9411f1df bc3ce7b5 

48 bc3ce7b5 3ce7b5bc eb94d565 80000000 6b94d565 821f750a e98ba06f 

49 e98ba06f ad07d753 448c773c 

50 448c773c ca400538 8ecc7204 

51 8ecc7204 8fcc5006 01002202 

A.3 Expansion of a 256-bit Cipher Key 
This section contains the key expansion of the following cipher key: 

Cipher Key = 60 3d eb 10 15 ca 71 be 2b 73 ae f0 85 7d 77 81 

1f 35 2c 07 3b 61 08 d7 2d 98 10 a3 09 14 df f4 

for Nk = 8, which results in 

w0 = 603deb10 w1 = 15ca71be w2 = 2b73aef0 w3 = 857d7781 

w4 = 1f352c07 w5 = 3b6108d7 w6 = 2d9810a3 w7 = 0914dff4 

i 
(dec) 

temp After 
RotWord() 

After 
SubWord() 

Rcon[i/Nk] 
After XOR 
with Rcon 

w[i–Nk] 
w[i]= 

temp XOR 
w[i-Nk] 

8 0914dff4 14dff409 fa9ebf01 01000000 fb9ebf01 603deb10 9ba35411 

9 9ba35411 15ca71be 8e6925af 

10 8e6925af 2b73aef0 a51a8b5f 

11 a51a8b5f 857d7781 2067fcde 

12 2067fcde b785b01d 1f352c07 a8b09c1a 

13 a8b09c1a 3b6108d7 93d194cd 

14 93d194cd 2d9810a3 be49846e 

15 be49846e 0914dff4 b75d5b9a 

16 b75d5b9a 5d5b9ab7 4c39b8a9 02000000 4e39b8a9 9ba35411 d59aecb8 

17 d59aecb8 8e6925af 5bf3c917 

18 5bf3c917 a51a8b5f fee94248 

19 fee94248 2067fcde de8ebe96 

20 de8ebe96 1d19ae90 a8b09c1a b5a9328a 

21 b5a9328a 93d194cd 2678a647 

22 2678a647 be49846e 98312229 
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23 98312229 b75d5b9a 2f6c79b3 

24 2f6c79b3 6c79b32f 50b66d15 04000000 54b66d15 d59aecb8 812c81ad 

25 812c81ad 5bf3c917 dadf48ba 

26 dadf48ba fee94248 24360af2 

27 24360af2 de8ebe96 fab8b464 

28 fab8b464 2d6c8d43 b5a9328a 98c5bfc9 

29 98c5bfc9 2678a647 bebd198e 

30 bebd198e 98312229 268c3ba7 

31 268c3ba7 2f6c79b3 09e04214 

32 09e04214 e0421409 e12cfa01 08000000 e92cfa01 812c81ad 68007bac 

33 68007bac dadf48ba b2df3316 

34 b2df3316 24360af2 96e939e4 

35 96e939e4 fab8b464 6c518d80 

36 6c518d80 50d15dcd 98c5bfc9 c814e204 

37 c814e204 bebd198e 76a9fb8a 

38 76a9fb8a 268c3ba7 5025c02d 

39 5025c02d 09e04214 59c58239 

40 59c58239 c5823959 a61312cb 10000000 b61312cb 68007bac de136967 

41 de136967 b2df3316 6ccc5a71 

42 6ccc5a71 96e939e4 fa256395 

43 fa256395 6c518d80 9674ee15 

44 9674ee15 90922859 c814e204 5886ca5d 

45 5886ca5d 76a9fb8a 2e2f31d7 

46 2e2f31d7 5025c02d 7e0af1fa 

47 7e0af1fa 59c58239 27cf73c3 

48 27cf73c3 cf73c327 8a8f2ecc 20000000 aa8f2ecc de136967 749c47ab 

49 749c47ab 6ccc5a71 18501dda 

50 18501dda fa256395 e2757e4f 

51 e2757e4f 9674ee15 7401905a 

52 7401905a 927c60be 5886ca5d cafaaae3 

53 cafaaae3 2e2f31d7 e4d59b34 

54 e4d59b34 7e0af1fa 9adf6ace 

55 9adf6ace 27cf73c3 bd10190d 

56 bd10190d 10190dbd cad4d77a 40000000 8ad4d77a 749c47ab fe4890d1 

57 fe4890d1 18501dda e6188d0b 
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58 e6188d0b e2757e4f 046df344 

59 046df344 7401905a 706c631e 
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Appendix B – Cipher Example 
The following diagram shows the values in the State array as the Cipher progresses for a block 
length and a Cipher Key length of 16 bytes each (i.e., Nb = 4 and Nk = 4). 

Input = 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
 

Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
 

The Round Key values are taken from the Key Expansion example in Appendix A. 
Round Start of After After After Round Key
 
Number Round SubBytes ShiftRows MixColumns Value
 

32 88 31 e0 

43 5a 31 37 

f6 30 98 07 

a8 8d a2 34 

2b 28 ab 09 

7e ae f7 cf 

15 d2 15 4f 

16 a6 88 3c 

input
 =
¯̄ 

19 a0 9a e9 

3d f4 c6 f8 

e3 e2 8d 48 

be 2b 2a 08 

d4 e0 b8 1e 

27 bf b4 41 

11 98 5d 52 

ae f1 e5 30 

d4 e0 b8 1e 

bf b4 41 27 

5d 52 11 98 

30 ae f1 e5 

04 e0 48 28 

66 cb f8 06 

81 19 d3 26 

e5 9a 7a 4c 

a0 88 23 2a 

fa 54 a3 6c 

fe 2c 39 76 

17 b1 39 05 

1
 =
¯̄ 

2
 

a4
 68
 6b
 02
 

9c
 9f
 5b
 6a
 

7f
 35
 ea
 50
 

f2
 2b
 43
 49
 

=
 

49 45 7f 77 

de db 39 02 

d2 96 87 53 

89 f1 1a 3b 

¯̄ 

49 45 7f 77 

db 39 02 de 

87 53 d2 96 

3b 89 f1 1a 

f2 7a 59 73 

c2 96 35 59 

95 b9 80 f6 

f2 43 7a 7f 

58 1b db 1b 

4d 4b e7 6b 

ca 5a ca b0 

f1 ac a8 e5 

3
 

aa
 61
 82
 68
 

8f
 dd
 d2
 32
 

5f
 e3
 4a
 46
 

03
 ef
 d2
 9a
 

=
 

ac ef 13 45 

73 c1 b5 23 

cf 11 d6 5a 

7b df b5 b8 

¯̄ 

ac ef 13 45 

c1 b5 23 73 

d6 5a cf 11 

b8 7b df b5 

3d 47 1e 6d 

80 16 23 7a 

47 fe 7e 88 

7d 3e 44 3b 

75 20 53 bb 

ec 0b c0 25 

09 63 cf d0 

93 33 7c dc 

4
 

48
 67
 4d
 d6
 

6c
 1d
 e3
 5f
 

4e
 9d
 b1
 58
 

ee
 0d
 38
 e7
 

=
 

52 85 e3 f6 

50 a4 11 cf 

2f 5e c8 6a 

28 d7 07 94 

¯̄ 

52 85 e3 f6 

a4 11 cf 50 

c8 6a 2f 5e 

94 28 d7 07 

ef a8 b6 db 

44 52 71 0b 

a5 5b 25 ad 

41 7f 3b 00 

0f 60 6f 5e 

d6 31 c0 b3 

da 38 10 13 

a9 bf 6b 01 

5
 =
¯̄ 

e0 c8 d9 85 

92 63 b1 b8 

7f 63 35 be 

e8 c0 50 01 

e1 e8 35 97 

4f fb c8 6c 

d2 fb 96 ae 

9b ba 53 7c 

e1 e8 35 97 

fb c8 6c 4f 

96 ae d2 fb 

7c 9b ba 53 

25 bd b6 4c 

d1 11 3a 4c 

a9 d1 33 c0 

ad 68 8e b0 

d4 7c ca 11 

d1 83 f2 f9 

c6 9d b8 15 

f8 87 bc bc 
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6 

10 

=
¯̄ 

f1 c1 7c 5d 

00 92 c8 b5 

6f 4c 8b d5 

55 ef 32 0c 

a1 78 10 4c 

63 4f e8 d5 

a8 29 3d 03 

fc df 23 fe 

a1 78 10 4c 

4f e8 d5 63 

3d 03 a8 29 

fe fc df 23 

4b 2c 33 37 

86 4a 9d d2 

8d 89 f4 18 

6d 80 e8 d8 

6d 11 db ca 

88 0b f9 00 

a3 3e 86 93 

7a fd 41 fd 

26 3d e8 fd 

0e 41 64 d2 

2e b7 72 8b 

17 7d a9 25 

f7 27 9b 54 

ab 83 43 b5 

31 a9 40 3d 

f0 ff d3 3f 

f7 27 9b 54 

83 43 b5 ab 

40 3d 31 a9 

3f f0 ff d3 

14 46 27 34 

15 16 46 2a 

b5 15 56 d8 

bf ec d7 43 

4e 5f 84 4e 

54 5f a6 a6 

f7 c9 4f dc 

0e f3 b2 4f 

7
 =
¯̄ 

8
 

5a
 19
 a3
 7a
 

41
 49
 e0
 8c
 

42
 dc
 19
 04
 

b1
 1f
 65
 0c
 

=
 

be d4 0a da 

83 3b e1 64 

2c 86 d4 f2 

c8 c0 4d fe 

¯̄ 

be d4 0a da 

3b e1 64 83 

d4 f2 2c 86 

fe c8 c0 4d 

ea b5 31 7f 

d2 8d 2b 8d 

73 ba f5 29 

21 d2 60 2f 

00 b1 54 fa 

51 c8 76 1b 

2f 89 6d 99 

d1 ff cd ea 

9
 =
¯̄ 

ea 04 65 85 

83 45 5d 96 

5c 33 98 b0 

f0 2d ad c5 

87 f2 4d 97 

ec 6e 4c 90 

4a c3 46 e7 

8c d8 95 a6 

87 f2 4d 97 

6e 4c 90 ec 

46 e7 4a c3 

a6 8c d8 95 

47 40 a3 4c 

37 d4 70 9f 

94 e4 3a 42 

ed a5 a6 bc 

ac 19 28 57 

77 fa d1 5c 

66 dc 29 00 

f3 21 41 6e 

eb 59 8b 1b 

40 2e a1 c3 

f2 38 13 42 

1e 84 e7 d2 

e9 cb 3d af 

09 31 32 2e 

89 07 7d 2c 

72 5f 94 b5 

e9 cb 3d af 

31 32 2e 09 

7d 2c 89 07 

b5 72 5f 94 

d0 c9 e1 b6 

14 ee 3f 63 

f9 25 0c 0c 

a8 89 c8 a6 

=
¯̄ 

39 02 dc 19 

25 dc 11 6a 

84 09 85 0b 

1d fb 97 32 

output
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Appendix C – Example Vectors 
This appendix contains example vectors, including intermediate values – for all three AES key 
lengths (Nk = 4, 6, and 8), for the Cipher, Inverse Cipher, and Equivalent Inverse Cipher that are 
described in Sec. 5.1, 5.3, and 5.3.5, respectively. Additional examples may be found at [1] and 
[5]. 

All vectors are in hexadecimal notation, with each pair of characters giving a byte value in which 
the left character of each pair provides the bit pattern for the 4 bit group containing the higher 
numbered bits using the notation explained in Sec. 3.2, while the right character provides the bit 
pattern for the lower-numbered bits. The array index for all bytes (groups of two hexadecimal 
digits) within these test vectors starts at zero and increases from left to right. 

Legend for CIPHER (ENCRYPT) (round number r = 0 to 10, 12 or 14):
 

input: cipher input 
start: state at start of round[r] 
s_box: state after SubBytes() 
s_row: state after ShiftRows() 
m_col: state after MixColumns() 
k_sch: key schedule value for round[r] 
output: cipher output 

Legend for INVERSE CIPHER (DECRYPT) (round number r = 0 to 10, 12 or 14):
 
iinput: inverse cipher input
 
istart: state at start of round[r]
 
is_box: state after InvSubBytes()
 
is_row: state after InvShiftRows()
 
ik_sch: key schedule value for round[r]
 
ik_add: state after AddRoundKey()
 
ioutput: inverse cipher output
 

Legend for EQUIVALENT INVERSE CIPHER (DECRYPT) (round number r = 0 to 10, 12
 
or 14):
 

iinput: inverse cipher input
 
istart: state at start of round[r]
 
is_box: state after InvSubBytes()
 
is_row: state after InvShiftRows()
 
im_col: state after InvMixColumns()
 
ik_sch: key schedule value for round[r]
 
ioutput: inverse cipher output
 

C.1 AES-128 (Nk=4, Nr=10) 
PLAINTEXT: 00112233445566778899aabbccddeeff
 
KEY: 000102030405060708090a0b0c0d0e0f
 

CIPHER (ENCRYPT):
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round[ 0].input 00112233445566778899aabbccddeeff
 
round[ 0].k_sch 000102030405060708090a0b0c0d0e0f
 
round[ 1].start 00102030405060708090a0b0c0d0e0f0
 
round[ 1].s_box 63cab7040953d051cd60e0e7ba70e18c
 
round[ 1].s_row 6353e08c0960e104cd70b751bacad0e7
 
round[ 1].m_col 5f72641557f5bc92f7be3b291db9f91a
 
round[ 1].k_sch d6aa74fdd2af72fadaa678f1d6ab76fe
 
round[ 2].start 89d810e8855ace682d1843d8cb128fe4
 
round[ 2].s_box a761ca9b97be8b45d8ad1a611fc97369
 
round[ 2].s_row a7be1a6997ad739bd8c9ca451f618b61
 
round[ 2].m_col ff87968431d86a51645151fa773ad009
 
round[ 2].k_sch b692cf0b643dbdf1be9bc5006830b3fe
 
round[ 3].start 4915598f55e5d7a0daca94fa1f0a63f7
 
round[ 3].s_box 3b59cb73fcd90ee05774222dc067fb68
 
round[ 3].s_row 3bd92268fc74fb735767cbe0c0590e2d
 
round[ 3].m_col 4c9c1e66f771f0762c3f868e534df256
 
round[ 3].k_sch b6ff744ed2c2c9bf6c590cbf0469bf41
 
round[ 4].start fa636a2825b339c940668a3157244d17
 
round[ 4].s_box 2dfb02343f6d12dd09337ec75b36e3f0
 
round[ 4].s_row 2d6d7ef03f33e334093602dd5bfb12c7
 
round[ 4].m_col 6385b79ffc538df997be478e7547d691
 
round[ 4].k_sch 47f7f7bc95353e03f96c32bcfd058dfd
 
round[ 5].start 247240236966b3fa6ed2753288425b6c
 
round[ 5].s_box 36400926f9336d2d9fb59d23c42c3950
 
round[ 5].s_row 36339d50f9b539269f2c092dc4406d23
 
round[ 5].m_col f4bcd45432e554d075f1d6c51dd03b3c
 
round[ 5].k_sch 3caaa3e8a99f9deb50f3af57adf622aa
 
round[ 6].start c81677bc9b7ac93b25027992b0261996
 
round[ 6].s_box e847f56514dadde23f77b64fe7f7d490
 
round[ 6].s_row e8dab6901477d4653ff7f5e2e747dd4f
 
round[ 6].m_col 9816ee7400f87f556b2c049c8e5ad036
 
round[ 6].k_sch 5e390f7df7a69296a7553dc10aa31f6b
 
round[ 7].start c62fe109f75eedc3cc79395d84f9cf5d
 
round[ 7].s_box b415f8016858552e4bb6124c5f998a4c
 
round[ 7].s_row b458124c68b68a014b99f82e5f15554c
 
round[ 7].m_col c57e1c159a9bd286f05f4be098c63439
 
round[ 7].k_sch 14f9701ae35fe28c440adf4d4ea9c026
 
round[ 8].start d1876c0f79c4300ab45594add66ff41f
 
round[ 8].s_box 3e175076b61c04678dfc2295f6a8bfc0
 
round[ 8].s_row 3e1c22c0b6fcbf768da85067f6170495
 
round[ 8].m_col baa03de7a1f9b56ed5512cba5f414d23
 
round[ 8].k_sch 47438735a41c65b9e016baf4aebf7ad2
 
round[ 9].start fde3bad205e5d0d73547964ef1fe37f1
 
round[ 9].s_box 5411f4b56bd9700e96a0902fa1bb9aa1
 
round[ 9].s_row 54d990a16ba09ab596bbf40ea111702f
 
round[ 9].m_col e9f74eec023020f61bf2ccf2353c21c7
 
round[ 9].k_sch 549932d1f08557681093ed9cbe2c974e
 
round[10].start bd6e7c3df2b5779e0b61216e8b10b689
 
round[10].s_box 7a9f102789d5f50b2beffd9f3dca4ea7
 
round[10].s_row 7ad5fda789ef4e272bca100b3d9ff59f
 
round[10].k_sch 13111d7fe3944a17f307a78b4d2b30c5
 
round[10].output 69c4e0d86a7b0430d8cdb78070b4c55a
 

INVERSE CIPHER (DECRYPT):
 
round[ 0].iinput 69c4e0d86a7b0430d8cdb78070b4c55a
 
round[ 0].ik_sch 13111d7fe3944a17f307a78b4d2b30c5
 
round[ 1].istart 7ad5fda789ef4e272bca100b3d9ff59f
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round[ 1].is_row 7a9f102789d5f50b2beffd9f3dca4ea7
 
round[ 1].is_box bd6e7c3df2b5779e0b61216e8b10b689
 
round[ 1].ik_sch 549932d1f08557681093ed9cbe2c974e
 
round[ 1].ik_add e9f74eec023020f61bf2ccf2353c21c7
 
round[ 2].istart 54d990a16ba09ab596bbf40ea111702f
 
round[ 2].is_row 5411f4b56bd9700e96a0902fa1bb9aa1
 
round[ 2].is_box fde3bad205e5d0d73547964ef1fe37f1
 
round[ 2].ik_sch 47438735a41c65b9e016baf4aebf7ad2
 
round[ 2].ik_add baa03de7a1f9b56ed5512cba5f414d23
 
round[ 3].istart 3e1c22c0b6fcbf768da85067f6170495
 
round[ 3].is_row 3e175076b61c04678dfc2295f6a8bfc0
 
round[ 3].is_box d1876c0f79c4300ab45594add66ff41f
 
round[ 3].ik_sch 14f9701ae35fe28c440adf4d4ea9c026
 
round[ 3].ik_add c57e1c159a9bd286f05f4be098c63439
 
round[ 4].istart b458124c68b68a014b99f82e5f15554c
 
round[ 4].is_row b415f8016858552e4bb6124c5f998a4c
 
round[ 4].is_box c62fe109f75eedc3cc79395d84f9cf5d
 
round[ 4].ik_sch 5e390f7df7a69296a7553dc10aa31f6b
 
round[ 4].ik_add 9816ee7400f87f556b2c049c8e5ad036
 
round[ 5].istart e8dab6901477d4653ff7f5e2e747dd4f
 
round[ 5].is_row e847f56514dadde23f77b64fe7f7d490
 
round[ 5].is_box c81677bc9b7ac93b25027992b0261996
 
round[ 5].ik_sch 3caaa3e8a99f9deb50f3af57adf622aa
 
round[ 5].ik_add f4bcd45432e554d075f1d6c51dd03b3c
 
round[ 6].istart 36339d50f9b539269f2c092dc4406d23
 
round[ 6].is_row 36400926f9336d2d9fb59d23c42c3950
 
round[ 6].is_box 247240236966b3fa6ed2753288425b6c
 
round[ 6].ik_sch 47f7f7bc95353e03f96c32bcfd058dfd
 
round[ 6].ik_add 6385b79ffc538df997be478e7547d691
 
round[ 7].istart 2d6d7ef03f33e334093602dd5bfb12c7
 
round[ 7].is_row 2dfb02343f6d12dd09337ec75b36e3f0
 
round[ 7].is_box fa636a2825b339c940668a3157244d17
 
round[ 7].ik_sch b6ff744ed2c2c9bf6c590cbf0469bf41
 
round[ 7].ik_add 4c9c1e66f771f0762c3f868e534df256
 
round[ 8].istart 3bd92268fc74fb735767cbe0c0590e2d
 
round[ 8].is_row 3b59cb73fcd90ee05774222dc067fb68
 
round[ 8].is_box 4915598f55e5d7a0daca94fa1f0a63f7
 
round[ 8].ik_sch b692cf0b643dbdf1be9bc5006830b3fe
 
round[ 8].ik_add ff87968431d86a51645151fa773ad009
 
round[ 9].istart a7be1a6997ad739bd8c9ca451f618b61
 
round[ 9].is_row a761ca9b97be8b45d8ad1a611fc97369
 
round[ 9].is_box 89d810e8855ace682d1843d8cb128fe4
 
round[ 9].ik_sch d6aa74fdd2af72fadaa678f1d6ab76fe
 
round[ 9].ik_add 5f72641557f5bc92f7be3b291db9f91a
 
round[10].istart 6353e08c0960e104cd70b751bacad0e7
 
round[10].is_row 63cab7040953d051cd60e0e7ba70e18c
 
round[10].is_box 00102030405060708090a0b0c0d0e0f0
 
round[10].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[10].ioutput 00112233445566778899aabbccddeeff
 

EQUIVALENT INVERSE CIPHER (DECRYPT):
 
round[ 0].iinput 69c4e0d86a7b0430d8cdb78070b4c55a
 
round[ 0].ik_sch 13111d7fe3944a17f307a78b4d2b30c5
 
round[ 1].istart 7ad5fda789ef4e272bca100b3d9ff59f
 
round[ 1].is_box bdb52189f261b63d0b107c9e8b6e776e
 
round[ 1].is_row bd6e7c3df2b5779e0b61216e8b10b689
 
round[ 1].im_col 4773b91ff72f354361cb018ea1e6cf2c
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round[ 1].ik_sch 13aa29be9c8faff6f770f58000f7bf03
 
round[ 2].istart 54d990a16ba09ab596bbf40ea111702f
 
round[ 2].is_box fde596f1054737d235febad7f1e3d04e
 
round[ 2].is_row fde3bad205e5d0d73547964ef1fe37f1
 
round[ 2].im_col 2d7e86a339d9393ee6570a1101904e16
 
round[ 2].ik_sch 1362a4638f2586486bff5a76f7874a83
 
round[ 3].istart 3e1c22c0b6fcbf768da85067f6170495
 
round[ 3].is_box d1c4941f7955f40fb46f6c0ad68730ad
 
round[ 3].is_row d1876c0f79c4300ab45594add66ff41f
 
round[ 3].im_col 39daee38f4f1a82aaf432410c36d45b9
 
round[ 3].ik_sch 8d82fc749c47222be4dadc3e9c7810f5
 
round[ 4].istart b458124c68b68a014b99f82e5f15554c
 
round[ 4].is_box c65e395df779cf09ccf9e1c3842fed5d
 
round[ 4].is_row c62fe109f75eedc3cc79395d84f9cf5d
 
round[ 4].im_col 9a39bf1d05b20a3a476a0bf79fe51184
 
round[ 4].ik_sch 72e3098d11c5de5f789dfe1578a2cccb
 
round[ 5].istart e8dab6901477d4653ff7f5e2e747dd4f
 
round[ 5].is_box c87a79969b0219bc2526773bb016c992
 
round[ 5].is_row c81677bc9b7ac93b25027992b0261996
 
round[ 5].im_col 18f78d779a93eef4f6742967c47f5ffd
 
round[ 5].ik_sch 2ec410276326d7d26958204a003f32de
 
round[ 6].istart 36339d50f9b539269f2c092dc4406d23
 
round[ 6].is_box 2466756c69d25b236e4240fa8872b332
 
round[ 6].is_row 247240236966b3fa6ed2753288425b6c
 
round[ 6].im_col 85cf8bf472d124c10348f545329c0053
 
round[ 6].ik_sch a8a2f5044de2c7f50a7ef79869671294
 
round[ 7].istart 2d6d7ef03f33e334093602dd5bfb12c7
 
round[ 7].is_box fab38a1725664d2840246ac957633931
 
round[ 7].is_row fa636a2825b339c940668a3157244d17
 
round[ 7].im_col fc1fc1f91934c98210fbfb8da340eb21
 
round[ 7].ik_sch c7c6e391e54032f1479c306d6319e50c
 
round[ 8].istart 3bd92268fc74fb735767cbe0c0590e2d
 
round[ 8].is_box 49e594f755ca638fda0a59a01f15d7fa
 
round[ 8].is_row 4915598f55e5d7a0daca94fa1f0a63f7
 
round[ 8].im_col 076518f0b52ba2fb7a15c8d93be45e00
 
round[ 8].ik_sch a0db02992286d160a2dc029c2485d561
 
round[ 9].istart a7be1a6997ad739bd8c9ca451f618b61
 
round[ 9].is_box 895a43e485188fe82d121068cbd8ced8
 
round[ 9].is_row 89d810e8855ace682d1843d8cb128fe4
 
round[ 9].im_col ef053f7c8b3d32fd4d2a64ad3c93071a
 
round[ 9].ik_sch 8c56dff0825dd3f9805ad3fc8659d7fd
 
round[10].istart 6353e08c0960e104cd70b751bacad0e7
 
round[10].is_box 0050a0f04090e03080d02070c01060b0
 
round[10].is_row 00102030405060708090a0b0c0d0e0f0
 
round[10].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[10].ioutput 00112233445566778899aabbccddeeff
 

C.2 AES-192 (Nk=6, Nr=12) 
PLAINTEXT: 00112233445566778899aabbccddeeff
 
KEY: 000102030405060708090a0b0c0d0e0f1011121314151617
 

CIPHER (ENCRYPT):
 
round[ 0].input 00112233445566778899aabbccddeeff
 
round[ 0].k_sch 000102030405060708090a0b0c0d0e0f
 
round[ 1].start 00102030405060708090a0b0c0d0e0f0
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round[ 1].s_box 63cab7040953d051cd60e0e7ba70e18c 
round[ 1].s_row 6353e08c0960e104cd70b751bacad0e7 
round[ 1].m_col 5f72641557f5bc92f7be3b291db9f91a 
round[ 1].k_sch 10111213141516175846f2f95c43f4fe 
round[ 2].start 4f63760643e0aa85aff8c9d041fa0de4 
round[ 2].s_box 84fb386f1ae1ac977941dd70832dd769 
round[ 2].s_row 84e1dd691a41d76f792d389783fbac70 
round[ 2].m_col 9f487f794f955f662afc86abd7f1ab29 
round[ 2].k_sch 544afef55847f0fa4856e2e95c43f4fe 
round[ 3].start cb02818c17d2af9c62aa64428bb25fd7 
round[ 3].s_box 1f770c64f0b579deaaac432c3d37cf0e 
round[ 3].s_row 1fb5430ef0accf64aa370cde3d77792c 
round[ 3].m_col b7a53ecbbf9d75a0c40efc79b674cc11 
round[ 3].k_sch 40f949b31cbabd4d48f043b810b7b342 
round[ 4].start f75c7778a327c8ed8cfebfc1a6c37f53 
round[ 4].s_box 684af5bc0acce85564bb0878242ed2ed 
round[ 4].s_row 68cc08ed0abbd2bc642ef555244ae878 
round[ 4].m_col 7a1e98bdacb6d1141a6944dd06eb2d3e 
round[ 4].k_sch 58e151ab04a2a5557effb5416245080c 
round[ 5].start 22ffc916a81474416496f19c64ae2532 
round[ 5].s_box 9316dd47c2fa92834390a1de43e43f23 
round[ 5].s_row 93faa123c2903f4743e4dd83431692de 
round[ 5].m_col aaa755b34cffe57cef6f98e1f01c13e6 
round[ 5].k_sch 2ab54bb43a02f8f662e3a95d66410c08 
round[ 6].start 80121e0776fd1d8a8d8c31bc965d1fee 
round[ 6].s_box cdc972c53854a47e5d64c765904cc028 
round[ 6].s_row cd54c7283864c0c55d4c727e90c9a465 
round[ 6].m_col 921f748fd96e937d622d7725ba8ba50c 
round[ 6].k_sch f501857297448d7ebdf1c6ca87f33e3c 
round[ 7].start 671ef1fd4e2a1e03dfdcb1ef3d789b30 
round[ 7].s_box 8572a1542fe5727b9e86c8df27bc1404 
round[ 7].s_row 85e5c8042f8614549ebca17b277272df 
round[ 7].m_col e913e7b18f507d4b227ef652758acbcc 
round[ 7].k_sch e510976183519b6934157c9ea351f1e0 
round[ 8].start 0c0370d00c01e622166b8accd6db3a2c 
round[ 8].s_box fe7b5170fe7c8e93477f7e4bf6b98071 
round[ 8].s_row fe7c7e71fe7f807047b95193f67b8e4b 
round[ 8].m_col 6cf5edf996eb0a069c4ef21cbfc25762 
round[ 8].k_sch 1ea0372a995309167c439e77ff12051e 
round[ 9].start 7255dad30fb80310e00d6c6b40d0527c 
round[ 9].s_box 40fc5766766c7bcae1d7507f09700010 
round[ 9].s_row 406c501076d70066e17057ca09fc7b7f 
round[ 9].m_col 7478bcdce8a50b81d4327a9009188262 
round[ 9].k_sch dd7e0e887e2fff68608fc842f9dcc154 
round[10].start a906b254968af4e9b4bdb2d2f0c44336 
round[10].s_box d36f3720907ebf1e8d7a37b58c1c1a05 
round[10].s_row d37e3705907a1a208d1c371e8c6fbfb5 
round[10].m_col 0d73cc2d8f6abe8b0cf2dd9bb83d422e 
round[10].k_sch 859f5f237a8d5a3dc0c02952beefd63a 
round[11].start 88ec930ef5e7e4b6cc32f4c906d29414 
round[11].s_box c4cedcabe694694e4b23bfdd6fb522fa 
round[11].s_row c494bffae62322ab4bb5dc4e6fce69dd 
round[11].m_col 71d720933b6d677dc00b8f28238e0fb7 
round[11].k_sch de601e7827bcdf2ca223800fd8aeda32 
round[12].start afb73eeb1cd1b85162280f27fb20d585 
round[12].s_box 79a9b2e99c3e6cd1aa3476cc0fb70397 
round[12].s_row 793e76979c3403e9aab7b2d10fa96ccc 
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round[12].k_sch a4970a331a78dc09c418c271e3a41d5d
 
round[12].output dda97ca4864cdfe06eaf70a0ec0d7191
 

INVERSE CIPHER (DECRYPT):
 
round[ 0].iinput dda97ca4864cdfe06eaf70a0ec0d7191
 
round[ 0].ik_sch a4970a331a78dc09c418c271e3a41d5d
 
round[ 1].istart 793e76979c3403e9aab7b2d10fa96ccc
 
round[ 1].is_row 79a9b2e99c3e6cd1aa3476cc0fb70397
 
round[ 1].is_box afb73eeb1cd1b85162280f27fb20d585
 
round[ 1].ik_sch de601e7827bcdf2ca223800fd8aeda32
 
round[ 1].ik_add 71d720933b6d677dc00b8f28238e0fb7
 
round[ 2].istart c494bffae62322ab4bb5dc4e6fce69dd
 
round[ 2].is_row c4cedcabe694694e4b23bfdd6fb522fa
 
round[ 2].is_box 88ec930ef5e7e4b6cc32f4c906d29414
 
round[ 2].ik_sch 859f5f237a8d5a3dc0c02952beefd63a
 
round[ 2].ik_add 0d73cc2d8f6abe8b0cf2dd9bb83d422e
 
round[ 3].istart d37e3705907a1a208d1c371e8c6fbfb5
 
round[ 3].is_row d36f3720907ebf1e8d7a37b58c1c1a05
 
round[ 3].is_box a906b254968af4e9b4bdb2d2f0c44336
 
round[ 3].ik_sch dd7e0e887e2fff68608fc842f9dcc154
 
round[ 3].ik_add 7478bcdce8a50b81d4327a9009188262
 
round[ 4].istart 406c501076d70066e17057ca09fc7b7f
 
round[ 4].is_row 40fc5766766c7bcae1d7507f09700010
 
round[ 4].is_box 7255dad30fb80310e00d6c6b40d0527c
 
round[ 4].ik_sch 1ea0372a995309167c439e77ff12051e
 
round[ 4].ik_add 6cf5edf996eb0a069c4ef21cbfc25762
 
round[ 5].istart fe7c7e71fe7f807047b95193f67b8e4b
 
round[ 5].is_row fe7b5170fe7c8e93477f7e4bf6b98071
 
round[ 5].is_box 0c0370d00c01e622166b8accd6db3a2c
 
round[ 5].ik_sch e510976183519b6934157c9ea351f1e0
 
round[ 5].ik_add e913e7b18f507d4b227ef652758acbcc
 
round[ 6].istart 85e5c8042f8614549ebca17b277272df
 
round[ 6].is_row 8572a1542fe5727b9e86c8df27bc1404
 
round[ 6].is_box 671ef1fd4e2a1e03dfdcb1ef3d789b30
 
round[ 6].ik_sch f501857297448d7ebdf1c6ca87f33e3c
 
round[ 6].ik_add 921f748fd96e937d622d7725ba8ba50c
 
round[ 7].istart cd54c7283864c0c55d4c727e90c9a465
 
round[ 7].is_row cdc972c53854a47e5d64c765904cc028
 
round[ 7].is_box 80121e0776fd1d8a8d8c31bc965d1fee
 
round[ 7].ik_sch 2ab54bb43a02f8f662e3a95d66410c08
 
round[ 7].ik_add aaa755b34cffe57cef6f98e1f01c13e6
 
round[ 8].istart 93faa123c2903f4743e4dd83431692de
 
round[ 8].is_row 9316dd47c2fa92834390a1de43e43f23
 
round[ 8].is_box 22ffc916a81474416496f19c64ae2532
 
round[ 8].ik_sch 58e151ab04a2a5557effb5416245080c
 
round[ 8].ik_add 7a1e98bdacb6d1141a6944dd06eb2d3e
 
round[ 9].istart 68cc08ed0abbd2bc642ef555244ae878
 
round[ 9].is_row 684af5bc0acce85564bb0878242ed2ed
 
round[ 9].is_box f75c7778a327c8ed8cfebfc1a6c37f53
 
round[ 9].ik_sch 40f949b31cbabd4d48f043b810b7b342
 
round[ 9].ik_add b7a53ecbbf9d75a0c40efc79b674cc11
 
round[10].istart 1fb5430ef0accf64aa370cde3d77792c
 
round[10].is_row 1f770c64f0b579deaaac432c3d37cf0e
 
round[10].is_box cb02818c17d2af9c62aa64428bb25fd7
 
round[10].ik_sch 544afef55847f0fa4856e2e95c43f4fe
 
round[10].ik_add 9f487f794f955f662afc86abd7f1ab29
 
round[11].istart 84e1dd691a41d76f792d389783fbac70
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round[11].is_row 84fb386f1ae1ac977941dd70832dd769
 
round[11].is_box 4f63760643e0aa85aff8c9d041fa0de4
 
round[11].ik_sch 10111213141516175846f2f95c43f4fe
 
round[11].ik_add 5f72641557f5bc92f7be3b291db9f91a
 
round[12].istart 6353e08c0960e104cd70b751bacad0e7
 
round[12].is_row 63cab7040953d051cd60e0e7ba70e18c
 
round[12].is_box 00102030405060708090a0b0c0d0e0f0
 
round[12].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[12].ioutput 00112233445566778899aabbccddeeff
 

EQUIVALENT INVERSE CIPHER (DECRYPT):
 
round[ 0].iinput dda97ca4864cdfe06eaf70a0ec0d7191
 
round[ 0].ik_sch a4970a331a78dc09c418c271e3a41d5d
 
round[ 1].istart 793e76979c3403e9aab7b2d10fa96ccc
 
round[ 1].is_box afd10f851c28d5eb62203e51fbb7b827
 
round[ 1].is_row afb73eeb1cd1b85162280f27fb20d585
 
round[ 1].im_col 122a02f7242ac8e20605afce51cc7264
 
round[ 1].ik_sch d6bebd0dc209ea494db073803e021bb9
 
round[ 2].istart c494bffae62322ab4bb5dc4e6fce69dd
 
round[ 2].is_box 88e7f414f532940eccd293b606ece4c9
 
round[ 2].is_row 88ec930ef5e7e4b6cc32f4c906d29414
 
round[ 2].im_col 5cc7aecce3c872194ae5ef8309a933c7
 
round[ 2].ik_sch 8fb999c973b26839c7f9d89d85c68c72
 
round[ 3].istart d37e3705907a1a208d1c371e8c6fbfb5
 
round[ 3].is_box a98ab23696bd4354b4c4b2e9f006f4d2
 
round[ 3].is_row a906b254968af4e9b4bdb2d2f0c44336
 
round[ 3].im_col b7113ed134e85489b20866b51d4b2c3b
 
round[ 3].ik_sch f77d6ec1423f54ef5378317f14b75744
 
round[ 4].istart 406c501076d70066e17057ca09fc7b7f
 
round[ 4].is_box 72b86c7c0f0d52d3e0d0da104055036b
 
round[ 4].is_row 7255dad30fb80310e00d6c6b40d0527c
 
round[ 4].im_col ef3b1be1b9b0e64bdcb79f1e0a707fbb
 
round[ 4].ik_sch 1147659047cf663b9b0ece8dfc0bf1f0
 
round[ 5].istart fe7c7e71fe7f807047b95193f67b8e4b
 
round[ 5].is_box 0c018a2c0c6b3ad016db7022d603e6cc
 
round[ 5].is_row 0c0370d00c01e622166b8accd6db3a2c
 
round[ 5].im_col 592460b248832b2952e0b831923048f1
 
round[ 5].ik_sch dcc1a8b667053f7dcc5c194ab5423a2e
 
round[ 6].istart 85e5c8042f8614549ebca17b277272df
 
round[ 6].is_box 672ab1304edc9bfddf78f1033d1e1eef
 
round[ 6].is_row 671ef1fd4e2a1e03dfdcb1ef3d789b30
 
round[ 6].im_col 0b8a7783417ae3a1f9492dc0c641a7ce
 
round[ 6].ik_sch c6deb0ab791e2364a4055fbe568803ab
 
round[ 7].istart cd54c7283864c0c55d4c727e90c9a465
 
round[ 7].is_box 80fd31ee768c1f078d5d1e8a96121dbc
 
round[ 7].is_row 80121e0776fd1d8a8d8c31bc965d1fee
 
round[ 7].im_col 4ee1ddf9301d6352c9ad769ef8d20515
 
round[ 7].ik_sch dd1b7cdaf28d5c158a49ab1dbbc497cb
 
round[ 8].istart 93faa123c2903f4743e4dd83431692de
 
round[ 8].is_box 2214f132a896251664aec94164ff749c
 
round[ 8].is_row 22ffc916a81474416496f19c64ae2532
 
round[ 8].im_col 1008ffe53b36ee6af27b42549b8a7bb7
 
round[ 8].ik_sch 78c4f708318d3cd69655b701bfc093cf
 
round[ 9].istart 68cc08ed0abbd2bc642ef555244ae878
 
round[ 9].is_box f727bf53a3fe7f788cc377eda65cc8c1
 
round[ 9].is_row f75c7778a327c8ed8cfebfc1a6c37f53
 
round[ 9].im_col 7f69ac1ed939ebaac8ece3cb12e159e3
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round[ 9].ik_sch 60dcef10299524ce62dbef152f9620cf
 
round[10].istart 1fb5430ef0accf64aa370cde3d77792c
 
round[10].is_box cbd264d717aa5f8c62b2819c8b02af42
 
round[10].is_row cb02818c17d2af9c62aa64428bb25fd7
 
round[10].im_col cfaf16b2570c18b52e7fef50cab267ae
 
round[10].ik_sch 4b4ecbdb4d4dcfda5752d7c74949cbde
 
round[11].istart 84e1dd691a41d76f792d389783fbac70
 
round[11].is_box 4fe0c9e443f80d06affa76854163aad0
 
round[11].is_row 4f63760643e0aa85aff8c9d041fa0de4
 
round[11].im_col 794cf891177bfd1d8a327086f3831b39
 
round[11].ik_sch 1a1f181d1e1b1c194742c7d74949cbde
 
round[12].istart 6353e08c0960e104cd70b751bacad0e7
 
round[12].is_box 0050a0f04090e03080d02070c01060b0
 
round[12].is_row 00102030405060708090a0b0c0d0e0f0
 
round[12].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[12].ioutput 00112233445566778899aabbccddeeff
 

C.3 AES-256 (Nk=8, Nr=14) 
PLAINTEXT: 00112233445566778899aabbccddeeff
 
KEY: 000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f
 

CIPHER (ENCRYPT):
 
round[ 0].input 00112233445566778899aabbccddeeff
 
round[ 0].k_sch 000102030405060708090a0b0c0d0e0f
 
round[ 1].start 00102030405060708090a0b0c0d0e0f0
 
round[ 1].s_box 63cab7040953d051cd60e0e7ba70e18c
 
round[ 1].s_row 6353e08c0960e104cd70b751bacad0e7
 
round[ 1].m_col 5f72641557f5bc92f7be3b291db9f91a
 
round[ 1].k_sch 101112131415161718191a1b1c1d1e1f
 
round[ 2].start 4f63760643e0aa85efa7213201a4e705
 
round[ 2].s_box 84fb386f1ae1ac97df5cfd237c49946b
 
round[ 2].s_row 84e1fd6b1a5c946fdf4938977cfbac23
 
round[ 2].m_col bd2a395d2b6ac438d192443e615da195
 
round[ 2].k_sch a573c29fa176c498a97fce93a572c09c
 
round[ 3].start 1859fbc28a1c00a078ed8aadc42f6109
 
round[ 3].s_box adcb0f257e9c63e0bc557e951c15ef01
 
round[ 3].s_row ad9c7e017e55ef25bc150fe01ccb6395
 
round[ 3].m_col 810dce0cc9db8172b3678c1e88a1b5bd
 
round[ 3].k_sch 1651a8cd0244beda1a5da4c10640bade
 
round[ 4].start 975c66c1cb9f3fa8a93a28df8ee10f63
 
round[ 4].s_box 884a33781fdb75c2d380349e19f876fb
 
round[ 4].s_row 88db34fb1f807678d3f833c2194a759e
 
round[ 4].m_col b2822d81abe6fb275faf103a078c0033
 
round[ 4].k_sch ae87dff00ff11b68a68ed5fb03fc1567
 
round[ 5].start 1c05f271a417e04ff921c5c104701554
 
round[ 5].s_box 9c6b89a349f0e18499fda678f2515920
 
round[ 5].s_row 9cf0a62049fd59a399518984f26be178
 
round[ 5].m_col aeb65ba974e0f822d73f567bdb64c877
 
round[ 5].k_sch 6de1f1486fa54f9275f8eb5373b8518d
 
round[ 6].start c357aae11b45b7b0a2c7bd28a8dc99fa
 
round[ 6].s_box 2e5bacf8af6ea9e73ac67a34c286ee2d
 
round[ 6].s_row 2e6e7a2dafc6eef83a86ace7c25ba934
 
round[ 6].m_col b951c33c02e9bd29ae25cdb1efa08cc7
 
round[ 6].k_sch c656827fc9a799176f294cec6cd5598b
 
round[ 7].start 7f074143cb4e243ec10c815d8375d54c
 
round[ 7].s_box d2c5831a1f2f36b278fe0c4cec9d0329
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round[ 7].s_row d22f0c291ffe031a789d83b2ecc5364c
 
round[ 7].m_col ebb19e1c3ee7c9e87d7535e9ed6b9144
 
round[ 7].k_sch 3de23a75524775e727bf9eb45407cf39
 
round[ 8].start d653a4696ca0bc0f5acaab5db96c5e7d
 
round[ 8].s_box f6ed49f950e06576be74624c565058ff
 
round[ 8].s_row f6e062ff507458f9be50497656ed654c
 
round[ 8].m_col 5174c8669da98435a8b3e62ca974a5ea
 
round[ 8].k_sch 0bdc905fc27b0948ad5245a4c1871c2f
 
round[ 9].start 5aa858395fd28d7d05e1a38868f3b9c5
 
round[ 9].s_box bec26a12cfb55dff6bf80ac4450d56a6
 
round[ 9].s_row beb50aa6cff856126b0d6aff45c25dc4
 
round[ 9].m_col 0f77ee31d2ccadc05430a83f4ef96ac3
 
round[ 9].k_sch 45f5a66017b2d387300d4d33640a820a
 
round[10].start 4a824851c57e7e47643de50c2af3e8c9
 
round[10].s_box d61352d1a6f3f3a04327d9fee50d9bdd
 
round[10].s_row d6f3d9dda6279bd1430d52a0e513f3fe
 
round[10].m_col bd86f0ea748fc4f4630f11c1e9331233
 
round[10].k_sch 7ccff71cbeb4fe5413e6bbf0d261a7df
 
round[11].start c14907f6ca3b3aa070e9aa313b52b5ec
 
round[11].s_box 783bc54274e280e0511eacc7e200d5ce
 
round[11].s_row 78e2acce741ed5425100c5e0e23b80c7
 
round[11].m_col af8690415d6e1dd387e5fbedd5c89013
 
round[11].k_sch f01afafee7a82979d7a5644ab3afe640
 
round[12].start 5f9c6abfbac634aa50409fa766677653
 
round[12].s_box cfde0208f4b418ac5309db5c338538ed
 
round[12].s_row cfb4dbedf4093808538502ac33de185c
 
round[12].m_col 7427fae4d8a695269ce83d315be0392b
 
round[12].k_sch 2541fe719bf500258813bbd55a721c0a
 
round[13].start 516604954353950314fb86e401922521
 
round[13].s_box d133f22a1aed2a7bfa0f44697c4f3ffd
 
round[13].s_row d1ed44fd1a0f3f2afa4ff27b7c332a69
 
round[13].m_col 2c21a820306f154ab712c75eee0da04f
 
round[13].k_sch 4e5a6699a9f24fe07e572baacdf8cdea
 
round[14].start 627bceb9999d5aaac945ecf423f56da5
 
round[14].s_box aa218b56ee5ebeacdd6ecebf26e63c06
 
round[14].s_row aa5ece06ee6e3c56dde68bac2621bebf
 
round[14].k_sch 24fc79ccbf0979e9371ac23c6d68de36
 
round[14].output 8ea2b7ca516745bfeafc49904b496089
 

INVERSE CIPHER (DECRYPT):
 
round[ 0].iinput 8ea2b7ca516745bfeafc49904b496089
 
round[ 0].ik_sch 24fc79ccbf0979e9371ac23c6d68de36
 
round[ 1].istart aa5ece06ee6e3c56dde68bac2621bebf
 
round[ 1].is_row aa218b56ee5ebeacdd6ecebf26e63c06
 
round[ 1].is_box 627bceb9999d5aaac945ecf423f56da5
 
round[ 1].ik_sch 4e5a6699a9f24fe07e572baacdf8cdea
 
round[ 1].ik_add 2c21a820306f154ab712c75eee0da04f
 
round[ 2].istart d1ed44fd1a0f3f2afa4ff27b7c332a69
 
round[ 2].is_row d133f22a1aed2a7bfa0f44697c4f3ffd
 
round[ 2].is_box 516604954353950314fb86e401922521
 
round[ 2].ik_sch 2541fe719bf500258813bbd55a721c0a
 
round[ 2].ik_add 7427fae4d8a695269ce83d315be0392b
 
round[ 3].istart cfb4dbedf4093808538502ac33de185c
 
round[ 3].is_row cfde0208f4b418ac5309db5c338538ed
 
round[ 3].is_box 5f9c6abfbac634aa50409fa766677653
 
round[ 3].ik_sch f01afafee7a82979d7a5644ab3afe640
 
round[ 3].ik_add af8690415d6e1dd387e5fbedd5c89013
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round[ 4].istart 78e2acce741ed5425100c5e0e23b80c7
 
round[ 4].is_row 783bc54274e280e0511eacc7e200d5ce
 
round[ 4].is_box c14907f6ca3b3aa070e9aa313b52b5ec
 
round[ 4].ik_sch 7ccff71cbeb4fe5413e6bbf0d261a7df
 
round[ 4].ik_add bd86f0ea748fc4f4630f11c1e9331233
 
round[ 5].istart d6f3d9dda6279bd1430d52a0e513f3fe
 
round[ 5].is_row d61352d1a6f3f3a04327d9fee50d9bdd
 
round[ 5].is_box 4a824851c57e7e47643de50c2af3e8c9
 
round[ 5].ik_sch 45f5a66017b2d387300d4d33640a820a
 
round[ 5].ik_add 0f77ee31d2ccadc05430a83f4ef96ac3
 
round[ 6].istart beb50aa6cff856126b0d6aff45c25dc4
 
round[ 6].is_row bec26a12cfb55dff6bf80ac4450d56a6
 
round[ 6].is_box 5aa858395fd28d7d05e1a38868f3b9c5
 
round[ 6].ik_sch 0bdc905fc27b0948ad5245a4c1871c2f
 
round[ 6].ik_add 5174c8669da98435a8b3e62ca974a5ea
 
round[ 7].istart f6e062ff507458f9be50497656ed654c
 
round[ 7].is_row f6ed49f950e06576be74624c565058ff
 
round[ 7].is_box d653a4696ca0bc0f5acaab5db96c5e7d
 
round[ 7].ik_sch 3de23a75524775e727bf9eb45407cf39
 
round[ 7].ik_add ebb19e1c3ee7c9e87d7535e9ed6b9144
 
round[ 8].istart d22f0c291ffe031a789d83b2ecc5364c
 
round[ 8].is_row d2c5831a1f2f36b278fe0c4cec9d0329
 
round[ 8].is_box 7f074143cb4e243ec10c815d8375d54c
 
round[ 8].ik_sch c656827fc9a799176f294cec6cd5598b
 
round[ 8].ik_add b951c33c02e9bd29ae25cdb1efa08cc7
 
round[ 9].istart 2e6e7a2dafc6eef83a86ace7c25ba934
 
round[ 9].is_row 2e5bacf8af6ea9e73ac67a34c286ee2d
 
round[ 9].is_box c357aae11b45b7b0a2c7bd28a8dc99fa
 
round[ 9].ik_sch 6de1f1486fa54f9275f8eb5373b8518d
 
round[ 9].ik_add aeb65ba974e0f822d73f567bdb64c877
 
round[10].istart 9cf0a62049fd59a399518984f26be178
 
round[10].is_row 9c6b89a349f0e18499fda678f2515920
 
round[10].is_box 1c05f271a417e04ff921c5c104701554
 
round[10].ik_sch ae87dff00ff11b68a68ed5fb03fc1567
 
round[10].ik_add b2822d81abe6fb275faf103a078c0033
 
round[11].istart 88db34fb1f807678d3f833c2194a759e
 
round[11].is_row 884a33781fdb75c2d380349e19f876fb
 
round[11].is_box 975c66c1cb9f3fa8a93a28df8ee10f63
 
round[11].ik_sch 1651a8cd0244beda1a5da4c10640bade
 
round[11].ik_add 810dce0cc9db8172b3678c1e88a1b5bd
 
round[12].istart ad9c7e017e55ef25bc150fe01ccb6395
 
round[12].is_row adcb0f257e9c63e0bc557e951c15ef01
 
round[12].is_box 1859fbc28a1c00a078ed8aadc42f6109
 
round[12].ik_sch a573c29fa176c498a97fce93a572c09c
 
round[12].ik_add bd2a395d2b6ac438d192443e615da195
 
round[13].istart 84e1fd6b1a5c946fdf4938977cfbac23
 
round[13].is_row 84fb386f1ae1ac97df5cfd237c49946b
 
round[13].is_box 4f63760643e0aa85efa7213201a4e705
 
round[13].ik_sch 101112131415161718191a1b1c1d1e1f
 
round[13].ik_add 5f72641557f5bc92f7be3b291db9f91a
 
round[14].istart 6353e08c0960e104cd70b751bacad0e7
 
round[14].is_row 63cab7040953d051cd60e0e7ba70e18c
 
round[14].is_box 00102030405060708090a0b0c0d0e0f0
 
round[14].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[14].ioutput 00112233445566778899aabbccddeeff
 

EQUIVALENT INVERSE CIPHER (DECRYPT):
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round[ 0].iinput 8ea2b7ca516745bfeafc49904b496089
 
round[ 0].ik_sch 24fc79ccbf0979e9371ac23c6d68de36
 
round[ 1].istart aa5ece06ee6e3c56dde68bac2621bebf
 
round[ 1].is_box 629deca599456db9c9f5ceaa237b5af4
 
round[ 1].is_row 627bceb9999d5aaac945ecf423f56da5
 
round[ 1].im_col e51c9502a5c1950506a61024596b2b07
 
round[ 1].ik_sch 34f1d1ffbfceaa2ffce9e25f2558016e
 
round[ 2].istart d1ed44fd1a0f3f2afa4ff27b7c332a69
 
round[ 2].is_box 5153862143fb259514920403016695e4
 
round[ 2].is_row 516604954353950314fb86e401922521
 
round[ 2].im_col 91a29306cc450d0226f4b5eaef5efed8
 
round[ 2].ik_sch 5e1648eb384c350a7571b746dc80e684
 
round[ 3].istart cfb4dbedf4093808538502ac33de185c
 
round[ 3].is_box 5fc69f53ba4076bf50676aaa669c34a7
 
round[ 3].is_row 5f9c6abfbac634aa50409fa766677653
 
round[ 3].im_col b041a94eff21ae9212278d903b8a63f6
 
round[ 3].ik_sch c8a305808b3f7bd043274870d9b1e331
 
round[ 4].istart 78e2acce741ed5425100c5e0e23b80c7
 
round[ 4].is_box c13baaeccae9b5f6705207a03b493a31
 
round[ 4].is_row c14907f6ca3b3aa070e9aa313b52b5ec
 
round[ 4].im_col 638357cec07de6300e30d0ec4ce2a23c
 
round[ 4].ik_sch b5708e13665a7de14d3d824ca9f151c2
 
round[ 5].istart d6f3d9dda6279bd1430d52a0e513f3fe
 
round[ 5].is_box 4a7ee5c9c53de85164f348472a827e0c
 
round[ 5].is_row 4a824851c57e7e47643de50c2af3e8c9
 
round[ 5].im_col ca6f71058c642842a315595fdf54f685
 
round[ 5].ik_sch 74da7ba3439c7e50c81833a09a96ab41
 
round[ 6].istart beb50aa6cff856126b0d6aff45c25dc4
 
round[ 6].is_box 5ad2a3c55fe1b93905f3587d68a88d88
 
round[ 6].is_row 5aa858395fd28d7d05e1a38868f3b9c5
 
round[ 6].im_col ca46f5ea835eab0b9537b6dbb221b6c2
 
round[ 6].ik_sch 3ca69715d32af3f22b67ffade4ccd38e
 
round[ 7].istart f6e062ff507458f9be50497656ed654c
 
round[ 7].is_box d6a0ab7d6cca5e695a6ca40fb953bc5d
 
round[ 7].is_row d653a4696ca0bc0f5acaab5db96c5e7d
 
round[ 7].im_col 2a70c8da28b806e9f319ce42be4baead
 
round[ 7].ik_sch f85fc4f3374605f38b844df0528e98e1
 
round[ 8].istart d22f0c291ffe031a789d83b2ecc5364c
 
round[ 8].is_box 7f4e814ccb0cd543c175413e8307245d
 
round[ 8].is_row 7f074143cb4e243ec10c815d8375d54c
 
round[ 8].im_col f0073ab7404a8a1fc2cba0b80df08517
 
round[ 8].ik_sch de69409aef8c64e7f84d0c5fcfab2c23
 
round[ 9].istart 2e6e7a2dafc6eef83a86ace7c25ba934
 
round[ 9].is_box c345bdfa1bc799e1a2dcaab0a857b728
 
round[ 9].is_row c357aae11b45b7b0a2c7bd28a8dc99fa
 
round[ 9].im_col 3225fe3686e498a32593c1872b613469
 
round[ 9].ik_sch aed55816cf19c100bcc24803d90ad511
 
round[10].istart 9cf0a62049fd59a399518984f26be178
 
round[10].is_box 1c17c554a4211571f970f24f0405e0c1
 
round[10].is_row 1c05f271a417e04ff921c5c104701554
 
round[10].im_col 9d1d5c462e655205c4395b7a2eac55e2
 
round[10].ik_sch 15c668bd31e5247d17c168b837e6207c
 
round[11].istart 88db34fb1f807678d3f833c2194a759e
 
round[11].is_box 979f2863cb3a0fc1a9e166a88e5c3fdf
 
round[11].is_row 975c66c1cb9f3fa8a93a28df8ee10f63
 
round[11].im_col d24bfb0e1f997633cfce86e37903fe87
 
round[11].ik_sch 7fd7850f61cc991673db890365c89d12
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round[12].istart ad9c7e017e55ef25bc150fe01ccb6395
 
round[12].is_box 181c8a098aed61c2782ffba0c45900ad
 
round[12].is_row 1859fbc28a1c00a078ed8aadc42f6109
 
round[12].im_col aec9bda23e7fd8aff96d74525cdce4e7
 
round[12].ik_sch 2a2840c924234cc026244cc5202748c4
 
round[13].istart 84e1fd6b1a5c946fdf4938977cfbac23
 
round[13].is_box 4fe0210543a7e706efa476850163aa32
 
round[13].is_row 4f63760643e0aa85efa7213201a4e705
 
round[13].im_col 794cf891177bfd1ddf67a744acd9c4f6
 
round[13].ik_sch 1a1f181d1e1b1c191217101516131411
 
round[14].istart 6353e08c0960e104cd70b751bacad0e7
 
round[14].is_box 0050a0f04090e03080d02070c01060b0
 
round[14].is_row 00102030405060708090a0b0c0d0e0f0
 
round[14].ik_sch 000102030405060708090a0b0c0d0e0f
 
round[14].ioutput 00112233445566778899aabbccddeeff
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Certificate 

Number 
Validation / 
Posting Date 

Module Name(s) Vendor Name Version Information 

2356 05/19/2015 Kernel Mode Cryptographic 
Primitives Library (cng.sys) in 
Microsoft W indows 8.1 Enterprise, 
W indows Server 2012 R2, 
W indows Storage Server 2012 R2, 
Surface Pro 3, Surface Pro 2, 
Surface Pro, Surface 2, Surface, 
W indows RT 8.1, Windows Phone 
8.1, W indows Embedded 8.1 
Industry Enterprise, StorSimple 
8000 Series 

Microsoft Corporation Software Versions: 6.3.9600 and 
6.3.9600.17042 

2365 5/4/2015 Cisco Systems 5508 Wireless LAN 
Controller 

Cisco Systems, Inc. Hardware Version: 5508 with 5508 
FIPS kit (AIR-CT5508FIPSKIT=) 
and CN56XX; Firmware Version: 
8.0 with SNMP Stack v15.3, 
OPENSSL-0.9.8g-8.0.0, 
QUICKSEC-2.0-8.0 and FP
CRYPTO-7.0.0 

2366 5/4/2015 FortiGate-60C/60D/80C and 
FortiW iFi-60C/60D 

Fortinet, Inc. Hardware Versions: C4DM93 [1], 
C1AB28 [2], C4BC61[3], C4DM95 
[4], and C1AB32 [5] with Tamper 
Evident Seal Kits: FIPS-SEAL
BLUE [3] or FIPS-SEAL-RED 
[1,2,4,5]; Firmware Version: 5.0, 
build0305, 141216 

2367 5/4/2015 FortiGate-100D, FortiGate-200B, 
FortiGate-200D, FortiGate-300C, 
FortiGate-600C and FortiGate-800C 

Fortinet, Inc. Hardware Versions: C4LL40 [1], 
C4CD24 [2], C4KV72 [3], C4HY50 
[4], C4HZ51 [5] and C4LH81 [6] with 
Tamper Evident Seal Kits: FIPS
SEAL-BLUE [2] or FIPS-SEAL-RED 
[1,3,4,5,6]; Firmware Version: 5.0, 
build0305,141216 

2368 5/4/2015 FortiGate-1000C, FortiGate-1240B, 
FortiGate-3140B and FortiGate
3240C 

Fortinet, Inc. Hardware Versions: C4HR40 [1], 
C4CN43 [2], C4XC55 [3] and 
C4KC75 [4] with Tamper Evident 
Seal Kits: FIPS-SEAL-RED [1,3,4] 
or FIPS-SEAL-BLUE [2]; Firmware 
Version: FortiOS 5.0, 
build0305,141216 
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2369 5/4/2015 FortiGate-1500D and 3700D Fortinet, Inc. Hardware Versions: C1AA64 [1] and 
C1AA92 [2] with Tamper Evident 
Seal Kits: FIPS-SEAL-RED [1,2]; 
Firmware Version: FortiOS 5.0, 
build0305,141216 

2370 5/4/2015 FortiOS™ 5.0 Fortinet, Inc. Firmware Version: 5.0, build0305, 
141216 

2371 5/4/2015 FortiGate-3600C and FortiGate
3950B 

Fortinet, Inc. Hardware Versions: C4MH12, 
[C4DE23 with P06698-02] with 
Tamper Evident Seal Kits: FIPS
SEAL-RED; Firmware Version: 
FortiOS 5.0, build0305,141216 

2372 05/05/2015 FortiGate-5140B Chassis with 
FortiGate/FortiSwitch 5000 Series 
Blades 

Fortinet, Inc. Hardware Version: Chassis: 
P09297-01; Blades: P4CJ36-04, 
P4EV74, C4LG17 and P4EX84; 
AMC Component: P4FC12; Air 
Filter: PN P10938-01; Front Filler 
Panel: PN P10945-01: ten; Rear 
Filler Panel: PN P10946-01: 
fourteen; Tamper Evident Seal Kit: 
FIPS-SEAL-RED; Firmware 
Version: FortiOS 5.0, build0305, 
141216 

2373 05/05/2015 Neopost Postal Security Device 
(PSD) 

Neopost Technologies, S.A. Hardware Version: A0014227-B; 
Firmware Version: a30.00; P/N: 
A0038091-A 

2374 05/08/2015 Avaya WLAN 9100 Access Points Avaya Inc. Hardware Versions: P/Ns 
W AO912200-E6GS [1], 
W AP913200-E6GS [2], 
W AP913300-E6GS [2], 
W AP917300-E6GS [2]; Enclosure 
(Form Factor): WAO912200-E6GS 
[1], W AB910003-E6 [2]; SKU 
W LB910001-E6; Firmware Version: 
AOS-7.1 

2375 05/20/2015 HP P-Class Smart Array RAID 
Controllers 

Hewlett-Packard Development 
Company, L.P. 

Hardware Versions: P230i, P430, 
P431, P731m, P830, and P830i; 
Firmware Version: 1.66 
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2376 05/21/2015 Aegis Secure Key 3.0 
Cryptographic Module 

Apricorn Inc. Hardware Version: RevD; Firmware 
Version: 6.5 

2377 5/21/2015 Symantec PGP Cryptographic 
Engine 

Symantec Corporation Software Version: 4.3 

2379 05/21/2015 Ciena 6500 Packet-Optical 
Platform 4x10G 

Ciena Corporation Hardware Version: 1.0; Firmware 
Version: 1.10 

2380 05/21/2015 Samsung UFS (Universal Flash 
Storage) Shark SED 

Samsung Electronics Co., Ltd. Hardware Versions: KLUAG2G1BD
B0B2, KLUBG4G1BD-B0B1, 
KLUCG8G1BD-B0B1; Firmware 
Version: 0102 
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2381 05/21/2015	 Brocade® MLXe®, Brocade® Brocade Communications 

NetIron® CER 2000 Ethernet Systems, Inc. 
Routers and Brocade CES 2000 
Routers and Switches 

Hardware Versions: {[BR-MLXE-4
MR-M-AC (P/N: 80-1006853-01), 
BR-MLXE-4-MR-M-DC (P/N: 80
1006854-01), BR-MLXE-8-MR-M
AC (P/N: 80-1004809-04), BR
MLXE-8-MR-M-DC (P/N: 80
1004811-04), BR-MLXE-16-MR-M
AC (P/N: 80-1006820-02), BR
MLXE-16-MR-M-DC (P/N: 80
1006822-02), BR-MLXE-4-MR2-M
AC (P/N: 80-1006870-01), BR
MLXE-4-MR2-M-DC (P/N: 80
1006872-01), BR-MLXE-8-MR2-M
AC (P/N: 80-1007225-01), BR
MLXE-8-MR2-M-DC (P/N: 80
1007226-01), BR-MLXE-16-MR2-M
AC (P/N: 80-1006827-02), BR
MLXE-16-MR2-M-DC (P/N: 80
1006828-02)] with Component P/Ns 
80-1006778-01, 80-1005643-01, 80
1003891-02, 80-1002983-01,80
1003971-01,80-1003972-01, 80
1003811-02, 80-1002756-03, 80
1004114-01,80-1004113-01,80
1004112-01, 80-1004760-02, 80
1006511-02, 80-1004757-02, 80
1003009-01, 80-1003052-01, 80
1003053-01, NI-CER-2048F
ADVPREM-AC (P/N: 80-1003769
07), NI-CER-2048F-ADVPREM-DC 
(P/N: 80-1003770-08), NI-CER
2048FX-ADVPREM-AC (P/N: 80
1003771-07), NI-CER-2048FX
ADVPREM-DC (P/N: 80-1003772
08), NI-CER-2024F-ADVPREM-AC 
(P/N: 80-1006902-02), NI-CER
2024F-ADVPREM-DC (P/N: 80
1006904-02), NI-CER-2024C
ADVPREM-AC (P/N: 80-1007032
02), NI-CER-2024C-ADVPREM-DC 
(P/N: 80-1007034-02), NI-CER
2048C-ADVPREM-AC (P/N: 80
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1007039-02), NI-CER-2048C
ADVPREM-DC (P/N: 80-1007040
02), NI-CER-2048CX-ADVPREM
AC (P/N: 80-1007041-02), NI-CER
2048CX-ADVPREM-DC (P/N: 80
1007042-02), BR-CER-2024F-4X
RT-DC (P/N: 80-1007212-01), BR
CER-2024C-4X-RT-DC (P/N: 80
1007213-01), BR-CER-2024F-4X
RT-AC (P/N: 80-1006529-01), BR
CER-2024C-4X-RT-AC (P/N: 80
1006530-01), NI-CER-2024C
2X10G (P/N: 80-1003719-03), BR
CES-2024C-4X-AC (P/N: 80
1000077-01), BR-CES-2024C-4X
DC (P/N: 80-1007215-01), BR-CES
2024F-4X-AC (P/N: 80-1000037
01), BR-CES-2024F-4X-DC (P/N: 
80-1007214-01), RPS9 (P/N: 80
1003868-01) and RPS9DC (P/N: 80
1003869-02)} with FIPS Kit XBR
000195; Firmware Version: Multi-
Service IronWare R05.7.00 

2382 05/21/2015 HGST Ultrastar 7K6000 TCG 
Enterprise HDDs 

HGST, Inc. Hardware Versions: P/Ns 
HUS726060AL5215 (0001); 
HUS726060AL4215 (0001); 
HUS726050AL5215 (0001); 
HUS726050AL4215 (0001); 
HUS726040AL5215 (0001); 
HUS726040AL4215 (0001); 
HUS726030AL5215 (0001); 
HUS726030AL4215 (0001); 
HUS726020AL5215 (0001); 
HUS726020AL4215 (0001); 
Firmware Version: R519 

2383 05/21/2015 HP Virtual Connect 16Gb 24-Port 
FC Module 

Hewlett-Packard Company Hardware Version: 40-1000779-08 
Rev C (80-1007799-04); Firmware 
Version: VC 4.40 
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2384 05/21/2015	 Brocade® DCX, DCX 8510-8, DCX- Brocade Communications 

4S and DCX 8510-4 Backbones, Systems, Inc. 
6510 FC Switch, 6520 FC Switch 
and 7800 Extension Switch 

Hardware Versions: {[DCX 
Backbone (P/Ns 80-1001064-10, 80
1006751-01, 80-1004920-04 and 80
1006752-01), DCX-4S Backbone 
(P/Ns 80-1002071-10, 80-1006773
01, 80-1002066-10 and 80-1006772
01), DCX 8510-4 Backbone (P/Ns 
80-1004697-04, 80-1006963-01, 80
1005158-04 and 80-1006964-01), 
DCX 8510-8 Backbone (P/Ns 80
1004917-04 and 80-1007025-01)] 
with Blades (P/Ns 80-1001070-07, 
80-1006794-01, 80-1004897-01, 80
1004898-01, 80-1002000-02, 80
1006771-01, 80-1001071-02, 80
1006750-01, 80-1005166-02, 80
1005187-02, 80-1001066-01, 80
1006936-01, 80-1001067-01, 80
1006779-01, 80-1001453-01, 80
1006823-01, 80-1003887-01, 80
1007000-01, 80-1002839-03, 80
1007017-01, 49-1000016-04, 49
1000064-02 and 49-1000294-05), 
6510 FC Switch (P/Ns 80-1005232
03, 80-1005267-03, 80-1005268-03, 
80-1005269-03, 80-1005271-03 and 
80-1005272-03), 6520 FC Switch 
(P/Ns 80-1007245-03, 80-1007246
03, 80-1007242-03, 80-1007244-03, 
80-1007257-03), 7800 Extension 
Switch (P/Ns 80-1002607-07, 80
1006977-02, 80-1002608-07, 80
1006980-02, 80-1002609-07 and 80
1006979-02)} with FIPS Kit P/N 
Brocade XBR-000195; Firmware 
Version: Fabric OS v7.2.1 (P/N 63
1001421-01) 

2385 05/22/2015 µMACE Motorola Solutions, Inc. Hardware Version: P/N AT58Z04; 
Firmware Version: R01.07.01 
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2386 05/22/2015 Hitachi Virtual Storage Platform 
(VSP) Encryption Engine 

Hitachi, Ltd. Hardware Version: R800L1; 
Firmware Version: 02.09.28.00 and 
02.09.32.00 

2387 05/22/2015 HP XP7 Encryption Ready Disk 
Adapter (eDKA) Level1 

Hewlett-Packard Company Hardware Version: R800L1; 
Firmware Version: 02.09.28.00 and 
02.09.32.00 

2388 05/28/2015 IOS Common Cryptographic 
Module (IC2M) Rel5 

Cisco System, Inc. Firmware Version: Rel 5 
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1 Introduction 
The PGP Cryptographic Engine (SW Version 4.3) (hereafter referred to as the 
“cryptographic module” or the “module”) is a software only cryptographic module 
validated to the standards set forth by the FIPS PUB 140-2 Security 
Requirements for Cryptographic Modules document published by the National 
Institute of Standards and Technology (NIST). The module is intended to meet 
the security requirements of FIPS 140-2 Level 1 overall.  

This document, the Symantec PGP Cryptographic Engine FIPS 140-2 Non-
proprietary Security Policy, also referred to as the Security Policy, specifies the 
security rules under which the module must operate.  
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2 Module Specifications 
The PGP Cryptographic Engine (SW Version 4.3) is a software-only cryptographic 
module embodied as a shared library binary that executes on general-purpose 
computer systems and is available on a number of operating systems.  The specific 
operating system and version to be validated is specified in the "Operational 
Environment" section of this document. 

The PGP Cryptographic Engine cryptographic module is accessible to client 
applications through an application-programming interface (API). 

The module provides a FIPS mode of operation, which is described in the "Approved 
Mode of Operation" section of this document.    

For the purposes of FIPS 140-2, the PGP Cryptographic Engine is classified as a multi-
chip standalone module. 
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2.1 Supported Algorithms 
The PGP Cryptographic Engine implements the following Approved algorithms in the 
FIPS Approved mode of operation. 

 

 

Type Algorithm Certificate Number 

Symmetric Key Triple-DES  (3-Key)  
TECB, TCBC, TCFB 

FIPS 46-3 (cert # 1675, 1676, 
1683, 1684, 1711, 1712, 1713, 
1714, 1715, 1716) 

AES (128,192,256) 

ECB, CBC and CFB128 

FIPS 197 (cert # 2766, 2786, 
2799, 2805, 2866, 2867, 2868, 
2869, 2870, 2871) 

Message Digest  SHA-1, 256, 384, 512 FIPS 180-3 (cert # 2342, 2343, 
2351, 2353, 2408, 2409, 2410, 
2411, 2412, 2413) 

Message 
Authentication 

HMAC SHA-1, 256, 384, 
512 

FIPS 198 (cert # 1746, 1747, 
1755, 1756, 1805, 1806, 1807, 
1808, 1809, 1810) 

Digital Signature RSA (2048, 3072) FIPS 186-4 (cert # 1459, 1465, 
1466, 1468, 1503, 1504, 1505, 
1508, 1509, 1510) 

DSA (L = 2048, N = 224; 
L = 2048, N = 256; L = 
3072, N = 256 

FIPS 186-4 (cert # 846, 847, 
848, 849, 859, 860, 861, 862, 
863, 864) 

ECDSA (P-256, P-384) FIPS 186-4 (cert # 487, 488, 
489, 490, 509, 510, 511, 512, 
513, 514) 

Key 
Establishment  

CVL: ECC CDH Primitive       
(P-256, P-384) 

SP 800-56A (cert # 240, 241, 
248, 249, 302, 303, 304, 305, 
306, 307) 

DRBG AES256_CTR with 
derivation function 

SP 800-90A (cert # 473, 474, 
478, 479, 510, 511, 512, 513, 
514, 515) 

Table 1 - Algorithms supported by the PGP Cryptographic Engine 
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The PGP Cryptographic Engine also implements the following non-Approved but 
allowed in the FIPS Approved mode of operation Algorithms: 

 NDRNG 

 RSA (key wrapping; key establishment methodology provides 112 bits of 
encryption strength) 

2.2 Non-Approved Algorithms 
NOTICE: The PGP Cryptographic Engine module provides the following non-FIPS 
approved algorithms only in non-FIPS mode of operation. The services listed in Table 
2 are available to the calling application. However the use of any such service is an 
explicit violation of this Security Policy and is explicitly disallowed by this Security 
Policy. 

 

Non-Approved Service Non-Approved Algorithms 

Non-Approved Encrypt/Decrypt AES EME2 (non-compliant), AES PlumbCFB 
(non-compliant), AESMixCBC (non-
compliant), RC2, ARC4, IDEA, CAST5, 
TwoFish, BlowFish, ElGamal 

Non-Approved Signature 
generation and verification 

RSA and DSA with modulus size 1024(non-
compliant), RSA SHA-1(non-compliant), DSA 
SHA-1(non-compliant), ECDSA SHA-1(non-
compliant) 

Non-Approved Hashing MD-5, RIPEMD160, MD-2, KECCEK 

Non-Approved Key Derivation PBKDF2(non-compliant), KBKDF(non-compliant), 
OpenPGP S2K Iterated salted 

Table 2 – Non-Approved Algorithms supported by the PGP Cryptographic Engine 

2.3 Cryptographic Boundary  
The physical cryptographic boundary is defined as the computer's case that the PGP 
Cryptographic Engine is installed in and includes all the accompanying hardware.  
The module’s logical cryptographic boundary is defined to be a subset of the PGP 
Cryptographic Engine binary software library as defined by the "Roles and Services" 
section of this document.  
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An operator is accessing (or using) the module whenever one of the library calls is 
executed through the API and thus the module logical interfaces are provided by the 
API calls. 

 

 

 

 

 

 

 

Note that the dashed line represents the PGP Cryptographic Engine crypto boundary. 

  

Figure 1 - Module Cryptographic Boundary 
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2.4 Ports and Interfaces 
The module restricts all access to its Critical Security Parameters (CSPs) through 
the API calls as enumerated in the "Roles and Services" section of this 
document.  This API acts as the logical interface to the module.   

Although the computer’s physical ports such as keyboards, mouse, displays, 
hard disks, smart card interfaces, etc. provide a means to access the 
cryptographic module, the actual interface is via the API itself. 

For the purpose of FIPS 140-2, the logical interfaces can be modeled as 
described in the following table. 

Data Input Parameters passed to the module via API calls. 

Data Output Data returned by the module via API calls. 

Control Input Control Input – API function calls. 

Status Output Error and status codes returned by API calls. 

Table 3 - PGP Cryptographic Engine Logical Ports 

 

Input and output data can consist of plain-text, cipher-text, and cryptographic 
keys as well as other parameters.  The module does not support a cryptographic 
bypass mode.  

All data output is inhibited during an error state. Data output is also inhibited 
during the self-test process.  
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2.5 Security Level 
The PGP Cryptographic Engine Module meets the overall security requirements 
of FIPS 140-2 Level 1. 

Security Requirements Area Level 

Cryptographic Module Specification 1 

Cryptographic Module Ports and Interfaces 1 

Roles, Services and Authentication 1 

Finite State Model 1 

Physical Security N/A 

Operational Environment 1 

Cryptographic Key Management 1 

EMI/EMC 1 

Self-Tests 1 

Design Assurance 3 

Mitigation of Other Attacks N/A 

Table 4 - Module Security Level Specification 
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2.6 Operational Environment 
The following Operating Systems were used to operationally test and validate the 
PGP Cryptographic Engine to the requirements of FIPS-140-2. 

 Apple Mac OS X 10.7 with AES-NI 

 Apple Mac OS X 10.7 without AES-NI 

 Microsoft Windows 7 32-bit with AES-NI 

 Microsoft Windows 7 32-bit without AES-NI 

 Microsoft Windows 7 64-bit with AES-NI 

 Microsoft Windows 7 64-bit without AES-NI Red Hat Enterprise Linux 
(RHEL) 6.2 32-bit with AES-NI  

 Red Hat Enterprise Linux (RHEL) 6.2 32-bit without AES-NI 

 Red Hat Enterprise Linux (RHEL) 6.2 64-bit with AES-NI 

 Red Hat Enterprise Linux (RHEL) 6.2 64-bit without AES-NI 
 

As per FIPS Implementation Guidance the PGP Cryptographic Engine module 
will remain compliant with the requirements of FIPS 140-2 when operating on the 
following compatible Operating Systems: 

 Microsoft Windows 8 32-bit  

 Microsoft Windows 8 64-bit  

 Apple Mac OS X 10.8 

 Apple Mac OS X 10.9 

 Virtualized vSphere 5.1 / ESXi 5.1 hypervisor w/ Windows 8.1 update 1 
x64 with AES-NI 

 Virtualized vSphere 5.1 / ESXi 5.1 hypervisor w/ Windows Server 2012 R2 
x64 with AES-NI 

 

The tested operating systems segregate user processes into separate process 
spaces. Each process space is logically separated from all other processes by 
the operating system software and hardware. The Module functions entirely 
within the process space of the calling application, and implicitly satisfies the 
FIPS 140-2 requirement for a single user mode of operation. 
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2.7 Approved Mode of Operation 
The PGP Cryptographic Engine provides a FIPS 140-2 compliant mode of 
operation.  It is possible to use various non-approved algorithms (see section 
2.2) in the non-FIPS mode of operation; in this case the FIPS 140-2 self-tests are 
still required to be run and pass validation prior to using the non-approved 
algorithms. 

The client application can, at any time, verify the status by performing the 

PGPceGetSDKErrorState() API call. 

An application can also check the module error state and run all or any specific 
self-test through making the proper API calls.  
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3 Security Rules 
Following is a list of security requirements that specify the Approved mode of 
operation and must be adhered to when complying with FIPS 140-2. 

1. PGP Cryptographic Engine must be used as described in this document. 

2. Installation of the module is the responsibility of the Crypto Officer.  

3. The cryptographic module provides a FIPS 140-2 compliant mode of 
operation.  Before the module can be used, it must be initialized as described 
in the "Approved Mode of Operation" section of this document. 

4. The cryptographic module conforms to the EMI/EMC requirements specified 
by 47 Code of Federal Regulations, Part 15, Subpart B, Unintentional 
Radiators, Digital Devices, Class B ( i.e., for Home use) which vacuously 
satisfies Class A. 

5. Only FIPS approved or allowed cryptographic algorithms as enumerated in 
the "Supported Algorithms" section of this document are to be used. 

6. The cryptographic module inhibits data output during self-tests and error 
states.  The data output interface is logically disconnected from the processes 
performing zeroization. 

7. The zeroization process can be achieved using the appropriate API function: 
PGPceFreeSymmetricCipherContext, PGPceFreeCBCContext, 

PGPceFreeCFBContext, PGPceFreeHashContext, 

PGPceFreeHMACContext or PGPceWipeSymmetricCipher, 
PGPceFreePKContext. 

8. PGP Cryptographic Engine is designed to meet FIPS 140-2, security Level 1, 
therefore the module does not provide authentication mechanisms. 
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4 Roles and Services 
The module operator is defined as any client application that is linked to the PGP 
Cryptographic Engine shared library (PGPce.dll on the Windows platforms, 
libPGPce.dylib on OS X platforms, and libPGPCE.so.4.3.0 on Linux platforms) 

The cryptographic module supports two roles (described below). An operator 
accesses both roles while using the module and the means of access is the 
same for both roles. A role is implicitly assumed based on the services that are 
accessed. 

The Crypto Officer (CO) is any entity that can install the module library onto the 
computer system, configure the operating system, and validate the compliance of 
the module. The Crypto Officer’s role is implicitly selected when installing the 
module, or configuring the operating system. 

Installation is accomplished by running an installation program. The Crypto 
Officer must have permission to write the library constituting the PGP 
Cryptographic Engine into an operating system directory; typically, this requires 
administrator access to the operating system. 

 

The roles are defined as the following: 

 User: Shall be allowed to perform all services provided by the module. 

 Crypto Officer: Shall be allowed to perform all services provided by the 
module and additionally is responsible for the installation of the module. 
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Access Control Policy 
In the PGP Cryptographic Engine, access to critical security parameters is 
controlled.  A module User or Crypto Officer can only read, modify, or otherwise 
access the security relevant data through the cryptographic module services 
provided by the module API interface. This section details the Critical Security 
Parameters (CSPs) in the cryptographic module that a User or Crypto Officer can 
access, how the CSPs can be accessed in the cryptographic module, and which 
services are used for access to the data item. 

4.1 Critical Security Parameters  
The Critical Security Parameters (CSPs) used by the PGP Cryptographic Engine 
module are protected from unauthorized disclosure, modification, and 
substitution.   

Definition of CSPs: 

 TDES Key - used to TDES encrypt/decrypt data. 

 AES Key - used to AES encrypt/decrypt data. 

 RSA Key Pairs - used for signing and verification 

 RSA Key Pairs – used for encrypt/decrypt (key wrapping only) 

 DSA Key Pairs - used for signing and verification 

 ECDSA Key Pairs - used for signing and verification 

 ECC CDH Key Pairs – used for key pair establishment 

 DRBG entropy and seed – used for random bit generation 

 HMAC Key - used for message authentication of data. 

 

4.2  Accesses 
The types of access to CSPs in the PGP Cryptographic Engine module are listed 
in the following table. 
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Access Description 

create The item is created. 

destroy The item is destroyed, in other words the data is cleared (actively 
overwritten) from any memory in the cryptographic module and then that 
memory is released. 

read The item is accessed for reading and use. 

write The item is modified or changed. 

Table 5 - CSP Access Types 

4.3  Service to CSP Access Relationship 
The following table shows which CSPs are accessed by each service, the role(s) 
the operator must be in for access, and how the CSP is accessed on behalf of 
the operator when the service is performed.  

Several services provided by the PGP Cryptographic Engine module do not 
access any CSPs and are included here for completeness. 
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Service CO User CSP   create   destroy read write 

Encrypt/decrypt data 
with symmetric key X X 

TDES Encrypt Key 

AES Encrypt Key 
    

Signature generation 
and verification 

X X 
RSA/DSA/ECDSA key 
pairs     

Hash data X X N/A     

Compute HMAC on 
data 

X X 
HMAC Key     

ECC CDH key pair 
establishment 

X X 
ECC CDH key pairs     

Data storage 
management 

X X 
N/A     

Show status X X N/A     

Run self-tests X X N/A     

Zeroize 

X X 

TDES Key  

AES Key  

RSA Key Pairs 

DSA Key Pairs  

ECDSA Key Pairs  

ECC CDH Key Pairs  

DRBG entropy and 
seed  

HMAC Key 

  
  

Table 6 - Module Services vs Role Access 
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5 Physical Security Policy 
The PGP Cryptographic Engine is implemented as a software module, and as 
such the physical security section of FIPS 140-2 is not applicable. 

 

 

Physical Security 
Mechanisms 

Recommended 
Frequency of 

Inspection/Test 

Inspection/Test 
Guidance Details 

N/A N/A N/A 

Table 7: Inspection/Testing of Physical Security Mechanisms 

 

6 Self-Tests 
The PGP Cryptographic Engine provides for two forms of self-tests: power-on, 
and on-demand.  

Software integrity test is performed using ECDSA P-384 with SHA-256 signature 
verification.  

The FIPS integrity check and self-test are a mandatory operation and run 
automatically without operator intervention. The results of the integrity check and 

self-tests are reported by PGPceGetSDKErrorState().  

All data output is prohibited during the self-test process. 

If any of these test fail, the module will enter an error state, which can only be 
cleared by powering down the module.  Once in an error state, all further 
cryptographic operations and data output is disabled. 

A client application can also ascertain module at anytime by using the 

PGPceGetSDKErrorState() function. Possible error codes returned by the self-
test routines include: 

 kPGPError_NoErr – self-test was successful. 

 kPGPError_SelfTestFailed – self-test Failed. 
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6.1 Power-Up Tests 
The following self-tests will run and in the following order until all the tests have 
been completed successfully or until one of the tests fail. 

Algorithm Test Attributes 

Software Integrity Test ECDSA signature verification  

TDES Encrypt, ECB mode, 3 key KAT1 

TDES Decrypt, ECB mode, 3 key KAT 

DSA  Sign, Verify using 2048-bit with SHA-256 
KAT 

AES Encrypt, CBC mode, 128-bit, 192-bit, 
256-bit KAT  

AES  Decrypt, CBC mode, 128-bit, 192-bit, 
256-bit KAT  

RSA Sign, Verify using 2048-bit with SHA-256 
KAT 

RSA 2048-bit Encrypt KAT 

RSA 2048-bit Decrypt KAT 

SHA SHA-1, 256, 384, 512 from FIPS 180-4 
KAT 

HMAC HMAC SHA-1, 256, 384, 512 KAT 

ECDSA Sign, Verify P-256 with SHA-256 KAT 

DRBG CTR_DRBG: AES, 256-bit KAT 

ECC CDH ECC CDH P-256 Primitive “Z” 
computation KAT 

Table 8 - Power On Self Tests  

                                            

1 Known Answer Test 
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6.2 Conditional self-tests 
 

Algorithm Test Attributes 

ECDSA Sign, Verify (using SHA-256) 
Pair-wise consistency 

RSA Sign, Verify (using SHA-256) 

Pair-wise consistency 

RSA Encrypt, Decrypt  

Pair-wise consistency  

DSA Sign, Verify (using SHA-256) 

Pair-wise consistency 

NDRNG Continuous Random Number 
Generation test 

DRBG Continuous Random Number 
Generation test 

Table 9 - Conditional self-tests 

6.3 On-Demand Tests 
Power-up tests can be initiated on-demand by power cycling the module. The 
client application can optionally initiate a specific test or all tests on demand by 

using the PGPceRunSelfTest() or PGPceRunAllSelfTests() functions 
respectively. Note that if the on-demand tests fail, the module will enter an error 
state in a manner identical to the power-on self-tests. 
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7 Mitigation of Other Attacks  
The Mitigation of Other attacks security section of FIPS 140-2 is not applicable to 
the PGP Cryptographic Engine module. The module is not designed to mitigate 
against attacks outside the scope of FIPS 140-2. 

 

Other Attacks Mitigation 
Mechanism 

Specific Limitations 

N/A N/A N/A 

Table 10 – Mitigation of Other Attacks  
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Technical paper

Digital Image Integrity
The integrity of a digital image is paramount in fields such as forensic, medical imaging, 
military, and industrial photography. Courts make decisions affecting an individual’s 
liberty based, in part, on images presented as evidence. Physicians and researchers make 
diagnoses based on imaging—holding people’s lives in the balance. Military photographs 
may be used to determine target locations based on their content and interpretation. 
Industrial photographs depict defects in materials that could lead to faulty and dangerous 
consumer products if not discovered.

Because it is frequently necessary to make corrections and adjustments to images  
(for example, to separate one type of cell from another, or to enhance a fingerprint),  
it is important to maintain the integrity of images from capture through final usage.  
To address this issue, the creator of an image can follow best practices that maintain  
an archive image, restrict access to the archive image, require work to be done only on 
copies of the archive image, and then provide an audit trail of any adjustments made  
to the image.

In the case of nonraw file formats, the archive file is the original file itself. In the case 
of raw files, the DNG format with an embedded raw file is an excellent solution for the 
archive file—providing an archive of the raw file plus the information associated with 
any image adjustments made in Adobe® Camera Raw or another raw image processor.

The image on the left shows a fingerprint on a check. 
The image on the right shows a fingerprint that has been bleached and altered for clarity.

Viability of digital images
Are digital images intrinsically viable in the above-mentioned fields? Comparing digital 
imaging to silver-based photography puts many issues into perspective. The question is 
whether digital imaging technology prevents this medium from use in fields in which 
image integrity is paramount. If not, what methods must be employed to meet the 
requirements of the fields?

Silver-based photographic images have been manipulated, altered, and faked for over 
150 years. Dino Brugioni’s Photo Fakery (published by Brassey’s Inc., 1999) shows 
images from the 1850s to the late 20th century in which multiple negatives were used 
to create scenes that never existed, or were otherwise manipulated. Throughout history 
silver-based images have been manipulated—often for political reasons.

Digital imaging doesn’t create the possibility of image manipulation; it merely provides 
an additional technology for image manipulation, and for the detection of it. Therefore, 
the potential of image manipulation is not unique to digital images. With digital-imaging  
technology and a film original, you can scan a roll of negatives, manipulate the images 
and output them to a film recorder, and create a new set of negatives. There is no metadata 
stored with an analog image as there is with a digital photograph. If a digital photograph 
is altered, the associated metadata will reveal the alteration; any break or inconsistency 
in the metadata will be a clue to the manipulation, making digital originals more difficult 
to manipulate than film originals.
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Digital imaging is as viable as any other imaging technology and is perhaps even better than 
analog photography for showing the provenance of an image. In forensic, scientific, military, and 
industrial applications, those who create and work with images should utilize best practices with 
all imaging media.

best practices
Best practices are policies or rules that provide guidelines for procedures and workflow, and 
should incorporate (and may go beyond) any industry-side standards. You can use best practices 
to maintain the integrity of a digital imaging workflow.

A typical best-practices policy incorporates maintaining an archive image, only working on  
copies of the archive image, maintaining an audit trail, and employing only valid image  
processing procedures.

archive images
Maintaining an unaltered archive image is essential to the workflow in most technical, medical, 
forensic, and military applications. A viewer can compare the archive image and the final image 
to determine if the image content or quality has been altered. Maintaining an archive image also 
ensures that any user can verify that the procedures used to make adjustments to it are reproducible 
and valid.

The Federal Bureau of Investigation (FBI) formed the Scientific Working Group on Imaging 
Technologies (SWGIT) in the mid 1990s to address some of the issues surrounding the use of 
digital imaging in forensics, among other issues. The SWGIT guidelines (www.fdiai.org/images/
SWGIT guidelines.pdf) provide recommendations for photography and digital imaging in 
forensics. SWGIT recommends maintaining an archive image, and defines the archive image 
as “Either the primary or original image stored on media suitable for long-term storage.” The 
primary image is defined as “…the first instance in which an image is recorded onto any media 
that is a separate, identifiable object or objects. Examples include a digital image recorded on a 
flash card or a digital image downloaded from the Internet.” In other words, an archive image is 
an exact copy of what the camera recorded onto its original media.

If the original image was captured as a JPEG or TIFF file, the archive image will be an exact copy 
of it in the same format. TIFF and JPEG captures have distinct limitations—they are processed 
within the camera and are limited to 8 bits per channel during their camera processing. In addition, 
recovering highlights is impossible, and adjustments to color balance, contrast, and brightness 
can quickly deteriorate the image quality.

If the original was captured in a raw format, it is important to also retain information on any 
image adjustments made when the raw image is opened or converted. Raw files are, by definition, 
read-only, and contain unprocessed data from the digital camera that must be processed when 
opened. Raw files opened with the Camera Raw plug-in may contain a hidden sidecar file, or this 
information may be placed in a database on the host computer—depending on user preferences. 
In either case, it is important (but not intuitive) to keep this information with the file when the 
file is moved or archived. With raw file formats, the archive image includes the raw file plus the 
sidecar file.

Raw formats can provide images with greater bit depth (10, 12, or more, depending on the camera). 
When opened using the Camera Raw plug-in, raw images provide many advantages in addition 
to their higher bit depth, such as color balance, brightness, and contrast adjustments that are 
nearly lossless.

Taking advantage of raw file formats is essential to getting the best image, and this is where the 
DNG format comes into play. Without the DNG file format, there is no guarantee that the settings 
used when opening the file are archived with the raw file. Using the DNG format with the raw 
file embedded provides the quality improvements of the raw format and the maintenance of the 
image adjustments as part of a single archive file.

http://www.fdiai.org/images/SWGIT%20guidelines.pdf
http://www.fdiai.org/images/SWGIT%20guidelines.pdf
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audit trail
In most fields, it’s often necessary to make adjustments to images. For example, an image presented 
in court or analyzed for medical evaluation may have gone through several adjustments after it 
was captured. A question may arise as to whether the adjustments made were valid for the appli-
cation, or if the adjustments resulted in a misrepresentation of the image.

In forensics, an image that was taken under fluorescent lighting may need color correction to 
eliminate the green cast, or a fingerprint image may benefit from a contrast boost and image 
sharpening. In medical imaging, applying false colors to the tonal range may help isolate, identify, 
and quantify a specific type of bacteria. Various methods of image processing used to identify 
product defects are important tools in industrial photography.

This figure shows the history of modification to an image of a fingerprint.

Using a method of tracking changes to create an audit trail shows whether valid procedures were 
used, how each procedure affected the image, and allows the procedures to be repeated with 
similar results. In Adobe Photoshop® CS and later, an image creator can automatically record an 
audit trail by turning on the History Log feature in the Preferences panel. Each tool and feature 
used can be recorded, along with the parameters used for the given tool, filter, or adjustment. 
There are some exceptions, however, including the exact shape of Lasso tool selections and the 
paths of brush strokes of any of the painting or dodging/burning tools.
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The History Log can be recorded directly into the image’s metadata or as a separate text file, 
depending on the preference set in the General Preferences panel. If the log is stored in metadata, 
it can be viewed in the File Info panel, or in the Metadata window in the File Browser.

You can select the History Log in the General Preferences panel.

In earlier versions of Photoshop, recording an audit trail required a plug-in or had to be done 
manually. To store the audit trail in the file’s metadata, the image creator could have typed the 
information in one of the fields in the File Info panel.

Repeatability of image adjustments
When a technology is challenged in court, a Kelly-Frye or a Daubert hearing may be called to 
determine if the technology is valid. Digital imaging technology has gone through three such 
hearings since 1991. In his paper About Forensic Digital Imaging (www.imagingforensics.com/
forensic.pdf) Erik Berg states, “State of Washington vs. Eric Hayden serves as an affirmation of 
the conclusion reached in the Commonwealth of Virginia vs. Robert Douglas Knight case. It also 
imposes the same requirements for digital images as those placed upon other types of evidence. 
…Any enhancement techniques must be reproducible, so that notes about the enhancement 
process, as well as who did the work should be maintained.”

The need for image processing techniques to be repeatable and produce similar results is a cor-
nerstone in forensics applications. For any technique to be reproducible, the technique must be 
performed on the same image or an exact copy of that image. With raw files, it is essential that 
experts open the images using the same settings in order to have the same starting point. If one 
expert opens the image in Adobe RGB color space, with a color temperature setting of 5500 in 
16-bit mode, and another opens the same raw file in the sRGB color space with a color tempera-
ture setting of 4500 in 8-bit mode, it is like starting with two different images.

The DNG format with embedded raw files resolves this problem by creating a single image that 
contains the raw file along with the information about any adjustments made in the raw file 
conversion process.

http://www.imagingforensics.com/forensic.pdf
http://www.imagingforensics.com/forensic.pdf


History of tools to address issues of archive images
Since the early 1990s, camera and software companies have created products to provide 
various sorts of archive images, audit trails, and image authentication systems. Some of 
these products have provided the basis for the present raw files and audit trails.

Perhaps the earliest attempt to create a proprietary archive image format was the Kodak 
KDC file format. This format required either Kodak software or a Kodak plug-in to open 
the image. Like current raw formats, it was an unchangeable format, meaning that you 
couldn’t save an image to KDC format. It also contained some metadata, including 
camera make and model, shutter speed and f-stop. The drawback to this format was that 
it wasn’t universal and had limited bit depth—but it led the way to more powerful raw 
file formats.

In 1999, Olympus developed the Image Authentication System for use with two of its 
point-and-shoot digital cameras. This system required software to be installed in both 
the camera and the computer. Running the software would verify if an image had  
been altered.

Canon currently has a Data Verification Kit for the EOS 1Ds and EOS 1D Mark II cameras, 
which functions much like the Olympus system, but requires a dedicated memory card 
as well. Canon states that its system will detect any changes to the image, even as small 
as 1 bit.

Lexar has announced its Locktight security system, which can prevent a memory card from  
being used in an unauthorized camera or downloaded onto an unauthorized computer.

Most camera manufacturers now offer a raw file format from digital cameras. The benefit 
of raw formats, as related to digital image integrity, is that they are virtually unalterable.  
Raw file formats are read-only, which makes them difficult to alter without leaving traces 
that experts can detect. With the DNG format, one can now take that raw file and embed 
it, plus any adjustments made to it in a raw file processor, and archive this as a single file. 
The DNG file format provides an open source format that meets the needs of the forensics, 
medical, military, and industrial fields for archiving. As more software and hardware 
manufacturers support the DNG format, it will become the standard for archiving raw files 
in a secure manner that will meet the needs in fields in which image integrity is essential.
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Foreword 
 
 
The Federal Information Processing Standards Publication Series of the National Institute of Standards and Technology (NIST) is 
the official series of publications relating to standards and guidelines adopted and promulgated under the provisions of Section 
5131 of the Information Technology Management Reform Act of 1996 (Public Law 104-106) and the Computer Security Act of 
1987 (Public Law 100-235).  These mandates have given the Secretary of Commerce and NIST important responsibilities for 
improving the utilization and management of computer and related telecommunications systems in the Federal government.  The 
NIST, through its Information Technology Laboratory, provides leadership, technical guidance, and coordination of government 
efforts in the development of standards and guidelines in these areas. 
 
Comments concerning Federal Information Processing Standards Publications are welcomed and should be addressed to the 
Director, Information Technology Laboratory, National Institute of Standards and Technology, 100 Bureau Drive, Stop 8900, 
Gaithersburg, MD 20899-8900. 
 
         William Mehuron, Director 

Information Technology Laboratory 
 
 
 
 
 
 
 
 
 
 

Abstract 
 
The selective application of technological and related procedural safeguards is an important responsibility of every Federal 
organization in providing adequate security in its computer and telecommunication systems.  This publication provides a standard 
that will be used by Federal organizations when these organizations specify that cryptographic-based security systems are to be 
used to provide protection for sensitive or valuable data.  Protection of a cryptographic module within a security system is 
necessary to maintain the confidentiality and integrity of the information protected by the module.  This standard specifies the 
security requirements that will be satisfied by a cryptographic module.  The standard provides four increasing, qualitative levels 
of security intended to cover a wide range of potential applications and environments.  The security requirements cover areas 
related to the secure design and implementation of a cryptographic module.  These areas include cryptographic module 
specification; cryptographic module ports and interfaces; roles, services, and authentication; finite state model; physical security; 
operational environment; cryptographic key management; electromagnetic interference/electromagnetic compatibility 
(EMI/EMC); self-tests; design assurance; and mitigation of other attacks. 
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SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES 

 
 
Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National Institute of 
Standards and Technology (NIST) after approval by the Secretary of Commerce pursuant to Section 5131 
of the Information Technology Management Reform Act of 1996 (Public Law 104-106) and the Computer 
Security Act of 1987 (Public Law 100-235). 
 
1. Name of Standard.  Security Requirements for Cryptographic Modules (FIPS PUB 140-2). 
 
2. Category of Standard.  Computer Security Standard, Cryptography. 
 
3.  Explanation.  This standard specifies the security requirements that will be satisfied by a cryptographic 
module utilized within a security system protecting sensitive but unclassified information (hereafter 
referred to as sensitive information).  The standard provides four increasing, qualitative levels of security: 
Level 1, Level 2, Level 3, and Level 4.  These levels are intended to cover the wide range of potential 
applications and environments in which cryptographic modules may be employed.  The security 
requirements cover areas related to the secure design and implementation of a cryptographic module.  
These areas include cryptographic module specification, cryptographic module ports and interfaces; roles, 
services, and authentication; finite state model; physical security; operational environment; cryptographic 
key management; electromagnetic interference/electromagnetic compatibility (EMI/EMC); self-tests; 
design assurance; and mitigation of other attacks.  This standard supersedes FIPS 140-1, Security 
Requirements for Cryptographic Modules, in its entirety. 
 
The Cryptographic Module Validation Program  (CMVP) validates cryptographic modules to Federal 
Information Processing Standard (FIPS) 140-2 and other cryptography based standards.  The CMVP is a 
joint effort between NIST and the Communications Security Establishment (CSE) of the Government of 
Canada.  Products validated as conforming to FIPS 140-2 are accepted by the Federal agencies of both 
countries for the protection of sensitive information (United States) or Designated Information (Canada).  
The goal of the CMVP is to promote the use of validated cryptographic modules and provide Federal 
agencies with a security metric to use in procuring equipment containing validated cryptographic modules. 
 
In the CMVP, vendors of cryptographic modules use independent, accredited testing laboratories to have 
their modules tested.  National Voluntary Laboratory Accreditation Program (NVLAP) accredited 
laboratories perform cryptographic module compliance/conformance testing. 
 
4. Approving Authority.  Secretary of Commerce. 
 
5. Maintenance Agency.  Department of Commerce, National Institute of Standards and Technology, 
Information Technology Laboratory (ITL). 
 
6. Cross Index. 
 

a. FIPS PUB 46-3, Data Encryption Standard. 
b. FIPS PUB 74, Guidelines for Implementing and Using the NBS Data Encryption Standard. 
c. FIPS PUB 81, DES Modes of Operation. 
d. FIPS PUB 113, Computer Data Authentication. 
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e. FIPS PUB 171, Key Management Using ANSI X9.17. 
f. FIPS PUB 180-1, Secure Hash Standard. 
g. FIPS PUB 186-2, Digital Signature Standard. 
h. Special Publication 800-2, Public Key Cryptography. 
i. Special Publication 800-20, Modes of Operation Validation System for the Triple Data Encryption 

Algorithm (TMOVS): Requirements and Procedures 
 
These documents may be found at the CMVP URL http://www.nist.gov/cmvp.  Other NIST publications 
may be applicable to the implementation and use of this standard.  A list (NIST Publications List 91) of 
currently available computer security publications, including ordering information, can be obtained from 
NIST. 
 
7. Applicability.  This standard is applicable to all Federal agencies that use cryptographic-based security 
systems to protect sensitive information in computer and telecommunication systems (including voice 
systems) as defined in Section 5131 of the Information Technology Management Reform Act of 1996, 
Public Law 104-106.  This standard shall be used in designing and implementing cryptographic modules 
that Federal departments and agencies operate or are operated for them under contract. Cryptographic 
modules that have been approved for classified use may be used in lieu of modules that have been validated 
against this standard.  The adoption and use of this standard is available to private and commercial 
organizations. 
 
8.  Applications.  Cryptographic-based security systems may be utilized in various computer and 
telecommunication applications (e.g., data storage, access control and personal identification, network 
communications, radio, facsimile, and video) and in various environments (e.g., centralized computer 
facilities, office environments, and hostile environments).  The cryptographic services (e.g., encryption, 
authentication, digital signature, and key management) provided by a cryptographic module are based on 
many factors that are specific to the application and environment.  The security level to which a 
cryptographic module is validated must be chosen to provide a level of security appropriate for the security 
requirements of the application and environment in which the module will be utilized and the security 
services that the module will provide.  The security requirements for a particular security level include both 
the security requirements specific to that level and the security requirements that apply to all modules 
regardless of the level. 
 
9.  Specifications.  Federal Information Processing Standard (FIPS) 140-2, Security Requirements for 
Cryptographic Modules (affixed). 
 
10. Implementations.  This standard covers implementations of cryptographic modules including, but not 
limited to, hardware components or modules, software/firmware programs or modules or any combination 
thereof.  Cryptographic modules that are validated under the CMVP will be considered as conforming to 
this standard.  Information about the CMVP can be obtained from the 
 

a. National Institute of Standards and Technology, Information Technology Laboratory, 100 Bureau 
Drive, Stop 8900, Gaithersburg, MD 20899-8900. 

b. Communications Security Establishment, ITS Client Services, 1500 Bronson Ave., Ottawa, ON 
K1G 3Z4. 

c. CMVP URL http://www.nist.gov/cmvp. 
 
11.  Approved Security Functions.  Cryptographic modules that conform to this standard shall employ 
Approved security functions such as cryptographic algorithms, cryptographic key management techniques, 
and authentication techniques that have been approved for protecting Federal government sensitive 
information.  Approved security functions include those that are either: 
 

a. specified in a Federal Information Processing Standard (FIPS),  
b. adopted in a FIPS and specified either in an appendix to the FIPS or in a document referenced by 

the FIPS, or 
c. specified in the list of Approved security functions. 
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12.  Interpretation. Questions concerning the content and specifications of this standard should be 
addressed to: Director, Information Technology Laboratory, ATTN: FIPS 140-2 Interpretation, National 
Institute of Standards and Technology, 100 Bureau Drive, Stop 8900, Gaithersburg, MD 20899-8900. 
Resolution of questions regarding this standard will be provided by the validation authorities at NIST and 
CSE. 
 
13.  Export Control.  Certain cryptographic devices and technical data regarding them are subject to 
Federal export controls and exports of cryptographic modules implementing this standard and technical 
data regarding them must comply with these Federal regulations and be licensed by the Bureau of Export 
Administration of the U.S. Department of Commerce.  Applicable Federal government export controls are 
specified in Title 15, Code of Federal Regulations (CFR) Part 740.17; Title 15, CFR Part 742; and Title 15, 
CFR Part 774, Category 5, Part 2. 
 
14.  Implementation Schedule.  This standard becomes effective six months after approval by the 
Secretary of Commerce.  A transition period from November 25, 2001 until six months after the effective 
date is provided to enable all agencies to develop plans for the acquisition of products that are compliant 
with FIPS 140-2.  Agencies may retain and use FIPS 140-1 validated products that have been purchased 
before the end of the transition period.  After the transition period, modules will no longer be tested against 
the FIPS 140-1 requirements. After the transition period, all previous validations against FIPS 140-1 will 
still be recognized.  Figure 1 summarizes the FIPS 140-2 implementation schedule. 
 
 

 
                                                                               FIPS 140-1      FIPS 140-2 
 
 
    APPROVAL DATE OF FIPS 140-2           
 
 
                                                                                                                                                                    
 
    EFFECTIVE DATE OF FIPS 140-2 
    (6 months after approval date) 
 
 
 
                               
 
                               TRANSITION PERIOD TO FIPS 140-2 
                               (6 months after effective date) 
 
 
 
 
 
 
                                                                                                                                    FUTURE                   

 
Figure 1.  FIPS 140-2 Implementation Schedule 

 
 
15.  Qualifications.  The security requirements specified in this standard are based upon information 
provided by many sources within the Federal government and private industry.  The requirements are 
designed to protect against adversaries mounting cost-effective attacks on sensitive government or 
commercial data (e.g., hackers, organized crime, and economic competitors).  The primary goal in 
designing an effective security system is to make the cost of any attack greater than the possible payoff. 
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While the security requirements specified in this standard are intended to maintain the security provided by 
a cryptographic module, conformance to this standard is not sufficient to ensure that a particular module is 
secure.  The operator of a cryptographic module is responsible for ensuring that the security provided by a 
module is sufficient and acceptable to the owner of the information that is being protected and that any 
residual risk is acknowledged and accepted. 
 
Similarly, the use of a validated cryptographic module in a computer or telecommunications system does 
not guarantee the security of the overall system.  The responsible authority in each agency shall ensure that 
the security of the system is sufficient and acceptable. 
 
Since a standard of this nature must be flexible enough to adapt to advancements and innovations in science 
and technology, this standard will be reviewed every five years in order to consider new or revised 
requirements that may be needed to meet technological and economic changes. 
 
16.  Waiver Procedure.  Under certain exceptional circumstances, the heads of Federal agencies, or their 
delegates, may approve waivers to Federal Information Processing Standards (FIPS), for their agency.  The 
heads of such agencies may redelegate such authority only to a senior official designated pursuant to 
Section 3506(b) of Title 44, U.S. Code.  Waivers shall be granted only when compliance with a standard 
would  
 

a.  adversely affect the accomplishment of the mission of an operator of Federal computer system or 
 
b.  cause a major adverse financial impact on the operator that is not offset by government-wide 

savings. 
 
Agency heads may act upon a written waiver request containing the information detailed above.  Agency 
heads may also act without a written waiver request when they determine which conditions for meeting the 
standard cannot be met.  Agency heads may approve waivers only by a written decision that explains the 
basis on which the agency head made the required finding(s).  A copy of each such decision, with 
procurement sensitive or classified portions clearly identified, shall be sent to: National Institute of 
Standards and Technology; ATTN: FIPS Waiver Decision, Information Technology Laboratory, 100 
Bureau Drive, Stop 8900, Gaithersburg, MD 20899-8900. 
 
In addition, notice of each waiver granted and each delegation of authority to approve waivers shall be sent 
promptly to the Committee on Government Operations of the House of Representatives and the Committee 
on Government Affairs of the Senate and shall be published promptly in the Federal Register. 
 
When the determination on a waiver applies to the procurement of equipment and/or services, a notice of 
the waiver determination must be published in the Commerce Business Daily as a part of the notice of 
solicitation for offers of an acquisition or, if the waiver determination is made after that notice is published, 
by amendment to such notice. 
 
A copy of the waiver, any supporting documents, the document approving the waiver and any supporting 
and accompanying documents, with such deletions as the agency is authorized and decides to make under 
Section 552(b) of Title 5, U.S. Code, shall be part of the procurement documentation and retained by the 
agency. 
 
17. Where to obtain copies. Copies of this publication are available from the URL: 
http://csrc.nist.gov/publications.  Copies are available for sale by the National Technical Information 
Service, U.S. Department of Commerce, Springfield, VA 22161.  When ordering, refer to Federal 
Information Processing Standards Publication 140-2 (FIPSPUB1402) and identify the title.  When 
microfiche is desired, this should be specified.  Prices are published by NTIS in current catalogs and other 
issuances.  Payment may be made by check, money order, deposit account, or charged to a credit card 
accepted by NTIS. 
 
18.  CHANGE NOTICE. See important change notice at the end of this document. 
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1. OVERVIEW 
 
This standard specifies the security requirements for a cryptographic module utilized within a security 
system protecting sensitive information in computer and telecommunication systems (including voice 
systems) as defined in Section 5131 of the Information Technology Management Reform Act of 1996, 
Public Law 104-106. 
 
FIPS 140-1 was developed by a government and industry working group composed of both operators and 
vendors.  The working group identified requirements for four security levels for cryptographic modules to 
provide for a wide spectrum of data sensitivity (e.g., low value administrative data, million dollar funds 
transfers, and life protecting data) and a diversity of application environments (e.g., a guarded facility, an 
office, and a completely unprotected location).  Four security levels are specified for each of 11 
requirement areas.  Each security level offers an increase in security over the preceding level.  These four 
increasing levels of security allow cost-effective solutions that are appropriate for different degrees of data 
sensitivity and different application environments.  FIPS 140-2 incorporates changes in applicable 
standards and technology since the development of FIPS 140-1 as well as changes that are based on 
comments received from the vendor, laboratory, and user communities. 
 
While the security requirements specified in this standard are intended to maintain the security provided by 
a cryptographic module, conformance to this standard is not sufficient to ensure that a particular module is 
secure.  The operator of a cryptographic module is responsible for ensuring that the security provided by 
the module is sufficient and acceptable to the owner of the information that is being protected, and that any 
residual risk is acknowledged and accepted. 
 
Similarly, the use of a validated cryptographic module in a computer or telecommunications system is not 
sufficient to ensure the security of the overall system.  The overall security level of a cryptographic module 
must be chosen to provide a level of security appropriate for the security requirements of the application 
and environment in which the module is to be utilized and for the security services that the module is to 
provide. The responsible authority in each organization should ensure that their computer and 
telecommunication systems that utilize cryptographic modules provide an acceptable level of security for 
the given application and environment. 
 
The importance of security awareness and of making information security a management priority should be 
communicated to all users.  Since information security requirements vary for different applications, 
organizations should identify their information resources and determine the sensitivity to and the potential 
impact of losses.  Controls should be based on the potential risks and should be selected from available 
controls, including administrative policies and procedures, physical and environmental controls, 
information and data controls, software development and acquisition controls, and backup and contingency 
planning. 
 
The following sections provide an overview of the four security levels.  Common examples, given to 
illustrate how the requirements might be met, are not intended to be restrictive or exhaustive.   
 
The location of Annexes A, B, C, and D can be found in APPENDIX D: SELECTED BIBLIOGRAPHY. 

 
1.1 Security Level 1 
 
Security Level 1 provides the lowest level of security. Basic security requirements are specified for a 
cryptographic module (e.g., at least one Approved algorithm or Approved security function shall be used).  
No specific physical security mechanisms are required in a Security Level 1 cryptographic module beyond 
the basic requirement for production-grade components.  An example of a Security Level 1 cryptographic 
module is a personal computer (PC) encryption board. 
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Security Level 1 allows the software and firmware components of a cryptographic module to be executed 
on a general purpose computing system using an unevaluated operating system.  Such implementations 
may be appropriate for some low-level security applications when other controls, such as physical security, 
network security, and administrative procedures are limited or nonexistent.  The implementation of 
cryptographic software may be more cost-effective than corresponding hardware-based mechanisms, 
enabling organizations to select from alternative cryptographic solutions to meet lower-level security 
requirements. 
 
1.2 Security Level 2 
 
Security Level 2 enhances the physical security mechanisms of a Security Level 1 cryptographic module by 
adding the requirement for tamper-evidence, which includes the use of tamper-evident coatings or seals or 
for pick-resistant locks on removable covers or doors of the module.  Tamper-evident coatings or seals are 
placed on a cryptographic module so that the coating or seal must be broken to attain physical access to the 
plaintext cryptographic keys and critical security parameters (CSPs) within the module.  Tamper-evident 
seals or pick-resistant locks are placed on covers or doors to protect against unauthorized physical access. 
 
Security Level 2 requires, at a minimum, role-based authentication in which a cryptographic module 
authenticates the authorization of an operator to assume a specific role and perform a corresponding set of 
services. 
 
Security Level 2 allows the software and firmware components of a cryptographic module to be executed 
on a general purpose computing system using an operating system that 
 

• meets the functional requirements specified in the Common Criteria (CC) Protection Profiles (PPs) 
listed in Annex B and 

  
• is evaluated at the CC evaluation assurance level EAL2 (or higher). 

 
An equivalent evaluated trusted operating system may be used.  A trusted operating system provides a level 
of trust so that cryptographic modules executing on general purpose computing platforms are comparable 
to cryptographic modules implemented using dedicated hardware systems. 
 
1.3 Security Level 3 
 
In addition to the tamper-evident physical security mechanisms required at Security Level 2, Security Level 
3 attempts to prevent the intruder from gaining access to CSPs held within the cryptographic module.  
Physical security mechanisms required at Security Level 3 are intended to have a high probability of 
detecting and responding to attempts at physical access, use or modification of the cryptographic module.  
The physical security mechanisms may include the use of strong enclosures and tamper detection/response 
circuitry that zeroizes all plaintext CSPs when the removable covers/doors of the cryptographic module are 
opened. 
 
Security Level 3 requires identity-based authentication mechanisms, enhancing the security provided by the 
role-based authentication mechanisms specified for Security Level 2.  A cryptographic module 
authenticates the identity of an operator and verifies that the identified operator is authorized to assume a 
specific role and perform a corresponding set of services. 
 
Security Level 3 requires the entry or output of plaintext CSPs (including the entry or output of plaintext 
CSPs using split knowledge procedures) be performed using ports that are physically separated from other 
ports, or interfaces that are logically separated using a trusted path from other interfaces.  Plaintext CSPs 
may be entered into or output from the cryptographic module in encrypted form (in which case they may 
travel through enclosing or intervening systems).  
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Security Level 3 allows the software and firmware components of a cryptographic module to be executed 
on a general purpose computing system using an operating system that 
 

• meets the functional requirements specified in the PPs listed in Annex B with the additional 
functional requirement of a Trusted Path (FTP_TRP.1) and 

 
• is evaluated at the CC evaluation assurance level EAL3 (or higher) with the additional assurance 

requirement of an Informal Target of Evaluation (TOE) Security Policy Model (ADV_SPM.1). 
 
An equivalent evaluated trusted operating system may be used.  The implementation of a trusted path 
protects plaintext CSPs and the software and firmware components of the cryptographic module from other 
untrusted software or firmware that may be executing on the system. 
 
1.4 Security Level 4 
 
Security Level 4 provides the highest level of security defined in this standard. At this security level, the 
physical security mechanisms provide a complete envelope of protection around the cryptographic module 
with the intent of detecting and responding to all unauthorized attempts at physical access.  Penetration of 
the cryptographic module enclosure from any direction has a very high probability of being detected, 
resulting in the immediate zeroization of all plaintext CSPs.  Security Level 4 cryptographic modules are 
useful for operation in physically unprotected environments.  
 
Security Level 4 also protects a cryptographic module against a security compromise due to environmental 
conditions or fluctuations outside of the module's normal operating ranges for voltage and temperature.  
Intentional excursions beyond the normal operating ranges may be used by an attacker to thwart a 
cryptographic module's defenses.  A cryptographic module is required to either include special 
environmental protection features designed to detect fluctuations and zeroize CSPs, or to undergo rigorous 
environmental failure testing to provide a reasonable assurance that the module will not be affected by 
fluctuations outside of the normal operating range in a manner that can compromise the security of the 
module. 
 
Security Level 4 allows the software and firmware components of a cryptographic module to be executed 
on a general purpose computing system using an operating system that 
 

• meets the functional requirements specified for Security Level 3 and 
 
• is evaluated at the CC evaluation assurance level EAL4 (or higher). 
 

An equivalent evaluated trusted operating system may be used. 
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2. GLOSSARY OF TERMS AND ACRONYMS 
 
2.1 Glossary of Terms 
 
The following definitions are tailored for use in this standard: 
 
Approved:  FIPS-Approved and/or NIST-recommended. 
 
Approved mode of operation: a mode of the cryptographic module that employs only Approved security 
functions (not to be confused with a specific mode of an Approved security function, e.g., DES CBC 
mode). 
 
Approved security function: for this standard, a security function (e.g., cryptographic algorithm, 
cryptographic key management technique, or authentication technique) that is either 
 

a) specified in an Approved standard,  
b) adopted in an Approved standard and specified either in an appendix of the Approved standard or 

in a document referenced by the Approved standard, or 
c) specified in the list of Approved security functions. 

 
Authentication code: a cryptographic checksum based on an Approved security function (also known as a 
Message Authentication Code). 
 
Automated key transport: the transport of cryptographic keys, usually in encrypted form, using electronic 
means such as a computer network (e.g., key transport/agreement protocols). 
 
Compromise: the unauthorized disclosure, modification, substitution, or use of sensitive data (including 
plaintext cryptographic keys and other CSPs). 
 
Confidentiality: the property that sensitive information is not disclosed to unauthorized individuals, entities, 
or processes. 
 
Control information: information that is entered into a cryptographic module for the purposes of directing 
the operation of the module. 
 
Critical security parameter (CSP): security-related information (e.g., secret and private cryptographic keys, 
and authentication data such as passwords and PINs) whose disclosure or modification can compromise the 
security of a cryptographic module. 
 
Cryptographic boundary: an explicitly defined continuous perimeter that establishes the physical bounds of 
a cryptographic module and contains all the hardware, software, and/or firmware components of a 
cryptographic module. 
 
Cryptographic key (key): a parameter used in conjunction with a cryptographic algorithm that determines 
 

• the transformation of plaintext data into ciphertext data, 
• the transformation of ciphertext data into plaintext data, 
• a digital signature computed from data, 
• the verification of a digital signature computed from data,  
• an authentication code computed from data, or 
• an exchange agreement of a shared secret. 
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Cryptographic key component (key component): a parameter used in conjunction with other key 
components in an Approved security function to form a plaintext cryptographic key or perform a 
cryptographic function.  
 
Cryptographic module: the set of hardware, software, and/or firmware that implements Approved security 
functions (including cryptographic algorithms and key generation) and is contained within the 
cryptographic boundary. 
 
Cryptographic module security policy: a precise specification of the security rules under which a 
cryptographic module will operate, including the rules derived from the requirements of this standard and 
additional rules imposed by the vendor.  (See Appendix C.) 
 
Crypto officer: an operator or process (subject), acting on behalf of the operator, performing cryptographic 
initialization or management functions. 
 
Data path: the physical or logical route over which data passes; a physical data path may be shared by 
multiple logical data paths. 
 
Differential power analysis (DPA): an analysis of the variations of the electrical power consumption of a 
cryptographic module, using advanced statistical methods and/or other techniques, for the purpose of 
extracting information correlated to cryptographic keys used in a cryptographic algorithm.  
 
Digital signature: the result of a cryptographic transformation of data which, when properly implemented, 
provides the services of: 

1. origin authentication 
2. data integrity, and 
3. signer non-repudiation. 
 

Electromagnetic compatibility (EMC): the ability of electronic devices to function satisfactorily in an 
electromagnetic environment without introducing intolerable electromagnetic disturbances to other devices 
in that environment. 
 
Electromagnetic interference (EMI): electromagnetic emissions from a device, equipment, or system that 
interfere with the normal operation of another device, equipment, or system. 
 
Electronic key entry: the entry of cryptographic keys into a cryptographic module using electronic methods 
such as a smart card or a key-loading device.  (The operator of the key may have no knowledge of the value 
of the key being entered.) 
 
Encrypted key: a cryptographic key that has been encrypted using an Approved security function with a key 
encrypting key, a PIN, or a password in order to disguise the value of the underlying plaintext key. 
 
Environmental failure protection (EFP): the use of features to protect against a compromise of the security 
of a cryptographic module due to environmental conditions or fluctuations outside of the module's normal 
operating range. 
 
Environmental failure testing (EFT): the use of testing to provide a reasonable assurance that the security 
of a cryptographic module will not be compromised by environmental conditions or fluctuations outside of 
the module's normal operating range. 
 
Error detection code (EDC): a code computed from data and comprised of redundant bits of information 
designed to detect, but not correct, unintentional changes in the data. 
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Finite state model: a mathematical model of a sequential machine that is comprised of a finite set of input 
events, a finite set of output events, a finite set of states, a function that maps states and input to output, a 
function that maps states and inputs to states (a state transition function), and a specification that describes 
the initial state. 
 
Firmware: the programs and data components of a cryptographic module that are stored in hardware (e.g., 
ROM, PROM, EPROM, EEPROM or FLASH) within the cryptographic boundary and cannot be 
dynamically written or modified during execution. 
 
Hardware: the physical equipment within the cryptographic boundary used to process programs and data. 
 
Hash-based message authentication code (HMAC): a message authentication code that utilizes a keyed 
hash. 
 
Initialization vector (IV): a vector used in defining the starting point of an encryption process within a 
cryptographic algorithm. 
 
Input data: information that is entered into a cryptographic module for the purposes of transformation or 
computation using an Approved security function. 
 
Integrity: the property that sensitive data has not been modified or deleted in an unauthorized and 
undetected manner. 
 
Interface: a logical entry or exit point of a cryptographic module that provides access to the module for 
logical information flows representing physical signals. 
 
Key encrypting key: a cryptographic key that is used for the encryption or decryption of other keys. 
 
Key establishment: the process by which cryptographic keys are securely distributed among cryptographic 
modules using manual transport methods (e.g., key loaders), automated methods (e.g., key transport and/or 
key agreement protocols), or a combination of automated and manual methods (consists of key transport 
plus key agreement). 
 
Key loader: a self-contained unit that is capable of storing at least one plaintext or encrypted cryptographic 
key or key component that can be transferred, upon request, into a cryptographic module. 
 
Key management: the activities involving the handling of cryptographic keys and other related security 
parameters (e.g., IVs and passwords) during the entire life cycle of the keys, including their generation, 
storage, establishment, entry and output, and zeroization. 
 
Key transport: secure transport of cryptographic keys from one cryptographic module to another module. 
 
Manual key transport: a non-electronic means of transporting cryptographic keys. 
 
Manual key entry: the entry of cryptographic keys into a cryptographic module, using devices such as a 
keyboard. 
 
Microcode: the elementary processor instructions that correspond to an executable program instruction. 
 
Operator: an individual accessing a cryptographic module or a process (subject) operating on behalf of the 
individual, regardless of the assumed role. 
 
Output data: information that is produced from a cryptographic module. 
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Password: a string of characters (letters, numbers, and other symbols) used to authenticate an identity or to 
verify access authorization. 
 
Personal identification number (PIN): an alphanumeric code or password used to authenticate an identity. 
 
Physical protection: the safeguarding of a cryptographic module, cryptographic keys, or CSPs using 
physical means. 
 
Plaintext key: an unencrypted cryptographic key. 
 
Port: a physical entry or exit point of a cryptographic module that provides access to the module for 
physical signals, represented by logical information flows (physically separated ports do not share the same 
physical pin or wire). 
 
Private key: a cryptographic key, used with a public key cryptographic algorithm, that is uniquely 
associated with an entity and is not made public. 
 
Protection Profile: an implementation-independent set of security requirements for a category of Targets of 
Evaluation (TOEs) that meet specific consumer needs. 
 
Public key: a cryptographic key used with a public key cryptographic algorithm that is uniquely associated 
with an entity and that may be made public.  (Public keys are not considered CSPs.) 
 
Public key certificate: a set of data that uniquely identifies an entity, contains the entity's public key, and is 
digitally signed by a trusted party, thereby binding the public key to the entity. 
 
Public key (asymmetric) cryptographic algorithm: a cryptographic algorithm that uses two related keys, a 
public key and a private key.  The two keys have the property that deriving the private key from the public 
key is computationally infeasible. 
 
Random Number Generator: Random Number Generators (RNGs) used for cryptographic applications 
typically produce a sequence of zero and one bits that may be combined into sub-sequences or blocks of 
random numbers. There are two basic classes: deterministic and nondeterministic. A deterministic RNG 
consists of an algorithm that produces a sequence of bits from an initial value called a seed.  A 
nondeterministic RNG produces output that is dependent on some unpredictable physical source that is 
outside human control. 
 
Removable cover: a cover designed to permit physical access to the contents of a cryptographic module. 
 
Secret key: a cryptographic key, used with a secret key cryptographic algorithm, that is uniquely associated 
with one or more entities and should not be made public. 
 
Secret key (symmetric) cryptographic algorithm: a cryptographic algorithm that uses a single secret key for 
both encryption and decryption. 
 
Security policy: see Cryptographic module security policy. 
 
Seed key: a secret value used to initialize a cryptographic function or operation. 
 
Simple power analysis (SPA): a direct (primarily visual) analysis of patterns of instruction execution (or 
execution of individual instructions), obtained through monitoring the variations in electrical power 
consumption of a cryptographic module, for the purpose of revealing the features and implementations of 
cryptographic algorithms and subsequently the values of cryptographic keys. 
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Software: the programs and data components within the cryptographic boundary, usually stored on erasable 
media (e.g., disk), that can be dynamically written and modified during execution. 
 
Split knowledge: a process by which a cryptographic key is split into multiple key components, individually 
sharing no knowledge of the original key, that can be subsequently input into, or output from, a 
cryptographic module by separate entities and combined to recreate the original cryptographic key.  
 
Status information: information that is output from a cryptographic module for the purposes of indicating 
certain operational characteristics or states of the module. 
 
System software: the special software within the cryptographic boundary (e.g., operating system, compilers 
or utility programs) designed for a specific computer system or family of computer systems to facilitate the 
operation and maintenance of the computer system, and associated programs, and data. 
 
Tamper detection: the automatic determination by a cryptographic module that an attempt has been made to 
compromise the physical security of the module. 
 
Tamper evidence: the external indication that an attempt has been made to compromise the physical 
security of a cryptographic module.  (The evidence of the tamper attempt should be observable by an 
operator subsequent to the attempt.) 
 
Tamper response: the automatic action taken by a cryptographic module when a tamper detection has 
occurred (the minimum response action is the zeroization of plaintext keys and CSPs). 
 
Target of Evaluation (TOE): an information technology product or system and associated administrator and 
user guidance documentation that is the subject of an evaluation. 
 
TEMPEST: a name referring to the investigation, study, and control of unintentional compromising 
emanations from telecommunications and automated information systems equipment. 
 
TOE Security Functions (TSF): used in the Common Criteria, a set of the TOE consisting of all hardware, 
software, and firmware that must be relied upon for the correct enforcement of the TOE Security Policy. 
 
TOE Security Policy (TSP): used in the Common Criteria, a set of rules that regulate how assets are 
managed, protected, and distributed within a Target of Evaluation. 
 
Trusted path: a means by which an operator and a TOE Security Function can communicate with the 
necessary confidence to support the TOE Security Policy. 
 
User: an individual or a process (subject) acting on behalf of the individual that accesses a cryptographic 
module in order to obtain cryptographic services. 
 
Validation authorities: NIST and CSE. 
 
Zeroization: a method of erasing electronically stored data, cryptographic keys, and CSPs by altering or 
deleting the contents of the data storage to prevent recovery of the data. 
 
2.2 Acronyms  
 
The following acronyms and abbreviations are used throughout this standard: 
 
ANSI  American National Standards Institute 
 
API  Application Program Interface 
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CAPP  Controlled Access Protection Profile 
 
CBC  Cipher Block Chaining 
 
CC  Common Criteria 
 
CMVP  Cryptographic Module Validation Program 
 
CSE  Communications Security Establishment of the Government of Canada 
 
CSP  Critical Security Parameter 
 
DES  Data Encryption Standard 
 
DOD  Department of Defense 
 
DPA  Differential Power Analysis 
 
DTR  Derived Test Requirements 
 
EAL  Common Criteria Evaluation Assurance Level 
 
EDC  Error Detection Code 
 
EEPROM Electronically-Erasable Programmable Read-Only Memory 
 
EFP  Environmental Failure Protection 
 
EFT  Environmental Failure Testing 
 
EMC  Electromagnetic Compatibility 
 
EMI  Electromagnetic Interference 
 
EPROM  Erasable Programmable Read-Only Memory 
 
FCC  Federal Communications Commission 
 
FIPS  Federal Information Processing Standard 
 
FIPS PUB FIPS Publication 
 
HDL  Hardware Description Language 
 
HMAC  Hash-Based Message Authentication Code 
 
IC  Integrated Circuit 
 
IG  Implementation Guidance 
 
ISO  International Organization for Standardization 
 
ITSEC  Information Technology Security Evaluation Criteria 
 
IV  Initialization Vector 
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NIST National Institute of Standards and Technology 
 
NTIS  National Technical Information Service  
 
PIN  Personal Identification Number 
 
PROM  Programmable Read-Only Memory 
 
RAM  Random Access Memory 
 
RNG  Random Number Generator 
 
ROM  Read-Only Memory 
 
SPA  Simple Power Analysis 
 
TOE  Target of Evaluation 
 
TSF  Target of Evaluation Security Functions 
 
TSP  Target of Evaluation Security Policy 
 
URL  Uniform Resource Locator 
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3. FUNCTIONAL SECURITY OBJECTIVES 
 
The security requirements specified in this standard relate to the secure design and implementation of a 
cryptographic module.  The requirements are derived from the following high-level functional security 
objectives for a cryptographic module: 
 

To employ and correctly implement the Approved security functions for the protection of sensitive 
information. 

• 

• 
 

To protect a cryptographic module from unauthorized operation or use. 
 
• To prevent the unauthorized disclosure of the contents of the cryptographic module, including 

plaintext cryptographic keys and CSPs. 
 
• To prevent the unauthorized and undetected modification of the cryptographic module and 

cryptographic algorithms, including the unauthorized modification, substitution, insertion, and 
deletion of cryptographic keys and CSPs. 

 
• To provide indications of the operational state of the cryptographic module. 
 
• To ensure that the cryptographic module performs properly when operating in an Approved mode 

of operation. 
 

• To detect errors in the operation of the cryptographic module and to prevent the compromise of 
sensitive data and CSPs resulting from these errors. 

11  



 

4. SECURITY REQUIREMENTS 
 
This section specifies the security requirements that shall be satisfied by cryptographic modules 
conforming to this standard.  The security requirements cover areas related to the design and 
implementation of a cryptographic module.  These areas include cryptographic module specification; 
module ports and interfaces; roles, services, and authentication; finite state model; physical security; 
operational environment; cryptographic key management; electromagnetic interference/electromagnetic 
compatibility (EMI/EMC); self-tests; and design assurance.  An additional area concerned with the 
mitigation of other attacks is currently not tested but the vendor is required to document implemented 
controls (e.g., differential power analysis, and TEMPEST).  Table 1 summarizes the security requirements 
in each of these areas. 
 
 

 
 

 
 Security Level 1 

 
 Security Level 2 

 
 Security Level 3 

 
 Security Level 4 

 
Cryptographic 
Module 
Specification 

 
Specification of cryptographic module, cryptographic boundary, Approved algorithms, and Approved modes of operation.  Description of 
cryptographic module, including all hardware, software, and firmware components.  Statement of module security policy. 

 
Cryptographic 
Module Ports 
and Interfaces 

 
Required and optional interfaces.  Specification of all interfaces 
and of all input and output data paths. 

 
Data ports for unprotected critical security parameters logically or 
physically separated from other data ports.  

 
Roles, Services, 
and 
Authentication 

 
Logical separation of required 
and optional roles and services. 

 
Role-based or identity-based 
operator authentication. 

 
Identity-based operator authentication. 

 
Finite State 
Model 

 
Specification of finite state model.  Required states and optional states.  State transition diagram and specification of state transitions.  

 
Physical 
Security 

 
Production grade equipment. 

 
Locks or tamper evidence. 

 

Tamper detection and response 
for covers and doors. 

 
Tamper detection and response 
envelope.  EFP or EFT. 

 
Operational 
Environment  

 
Single operator.  Executable 
code.  Approved integrity 
technique. 

 
Referenced PPs evaluated at 
EAL2 with specified 
discretionary access control 
mechanisms and auditing. 

 
Referenced PPs plus trusted 
path evaluated at EAL3 plus 
security policy modeling. 

 
Referenced PPs plus trusted path 
evaluated at EAL4. 

 
Key management mechanisms:  random number and key generation, key establishment, key distribution, key entry/output, key storage, and 
key zeroization. 

 
Cryptographic 
Key 
Management  

Secret and private keys established using manual methods may be 
entered or output in plaintext form. 

 
Secret and private keys established using manual methods shall be 
entered or output encrypted or with split knowledge procedures. 

 
EMI/EMC 

 
47 CFR FCC Part 15. Subpart B, Class A (Business use).  
Applicable FCC requirements (for radio).  

 
47 CFR FCC Part 15.  Subpart B, Class B (Home use). 

 
Self-Tests 
 

 

Power-up tests: cryptographic algorithm tests, software/firmware integrity tests, critical functions tests.  Conditional tests. 
 
 

 
Design 
Assurance 

 
Configuration management 
(CM).  Secure installation and 
generation.  Design and policy 
correspondence.  Guidance 
documents. 
 

 
CM system.  Secure 
distribution.  Functional 
specification.   

 
High-level language 
implementation.  

 
Formal model.  Detailed 
explanations (informal proofs).  
Preconditions and postconditions.  

 
Mitigation of 
Other  Attacks 

       
Specification of mitigation of attacks for which no testable requirements are currently available. 
 

 
 Table 1: Summary of security requirements 
 
A cryptographic module shall be tested against the requirements of each area addressed in this section.  The 
cryptographic module shall be independently rated in each area.  Several areas provide for increasing levels 
of security with cumulative security requirements for each security level.  In these areas, the cryptographic 
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module will receive a rating that reflects the maximum security level for which the module fulfills all of the 
requirements of that area.  In areas that do not provide for different levels of security (i.e., standard set of 
requirements), the cryptographic module will receive a rating commensurate with the overall level of 
security. 
 
In addition to receiving independent ratings for each of the security areas, a cryptographic module will also 
receive an overall rating.  The overall rating will indicate the minimum of the independent ratings received 
in the areas.  
 
Many of the security requirements of this standard include specific documentation requirements that are 
summarized in Appendices A and C.  All documentation, including copies of the user and installation 
manuals, shall be provided to the testing laboratory by the vendor. 
 
4.1 Cryptographic Module Specification 
 
A cryptographic module shall be a set of hardware, software, firmware, or some combination thereof that 
implements cryptographic functions or processes, including cryptographic algorithms and, optionally, key 
generation, and is contained within a defined cryptographic boundary.  A cryptographic module shall 
implement at least one Approved security function used in an Approved mode of operation. Non-Approved 
security functions may also be included for use in non-Approved modes of operation.  The operator shall be 
able to determine when an Approved mode of operation is selected.  For Security Levels 1 and 2, the 
cryptographic module security policy may specify when a cryptographic module is performing in an 
Approved mode of operation.  For Security Levels 3 and 4, a cryptographic module shall indicate when an 
Approved mode of operation is selected. (Approved security functions are listed in Annex A to this 
standard.) 
 
A cryptographic boundary shall consist of an explicitly defined perimeter that establishes the physical 
bounds of a cryptographic module.  If a cryptographic module consists of software or firmware 
components, the cryptographic boundary shall contain the processor(s) and other hardware components that 
store and protect the software and firmware components.  Hardware, software, and firmware components of 
a cryptographic module can be excluded from the requirements of this standard if shown that these 
components do not affect the security of the module. 
 
The following documentation requirements shall apply to all security-specific hardware, software, and 
firmware contained within a cryptographic module.  These requirements do not apply to microcode or 
system software whose source code is not available to the vendor or to any hardware, software, or firmware 
components that can be shown not to affect the security of the cryptographic module. 
 

• Documentation shall specify the hardware, software, and firmware components of a cryptographic 
module, specify the cryptographic boundary surrounding these components, and describe the 
physical configuration of the module (see Section 4.5).  

 
• Documentation shall specify any hardware, software, or firmware components of a cryptographic 

module that are excluded from the security requirements of this standard and explain the rationale 
for the exclusion. 

 
• Documentation shall specify the physical ports and logical interfaces and all defined input and 

output data paths of a cryptographic module. 
 

• Documentation shall specify the manual or logical controls of a cryptographic module, physical or 
logical status indicators, and applicable physical, logical, and electrical characteristics. 

 
• Documentation shall list all security functions, both Approved and non-Approved, that are 

employed by a cryptographic module and shall specify all modes of operation, both Approved and 
non-Approved. 
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• Documentation shall specify: 

 
! a block diagram depicting all of the major hardware components of a cryptographic module and 

component interconnections, including any microprocessors, input/output buffers, 
plaintext/ciphertext buffers, control buffers, key storage, working memory, and program 
memory, and 

 
! the design of the hardware, software, and firmware components of a cryptographic module.  

High-level specification languages for software/firmware or schematics for hardware shall be 
used to document the design. 

 
Documentation shall specify all security-related information, including secret and private 
cryptographic keys (both plaintext and encrypted), authentication data (e.g., passwords, PINs), 
CSPs, and other protected information (e.g., audited events, audit data) whose disclosure or 
modification can compromise the security of the cryptographic module. 

• 

 
• Documentation shall specify a cryptographic module security policy.  The security policy shall 

include the rules derived from the requirements of this standard and the rules derived from any 
additional requirements imposed by the vendor (see Appendix C). 

 
4.2 Cryptographic Module Ports and Interfaces 
 
A cryptographic module shall restrict all information flow and physical access points to physical ports and 
logical interfaces that define all entry and exit points to and from the module.  The cryptographic module 
interfaces shall be logically distinct from each other although they may share one physical port (e.g., input 
data may enter and output data may exit via the same port) or may be distributed over one or more physical 
ports (e.g., input data may enter via both a serial and a parallel port).  An Application Program Interface 
(API) of a software component of a cryptographic module may be defined as one or more logical 
interfaces(s). 

 
A cryptographic module shall have the following four logical interfaces ("input" and "output" are indicated 
from the perspective of the module): 
 

Data input interface.  All data (except control data entered via the control input interface) that is input 
to and processed by a cryptographic module (including plaintext data, ciphertext data, cryptographic 
keys and CSPs, authentication data, and status information from another module) shall enter via the 
"data input" interface. 

 

Data output interface.  All data (except status data output via the status output interface) that is output 
from a cryptographic module (including plaintext data, ciphertext data, cryptographic keys and CSPs, 
authentication data, and control information for another module) shall exit via the "data output" 
interface.  All data output via the data output interface shall be inhibited when an error state exists and 
during self-tests (see Section 4.9). 

 
Control input interface.  All input commands, signals, and control data (including function calls and 
manual controls such as switches, buttons, and keyboards) used to control the operation of a 
cryptographic module shall enter via the "control input" interface. 

 
Status output interface.  All output signals, indicators, and status data (including return codes and 
physical indicators such as Light Emitting Diodes and displays) used to indicate the status of a 
cryptographic module shall exit via the "status output" interface. 

 
All external electrical power that is input to a cryptographic module (including power from an external 
power source or batteries) shall enter via a power port.  A power port is not required when all power is 
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provided or maintained internally to the cryptographic boundary of the cryptographic module (e.g., an 
internal battery).    
 
The cryptographic module shall distinguish between data and control for input and data and status for 
output.  All input data entering the cryptographic module via the "data input" interface shall only pass 
through the input data path.  All output data exiting the cryptographic module via the "data output" 
interface shall only pass through the output data path.  The output data path shall be logically disconnected 
from the circuitry and processes while performing key generation, manual key entry, or key zeroization.  
To prevent the inadvertent output of sensitive information, two independent internal actions shall be 
required to output data via any output interface through which plaintext cryptographic keys or CSPs or 
sensitive data are output  (e.g., two different software flags are set, one of which may be user initiated; or 
two hardware gates are set serially from two separate actions). 
 
SECURITY LEVELS 1 AND 2 
 
For Security Levels 1 and 2, the physical port(s) and logical interface(s) used for the input and output of 
plaintext cryptographic keys, cryptographic key components, authentication data, and CSPs may be shared 
physically and logically with other ports and interfaces of the cryptographic module. 
 

SECURITY LEVELS 3 AND 4 
 
For Security Levels 3 and 4, 
 

the physical port(s) used for the input and output of plaintext cryptographic key components, 
authentication data, and CSPs shall be physically separated from all other ports of the 
cryptographic module 

• 

• 

• 

 
or 
 

the logical interfaces used for the input and output of plaintext cryptographic key components, 
authentication data, and CSPs shall be logically separated from all other interfaces using a 
trusted path, 

 
and 
 

plaintext cryptographic key components, authentication data, and other CSPs shall be directly 
entered into the cryptographic module (e.g., via a trusted path or directly attached cable).  (See 
Section 4.7.4.) 

 
4.3 Roles, Services, and Authentication 
 
A cryptographic module shall support authorized roles for operators and corresponding services within 
each role.  Multiple roles may be assumed by a single operator.  If a cryptographic module supports 
concurrent operators, then the module shall internally maintain the separation of the roles assumed by each 
operator and the corresponding services.  An operator is not required to assume an authorized role to 
perform services where cryptographic keys and CSPs are not modified, disclosed, or substituted (e.g., show 
status, self-tests, or other services that do not affect the security of the module). 
 
Authentication mechanisms may be required within a cryptographic module to authenticate an operator 
accessing the module, and to verify that the operator is authorized to assume the requested role and perform 
the services within the role. 
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4.3.1 Roles 
 
A cryptographic module shall support the following authorized roles for operators: 
 

User Role.  The role assumed to perform general security services, including cryptographic operations 
and other Approved security functions. 

 
Crypto Officer Role: The role assumed to perform cryptographic initialization or management functions 
(e.g., module initialization, input/output of cryptographic keys and CSPs, and audit functions). 

 
If the cryptographic module allows operators to perform maintenance services, then the module shall 
support the following authorized role: 
 

Maintenance Role: The role assumed to perform physical maintenance and/or logical maintenance 
services (e.g., hardware/software diagnostics).  All plaintext secret and private keys and unprotected 
CSPs shall be zeroized when entering or exiting the maintenance role. 

 
A cryptographic module may support other roles or sub-roles in addition to the roles specified above. 
 
Documentation shall specify all authorized roles supported by the cryptographic module. 

4.3.2 Services 
 
Services shall refer to all of the services, operations, or functions that can be performed by a cryptographic 
module.  Service inputs shall consist of all data or control inputs to the cryptographic module that initiate or 
obtain specific services, operations, or functions.  Service outputs shall consist of all data and status outputs 
that result from services, operations, or functions initiated or obtained by service inputs.  Each service input 
shall result in a service output. 
 
A cryptographic module shall provide the following services to operators: 
      
     Show Status.  Output the current status of the cryptographic module. 
 
 Perform Self-Tests.  Initiate and run the self-tests as specified in Section 4.9. 

 
Perform Approved Security Function.  Perform at least one Approved security function used in an 
Approved mode of operation, as specified in Section 4.1. 

 
A cryptographic module may provide other services, operations, or functions, both Approved and non-
Approved, in addition to the services specified above.  Specific services may be provided in more than one 
role (e.g., key entry services may be provided in the user role and the crypto officer role). 
 
If a cryptographic module implements a bypass capability, where services are provided without 
cryptographic processing (e.g., transferring plaintext through the module without encryption), then  
 

• two independent internal actions shall be required to activate the capability to prevent the 
inadvertent bypass of  plaintext data due to a single error (e.g., two different software or hardware 
flags are set, one of which may be user-initiated), and  
 

• the module shall show status to indicate whether  
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1) the bypass capability is not activated, and the module is exclusively providing services with 
cryptographic processing (e.g., plaintext data is encrypted), 

 
2) the bypass capability is activated and the module is exclusively providing services without 

cryptographic processing (e.g., plaintext data is not encrypted), or 
 

3) the bypass capability is alternately activated and deactivated and the module is providing 
some services with cryptographic processing and some services without cryptographic 
processing (e.g., for modules with multiple communication channels, plaintext data is or is not 
encrypted depending on each channel configuration). 

 
Documentation shall specify: 
 

the services, operations, or functions provided by the cryptographic module, both Approved and 
non-Approved, 

• 

• 

• 

 
for each service provided by the module, the service inputs, corresponding service outputs, and the 
authorized role(s) in which the service can be performed, and 

 
any services provided by the cryptographic module for which the operator is not required to 
assume an authorized role, and how these services do not modify, disclose, or substitute 
cryptographic keys and CSPs, or otherwise affect the security of the module. 

4.3.3 Operator Authentication 
 
Authentication mechanisms may be required within a cryptographic module to authenticate an operator 
accessing the module and to verify that the operator is authorized to assume the requested role and perform 
services within that role.  Depending on the security level, a cryptographic module shall support at least one 
of the following mechanisms to control access to the module: 
 

Role-Based Authentication: If role-based authentication mechanisms are supported by a cryptographic 
module, the module shall require that one or more roles either be implicitly or explicitly selected by the 
operator and shall authenticate the assumption of the selected role (or set of roles).  The cryptographic 
module is not required to authenticate the individual identity of the operator.  The selection of roles and 
the authentication of the assumption of selected roles may be combined.  If a cryptographic module 
permits an operator to change roles, then the module shall authenticate the assumption of any role that 
was not previously authenticated. 

 
Identity-Based Authentication: If identity-based authentication mechanisms are supported by a 
cryptographic module, the module shall require that the operator be individually identified, shall require 
that one or more roles either be implicitly or explicitly selected by the operator, and shall authenticate 
the identity of the operator and the authorization of the operator to assume the selected role (or set of 
roles).  The authentication of the identity of the operator, selection of roles, and the authorization of the 
assumption of the selected roles may be combined.  If a cryptographic module permits an operator to 
change roles, then the module shall verify the authorization of the identified operator to assume any role 
that was not previously authorized. 

 
A cryptographic module may permit an authenticated operator to perform all of the services allowed within 
an authorized role, or may require separate authentication for each service or for different sets of services.  
When a cryptographic module is powered off and subsequently powered on, the results of previous 
authentications shall not be retained and the module shall require the operator to be re-authenticated. 
 
Various types of authentication data may be required by a cryptographic module to implement the 
supported authentication mechanisms, including (but not limited to) the knowledge or possession of a 
password, PIN, cryptographic key, or equivalent; possession of a physical key, token, or equivalent; or 
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verification of personal characteristics  (e.g., biometrics). Authentication data within a cryptographic 
module shall be protected against unauthorized disclosure, modification, and substitution. 
 
The initialization of authentication mechanisms may warrant special treatment.  If a cryptographic module 
does not contain the authentication data required to authenticate the operator for the first time the module is 
accessed, then other authorized methods (e.g., procedural controls or use of factory-set or default 
authentication data) shall be used to control access to the module and initialize the authentication 
mechanisms. 
 
The strength of the authentication mechanism shall conform to the following specifications: 

 
• For each attempt to use the authentication mechanism, the probability shall be less than one in 

1,000,000 that a random attempt will succeed or a false acceptance will occur (e.g., guessing a 
password or PIN, false acceptance error rate of a biometric device, or some combination of 
authentication methods). 

 
• For multiple attempts to use the authentication mechanism during a one-minute period, the 

probability shall be less than one in 100,000 that a random attempt will succeed or a false 
acceptance will occur. 

 
• Feedback of authentication data to an operator shall be obscured during authentication (e.g., no 

visible display of characters when entering a password). 
 

• Feedback provided to an operator during an attempted authentication shall not weaken the strength 
of the authentication mechanism. 

 
Documentation shall specify: 
 

the authentication mechanisms supported by a cryptographic module, • 

• 

• 

• 

 
the types of authentication data required by the module to implement the supported authentication 
mechanisms, 

 
the authorized methods used to control access to the module for the first time and initialize the 
authentication mechanisms, and 

 
the strength of the authentication mechanisms supported by the module. 

 
SECURITY LEVEL 1 
 
For Security Level 1, a cryptographic module is not required to employ authentication mechanisms to 
control access to the module.  If authentication mechanisms are not supported by a cryptographic module, 
the module shall require that one or more roles either be implicitly or explicitly selected by the operator. 
 
SECURITY LEVEL 2 
 
For Security Level 2, a cryptographic module shall employ role-based authentication to control access to 
the module. 
 
SECURITY LEVELS 3 AND 4 
 
For Security Levels 3 and 4, a cryptographic module shall employ identity-based authentication 
mechanisms to control access to the module. 
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4.4 Finite State Model 
 
The operation of a cryptographic module shall be specified using a finite state model (or equivalent) 
represented by a state transition diagram and/or a state transition table. 
  
The state transition diagram and/or state transition table includes: 
 

all operational and error states of a cryptographic module, • 

• 

• 

• 

• 

• 

 
the corresponding transitions from one state to another, 

 
the input events that cause transitions from one state to another, and 

 
the output events resulting from transitions from one state to another. 

 
A cryptographic module shall include the following operational and error states: 
 

Power on/off states.  States for primary, secondary, or backup power.  These states may distinguish 
between power sources being applied to a cryptographic module. 

 
Crypto officer states.  States in which the crypto officer services are performed (e.g., cryptographic 
initialization and key management). 

 
Key/CSP entry states.  States for entering cryptographic keys and CSPs into the cryptographic module. 

 
User states.  States in which authorized users obtain security services, perform cryptographic operations, 
or perform other Approved or non-Approved functions. 

 
Self-test states.  States in which the cryptographic module is performing self-tests. 

 
Error states.  States when the cryptographic module has encountered an error (e.g., failed a self-test or 
attempted to encrypt when missing operational keys or CSPs).  Error states may include "hard" errors 
that indicate an equipment malfunction and that may require maintenance, service or repair of the 
cryptographic module, or recoverable "soft" errors that may require initialization or resetting of the 
module.  Recovery from error states shall be possible except for those caused by hard errors that require 
maintenance, service, or repair of the cryptographic module. 

 
A cryptographic module may contain other states including, but not limited to, the following: 

 
Bypass states.  States in which a bypass capability is activated and services are provided without 
cryptographic processing (e.g., transferring plaintext through the cryptographic module). 

 
Maintenance states. States for maintaining and servicing a cryptographic module, including physical and 
logical maintenance testing.  If a cryptographic module contains a maintenance role, then a maintenance 
state shall be included. 

 
Documentation shall include a representation of the finite state model (or equivalent) using a state 
transition diagram and/or state transition table that shall specify: 
 

all operational and error states of a cryptographic module, 
 

the corresponding transitions from one state to another, 
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the input events, including data inputs and control inputs, that cause transitions from one state to 
another, and 

• 

• 
 

the output events, including internal module conditions, data outputs, and status outputs resulting 
from transitions from one state to another. 

 
4.5 Physical Security 
 
A cryptographic module shall employ physical security mechanisms in order to restrict unauthorized 
physical access to the contents of the module and to deter unauthorized use or modification of the module 
(including substitution of the entire module) when installed.  All hardware, software, firmware, and data 
components within the cryptographic boundary shall be protected. 
 
A cryptographic module that is implemented completely in software such that the physical security is 
provided solely by the host platform is not subject to the physical security requirements of this standard.   
 
Physical security requirements are specified for three defined physical embodiments of a cryptographic 
module:  

 
• Single-chip cryptographic modules are physical embodiments in which a single integrated circuit 

(IC) chip may be used as a standalone device or may be embedded within an enclosure or a product 
that may not be physically protected.  Examples of single-chip cryptographic modules include 
single IC chips or smart cards with a single IC chip. 

 
Multiple-chip embedded cryptographic modules are physical embodiments in which two or more 
IC chips are interconnected and are embedded within an enclosure or a product that may not be 
physically protected.  Examples of multiple-chip embedded cryptographic modules include 
adapters and expansion boards. 

• 

 
• Multiple-chip standalone cryptographic modules are physical embodiments in which two or more 

IC chips are interconnected and the entire enclosure is physically protected.  Examples of multiple-
chip, standalone cryptographic modules include encrypting routers or secure radios. 

 
Depending on the physical security mechanisms of a cryptographic module, unauthorized attempts at 
physical access, use, or modification will have a high probability of being detected  
 

• subsequent to an attempt by leaving visible signs (i.e., tamper evidence)  
 

and/or 
 

• during an attempt so that appropriate actions can be taken by the cryptographic module to protect 
plaintext secret and private keys and CSPs (i.e., tamper response). 
 

Table 2 summarizes the physical security requirements, both general and embodiment-specific, for each of 
the four security levels.  The general physical security requirements at each security level are all three 
distinct physical embodiments of a cryptographic module.  The embodiment-specific physical security 
requirements at each security level enhance the general requirements at the same level, and the 
embodiment-specific requirements of the previous level. 
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General Requirements 
 for all Embodiments 

 
Single-Chip 

Cryptographic Modules 

 
Multiple-Chip Embedded 
Cryptographic Modules 

 
Multiple-Chip Standalone 
Cryptographic Modules 

 
Security 
Level 1 

 
Production-grade components 
(with standard passivation). 

 

No additional requirements. 
 
If applicable, production-grade 
enclosure or removable cover. 
 

 
Production-grade enclosure. 

 
Security 
Level 2 

 
Evidence of tampering (e.g., 
cover, enclosure, or seal). 

 
Opaque tamper-evident coating 
on chip or enclosure. 

 
Opaque tamper-evident 
encapsulating material or 
enclosure with tamper-evident 
seals or pick-resistant locks for 
doors or removable covers. 
 

 
Opaque enclosure with tamper-
evident seals or pick-resistant 
locks for doors or removable 
covers. 

 
Security 
Level 3 

 
Automatic zeroization when 
accessing the maintenance 
access interface. Tamper 
response and zeroization 
circuitry. Protected vents. 

 
Hard opaque tamper-evident 
coating on chip or strong 
removal-resistant and 
penetration resistant enclosure.  

 
Hard opaque potting material 
encapsulation of multiple chip 
circuitry embodiment or 
applicable Multiple-Chip 
Standalone Security Level 3 
requirements. 

 
Hard opaque potting material 
encapsulation of multiple chip 
circuitry embodiment or strong 
enclosure with 
removal/penetration attempts 
causing serious damage. 
 

 
Security 
Level 4 

 
EFP or EFT for temperature and 
voltage. 

 
Hard opaque removal-resistant 
coating on chip. 

 
Tamper detection envelope with 
tamper response and zeroization 
circuitry. 

 
Tamper detection/ response 
envelope with tamper response 
and zeroization circuitry. 

 
Table 2: Summary of physical security requirements 

 
In general, Security Level 1 requires minimal physical protection.  Security Level 2 requires the addition of 
tamper-evident mechanisms.  Security Level 3 adds requirements for the use of strong enclosures with 
tamper detection and response mechanisms for removable covers and doors.  Security Level 4 adds 
requirements for the use of strong enclosures with tamper detection and response mechanisms for the entire 
enclosure. Environmental failure protection (EFP) or environmental failure testing (EFT) is required at 
Security Level 4.  Tamper detection and tamper response are not substitutes for tamper evidence. 
 
Security requirements are specified for a maintenance access interface when a cryptographic module is 
designed to permit physical access (e.g., by the module vendor or other authorized individuals). 

4.5.1 General Physical Security Requirements 
 

The following requirements shall apply to all physical embodiments. 
 

• Documentation shall specify the physical embodiment and the security level for which the physical 
security mechanisms of a cryptographic module are implemented. 

 
• Documentation shall specify the physical security mechanisms of a cryptographic module. 
 

If a cryptographic module includes a maintenance role that requires physical access to the contents 
of the module or if the module is designed to permit physical access (e.g., by the module vendor or 
other authorized individual), then: 

• 

 
! a maintenance access interface shall be defined, 
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! the maintenance access interface shall include all physical access paths to the contents of the 
cryptographic module, including any removable covers or doors, 

 
! any removable covers or doors included within the maintenance access interface shall be 

safeguarded using the appropriate physical security mechanisms, 
 

! all plaintext secret and private keys and CSPs shall be zeroized when the maintenance access 
interface is accessed, and 

 
! documentation shall specify the maintenance access interface and how plaintext secret and 

private keys and CSPs are zeroized when the maintenance access interface is accessed. 
 
SECURITY LEVEL 1 
 
The following requirements shall apply to all cryptographic modules for Security Level 1. 
 

• The cryptographic module shall consist of production-grade components that shall include standard 
passivation techniques (e.g., a conformal coating or a sealing coat applied over the module’s 
circuitry to protect against environmental or other physical damage). 

• When performing physical maintenance, all plaintext secret and private keys and other unprotected 
CSPs contained in the cryptographic module shall be zeroized.  Zeroization shall either be 
performed procedurally by the operator or automatically by the cryptographic module. 

 
SECURITY LEVEL 2 
 
In addition to the general requirements for Security Level 1, the following requirement shall apply to all 
cryptographic modules for Security Level 2. 
 

• The cryptographic module shall provide evidence of tampering (e.g., on the cover, enclosure, and 
seal) when physical access to the module is attempted. 

 
SECURITY LEVEL 3 
 
In addition to the general requirements for Security Levels 1 and 2, the following requirements shall apply 
to all cryptographic modules for Security Level 3. 
 

• If the cryptographic module contains any doors or removable covers or if a maintenance access 
interface is defined, then the module shall contain tamper response and zeroization circuitry.  The 
tamper response and zeroization circuitry shall immediately zeroize all plaintext secret and private 
keys and CSPs when a door is opened, a cover is removed, or when the maintenance access 
interface is accessed.  The tamper response and zeroization circuitry shall remain operational when 
plaintext secret and private cryptographic keys or CSPs are contained within the cryptographic 
module. 

 
• If the cryptographic module contains ventilation holes or slits, then the holes or slits shall be 

constructed in a manner that prevents undetected physical probing inside the enclosure (e.g., require 
at least one 90 degree bend or obstruction with a substantial blocking material). 

 
SECURITY LEVEL 4 
 
In addition to the general requirements for Security Levels 1, 2, and 3, the following requirement shall 
apply to all cryptographic modules for Security Level 4. 
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• The cryptographic module shall either include environmental failure protection (EFP) features or 
undergo environmental failure testing (EFT) as specified in Section 4.5.5. 

4.5.2 Single-Chip Cryptographic Modules 
 
In addition to the general security requirements specified in Section 4.5.1, the following requirements are 
specific to single-chip cryptographic modules. 
 
SECURITY LEVEL 1 
 
There are no additional Security Level 1 requirements for single-chip cryptographic modules. 
 
SECURITY LEVEL 2 
 
In addition to the requirements for Security Level 1, the following requirements shall apply to single-chip 
cryptographic modules for Security Level 2. 

• The cryptographic module shall be covered with a tamper-evident coating (e.g., a tamper-evident 
passivation material or a tamper-evident material covering the passivation) or contained in a 
tamper-evident enclosure to deter direct observation, probing, or manipulation of the module and to 
provide evidence of attempts to tamper with or remove the module. 

• The tamper-evident coating or tamper-evident enclosure shall be opaque within the visible 
spectrum. 

 
SECURITY LEVEL 3 
 
In addition to the requirements for Security Levels 1 and 2, the following requirements shall apply to 
single-chip cryptographic modules for Security Level 3. 
 
Either 
 

• the cryptographic module shall be covered with a hard opaque tamper-evident coating (e.g., a hard 
opaque epoxy covering the passivation)  

 
or 

 
• the enclosure shall be implemented so that attempts at removal or penetration of the enclosure shall 

have a high probability of causing serious damage to the cryptographic module (i.e., the module 
will not function). 

 
SECURITY LEVEL 4 
 
In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall apply to 
single-chip cryptographic modules for Security Level 4. 
 

• The cryptographic module shall be covered with a hard, opaque removal-resistant coating with 
hardness and adhesion characteristics such that attempting to peel or pry the coating from the 
module will have a high probability of resulting in serious damage to the module (i.e., the module 
will not function). 

 
• The removal-resistant coating shall have solvency characteristics such that dissolving the coating 

will have a high probability of dissolving or seriously damaging the module (i.e., the module will 
not function). 
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4.5.3 Multiple-Chip Embedded Cryptographic Modules 
 
In addition to the general security requirements specified in Section 4.5.1, the following requirements are 
specific to multiple-chip embedded cryptographic modules. 
 
SECURITY LEVEL 1 
 
The following requirement shall apply to multiple-chip embedded cryptographic modules for Security 
Level 1. 
 

• If the cryptographic module is contained within an enclosure or removable cover, a production-
grade enclosure or removable cover shall be used. 

 
SECURITY LEVEL 2 
 
In addition to the requirement for Security Level 1, the following requirements shall apply to multiple-chip 
embedded cryptographic modules for Security Level 2. 
 
Either 
 

• the cryptographic module components shall be covered with a tamper-evident coating or potting 
material (e.g., etch-resistant coating or bleeding paint) or contained in a tamper-evident enclosure to 
deter direct observation, probing, or manipulation of module components and to provide evidence 
of attempts to tamper with or remove module components, and 

 
• the tamper-evident coating or tamper-evident enclosure shall be opaque within the visible spectrum,   

 
or 
 

• the cryptographic module shall be entirely contained within a metal or hard plastic production-grade 
enclosure that may include doors or removable covers, 

 
• the enclosure shall be opaque within the visible spectrum, and 

 
• if the enclosure includes any doors or removable covers, then the doors or covers shall be locked 

with pick-resistant mechanical locks employing physical or logical keys or shall be protected with 
tamper-evident seals (e.g., evidence tape or holographic seals). 

 
SECURITY LEVEL 3 
 
In addition to the requirements for Security Levels 1 and 2, the following requirements shall apply to 
multiple-chip embedded cryptographic modules for Security Level 3. 
 
Either 
 

• the multiple-chip embodiment of the circuitry within the cryptographic module shall be covered 
with a hard coating or potting material (e.g., a hard epoxy material) that is opaque within the visible 
spectrum 

 
or 
 

• the applicable Security Level 3 requirements for multiple-chip standalone cryptographic modules 
shall apply.  (Section 4.5.4) 
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SECURITY LEVEL 4 
 
In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall apply to 
multiple-chip embedded cryptographic modules for Security Level 4. 
 

• The cryptographic module components shall be covered by potting material or contained within an 
enclosure encapsulated by a tamper detection envelope (e.g., a flexible mylar printed circuit with a 
serpentine geometric pattern of conductors or a wire-wound package or a non-flexible, brittle circuit 
or a strong enclosure) that shall detect tampering by means such as cutting, drilling, milling, 
grinding, or dissolving of the potting material or enclosure to an extent sufficient for accessing 
plaintext secret and private keys cryptographic keys or CSPs. 

 
• The cryptographic module shall contain tamper response and zeroization circuitry that shall 

continuously monitor the tamper detection envelope and, upon the detection of tampering, shall 
immediately zeroize all plaintext secret and private cryptographic keys and CSPs.  The tamper 
response and zeroization circuitry shall remain operational when plaintext secret and private 
cryptographic keys or CSPs are contained within the cryptographic module. 

4.5.4 Multiple-Chip Standalone Cryptographic Modules  
 
In addition to the general security requirements specified in Section 4.5.1, the following requirements are 
specific to multiple-chip standalone cryptographic modules. 
 
SECURITY LEVEL 1 
 
The following requirement shall apply to multiple-chip standalone cryptographic modules for Security 
Level 1. 
 

• The cryptographic module shall be entirely contained within a metal or hard plastic production-
grade enclosure that may include doors or removable covers. 

 
SECURITY LEVEL 2 
 
In addition to the requirements for Security Level 1, the following requirements shall apply to multiple-
chip standalone cryptographic modules for Security Level 2. 
 

• The enclosure of the cryptographic module shall be opaque within the visible spectrum. 
 
• If the enclosure of the cryptographic module includes any doors or removable covers, then the doors 

or covers shall be locked with pick-resistant mechanical locks employing physical or logical keys or 
shall be protected with tamper-evident seals (e.g., evidence tape or holographic seals). 

 
SECURITY LEVEL 3 
 
In addition to the requirements for Security Levels 1 and 2, the following requirements shall apply to 
multiple-chip standalone cryptographic modules for Security Level 3. 
 
Either 
 

• the multiple-chip embodiment of the circuitry within the cryptographic module shall be covered 
with a hard potting material (e.g., a hard epoxy material) that is opaque within the visible spectrum 

 
or 
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• the cryptographic module shall be contained within a strong enclosure such that attempts at removal 
or penetration of the enclosure will have a high probability of causing serious damage to the module 
(i.e., the module will not function). 

 
SECURITY LEVEL 4 
 
In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall apply to 
multiple-chip standalone cryptographic modules for Security Level 4. 
 

• The potting material or enclosure of the cryptographic module shall be encapsulated by a tamper 
detection envelope, by the use of tamper detection mechanisms such as cover switches (e.g., 
microswitches, magnetic Hall effect switches, permanent magnetic actuators, etc.), motion detectors 
(e.g., ultrasonic, infrared, or microwave), or other tamper detection mechanisms as described above 
for multiple-chip embedded cryptographic modules.  The tamper detection mechanisms shall detect 
tampering by means such as cutting, drilling, milling, grinding, or dissolving of the potting material 
or enclosure, to an extent sufficient for accessing plaintext secret and private cryptographic keys 
and CSPs. 

• The cryptographic module shall contain tamper response and zeroization circuitry that shall 
continuously monitor the tamper detection envelope and, upon the detection of tampering, shall 
immediately zeroize all plaintext secret and private cryptographic keys and CSPs.  The tamper 
response and zeroization circuitry shall remain operational when plaintext cryptographic keys and 
CSPs are contained within the cryptographic module. 

4.5.5  Environmental Failure Protection/Testing 
 
The electronic devices and circuitry are designed to operate within a particular range of environmental 
conditions.  Deliberate or accidental excursions outside the specified normal operating ranges of voltage 
and temperature can cause erratic operation or failure of the electronic devices or circuitry that can 
compromise the security of the cryptographic module.  Reasonable assurance that the security of a 
cryptographic module cannot be compromised by extreme environmental conditions can be provided by 
having the module employ environmental failure protection (EFP) features or undergo environmental 
failure testing (EFT). 
 
For Security Levels 1, 2, and 3, a cryptographic module is not required to employ environmental failure 
protection (EFP) features or undergo environmental failure testing (EFT).  At Security Level 4, a 
cryptographic module shall either employ environmental failure protection (EFP) features or undergo 
environmental failure testing (EFT). 
 
4.5.5.1 Environmental Failure Protection Features (Alternative 1) 
 
Environmental failure protection (EFP) features shall protect a cryptographic module against unusual 
environmental conditions or fluctuations (accidental or induced) outside of the module's normal operating 
range that can compromise the security of the module.  In particular, the cryptographic module shall 
monitor and correctly respond to fluctuations in the operating temperature and voltage outside of the 
specified normal operating ranges. 
 
The EFP features shall involve electronic circuitry or devices that continuously measure the operating 
temperature and voltage of a cryptographic module.  If the temperature or voltage fall outside of the 
cryptographic module's normal operating range, the protection circuitry shall either (1) shutdown the 
module to prevent further operation or (2) immediately zeroize all plaintext secret and private 
cryptographic keys and CSPs. 
 
Documentation shall specify the normal operating ranges of a cryptographic module and the environmental 
failure protection features employed by the module. 
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4.5.5.2 Environmental Failure Testing Procedures (Alternative 2) 
 
Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and testing of a 
cryptographic module to provide reasonable assurance that environmental conditions or fluctuations 
(accidental or induced) outside the module's normal operating ranges for temperature and voltage will not 
compromise the security of the module. 
 
EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal operating range 
of the cryptographic module resulting in a failure of the electronic devices or circuitry within the module, at 
no time shall the security of the cryptographic module be compromised. 
 
The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400° Fahrenheit).  The 
voltage range to be tested shall be from the smallest negative voltage (with respect to ground) that causes 
the zeroization of the electronic devices or circuitry to the smallest positive voltage (with respect to ground) 
that causes the zeroization of the electronic devices or circuitry, including reversing the polarity of the 
voltages. 
 
Documentation shall specify the normal operating ranges of the cryptographic module and the 
environmental failure tests performed. 
 
4.6 Operational Environment 
 
The operational environment of a cryptographic module refers to the management of the software, 
firmware, and/or hardware components required for the module to operate.  The operational environment 
can be non-modifiable (e.g., firmware contained in ROM, or software contained in a computer with I/O 
devices disabled), or modifiable (e.g., firmware contained in RAM or software executed by a general 
purpose computer).  An operating system is an important component of the operating environment of a 
cryptographic module. 
 
A general purpose operational environment refers to the use of a commercially-available general purpose 
operating system (i.e., resource manager) that manages the software and firmware components within the 
cryptographic boundary, and also manages system and operator(s) processes/thread(s), including general-
purpose application software such as word processors. 
 
A limited operational environment refers to a static non-modifiable virtual operational environment (e.g., 
JAVA virtual machine on a non-programmable PC card) with no underlying general purpose operating 
system upon which the operational environment uniquely resides. 
 
A modifiable operational environment refers to an operating environment that may be reconfigured to 
add/delete/modify functionality, and/or may include general purpose operating system capabilities (e.g., use 
of a computer O/S, configurable smart card O/S, or programmable firmware).  Operating systems are 
considered to be modifiable operational environments if software/firmware components can be modified by 
the operator and/or the operator can load and execute software or firmware (e.g., a word processor) that 
was not included as part of the validation of the module. 
 
If the operational environment is a modifiable operational environment, the operating system requirements 
in Section 4.6.1 shall apply.  If the operational environment is a limited operational environment, the 
operating system requirements in Section 4.6.1 do not apply. 
 
Documentation shall specify the operational environment for a cryptographic module, including, if 
applicable, the operating system employed by the module, and for Security Levels 2, 3, and 4, the 
Protection Profile and the CC assurance level. 
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4.6.1 Operating System Requirements 
 
SECURITY LEVEL 1 
 
The following requirements shall apply to operating systems for Security Level 1. 

 
• For Security Level 1 only, the operating system shall be restricted to a single operator mode of 

operation (i.e., concurrent operators are explicitly excluded). 
 
• For Security Level 1 only, the cryptographic module shall prevent access by other processes to 

plaintext private and secret keys, CSPs, and intermediate key generation values during the time the 
cryptographic module is executing/operational.  Processes that are spawned by the cryptographic 
module are owned by the module and are not owned by external processes/operators.  Non-
cryptographic processes shall not interrupt a cryptographic module during execution. 

 
• All cryptographic software and firmware shall be installed in a form that protects the software and 

firmware source and executable code from unauthorized disclosure and modification. 
 
• A cryptographic mechanism using an Approved integrity technique (e.g., an Approved message 

authentication code or digital signature algorithm) shall be applied to all cryptographic software and 
firmware components within the cryptographic module.  This cryptographic mechanism 
requirement may be incorporated as part of the Software/Firmware Integrity Test (Section 4.9.1) if 
an Approved authentication technique is employed for that test. 

 
SECURITY LEVEL 2 
 
In addition to the applicable requirements for Security Level 1, the following requirements shall also apply 
for Security Level 2. 

 
• All cryptographic software and firmware, cryptographic keys and CSPs, and control and status 

information shall be under the control of 
  

! an operating system that meets the functional requirements specified in the Protection Profiles 
listed in Annex B and is evaluated at the CC evaluation assurance level EAL2, or 

 
! an equivalent evaluated trusted operating system. 

 
To protect plaintext data, cryptographic software and firmware, cryptographic keys and CSPs, and 
authentication data, the discretionary access control mechanisms of the operating system shall be 
configured to: 

• 

 
! Specify the set of roles that can execute stored cryptographic software and firmware. 
 
! Specify the set of roles that can modify (i.e., write, replace, and delete) the following 

cryptographic module software or firmware components stored within the cryptographic 
boundary: cryptographic programs, cryptographic data (e.g., cryptographic keys and audit 
data), CSPs, and plaintext data. 

 
! Specify the set of roles that can read the following cryptographic software components stored 

within the cryptographic boundary: cryptographic data (e.g., cryptographic keys and audit 
data), CSPs, and plaintext data. 

 
! Specify the set of roles that can enter cryptographic keys and CSPs. 
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• 

• 

− 
− 

− 
− 
− 
− 
− 
− 
− 

• 

The operating system shall prevent all operators and executing processes from modifying executing 
cryptographic processes (i.e., loaded and executing cryptographic program images).  In this case, 
executing processes refer to all non-operating system processes (i.e., operator-initiated), 
cryptographic or not. 

 
The operating system shall prevent operators and executing processes from reading cryptographic 
software stored within the cryptographic boundary. 

 
• The operating system shall provide an audit mechanism to record modifications, accesses, deletions, 

and additions of cryptographic data and CSPs. 
 

! The following events shall be recorded by the audit mechanism: 
 

attempts to provide invalid input for crypto officer functions, and 
the addition or deletion of an operator to/from a crypto officer role. 

 
! The audit mechanism shall be capable of auditing the following events: 

 
operations to process audit data stored in the audit trail, 
requests to use authentication data management mechanisms, 
use of a security-relevant crypto officer function, 
requests to access user authentication data associated with the cryptographic module, 
use of an authentication mechanism (e.g., login) associated with the cryptographic module, 
explicit requests to assume a crypto officer role, and 
the allocation of a function to a crypto officer role. 

 
SECURITY LEVEL 3 
 
In addition to the applicable requirements for Security Levels 1 and 2, the following requirements shall 
apply for Security Level 3. 
 

All cryptographic software and firmware, cryptographic keys and CSPs, and control and status 
information shall be under the control of 

  
! an operating system that meets the functional requirements specified in the Protection Profiles 

listed in Annex B.  The operating system shall be evaluated at the CC evaluation assurance 
level EAL3 and include the following additional requirements: Trusted Path (FTP_TRP.1) and 
Informal TOE Security Policy Model (ADV_SPM.1), or 

 
! an equivalent evaluated trusted operating system. 

 
• All cryptographic keys and CSPs, authentication data, control inputs, and status outputs shall be 

communicated via a trusted mechanism (e.g., a dedicated I/O physical port or a trusted path).  If a 
trusted path is used, the Target of Evaluation Security Functions (TSF) shall support the trusted path 
between the TSF and the operator when a positive TSF-to-operator connection is required.  
Communications via this trusted path shall be activated exclusively by an operator or the TSF and 
shall be logically isolated from other paths. 

 
• In addition to the audit requirements of Security Level 2, the following events shall be recorded by 

the audit mechanism: 
 

! attempts to use the trusted path function, and 
 

! identification of the initiator and target of a trusted path. 
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SECURITY LEVEL 4 
 
In addition to the applicable requirements for Security Levels 1, 2, and 3, the following requirements shall 
also apply to operating systems for Security Level 4. 
 

All cryptographic software, cryptographic keys and CSPs, and control and status information shall 
be under the control of 

• 

  
! an operating system that meets the functional requirements specified in the Protection Profiles 

listed in Annex B.  The operating system shall be evaluated at the CC evaluation assurance 
level EAL4, or 

 
! an equivalent evaluated trusted operating system. 

 
4.7 Cryptographic Key Management 
 
The security requirements for cryptographic key management encompass the entire lifecycle of 
cryptographic keys, cryptographic key components, and CSPs employed by the cryptographic module.  
Key management includes random number and key generation, key establishment, key distribution, key 
entry/output, key storage, and key zeroization.  A cryptographic module may also employ the key 
management mechanisms of another cryptographic module.  Encrypted cryptographic keys and CSPs refer 
to keys and CSPs that are encrypted using an Approved algorithm or Approved security function.  
Cryptographic keys and CSPs encrypted using a non-Approved algorithm or proprietary algorithm or 
method are considered in plaintext form, within the scope of this standard 
 
Secret keys, private keys, and CSPs shall be protected within the cryptographic module from unauthorized 
disclosure, modification, and substitution.  Public keys shall be protected within the cryptographic module 
against unauthorized modification and substitution. 
 
Documentation shall specify all cryptographic keys, cryptographic key components, and CSPs employed 
by a cryptographic module. 

4.7.1 Random Number Generators (RNGs) 
 
A cryptographic module may employ random number generators (RNGs).  If a cryptographic module 
employs Approved or non-Approved RNGs in an Approved mode of operation, the data output from the 
RNG shall pass the continuous random number generator test as specified in Section 4.9.2.  Approved 
RNGs shall be subject to the cryptographic algorithm test in Section 4.9.1. Approved RNGs are listed in 
Annex C to this standard. 
 
Until such time as an Approved nondeterministic RNG standard exists, nondeterministic RNGs approved 
for use in classified applications may be used for key generation or to seed Approved deterministic RNGs 
used in key generation.  Commercially available nondeterministic RNGs may be used for the purpose of 
generating seeds for Approved deterministic RNGs.  Nondeterministic RNGs shall comply with all 
applicable RNG requirements of this standard. 

 
An Approved RNG shall be used for the generation of cryptographic keys used by an Approved security 
function.  The output from a non-Approved RNG may be used 1) as input (e.g., seed, and seed key) to an 
Approved deterministic RNG or 2) to generate initialization vectors (IVs) for Approved security 
function(s).  The seed and seed key shall not have the same value. 
 
Documentation shall specify each RNG (Approved and non-Approved) employed by a cryptographic 
module. 
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4.7.2 Key Generation 
 
A cryptographic module may generate cryptographic keys internally.  Cryptographic keys generated by the 
cryptographic module for use by an Approved algorithm or security function shall be generated using an 
Approved key generation method.  Approved key generation methods are listed in Annex C to this 
standard.  If an Approved key generation method requires input from a RNG, then an Approved RNG that 
meets the requirements specified in Section 4.7.1 shall be used. 
 
Compromising the security of the key generation method (e.g., guessing the seed value to initialize the 
deterministic RNG) shall require as least as many operations as determining the value of the generated key. 
 
If a seed key is entered during the key generation process, entry of the key shall meet the key entry 
requirements specified in Section 4.7.4.  If intermediate key generation values are output from the 
cryptographic module, the values shall be output either 1) in encrypted form or 2) under split knowledge 
procedures. 
 
Documentation shall specify each of the key generation methods (Approved and non-Approved) employed 
by a cryptographic module. 

4.7.3 Key Establishment 
 
Key establishment may be performed by automated methods (e.g., use of a public key algorithm), manual 
methods (use of a manually-transported key loading device), or a combination of automated and manual 
methods.  If key establishment methods are employed by a cryptographic module, only Approved key 
establishment methods shall be used.   Approved key establishment methods are listed in Annex D to this 
standard. 
 
If, in lieu of an Approved key establishment method, a radio communications cryptographic module 
implements Over-The-Air-Rekeying (OTAR), it shall be implemented as specified in the TIA/EIA 
Telecommunications Systems Bulletin, APCO Project 25, Over-The-Air-Rekeying (OTAR) Protocol, New 
Technology Standards Project, Digital Radio Technical Standards, TSB102.AACA, January, 1996, 
Telecommunications Industry Association. 
 
Compromising the security of the key establishment method (e.g., compromising the security of the 
algorithm used for key establishment) shall require at least as many operations as determining the value of 
the cryptographic key being transported or agreed upon. 
 
If a key transport method is used, the cryptographic key being transported shall meet the key entry/output 
requirements of Section 4.7.4. If a key agreement method is used (e.g., a cryptographic key is derived from 
shared intermediate values), the shared values are not required to meet the key entry/output requirements of 
Section 4.7.4. 
 
Documentation shall specify the key establishment methods employed by a cryptographic module. 

4.7.4 Key Entry and Output 
 
Cryptographic keys may be entered into or output from a cryptographic module.  If cryptographic keys are 
entered into or output from a cryptographic module, the entry or output of keys shall be performed using 
either manual (e.g., via a keyboard) or electronic methods (e.g., smart cards/tokens, PC cards, or other 
electronic key loading devices). 
 
A seed key, if entered during key generation, shall be entered in the same manner as cryptographic keys. 
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All encrypted secret and private keys, entered into or output from a cryptographic module and used in an 
Approved mode of operation, shall be encrypted using an Approved algorithm.  Public keys may be entered 
into or output from a cryptographic module in plaintext form.  A cryptographic module shall associate a 
key (secret, private, or public) entered into or output from the module with the correct entity (i.e., person, 
group, or process) to which the key is assigned. 
 
Manually-entered cryptographic keys (keys entered using manual methods) shall be verified during entry 
into a cryptographic module for accuracy using the manual key entry test specified in Section 4.9.2.  
During key entry, the manually entered values may be temporarily displayed to allow visual verification 
and to improve accuracy.  If encrypted cryptographic keys or key components are manually entered into the 
cryptographic module, then the plaintext values of the cryptographic keys or key components shall not be 
displayed. 
 
Documentation shall specify the key entry and output methods employed by a cryptographic module. 
 
SECURITY LEVELS 1 AND 2 
 
For Security Levels 1 and 2, secret and private keys established using automated methods shall be entered 
into and output from a cryptographic module in encrypted form.  Secret and private keys established using 
manual methods may be entered into or output from a cryptographic module in plaintext form. 
 
SECURITY LEVELS 3 AND 4 
 
For Security Levels 3 and 4: 
 

Secret and private keys established using automated methods shall be entered into and output from a 
cryptographic module in encrypted form. 

• 

 
• Secret and private keys established using manual methods shall be entered into or output from a 

cryptographic module either (1) in encrypted form or (2) using split knowledge procedures (i.e., as 
two or more plaintext cryptographic key components). 

 
If split knowledge procedures are used: 

 
! the cryptographic module shall separately authenticate the operator entering or outputting each 

key component, 
 

! plaintext cryptographic key components shall be directly entered into or output from the 
cryptographic module (e.g., via a trusted path or directly attached cable) without traveling 
through any enclosing or intervening systems where the key components may inadvertently be 
stored, combined, or otherwise processed (see Section 4.2), 

 
! at least two key components shall be required to reconstruct the original cryptographic key,  
 
! documentation shall prove that if knowledge of n key components is required to reconstruct the 

original key, then knowledge of any n-1 key components provides no information about the 
original key other than the length, and 

 
! documentation shall specify the procedures employed by a cryptographic module. 
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4.7.5 Key Storage 
 
Cryptographic keys stored within a cryptographic module shall be stored either in plaintext form or 
encrypted form.  Plaintext secret and private keys shall not be accessible from outside the cryptographic 
module to unauthorized operators. 

 
A cryptographic module shall associate a cryptographic key (secret, private, or public) stored within the 
module with the correct entity (e.g., person, group, or process) to which the key is assigned. 

 
Documentation shall specify the key storage methods employed by a cryptographic module. 

4.7.6 Key Zeroization 
 
A cryptographic module shall provide methods to zeroize all plaintext secret and private cryptographic 
keys and CSPs within the module.  Zeroization of encrypted cryptographic keys and CSPs or keys 
otherwise physically or logically protected within an additional embedded validated module (meeting the 
requirements of this standard) is not required. 

 
Documentation shall specify the key zeroization methods employed by a cryptographic module. 
 
4.8 Electromagnetic Interference/Electromagnetic Compatibility (EMI/EMC) 
 
Cryptographic modules shall meet the following requirements for EMI/EMC.  Radios are explicitly 
excluded from these requirements but shall meet all applicable FCC requirements. 
 
Documentation shall include proof of conformance to EMI/EMC requirements. 
 
SECURITY LEVELS 1 AND 2 
 
For Security Levels 1 and 2, a cryptographic module shall (at a minimum) conform to the EMI/EMC 
requirements specified by 47 Code of Federal Regulations, Part 15, Subpart B, Unintentional Radiators, 
Digital Devices, Class A (i.e., for business use). 
 
SECURITY LEVELS 3 AND 4 
 
For Security Levels 3 and 4, a cryptographic module shall (at a minimum) conform to the EMI/EMC 
requirements specified by 47 Code of Federal Regulations, Part 15, Subpart B, Unintentional Radiators, 
Digital Devices, Class B (i.e., for home use). 
 
4.9 Self-Tests 
 
A cryptographic module shall perform power-up self-tests and conditional self-tests to ensure that the 
module is functioning properly.  Power-up self-tests shall be performed when the cryptographic module is 
powered up.  Conditional self-tests shall be performed when an applicable security function or operation is 
invoked (i.e., security functions for which self-tests are required).  A cryptographic module may perform 
other power-up or conditional self-tests in addition to the tests specified in this standard. 
 
If a cryptographic module fails a self-test, the module shall enter an error state and output an error indicator 
via the status output interface.  The cryptographic module shall not perform any cryptographic operations 
while in an error state. All data output via the data output interface shall be inhibited when an error state 
exists. 
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Documentation shall specify: 
 

the self-tests performed by a cryptographic module, including power-up and conditional tests, • 

• 

• 

• 

• 

• 

 
the error states that a cryptographic module can enter when a self-test fails, and 

 
the conditions and actions necessary to exit the error states and resume normal operation of a 
cryptographic module (i.e., this may include maintenance of the module, or returning the module 
to the vendor for servicing.) 

4.9.1 Power-Up Tests 
 
Power-up tests shall be performed by a cryptographic module when the module is powered up (after being 
powered off, reset, rebooted, etc.).  The power-up tests shall be initiated automatically and shall not require 
operator intervention.  When the power-up tests are completed, the results (i.e., indications of success or 
failure) shall be output via the “status output” interface.  All data output via the data output interface shall 
be inhibited when the power-up tests are performed. 
 
In addition to performing the power-up tests when powered up, a cryptographic module shall permit 
operators to initiate the tests on demand for periodic testing of the module.  Resetting, rebooting, and power 
cycling are acceptable means for the on-demand initiation of power-up tests. 
 
A cryptographic module shall perform the following power-up tests: cryptographic algorithm test, 
software/firmware integrity test, and critical functions test.  
 
Cryptographic algorithm test.  A cryptographic algorithm test using a known answer shall be conducted for 
all cryptographic functions (e.g., encryption, decryption, authentication, and random number generation) of 
each Approved cryptographic algorithm implemented by a cryptographic module.  A known-answer test 
involves operating the cryptographic algorithm on data for which the correct output is already known and 
comparing the calculated output with the previously generated output (the known answer).  If the calculated 
output does not equal the known answer, the known-answer test shall fail. 
 
Cryptographic algorithms whose outputs vary for a given set of inputs (e.g., the Digital Signature 
Algorithm) shall be tested using a known-answer test or shall be tested using a pair-wise consistency test 
(specified below).  Message digest algorithms shall have an independent known-answer test or the known-
answer test shall be included with the associated cryptographic algorithm test (e.g., the Digital Signature 
Standard). 
 
If a cryptographic module includes two independent implementations of the same cryptographic algorithm, 
then: 
 

the known-answer test may be omitted, 
 

the outputs of two implementations shall be continuously compared, and 
 

if the outputs of two implementations are not equal, the cryptographic algorithm test shall fail. 
 
Software/firmware integrity test.  A software/firmware integrity test using an error detection code (EDC) or 
Approved authentication technique (e.g., an Approved message authentication code or digital signature 
algorithm) shall be applied to all validated software and firmware components within a cryptographic 
module when the module is powered up.  The software/firmware integrity test is not required for any 
software and firmware components excluded from the security requirements of this standard (refer to 
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Section 4.1).  If the calculated result does not equal the previously generated result, the software/firmware 
test shall fail. 
 
If an EDC is used, the EDC shall be at least 16 bits in length. 
 
Critical functions test.  Other security functions critical to the secure operation of a cryptographic module 
shall be tested when the module is powered up as part of the power-up tests.  Other critical security 
functions performed under specific conditions shall be tested as conditional tests. 

 
Documentation shall specify all security functions critical to the secure operation of a cryptographic 
module and shall identify the applicable power-up tests and conditional tests performed by the module. 

4.9.2 Conditional Tests 
 
Conditional tests shall be performed by a cryptographic module when the conditions specified for the 
following tests occur: pair-wise consistency test, software/firmware load test, manual key entry test, 
continuous random number generator test, and bypass test. 
 

Pair-wise consistency test (for public and private keys).  If a cryptographic module generates public or 
private keys, then the following pair-wise consistency tests for public and private keys shall be 
performed: 

 
1. If the keys are used to perform an approved key transport method, then the public key shall 

encrypt a plaintext value.  The resulting ciphertext value shall be compared to the original 
plaintext value.  If the two values are equal, then the test shall fail.  If the two values differ, then 
the private key shall be used to decrypt the ciphertext and the resulting value shall be compared 
to the original plaintext value.  If the two values are not equal, the test shall fail.  

 
2. If the keys are used to perform the calculation and verification of digital signatures, then the 

consistency of the keys shall be tested by the calculation and verification of a digital signature.  
If the digital signature cannot be verified, the test shall fail. 

 
Software/firmware load test.  If software or firmware components can be externally loaded into a 
cryptographic module, then the following software/firmware load tests shall be performed: 

  
1. An Approved authentication technique (e.g., an Approved message authentication code, digital 

signature algorithm, or HMAC) shall be applied to all validated software and firmware 
components when the components are externally loaded into a cryptographic module.  The 
software/firmware load test is not required for any software and firmware components excluded 
from the security requirements of this standard (refer to Section 4.1). 

 
2. The calculated result shall be compared with a previously generated result.  If the calculated 

result does not equal the previously generated result, the software/firmware load test shall fail. 
 

Manual key entry test.  If cryptographic keys or key components are manually entered into a 
cryptographic module, then the following manual key entry tests shall be performed: 

 
1. The cryptographic key or key components shall have an EDC applied, or shall be entered using 

duplicate entries. 
 
2. If an EDC is used, the EDC shall be at least 16 bits in length. 

 
3. If the EDC cannot be verified, or the duplicate entries do not match, the test shall fail. 
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Continuous random number generator test. If a cryptographic module employs   Approved or non-
Approved RNGs in an Approved mode of operation, the module shall perform the following continuous 
random number generator test on each RNG that tests for failure to a constant value. 

 
1. If each call to a RNG produces blocks of n bits (where n > 15), the first n-bit block generated 

after power-up, initialization, or reset shall not be used, but shall be saved for comparison with 
the next n-bit block to be generated.  Each subsequent generation of an n-bit block shall be 
compared with the previously generated block.  The test shall fail if any two compared n-bit 
blocks are equal. 

 
2. If each call to a RNG produces fewer than 16 bits, the first n bits generated after power-up, 

initialization, or reset (for some n > 15) shall not be used, but shall be saved for comparison with 
the next n generated bits.  Each subsequent generation of n bits shall be compared with the 
previously generated n bits.  The test fails if any two compared n-bit sequences are equal. 

 
Bypass test.  If a cryptographic module implements a bypass capability where the services may be 
provided without cryptographic processing (e.g., transferring plaintext through the module), then the 
following bypass tests shall be performed to ensure that a single point of failure of module components 
will not result in the unintentional output of plaintext: 

 
1. A cryptographic module shall test for the correct operation of the services providing 

cryptographic processing when a switch takes place between an exclusive bypass service and an 
exclusive cryptographic service. 

 
2. If a cryptographic module can automatically alternate between a bypass service and a 

cryptographic service, providing some services with cryptographic processing and some services 
without cryptographic processing, then the module shall test for the correct operation of the 
services providing cryptographic processing when the mechanism governing the switching 
procedure is modified (e.g., an IP address source/destination table).   

 
Documentation shall specify the mechanism or logic governing the switching procedure. 

  
 
4.10 Design Assurance 
 
Design assurance refers to the use of best practices by the vendor of a cryptographic module during the 
design, deployment, and operation of a cryptographic module, providing assurance that the module is  
properly tested, configured, delivered, installed, and developed, and that the proper operator guidance 
documentation is provided.  Security requirements are specified for configuration management, delivery 
and operation, development, and guidance documents. 

4.10.1 Configuration Management 
 
Configuration management specifies the security requirements for a configuration management system 
implemented by a cryptographic module vendor, providing assurance that the functional requirements and 
specifications are realized in the implementation. 
 
A configuration management system shall be implemented for a cryptographic module and module 
components within the cryptographic boundary, and for associated module documentation.  Each version of 
each configuration item (e.g., cryptographic module, module components, user guidance, security policy, 
and operating system) that comprises the module and associated documentation shall be assigned and 
labeled with a unique identification number. 
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4.10.2 Delivery and Operation 
 
Delivery and operation specifies the security requirements for the secure delivery, installation, and startup 
of a cryptographic module, providing assurance that the module is securely delivered to authorized 
operators, and is installed and initialized in a correct and secure manner. 
 
SECURITY LEVEL 1 
 
For Security Level 1, documentation shall specify the procedures for secure installation, initialization, and 
startup of a cryptographic module. 
 
SECURITY LEVELS 2, 3, AND 4 
 
For Security Levels 2, 3, and 4, in addition to the requirements of Security Level 1, documentation shall 
specify the procedures required for maintaining security while distributing and delivering versions of a 
cryptographic module to authorized operators. 

4.10.3 Development 
 
Development specifies the security requirements for the representation of a cryptographic module security 
functionality at various levels of abstraction from the functional interface to the implementation 
representation.  Development provides assurance that the implementation of a cryptographic module 
corresponds to the module security policy and functional specification. 
 
Functional specification refers to a high-level description of the ports and interfaces visible to the operator 
and a high-level description of the behavior of the cryptographic module. 
 
SECURITY LEVEL 1 
 
The following requirements shall apply to cryptographic modules for Security Level 1. 
 

Documentation shall specify the correspondence between the design of the hardware, software, 
and firmware components of a cryptographic module and the cryptographic module security 
policy (see Section 4.1). 

• 

• 

• 

• 

 
If a cryptographic module contains software or firmware components, documentation shall specify 
the source code for the software and firmware components, annotated with comments that clearly 
depict the correspondence of the components to the design of the module. 

 
If a cryptographic module contains hardware components, documentation shall specify the 
schematics and/or Hardware Description Language (HDL) listings for the hardware components. 

 
SECURITY LEVEL 2 
 
In addition to the requirements for Security Level 1, the following requirement shall apply to cryptographic 
modules for Security Level 2. 
 

Documentation shall specify a functional specification that informally describes a cryptographic 
module, the external ports and interfaces of the module, and the purpose of the interfaces. 

 
SECURITY LEVEL 3 
 
In addition to the requirements for Security Levels 1 and 2, the following requirements shall apply to 
cryptographic modules for Security Level 3. 
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All software and firmware components within a cryptographic module shall be implemented using 
a high-level language, except that the limited use of a low-level language (e.g., assembly language 
or microcode) is allowed if essential to the performance of the module or when a high-level 
language is not available. 

• 

• 
 

If HDL is used, all hardware components within a cryptographic module shall be implemented 
using a high-level specification language. 

 
SECURITY LEVEL 4 
 
In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall apply to 
cryptographic modules for Security Level 4. 
 

• Documentation shall specify a formal model that describes the rules and characteristics of the 
cryptographic module security policy.  The formal model shall be specified using a formal 
specification language that is a rigorous notation based on established mathematics, such as first 
order logic or set theory. 

 
• Documentation shall specify a rationale that demonstrates the consistency and completeness of the 

formal model with respect to the cryptographic module security policy. 
 
• Documentation shall specify an informal proof of the correspondence between the formal model 

and the functional specification. 
 
• For each cryptographic module hardware, software, and firmware component, the source code shall 

be annotated with comments that specify (1) the preconditions required upon entry into the module 
component, function, or procedure in order to execute correctly and (2) the postconditions expected 
to be true when execution of the module component, function, or procedure is complete.  The 
preconditions and postconditions may be specified using any notation that is sufficiently detailed to 
completely and unambiguously explain the behavior of the cryptographic module component, 
function, or procedure. 

 
• Documentation shall specify an informal proof of the correspondence between the design of the 

cryptographic module (as reflected by the precondition and postcondition annotations) and the 
functional specification. 

 
RECOMMENDED SOFTWARE DEVELOPMENT PRACTICES FOR ALL LEVELS 
 
Implementation of software and firmware components within a cryptographic module using recommended 
development practices listed in Appendix B will facilitate the analysis of the components for conformance 
to the requirements in this standard and will reduce the chance of design errors. 

4.10.4 Guidance Documents 
 
Crypto officer guidance is concerned with the correct configuration, maintenance, and administration of the 
cryptographic module.  User guidance describes the security functions of the cryptographic module along 
with instructions, guidelines, and warnings for the secure use of the module.  If a cryptographic module 
supports a maintenance role, user/crypto officer guidance describes the physical and/or logical maintenance 
services for operators assuming the maintenance role. 
 
Crypto officer guidance shall specify: 
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• the administrative functions, security events, security parameters (and parameter values, as 
appropriate), physical ports, and logical interfaces of the cryptographic module available to the 
crypto officer, 

 
• procedures on how to administer the cryptographic module in a secure manner, and 
 
• assumptions regarding user behavior that are relevant to the secure operation of the cryptographic 

module. 
 

User guidance shall specify: 
 

the Approved security functions, physical ports, and logical interfaces available to the users of a 
cryptographic module, and 

• 

• 
 

all user responsibilities necessary for the secure operation of a cryptographic module. 
 
4. 11 Mitigation of Other Attacks   
 
Cryptographic modules may be susceptible to other attacks for which testable security requirements were 
not available at the time this version of the standard was issued (e.g., power analysis, timing analysis, 
and/or fault induction) or the attacks were outside of the scope of the standard (e.g., TEMPEST). 
Susceptibility of a cryptographic module to such attacks depends on module type, implementation, and 
implementation environment.  Such attacks may be of particular concern for cryptographic modules 
implemented in hostile environments (e.g., where the attackers may be the authorized operators of the 
module).  Such types of attacks generally rely on the analysis of information obtained from sources 
physically external to the module.  In all cases, the attacks attempt to determine some knowledge about the 
cryptographic keys and CSPs within the cryptographic module.  Brief summaries of currently known 
attacks are provided below. 
  

Power Analysis: Attacks based on the analysis of power consumption can be divided into two general 
categories, Simple Power Analysis (SPA) and Differential Power Analysis (DPA).  SPA involves a 
direct (primarily visual) analysis of electrical power consumption patterns and timings derived from the 
execution of individual instructions carried out by a cryptographic module during a cryptographic 
process.  The patterns are obtained through monitoring the variations in electrical power consumption of 
a cryptographic module for the purpose of revealing the features and implementations of cryptographic 
algorithms and subsequently values of cryptographic keys.  DPA has the same goals but utilizes 
advanced statistical methods and/or other techniques to analyze the variations of the electrical power 
consumption of a cryptographic module.  Cryptographic modules that utilize external power (direct 
current) sources appear to be at greatest risk.  Methods that may reduce the overall risk of Power 
Analysis attacks include the use of capacitors to level the power consumption, the use of internal power 
sources, and the manipulation of the individual operations of the algorithms or processes to level the rate 
of power consumption during cryptographic processing. 

 
Timing Analysis: Timing Analysis attacks rely on precisely measuring the time required by a 
cryptographic module to perform specific mathematical operations associated with a cryptographic 
algorithm or process.  The timing information collected is analyzed to determine the relationship 
between the inputs to the module and the cryptographic keys used by the underlying algorithms or 
processes.  The analysis of the relationship may be used to exploit the timing measurements to reveal the 
cryptographic key or CSPs.  Timing Analysis attacks assume that the attacker has knowledge of the 
design of the cryptographic module.  Manipulation of the individual operations of the algorithms or 
processes to reduce timing fluctuations during processing is one method to reduce the risk of this attack. 

 
Fault Induction: Fault Induction attacks utilize external forces such as microwaves, temperature 
extremes, and voltage manipulation to cause processing errors within the cryptographic module.  An 
analysis of these errors and their patterns can be used in an attempt to reverse engineer the cryptographic 
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module, revealing certain features and implementations of cryptographic algorithms and subsequently 
revealing the values of cryptographic keys.  Cryptographic modules with limited physical security 
appear to be at greatest risk.  Proper selection of physical security features may be used to reduce the 
risk of this attack. 

 
TEMPEST: TEMPEST attacks involve the remote or external detection and collection of the 
electromagnetic signals emitted from a cryptographic module and associated equipment during 
processing.  Such an attack can be used to obtain keystroke information, messages displayed on a video 
screen, and other forms of critical security information (e.g., cryptographic keys).  Special shielding of 
all components, including network cabling, is the mechanism used to reduce the risk of such an attack.  
Shielding reduces and, in some cases, prevents the emission of electromagnetic signals. 
 

If a cryptographic module is designed to mitigate one or more specific attacks, then the module’s security 
policy shall specify the security mechanisms employed by the module to mitigate the attack(s).  The 
existence and proper functioning of the security mechanisms will be validated when requirements and 
associated tests are developed. 
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APPENDIX A: SUMMARY OF DOCUMENTATION REQUIREMENTS 
 
The following check list summarizes the documentation requirements of this standard.  All documentation 
shall be provided to the validation facility by the vendor of a cryptographic module.   
 
CRYPTOGRAPHIC MODULE SPECIFICATION 
 

• Specification of the hardware, software, and firmware components of a cryptographic module, 
specification of the cryptographic boundary surrounding these components, and description of the 
physical configuration of the module.  (Security Levels 1, 2, 3, and 4) 

 
• Specification of any hardware, software, or firmware components of a cryptographic module that 

are excluded from the security requirements of this standard and an explanation of the rationale for 
the exclusion.  (Security Levels 1, 2, 3, and 4) 

 
• Specification of the physical ports and logical interfaces of a cryptographic module. (Security 

Levels 1, 2, 3, and 4) 
 

• Specification of the manual or logical controls of a cryptographic module, physical or logical status 
indicators, and applicable physical, logical, and electrical characteristics.  (Security Levels 1, 2, 3, 
and 4) 

 
• List of all security functions, both Approved and non-Approved, that are employed by a 

cryptographic module and specification of all modes of operation, both Approved and non-
Approved.  (Security Levels 1, 2, 3, and 4) 

 
• Block diagram depicting all of the major hardware components of a cryptographic module and 

component interconnections, including any microprocessors, input/output buffers, 
plaintext/ciphertext buffers, control buffers, key storage, working memory, and program memory.  
(Security Levels 1, 2, 3, and 4) 

 
• 

• 

Specification of the design of the hardware, software, and firmware components of a cryptographic 
module.  (Security Levels 1, 2, 3, and 4) 

 
Specification of all security-related information, including secret and private cryptographic keys 
(both plaintext and encrypted), authentication data (e.g., passwords, PINs), CSPs, and other 
protected information (e.g., audited events, audit data) whose disclosure or modification can 
compromise the security of the cryptographic module. 

 
• Specification of a cryptographic module security policy including the rules derived from the 

requirements of this standard and the rules derived from any additional requirements imposed by 
the vendor).  (Security Levels 1, 2, 3, and 4) 

 
CRYPTOGRAPHIC MODULE PORTS AND INTERFACES 
 

• Specification of the physical ports and logical interfaces of a cryptographic module and all defined 
input and output data paths.  (Security Levels 1, 2, 3, and 4) 

 
ROLES, SERVICES, AND AUTHENTICATION 
 

• Specification of all authorized roles supported by a cryptographic module.  (Security Levels 1, 2, 3, 
and 4) 
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• Specification of the services, operations, or functions provided by a cryptographic module, both 
Approved and non-Approved.  For each service, specification of the service inputs, corresponding 
service outputs, and the authorized role(s) in which the service can be performed. (Security Levels 
1, 2, 3, and 4) 

 
• Specification of any services provided by a cryptographic module for which the operator is not 

required to assume an authorized role, and how these services do not modify, disclose, or substitute 
cryptographic keys and CSPs, or otherwise affect the security of the module. 

 
• Specification of the authentication mechanisms supported by a cryptographic module, the types of 

authentication data required to implement supported authentication mechanisms, the authorized 
methods used to control access to the module for the first time and initialize the authentication 
mechanism, and the corresponding strength of the mechanisms supported by the module. (Security 
Levels 2, 3, and 4) 

 
FINITE STATE MODEL 
 

• Representation of a finite state model (or equivalent) using the state transition diagram and/or state 
transition table that specifies all operational and error states, corresponding transitions from one 
state to another, input events (including data inputs and control outputs) that cause transitions from 
one state to another, and output events (including internal module conditions, data outputs, and 
status outputs) resulting from transitions from one state to another. (Security Levels 1, 2, 3, and 4) 

 
PHYSICAL SECURITY 
   

• Specification of the physical embodiment and security level for which the physical security 
mechanisms of a cryptographic module are implemented.  Specification of the physical security 
mechanisms that are employed by a module.  (Security Levels 1, 2, 3, and 4) 

 
• If a cryptographic module includes a maintenance role that requires physical access to the contents 

of the module or if the module is designed to permit physical access, specification of the 
maintenance access interface and how plaintext secret and private keys and CSPs are to be zeroized 
when the maintenance access interface is accessed.  (Security Levels 1, 2, 3, and 4) 

 
• Specification of the normal operating ranges of a cryptographic module.  Specification of the 

environmental failure protection features employed by a cryptographic module or specification of 
the environmental failure tests performed.  (Security Level 4) 

 
OPERATIONAL ENVIRONMENT 
 

• Specification of the operational environment for the cryptographic module. (Security Levels 1, 2, 3, 
and 4) 

 
• Identification of the operating system employed by a cryptographic module, the applicable 

Protection Profile, and the CC assurance level.  (Security Levels 2, 3, and 4) 
 
CRYPTOGRAPHIC KEY MANAGEMENT 
 

• Specification of all cryptographic keys, cryptographic key components, and CSPs employed by a 
cryptographic module. 

 
• Specification of each RNG (Approved and non-Approved) employed by a cryptographic module.  

(Security Levels 1, 2, 3, and 4) 
 

• Specification of each of the key generation methods (Approved and non-Approved) employed by a 
cryptographic module.  (Security Levels 1, 2, 3, and 4) 
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• Specification of the key establishment methods employed by a cryptographic module.  (Security 

Levels 1, 2, 3, and 4) 
 
• Specification of the key entry and output methods employed by a cryptographic module.  (Security 

Levels 1, 2, 3, and 4) 
 
• If split knowledge procedures are used, proof that if knowledge of n key components is required to 

reconstruct the original key, then knowledge that any n-1 key components provides no information 
about the original key other than length, and specification of the split-knowledge procedures 
employed by a cryptographic module.  (Security Levels 3 and 4) 

 
• Specification of the key storage methods employed by a cryptographic module.  (Security Levels 1, 

2, 3, and 4) 
 
• Specification of the key zeroization methods employed by a cryptographic module.  (Security 

Levels 1, 2, 3, and 4) 
 

ELECTROMAGNETIC INTERFERENCE/ELECTROMAGNETIC COMPATIBILITY 
 

• Proof of conformance to EMI/EMC requirements.  (Security Levels 1, 2, 3, and 4) 
 

SELF-TESTS 
 

• Specification of the self-tests performed by a cryptographic module including power-up and 
conditional tests. (Security Levels 1, 2, 3, and 4) 

 
• Specification of the error states that a cryptographic module can enter when a self-test fails, and the 

conditions and actions necessary to exit the error states and resume normal operation of a module.  
(Security Levels 1, 2, 3, and 4) 

 
• Specification of all security functions critical to the secure operation of a cryptographic module and 

identification of the applicable power-up tests and conditional tests performed by the module. 
(Security Levels 1, 2, 3, and 4) 

 

• If a cryptographic module implements a bypass capability, specification of the mechanism or logic 
governing the switching procedure. (Security Levels 1, 2, 3, and 4) 

 
DESIGN ASSURANCE 

 
• Specification of procedures for secure installation, generation, and start-up of a cryptographic 

module.  (Security Levels 1, 2, 3, and 4) 
 
• Specification of the procedures for maintaining security while distributing and delivering versions 

of a cryptographic module to authorized operators.  (Security Level 2, 3, and 4) 
 

• Specification of the correspondence between the design of the hardware, software, and firmware 
components of a cryptographic module and the cryptographic module security policy (i.e., the rules 
of operation).  (Security Levels 1, 2, 3, and 4) 

 
• If a cryptographic module contains software or firmware components, specification of the source 

code for the software and firmware components, annotated with comments that clearly depict the 
correspondence of the components to the design of the module. (Security Levels 1, 2, 3, and 4) 
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• If a cryptographic module contains hardware components, specification of the schematics and/or 
Hardware Description Language (HDL) listings for the hardware components. (Security Levels 1, 2, 
3, and 4) 

 
• Functional specification that informally describes a cryptographic module, the external ports and 

interfaces of the module, and the purpose of the interfaces.  (Security Levels 2, 3, and 4) 
 

• Specification of a formal model that describes the rules and characteristics of the cryptographic 
module security policy, using a formal specification language that is a rigorous notation based on 
established mathematics, such as first order logic or set theory.  (Security Level 4) 

 
• Specification of a rationale that demonstrates the consistency and completeness of the formal model 

with respect to the cryptographic module security policy. (Security Level 4) 
 

• Specification of an informal proof of the correspondence between the formal model and the 
functional specification.  (Security Level 4) 

 
• For each hardware, software, and firmware component, source code annotation with comments that 

specify (1) the preconditions required upon entry into the module component, function or procedure 
in order to execute correctly and (2) the postconditions expected to be true when execution of the 
module component, function, or procedure is complete.  (Security Level 4) 

 
• Specification of an informal proof of the correspondence between the design of the cryptographic 

module (as reflected by the precondition and postcondition annotations) and the functional 
specification.  (Security Level 4) 

 
• For crypto officer guidance, specification of: 
 

! the administrative functions, security events, security parameters (and parameter values, as 
appropriate), physical ports, and logical interfaces of the cryptographic module available to the 
crypto officer (Security Levels 1, 2, 3, and 4), 

 
! procedures on how to administer the cryptographic module in a secure manner (Security Levels 

1, 2, 3, and 4), and 
 
! assumptions regarding user behavior that is relevant to the secure operation of the 

cryptographic module. (Security Levels 1, 2, 3, and 4) 
 

• For user guidance, specification of 
 

! the Approved security functions, physical ports, and logical interfaces available to the users of 
the cryptographic module (Security Levels 1, 2, 3, and 4), and 

 
! all user responsibilities necessary for the secure operation of the module.  (Security Levels 1, 2, 

3, and 4) 
 
MITIGATION OF OTHER ATTACKS 
 

• If a cryptographic module is designed to mitigate one or more specific attacks, specification in the 
module’s security policy of the security mechanisms employed by the cryptographic module to 
mitigate the attack(s).  (Security Levels 1, 2, 3, and 4) 

 
SECURITY POLICY 
 

• See Appendix C.  (Security Levels 1, 2, 3, and 4) 
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APPENDIX B: RECOMMENDED SOFTWARE DEVELOPMENT PRACTICES 
 
This Appendix is provided for informational purposes only and does not contain security requirements 
applicable to cryptographic modules within the scope of the standard. 
 
Life-cycle software engineering recommendations (dealing with the specification, construction, 
verification, testing, maintenance, and documentation of software) should be followed.  Software 
engineering practices may include documented unit testing, code reviews, explicit high-level and low-level 
design documents, explicit requirements and functional specifications, structure charts and data flow 
diagrams, function-point analysis, defect and resolution tracking, configuration management, and a 
documented software development process. 
 
For all software development, both large and small, the following programming techniques are consistent 
with current practices and should be used to facilitate analysis of software components of a cryptographic 
module and to reduce chances of programming errors. 
 
MODULAR DESIGN 
 

• A modular design is recommended, especially for moderate to large-scale software development 
efforts.  Each software module should have well-defined and readily understood logical interfaces. 

 
• Software components should be constructed using the principles of data abstraction.  If available, an 

object-oriented, high-level language that supports the construction of abstract data types should be 
used. 

 
• The software should be hierarchically structured as a series of layers. 

 
SOFTWARE MODULE/PROCEDURE INTERFACES 
 

• Entries to a software module or procedure should be through external calls on explicitly defined 
interfaces. 

 
• Each procedure should have only one entry point and at most two exit points, one for normal exits 

and one for error exits. 
 

• Data should be communicated between software modules and between procedures through the use 
of argument lists and/or explicit return values.  Global variables should not be used among 
procedures except where necessary for the implementation of abstract data types.  Input values 
should be checked for range errors using assertion statements (if provided by the programming 
language in use). 

 
INTERNAL CONSTRUCTION 
 

• Each procedure should perform only a single, well-defined function. 
 

• Control flow within a single thread of execution should be defined using only sequencing, 
structured programming constructs for conditionals (e.g., if-then-else or case), and structured 
constructs for loops (e.g., while-do or repeat-until). 

 
• If concurrent execution is employed (e.g., via multiple threads, tasks, or processes), the software 

components should enforce limits on the maximum allowable degree of concurrency and should 
use structured synchronization constructs to control access to shared data. 
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• Equivalence of variables should not be used to permit multiple memory usage for conflicting 
purposes. 

 
• Robust command parsing and range checking mechanisms should be implemented to guard 

against malformed requests, out-of-range parameters, and I/O buffer overflows. 
 
IN-LINE DOCUMENTATION 
 

• Each software module, procedure, and major programming construct should be documented 
specifying the functions performed along with a (formal or informal) specification of 
preconditions and postconditions. 

 
• Each loop should be preceded by a convincing argument (as a comment) that termination is 

guaranteed. 
 

• Variable names should be used in only one context within the same procedure. 
 

• Each variable should have an associated comment identifying the purpose of the variable and 
noting the range of allowable values, including if the range is unrestricted. 

 
• If concurrency is employed, the documentation should specify how limits are enforced on the 

maximum allowable degree of concurrency and how accesses to shared data are synchronized in 
order to avoid (possibly undetected) run-time errors. 

 
ASSEMBLY LANGUAGE 
 
The following additional programming practices should be used when the implementation is in assembly 
language.  
 

• All code should be position independent except where appropriate security concerns, efficiency, or 
hardware constraints require position dependency. 

 
• All register references should use symbolic register names. 

 
• Self-modifying code should not be used. 

 
• All procedures should be responsible for saving and restoring the contents of any register that is 

used within the procedure. 
 

• Control transfer instructions should not use numeric literals. 
 

• Each unit should contain comments describing register use in the unit. 
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APPENDIX C: CRYPTOGRAPHIC MODULE SECURITY POLICY 
 
A cryptographic module security policy shall be included in the documentation provided by the vendor.  
The following paragraphs outline the required contents of the security policy. 
 
C.1 Definition of Cryptographic Module Security Policy 
 
A cryptographic module security policy shall consist of: 
 

• a specification of the security rules, under which a cryptographic module shall operate, including 
the security rules derived from the requirements of the standard and the additional security rules 
imposed by the vendor. 

 
The specification shall be sufficiently detailed to answer the following questions: 
 

• What access does operator X, performing service Y while in role Z, have to security-relevant data 
item W for every role, service, and security-relevant data item contained in the cryptographic 
module?  

 
• What physical security mechanisms are implemented to protect a cryptographic module and what 

actions are required to ensure that the physical security of a module is maintained?  
 

• What security mechanisms are implemented in a cryptographic module to mitigate against attacks 
for which testable requirements are not defined in the standard?  

 
C.2 Purpose of Cryptographic Module Security Policy 
 
There are two major reasons for developing and following a precise cryptographic module security policy: 
 

• To provide a specification of the cryptographic security that will allow individuals and 
organizations to determine whether a cryptographic module, as implemented, satisfies a stated 
security policy. 

  
• To describe to individuals and organizations the capabilities, protection, and access rights provided 

by the cryptographic module, thereby allowing an assessment of whether the module will 
adequately serve the individual or organizational security requirements. 

 
C.3 Specification of a Cryptographic Module Security Policy 
 
A cryptographic module security policy shall be expressed in terms of roles, services, and cryptographic 
keys and CSPs.  At a minimum, the following shall be specified: 
 

• an identification and authentication (I&A) policy, 
 
• an access control policy, 

 
• a physical security policy, and 
 
• a security policy for mitigation of other attacks. 
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C.3.1 Identification and Authentication Policy 
 
The cryptographic module security policy shall specify an identification and authentication policy, 
including 
 

• all roles (e.g., user, crypto officer, and maintenance) and associated type of authentication (e.g., 
identity-based, role-based, or none) and 

 
• the authentication data required of each role or operator (e.g., password or biometric data) and the 

corresponding strength of the authentication mechanism. 
 

C.3.2 Access Control Policy 
 
The cryptographic module security policy shall specify an access control policy.  The specification shall be 
of sufficient detail to identify the cryptographic keys and CSPs that the operator has access to while 
performing a service, and the type(s) of access the operator has to the parameters. 

 
The security policy shall specify: 
 

• all roles supported by a cryptographic module, 
 
• all services provided by a cryptographic module, 

 
• all cryptographic keys and CSPs employed by the cryptographic module, including 

 
! secret, private, and public cryptographic keys (both plaintext and encrypted), 
 
! authentication data such as passwords or PINs, and 

 
! other security-relevant information (e.g., audited events and audit data), 

 
• for each role, the services an operator is authorized to perform within that role, and 
 
• for each service within each role, the type(s) of access to the cryptographic keys and CSPs. 

 
C.3.3 Physical Security Policy 
 
The cryptographic module security policy shall specify a physical security policy, including: 
 

• the physical security mechanisms that are implemented in a cryptographic module (e.g., tamper-
evident seals, locks, tamper response and zeroization switches, and alarms) and 

 
• the actions required by the operator(s) to ensure that physical security is maintained (e.g., periodic 

inspection of tamper-evident seals or testing of tamper response and zeroization switches). 
 
C.3.4 Mitigation of Other Attacks Policy 
 
The cryptographic module security policy shall specify a security policy for mitigation of other attacks, 
including the security mechanisms implemented to mitigate the attacks. 
 
C.4 Security Policy Check List Tables 
 
The following check list tables may be used as guides to ensure the security policy is complete and contains 
the appropriate details: 
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Role 

 
Type of 

Authentication 

   
Authentication 

Data 

… 
 

… 
 

… 
… 

… 
 

… 
 

… 
… 

       
  Table C1.  Roles and Required Identification and Authentication 

 
 
 

 
Authentication 

Mechanism  
 

                              
Strength of 
Mechanism 

… 
 

… 
 

… 
 

… 

 
  Table C2. Strengths of Authentication Mechanisms 

 
 
 

           
 

Role 

                            
 Authorized 

Services 

… 
 

… 
… 

… 
 

… 
… 

 
  Table C3.  Services Authorized for Roles 

 
 
 

 
 

Service 
 

 
Cryptographic Keys 

and CSPs 

 
Type(s) of Access    

(e.g., RWE) 

… … 
… 

… 
… 

… … 
… 

… 
… 

         
  Table C4. Access Rights within Services 
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Physical 
Security 

Mechanisms 
      

 
Recommended 
Frequency of 

Inspection/Test 

 
 

Inspection/Test 
Guidance Details 

… … 
… 

… 
… 

… … 
… 

… 
… 

 
  Table C5.  Inspection/Testing of Physical Security Mechanisms 

 
 
 

 
Other 

Attacks 
      

 
Mitigation 
Mechanism 

 
 
Specific Limitations 

… … 
… 

… 
… 

… … 
… 

… 
… 

  
  Table C6.  Mitigation of Other Attacks 
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APPENDIX E: APPLICABLE INTERNET UNIFORM RESOURCE LOCATORS (URL) 
 
 
Communications Security Establishment (CSE): http://www.cse-cst.gc.ca 
 
Cryptographic Module Validation Program (CMVP): http://www.nist.gov/cmvp 
 
NIST Information Technology Laboratory (NIST ITL): http://www.nist.gov/itl 
 
NIST Security Publications including FIPS and Special Publications: http://csrc.nist.gov/publications 
 
National Technical Information Service (NTIS): http://www.ntis.gov 
 
National Voluntary Laboratory Accreditation Program (NVLAP): http://ts.nist.gov/nvlap 
 
National Information Assurance Partnership® (NIAP): http://niap.nist.gov/ 
 
Validated Protection Profiles: http://niap.nist.gov/cc-scheme/PPRegistry.html 
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CHANGE NOTICES 
Change Notice 1 (Superseded by Change Notice 2) 
 
FIPS PUB 140-2, SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES 
 
U.S. DEPARTMENT OF COMMERCE 
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 
Gaithersburg, MD 20899 
 
DATE OF CHANGE: 2001 October 10 
 
Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, 
specifies the security requirements that will be satisfied by a cryptographic module utilized within a 
security system protecting sensitive but unclassified information (hereafter referred to as sensitive 
information).   
 
This change notice provides a correction to the required intervals for the length of runs test indicated in 
Table 3 in Section 4.9.1 Power-Up Tests. 
 
Table 3 as originally published, incorrectly specified the required intervals.  The correct intervals are 
indicated. 
 
 

 
 
 
 

Incorrect 
 

Length of  
Run 

 

Required 
Interval 

 

1 
 

2,343 – 2,657 
 

2 
 

1,135 – 1,365 
 

3 
 

542 – 708 
 

4 
 

251 – 373 
 

5 
 

111 – 201 
 

6+ 
 

111 - 201 

 
 
 
 

Correct 
 

Length of  
Run 

 

Required 
Interval 

 

1 
 

2,315 – 2,685 
 

2 
 

1,114 – 1,386 
 

3 
 

527 - 723 
 

4 
 

240 - 384 
 

5 
 

103 - 209 
 

6+ 
 

103 - 209 

 
 

 
 
 
 
 
 
 
 
 
 
Questions regarding this change notice may be directed to Annabelle Lee  
(annabelle.lee@nist.gov, 301-975-2941). 
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Change Notice 2 
 
FIPS PUB 140-2, SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES 
 
U.S. DEPARTMENT OF COMMERCE 
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 
Gaithersburg, MD 20899 
 
DATE OF CHANGE:  2002 December 03 
 
TITLE:  Random Number Generator Requirements 
 
Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, 
specifies the security requirements that will be satisfied by a cryptographic module utilized within a 
security system protecting sensitive but unclassified information (hereafter referred to as sensitive 
information). 
 
This change notice provides corrections to the requirements for random number generator used by 
cryptographic modules.  These corrections involve paragraphs 4.7.1 and 4.9.1 of FIPS 140-2.  Table 1 – 
Summary of security requirements has also been corrected and involves the random number generator 
requirements.   
 
This change notice also provides a correction to the Table 1 – Summary of security requirements.  The 
correction involves text found in the requirements of Physical Security at Security Level 4. 
 
Finally, this change notice replaces the term “modes” used in paragraph 4.9.1 Cryptographic algorithm test 
with “cryptographic functions” which clarifies the standard. 
 
In the corrected paragraphs and table below, the deleted text is struck out and the added text is underlined. 
 
Change Notice 2 supersedes Change Notice 1. 
 
The Derived Test Requirements for FIPS 140-2 are also affected by these corrections. 
 
Questions regarding this change notice may be directed to Annabelle Lee 
(annabelle.lee@nist.gov, 301-975-2941). 
 
 
4.7.1 Random Number Generators (RNGs) 
 
A cryptographic module may employ random number generators (RNGs).  If a cryptographic module 
employs Approved or non-Approved RNGs in an Approved mode of operation, the data output from the 
RNG shall pass the continuous random number generator test as specified in Section 4.9.2.   Depending on 
the security level, the data output from an Approved RNG shall pass all statistical tests for randomness as 
specified in Section 4.9.1.  Approved deterministic RNGs shall be subject to the cryptographic algorithm 
test in Section 4.9.1. Approved RNGs are listed in Annex C to this standard. 
 
Until such time as an Approved nondeterministic RNG standard exists, nondeterministic RNGs approved 
for use in classified applications may be used for key generation or to seed Approved deterministic RNGs 
used in key generation.  Commercially available nondeterministic RNGs may be used for the purpose of 
generating seeds for Approved deterministic RNGs.  Nondeterministic RNGs shall comply with all 
applicable RNG requirements of this standard. 

 
An Approved RNG shall be used for the generation of cryptographic keys used by an Approved security 
function.  The output from a non-Approved RNG may be used 1) as input (e.g., seed, and seed key) to an 
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Approved deterministic RNG or 2) to generate initialization vectors (IVs) for Approved security 
function(s).  The seed and seed key shall not have the same value. 
 
Documentation shall specify each RNG (Approved and non-Approved) employed by a cryptographic 
module. 
 
 
4.9.1 Power-Up Tests 
 
Power-up tests shall be performed by a cryptographic module when the module is powered up (after being 
powered off, reset, rebooted, etc.).  The power-up tests shall be initiated automatically and shall not require 
operator intervention.  When the power-up tests are completed, the results (i.e., indications of success or 
failure) shall be output via the “status output” interface.  All data output via the data output interface shall 
be inhibited when the power-up tests are performed. 
 
In addition to performing the power-up tests when powered up, a cryptographic module shall permit 
operators to initiate the tests on demand for periodic testing of the module.  Resetting, rebooting, and power 
cycling are acceptable means for the on-demand initiation of power-up tests. 
 
A cryptographic module shall perform the following power-up tests: cryptographic algorithm test, 
software/firmware integrity test, and critical functions test. 
 

SECURITY LEVELS 1 AND 2 
 
For Security Levels 1 and 2, a cryptographic module shall perform the following power-up tests: 
cryptographic algorithm test, software/firmware integrity test, and critical functions test.  Statistical random 
number generator tests may be performed by the cryptographic module but are not required at Security 
Levels 1 and 2. 
 
SECURITY LEVEL 3 
 
For Security Level 3, in addition to the tests specified for Security Levels 1 and 2, a cryptographic module 
shall perform all of the statistical random number tests on demand by the operator and may perform the 
tests when the module is powered up. 
 

SECURITY LEVEL 4 
 
For Security Level 4, in addition to the tests specified for Security Levels 1,2 and 3, a cryptographic 
module shall also perform all of the statistical random number generator tests when the module is powered 
up. 
 
Cryptographic algorithm test.  A cryptographic algorithm test using a known answer shall be conducted for 
all modes cryptographic functions (e.g., encryption, decryption, authentication, and deterministic random 
number generation) of each Approved cryptographic algorithm implemented by a cryptographic module.  A 
known-answer test involves operating the cryptographic algorithm on data for which the correct output is 
already known and comparing the calculated output with the previously generated output (the known 
answer).  If the calculated output does not equal the known answer, the known-answer test shall fail. 
 
Cryptographic algorithms whose outputs vary for a given set of inputs (e.g., the Digital Signature 
Algorithm) shall be tested using a known-answer test or shall be tested using a pair-wise consistency test 
(specified below).  Message digest algorithms shall have an independent known-answer test or the known-
answer test shall be included with the associated cryptographic algorithm test (e.g., the Digital Signature 
Standard). 
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If a cryptographic module includes two independent implementations of the same cryptographic algorithm, 
then: 
 

• the known-answer test may be omitted, 
 

• the outputs of two implementations shall be continuously compared, and 
 

• if the outputs of two implementations are not equal, the cryptographic algorithm test shall fail. 
 
Software/firmware integrity test.  A software/firmware integrity test using an error detection code (EDC) or 
Approved authentication technique (e.g., an Approved message authentication code or digital signature 
algorithm) shall be applied to all validated software and firmware components within a cryptographic 
module when the module is powered up.  The software/firmware integrity test is not required for any 
software and firmware components excluded from the security requirements of this standard (refer to 
Section 4.1).  If the calculated result does not equal the previously generated result, the software/firmware 
test shall fail. 
 
If an EDC is used, the EDC shall be at least 16 bits in length. 
 
Critical functions test.  Other security functions critical to the secure operation of a cryptographic module 
shall be tested when the module is powered up as part of the power-up tests.  Other critical security 
functions performed under specific conditions shall be tested as conditional tests. 

 
Documentation shall specify all security functions critical to the secure operation of a cryptographic 
module and shall identify the applicable power-up tests and conditional tests performed by the module. 

 
Statistical random number generator tests.  If statistical random number generator tests are required (i.e., 
depending on the security level), a cryptographic module employing RNGs shall perform the following 
statistical tests for randomness.  A single bit stream of 20,000 consecutive bits of output from each RNG 
shall be subjected to the following four tests: monobit test, poker test, runs test, and long runs test. 
 
The monobit test 
 
Count the number of ones in the 20,000 bit stream.  Denote this quantity by X. 
 
The test is passed if 9,725 < X < 10,275. 
 
   The poker test 
 
Divide the 20,000 bit stream into 5,000 consecutive 4 bit segments.  Count and store the number of 
occurrences of the 16 possible 4 bit values.  Denote f(i) as the number of each 4 bit value i, where  0 ≤  i  ≤ 
15. 
 
Evaluate the following: 

5000  -  ][f(i)*    (16/5000)  =  X 2
15

=0i







∑  

 
The test is passed if 2.16 < X < 46.17. 
 
 
The runs test 
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A run is defined as a maximal sequence of consecutive bits of either all ones or all zeros that is part of the 
20,000 bit sample stream.  The incidences of runs (for both consecutive zeros and consecutive ones) of all 
lengths (≥ 1) in the sample stream should be counted and stored. 
 
The test is passed if the runs that occur (of lengths 1 through 6) are each within the corresponding interval 
specified in the table below.  This must hold for both the zeros and ones (i.e., all 12 counts must lie in the 
specified interval).  For the purposes of this test, runs of greater than 6 are considered to be of length 6. 
 

 

Length of  
Run 

 

Required 
Interval 

 

1 
 

2,343 – 2,657 
 

2 
 

1,135 – 1,365 
 

3 
 

542 - 708 
 

4 
 

251 - 373 
 

5 
 

111 - 201 
 

6+ 
 

111 - 201 
 
Table 3.  Required intervals for length of runs test 
 
   The long runs test 
 
A long run is defined to be a run of length 26 or more (of either zeros or ones). 
 
On the sample of 20,000 bits, the test is passed if there are no long runs. 
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 Security Level 1 

 
 Security Level 2 

 
 Security Level 3 

 
 Security Level 4 

 
Cryptographic 
Module 
Specification 

 
Specification of cryptographic module, cryptographic boundary, Approved algorithms, and Approved modes of operation.  Description of 
cryptographic module, including all hardware, software, and firmware components.  Statement of module security policy. 

 
Cryptographic 
Module Ports 
and Interfaces 

 
Required and optional interfaces.  Specification of all interfaces 
and of all input and output data paths. 

 
Data ports for unprotected critical security parameters logically or 
physically separated from other data ports.  

 
Roles, Services, 
and 
Authentication 

 
Logical separation of required 
and optional roles and services. 

 
Role-based or identity-based 
operator authentication. 

 
Identity-based operator authentication. 

 
Finite State 
Model 

 
Specification of finite state model.  Required states and optional states.  State transition diagram and specification of state transitions.  

 
Physical 
Security 

 
Production grade equipment. 

 
Locks or tamper evidence. 

 

Tamper detection and response 
for covers and doors. 

 
Tamper detection and response 
envelope.  EFP and or EFT. 

 
Operational 
Environment  

 
Single operator.  Executable 
code.  Approved integrity 
technique. 

 
Referenced PPs evaluated at 
EAL2 with specified 
discretionary access control 
mechanisms and auditing. 

 
Referenced PPs plus trusted 
path evaluated at EAL3 plus 
security policy modeling. 

 
Referenced PPs plus trusted path 
evaluated at EAL4. 

 
Key management mechanisms:  random number and key generation, key establishment, key distribution, key entry/output, key storage, and 
key zeroization. 

 
Cryptographic 
Key 
Management  

Secret and private keys established using manual methods may be 
entered or output in plaintext form. 

 
Secret and private keys established using manual methods shall be 
entered or output encrypted or with split knowledge procedures. 

 
EMI/EMC 

 
47 CFR FCC Part 15. Subpart B, Class A (Business use).  
Applicable FCC requirements (for radio).  

 
47 CFR FCC Part 15.  Subpart B, Class B (Home use). 

Power-up tests: cryptographic algorithm tests, software/firmware integrity tests, critical functions tests.  Conditional tests. 
 
Self-Tests 
 

  
Statistical RNG tests – callable 
on demand. 

 
Statistical RNG tests – performed at 
power-up. 

 
Design 
Assurance 

 
Configuration management 
(CM).  Secure installation and 
generation.  Design and policy 
correspondence.  Guidance 
documents. 
 

 
CM system.  Secure 
distribution.  Functional 
specification.   

 
High-level language 
implementation.  

 
Formal model.  Detailed 
explanations (informal proofs).  
Preconditions and postconditions.  

 
Mitigation of 
Other  Attacks 

       
Specification of mitigation of attacks for which no testable requirements are currently available. 
 

 
 Table 1: Summary of security requirements 
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Change Notice 3 
 
FIPS PUB 140-2, SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES 
 
U.S. DEPARTMENT OF COMMERCE 
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 
Gaithersburg, MD 20899 
 
DATE OF CHANGE:  2002 December 03 
 
TITLE:  Pair-Wise Consistency Test 
 
Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, 
specifies the security requirements that will be satisfied by a cryptographic module utilized within a 
security system protecting sensitive but unclassified information (hereafter referred to as sensitive 
information). 
 
This change notice provides corrections to the requirements for pair-wise consistency test for public/ 
private keys used for key agreement.  These corrections involve paragraphs 4.9.2 of FIPS 140-2.   
 
In the corrected paragraphs below, the deleted text is struck out and the added text is underlined. 
 
The Derived Test Requirements for FIPS 140-2 is also affected by these corrections. 
 
Questions regarding this change notice may be directed to Annabelle Lee 
(annabelle.lee@nist.gov, 301-975-2941). 
 
 
4.9.2 Conditional Tests 
 
Conditional tests shall be performed by a cryptographic module when the conditions specified for the 
following tests occur: pair-wise consistency test, software/firmware load test, manual key entry test, 
continuous random number generator test, and bypass test. 
 

Pair-wise consistency test (for public and private keys).  If a cryptographic module generates public or 
private keys, then the following pair-wise consistency tests for public and private keys shall be 
performed: 

 
1. If the keys are used to perform an approved key transport method or encryption, then the public 

key shall encrypt a plaintext value.  The resulting ciphertext value shall be compared to the 
original plaintext value.  If the two values are equal, then the test shall fail.  If the two values 
differ, then the private key shall be used to decrypt the ciphertext and the resulting value shall 
be compared to the original plaintext value.  If the two values are not equal, the test shall fail.  

 
2. If the keys are used to perform key agreement, then the cryptographic module shall create a 

second, compatible key pair.  The cryptographic module shall perform both sides of the key 
agreement algorithm and shall compare the resulting shared values.  If the shared values are not 
equal, the test shall fail. 

 
2. If the keys are used to perform the calculation and verification of digital signatures, then the 

consistency of the keys shall be tested by the calculation and verification of a digital signature.  
If the digital signature cannot be verified, the test shall fail. 
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Change Notice 4 
 
FIPS PUB 140-2, SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES 
 
U.S. DEPARTMENT OF COMMERCE 
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 
Gaithersburg, MD 20899 
 
DATE OF CHANGE:  2002 December 03 
 
TITLE:  Limited Operational Environment 
 
Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, 
specifies the security requirements that will be satisfied by a cryptographic module utilized within a 
security system protecting sensitive but unclassified information (hereafter referred to as sensitive 
information). 
 
This change notice provides a correction to the definition of a Limited Operational Environment.  This 
correction involves paragraph 4.6 of FIPS 140-2.   
 
In the corrected paragraph below, the deleted text is struck out and the added text is underlined. 
 
Questions regarding this change notice may be directed to Annabelle Lee 
(annabelle.lee@nist.gov, 301-975-2941). 
 
 
4.6 Operational Environment 
 
A limited operational environment refers to a static non-modifiable virtual operational 
environment (e.g., JAVA virtual machine or on a non-programmable PC card) with no 
underlying general purpose operating system upon which the operational environment 
uniquely resides. 
 
 

mailto:annabelle.lee@nist.gov


 
 

Validated FIPS 140-1 and FIPS 140-2 
Cryptographic Modules 



CMVP Main Page

Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules

Historical, 1995-1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017

All

Last Updated: 8/11/2017

It is important to note that the items on this list are cryptographic modules. A module may either be an embedded component of a product or application, or a complete

product in-and-of-itself. If the cryptographic module is a component of a larger product or application, one should contact the product or application vendor in order to

determine how the product utilizes the embedded validated cryptographic module. There may be a larger number of security products or applications available which

use an embedded validated cryptographic module, than the number of modules which are found in this list. In addition, other vendors, who are not found in this list,

may incorporate a validated cryptographic module from this list embedded into their own products.

When selecting a module from a vendor, verify that the module is either the product or application itself (e.g. VPN, SmartCard, USB memory token, etc.) or the

module is embedded in a larger product or application (e.g. toolkit, etc.). If the module is embedded in a product or application, ask the product or application vendor

to provide a signed letter or statement affirming that the unmodified validated cryptographic module is integrated in the solution; the module provides all the

cryptographic services in the solution; and provide reference to the modules validation certificate number from this listing.

NOTE1: Module descriptions are provided by the module vendors and have not been verified for accuracy by the CMVP. The descriptions do not imply endorsement

by the U.S. or Canadian Governments or NIST. Additionally, the descriptions may not necessarily reflect the capabilities of the modules when operated in the

FIPS-Approved mode. The algorithms, protocols, and cryptographic functions listed as "Other" or "Allowed" have not been tested through the CMVP and are not

FIPS-Approved.

NOTE2: The operator of a cryptographic module is responsible for ensuring that the algorithms and key lengths are in compliance with the requirements of NIST SP

800-131A.

NOTE3: All questions regarding the implementation and/or use of any module located on the CMVP module validation lists should first be directed to the appropriate

vendor point-of-contact (listed for each entry).

Please contact the CMVP if any errors are discovered or comments with suggestions for improvement of the validation listings.

Cert# Vendor / CST Lab Cryptographic Module
Module

Type

Validation

Date

Sunset

Date
Level / Description

2515 Fortinet, Inc.

326 Moodie Drive

Ottawa, ON K2H 8G3

Canada

Alan Kaye

TEL: 613-225-9381

x7416

FAX: 613-225-2951

CST Lab: NVLAP

200928-0

FortiManager 5.2

(Firmware Version: v5.2.4-build0738 150923 (GA))

(When operated in FIPS mode and configured according to the

Entropy Token Section of the Security Policy. The module

generates cryptographic keys whose strengths are modified by

available entropy. There is no assurance of the minimum

strength of generated keys)

Validated to FIPS 140-2

Consolidated Validation Certificate

Security Policy

Vendor Product Link

Firmware 12/29/2015 12/28/2020 Overall Level: 1

-Cryptographic Module

Ports and Interfaces: Level

3

-Roles, Services, and

Authentication: Level 3

-Design Assurance: Level

3

-Mitigation of Other

Attacks: N/A

-Tested Configuration(s):

FortiManager-4000D with

the Fortinet entropy token

(part number FTR-ENT-1 )

-FIPS Approved

algorithms: AES (Cert.

#3594); CVL (Cert. #616);

DRBG (Cert. #929);

HMAC (Cert. #2291);

RSA (Cert. #1848); SHS

(Cert. #2956); Triple-DES

(Cert. #2001)

-Other algorithms: Diffie-

Hellman (key agreement;

key establishment

methodology provides

between 112 and 201 bits

of encryption strength;

non-compliant less than

112 bits of encryption

strength); RSA (key

wrapping; key

Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2015.htm

1 of 184 8/15/2017 2:35 PM



USA

Patrick Scully

TEL: 613-670-3207

CST Lab: NVLAP

200928-0

Section 3.1 of the Security Policy)

Validated to FIPS 140-2

Consolidated Validation Certificate

Security Policy

Attacks: N/A

-FIPS Approved

algorithms: AES (Certs.

#2963 and #2964);

Triple-DES (Cert. #1759);

SHS (Cert. #2493);

HMAC (Cert. #1880);

DRBG (Cert. #562); RSA

(Cert. #1559); ECDSA

(Cert. #543); CVL (Cert.

#357)

-Other algorithms: Diffie-

Hellman (key agreement;

key establishment

methodology provides 112

bits of encryption

strength); TRNG

Multi-chip embedded

"The 6500 Packet Optical

Platform 4x10G OTR with

encryption card offers an

integrated and protocol

agnostic transport

encryption solution in a

high density form factor.

With 4 independent

AES-256 10G encryption

engines, this ultra-low

latency wirespeed

encryption solution is

designed for deployments

within enterprises of all

sizes, government agencies

and datacenters, whether

as standalone encryption

solution or as part of a

service provider managed

service offering."

2377 Symantec Corporation

350 Ellis St.

Mountain View, CA

94043

USA

Kathryn Kriese

TEL: 650-527-8000

CST Lab: NVLAP

200802-0

Symantec PGP Cryptographic Engine

(Software Version: 4.3)

(When operated in FIPS mode. The module generates

cryptographic keys whose strengths are modified by available

entropy)

Validated to FIPS 140-2

Consolidated Validation Certificate

Security Policy

Software 05/21/2015

07/06/2015

7/5/2020 Overall Level: 1

-Physical Security: N/A

-Design Assurance: Level

3

-Mitigation of Other

Attacks: N/A

-Tested Configuration(s):

Tested as meeting Level 1

with Apple Mac OS X

10.7 with PAA running on

Apple MacBook Pro

Apple Mac OS X 10.7

without PAA running on

Apple MacBook Pro

Microsoft Windows 7

32-bit with PAA running

on Dell M6600

Microsoft Windows 7

32-bit without PAA

running on Dell M6400

Microsoft Windows 7

64-bit with PAA running

on Dell M6600

Microsoft Windows 7

64-bit without PAA

running on Dell M6400

Red Hat Enterprise Linux

(RHEL) 6.2 32-bit with

PAA running on Dell

Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2015.htm
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M6600

Red Hat Enterprise Linux

(RHEL) 6.2 32-bit without

PAA running on Dell

M6400

Red Hat Enterprise Linux

(RHEL) 6.2 64-bit with

PAA running on Dell

M6600

Red Hat Enterprise Linux

(RHEL) 6.2 64-bit without

PAA running on Dell

M6400 (single-user mode)

-FIPS Approved

algorithms: Triple-DES

(Certs. #1675, #1676,

#1683, #1684, #1711,

#1712, #1713, #1714,

#1715 and #1716); AES

(Certs. #2766, #2786,

#2799, #2805, #2866,

#2867, #2868, #2869,

#2870 and #2871); SHS

(Certs. #2342, #2343,

#2351, #2353, #2408,

#2409, #2410, #2411,

#2412 and #2413); HMAC

(Certs. #1746, #1747,

#1755, #1756, #1805,

#1806, #1807, #1808,

#1809 and #1810); RSA

(Certs. #1459, #1465,

#1466, #1468, #1503,

#1504, #1505, #1508,

#1509 and #1510); DSA

(Certs. #846, #847, #848,

#849, #859, #860, #861,

#862, #863 and #864);

ECDSA (Certs. #487,

#488, #489, #490, #509,

#510, #511, #512, #513

and #514); CVL (Certs.

#240, #241, #248, #249,

#302, #303, #304, #305,

#306 and #307); DRBG

(Certs. #473, #474, #478,

#479, #510, #511, #512,

#513, #514 and #515)

-Other algorithms: AES

EME2 (non-compliant);

AES PlumbCFB

(non-compliant);

AESMixCBC

(non-compliant); MD5;

RIPEMD160; MD2;

KECCEK; RC2; ARC4;

IDEA; CAST5; TwoFish;

BlowFish; El Gamal;

PBKDF2 (non-compliant);

KBKDF (non-compliant);

OpenPGP S2K Iterated

salted; NDRNG; RSA (key

wrapping; key

establishment

methodology provides 112

bits of encryption strength)

Multi-chip standalone

"The Symantec PGP
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Cryptographic Engine is a

FIPS 140-2 validated

software only

cryptographic module. The

module implements the

cryptographic functions

for Symantec Encryption

products. It includes a

wide range of field-tested

and standards-based

encryption, digital

signature, and encoding

algorithms as well as a

variety of secure network

protocol implementations."

2376 Apricorn, Inc.

12191 Kirkham Road

Poway, CA 92064

USA

Robert Davidson

TEL: 858-513-4430

FAX: 858-513-4404

CST Lab: NVLAP

200802-0

Aegis Secure Key 3.0 Cryptographic Module

(Hardware Version: RevD; Firmware Versions: 6.5 and 6.5.1)

Validated to FIPS 140-2

Consolidated Validation Certificate

Security Policy

Hardware 05/21/2015

02/02/2016

06/01/2016

5/31/2021 Overall Level: 3

-Mitigation of Other

Attacks: N/A

-FIPS Approved

algorithms: AES (Cert.

#2235); DRBG (Cert.

#260); SHS (Cert. #1911)

-Other algorithms:

NDRNG

Multi-chip standalone

"The Aegis Secure Key

3.0 is a USB 3.0 portable

encrypted memory key.

Completely contained

within a small

footprint/boundary, the

module is designed to

allow simple, software free

integration into various

secure storage systems

requiring a FIPS 140-2

validated encryption

boundary."

2375 Hewlett-Packard

Development Company,

L.P.

11445 Compaq Center

Drive West

Houston, TX 77070

USA

Catherine Schwartz

CST Lab: NVLAP

200556-0

HP P-Class Smart Array RAID Controllers

(Hardware Versions: P230i, P430, P431, P731m, P830, and

P830i; Firmware Version: 1.66)

(When installed, initialized and configured as specified in the

Security Policy Section Secure Operation)

Validated to FIPS 140-2

Consolidated Validation Certificate

Security Policy

Vendor Product Link

Hardware 05/20/2015 5/19/2020 Overall Level: 2

-Mitigation of Other

Attacks: N/A

-FIPS Approved

algorithms: AES (Certs.

#2902, #2903 and #2904);

DRBG (Certs. #529, #530

and #531); HMAC (Certs.

#1837, #1838 and #1839);

SHS (Certs. #2442, #2443

and #2444); PBKDF

(vendor affirmed)

-Other algorithms: AES

(Cert. #2902, key

wrapping); NDRNG

Multi-chip embedded

"The HP P-Class Smart

Array RAID Controllers

are a family of serial-

attached SCSI host bus

adapters that provide

intelligent storage array

control. The controllers

can be card-based or

embedded within an HP
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Symantec - PGP Software 
Development Kit (SDK) FIPS Validation 



Situation

The PGP Software Development Kit (SDK), which is the core cryptographic technology underlying PGP

Universal and other PGP products, has been validated to the National Institute of Standards and Technology's

(NIST's) Federal Information Processing Standard 140-2. FIPS 140-2 validation provides independent assurance that

the standard cryptographic algorithms used within the PGP SDK and other security-critical functions

throughout the PGP SDK, such as key handling, are implemented correctly.

Solution

Symantec Endpoint Encryption Products have a long history of FIPS validating its core cryptographic implementations, which are

part of the PGP SDK:

Note: Verification of the PGP SDK validation is available on the NIST website.

The PGP SDK 4.2.1 was validated to FIPS 140-2 on Feb. 28, 2012.

PGP Desktop 10.2.Maintenance Packs (MPs), PGP Desktop 10.2.1, PGP Universal Server 3.2 Maintenance Packs (MPs), PGP

Universal Server 3.2.1, and PGP Command Line 10.2.1 contain PGP SDK 4.2.1.

The PGP SDK 4.0.0 was validated to FIPS 140-2 on June 22, 2010.
PGP Desktop 10, PGP Desktop 10.0.1, PGP Desktop 10.0.2, PGP Desktop 10.0.3, PGP Universal 3.0.0, PGP Universal 3.0.1, PGP
Universal 3.0.2, and PGP Command Line 10.0.0 contain PGP SDK 4.0.0.

The PGP SDK 3.12.0 was validated to FIPS 140-2 on March 11, 2009.
PGP Desktop 9.9.1, PGP Desktop 9.10, PGP Desktop 9.12, PGP Universal 2.9.1, PGP Universal 2.10, PGP Universal 2.12, and
PGP Command Line 9.10 contain PGP SDK 3.12.0.

The PGP SDK 3.11.0 was validated to FIPS 140-2 on October 17, 2008.
PGP Desktop 9.9.0, PGP Universal 2.9.0, and PGP Command Line 9.9.0 contain PGP SDK 3.11.0.

The PGP SDK 3.10.3 was validated to FIPS 140-2 on October 17, 2008.
PGP Desktop 9.8.3, PGP Universal 2.8.3, and PGP Command Line 9.8.0 contain PGP SDK 3.10.3.

The PGP SDK 3.8.1 was validated to FIPS 140-2 on October 22, 2007.
PGP Desktop 9.6.1, PGP Universal 2.6.1, and PGP Command Line 9.6.1 contain PGP SDK 3.8.1.

The PGP SDK 3.7.1 was validated to FIPS 140-2 on May 4, 2007.
PGP Desktop 9.5.1, PGP Universal 2.5.1, and PGP Command Line 9.5.1 contain PGP SDK 3.7.1. PGP products versioned 9.5.2,
9.5.3, 9.6, and 9.6.1 contain versions of the PGP SDK that include minor differences from the PGP SDK 3.7.1. These differences
are not relevant to FIPS operation.

The PGP SDK 3.5.3 was validated to FIPS 140-2 on March 3, 2006.
PGP Desktop 9.0.3, PGP Universal 2.0.3, and PGP Command Line 9.0.3 contain PGP SDK 3.5.3.

The PGP SDK 3.0.3 was validated to FIPS 140-2 on Mar 18, 2004.
PGP Desktop 8.0.3 contains PGP SDK 3.0.3.

The PGP SDK 1.5 was validated to FIPS 140-1 on Aug 26, 1999 and Feb 20, 2003.

For more information on FIPS validation, see the NIST's Cryptographic Module Validation Program.

https://support.symantec.com/en_US/article.TECH149193.html
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Background 
 
(1) Federal Information Federal Information Processing Standard (FIPS) No. 197, dated 
26 November 2001, promulgated and endorsed the Advanced Encryption Standard (AES) 
as the approved algorithm for protecting sensitive (unclassified) electronic data.  Since 
that time, questions have arisen whether AES (or products in which AES is implemented) 
can or should be used to protect classified information and at what levels.  Responsive to 
those questions, the National Security Agency (NSA) has conducted a review and 
analysis of AES and its applicability to the protection of national security systems and/or 
information.  The policy guidance documented herein reflects the results of those efforts. 
 
Introduction 
 
(2) In the context of today’s complex world and even more complex communicating 
environments, the need for protecting information takes on added importance and 
significance.  The protection of information is not solely dependent on the mathematical 
strength of an algorithm that may be a part of a communications security device or a 
communications system, nor is the selection of that algorithm based only on the 
classification of the information to be protected.  Many factors come into play in deciding 
what algorithm can or should be used to satisfy a particular requirement.  These include: 

 
- The quality of implementation of the algorithm in specific software, firmware, or 
hardware 
 
- Operational requirements associated with U.S. Government-approved key and 
key management activities; 
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- The uniqueness of the classified information to be protected; and/or 
 

  - Requirements for interoperability both domestically and internationally.  
 
(3) The above realities dictate the adoption of a flexible and adaptable strategy that 
encourages the use of a mix of appropriately implemented NSA-developed algorithms, 
and those available within the public domain.    
 
Scope 
 
(4) This policy is applicable to all U.S. Government Departments or Agencies that are 
considering the acquisition or use of products incorporating the Advanced Encryption 
Standard (AES) to satisfy Information Assurance (IA) requirements associated with the 
protection of national security systems and /or national security information. 
 
Policy 
 
(5) NSA-approved cryptography1 is required to protect (i.e., to provide confidentiality, 
authentication, non-repudiation, integrity, or to ensure system availability) national 
security systems and national security information at all classification levels. 
 
(6) The design and strength of all key lengths of the AES algorithm (i.e., 128, 192 and 
256) are sufficient to protect classified information up to the SECRET level.  TOP 
SECRET information will require use of either the 192 or 256 key lengths.  The 
implementation of AES in products intended to protect national security systems and/or 
information must be reviewed and certified by NSA prior to their acquisition and use. 
 
(7) Subject to policy and guidance for non-national security systems and information 
(e.g., FIPS 140-2), U.S. Government Departments and Agencies may wish to consider the 
use of security products that implement AES for IA applications where the protection of 
systems or information, although not classified, nevertheless, may be critical to the 
conduct of organizational missions.  This would include critical infrastructure protection 
and homeland security activities as addressed in Executive Order 13231, Subject:  
Critical Infrastructure Protection in the Information Age (dated 16 October 2001), and 
Executive Order 13228, Subject: Homeland Security (dated 8 October 2001), 
respectively.  Evaluations of products employing AES for these types of applications are 
subject to review and approval by the National Institute of Standards and Technology 
(NIST) in accordance with the requirements of Federal Information Processing Standard 
(FIPS) 140-2. 
 

                                                 
1 NSA-approved cryptography consists of an approved algorithm; an implementation that has been approved for the protection of 
classified information in a particular environment; and a supporting key management infrastructure. 
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3 

Responsibilities 
 
(8) U.S. Government Departments or Agencies desiring to use security products 
implementing AES to protect national security systems and/or information, or other 
mission critical information related to national security, should submit the details of their 
requirements to the Director, National Security Agency (ATTN:  IA Directorate, V1) for 
review.  NSA will employ established programs (e.g., NSA sponsored developments, the 
Commercial COMSEC Endorsement Program (CCEP), or the User Partnership Program) 
in developing and certifying AES security products for these requirements. 
 
(9) The Director, National Security Agency shall: 
 

- Review and approve all cryptographic implementations intended to protect 
national security systems and/or national security information. 
- Provide advice and assistance to U.S. Government Departments and Agencies 
in identifying protection requirements and selecting the encryption algorithms 
and product implementations most appropriate to their needs. 

 
(10) The Director, National Institute and Standards (NIST) shall provide advice and 
assistance to U.S. Government Departments and Agencies regarding the use of AES for 
protecting sensitive (unclassified) electronic data. 
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Note that the protocol borrowed from and built upon many excellent state, federal, national, 
tribal, and international resources, as well as research related to community response to 
child sexual abuse and pediatric sexual abuse medical forensic examinations. In particular, 
this protocol benefited from guidance offered in The Clinical Management of Children and 
Adolescents Who Have Experienced Sexual Violence: Technical Considerations for 
PEPFAR Programs (Day & Pierce-Weeks, 2013), Updated Guidelines for the Medical 
Assessment and Care of Children Who May Have Been Sexually Abused (Adams et al., 
2015), and Medical Response to Child Sexual Abuse: A Resource for Professionals 
Working with Children and Families (Kaplan et al., 2011). It also adapted 
recommendations, where applicable, from the U.S. Department of Justice’s National 
Protocol for Sexual Assault Medical Forensic Examinations—Adults/Adolescents (2013). 

https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
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Forward 
Sexual violence is a significant health, social, and legal problem in the United States. The 
U.S. Department of Justice, Office on Violence Against Women (OVW) strives to support 
communities across the country in their efforts to implement an effective response to 
victims of sexual violence. The medical forensic examination is an integral component of 
this response. It is designed to address victims’ health care needs and promote their safety 
and healing. In addition, forensic evidence collected during the examination—information 
gathered during the medical history, documentation of exam findings, and forensic 
samples, if potentially available—can help facilitate case investigation and prosecution of 
perpetrators of sexual violence. Success in meeting these objectives depends not only on 
the skills and knowledge of the health care providers conducting the examination, but also 
the coordinated efforts of all disciplines involved in the response to victims. 

With successful medical forensic care as a goal, OVW released the National Protocol for 
Sexual Assault Medical Forensic Examinations—Adults/Adolescents in 2004 and a second 
edition in 2013.1 It was evident during protocol development that the medical forensic care 
of adult and adolescent victims should be addressed separately from younger child 
victims, as considerable variations in approaches exist with these populations. OVW is 
pleased to now offer the National Protocol for Sexual Abuse Medical Forensic 
Examinations—Pediatric, which focuses on prepubescent children (see “Use of Terms” on 
page 8 for an explanation of terms used in this protocol).  

1The 2004 adult/adolescent protocol was developed under the direction of the U.S. Attorney General pursuant to the Violence Against 
Women Act (VAWA) of 2000. The statutory requirement can be found in Section 1405 of the VAWA of 2000, Public Law 106-386. The 
2nd edition of this protocol is available at www.ncjrs.gov/pdffiles1/ovw/241903.pdf. The VAWA requirement also mandated the 
development of a national recommended training standard for health care professionals performing these examinations, as well as 
training for health care students. The National Training Standards for Sexual Assault Medical Forensic Examiners was released in 2006 
and is available at www.ncjrs.gov/pdffiles1/ovw/213827.pdf.  

http://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
http://www.ncjrs.gov/pdffiles1/ovw/213827.pdf
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Introduction 
The National Protocol for Sexual Abuse Medical Forensic Examinations—Pediatric is a 
guide for: (1) health care providers who conduct sexual abuse medical forensic 
examinations of prepubescent children; and (2) other professionals and agencies/facilities 
involved in an initial community response to child sexual abuse, in coordinating with health 
care providers to facilitate medical forensic care. The main goals of a pediatric sexual 
abuse medical forensic examination, as described in this protocol,2 are to:  

• address the health care needs of prepubescent children who disclose sexual abuse
or for whom sexual abuse is suspected;

• promote their healing; and
• gather forensic evidence for potential use within the criminal justice and/or child

protection systems.3

It is also essential during the exam process to address concerns regarding children’s 
safety, as well as to offer emotional support, crisis intervention, education, and advocacy 
to children and their caregivers as needed. Coordination across disciplines and 
agencies/facilities in a community, as well as across jurisdictions in some instances (e.g., 
in concurrent federal and tribal cases), is crucial to simultaneously address the above 
health, legal, safety, and support goals. 

About this Document 

Protocol Development 
The OVW funded the International Association of Forensic Nurses (IAFN) to coordinate the 
development of the National Protocol for Sexual Abuse Medical Forensic Examinations—
Pediatric. Leveraging the expertise of professionals involved in a community response to 
child sexual abuse at the local, state, federal, tribal, and national levels, including providers 
and organizations from health care and other relevant disciplines, was critical to protocol 
planning (as described below). The IAFN and the OVW also partnered with other U.S. 
Department of Justice (DOJ) agencies and federal agencies outside of the DOJ. The goal 
was to build upon their existing initiatives in responding to child sexual abuse and utilize 
the relationships they had established with organizations and experts around the country 
who serve this victim population.  

Starting in the fall of 2014, the IAFN began gathering information and resources on 
protocols and practices related to pediatric sexual abuse medical forensic examinations. 
Over the course of protocol development, it solicited input on issues, gaps, and promising 

2 This protocol focuses on examinations for victims, not suspects. However, note that in the case of prepubescent children who display 
problem sexualized behaviors, examinations should be done by health care providers as these children may also be victims of sexual 
abuse. See Cavanagh Johnson (2009) for one resource on helping children with problem sexual behavior.  
3 Note that the U.S. justice response to child sexual abuse encompasses two systems—criminal justice, which deals with crimes, and 
child protection, which deals with civil legal issues related to child abuse and neglect (adapted from Finkelor, Cross, & Cantor, 2005). 
This protocol speaks to how these systems must coordinate their initial interventions when disclosures or suspicions of child sexual 
abuse are reported, as well as work collaboratively with agencies outside the justice system to facilitate medical forensic care for 
children and psychosocial support for children and their families to promote healing. 
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practices from an advisory committee, as well as numerous organizations, associations, 
and individuals. 
 

• The advisory committee, formed in December 2014, included representation from 
child abuse pediatricians, pediatric sexual assault nurse examiners (SANEs), 
children’s hospitals, hospital emergency departments, children’s advocacy centers, 
community sexual assault victim advocacy programs, law enforcement agencies, 
prosecutors, and various groups that speak on behalf of specific populations. This 
committee assisted the IAFN and the OVW in: identifying and gathering supporting 
documents and data that informed decision making related to protocol scope, 
framing, and content; identifying issues and gaps in guidance for responders 
involved in the pediatric exam process; identifying potential elements of the 
protocol; and considering how to design the protocol to include needs of children 
with specific circumstances and from specific communities.  

• Two work group meetings held in March 2015 generated a wealth of information 
and insight. These meetings called upon practitioners involved in health care, 
children’s advocacy, victim advocacy, criminal justice, child protection, and forensic 
sciences fields to assist in crafting the national protocol. Numerous medical and 
nonmedical professionals involved in the work group meetings were able to address 
medical forensic care and coordinated response issues for different populations of 
child victims.  

• Several phone conference discussions with victim advocates and other service 
providers took place after work group meetings to gain additional victim 
perspectives on the initial community response to disclosures and suspicions of 
child sexual abuse and to more fully understand barriers facing child victims from 
specific populations.  

 
A preliminary draft of the protocol was developed in July 2015 and was distributed to a 
wide array of individuals and organizations for their review. Reviewers were selected 
based on a number of factors: their expertise on the topic of pediatric sexual abuse 
medical forensic care or some aspect of the community response to prepubescent child 
victims; their representation of particular populations (e.g., victims, community, or 
institutional setting); or their representation of entities that would be asked to play a role in 
the distribution and/or implementation of the protocol. DOJ partner agencies were also 
involved in the review process. Comments received from reviewers were incorporated into 
the document as appropriate. For a listing of individuals involved, see Appendix 10. 
Participants in Protocol Development. 
 
Protocol Organization 
Protocol recommendations are organized into two broad sections: 
 

1. Section A. Foundation for Response During the Exam Process focuses on guiding 
communities in laying a foundation of approaches and practices that support 
successful response during the exam process to disclosures or suspicions of sexual 
abuse in prepubescent children, and 

2. Section B. Exam Process focuses on the various components of the sexual abuse 
medical forensic exam process.  
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Readers may be tempted to proceed directly to Section B for specific exam process 
guidance, however, Section A is important to review as it speaks to framing and 
infrastructure issues that communities should consider when creating a sexual abuse 
medical forensic examination protocol for prepubescent children. Sections A and B are 
comprised of chapters that discuss elements essential to those sections and offer related 
recommendations and considerations. Each chapter builds on previous chapters. Although 
an effort was made to avoid repetition of information, data may be repeated for clarity or 
emphasis. 

The web version of the protocol, available at www.Kidsta.org, allows users to (1) easily access and 
navigate the protocol components, (2) view key recommendations as well as link to relevant chapters 

for recommendation details, and (3) connect to many of the references cited in the protocol. Note that 
protocol appendices are limited as related technical assistance and training resources are available through 
Kidsta.org. 

Protocol Approach to the Examination 
Key points to know regarding this protocol’s approach to the medical forensic examination 
include: 

• Although the protocol’s focus is on the exam process, it also speaks to the initial
community response to prepubescent child sexual abuse, as it is a gateway for
victims to access medical forensic care. The protocol also acknowledges the
necessity of a comprehensive, coordinated community response to fully address the
needs of children specific to their individual circumstances. Planning at the
conclusion of the examination can help connect children and their families to
resources and prepare them for next steps in the community response.

• The protocol promotes multidisciplinary response teams and partnerships with
children’s advocacy centers, where available, as tools to foster coordination and
communication in these cases across disciplines and agencies/facilities, both in a
community and across jurisdictions as needed.

• Although some prepubescent children disclose their experiences of sexual abuse,
many do not or cannot. This protocol stresses that a suspicion of child sexual abuse
should be all that is needed to trigger community interventions—including, but not
limited to, medical forensic care, child protection, criminal investigation, victim
services, and mental health care.

• Communities must be cognizant of and responsive to “contact” children—other
children beyond presenting victims who may have had contact with, and possibly
been abused by, the perpetrator (e.g., the siblings of a child sexually abused by a
family member). This protocol encourages a multidisciplinary, collaborative
approach, jurisdictional and multijurisdictional as applicable, to identify and
sensitively address the needs of contact children.

• This protocol affirms that a medical forensic examination should be accessible to all
prepubescent sexual abuse victims, regardless of the child’s background,
circumstance, or geographic location.4 Due to the adverse health consequences

4 Existing guidelines related to the clinical management of suspected child sexual abuse generally recommend that all child victims 
undergo a medical forensic examination (Adams et al., 2015; Finkel, 2011; De Jong, 2011; Walsh et al., 2007). 

http://www.kidsta.org/
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associated with child sexual abuse as summarized later in this chapter, it is 
imperative that children who disclose sexual abuse or are suspected of being 
sexually abused receive timely health assessment, treatment, and interventions, 
regardless of the probability of evidence on their bodies or clothing. 

• The protocol speaks to the fact that, due in part to the timing of disclosures,
individual cases can vary in the urgency of medical forensic care necessary—
meaning that the need for medical forensic care may be acute or nonacute.
Generally, an acute examination should be conducted within the time frame
prescribed by the jurisdiction, if a possibility exists that evidence may be present on
the child’s body or clothing OR if factors beyond that time frame indicate a need for
acute medical forensic care (one example is the child’s or the caregiver’s perception
of urgency of the need for care). In most jurisdictions, a child is referred for a
nonacute examination if the abuse occurred beyond the jurisdictional time frame for
an acute examination AND no indication exists for acute medical forensic care. The
protocol directs health care providers—rather than law enforcement or child
protective service representatives—to determine the urgency of care appropriate for
a child. Exam findings should always be documented, regardless of whether
forensic samples are collected or whether the care provided is acute or nonacute.

• As prepubescent children typically present for health care accompanied by a
caregiver, this protocol speaks to responders’ interactions with caregivers during the
exam process. It stresses the need not only to aid caregivers and other family
members in supporting the victimized child in the healing process, but also in
dealing with their own reactions to the sexual abuse. In addition, it discusses safety
measures if it is disclosed or suspected that a person accompanying the child
during the exam process is the perpetrator, in collusion with the perpetrator, or
otherwise abusive of the child.

USE OF TERMS 
Note that the protocol uses a variety of terms and acronyms. The terms are described in 
the text and footnotes of the protocol, and the acronyms are spelled out the first time they 
are used, yet room for confusion may remain. For clarification, select terms are included in 
the glossary and a list of acronyms is provided. 

• CAREGIVER5  refers to a person exercising a day-to-day caregiver role for a
prepubescent child, such as a parent, guardian, foster parent, older sibling, relative,
or family friend. Additional persons may play a temporary caregiver role for the
child, such as a child care provider or babysitter. Note that a caregiver may or may
not have legal responsibility over the child. Parents generally have the responsibility
to make legal decisions that may be necessary for their children’s welfare, with
jurisdictional laws defining exceptions. However, if prepubescent children do not
have a parent who is qualified according to jurisdictional laws to make legal
decisions on their behalf, they may need a separate individual to attend to their
legal rights. In such instances, a guardian may be chosen voluntarily by the family

5 This bullet is adapted in part from the International Rescue Committee [IRC] (2012), Washington Coalition of Sexual Assault Programs 
[WCSAP] (2009), and Day and Pierce-Weeks (2013). The information related to parental/guardian responsibilities was drawn from 
FindLaw (2015) at http://family.findlaw.com/guardianship/guardianship-of-minors.html.  

http://family.findlaw.com/guardianship/guardianship-of-minors.html
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or appointed by the court to make legal decisions for them. For this reason, when 
discussing consent issues, the terms parent and guardian may be used rather than 
caregiver. 

• CHILD SEXUAL ABUSE: Child sexual abuse, as used in this protocol, is intended 
to encompass any sexual act a prepubescent child may experience, with the 
exception of developmentally appropriate sexual behaviors that may occur among 
children, as described in B3. Entry into the Health Care System. Specifically, child 
sexual abuse refers to the involvement of a child in sexual activity that she/he does 
not fully comprehend and is unable to give informed consent, or for which the child 
is not developmentally prepared and cannot give consent, or that violates the laws 
or social taboos of society (World Health Organization [WHO], 1999). It can occur 
between a child and a person or persons of any age or relationship to the child. The 
general intent of the sexual abuse is to gratify or satisfy the needs of the other 
person(s) (WHO, 1999). (See the Introduction for a discussion on the nature of child 
sexual abuse acts.) Note that the term CHILD SEXUAL ABUSE often has a 
different meaning across jurisdictions and clinical settings—for example: 
 

o Jurisdictions vary in statutorily defined child sexual abuse acts as well as 
language used to describe these acts. See 
www.childwelfare.gov/topics/systemwide/laws-policies/state/ for differences 
across states and territories. American Indian and Alaska Native tribes often 
have tribal codes defining child sexual abuse—see www.tribal-
institute.org/lists/codes.htm for links to select resources. See 
www.justice.gov/criminal-ceos/citizens-guide-us-federal-law-child-sexual-
abuse for U.S. federal laws related to child sexual abuse. Note the U.S. 
federal statute, 18 U.S.C. § 2246, broadens the intent of sexual abuse to 
include “to abuse, humiliate, harass, degrade, or arouse or gratify the sexual 
desire of any person.” Criminal justice and child protection systems utilize 
their jurisdiction’s statutory definitions. Factors such as the age of child 
victims and/or perpetrators (if they are minors), the relationship between 
victims and perpetrators, and the specific nature of the acts can influence 
what a jurisdiction considers illegal. Regardless of whether a specific sexual 
abuse act is considered illegal in a jurisdiction and requires justice 
intervention, however, it is imperative that the child receive medical 
intervention due to the adverse health implications associated with child 
sexual abuse (as discussed in the Introduction).  

o Clinically, the age and developmental level of child victims can impact 
whether they are cared for by health care providers trained in pediatric 
versus adult/adolescent medical forensic care. 
 

• The EXAM PROCESS refers to the child’s entry into the health care system, the 
medical forensic examination in its entirety, and planning at the exam’s conclusion 
to facilitate post-exam health care and referrals to address child, family, and case 
needs. 

• PEDIATRIC (adapted from Stanton & Behrman, 2011): Generally concerned with all 
aspects of the wellbeing of children. The pediatric population addressed in this 
protocol is solely prepubescent children as described below. Pediatric health care 

http://www.childwelfare.gov/topics/systemwide/laws-policies/state/
http://www.tribal-institute.org/lists/codes.htm
http://www.tribal-institute.org/lists/codes.htm
http://www.justice.gov/criminal-ceos/citizens-guide-us-federal-law-child-sexual-abuse
http://www.justice.gov/criminal-ceos/citizens-guide-us-federal-law-child-sexual-abuse
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must be concerned with particular organ systems and biological processes, 
developmental issues,6 and environmental and social influences that affect the 
health and wellbeing of children and families. 

• PREPUBESCENT: A child’s stage of pubertal development is determined by 
assessing secondary sexual characteristics rather than chronological age. Although 
the onset and timeline of the pubertal process is unique to each child, the stages 
are identifiable and predictable (Fritz, 2011; Jenny, 2011; Kaplowitz, 1999).7 
TANNER STAGES detail the physical signs of breast, pubic hair, and male genitalia 
development for the five sexual maturation stages (Child Growth Foundation, n.d.; 
Marshall & Tanner, 1969).8 (See Appendix 1. Tanner Stages of Sexual Maturation) 
The sexual characteristic development of prepubescent children is reflected as 
Tanner stage 1 or stage 2. During the medical forensic examination, children 
require interventions that are tailored to their developmental stage. In addition, 
these interventions must be based on population-specific knowledge of 
development and differences between normal variants and healed injuries from 
prior abuse.  

• Pubertal development is a natural differentiation between adolescents and 
prepubescent children. As indicated above, this protocol focuses on Tanner stage 1 
and 2 children. ADOLESCENTS, as defined in this document, are children who are 
Tanner stage 3 and above who have potential reproductive capability. A Tanner 
stage 3 or 4 biological female, even if premenarchal, potentially has reproductive 
capacity.  

• Adolescent victims as defined above are NOT addressed in this protocol, but in the 
adult/adolescent protocol available at www.ncjrs.gov/pdffiles1/ovw/241903.pdf. 
However, note: 
 

o Treatment of Tanner stage 3 and 4 children requires calculated clinical 
decisions that take into account children’s developmental level in 
addition to sexual maturation stage. Despite their potential reproductive 
capacity—an issue that is addressed in the adult/adolescent protocol—
Tanner stage 3 and 4 children are still children. As such, they should receive 
specialized medical forensic care that speaks to their developmental needs. 
There may be additional reasons in individual cases to involve a pediatric 
examiner when examining an adolescent (e.g., to recognize findings of 
healed anogenital trauma in an adolescent for whom abuse is the only form 
of sexual contact that has occurred). 

o Female children who have not reached the onset of menses should be 
examined by health care providers specifically trained in pediatric 
sexual abuse. 

                                                           
6 Child development refers to how children become able to do more complex things as they get older, with a focus on gross and fine 
motor, language, cognitive, and social skills (University of Michigan Health System, 2015). In addition to physical growth, children 
typically experience distinct periods of development as they age. For information on developmental milestones, see the Center for 
Disease Control and Prevention (CDC) (2015c) at www.cdc.gov/ncbddd/childdevelopment/facts.html. 
7 The onset of puberty should not be correlated to a chronological age; however, concerns about precocious or delayed sexual 
development should be referred to the appropriate pediatric specialist. 
8 Note that the scale was developed with reference to a single ethnic group and a relatively small sample of only 200 children 
(Blackemore, Burnet, & Dahl, 2010). Care should be taken to assess children for pubertal development based on a knowledge of local 
ethnic variations in breast development, pubic hair growth, distribution, or growth patterns and common characteristics.  

http://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
http://www.cdc.gov/ncbddd/childdevelopment/facts.html
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o Female children who are premenarchal must not have a speculum 
examination, unless there is associated trauma requiring surgical 
involvement. 

o Extreme care should be taken when deciding to do a speculum 
examination on a young postmenarchal adolescent, in order to prevent 
further injury, pain, or trauma. 

 
• PREPUBESCENT CHILDREN WHO DISCLOSE SEXUAL ABUSE OR FOR 

WHOM SEXUAL ABUSE IS SUSPECTED” may also be referred to as CHILD 
SEXUAL ABUSE VICTIMS. Note that because the protocol addresses a 
multidisciplinary response to child sexual abuse, “victim” is not used in a strictly 
criminal justice or child protection context. Rather, its use simply acknowledges that 
children who disclose sexual abuse or for whom sexual abuse is suspected should 
have access to certain services and interventions designed to address their health 
care needs and help them be safe, heal, and seek justice. In a health care context, 
these children may be referred to as PATIENTS. 

 
Note that when caregiver involvement in exam process is discussed in the protocol, it is generally 
within the context of a caregiver who is not suspected of being the perpetrator of the sexual abuse (a 

nonoffending caregiver). That said, it is often unknown by initial responders whether sexual abuse of a 
prepubescent child actually occurred and/or, if so, who is the perpetrator. Equally important to note is that 
it is not the role of health care providers or other non-investigative entities to make such determinations. 
However, if it is suspected that the caregiver or other person accompanying a child during the exam process 
is the perpetrator, in collusion with the perpetrator, or otherwise abusive of the child, it is critical that the 
child is protected from that individual. In addition to urgent outreach to law enforcement and child 
protective services to convey specific safety concerns, health care providers should follow their facility 
policy on response to this type of threatening situation. Note that the main safety concern in such 
situations is usually imminent danger of child abuse; there also may be a risk of danger posed to others at 
the health care facility. It is important that health care facilities and providers have the ability in such 
situations to create a safety plan for/with the child, including but not limited to the child’s admission to the 
facility when necessary (if the facility has inpatient capacity). 
 
Protocol Recommendations for Standardized, High-Quality Examinations 
This protocol offers recommendations to facilitate standardized, high-quality sexual abuse 
medical forensic examinations of prepubescent children,9 as well as coordination across 
disciplines, involved entities, and jurisdictions as applicable, to address child, family, and 
case needs during the exam process. Note: 
 

• Recommendations are provided for baseline practices as well as “gold standard” 
practices where they have been identified. The intention is to inspire jurisdictions to 
“reach for gold” while ensuring a solid base. To the extent possible, 
recommendations are evidence-informed—meaning based on available evidence 
from research, but also on an understanding of related issues and responder 
experiences. To that end, where little or no research support practices, protocol 

                                                           
9 Standardization of medical processes is intended to reduce variability, improve care, reduce mortality and morbidity, and decrease 
costs (Adams et al., 2015). 
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developers looked to experts for consensus. However, consensus simply does not 
exist on every practice. Communities often have unique and/or different ways of 
responding to child sexual abuse. The protocol recommends following jurisdictional 
and/or health care facility policies in many instances, recognizing that multiple valid 
ways may exist to handle a particular issue. 

• This document can aid communities in developing or revising protocols for providing 
sexual abuse medical forensic care for the prepubescent child. It supplements but 
does not supersede protocols that have been created at the local, state, territorial, 
tribal, and federal levels, or by national and international entities. To the extent 
appropriate, this protocol builds upon the National Protocol for Sexual Assault 
Medical Forensic Examinations—Adults/Adolescents.  

• Although the protocol strives to be inclusive of related issues and needs of different 
types of communities, institutional settings that house or care for children, and 
diverse populations of child victims, the recommended practices may need to be 
tailored for local communities and different populations and settings. 

• This protocol is meant to improve the prepubescent child sexual abuse medical 
forensic exam process, and the criminal justice and child protection systems’ 
response to prepubescent child victims. It does not address other civil justice 
remedies that may be available to these children (e.g., restraining orders or 
temporary custody arrangements) and does not create a right or benefit, 
substantive or procedural, for any party. 

• The protocol is not intended as a comprehensive primer on the issue of child sexual 
abuse nor as training curricula for health care providers or responders from other 
disciplines. However, it does introduce readers to the topic and offers a wealth of 
information—for communities, agencies, organizations, and facilities involved in the 
response to child sexual abuse, and for institutions that house or care for children—
to consider as they develop related policies and staff training.10 

• Finally, many of the laws that may impact medical forensic care—such as 
mandatory reporting, medical records privacy, consent to health care, and privileged 
communications—vary significantly from jurisdiction to jurisdiction. Although these 
laws are discussed in general terms throughout this document, health care 
providers should consult an attorney who is familiar with the laws of their health 
care facility and jurisdiction. 

 
Protocol Focus on Children 
Prepubescent children experience sexual abuse across multiple settings within the home, 
community, and broader society (Day & Pierce-Weeks, 2013; East, Central, and Southern 
African Health Community, 2011; Population Council, 2008). The nature of the sexual 
abuse may be affected by a variety of factors, including but not limited to those listed 
below.11 
 
                                                           
10 It can also be a useful reference for entities that are required to comply with legislation involving immediate response to child sexual 
abuse victims. For example, for juvenile detention center administrators striving to comply with the Prison Rape Elimination Act (PREA), 
the protocol can help them customize a standardized response to sexual abuse of prepubescent children housed in their facility (noting 
it is rare for young children to be in juvenile detention). The Introduction and Chapters A1 through A3, in particular, offer these 
administrators insights on victim care and coordinated response issues specific to this population. 
11 Also the CDC (2015a) at www.cdc.gov/violenceprevention/childmaltreatment/riskprotectivefactors.html offers information on factors 
that contribute to the risk of child abuse and neglect, as well as protective factors that buffer children from that risk. 

https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
http://www.cdc.gov/violenceprevention/childmaltreatment/riskprotectivefactors.html
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Examples of Factors that Can Influence the Nature of Sexual Abuse (not inclusive) 
ACTS12  
(Note: The general intent of sexual abuse acts is to “abuse, humiliate, harass, degrade, or arouse or gratify the sexual 
desire”13 of the perpetrator or any involved person. These acts do not encompass activities that occur in the course of 
appropriate child care or medical care, or developmentally appropriate sexual behaviors of children, as described in 
B3. Entry into the Health Care System. Acts listed below are not legal definitions and are intended as examples.) 
• Penetration, however slight, by a person into the genital, anal, or oral opening of a child, including

using objects
• Sexual contact between the genital and anal opening of a child and mouth or tongue of another person
• Intentional touching of a child’s genitals, breasts, groin, inner thighs, or buttocks, or the clothing

covering them
• Requiring, directing, coercing, encouraging, or permitting a child to engage in sexual acts, or negligently

failing to prevent a child from engaging in these acts (e.g., with adults, children, or animals, and/or with
objects)

• Requiring, directing, coercing, encouraging, or permitting a child to view one or more sexual acts or
materials, or negligently failing to prevent a child from viewing such acts or materials

• Exhibitionism—intentional exposure of genitals in the presence of a child, if such exposure is for
purposes of sexual arousal or gratification, humiliation, degradation, and/or other similar purposes

• Commercial sexual exploitation—causing or enticing a child to engage in sexual activity for someone
else’s economic or sexual advantage, gratification, or profit (e.g., requiring, directing, coercing,
encouraging, or permitting a child to solicit or engage in commercial sexual acts or negligently failing to
prevent such activity)14

• Making recorded images of a child engaged in sexual activity or in sexually suggestive poses or
scenarios (e.g., to buy, trade, or sell sexual acts involving a child)

• Sadomasochistic acts, which involve inflicting/receiving pain for purposes of sexual stimulation of the
person or child

• Child sexual abuse as a part of a separate crime (e.g., domestic violence, abduction, hate or war crime,
trafficking, ritual abuse, or drug exposure15)

FREQUENCY AND SCOPE OF VICTIMIZATION 
• Single or multiple types of sexual victimization during one incident or over time
• Polyvictimization (multiple victimizations of different kinds)16

NUMBER AND CHARACTERISTICS OF PERPETRATORS 
• Single or multiple perpetrators17

• Relationship of perpetrator to child (e.g., intra-familial, caregiver, person of authority, acquaintance,
familial/non-familial youth perpetrator, or stranger) or societal/cultural practices, such as genital
mutilation18 and child marriage19

20• Perpetrator of the same or different sex, sexual orientation, or gender identity as the victim

12 The list was drawn in part from the Ohio Chapter of the American Academy of Pediatrics (AAP) Committee on Child Abuse and 
Neglect (2009). 
13 Drawn from 18 U.S.C. § 2246. See Offices of the U.S. Attorneys. (n.d.).  
14 See the National Children’s Advocacy Center’s Child Abuse Library Online (CALiO) at http://calio.org/resources/trafficking-and-
commercial-sexual-exploitation-of-minors for information and links to resources on commercial sexual exploitation of children.  
15 See CALiO at http://calio.org/resources/drug-endangered-children-resources for resources on drug-endangered children. 
16 This definition emphasizes different kinds of victimization, rather than just multiple episodes of the same kind of victimization (Finkelor, 
2011). See CALiO at http://calio.org/resources/poly-victimization for more resources on polyvictimization. 
17 Note there may be instances where individuals are coerced to sexually abuse a child (e.g., in a domestic violence scenario). 
18 Genital mutilation involves partial or total removal of the external genitalia or other injury to the genital organs, whether for cultural or 
other nontherapeutic reasons. See WHO (2014) and WHO and the Joint United Nations Program on HIV/AIDS (2007).  
19 See WHO (2013) for information on child marriage. 
20 Be aware of differences among terms: SEX refers to the sex designation that a person was assigned at birth, generally determined by 
genitalia and/or reproductive anatomy. Sex may also be inferred by someone’s secondary sex characteristics or chromosomes. 
GENDER refers to the attitudes, feelings, and behaviors that a given culture associates with a person’s biological sex. Individuals may 

http://calio.org/resources/trafficking-and-commercial-sexual-exploitation-of-minors
http://calio.org/resources/trafficking-and-commercial-sexual-exploitation-of-minors
http://calio.org/resources/drug-endangered-children-resources
http://calio.org/resources/poly-victimization
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Note that being sexually abused by someone of the same or opposite sex, sexual orientation, or 
gender identity may create questions or confusion for children (National Child Traumatic Stress 
Network, 2014).21  

 
Sexual abuse of children is different from sexual victimization of adults. An impetus 
for this protocol was the fact that child sexual abuse differs from sexual assault of adults 
and adolescents; the difference compels a response to child sexual abuse that is tailored 
for children (Christian, Lavelle, & De Jong, 2000; Day & Pierce-Weeks, 2013; Girardet, 
2011; Palusci et al., 2006; WHO, 2003; Young et al., 2006). Children are not little adults.  
 
Sexual abuse against prepubescent children is distinct, particularly due to their 
dependence on their caregivers and the ability of perpetrators to manipulate and silence 
them (especially when the perpetrators are family members or other adults trusted by, or 
with power over, children).22 Very young children and children with disabilities who have 
increased reliance on caregivers are particularly at risk (CDC, 2015a).23 Sexual abuse may 
be a single encounter, but often it is ongoing over many weeks, months, or even years due 
to perpetrators’ unfettered access to and control over their victims. Episodic sexual abuse 
may become more invasive over time as perpetrators gradually sexualize their relationship 
with their victims (WHO, 2003). Sexual abuse is often hidden by perpetrators, unwitnessed 
by others, and may leave no obvious physical signs on child victims (Allnock, 2010; WHO, 
2003).  
 
Getting help is complex. There are many barriers to the reporting of sexual abuse for 
children (NSVRC, 2012b). (See the examples below.) Prepubescent children, by nature of 
their development, may be incapable of or have difficulty with identifying sexual abuse, 
communicating with others about it, and knowing how and having the capacity to access 

                                                                                                                                                                                                 
or may not adhere to societal expectations associated with their presumed gender, which often only includes two genders (male and 
female). GENDER IDENTITY refers to an individual’s internal sense of being male, female, or another gender (not necessarily visible to 
others). INTERSEX refers to a variety of conditions in which a person is born with reproductive anatomy that does not fit the typical 
definitions of female or male, or has chromosomal structures other than just XX or XY. TRANSGENDER is often used as an umbrella 
term to encompass a wide range of people whose gender identity or expression may not match the sex they were assigned at birth. 
SEXUAL ORIENTATION refers to whether someone is primarily attracted to people of the same gender (lesbian or gay) or the opposite 
gender (heterosexual), or attracted to more than one gender (bisexual). This information was drawn from the National Sexual Violence 
Resource Center [NSVRC] and Pennsylvania Coalition Against Rape (2012) at 
www.nsvrc.org/sites/default/files/Publications_NSVRC_Guides_Talking-Gender-Sexuality.pdf, National Child Traumatic Stress Network 
(2014) at www.nctsn.org/sites/default/files/assets/pdfs/lgbtq_tipsheet_for_professionals.pdf, and personal communications with M. 
Munson, November 2015. Also see FORGE (2012) at http://forge-forward.org/wp-content/docs/FAQ-05-2012-trans101.pdf. A related 
note: Although this document sometimes uses he/him/his and she/her/hers pronouns, a growing number of people are using gender 
neutral or alternative pronouns such as ze, xe, and the singular they. Similarly, many individuals may use a name and pronoun that is 
different than their identification or insurance documents. The protocol recommends that responders ask children what name and 
pronoun they prefer. For more information on this topic, see FORGE (2015) at http://forge-forward.org/wp-content/docs/FAQ-
Pronouns.pdf.  
21 It is important that responders are aware and can explain to children and caregivers (adapted from Male Survivor, n.d.; 1in6.org, n.d.): 
Sexual abuse is about taking advantage of a child’s vulnerability; it is not caused by the sex, sexual orientation, or gender identity of the 
perpetrator. Sexual abuse cannot determine a victim’s sexual orientation and gender identify. Even if the child liked the attention she/he 
received or was sexually aroused during the sexual abuse, these reactions do not indicate the child’s sexual orientation or gender 
identity. This issue can also be explored post-exam, particularly in victim advocacy and mental health settings.  
22 The National Children’s Advocacy Center (2015) at http://calio.org/images/grooming-bib2.pdf offers a bibliography of articles on 
perpetrator manipulation of child victims. 
23 See Smith and Harrell (2013) for a discussion on sexual abuse of children with disabilities. Children with disabilities are three times 
more likely than children without disabilities to be victims of sexual abuse (Lund & Vaughn-Jensen, 2012; Smith & Harrell, 2013). The 
likelihood is even higher for children with certain types of disabilities, such as intellectual or mental health disabilities (Lund & Vaughn-
Jensen, 2012; Smith & Harrell, 2013). 

http://www.nsvrc.org/sites/default/files/Publications_NSVRC_Guides_Talking-Gender-Sexuality.pdf
http://www.nctsn.org/sites/default/files/assets/pdfs/lgbtq_tipsheet_for_professionals.pdf
http://forge-forward.org/wp-content/docs/FAQ-05-2012-trans101.pdf
http://forge-forward.org/wp-content/docs/FAQ-Pronouns.pdf
http://forge-forward.org/wp-content/docs/FAQ-Pronouns.pdf
http://calio.org/images/grooming-bib2.pdf
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help. These difficulties can be exacerbated for children with disabilities (Smith & Harrell, 
2013). Prepubescent children may also have much lower tolerance than adolescents or 
adults for activities associated with seeking assistance from unfamiliar people.  
 

Examples of Reasons Why Children Do Not Disclose Sexual Abuse24 
• A child may lack awareness that they have experienced sexual abuse;  
• A child’s linguistic or developmental limitations may prevent disclosure; 
• A disability may hinder a child in disclosing sexual abuse or reaching out for help; 
• A child may be manipulated by the perpetrator to maintain silence (e.g., told she/he will get in trouble 

if she/he tells); 
• A child may fear, as well as be told by the perpetrator, that a disclosure will lead to negative 

consequences (e.g., further abuse or violence, family discord, unfair treatment by responders, removal 
from her/his family, deportation if she/he is a recent immigrant, public exposure as a sexual abuse 
victim, public perception that she/he is lesbian or gay if abused by a perpetrator of the same sex or 
that she/he is transgender if the perpetrator is transgender, and/or blame, shaming, and shunning of a 
child and her/his family by the community); 

• A child may worry a disclosure of sexual abuse will be discounted by adults; 
• A child may blame her/himself for causing the abuse; 
• A child may be embarrassed (e.g., because she/he trusted the perpetrator or liked receiving attention 

from him/her); 
• A child may want to avoid punishment if the abuse occurred in the course of an activity which was 

illegal (e.g., drinking alcohol) or prohibited by her/his caregivers (e.g., running away from home); 
and/or  

• A child may wish to protect the perpetrator (e.g., she/he loves him/her and does not want him/her 
imprisoned). 

 
Barriers to reporting exist for adults as well, as when a child discloses sexual abuse to 
them or they suspect that child sexual abuse may have occurred. For example, adults may 
not know what to do or who to call for help or may feel they have to prove the abuse 
happened before they report it (NSVRC, 2012b). They may worry that it is none of their 
business or that they will make things worse by reporting (NSVRC, 2012b). They may 
worry about consequences they may experience if they make a report on behalf of a child, 
such as loss of friendships, a job, or social status (NSVRC, 2012b). Victims’ family 
members may also be hesitant to report due to the stigma associated with sexual 
victimization and fear of legal action against perpetrators who might be family members or 
friends (Almeida et al., 2008).  
 
When children do disclose sexual abuse, the disclosure itself is often part of a 
process rather than one event (Allnock, 2010; Flam & Haugstvedt, 2013; Schaeffer, 
Leventhal, & Asnes, 2011). Sexual abuse is not typically disclosed to or suspected by 
others immediately following the abuse (McElvaney, 2015). A disclosure may be initiated, 
whether accidentally or purposefully, following a change in the child’s behavior or a 
physical complaint (for example, pain when washing the genital area or a bloodstain in 
diapers or underwear) (WHO, 2003). (See B3. Entry into the Health Care System for more 
on related signs and symptoms.)  
                                                           
24 This list was adapted primarily from IRC (2012) and NSVRC (2012b). Also see Schaeffer, Leventhal, and Asnes (2011). 



16 

 
Children may first “test the waters” to see how adults react to hints about sexual abuse—if 
they react with anger, blame, or other negative responses, the child may stop talking or 
later deny the abuse (IRC, 2012). Children may also only partially disclose, telling just 
enough about the abuse to initiate a response that will end further abuse. This manner of 
delayed and drawn-out disclosure can have implications for agencies and professionals 
involved in the initial response to child sexual abuse, as well as for examination and 
investigative approaches.25 For example, child sexual abuse medical forensic 
examinations usually require interpretation of physical findings that may be healed injuries, 
rather than injuries seen following a recent sexual abuse (Arkansas Commission on Child 
Abuse, Rape, and Domestic Violence, 2014). The examiner must be able to distinguish 
normal genital variations and changes as children grow from evidence of healed injuries of 
sexual abuse (Arkansas Commission on Child Abuse, Rape, and Domestic Violence, 
2014). 
 
Prepubescent children who experience sexual abuse can suffer from a wide range of 
health problems across their lifespan. In addition to immediate health issues, such as 
sexually transmitted diseases (STDs),26 physical injuries, and psychological trauma, child 
sexual abuse victims are at greater risk for a plethora of adverse psychological and 
somatic problems into adulthood in contrast to those who were not sexually abused (Jenny 
et al., 2013; Springer et al., 2003). Health problems can include but are not limited to those 
below. 
 

Examples of Health Problems Associated with Child Sexual Abuse27 (not inclusive) 
• Suicide attempts 
• Depression 
• Anxiety 
• Low self-esteem 
• Symptoms associated with post-traumatic stress disorder28 
• Conduct disorders/delinquency 

                                                           
25 Campbell et al. (2013) found that adolescent victims with voluntary disclosure patterns were more likely to remain engaged with the 
legal system throughout the investigation process than those with involuntary disclosure patterns. Different dynamics contribute to 
whether, when, and how prepubescent children disclose sexual abuse compared to adolescents. However, this study has application in 
that it emphasizes considering which disclosure patterns and help-seeking activities of child victims and their caregivers may correlate 
with their engagement in the medical and legal systems. 
26 Although the term sexually transmitted disease (STD) is used in this protocol, STDs are also commonly and correctly referred to as 
sexually transmitted infections (STIs). (See Glossary and Acronyms.) 
27 This list was adapted in part from Day and Pierce-Weeks (2013); Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and 
Neglect (2013); Springer et al. (2003); and OVW (2014). Also see the CDC (2014a).  
28 The following overview was drawn from the National Institute of Mental Health (n.d.): PTSD is an anxiety disorder that develops for 
some people after seeing or experiencing a dangerous event. PTSD symptoms can be grouped into: (1) re-experiencing symptoms, 
such as flashbacks (reliving the trauma over and over); bad dreams; and frightening thoughts; (2) avoidance symptoms, such as staying 
away from places, events, or objects that are reminders of the experience; feeling emotionally numb; feeling strong guilt, depression, or 
worry; losing interest in activities that were enjoyable in the past; and having trouble remembering the dangerous event; and (3) 
hyperarousal symptoms, including being easily startled, feeling tense or “on edge,” and having difficulty sleeping and or having angry 
outbursts. For very young children, PTSD symptoms may include bedwetting, forgetting how or being unable to talk, acting out the scary 
event during play, and/or being unusually clingy with caregivers or other adults. Although some of these symptoms naturally persist after 
a traumatic event, when symptoms last more than a few weeks and become ongoing, they may suggest PTSD. The National Center for 
PTSD (2015) noted that children who experience prolonged, repeated sexual victimization and other trauma may have additional 
symptoms indicative of more severe psychological harm (sometimes referred to as complex PTSD)—they may have problems with 
emotional regulation, dissociation, self-perception, and perception of the perpetrator and relationships with others, and experience a 
profound sense of hopelessness and despair. The Welfare Information Gateway (2015) at www.childwelfare.gov/pubs/issue-briefs/brain-
development/ offers a brief on the effects of child maltreatment on brain development.   

http://www.childwelfare.gov/pubs/issue-briefs/brain-development/
http://www.childwelfare.gov/pubs/issue-briefs/brain-development/
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Examples of Health Problems Associated with Child Sexual Abuse27 (not inclusive) 
• Unsafe sexual behaviors 
• Substance use, addiction, and abuse 
• Eating disorders 
• Obesity 
• Chronic pain 
• STDs 
• Overall poor health 
• Sexual and intimate partner violence victimization 
• Sexual dysfunction29 

 
Every child is different in how they are affected by sexual abuse. A variety of factors 
can impact the severity of their reactions. Factors fall broadly into the following categories 
(WCSAP, 2009): 
 

• The child’s previous experiences and history of trauma (with more trauma and 
adverse life experiences, such as chronic abuse and polyvictimization, likely 
increasing the risk of serious problems from the sexual abuse); 

• The nature of the sexual abuse and the child’s reactions during the abuse (the 
potential for negative impact may be greater in certain situations—for instance, 
when the child believed she/he was in extreme danger or the abuse was her/his 
fault, when the abuse occurred over time and the child lived with ongoing fear and 
worry about being abused, and when the child was abused by someone who was 
important to her/him); and  

• What happens after the sexual abuse, especially how caregivers respond (e.g., in a 
way that is validating and supportive of the child versus not believing the child, 
minimizing what happened, or making the child feel guilty for not disclosing sooner 
or for disrupting the family) and the child’s perception of what occurred.  

 
With appropriate support and resources, children can heal from sexual abuse. From 
a health perspective, the medical forensic exam process provides a proactive vehicle for 
communities to:  
 

1. assess sexually abused children’s health status and identify health concerns of 
children and their caregivers; 

                                                           
29 The following are examples of supporting literature: suicide attempts (Devries et al., 2014; Chen et al., 2010; Pérez-Fuentes et al., 
2013); depression (Bebbington et al., 2011; Coles et al., 2015; Danielson et al., 2010), anxiety (Chen et al., 2010; Simon et al., 2009); 
low self-esteem (Coles et al., 2015); PTSD symptoms (Barrera, Calderón, & Bell, 2013; Chen et al., 2010; Danielson et al., 2010); 
conduct disorders/delinquency (Danielson et al., 2010; Maniglio, 2015); unsafe sexual behaviors (Jones et al., 2013; Mosack et al., 
2010); substance use, addiction, and abuse (Balsam et al., 2011; Danielson et al., 2010; Khoury et al., 2010; Najdowski & Ullman, 2009; 
Topitzes et al., 2010); eating disorders (Chen et al., 2010; Doshi & Grossman, 2012; Sanci et al., 2008); obesity (Midei, 2011; Rohde et 
al., 2008); chronic pain (Coles et al., 2015); STDs (Jewkes, Sen, & Garcia-Moreno, 2002), including human immunodeficiency virus 
(HIV) (Jones et al., 2010; Mosack et al., 2010); overall poor health (Coles et al., 2015); sexual and intimate partner violence victimization 
(Balsam, et al., 2011; Black et al., 2011; Lalor & McElvaney, 2010; Messman-Moore et al., 2010); and sexual dysfunction (Straples, 
Rellini, & Roberts, 2012; Swaby & Morgan, 2009). In addition, Jones et al. (2013) found that child sexual abuse victims may internalize 
the trauma (e.g., by withdrawing, becoming anxious or depressed, and complaining of bodily health problems) or externalize the trauma 
(e.g., by having attention-deficit problems, engaging in aggressive behaviors, and breaking rules). Victims who exhibited externalized 
behaviors were at increased risk of engaging in sexual intercourse before the age of 15, having multiple partners, and not using 
protection during sex. 

http://www.ncbi.nlm.nih.gov/pubmed/?term=Barrera%20M%5BAuthor%5D&cauthor=true&cauthor_uid=23924174
http://www.ncbi.nlm.nih.gov/pubmed/?term=Calder%C3%B3n%20L%5BAuthor%5D&cauthor=true&cauthor_uid=23924174
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2. provide emotional support for children and their caregivers as well as education so 
they are aware of their options and available resources for treatment and healing; 

3. coordinate treatment for physical, psychological, and behavioral issues; and 
4. develop a plan to promote healing that minimizes and mitigates the negative health 

outcomes for children over time.  
 
Justice system agencies can also help facilitating healing for children in these cases by 
addressing their safety needs and connecting them and their families with related justice 
system services. 
 
Mental health treatment can play an integral role in reducing children’s trauma 
symptoms.30 Ongoing support from victim advocacy programs can promote children’s 
healing, while assisting children and their caregivers with planning for physical and 
emotional safety. A range of additional services specific to child and family needs can 
contribute to children’s wellbeing. All involved in the community response to child sexual 
abuse can build upon children’s resiliencies—their ability to maintain or recover wellbeing 
despite adversity—to help them cope with their reactions (adapted from IRC, 2012). 
 
Family issues are complicated. Caregivers and other family members often play a 
primary supporting role for prepubescent children during reporting, initial community 
response, the exam process, and beyond (whereas adult and adolescent victims may also 
or instead turn to friends and intimate partners for support after sexual victimization). 
Caregivers in particular need to be educated on how to provide support and protection to 
prepubescent children while facilitating their healing over time. In addition to verbal 
education on these matters, it can be helpful to provide caregivers with related written 
materials during and at the conclusion of the exam process. They also may benefit from 
ongoing help to cope with the impact of the child’s victimization on their own lives (e.g., 
they may react by feeling self-blame and guilt for not preventing the abuse or believing a 
child’s disclosure, or, if the perpetrator is their family’s main source of income, they may be 
stressed by the financial implications of loss of that income). Some caregivers may have 
their own trauma histories that may or may not have been previously addressed. They may 
experience PTSD from their own victimization, which can impact their ability to facilitate 
their child’s healing. They may require support to be able to move towards healing 
themselves and to assist their children.   
 
If the caregiver or another family member accompanying the child during the exam 
process is the perpetrator or is in collusion with the perpetrator, or is otherwise abusive to 
the child, an issue of paramount importance is protecting the child during the examination 
and after. It is also critical to identify and protect any potential contact children. It can be 
complicated to help children move towards healing when perpetrators are caregivers or 
family members, especially if other family members are torn about whom to believe or are 
in denial that someone they care about would engage in such an act (WSCAP, 2009). 
                                                           
30 See CrimeSolutions.gov (n.d.) at www.crimesolutions.gov/PracticeDetails.aspx?ID=45 for a discussion of therapeutic approaches for 
sexually abused children and their families, based on review of several meta-analysis studies. Also see the National Crime Victims 
Research and Treatment Center’s Child Physical and Sexual Abuse: Guidelines for Treatment (Saunders, Berliner, & Hanson, 2003) at 
https://mainweb-v.musc.edu/vawprevention/general/saunders.pdf. In addition, the Child Welfare Information Gateway at 
www.childwelfare.gov/topics/responding/trauma/treatment/ offers links to resources on the treatment programs to meet the needs of 
children, youth, and families affected by trauma. 

http://www.crimesolutions.gov/PracticeDetails.aspx?ID=45
https://mainweb-v.musc.edu/vawprevention/general/saunders.pdf
http://www.childwelfare.gov/topics/responding/trauma/treatment/
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Throughout the protocol, examples of resources for responders, victims, and families are 
referenced. In addition, www.Kidsta.org offers information and links to resources to further 

responders’ knowledge about the prevalence of child sexual abuse in general and for specific populations, 
the dynamics and impact of child sexual abuse, disclosure and reporting issues, healing from child sexual 
abuse, and support needs of caregivers and families. It also offers links to resources for victims, caregivers, 
and families. 

 
  

http://www.kidsta.org/
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A. Foundation for Response During the Exam 
Process 
 
Overview  
 
Section A of the protocol focuses on guiding communities in laying a foundation of approaches and 
practices that support successful responses during the exam process to disclosures or suspicions 
of sexual abuse in prepubescent children. It includes the following chapters: 
 
A1.  Principles of Care (for all responders) 
 
A2.  Adapting Care for Each Child (for all responders)  
 
A3.  Coordinated Team Approach (for all responders) 
 
A4.  Health Care Infrastructure 
 

A4a. Pediatric Examiners 
A4b. Facilities 
A4c. Equipment and Supplies 

 
A5.  Infrastructure for Justice System Response During the Exam Process 
 

A5a. Reporting  
A5b. Confidentiality and Release of Information 
A5c. Evidentiary Kits and Forms 
A5d. Timing of Evidence Collection  
A5e. Evidence Integrity 
A5f.  Payment Issues  

 
 
See www.Kidsta.org for community assessment tools related to the response to child sexual abuse 
and the exam process. 

  

http://www.kidsta.org/
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A1. Principles of Care 
While these recommendations are primarily for health care providers involved in caring for prepubescent 
child sexual abuse victims, they should be considered by all professionals who have a role in the initial 
response to child sexual abuse. Implementation of these principles requires collaboration across involved 
disciplines and entities. 
 
Provide interventions that are child-focused, victim-centered, and trauma-informed. 
These terms are explained below as they are used in the protocol: 
 

• CHILD-FOCUSED: An approach to care that is developmentally, linguistically, and 
culturally appropriate for prepubescent children; designed with their needs, abilities, 
and best interests in mind; and intended to reduce potentially traumatic effects of 
the exam process.  

• VICTIM-CENTERED: An approach to care that is grounded in an awareness of and 
commitment to addressing the needs of victims of sexual abuse during the exam 
process. It is informed by the victim’s circumstance (See A2. Adapting Care for 
Each Child). A victim-centered approach recognizes that victims deserve timely, 
compassionate, respectful, and appropriate care to promote their healing, as well as 
information to support their decision making. This approach encourages choice for 
victims whenever possible, as fitting their developmental level and applicable laws. 
Medical personnel may refer to victim-centered care as patient-centered care. 

• TRAUMA-INFORMED: An approach to care that seeks to support the healing and 
growth of children who have experienced sexual abuse, while avoiding their 
retraumatization (National Sexual Assault Coalition Resource Sharing Project [RSP] 
& NSVRC, 2013).31 A trauma-informed approach considers and evaluates all 
interventions in light of a basic understanding of the role that violence plays in the 
lives of victims (Harris & Fallot, 2001), as well as integrates an understanding of the 
child’s history and the context of their experience (RSP & NSVRC, 2013).32 It 
recognizes the effects that trauma can have on children's behavior, coping 
strategies, relationships, and ability to interact with health care providers, law 
enforcement, and other professionals.  

 
In addition to interventions directed at victims, a child-focused, victim-centered, trauma-
informed approach to prepubescent child sexual abuse also seeks to assist caregivers in 
developing strategies and skills to protect, reassure, and support child victims, as well as 

                                                           
31 Trauma begins when the experience overwhelms normal coping mechanisms; in response to the traumatic event, the child may have 
a range of physical and psychological reactions (RSP & NSVRC, 2013). Retraumatization can occur when environmental cues related to 
the trauma (e.g., sound or smell) trigger a fight, flight, or freeze response (Proffitt, 2010).  
32 See RSP and NSVRC (2013) at www.nsvrc.org/sites/default/files/publications_nsvrc_guides_building-cultures-of-care.pdf for more on 
trauma-informed care. This resource offers an ecological model of trauma that illustrates how a child’s reaction to sexual abuse is 
influenced by circumstances surrounding the abuse and the child’s life experiences. The attributes of the community to which the child 
belongs also can influence how she/he is affected by the abuse. Implementing trauma-informed care involves striving to understand 
victims within their familial, social, and community context and experience (Proffitt, 2010; RSP & NSVRC, 2013). Core principles of 
trauma-informed care include (Proffitt, 2010; RSP & NSVRC, 2013): physical and emotional safety of victims; trust (with providers 
striving to maximize their trustworthiness to victims, make clear tasks, seek consent, maintain appropriate boundaries, etc.), choice 
(supporting victims’ choices and control during the healing process); collaboration between victims and those providing care; 
empowerment (identifying the child’s strengths and prioritizing building skills that promote healing and growth); and cultural competency 
(ensuring cultural applicability of care and options, as well as sensitivity to the role of culture in the child’s experience and decision 
making).  

http://www.nsvrc.org/sites/default/files/publications_nsvrc_guides_building-cultures-of-care.pdf
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cope with their own distress.33 Community interventions that build upon children’s 
strengths, along with a protective, reassuring, and supportive response by caregivers, can 
help lessen the abuse’s negative impact on children (WCSAP, 2009, 2015a).  
 

In each case, responders need to assess the child’s developmental level and communication skills as 
these factors can impact the nature of their interactions. (See A2. Adapting Care for Each Child) 

Especially with younger children, caregivers play a primary role in providing and receiving information 
during the exam process. In the protocol, note the need for this assessment whenever the phrases “child 
and caregiver” is used in the context of communicating information to them or decision making.  
 
Uphold guiding principles of care. Below are seven principles and key actions that 
responders can take to support child-focused, victim-centered, trauma-informed care for 
prepubescent children who disclose sexual abuse or are suspected of being sexually 
abused (adapted in part from Day & Pierce-Weeks, 2013; United Nations High 
Commissioner for Refugees, 1995).  
 
 

 
Guiding Principles of Care for Prepubescent Children 

 
Principle 1:  Provide children with timely access to examinations, trained examiners, 

and quality care. 
 
Principle 2:  Secure the physical and emotional safety of children. 
 
Principle 3:  Recognize each child has unique capacities and strengths to heal. 
 
Principle 4:  Offer comfort, encouragement, and support. 
 
Principle 5:  Provide information about the exam process and links to resources to 

further address needs. 
 
Principle 6:  Involve children in decision making, to the extent possible.  
 
Principle 7:  Ensure appropriate confidentiality.  
 
  

                                                           
33 Examples of related resources: Yamamoto (2015) at www.nsvrc.org/sites/default/files/publications_nsvrc_guides_the-advocates-
guide-working-with-parents-of-children-who-have-been-sexually-assaulted.pdf offers an advocate guide for working with caregivers of 
child victims. It includes parent tip sheets. The National Child Traumatic Stress Network (2009) at 
www.nctsn.org/sites/default/files/assets/pdfs/caring_for_kids.pdf offers a guide on what caregivers of sexually abused children need to 
know. WCSAP offers a parent survivor brochure at www.wcsap.org/parent-survivors. Caregiver resources are also offered at 
www.nctsn.org/resources/audiences/parents-caregivers (National Child Traumatic Stress Network) and www.stopitnow.org/ohc-
content/resources-for-parents-of-survivors (Stop it NOW!).  

http://www.nsvrc.org/sites/default/files/publications_nsvrc_guides_the-advocates-guide-working-with-parents-of-children-who-have-been-sexually-assaulted.pdf
http://www.nsvrc.org/sites/default/files/publications_nsvrc_guides_the-advocates-guide-working-with-parents-of-children-who-have-been-sexually-assaulted.pdf
http://www.nctsn.org/sites/default/files/assets/pdfs/caring_for_kids.pdf
http://www.wcsap.org/parent-survivors
http://www.nctsn.org/resources/audiences/parents-caregivers
http://www.stopitnow.org/ohc-content/resources-for-parents-of-survivors
http://www.stopitnow.org/ohc-content/resources-for-parents-of-survivors
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Guiding Principles of Care — Prepubescent Children 
Principle 1: Provide children with timely access to examinations, trained examiners, and quality care. 
• Offer every child who discloses sexual abuse or is suspected of being sexually abused a medical forensic 

examination. However, children should never be forced to undergo the examination.  
• Offer all children high-quality medical forensic care, regardless of factors such as ethnicity, race, 

language, religion, sex, sexual orientation, gender identity, ability/disability, or financial situation.34 A 
child’s unique needs and circumstances should influence nuances of care (See A2. Adapting Care for 
Each Child). 

• Ensure that examinations are conducted by medical providers who are trained to conduct the pediatric 
sexual abuse medical forensic examination (See A4a. Pediatric Examiners).  

• Consider child sexual abuse a priority at health care facilities. Promptly evaluate children to treat serious 
injuries and determine the urgency of medical forensic care needed. Seek assistance to address 
immediate safety concerns and provide emotional support. An appropriately timed medical forensic 
examination should follow. Understand that a disclosure or suspicion of sexual abuse, even if delayed, 
may be an emergency for the child and family (See B3. Entry into the Health Care System). 

• Focus on care of the whole child—she/he is more than a victim of sexual abuse. 
• Maintain the priority of the health of children over the collection of forensic evidence. 
 
Principle 2: Secure the physical and emotional safety of children. 
• Evaluate the consequences of actions during the exam process with children and caregivers. The least 

harmful course of action for the child is always preferred. 
• Be cognizant of safety risks facing children during the exam process and have mechanisms in place to 

address imminent risk of danger. For example, if the accompanying caregiver is suspected of 
perpetrating the sexual abuse, convey this urgent concern to law enforcement and child protective 
services, and follow health care facility policy on responding to this situation. Do not conduct a forensic 
examination of the suspected perpetrator at the same time and location as the child examination 
(although it might be feasible for another examiner to conduct the suspect examination in another 
facility location). Avoid actions that might overwhelm or frighten the child, such as placing her/him in a 
noisy room with many unfamiliar people and no personal support person. 

• Encourage communication, information sharing as allowed by applicable laws, and collaboration among 
responders to identify and address safety concerns in a timely and appropriate manner. Connect 
children and caregivers to resources for post-exam safety planning assistance (e.g., child protective 
services and victim advocacy services).  

 
Principle 3: Recognize each child has unique capacities and strengths to heal. 
• Identify and build upon the strengths of the child and the family as a part of the healing process. 
• Use a person-first approach to care that places the focus on the child first—her/his experiences, safety 

                                                           
34 Federal law prohibits recipients of federal financial assistance from discriminating based upon a person’s membership in a protected 
class. Protections vary by statute, but generally speaking, recipients must comply with the prohibition against race, color, and national 
origin discrimination contained in Title VI of the Civil Rights Act (Title VI) of 1964, as amended, 42 U.S.C. § 2000d; the prohibition 
against disability discrimination contained in Section 504 of the Rehabilitation Act (Section 504) of 1973, as amended, 29 U.S.C. § 794; 
the prohibition against age discrimination contained in the Age Discrimination Act (Age Act) of 1975, as amended, 42 U.S.C. § 6102; 
and the prohibition against sex discrimination in education programs contained in Title IX of the Education Amendments (Title IX) of 
1972, as amended, 20 U.S.C. § 1681. Certain funding statutes also contain prohibitions on discrimination, and recipients of funds made 
available under those statutes must comply with requirements of those statutes. Recipients of funds made available under the Omnibus 
Crime Control and Safe Streets Act (Safe Streets Act) of 1968, as amended, 42 U.S.C. § 3789d(c); the Juvenile Justice and 
Delinquency Prevention Act (JJDPA) of 1974, as amended, 42 U.S.C. § 5672(b); and the Victims of Crime Act (VOCA) of 1984, as 
amended, 42 U.S.C. § 10604(e) are prohibited from discriminating on the basis of race, color, national origin, religion or sex. Recipients 
of funds under the VAWA of 1994, as amended, 42 U.S.C. § 13925(b)(13), are prohibited from discriminating on the basis of race, color, 
national origin, religion, sex, disability, sexual orientation, or gender identity.  
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Guiding Principles of Care — Prepubescent Children 
and wellbeing, needs, and reactions. When working with children with disabilities, utilize the same 
person-first approach to ensure that the focus is not placed on the child’s disability status. 

• Encourage factors that promote children’s resiliency. Resiliency is the ability to thrive and grow during 
and following an adverse experience (NSVRC, 2013; Steele & Malchiodi, 2011). Resliency results from 
individual characteristics and coping mechanisms (innate and acquired) and protective factors in a 
child’s ecology, which the child uses to defend her/himself against violations of her/his rights and cope 
with and recover from adversity (IRC, 2012). On the family level, examples of protective factors include 
involvement on the part of caregivers, family cohesion, adequate housing, and stable and adequate 
family income (IRC, 2012). Examples of protective factors at the community level include involvement in 
community life, peer acceptance, supportive mentors, and access to quality schools and health care 
(IRC, 2012). 

 
Principle 4: Offer comfort, encouragement, and support. 
• Seek training on how to respond in a child-focused, victim-centered, trauma-informed way to 

disclosures of sexual abuse from children.35 The impact of adult reactions to such disclosures on 
children’s psychological health can be profound—negative reactions can traumatize children; whereas 
calm and supportive reactions can foster feelings of safety and acceptance (IRC, 2012). Understand that 
a lack of a disclosure or a recantation on a child’s part does not necessarily mean the sexual abuse did 
not occur. Also, educate caregivers about this fact.  

• Seek training on how to guide caregivers to be supportive and reassuring to their children in the 
aftermath of sexual abuse. For instance, caregivers may benefit from discussions with responders about 
what is helpful to say and do to comfort the child and what they should avoid saying, what to tell their 
other children about the abuse, and how to handle it when other children are angry when the abused 
child is “getting all the attention.” Responders can also model appropriate behavior for caregivers to use 
with child victims. Modeling may be particularly effective when it is delivered by pediatric health care 
providers, as caregivers may consider the providers to be experts in the health of children.  

• Offer children crisis intervention, support, and victim advocacy as early as possible. Also, offer these 
services to caregivers to help them cope with their reactions to the abuse, reduce their stress, and aid 
them in supporting the child.  

• Afford children as much privacy at the health care facility as possible. For example, if possible, do not 
leave children and caregivers in the facility’s main waiting area prior to care. Throughout the 
examination, limit exposure of the child’s body to the area being examined.  

• Consider the child’s comfort throughout the exam process. For example, reduce wait time as much as 
possible. Offer developmentally appropriate toys, stuffed animals and dolls, books (in 
languages/formats they can understand), and electronic devices to occupy them while waiting for the 
examination. Consider how to enhance comfort via the physical environment (e.g., comfortable 
furniture, low lighting at least prior to the examination, and calming pictures on the walls that children 
can focus on during the examination). Consider additional measures that can be taken by responders to 
increase comfort. For instance, for a child who is thirsty during an acute examination, make collection of 
oral samples a priority so the child is able to drink as soon as possible. If nonacute medical forensic care 
is needed, schedule it at a time that works best with the child’s routine (e.g., not at her/his bedtime). 
Before discharge, provide the opportunity for the child to wash, brush his/her teeth, have a snack, and 
change clothes. Offer replacement clothing if clothing was taken as forensic evidence. 

 

                                                           
35 See NSVRC (2014) for Bringing Hope: Responding to Disclosures of Child Sexual Abuse (online course).  
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Guiding Principles of Care — Prepubescent Children 
• Provide accommodations and other modifications in care so that the exam process is welcoming to and

inclusive of the needs of children and caregivers (e.g., providing language interpreters as necessary,
describing the exam room and what is happening for someone who is blind, accommodating requests
for responders of a specific gender or culture, if possible, etc.). (See A2. Adapting Care for Each Child)

• Recognize that the exam process may take longer with some children. Avoid rushing to finish. Rushing
may not only distress children, it can lead to gaps in the collection of information, forensic specimens,
and documentation.

• Recognize in some instances that a caregiver may be more upset than the child during the exam process
and need support to stay calm around the child. Victim advocates can be helpful in providing such
support.36

Principle 5: Provide information about the exam process and links to resources to further address needs. 
• Offer verbal information to children and caregivers during the exam process, tailored to developmental

level and linguistic capacity. Before or at discharge, provide a packet of written information
summarizing what was said or referred to during the exam process. Topics to cover minimally include:

ο What will happen during the examination (overall and for each procedure); 
ο Exam finding results, including that it is "normal to be normal" and follow-up care 

instructions/appointments; 
ο Sexual abuse dynamics, related laws, the range of victim reactions and concerns of children and 

caregivers, and the process of healing from sexual abuse; 
ο Safety planning; 
ο Costs families will be expected to cover for the examination and other related medical care, 

what the jurisdiction will cover, and their options for financial assistance in covering these 
expenses; 

ο Resources available in the community to address post-exam needs related to the sexual abuse, 
such as victim services, mental health counseling, and crime victims’ compensation programs; 

ο Criminal justice and child protection investigative processes, as applicable; and 
ο Contact information for involved responders. 

• Recognize that most children and caregivers have little knowledge about the exam process and sexual
abuse. Provide them a balance of information and appropriately time its delivery—the goal is to help
them be more prepared rather than overwhelmed.

• Encourage questions from children and caregivers about the information provided. If they have
questions post-exam, be clear to whom they should direct questions regarding specific topics.

• Tailor referrals to the needs of children and caregivers (e.g., seek mental health providers who can
speak the same language as the child, have expertise in child sexual abuse issues, and experience
addressing other issues of the child that may impact counseling effectiveness, such as those related to
race, ethnicity, religious affiliation, sexual orientation, gender identity, disability, and/or living in an
institutional setting). Avoid generic referrals when specialization is more fitting. Respect child and
caregiver decisions to prioritize or decline referred services. For example, a mother may decline
counseling for herself because she is more concerned about getting financial aid to cover medical costs
and deflect wages lost while attending medical appointments with her child.

36 Rheingold et al. (2013) found that child and caregiver understanding of the examination and caregiver response to the disclosure of 
sexual abuse were associated with caregiver and child anxiety. In addition to providing information about the examination to reduce their 
distress and providing advocate support during the exam process, caregivers who experience high levels of anxiety can be referred to 
advocacy programs for individual and group support services, as well as for mental health counseling. 
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Guiding Principles of Care — Prepubescent Children 
• Help children and families in accessing resources. For example, rather than just providing referrals, 

connect them with service providers, and help schedule appointments and coordinate transportation 
to/from services.  

• Be aware of the best ways to connect victims with services in your community. In some communities, 
one referral to victim advocacy services or a child advocacy center is sometimes all a health care 
provider needs to do to ensure children and caregivers are assisted in coordinating all other necessary 
services. 

 
Principle 6: Involve children in decision making, to the extent possible. (See B1. Consent to Care) 
• Inform children what their options are throughout the exam process. Encourage related questions.  
• Give children control during the examination whenever possible (e.g., seek their permission to proceed 

with exam steps, let them choose which color of gown to wear and whether to have a support person in 
the exam room, and ask for their input on where to position that person in the room). However, 
recognize their capacity to make decisions depends in part on their developmental level and applicable 
laws.37  

• Honor children’s right to decline all or part of the medical forensic examination (with the exception of 
emergent/urgent medical care and treatment), even if the parent/guardian consents.   

• Recognize children may need time and support to overcome hesitation to allow exam procedures. Some 
may benefit from more explanation (e.g., an older child may feel more comfortable agreeing to the 
examination if he/she is provided with a description of equipment that will be used and can see it in 
advance). It is also helpful to explain in advance to children and caregivers if they will be left alone for 
periods of time (e.g., while waiting for a specialist consultation) and the anticipated time frame so as to 
avoid increasing anxiety.     

• Talk directly to children (as is developmentally appropriate) rather than talking about them to 
caregivers. 

• Interact with children in a transparent and respectful manner. For example, if a child’s wishes (e.g., for 
an examiner of a specific gender) are not able to be followed, explain the reasons why. 

 
Principle 7: Ensure appropriate confidentiality. (See A5b. Confidentiality and Release of Information) 
• Inform children and caregivers of mandatory reporting requirements. Provide examples of what needs 

to be reported, why, and reporter responsibilities. (See A5a. Reporting) 
• Ensure children’s medical records are securely stored and carefully controlled by the health care facility, 

as per applicable laws and policies. Release records only according to applicable jurisdictional laws and 
facility policies. 

• Recognize children and caregivers may have confidentiality concerns (e.g., that others will find out that 
the child contracted a STD from the sexual abuse). Explain that they will receive medical results from the 
examination, but typically will not have access to the investigative report until after the case is closed. 
Explain what will be shared with the investigative team, what communications the team will likely have 
with them, and measures that will be taken to protect the child’s personal information outside of the 
team. Be open to discussing how they can talk to their families about sensitive topics or what to do to 
cope if certain information becomes public.   

 

                                                           
37 All states and the District of Columbia allow minors 12 and above to consent to certain health care services without permission of 
parents/guardians—see www.guttmacher.org/statecenter/spibs/spib_OMCL.pdf (Guttmacher Institute, 2015) for examples. Some may 
also allow minors to seek or receive these services without parental/guardian notification. However, in most jurisdictions, prepubescent 
children do not have these rights. Responders should become familiar with the applicable related laws of their jurisdiction. 

http://www.guttmacher.org/statecenter/spibs/spib_OMCL.pdf
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In addition to the specific references to other protocol chapters, the above principles of 
care are woven throughout all the chapters of this protocol. 
 

See www.Kidsta.org for resources to help communities incorporate the above principles of care into 
their response to prepubescent child sexual abuse. Also, see resource examples referenced in the 
protocol. 

 
Provide prepubescent child victims and their families with timely access to victim 
advocacy services during the exam process. This access is important to upholding the 
above principles of care in individual cases. Victim advocates typically function to aid 
victims and their families in getting help to cope with the impact of sexual victimization in 
their lives and to promote healing. They may also encourage coordination and 
collaboration among responders so that interventions are child-focused, trauma-informed, 
and victim-centered. Victim advocates who serve prepubescent child sexual abuse victims 
and their caregivers should receive specialized training for working with these populations.  
 
In many jurisdictions, advocates who serve child sexual abuse victims and their families 
(via community-based sexual assault victim advocacy programs, children’s advocacy 
centers, criminal justice system victim-witness offices at the local, state, territorial, tribal, 
and federal levels,38 military family advocacy programs, tribal social services, and others) 
may be available to assist children and/or caregivers during the exam process. Some, 
community-based sexual assault victim advocacy programs in particular, offer children 
and/or caregivers accompaniment during the examination, providing crisis intervention, 
emotional support, help in voicing their concerns, short-term safety planning, information, 
and/or referrals. Outside of the exam process, victim advocacy programs may offer 
assistance with longer-term safety planning, counseling/referrals to counselors, support 
groups for nonoffending caregivers, assistance with applications for victim compensation 
programs, and accompaniment during related medical appointments and legal 
proceedings. In communities where community-based sexual assault victim advocacy 
programs exist but are not involved in the exam process in prepubescent child sexual 
abuse cases, responding entities are urged to partner with them to engage advocates in 
this process (See A3. Coordinated Team Approach). 
 
In jurisdictions where victim advocacy programs are not available to provide children 
and/or caregivers services in these cases, exam facility staff (e.g., child life specialists,39 
social workers, chaplains, and/or behavioral health staff) may be enlisted to provide them 
with support during the exam process. Like advocates, facility staff that provide such 
support should receive specialized training to prepare them to address the support needs 
of child sexual abuse victims and their caregivers.  
 

                                                           
38 Note that criminal justice system-based advocates/victim service providers, such as those in law enforcement or prosecution offices, 
generally cannot offer confidential services, while community-based advocates/victim service providers generally provide confidential 
services (to the extent permissible by jurisdictional law and their program policies). 
39 Child life specialists are professionals trained in child development who help children cope with the stress and uncertainty of illness, 
injury, disability, and hospitalization. They most commonly work in hospital pediatric programs. (This explanation was drawn from Child 
Life Council (n.d.).) 

http://www.kidsta.org/
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See www.Kidsta.org for links to resources for victim advocacy programs for working with child 
sexual abuse victims and their caregivers. Also check out resources from sexual assault coalitions 

(go to www.justice.gov/ovw/local-resources for links to state, territorial, and tribal coalitions) and the 
Office of Juvenile Justice and Delinquency Prevention’s (OJJDP) regional children’s advocacy centers (go to 
www.ojjdp.gov/Programs/ProgSummary.asp?pi=30 for links to the Northeast, Southern, Midwest  
and Western regional children’s advocacy centers). 

http://www.kidsta.org/
http://www.justice.gov/ovw/local-resources
http://www.ojjdp.gov/Programs/ProgSummary.asp?pi=30
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A2. Adapting Care for Each Child 
These recommendations are for all responders to adapt care to address each child’s needs. 

Adapt care to each child’s needs and circumstance. Gathering information about a 
child victim’s circumstance allows responders to provide customized interventions that 
meet the child’s needs, as well as investigative needs. Understanding the child’s 
circumstance includes looking at obvious facts (e.g., the child’s developmental level, the 
nature of the sexual abuse experienced, and child’s reactions to it) and beyond those 
factors (see the table below). The goals are for responders to acknowledge and appreciate 
the whole child and be sensitive and inclusive in their interactions with each child.  

Examples of Differences in Circumstances for Child Victims 
Characteristics/Background 
• Age and developmental levels
• Family: caregivers, siblings, and others living 

with the child in the home
• Residence, including homelessness and

institutionalized settings
• Preferred communication method
• Language needs for limited English proficient 

children, those who are Deaf and hard o f
hearing, and those with disabilities that affect 
communication (also consider language need s
of accompanying caregiver)

• Sex
• Gender identity or expression
• Sexual orientation
• Physical health history and current status
• Mental health history and current status
• Disability status and type of disability
• Ethnic and cultural beliefs and practices
• Religious and spiritual beliefs and practices
• Economic status
• Immigration and refugee status of child an d

family, including recent and undocumented
• Military status of family
• If there is a history of victimization
• If there has been exposure to violence in the

home
• If there has been exposure to substance use in

the home
• Experience with the juvenile justice, criminal

justice, and/or child protection systems
• Tribal affiliation of child and family

Sexual Abuse Experienced 
• Type(s) of acts, frequency
• Number of perpetrators
• Relationship with perpetrator(s)
• Where the abuse occurred
• If it involved drugs and/or alcohol
• If photographic images of the abuse were

taken/distributed
• If there was exposure to pornography
•

• Concerns regarding STDs, including HIV
• Child’s reactions to the sexual abuse
• Concerns about safety and continued violence
• Level of caregiver/family support available to

facilitate child safety and healing
• Strengths child and family bring to healing

process

Community/Societal Issues 
•

•

• Accessibility of relevant community
resources/services for children from different
populations and settings

Whether physical injuries were sustained from 
the abuse and the severity of injuries

Community/cultural attitudes about child sexual 
abuse, its victims, and perpetrators
Frequency of sexual abuse and other violence in
the community and historical responsiveness of
the justice system, health care systems, and
service agencies to it
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Do not press children or caregivers for this information during the exam process 
beyond what is essential for providing medical forensic care (See B5. Medical 
History). It is inappropriate to ask about some information, such as immigration status or 
sexual orientation. It is more important to be guided by what children and caregivers 
self-identify, as well as what is observed (avoiding subjective interpretation of behavior 
observed). 

 
Child victims have varying levels of tolerance for interacting with multiple unfamiliar adult 
responders. Some children may become irritable (especially younger children who are used to a 

routine schedule), frightened, or overwhelmed. Building rapport with children from the first interaction is 
critical to increasing their comfort level. (See below for communication strategies).    
 
Assess these fundamental communication issues early in the exam process in each 
case:  
 

• Evaluate children’s development level so that appropriate language is used. 
Developmental level and language skills and preferences must be factored into 
responders’ decisions regarding how to build rapport with children, as well as the 
scope of information that is communicated to and sought from them (See B5. 
Medical History). Literacy of prepubescent children also must be considered when 
offering material (e.g., pictures may be more appropriate than words for younger 
patients).  

• Identify if there is a need for language assistance or other accommodations to 
allow a child and/or caregivers to clearly and fully communicate with 
responders during the exam process. To facilitate provision of language 
assistance and communication-related accommodations, health care facilities and 
other responding agencies should have policies in place to (1) work with children 
and caregivers to identify if a need exists for such services and, if so, to determine 
specific needs; and (2) arrange for those services (e.g., specifying who and how to 
contact, what should happen once a request for services is made, and who can 
approve the cost of securing these services). Agencies and facilities should develop 
service agreements with those providing language access and accommodation 
services in order to provide prompt access when needed. At a minimum, 
agreements should specify: protocols for requesting services; response time to such 
requests; who will provide services (certified and qualified individuals); how to 
determine if a particular service provider is a good fit for a case; and personnel 
training needed prior to service provision..  

 
NOTE: See below for more discussion on arranging language services and other communication 
accommodations. Pages 35-36 provide “Tips for Arranging Language Services” and page 37 provides 
“Tips for Arranging Other Communication Accommodations.”   
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Tips for Arranging Language Services 
• Recognize that health care facilities and providers generally are subject to federal civil rights laws for 

language access services to ensure meaningful access for limited English proficient (LEP) individuals and 
effective communication services for persons who are Deaf or hard of hearing, including the use of 
qualified bilingual staff, interpreters, and translators (The Joint Commission on Accreditation of 
Healthcare Organizations [The Joint Commission], 2010).40 These laws are incorporated into the Joint 
Commission’s standards.41 

• During the examination, use appropriate bilingual/multilingual examiners or provide monolingual 
examiners with support from certified interpretation services and translated materials for children and 
caregivers who are not proficient in English, are LEP, or who may prefer to communicate in a non-English 
language. Sign language services may be needed for children and caregivers who are Deaf or hard of 
hearing—American Sign Language (ASL), Signed English, or, for patients who are Deaf or hard of hearing 
and are LEP, sign language services in their language of origin.42   

• Let children and caregivers specify individual preferences of style and language of oral and written 
communications. Ask: “What is your preferred way to communicate?” “What is the best way for us to 
communicate with you?” Adapt questions as needed to be developmentally appropriate for a child. 
Language identification cards and posters are sometimes used to help responders determine a person’s 
preferred language. The goal is clear and full communications; limited communication is insufficient.  

• Use certified and qualified interpreters and translators.43 Certification usually indicates that a person has 
met the minimal requirements of an accrediting body (usually a state or national organization) for 
providing interpretation and/or translation services in a specific language. There are also more specialized 
certifications, such as for medical or legal interpretation and translation services. In addition to being 
certified, interpreters and translators must be qualified for the assignment of working with prepubescent 
children and caregivers in sexual abuse cases. They should be educated on: the basics of communication 
with children and adults, child sexual abuse, and the medical forensic examination; confidentiality 
requirements; words and phrases used during the exam process; and language that will allow them to 
sensitively and respectfully talk about sexual abuse and related health care and legal issues with children 
and adults. They should understand that, although it is unlikely, they may need to testify in a case. 
Qualification for a particular assignment may be further influenced by interpreter/translator skill set and 
experiences (e.g., in working with individuals with disabilities that affect speech), child or caregiver needs 
(e.g., some children may not be comfortable with interpreters or translators of the opposite sex), and 
prior connection to those involved in the case (this issue is discussed below). Also, country of origin, 
acculturation level, and dialect of children and caregivers must be taken into account when selecting 
interpreters and translators. For example, a Spanish-speaking Cuban interpreter may encounter language 
and trust obstacles when communicating with a child and caregiver from rural Mexico (Zarate, 2003). 

                                                           
40 For applicable laws, see www.jointcommission.org/assets/1/6/ARoadmapforHospitalsfinalversion727.pdf (Appendix D of The Joint 
Commission document). 
41 See Joint Commission’s Standards and Elements of Performance for Patient-Centered Communication (2010) at 
http://medicine.osu.edu/orgs/ahec/Documents/Post_PatientCenteredCareStandardsEPs_20100609.pdf. Applicable standards include: 
human resources (HR.01.02.01), provision of care, treatment, and services (PC.02.01.21), record of care, treatment, and services (RC. 
02.01.01), and rights and responsibilities of the individual (RI.01.01.01, RI.01.01.03). A federal resource for providing language services 
across a variety of settings is www.lep.gov. Kidsta.org offers links to resources available through that website, which have particular 
application for health care settings. The federal government suggests that recipients of federal financial assistance develop a language 
assistance plan: a process for identifying LEP individuals who need language assistance; information about language assistance 
measures; training for staff; notice to LEP persons; and monitoring and updating the plan. See Guidance to Federal Financial 
Assistance Recipients Regarding Title VI Prohibition Against National Origin Discrimination Affecting Limited English Proficient Persons, 
67 Fed. Reg. 41455 (June 18, 2002). 
42 See Smith and Hope (2015) for a discussion of issues facing victims from the Deaf community to accessing services. Although it is not 
written specifically about child victims, it can be applied to this population. 
43 To clarify, interpreters convert information from one spoken language into another (or in the case of sign language interpreters, 
between spoken and sign language), while translators convert written materials from one language to another (Miller, 2012). 

http://www.jointcommission.org/assets/1/6/ARoadmapforHospitalsfinalversion727.pdf
http://medicine.osu.edu/orgs/ahec/Documents/Post_PatientCenteredCareStandardsEPs_20100609.pdf
http://www.lep.gov/


34 

Tips for Arranging Language Services 
• To increase access to certified, qualified interpreters and translators, health care facilities and other

agencies responding to child sexual abuse are encouraged to create multilingual staffing opportunities as
well as develop working relationships with external language services. Multilingual staff’s interpretation
abilities should be assessed by the facility/agency rather than relying solely on a person’s self-
identification as multilingual.

• In each case, use interpreters and translators who are neutral third parties and do not have a prior
relationship with the child, the family, or the perpetrator, if known. Do not use the child’s caregivers,
family members, or friends as interpreters or translators. Their use could result in unreliable
communication as well as jeopardize the admissibility of statements in court. It may be difficult for them
to adopt a neutral stance or to avoid interjecting their own thoughts in the conversation.

• Recognize that in rural and remote areas especially, there may be limited access to certified and qualified
interpreters and translators. In addition, when they are available, it is possible they may have prior
connections to the child, family, and/or perpetrator, if known. Pediatric examiners and multidisciplinary
response teams in these regions should brainstorm strategies to secure access to a pool of certified and
qualified interpreters and translators in the languages predominant and emerging in the area, with
interpreters and translators in the pool having limited connections to the local community.

• Be aware that for specific languages, especially those not frequently used in a community, it may be
difficult to identify face-to-face interpreters and translators who are certified and qualified AND who do
not have prior connections to the child, family, or perpetrator, if known. Although less preferable than
face-to-face services, phone and video remote interpretation services may be an option in some
instances. Examiners and other involved responders need to assess if remote interpretation services are
appropriate and would be effective in an individual case, taking into consideration issues such as logistics
of service provision, confidentiality, comfort level of the child and caregiver with such services, interpreter
competency in providing remote services, etc. Note that remote interpretation may be inappropriate to
use with certain populations—for example, individuals who are Deaf and hard of hearing.

• Make sure space is available for those assisting with language needs during the exam process. Consider
the best location for these service providers in relation to the child, both to respect the child’s privacy and
modesty and to allow optimal communication. The location used should also be well lit.

• If forms and materials are not available in a language or format that is accessible to a child or caregiver in
a case (accessible information is preferred), engage a translator to assist in sight translation. If the child or
caregiver is blind or has low vision, forms and materials may need to be read aloud. If the child or
caregiver has intellectual disabilities,44 information from forms and materials may need to be translated
into plain language45 and/or pictures to convey meaning. As with interpretation, accurate translation of
information is crucial given its emotional, medical, and legal implications.

• Make interpreters and translators aware that these assignments have the potential to be traumatic for
them, particularly if they have a history of sexual victimization. Outlets should be available to them to
promote self-care and address vicarious trauma they may experience in the course of service provision. In
addition to helping prepare a pool of interpreters and translators for their role in the exam process,
responding agencies/facilities and multidisciplinary response teams could invite them to participate in
related programming they may offer.

44 Intellectual disabilities is a term used when there are limits to a person’s ability to learn at an expected level and function in daily life 
(CDC, n.d.). Levels of intellectual disability vary greatly in children. For more information, see 
www.cdc.gov/ncbddd/actearly/pdf/parents_pdfs/IntellectualDisability.pdf. 
45 Plain language is communication a person can understand the first time they read or hear it—language that is plain to one set of 
readers may not be plain to others (plainlanguage.gov, n.d.). For tips on developing messages and materials appropriate for targeted 
audiences, see the CDC (2014b) at www.cdc.gov/healthliteracy/developmaterials/testing-messages-materials.html.

http://www.cdc.gov/ncbddd/actearly/pdf/parents_pdfs/IntellectualDisability.pdf
http://www.cdc.gov/healthliteracy/developmaterials/testing-messages-materials.html
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Tips for Arranging Other Communication Accommodations 

Although it is impossible to know all cultural and linguistic issues that may impact the care 
of any individual child, take general measures to promote culturally and linguistically 
appropriate care during the exam process (Weaver, 2013). A few key actions are 
offered below (adapted from Weaver, 2013): 

• Recognize that everyone has biases that can negatively impact their ability to
provide high-quality care for all children. Work to overcome personal biases.

• Consider how historical oppression (racism, sexism, ableism, audism,48 classism,
homophobia, religious persecution, etc.) can impact care provided and identify
approaches to create conditions that are more just for all children served.49

46 For more information on assistive and augmentative communication, see www.asha.org/public/speech/disorders/AAC/ (American 
Speech-Language-Hearing Association, n.d.). For further information, see the Assistive Technology Industry Association at 
www.atia.org/i4a/pages/index.cfm?pageid=3859.  
47 If there are concerns about potential damage to an assistive device in the course of forensic evidence collection, consult with 
appropriate local/regional disability organizations. 
48 The notion that a person is superior based on the ability to hear or to behave in the manner of one who hears (Humphries, 1977). 
49 WCSAP offers a webinar and material (Guy Ortiz, 2008) exploring the concept of cultural competency and service provision strategies 
to help providers work with survivors of color. It is designed for victim advocacy, but has applicability across disciplines. See 
www.wcsap.org/culturally-relevant-advocacy-victimssurvivors-color. 

• Do not assume children with disabilities affecting communication will need specialized assistance.
Explain exam procedures to children and caregivers and ask what specific help might be necessary, if
any, to accommodate their communication needs. The goal is for children to be able to fully
participate in and benefit from the examination—responders should be clear that they strive for this
goal with every child, regardless of their ability/disability, and it is standard practice, rather than an
inconvenience, to arrange accommodations needed.

• Recognize that there is a range of assistive and augmentative communication tools, devices, and
services that may benefit persons with sensory disabilities (speech, vision, and hearing), including
but not limited to video phones, word boards, speech synthesizers, anatomically detailed dolls,
materials in alternative formats (large font, Braille, audio file, plain language, etc.), and interpreter
and translation services. Become familiar with the basics of communicating with individuals using
these tools, devices, and services. Note that individuals may have their own assistive devices, but
words needed to communicate may have to be programmed. Avoid assumptions about which
technology is appropriate for an individual based on her/his disability (e.g., do not assume that just
because a person is Deaf or hard of hearing, she/he will understand sign language or can read lips,
or that if a person is blind, she/he can read Braille). Work with each child and caregiver to determine
what tools or services are appropriate.46
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• Understand that each person is multicultural, bringing a blend of cultural and 
linguistic considerations. View multicultural identity of children and family members 
in these cases as a potential strength they can draw upon to cope with adversity in 
their lives, care for one another, and heal, rather than seeing another’s cultural 
beliefs and practices as only presenting challenges to the response process. 

• Provide the type of care preferred by each child.   
• Recognize that evidence-informed care is only as good as the diversity of 

populations sampled for research and that it needs to be balanced with child-
focused, victim-centered, and trauma-informed principles of care.50  

 
Generally speaking, CULTURE is a body of learned beliefs, traditions, and guides for behaving and 
interpreting behavior that is shared among members of a particular group (Blue, n.d.). In this 

protocol, a cultural group refers not only to ethnic or racial groups, but also other groups with distinct 
cultures. Examples include faith communities; Deaf and hard-of-hearing communities; lesbian, gay, bi-
sexual and transgender individuals; immigrants; refugees; the homeless; military personnel and their 
dependents; and individuals in detention settings, foster care systems, boarding schools, and other 
residential settings. One culture may be closely connected to another (e.g., an ethnic group may be rooted 
in religious and/or spiritual beliefs of a particular faith community). Individuals often belong to multiple 
cultural groups. Note that cultural beliefs may or may not affect a child’s experience of sexual abuse, the 
related reactions of the child and caregiver, and preferred approaches to emotional support, healing, and 
justice (adapted from DeBoard-Lucas et al., 2013). If culture is influential in this regard, responders can 
offer to help children and caregivers to access cultural resources during the exam process and beyond.  
 
Consider general communication strategies that can help build rapport with children across 
populations and facilitate culturally and linguistically appropriate care (see below). Building 
rapport with the child is essential not only to the effectiveness of the exam process, but 
also in reinforcing for children that there are adults who are safe and can be trusted. 
Ultimately, the message that responders should seek to convey is that all children deserve 
respect and are capable of healing from the abuse. 
 
 
 
 

                                                           
50 Definitions of cultural and linguistic competence have evolved over time (Weaver, 2013). Clinical cultural competence is “the ability of 
health care professionals to communicate with and effectively provide high quality care to patients from diverse socio-cultural 
backgrounds” (Betancourt & Green, 2010). Linguistic competence is “the capacity of an organization and its personnel to communicate 
effectively, and convey information in a manner that is easily understood by diverse groups including persons of limited English 
proficiency, those who have low literacy skills or are not literate, individuals with disabilities, and those who are Deaf or hard of hearing. 
Linguistic competency requires organizational and provider capacity to respond effectively to the health and mental health literacy needs 
of populations served. The organization must have policy, structures, practices, procedures, and dedicated resources to support this 
capacity” (Goode & Jones, 2009). A more general explanation of cultural competency is ensuring cultural applicability of services and 
options; and sensitivity to the role of culture in a person’s experience and decision making (adapted from Proffitt, 2010; NSVRC & RSP, 
2013). See the National Center for Cultural Competence at http://nccc.georgetown.edu/information/organizations.html for further 
information on frameworks, guiding values, and principles for organizations to achieve cultural and linguistic competence. To help 
ensure cultural competency in the exam process, involved entities are encouraged to consider and evaluate (adapted from NSVRC & 
RSP, 2013): In routine services, how is the cultural competence of services provided assessed? Are involved agency and team 
structures, locations, designs, and/or décor representative of the communities that they serve? Are services available in the preferred 
languages of children and caregivers? Do responders receive training and supervision on cultural competency? Do responders 
collaborate with partnering organizations that have expertise in working with different cultures? Is there diversity in the staff of the 
responding entities? 

http://nccc.georgetown.edu/information/organizations.html
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Children’s communication skills, attention, and tolerance for interacting with responders 
may quickly deteriorate if they are feeling traumatized, tired, apprehensive, anxious, 
irritable, hungry, thirsty, distracted, uncomfortable, or negatively judged, or if they perceive 
their concerns are being minimized. For each child, consider what measures might aid in 

51 This listing was adapted in part from Day and Pierce-Weeks (2013), IRC (2012), and Weaver (2013). 
52 This awareness enables responders to: (1) not assume someone is male or female; and (2) engage in discussions that includes what 
name, pronoun, gender identity, and language that people use to describe themselves. It is also important for responders to understand 
that sexual abuse may be intertwined with the victims’ gender identity—e.g., people may experience violence due to their perceived 
gender identity. (M. Munson, personal communications, 2015).  
53 If responders do not understand children’s vocabulary, it is possible they might misinterpret their account of what happened. For 
example, in one case, a young girl was taught by her caregivers to call her vagina her “purse." When she tried to tell a trusted adult she 
had been sexually abused, she said, "He touched my purse." Not being aware of the meaning of the child’s words, the adult initially told 
her there was nothing wrong with someone touching her purse. Some child sexual abuse victims have considerable shame about or 
dissociation from their bodies. If it is too difficult to talk about their bodies, consider alternative means of communication (e.g., 
anatomically detailed dolls the child can use to point to body parts or paper and pen so the child can write or draw). 

• Introduce yourself to the child and your role in exam process.
• Ask children their preferred name (“What would you like me to call you?”) and greet them as such. I f

pronouns are used, use ones the child prefers—use the child’s choice of language (it is important fo r
responders to be aware that transgender and gender non-conforming people exist and to allo w
children to define their own gender52).

• Begin by discussing things other than the reason for their visit (e.g., schools, pets, siblings, and
likes/dislikes).

• Have a calm demeanor. Avoid the appearance of being rushed.
• Speak at the child’s eye level or below.
• Maintain eye contact with the child if culturally appropriate.
• Speak directly to the child, even when a caregiver or interpreter is present or the child is nonverbal.
• Be clear, concise, and exact in explanations. Ask concrete rather than vague questions.
• Be empathetic and nonjudgmental. Believe the child.
• Avoid verbal language that might convey you are blaming the child for the abuse (e.g., “girls your age

need to wear more than underwear around male relatives”).
• Avoid body language that might indicate you are judging the child (e.g., cringing when the child

reveals she/he engaged in survival sex, is transgender, or was used in sadomasochistic acts).
• Avoid making assumptions about nonverbal behavior of children.
• Avoid making assumptions about the way the child feels about the perpetrator and acts of sexual 

abuse (and do not talk disparagingly to the child about the perpetrator).
• Seek to learn about and reflect the child’s language (e.g., for body parts53).

• Allow the child to participate in and make choices during the exam process, to the extent possible
(e.g., ask the child “What color blanket would you like?” “How are you doing now?” “Are you ready to
do the next thing?”).

• Affirm the child throughout the process, while offering information and opportunities for question s
(e.g., “You did a great job with that part of the visit. Here is what is coming up next. Do you hav e
questions about what is happening?”).

• Explain what information gathered during the exam process will be shared with others (e.g.,
caregivers and the investigative team) and when it will be shared, and be open to discussing any
related concerns (See A5b. Confidentiality and Release of Information).

• Do not pressure the child to respond to questions or agree to exam procedures.

General Communication Strategies51 

• Do not touch the child without permission.
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sustaining optimal communication with responders throughout the exam process. 
Acknowledge any apprehension the child has about the exam process or seeking help in 
general, and discuss what would help her/him be more comfortable. 
 
On an ongoing basis, seek to learn about different populations and community 
settings. Responders should strive to optimize the exam process for each group. They 
should not assume that children and caregivers hold certain beliefs or have certain needs 
and concerns merely because they belong to a specific population or live in a specific 
setting. (See below to learn about four broad strategies and key actions that can optimize 
the exam process for specific populations and settings.) 
 
 

 
Broad Strategies to Optimize the Exam Process for  

Specific Populations and Settings 
 
Strategy 1: Reach out to and partner with those who serve specific populations. 
 
Strategy 2: Learn about issues facing specific populations of prepubescent 

children in the community. 
 
Strategy 3: Plan across responding entities to meet the needs of specific 

populations of child victims and remove barriers they face in accessing 
timely, high-quality examinations. 

 
Strategy 4: Evaluate the inclusivity and accessibility of forms and informational 

materials.   
 
  



39 

Broad Strategies to Optimize the Exam Process for Specific Populations and Settings 
1. Reach out to and partner with those who serve specific populations. Organizations, professionals, and
community leaders that serve or represent specific populations may be willing to: 
• provide responders with training and consultation on working with children from populations they serve or

represent, 
• give input on the development of response protocols and appropriate services,
• offer culturally specific support to children and caregivers during the exam process, and
• be a referral source for children and families (See A3. Coordinated Team Approach).

Engaging these entities and individuals to improve response to specific populations is not a one-time event in 
response to individual case needs, but an ongoing, planned effort. 

2. Learn about issues facing specific populations of prepubescent children in the community. For example:
• The prevalence, risk factors, and dynamics of sexual victimization for specific populations of children;
• Issues, needs, resources, and gaps in services for specific populations of child sexual abuse victims;
• Geographic factors that impact access to services in the community (e.g., access to and provision of timely

care and protection is often challenging in rural and remote regions where community members may be
physically isolated from local services by considerable distance and/or difficult terrain);

• A specific population’s cultural beliefs about sexual abuse and the impact of those beliefs on seeking help to
address health, safety, and legal needs of child victims;

• Oppression, stigma, and other barriers that increase resistance within a specific population or community
setting to discussing sexual victimization, disclosing it to authorities, or otherwise seeking help;

• The historical context in which victimization occurs and impacts a specific population;54

• A population’s practices for healing and seeking justice, and their application to sexual abuse;
• Aspects of a specific culture that protect children from child sexual abuse and/or can be strengths in helping

children in the aftermath of sexual abuse;55

• Coping mechanisms commonly seen in sexual abuse survivors from specific populations;
• Commonly seen medical issues for specific populations and if/how they can impact medical forensic care;56

• The impact of tribal sovereignty on response to child sexual abuse in American Indian and Alaska Native
communities (tribes, as sovereign nations, may have their own laws and regulations; many tribes also have
their own health care systems, law enforcement agencies, child protective services/social services,
prosecution offices, courts, advocacy programs, and other services to address child sexual abuse);

• Jurisdictional issues and challenges related to state-tribal relations;57

• Laws and regulations related to the response to sexual abuse in specific institutional settings;58

• Procedures and services to address child sexual abuse on military installations; and
• Similarities and differences in language and in beliefs and practices related to safety, addressing health

concerns, healing, and justice across subgroups of a broad cultural group (e.g., American Indian and Alaska
Native, Hispanic, Asian, Muslim, Christian, and Jewish).

54 For example, see the Minnesota American Indian Women’s Resource Center (2009) for a history on victimization and oppression of 
Native women and girls and its impact on current day commercial sexual exploitation of this population in Minnesota.  
55 For example, in cultures where elders have leadership and mentoring responsibilities, they may play an integral role in promoting 
safety and wellbeing of children as well as be instrumental in facilitating family healing from sexual abuse. 
56 For example, children may have disabilities that cause physical immobility and affects their ability to get on and off an exam table, 
among other activities. Prepubescent children may be receiving hormone treatment for pubertal suppression and anticipated 
subsequent gender transition (see Hewitt et al., 2012; Shumer & Spack, 2013; Spack et al., 2012). 
57 For example, a state school system on reservation lands, which has access to tribal children, may not follow tribal law on mandatory 
reporting of child abuse. 
58 For example, PREA standards for detention facilities set requirements for sexual abuse prevention, detection, response, and 
monitoring.  
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Broad Strategies to Optimize the Exam Process for Specific Populations and Settings 
3. Plan across responding entities to meet the needs of specific populations of child victims and remove 

barriers they face in accessing timely, high-quality examinations. For instance, identify/create: 
• Practices to promote access for child victims from specific populations to streamlined, prompt, and 

culturally and linguistically appropriate medical forensic care, and to encourage reporting of child sexual 
abuse;  

• Procedures to facilitate outreach to community-based organizations that serve specific populations and 
invite their participation on the multidisciplinary response team, in the development of response protocols, 
in team training opportunities, and as resources for children and caregivers as appropriate/applicable in a 
case; 

• Coordinated response policies that address concurrent jurisdiction in a case (e.g., tribal, state, or federal) or 
cases that involve institutional settings with their own policies related to sexual abuse response; 

• Policies that facilitate assessment of need for language services in a case, determine specific services 
necessary, and subsequently ensure services are arranged; 

• Sources of certified interpretation and translation available to responding agencies/facilities, agreements 
regarding service provision among responding entities and interpreter and translation services, and 
instruction for responders on utilization of interpreters and translators during the exam process; 

• Resources to accommodate children with disabilities during the exam process, including instructing 
responders on communicating with individuals using assistive tools and devices as well as interpreters and 
translators, and guiding responders on modifying exam procedures to accommodate an individual child’s 
needs; 

• Measures that create an inclusive and welcoming exam process for all children; 
• Policies to address the child’s need for modesty and privacy when providers assisting with communications 

are present in the exam room; 
• Resources for mental health counseling for specific populations of child sexual abuse victims; and  
• Policies and resources to address the needs facing recently immigrated child sexual abuse victims, including 

those who are refugees from areas of conflict.59 
 
4. Evaluate the inclusivity and accessibility of forms and informational materials.   
• To the extent possible, forms and informational materials should be developed to be inclusive and 

welcoming to all populations;60  
• Translated materials should be available at minimum in languages commonly encountered in the 

jurisdiction—also be aware of resources for translation into additional languages, especially those emerging 
in the community (e.g., due to a recent influx of refugees from a particular country); and 

• Written materials should be available in alternative formats such as large font, Braille, plain language, and 
audio file. 

 
 
 
 

                                                           
59 The National Immigrant Women’s Advocacy Project at www.niwap.org is a source for related information and resources. Also see 
Dettlaff and Johnson (2011), Dirks-Bihun (2014), and Lin and O’Brien (2013). 
60 The field of universal design provides a framework to create printed materials that are accessible to the widest possible audience of 
users. See www.universaldesign.com/what-is-ud/. For example, intake form questions that ask about sex and gender should allow a 
response to be written in or include transgender and intersex options. Questions should appropriately distinguish between sexual 
orientation (the gender(s) to which one is attracted), gender identity (the internal sense of being female, male, or gender non-
conforming), and biological sex. Any questions regarding religious affiliation should be inclusive of the diversity of faith communities in 
the area, and provide options for no affiliation and for writing in an answer.   

http://www.niwap.org/
http://www.universaldesign.com/what-is-ud/
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This chapter offered general recommendations for adapting the exam process for each child. 
Additional considerations are noted throughout the protocol, both broadly and in reference to 

specific populations and community settings. See www.Kidsta.org for additional resources on working with 
child sexual abuse victims from specific populations and in specific community settings, as well as on issues 
of cultural and linguistically appropriate care.  

http://www.kidsta.org/
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A3. Coordinated Team Approach 
These recommendations are for communities to facilitate a coordinated team approach to response to 
prepubescent child sexual abuse during the exam process. 
 
Promote multidisciplinary coordination during the exam process, within a community 
and/or across jurisdictions as applicable in a case. The medical forensic examination in its 
entirety addresses the health needs of child sexual abuse victims AND is a potential 
evidentiary source for investigative agencies. The medical history, exam findings (written 
and photo-documentation), and forensic samples if collected during the examination can 
supplement other evidence and information gathered by investigators. Coordination across 
responding entities can help ensure that medical forensic care is a component of the initial 
response to child victims, along with protection, access to other community resources, and 
support to minimize trauma. Coordination and communication among initial responders 
can also enhance documentation and evidence collected during medical forensic care as 
well as information gathered during forensic interviews,61 which can aid law enforcement 
and child protective services in investigating these cases and keeping children safe, and 
support prosecutors in holding perpetrators accountable for their behavior.  
 
Use multidisciplinary response teams to foster coordination and communication among 
responding agencies/facilities in a community in prepubescent child sexual abuse cases. 
Teams should include multijurisdictional representation if cases typically involve 
responding entities from more than one jurisdiction. A team structure provides a 
mechanism to link key entities involved in the response during the exam process and allow 
them to consistently coordinate interventions whenever there is a report of child sexual 
abuse. It also helps them communicate about and stay abreast of what is happening in 
individual cases. The team structure can be a quality assurance tool, promoting regular 
meetings of responders, case reviews, responder education, activities to prevent vicarious 
trauma of responders, and evaluation of team effectiveness. Jurisdictions vary in the 
extent and formality of team coordination, as well as in specific team purposes (e.g., to 
provide coordination around victim care and protection, investigative activities, and/or 
comprehensive response). In many jurisdictions, multidisciplinary teams and team 
coordination protocols are statutorily mandated in child abuse and neglect cases.62 Often, 
children’s advocacy centers assist in the coordination of these teams (see below). A spirit 
of cooperation, information sharing, and case coordination are a few benefits of these 
multidisciplinary response teams (Knapp, 2014). Such benefits can lead to better case 
outcomes and greater child and family satisfaction with interventions than seen with 

                                                           
61 See B5. Medical History for a discussion of the difference between the medical history and forensic interviewing. 
62 See www.ndaajustice.org/pdf/MDT%20draft%20for%20MAB_%2001052015-last.pdf for a National District Attorneys Association’s 
2015 review of state, federal, and territorial legislation sanctioning use of multidisciplinary response teams for child abuse and neglect 
investigations. In addition to prosecution-based multidisciplinary teams, multidisciplinary child protection teams are legislated in many 
jurisdictions. Child protection teams focus on the protection of children who are victims of abuse or neglect from additional maltreatment. 
Child protection often involves civil action, while prosecution is a criminal justice issue (Center for Child Abuse and Neglect, 2000). 
Applicable criminal and civil justice actions should be considered in each case, and actions taken should be coordinated to the extent 
appropriate. 

http://www.ndaajustice.org/pdf/MDT%20draft%20for%20MAB_%2001052015-last.pdf
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community response to child abuse that is not coordinated across disciplines or 
jurisdictions if applicable in a case.63 
 
Identify core responding sectors and their roles during the exam process, in cases 
of prepubescent child sexual abuse. Note that if a CHILDREN’S ADVOCACY CENTER 
exists in a community, it may coordinate a multidisciplinary, multijurisdictional response. 

 
For the list below, be aware: it does not include comprehensive interventions beyond the exam 
process; it is limited to key broad roles of core responders in individual cases; and responders’ 

roles/tasks may differ based on jurisdictional and agency/facility policies and case circumstances. See the 
various protocol chapters for further discussion on response components and the infrastructure needed to 
support an effective response. 
 
Sector Key Broad Roles: Exam Process 

(Roles may vary in specific cases and based on jurisdictional and agency/facility policies) 
ALL • Tailor response to the developmental level of each child as well as the cultural and 

linguistic needs of the child and caregiver. 
• Arrange for language assistance and other accommodations as needed in a case. 
• Offer crisis intervention and support for the child and caregiver as early as possible. 
• Offer the child and caregiver information to facilitate informed decision making 

throughout.  
• Coordinate/communicate with other involved responders.  
• Inquire about safety at each contact with the child and caregiver: provide 

immediate assistance as needed and connect them to resources for safety planning 
assistance. 

• Adhere to jurisdictional laws on victim’s rights. 
HEALTH CARE 
 

Initial response: child’s entry into health care system 
• Assess the child for acute medical needs, stabilize, and treat. 
• Determine the urgency of care needed and arrange for acute/nonacute medical 

forensic care. 
• Mandatorily report the abuse as per jurisdictional law and facility policy. 
• If the child has urgent safety needs at the health care facility, immediately involve 

law enforcement/child protective services and follow facility procedures.  
Conduct acute/nonacute examinations: 
• Obtain/document the medical history. 
• Perform the physical and anogenital examination and document findings. 
• Collect, dry, package, label, seal, and securely handle forensic specimens. 
• Evaluate and treat injuries. 
• Evaluate for STDs, including HIV, and provide care. 
• Collect samples for toxicology analysis. 
• Plan for discharge and follow-up care (medical, safety, mental health, victim 

services, investigation, etc.). 

                                                           
63 For a bibliography of articles on multidisciplinary teams and collaboration in community response to child abuse, see 
www.nationalcac.org/professionals/images/stories/pdfs/mdt%20bib2.pdf. Of related interest are studies by Campbell et al. (2011), 
Campbell et al. (2012), Campbell et al. (2013), and Greeson and Campbell (2013, 2015) that explore the effectiveness of sexual assault 
response teams (SARTs). While this body of research mainly focuses on adult and adolescent victims, it has some applicability for 
coordinated team response in prepubescent child sexual abuse cases. 

http://www.nationalcac.org/professionals/images/stories/pdfs/mdt%20bib2.pdf
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Sector Key Broad Roles: Exam Process 
(Roles may vary in specific cases and based on jurisdictional and agency/facility policies) 

VICTIM  
ADVOCACY 
(see definition 
 in Glossary) 

Initial contact with the child and caregiver: 
• Offer crisis intervention, support, information, and safety planning to the child and 

family. 
• Explain victim rights to the child and family, review community response 

procedures and options, answer their questions, and provide referrals. 
• Support the child and caregiver in voicing their concerns. 
• Advocate for the child’s self-identified needs to be addressed with a coordinated, 

developmentally, culturally, and linguistically appropriate response. 
• Accompany the child/caregiver during the examination. 
• Mandatorily report the abuse as per jurisdictional law (if identified as a mandatory 

reporter). 
• Explain longer-term advocacy services available to aid in addressing child and family 

needs related to the abuse (e.g., ongoing support, safety planning, 
counseling/referrals, culturally specific services, legal and medical systems 
advocacy, and service coordination). 

LAW  
ENFORCEMENT 
(local, state, 
 territorial, tribal, 
 military, federal) 

Timely response to reports: 
• Respond to 911 calls and referrals from child protective services. 
• Determine basic facts of the reported incident, if the child is in imminent danger, 

need for immediate medical attention, and case jurisdiction (avoid delaying 
response to the child if delays exist in determining jurisdiction). 

• Work with child protective services as needed to provide child protection. 
• Facilitate access to an initial medical assessment and medical forensic examination 

(arranging transportation as needed). 
• Coordinate crime scene processing. 
• When contacted by the exam site to pick up forensic evidence, retrieve evidence 

and deliver to designated labs/law enforcement storage facility. 
• Conduct/arrange the preliminary interview of the child/forensic interview, 

preferably by someone trained to interview child sexual assault victims, either 
before or after the medical forensic examination, in conjunction with child 
protective services as applicable to the case. 

CHILD  
PROTECTIVE  
SERVICES 
(county, state,  
territorial, tribal,  
military) 

Timely response to reports: 
• Assess the child’s immediate safety. 
• Make referrals to the appropriate law enforcement agency and coordinate multi-

agency response based on circumstances of report and initial assessment of child 
safety. 

• Facilitate access to an initial medical assessment and medical forensic examination 
(arrange transportation as needed). 

• Conduct/arrange the preliminary interview, preferably by someone trained to 
interview child sexual assault victims, of the child/forensic interview either before 
or after the medical forensic examination, in conjunction with law enforcement as 
applicable to the case. 
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NOTE: The core responders below typically have more of an advisory rather than a direct role during the 
exam process. 
 
Sector Key Broad Roles: Exam Process 
PROSECUTION 
(county, state,  
territorial, tribal, 
military, federal) 

Be available to consult with first responders to answer questions that arise and to 
request additional information as necessary to aid in case prosecution. 

FORENSIC  
SCIENCE 
(state, territorial, 
federal, private) 

Be available to consult with criminal investigators and pediatric examiners to answer 
questions to assist in identification, collection, and processing of forensic evidence. 

 
See www.Kidsta.org for details on the range and roles of professionals involved in the exam 
process, as well as in a more comprehensive response. 

 
Clarity of core responders’ roles during the exam process can help increase their 
collaboration in individual cases and reduce conflicts surrounding issues such as reporting, 
victim protection, health care, safety planning, victim services, and investigation.  
 
Encourage the development and use of children’s advocacy centers to facilitate 
coordination of multidisciplinary response teams. Children’s advocacy centers have 
been established in many jurisdictions to facilitate team coordination in child abuse and 
neglect cases, with the goals of child safety, trauma-informed care, justice, and healing. 
These centers are child-friendly facilities in which the team—typically comprised of law 
enforcement, child protective services, prosecutors, medical professionals, mental health 
providers, and victim advocates—coordinates the investigation, prosecution, child 
protection, and treatment of child abuse. In addition to brokering coordination among 
responders in individual cases, many children’s advocacy centers offer a location to 
provide services under one roof, such as forensic interviews, medical forensic 
examinations, victim advocacy, and mental health treatment. Children’s advocacy centers 
can be developed to serve a community or a region (e.g., in a rural or sparsely populated 
area), and involve representatives from a single jurisdiction or multiple jurisdictions.64 
 
Multidisciplinary response teams are encouraged to include community-based 
sexual assault victim advocacy programs on their teams, as well as seek their input 
when developing team response protocols. Involvement of these programs in 
coordinated response team efforts helps ensure that children and families have a 
continuous source of victim-centered, trauma-informed support during and beyond their 
interactions with the health care system and criminal justice and child protection systems. 
Most community-based sexual assault victim advocacy programs have crisis intervention 
and support services available 24 hours a day, every day of the year. They can also 
address children’s support needs as they mature into adolescents and adults. These 
programs are often experienced in systems advocacy around sexual victimization issues, 
which could be an asset to team sustainability. If a community-based sexual assault victim 
                                                           
64 See www.ndaajustice.org/pdf/Update%20Vol24_No2.pdf for a resource on children’s advocacy centers in Indian County. 

http://www.kidsta.org/
http://www.ndaajustice.org/pdf/Update%20Vol24_No2.pdf
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advocacy program serves child victims, advocates should be trained in working with 
children and their caregivers. If it does not serve children, it may still offer support services 
for caregivers.  
 
As mentioned earlier, if a community-based sexual assault victim advocacy program exists 
in a community but is not yet involved in the exam process in these cases, teams are 
urged to partner with these programs to engage advocates in this process and build their 
capacity to do this work. 
 
Promote partnerships between children’s advocacy centers and community-based 
sexual assault programs,65 as well as with other entities that have a victim advocacy role 
during the exam process and beyond. Together, they can coordinate resources and 
determine the spectrum of victim services they can provide to children, caregivers, and 
families to strengthen the community response in individual cases.  
 

See www.Kidsta.org for additional resources on multidisciplinary teams to respond to child sexual 
abuse cases, children’s advocacy centers, and community-based sexual assault victim advocacy 

programs.66 Staff at Kidsta.org are also available to answer specific questions related to establishing these 
entities.  
 
Develop a diverse team representative of the community that can address the varied 
needs of children and caregivers in specific cases and support all aspects of response 
during the exam process. The use of a tiered team structure can be helpful to identify the 
range of responders who might potentially be involved in the exam process and indicate at 
what point they may be activated. For example, the first tier should encompass core 
responding sectors in a community that typically might be drawn into a sexual abuse case 
during the exam process—including but not limited to health care, victim advocacy, law 
enforcement, child protective services, prosecution, and forensic sciences (note that, 
during the exam process, prosecution and forensic sciences usually have advisory rather 
than direct roles).67 If a children’s advocacy center exists in a community, it may play a 
central role in coordinating a multidisciplinary response. Subsequent tiers can include 
other professionals and entities whose participation might be requested by core 
responders during the exam process to address child, family, or case needs. Examples 
include but are not limited to mental health providers,68 specialized investigative teams 
dealing with sex trafficking or drug endangerment, legal assistance services, such as civil 
attorneys and victim rights attorneys, financial assistance programs, and providers serving 
                                                           
65 Cruising into Collaboration: Developing Strong Relationships between Rape Crisis and Children’s Advocacy Centers at 
www.nsvrc.org/sites/default/files/nsac-2014-handouts-cruising-into-collaboration-developing-strong-relationships-between-sa-programs-
child-advocacy-centers.pdf provides an example of one community’s partnerships in this area. 
66 Note a few key resources: The National Children’s Alliance (NCA) at www.nationalchildrensalliance.org/ offers information on and a 
directory of children’s advocacy centers, as well as accreditation to centers that adhere to its member standards. Technical assistance 
and training providers for multidisciplinary investigative teams in child abuse and neglect cases and children’s advocacy centers include: 
Northeast Regional Children’s Advocacy Center at www.nrcac.org; Southern Regional Children’s Advocacy Center at 
www.nationalcac.org; Midwest Regional Children’s Advocacy Center at www.mrcac.org; and Western Regional Children’s Advocacy 
Center at www.westernregionalcac.org. See www.justice.gov/ovw/local-resources for links to state, territorial, and tribal sexual assault 
coalitions. 
67 Note, however, that some communities, especially those with children’s advocacy centers, may consider prosecutors to be direct 
rather than advisory core responders during the exam process.  
68 Note, however, that some communities, especially those with children’s advocacy centers, may consider mental health providers as 
part of the core responder team. 

http://www.kidsta.org/
http://www.nsvrc.org/sites/default/files/nsac-2014-handouts-cruising-into-collaboration-developing-strong-relationships-between-sa-programs-child-advocacy-centers.pdf
http://www.nsvrc.org/sites/default/files/nsac-2014-handouts-cruising-into-collaboration-developing-strong-relationships-between-sa-programs-child-advocacy-centers.pdf
http://www.nationalchildrensalliance.org/
http://www.nrcac.org/
http://www.nationalcac.org/
http://www.mrcac.org/
http://www.westernregionalcac.org/
http://www.justice.gov/ovw/local-resources
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specific populations (e.g., local programs for persons who are Deaf and hard of hearing, or 
for individuals from specific cultural, racial, or ethnic communities).  

An additional group to consider is the personal support persons whose presence children 
and/or caregivers may request during the exam process, beyond family members or 
friends (e.g., a religious/spiritual support person, a school guidance counselor or favorite 
teacher, or a culturally specific support person such as a mentor from a local ethnic 
community center). While personal support persons are unique to a case and typically not 
response team members, teams should recognize their utility in helping children and 
caregivers who request them to positively cope with the exam process. (See B5. Medical 
History and B7. Examination for more explanation on personal support persons and the 
need to educate them on the scope and limitations of their role)  

Communities and teams of all types can create tiered team structures tailored to their 
teams' purposes and requirements (e.g., jurisdictional legislation may mandate that, 
minimally, certain agencies participate), available resources, and the needs of children and 
families. 

Include a trained pediatric examiner as a core team responder.69 The examiner may 
be a physician, advanced practice provider (e.g., advanced practice nurse or physician’s 
assistant), or registered nurse. The team should be aware of qualifications for pediatric 
examiners from various disciplines in their jurisdiction and seek qualified personnel. The 
team can reach out to health care providers in the community who serve children, as well 
as organizations such as the American Academy of Pediatrics (AAP), the NCA, and the 
IAFN to search for candidates.70 (See A4a. Pediatric Examiners) 

Ensure that all team members are aware that they may be called to be involved in a 
coordinated response in these cases, including and beyond the exam process as 
determined by a community, and be willing to respond. To foster collaboration, core 
responders and/or team coordinators such as staff from children’s advocacy centers are 
encouraged to reach out and engage other potential team members. They should work 
with potential team members to overcome any hesitation they may have regarding their 
involvement.   

Outline responding entities’ team roles and responsibilities in written agreements, 
such as an interagency memorandum of understanding (MOU) or memorandum of 
agreement (MOA). Such agreements may address the exam process only or speak to a 
more comprehensive response, highlighting the terms of the response protocol. These 
agreements should help clarify for all responders: their roles on the team; team 
confidentiality issues and requirements (see A5b. Confidentiality and Release of 
Information); how to contact and interact with each other as needed in a case; and the 
need to respect one another’s contributions to the team, even if their roles might 
sometimes conflict. Agreements should be signed by leadership of each entity involved 

69 See Canaff (2004) for key reasons that pediatric examiners are critical team members. 
70 For example, the IAFN website offers a mechanism to search for SANE programs by location at 
www.forensicnurses.org/search/custom.asp?id=2100. 

http://www.forensicnurses.org/search/custom.asp?id=2100
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and be revised and renewed on a periodic basis. (See Appendix 4. Customizing a 
Community Protocol) 
 

Many potential challenges exist to creating functional multidisciplinary and multijurisdictional 
response protocols and teams, including ones stemming from scarce resources, lack of expertise, 
and conflicts among entities. Contact staff at Kidsta.org for input on overcoming specific challenges, 

offer ideas for engaging responding entities, and provide examples of written agreements among team 
members. 
 
Employ team features that strengthen the team’s capacity to protect prepubescent 
child victims, address their health care needs, and gather forensic evidence during the 
exam process. Note that many of the features described below also support a 
comprehensive response and promote team quality assurance. Team features that apply 
to direct response should be incorporated into the response protocol. 
 

Recommended Features of Multidisciplinary Response Teams 
• Ensures mechanisms are in place to activate core responders. Policies and procedures for activating 

core responders should take into account that children “enter the response system” at different 
points. (See B2. Initial Response and B3. Entry into the Health Care System) Educate first responders 
about their roles in triggering team action. Note that if there is a children’s advocacy center, it may 
play a central role in activating the team response.  

• Ensures policies and procedures are in place for core responders to identify if there is a need for 
additional providers and entities to be involved during the exam process, and then request their 
involvement. To the extent possible, these “additional” responders should be informed of such 
policies and procedures in advance and be willing to carry out assigned roles. 

• Publicizes team response procedures to community professionals who have frequent contact with 
prepubescent children and their families (e.g., health care providers serving children, hospital 
emergency department staff, staff from youth organizations, school personnel, contractors and 
volunteers, child care providers, personnel serving children with disabilities and those who are Deaf, 
faith community leaders, mental health and social service providers, and staff from youth residential 
programs and emergency shelters). Also publicize team services broadly to the public, encouraging 
reporting of child sexual abuse.71  

• Maintains a protocol for information sharing that speaks to the extent of information sharing 
possible among various team members in individual cases, according to applicable laws and 
agency/facility policies. As mentioned above, a written agreement among team members should 
address team confidentiality issues and requirements. 

• Works to implement best practices in secure storage, retention, and release of case information 
across all relevant entities. Team and agency/facility consultation with their legal counsel and 
technology security representatives, as well as with the prosecution office, can be a useful tool. (See 
A5b. Confidentiality and Release of Information, B4. Written Documentation, and B6. Photo-
Documentation) 

• Operates on a 24/7 basis to respond to reports of sexual abuse, assess and address safety issues, 
medically assess children to determine urgency of care needed, conduct acute examinations, make 
referrals for nonacute examinations, and provide support to children and families. To address acute 

                                                           
71 Note that B2. Initial Response speaks to initial response to reports or suspicions of child sexual abuse, prior to the children’s entry into the 
health care system. B3. Entry into the Health Care System includes procedures targeting initial responding primary care providers and 
emergency department clinicians. 
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Recommended Features of Multidisciplinary Response Teams 
and nonacute exam needs, a need for flexibility exists in program coverage; no one discipline should 
define service hours and options for the team. If a children’s advocacy center’s medical clinic 
performs both nonacute and acute examinations, but is open only at certain times (e.g., 9 a.m. to 5 
p.m. during weekdays), the community still needs 24/7 coverage for acute cases.  

• Requires a health care provider to medically screen each child to determine the urgency of care 
needed and what type of medical forensic examination is appropriate. (See B3. Entry into the 
Health Care System) Law enforcement agencies, child protection services, and other first responders 
should have procedures to connect the child on a 24/7 basis to a health care provider for this 
purpose. (See B2. Initial Response) 

• Documents the team’s response in each case. Not only does documentation lend itself to team 
accountability, it serves as a tool for case review and assessment of next steps in a case. Statutorily 
mandated multidisciplinary response teams are often required to retain such documentation. When 
documenting response, maintain the privacy of the child’s personal information to the extent 
possible, as per applicable laws (See A5b. Confidentiality and Release of Information). 

• Meets regularly (regularly is locally defined) for two distinct purposes, in acute and nonacute cases. 
The first reason is for case review—discussion and information sharing among the team on active 
cases, including the investigation, case status and service provision, potential challenges, and next 
steps. Core responders should participate in case review meetings. Pediatric examiners should be 
included even though they also participate in medical peer review. (See A4a. Pediatric Examiners) 
Additional responders who were involved in specific cases might also be invited to participate; their 
participation may depend on whether it is appropriate for them to have access to child-specific 
information shared at case review meetings. Secondly, the team can utilize meetings of members to 
maintain and enhance the quality of the team. This task involves addressing system issues, such as 
revising procedures in response to agency/facility and statutory changes and scientific or 
technological advances. It also involves facilitating the team’s continuing education All team 
members could be invited to meetings addressing systemic issues.  

• Facilitates team communications related to specific cases. Much can happen in a case in the short-
term after a report is made. Mechanisms should be in place to assemble involved team members 
sooner than a scheduled case review meeting, if needed, to debrief, troubleshoot, and discuss next 
steps. 

• Plans in advance to respond in varying circumstances. (See A2. Adapting Care for Each Child) For 
example, it would be useful for agencies/facilities that comprise the team to have incremental goals 
for building multiple language service capacity to be inclusive of all child populations. It might be 
helpful to create a coordinated system for relaying information in individual cases about the need for 
language services and accommodations, so that needed services and accommodations can be 
arranged prior to the child and caregiver seeing the next responder. Organizations that serve specific 
populations in the community can be sought out as potential resources to aid children and families 
requesting culturally-specific support. The team can establish procedures for coordinating with other 
specialized investigative teams as needed in a case, such as child endangerment and sex trafficking 
task forces. The team should have a standard approach to initially assess safety for children in 
various situations. It should consider how to coordinate a response when child sexual abuse is 
reported in institutional settings or has occurred on a military installation, as well as 
multijurisdictional coordination needs. The team should stress to its members the expectation that 
relevant responders in a case should be prepared and available to testify in court if subpoenaed. 

• Seeks feedback from team responders and other community professionals involved in a case (e.g., 
who referred children to the team or interacted with children after the exam process). Use this 
feedback, gathered post-examination, to improve team coordination and interventions in the future. 
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Recommended Features of Multidisciplinary Response Teams 
Input could be sought via participation in team meetings or other forums, with care taken to 
maintain confidentiality of victims’ personally identifying information within the team. Also, obtain 
post-examination feedback from children and caregivers about exam process experiences. 

• Addresses vicarious trauma72 among team members via discipline-specific support and team 
infrastructure and policies. The support that team members and involved agencies/facilities can 
offer to one another can be instrumental in reducing the impact of vicarious trauma. Formal and 
informal venues can be used to facilitate discussions among responders about self-care and working 
together to prevent and cope with secondary trauma. Critical incident stress debriefings might be 
useful in individual cases.73 

• Encourages education for team members. Consider discipline-specific training that advances 
responder skills and emphasizes a team approach, multidisciplinary training, cross-training between 
disciplines, and informal educational opportunities. Multidisciplinary trainings and cross-trainings 
can build knowledge of the nature and dynamics of sexual abuse; describe the team response 
process, explaining roles and challenges facing each discipline; review mandatory reporting 
obligations and report writing; emphasize a child-focused, victim-centered, trauma-informed 
approach; promote culturally and linguistically appropriate care; stress the need for a prompt 
examination and ongoing safety planning; provide expert witness training; describe related policies, 
protocols, agreements, and forms; build understanding of needs and challenges in response to child 
sexual abuse in specific populations; and provide a forum for staff from different agencies/facilities 
to build relationships, identify common goals, and ask questions.  

• Strategizes how to offer training for team members in rural, remote, poor, and other communities 
that lack the needed resources and/or expertise. Jurisdictions may want to consider forming 
specialized training teams that can offer multidisciplinary training consistent with cutting-edge 
practices in child sexual abuse cases. These teams can work with local responders to ensure that the 
training sessions they offer address unique community needs and challenges (e.g., safety challenges 
and resources unique to a tribal community). They can also determine the best method to train 
responders—in some instances, use of online, live webinars and video conferences, online 
interactive training modules, and other distance learning tools might be useful.  

• Plans team activities, communications, and materials so that they are accessible to all its 
members. For example, team meetings and trainings should be held at accessible locations. 
Members who are Deaf or hard of hearing may require sign language interpretation. 

 
See www.Kidsta.org for resources related to building community capacity to implement the above 
features of multidisciplinary teams to respond to prepubescent child sexual abuse cases. Staff from 

Kidsta.org are also available for consultation on community-specific issues.  
 
Consider unique coordination issues when child sexual abuse occurs in institutional 
settings, tribal lands, or military installations. The following section is meant simply to 

                                                           
72 Vicarious trauma means the cumulative effect of witnessing the suffering of others over time—the term refers to the negative changes to an 
individual’s physical, psychological, and spiritual health (RSP & NSVRC, 2013). The NSVRC and IAFN (2014) at 
www.nsvrc.org/sites/default/files/nsvrc-publications_sane-mobile-app_resources-vicarious-trauma.pdf offer a related clinician discussion and 
resources. NSVRC and RSP (2013) offer another resource for ideas for building trauma-informed programs that support the self-care of those doing 
this work at www.nsvrc.org/sites/default/files/publications_nsvrc_guides_building-cultures-of-care.pdf.   
73 Critical incident stress debriefing is a proactive intervention involving a group discussion about a distressing critical incident. Based on core 
principles of crisis intervention, it is designed to mitigate the impact of a critical incident and to assist the persons in recovery from the stress 
associated with the event. Ideally it is conducted between 24 and 72 hours after the incident. (The explanation was drawn from Critical Incident 
Stress Management International (2015) at www.criticalincidentstress.com/what_is_cism_.)  

http://www.kidsta.org/
http://www.nsvrc.org/sites/default/files/nsvrc-publications_sane-mobile-app_resources-vicarious-trauma.pdf
http://www.nsvrc.org/sites/default/files/publications_nsvrc_guides_building-cultures-of-care.pdf
http://www.criticalincidentstress.com/what_is_cism_
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further teams’ thinking about customizing coordinated response for these settings and 
communities. It is not meant to be an inclusive listing of all coordination or responder 
training issues relevant to these settings and communities. 

Institutional Settings 

74 For children in all types of residential facilities (Brown, 2008): States are primarily responsible for ensuring the wellbeing of children in facilities 
and setting standards that certain facilities must meet to obtain and maintain an operating license. Federal agencies also set requirements for 
children’s wellbeing that states uphold in exchange for receiving federal funds—such as those administered by the U.S. Department of Health and 
Human Services to support state systems of care for child welfare, mental health, and substance abuse; by U.S. DOJ for state juvenile justice 
systems (implementing PREA); and by the U.S. Department of Education for state education systems. If patterns of child abuse and neglect are 
identified and found to violate the civil rights of children in certain facilities that are operated or substantially sponsored by state and local 
governments, the federal Civil Rights of Institutionalized Persons Act can authorize the U.S. Attorney General to conduct investigations and bring 
actions against state and local governments. Federal oversight authority does not extend to private facilities that serve only children placed/funded 
by caregivers or other private entities.  

• Multidisciplinary response teams should collaborate with institutions in their community that either
house prepubescent children or place them in homes (e.g., residential programs, shelters, detention
facilities, boarding schools, and foster care), with the goal of ensuring that children in these systems
receive adequate and coordinated interventions in the event that they are sexually abused.

• Although these institutions may have their own protocols and services to respond to child sexual
abuse (including requirements of oversight agencies or as prescribed by legislation74) and
mechanisms to investigate sexual abuse as a violation of institutional policies, the community justice
system is ultimately responsible for criminal justice and child protection remedies for children in
these settings. Community resources may be needed to care for victims in these settings.

• Agreement between the team and an institution can help extend the team’s protocols and resources
to children in the institution and build upon institutional capacities to address needs of child victims
in a timely and appropriate manner. In addition to team training on response protocols specific to an
institutional setting, protocols between an institution and community responders should be
incorporated into institutional policy and relevant staff training.

• The team can plan with an institution regarding how children, caregivers, staff, and others within the
institution should make a report and seek help for sexually abused children; how to facilitate
communication between the institution and the team when there is a report; who must be notified
regarding a report; what consent for care is needed and how to obtain it; and how to coordinate
each step of response. Variations in response must be considered when suspected perpetrators are
institutional personnel or foster home providers. Children need to be placed in alternative housing if
their safety in an institutional setting or foster home cannot be secured.

• For acute and nonacute medical forensic care, the team must consider how children and first
responders in an institution access pediatric examiners and the logistics of arranging such care when
conducted at a community-based health care facility versus within the institution. Examples of
logistical issues include transportation of the child to/from the exam site and child accompaniment
by staff and/or caregivers during transportation and the examination.



53 

American Indian Tribes and Alaska Native Villages 

75 Determining the appropriate jurisdiction can be very difficult and confusing.  For a summary of which government entity has 
jurisdiction under different scenarios, see  the United States. Attorneys’ Criminal Resource Manual, Section 689 available at 
www.justice.gov/usam/criminal-resource-manual-689-jurisdictional-summary  
76 Sekaquaptewa, Bubar, and Cook (2008) offer a discussion of factors that tribes should consider when making the decision to 
prosecute a tribally defined child sex crime case concurrent with a federal prosecution of the same case (where an Indian is the 
suspected perpetrator). See Chapter 8 at www.tribal-institute.org/download/CCC_February_2009.pdf.  
77 For example, Peterman (2010) indicated that depending upon the tribe, a federal multidisciplinary team that has jurisdiction in child 
sexual abuse cases on a specific reservation usually includes but is not limited to representatives from the following agencies: United 
States Attorney's Office; FBI (victim-witness specialist and special agent); Bureau of Indian Affairs, Office of Law Enforcement Services 
(victim-witness specialist and special agent); the tribal police department; Indian Health Service; nurse midwife program; mental health 
services; tribal child welfare; tribal attorney general's office, state child protection, and tribal victim services. The multidisciplinary team 
model has been invaluable in Indian Country primarily because of the distance between most U.S. Attorney's offices and the 
reservations for which they are responsible (a 100-mile trip between sites is not unusual). See 
www.justice.gov/sites/default/files/usao/legacy/2010/07/26/usab5804.pdf.  
78 Disposition refers to the ongoing process of determining what to do with evidence in a case (Technical Working Group on Biological 
Evidence Preservation, 2013). 
79 For a resource for building tribal-state relations, see Child Welfare Information Gateway (2012c). 

• American Indian tribes and Alaska Native villages, as sovereign nations, may have their own laws 
and regulations. They may also have law enforcement agencies, child protective services/social 
services, prosecution offices, courts, advocacy programs, health care systems, and other services t o
address child sexual abuse.

• When child sexual abuse takes place on tribal land, one or more governments (tribal, federal, or
state) may be able to take action in response.75 A tribal criminal justice system, if it has jur

case, may investigate and prosecute the case concurrently with another government’
stigation and prosecution.76

be may have its own multidisciplinary response team or a team may be in place to pro
idisciplinary coordination within and across jurisdictions among entities in the respon
al abuse on tribal lands, the investigation and prosecution of these cases, and the car
ms.77 Jurisdiction-specific roles and coordination tasks must be delineated to prevent 
n intervening in individual cases and to ensure that the collective response is streamli
tive. Coordination is crucial to enable victims to access the full range of resources the

dictions collectively offer. Multijurisdictional partnerships are needed to move toward
 provides evidence-informed services for children and families.
ocols should standardize activation of responding entities across jurisdictions, accordi
ed-upon procedures, to allow for quick determination of jurisdiction in a case and ho
 child.

tribal responders that serve child sexual abuse victims from tribal communities should
liar with procedures for coordinating initial interventions with tribal entities, including
ren have timely access to the medical forensic examination.   Ideally, they should also
ing on working with tribal communities.
ijurisdictional coordination plans should address distribution and disposition78 of fore

ence collection kits used in prepubescent child sexual abuse cases; related health care
nsic specimen preservation; transfer of forensic evidence to the appropriate investiga
cy, crime lab, or designated evidence storage facility; exam payment to the facilities a
iners; and family reimbursement for medical costs incurred (as allowable).79

isdiction
in a s
inve

• A tri mote
mult se to child
sexu e of
victi confusion
whe ned and
effec se
juris s a system
that

• Prot ng to
agre w to assist
each

• Non  be
fami  ensuring
child  have
train

• Mult nsic 
evid  and 
fore tive 
agen nd 
exam

http://www.justice.gov/usam/criminal-resource-manual-689-jurisdictional-summary
http://www.tribal-institute.org/download/CCC_February_2009.pdf
http://www.justice.gov/sites/default/files/usao/legacy/2010/07/26/usab5804.pdf


54 

Military Installations (drawn from militaryonesource.mil)80 

Contact staff at Kidsta.org for input on overcoming specific coordination challenges in responding to 
child sexual abuse in institutional settings, tribal communities, or military installations. 

80 For more information, see Military OneSource (n.d.) at www.militaryonesource.mil/health-and-wellness/family-
violence?content_id=282305.  

• Child abuse reports relating to victims with parents or guardians who are military members can be
made either to appropriate child protective service agency or the installation family advocacy 
program. When suspected abuse is reported, a team will assess the safety and welfare of the child. 
If child protective service team members learn the call involves a military family and a memorandum 
of understanding is in place, they should contact the installation family advocacy program. 

• Child abuse and neglect are defined in the military as injury, maltreatment, or neglect to a child that
harms or threatens the child's welfare. The family advocacy program will become involved when
one of the parties is a military member or, in some cases, a DoD civilian serving at an overseas
installation. The family advocacy program will also intervene when a dependent military child is
alleged to be the victim of abuse and neglect while in the care of a DoD-sanctioned family child care
provider or installation facility, such as a child development center, school, or youth program.

• When the family advocacy program receives a call concerning the safety and welfare of a child, it
ensures that everyone who is capable of protecting the safety and wellbeing of the child—the
active-duty member's commander, law enforcement, the medical treatment facility, and child
protective services—is aware of the risk and protective factors that are impacting the family. These
community members often work as a team to ensure that children are protected, the parents
receive appropriate intervention, and the family receives the services they need to be able to form
more healthy relationships.

• If child protective services determines that abuse or neglect did occur, the civilian family court
system will become involved. Sometimes, the judge will appoint a guardian ad litem to represent
the child's interests. This attorney will review all available information and evidence from law
enforcement, the family advocacy program, and child protective services, and make
recommendations to the court based on what he or she believes is in the child's best interest.

• For the medical forensic examination, child sexual abuse cases are referred to local civilian medical
experts when no trained military pediatric medical forensic examiner is available to the military
installation. (K. Robinson, personal communications, May 28, 2015).

• Multidisciplinary response teams from local communities that surround military installations should
develop procedures in conjunction with family advocacy programs for coordinating interventions
and services for children in sexual abuse cases who are military dependents based at these
installations. Written agreements should be developed and signed by all involved entities to clarify
roles and responsibilities. Providers near military installations should reach out to the family
advocacy program on the installation to determine the best way to collaborate.

http://www.militaryonesource.mil/health-and-wellness/family-violence?content_id=282305
http://www.militaryonesource.mil/health-and-wellness/family-violence?content_id=282305
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A4. Health Care Infrastructure 
 
Introduction 
 
This section discusses the local health care infrastructure essential to conducting the 
sexual abuse medical forensic examination for prepubescent children: 
  

• Pediatric examiners; 
• Health care facilities; and  
• Equipment and supplies.  

 
This infrastructure should be built on the recognition that child sexual abuse is a serious 
health problem, in addition to a child protection and criminal justice issue, and that the 
local health care system plays a crucial role in caring for prepubescent children who have 
been sexually abused. This infrastructure must be built on the knowledge that local 
response to child sexual abuse is complex and multifaceted, requiring the health care 
system to be part of a multidisciplinary coordinated effort. (See A3. Coordinated Team 
Approach)  
 
Pediatric examiners’ presence in a community and their participation on the 
multidisciplinary response team depends to a large extent upon the capacity and/or 
commitment of the local health care system(s) to provide a high-quality response to child 
sexual abuse. Implementation of such a response includes but is not limited to: supporting 
specialized education of medical providers in the evaluation of child sexual abuse; hiring 
trained examiners; implementing comprehensive examination protocols; promoting 
feedback methods on examiner performance, including a system of peer review; and 
supporting continuing education and networking for examiners (Green, 2013; Meunier-
Sham, Cross, & Zuniga, 2013; West Virginia Children Advocacy Network, 2014).  
 
Although it may not be feasible for every health care facility in a community to offer 
specialized care for this population, every community should make available:  
 

• Pediatric examiners who provide this specialized care as part of a multidisciplinary 
team response; and  

• Health care facilities in which pediatric examiners conduct acute and nonacute 
examinations and where optimal access is offered to the full range of medical 
services that child victims may require (for acute care).  

 
Every health care facility in a community—but particularly in pediatric primary care settings 
and hospital emergency departments—needs the expertise to initially assess children who 
present with sexual abuse to determine the urgency of medical forensic care needed, and 
arrange for the appropriate care. (See B3. Entry into the Health Care System)  
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A4a. Pediatric Examiners  
These recommendations are for communities and health care systems related to pediatric examiners. For 
recommendations related to health care providers involved in initial response prior to the medical forensic 
examination, see B3. Entry into the Health Care System. 
 
Every community should have ready access to trained, competent pediatric examiners 
who can provide medical forensic care to prepubescent children who disclose sexual 
abuse or are suspected of being sexually abused. (Ready access means that the 
community has designated pediatric examiners to respond to requests to perform 
examinations within prescribed time frames for acute and nonacute cases. For example, a 
community might require examiners to respond within 60 minutes to requests for acute 
care. Response times for nonacute care typically are more flexible) Communities across 
the country rely on a range of health care providers (e.g., physicians, advanced practice 
nurses and physician assistants, and registered nurses) who have been specially 
educated and have completed training requirements to perform this examination for a 
pediatric population.  
 

Key Roles and Responsibilities of Pediatric Examiners: Prepubescent Children81 
• Work as part of a multidisciplinary team to respond to child sexual abuse 
• Communicate with children in a child-focused, victim-centered, and trauma-informed manner 
• Provide ethical, compassionate, and objective health care 
• Ensure children’s immediate safety issues are addressed 
• Recognize the impact that sexual abuse can have on children’s health and wellbeing  
• Ensure the needs of children and caregivers for support and crisis intervention are addressed 
• Document the medical history 
• Conduct a physical and anogenital examination and document exam findings (written and photo-

documentation) 
• Collect forensic samples as applicable 
• Screen for and treat STDs, including HIV, as applicable 
• Refer children for post-exam care and services and caregivers for supportive services 
• Testify in court if needed  
• Recognize the examination is an opportunity to facilitate healing by treating children holistically, 

taking into consideration the unique needs of each child and family unit 
 
 

See www.Kidsta.org for updates on the development of national training standards for pediatric 
examiners.  

 
As much as possible, pediatric examiners should be on permanent rather than 
temporary assignment in a community. However, as health care staffing challenges 
exist across the country, facilities often rely on temporary staffing. It can be difficult for 
temporary health care staff to understand the needs of child sexual abuse victims in their 
assigned community or to be familiar with related facility/jurisdictional policies and 
procedures. Also, if staff move to another assignment, arranging court testimony can be 
complicated. Facilities should have policies in place to address these issues. 
 
                                                           
81 Adapted from Day & Pierce-Weeks, 2013. 

http://www.kidsta.org/
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Support advanced education, supervised clinical practice, and certification for health care 
providers who conduct medical forensic examinations for prepubescent child sexual abuse 
victims. It is critical that health care providers are afforded sufficient time by their health 
care facilities to pursue these opportunities. It is also important to recognize that specific 
education, practice, and supervision needs may vary across involved disciplines and 
jurisdictions. For example, non-physician examiners in a specific state may require medical 
supervision and backup in addition to completing necessary training and clinical 
requirements.  
 
Pediatric examiner certification through the IAFN is available to registered nurses and 
advanced practice nurses trained as sexual assault nurse examiners (SANEs). 
Pediatricians can seek child abuse certification through the AAP. NCA standards for 
accredited children’s advocacy centers set minimum guidelines for health care providers 
who conduct child abuse medical evaluation through accredited children’s advocacy 
centers. States and communities may also have their own criteria for pediatric examiner 
education and clinical practice.  
 
To support the above initiatives, communities and health care systems can encourage the 
following:  
 

• The development of educational programs for pediatric examiners of all disciplines 
(both discipline-specific and across disciplines where appropriate); 

• Provision of education in medical schools, nursing schools, nurse practitioner 
programs, and physician assistant programs on the general topic of child sexual 
abuse, with the goal of more effective medical screening and appropriate 
intervention if child sexual abuse is disclosed or suspected; and 

• Strategic planning on how to systematically train, secure, supervise, and retain 
pediatric examiners to serve poor, rural, or remote areas, tribal communities, 
migrant farm worker communities, military installations, and other areas needing an 
enhanced response to child sexual abuse. 

 
See www.Kidsta.org for more information and resources on advanced education, supervised clinical 
practice, and certification for pediatric examiners. 

 
Support the ongoing education of pediatric examiners, as well as their access to 
experts in the child sexual abuse field who can participate in examiner training, 
mentoring, proctoring, peer review of medical forensic examinations, and quality 
assurance. Access to experts and ongoing education has been shown to increase 
examiner competence and improve the quality of examinations, documentation, and 
interpretation of findings over time (Adams et al., 2015). In addition, examiner participation 
in multidisciplinary training opportunities and case review can help evaluate and improve 
team response and interventions. (See A3. Coordinated Team Approach)  
 
Note that for purposes of tracking down examiners who have moved, most hospitals or 
medical clinics by which physicians or advanced practice providers are employed or 
affiliated require them to apply for facility privileges. Providers requesting privileges usually 

http://www.kidsta.org/
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must agree to submit forwarding addresses when they leave. Also, medical licenses can 
be tracked to the state or territory where the provider is working.  
 
Support pediatric examiners in establishing peer review processes. In peer review, 
medical experts in child sexual abuse across disciplines have the opportunity to review 
written and photographic documentation of a child’s examination. They may discuss 
interpretation of medical findings—particularly those thought to be abnormal or indicative 
of sexual abuse—and give the provider who conducted the examination input on his/her 
care and documentation (Adams et al., 2015; Midwestern Children’s Advocacy Center, 
n.d.). Attention to cultural issues may also be discussed. Peer review has been 
demonstrated to improve professional practice patterns (Greeley et al., 2014). It can help 
to improve diagnostic accuracy, assist with confirmation and verification of exam findings, 
and establish a consensus in the data and interpretations (Morton et al., 2010). Because 
often no residual visible injury is seen in child sexual abuse cases, the use of peer review 
can be particularly helpful in strengthening examiners’ skills to not overcall a normal 
variant finding as consistent with sexual abuse (Adams et al., 2015; Makoroff et al., 2002).  
 
The reasons that examiner programs conduct peer review differ from jurisdiction to 
jurisdiction. Some programs use it as a quality assurance process, while others use it as 
ongoing education for providers (Rotolo & Gorham, n.d.). Each program should have a 
peer review process that is clearly defined, including a rationale for conducting the 
review.   
 

Peer review should not be confused with obtaining an expert second opinion. Obtaining a second 
opinion is one aspect of the overall care of the patient. For example, an examiner may reach out to 
an expert to obtain another opinion or confirm findings in a given case. The consulted expert reviews 

the medical report and photo-documentation and subsequently should provide formal written 
documentation of her/his review and conclusions. The second opinion report is then included in the 
patient’s medical record, which will be released for legal proceedings upon request. Jurisdictional protocols 
should be clear in what situations a second opinion may be helpful and the process for obtaining one, and 
clarify how a second opinion and formal report differs from a program clinical peer review.   
 
Encourage continued research and pilot projects related to telehealth practices in child 
sexual abuse medical forensic examinations.82 Some jurisdictions, particularly those in 
rural and remote areas, are taking advantage of a range of advanced technology to 
support examiners who conduct medical forensic examinations. Use of such technology in 
health care (sometimes called telehealth or telemedicine) can potentially allow pediatric 
examiners to mitigate the barriers of geography to consult with offsite medical experts.83 
Pediatric examiners’ most common uses of telehealth strategies are in peer reviews, 
seeking an expert opinion, and education. Note that many national-level organizations that 
                                                           
82 For example, two studies cite benefits of telehealth strategies specific for child sexual abuse medical forensic examinations–see 
MacLoed et al. (2009) and Miyamoto et al. (2014). An Office of Victims of Crime-funded pilot project, the National Telehealth Nursing 
Center, is using telemedicine technology to provide expert consultation to clinicians caring for adult and adolescent sexual assault 
patients in remote and/or underserved regions of the country. 
83 There are two basic telehealth approaches (drawn from WHO, 2010): Store-and-forward, or asynchronous, strategies involve the 
exchange of pre-recorded data between two or more persons at different times. For example, pediatric examiners may use store-and-
forward applications to obtain input on a case from a medical expert for peer review purposes or a second opinion. Real time, or 
synchronous, strategies require involved persons to be simultaneously present for immediate exchange of information, as in the case of 
live peer review. In both applications, information may be transmitted in a variety of media. 
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provide training and technical assistance of interest to pediatric examiners use technology 
strategies to extend their services to the widest possible audience.  
 
An emerging practice is telehealth as a tool to help guide clinicians in real-time patient 
encounters through live expert consultation. Before live remote consultation during medical 
forensic examinations of prepubescent child sexual abuse victims can become more 
widely accepted, there are a range of logistical and ethical issues and concerns to be 
considered, practices to be evaluated, guidelines and professional education to be 
developed. A few of the related issues that need to be explored are:  
 

• The need for experts’ licensure in the state in which the consultation is being 
provided; 

• The need for liability insurance for experts;  
• Practices regarding who covers costs of expert consultation; 
• Experts’ participation in potential criminal and civil justice proceedings; 
• Impact of telehealth strategies on case prosecution;  
• The possibility that the video consultation could become part of case evidence 

(recognizing that consultation is part of any criminal, civil, or family court 
proceedings);  

• Procedures for protecting patient privacy and complying with applicable privacy 
laws;84  

• Logistics of child-focused, victim-centered, trauma-informed care using telehealth 
strategies; and 

• Concerns about telehealth strategies being viewed as a budget-cutting tool that 
could lead to the elimination of local examiners (recognizing that a trained pediatric 
examiner on-site is the best practice).  

 
See www.Kidsta.org for further information and resources on pediatric examiner continuing 
education and peer networking opportunities, peer review opportunities,85 and related telehealth 

strategies.  

  

                                                           
84 Health care facilities must ensure that electronic communication concerning patient health information conforms to applicable privacy 
laws (e.g., the Health Insurance Portability and Accountability Act (HIPAA) and the Health Information Technology for Economic and 
Clinical Health Act (HITECH)). (See A5b. Confidentiality and Release of Information.) 
85 For example, the Midwest Regional Children’s Advocacy Center hosts medically-focused peer review groups (see 
www.mrcac.org/peer-review/). Its Midwest Regional Medical Academy offers myCasereview (anonymous case review). See 
www.mrcac.org/medical-academy/mycasereview/. 

http://www.kidsta.org/
http://www.mrcac.org/peer-review/
http://www.mrcac.org/medical-academy/mycasereview/
http://www.mrcac.org/medical-academy/mycasereview/
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A4b. Facilities  
These recommendations are for communities to build the capacity of local health care systems to respond to 
sexual abuse of prepubescent children. 
 
Recognize the obligation of health care facilities to serve prepubescent patients who have 
experienced sexual abuse.86  
 

• Although not every health care facility in a community has the capacity to 
offer pediatric medical forensic examinations, every community should 
designate health care facilities that can provide this specialty care (within a 
reasonable travel distance for children and their families, with the term reasonable 
locally defined). The medical forensic examination of prepubescent child sexual 
abuse victims should occur at a medical site where trained pediatric examiners 
conduct the examination. Acute and nonacute care may be offered at the same or 
different facilities, but both types of examinations need to be readily available to the 
local population. (Examinations that are readily available are offered within a 
prescribed time frame appropriate for the urgency of care needed and within a 
reasonable travel distance for children and their families) For acute care, the exam 
site should also have easy access to a full range of medical services that may be 
required by these children. 

• All health care facilities, but especially primary care settings and hospital 
emergency departments, should screen for child sexual abuse. If sexual 
abuse is disclosed or suspected, care providers should be aware of 
community response policies and implement community-specific 
interventions for initial health assessment (note this initial assessment is NOT 
the medical forensic examination). Primary care and emergency department 
medical personnel should: (1) ensure that child victims who enter the health care 
system receive necessary emergency medical treatment and are assessed for 
urgency of medical forensic care needed; (2) make a mandatory report of the sexual 
abuse to legal authorities; and (3) arrange medical forensic care performed by a 
pediatric examiner. (See B3. Entry into the Health Care System)  

 
The Joint Commission on Accreditation of Healthcare Organizations (the Joint Commission)87 requires 
that emergency and ambulatory care facilities have policies to identify and assess possible victims of 
sexual assault, sexual molestation, and child abuse and neglect; and require staff training on the 

policies. As part of the assessment process, the Joint Commission requires facilities to define their 
responsibilities related to collection and preservation of evidentiary materials. Pediatric examiners aid 
many health care facilities in carrying out the requirements. 88  
 

                                                           
86 Historically, response to child sexual abuse has been perceived as largely a criminal justice or child protection system responsibility. 
However, child sexual abuse is a public health issue that has negative long-term implications for victims, families, and communities, and 
requires specialty care for its victims. 
87 Joint Commission standards for accreditation (www.jointcommission.org/standards_information/standards.aspx) address a health care 
organization’s level of performance in specific areas—not just what it is capable of doing, but what it actually does. The standards set 
forth maximum achievable performance expectations for activities that affect quality of care.  
88 The paragraph was drawn in part from Bobak (1992) and Ledray (2001). 

http://www.jointcommission.org/standards_information/standards.aspx
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Facilities should be familiar with the federal Emergency Medical Treatment and Active Labor Act (EMTALA), 
which has provisions pertaining to the ability of hospitals to transfer patients with emergency medical 
conditions.89 
 
Explore possibilities for optimal exam site locations. Multidisciplinary response teams 
for child sexual abuse, in conjunction with health care facilities and pediatric examiners, 
should determine where acute and nonacute examinations for prepubescent children 
should be conducted for their community. 
 

Key Factors to Consider when Identifying Designated Exam Facilities 
• Access to trained pediatric examiners (top priority) (see A4a. Pediatric Examiners) 
• Examiner capacity to photo-document anogenital findings (see B6. Photo-Documentation) 
• Needs of children and families (e.g., exam site within a reasonable distance) 
• 24/7 access for emergent needs, determination of urgency of medical forensic care, acute medical 

forensic care, and referrals for nonacute care (see B3. Entry into the Health Care System) 
• Particularly for acute care, access to the full range of medical services for children, supplies and 

equipment needed to complete an examination, lab services,90 and a pharmacy for medication91 
• Established measures to promote safety for patients, their families, and staff (see A1. Principles of 

Care) 
• Privacy for children and families (see A1. Principles of Care) 
• Appropriate space/setting (e.g., an exam room, sitting area, toilets, place to wash, lighting, and 

furniture) 
• Compliance with local safety and health regulations (e.g., resuscitation equipment, electricity, 

water, sewerage, ventilation, sterilization, and waste disposal) 
• A child-friendly environment that speaks to physical, developmental, psychological, and spiritual 

needs of prepubescent children and takes into account the child’s best interests at all times 
(although the exam facility may not be specifically devoted to the care of children, such as in a 
children’s hospital92 or a children’s advocacy center, it should make the process as child-focused and 
friendly as possible) (see A1. Principles of Care) 

• Capacity to accommodate cultural and linguistic needs of patients and caregivers (access to 
language services, tools/devices to help facilitate communication for individuals with disabilities, 
related staff training, culturally-specific service providers and support persons, etc.) (see A2. 
Adapting Care for Each Child) 

• Capacity to accommodate needs of children with disabilities and those who are Deaf, as per 
standards set forth in the American with Disabilities Act (ADA)93 (see A2. Adapting Care for Each 
Child) 

                                                           
89 42 U.S.C. § 1395dd. For more information on EMTALA, see www.emtala.com. It may be useful for sites to exemplify many of the 
Magnet model outcomes outlined by the American Nurses Credentialing Center (2011). See 
www.nursecredentialing.org/Magnet/ProgramOverview/New-Magnet-Model. 
90 Hospital labs generally do not do the type of toxicology testing required in a sexual abuse case. 
91 Free-standing health clinics that conduct the examination should have ready access to medications that may be needed in these 
cases, such as those for HIV non-occupational post-exposure prophylaxis, even without a clinic pharmacy. 
92 See www.childrenshospitals.org/Issues-and-Advocacy/Population-Health/Child-Abuse for the Children’s Hospital Association’s (2011) 
Defining the Children’s Hospital Role in Child Maltreatment (2nd ed.).  
93 Title II and Title III of the Americans with Disabilities Act (ADA) explains requirements for facilities in accommodating persons with 
disabilities (which may vary depending on the type of facility). Title II prohibits discrimination against persons with disabilities in all 
programs, activities, and services of public entities. Title III requires places of public accommodation to make reasonable modification in 
their policies, practices, and procedures to accommodate individuals with disabilities. See www.ada.gov for related ADA information and 
resources. 

http://www.emtala.com/
http://www.nursecredentialing.org/Magnet/ProgramOverview/New-Magnet-Model
https://www.childrenshospitals.org/Issues-and-Advocacy/Population-Health/Child-Abuse
http://www.ada.gov/
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Key Factors to Consider when Identifying Designated Exam Facilities 
• Visual indications that all types of children are welcome (e.g., displays of different faith symbols, 

cultural icons, and rainbow flag/triangle,94 as well as images of children with from diverse 
backgrounds, children with different abilities/disabilities, and children accompanied by diverse 
caregiver figures) (see A2. Adapting Care for Each Child) 

• Clinical staff trained to care for and support children and caregivers until the examiner arrives (if not 
on site) (see B3. Entry into the Health Care System) 

• Policies and mechanism for mandatory reporting in these cases and to trigger multidisciplinary 
response as per jurisdictional policy (see A5a. Reporting and A3. Coordinated Team Approach) 

• Capacity to access victim advocacy and other child and family support services during the exam 
process (See A1. Principles of Care and A3. Coordinated Team Approach) 

• Capacity to connect children and caregivers to needed follow-up resources, care, and services (See 
B11. Discharge Planning and Follow-Up Care) 

• Capacity to ensure the appropriate evidentiary kits are available and forensic evidence collected is 
maintained under proper chain of custody until it is released to law enforcement (See A5c. 
Evidentiary Kits and Forms and A5e. Evidence Integrity) 

• Capacity and policies in place to securely store and appropriately release the medical records of 
children who receive medical forensic care (with mechanisms to limit access to only those permitted 
by law and in consultation with examiners for interpretation purposes) (See B4. Written 
Documentation and B6. Photo-Documentation) 

• Site billing department adherence to proper coding and billing practices for sexual abuse cases that 
follow federal law and jurisdictional policy (See A5f. Payment Issues) 

• Support of continuing education for pediatric examiners (See A4a. Pediatric Examiners) 
• Ideally, designated exam facilities are hospital and/or medical clinic settings (with medical clinics 

including but not limited to children’s advocacy centers’ medical services). The multidisciplinary 
response team should arrange to have at least one site in the community or region that provides 
24/7 access for acute examinations conducted by trained pediatric examiners. Where they exist in a 
community, children’s advocacy centers with medical services typically offer the most appropriate 
site for nonacute examinations.  

 
See www.Kidsta.org for technical assistance on addressing the above facility capacity issues.  
 

Consider what type of system of designated exam facilities best serves community 
needs (e.g., local, tribal, regional, state, territorial, or other). Some issues that might affect 
this decision include: type of community demographics and geography; availability of 
health care facilities and specialized care programs; capacity to secure trained pediatric 
examiners and necessary space, equipment, and supplies; and willingness of involved 
disciplines to coordinate with particular facilities. Multidisciplinary response teams are 
encouraged to consider first using nearby facilities so that children and families do not 
have to travel considerable distances for care. Military installations may rely on military 
health facilities if they have access to a trained pediatric examiner. However, some 
communities may opt for regional rather than local facilities. For example, a small state, a 
tribe, or a sparsely populated region may establish one or more designated facilities to 
serve all of its localities.  
 
                                                           
94 These are popular symbols of pride for lesbian, gay, bisexual, transgender, and/or intersex (LGBTI) people. 

http://www.kidsta.org/
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Consider a model of medical service provision for child victims of sexual abuse in which 
the initial assessment of urgency of care needed, the medical forensic examination, and 
related health care are provided to children in the same location and preferably by the 
same health care provider (a trained pediatric examiner). The exception would be if the 
child required emergency medical care—hospital emergency department personnel 
typically will attend to those needs first.  
 

Children’s advocacy centers that are not 24/7 (most are not), or that do not have medical services on 
site, should coordinate with health care facilities designated as acute and/or nonacute exam sites 

(usually local or regional hospitals) to ensure 24/7 access for examinations conducted by trained pediatric 
examiners.  
 
If a transfer of the child from one health care facility to a designated acute exam site is 
necessary, use procedures that address children’s needs, satisfy EMTALA requirements, 
and minimize time delays and loss of forensic evidence. Communities and health care 
facilities should avoid transfers whenever possible, as it can cause children and family 
members further stress, and destroy forensic evidence. However, if a child arrives at a 
health care facility within the jurisdictional time frame for acute medical forensic care or 
such care is otherwise indicated (see B3. Entry into the Health Care System) and the 
facility is not able to provide that specialty care, interagency transfer procedures must be in 
place to transfer the child to the nearest designated acute exam facility. The initial facility 
should communicate with the receiving exam site to confirm the availability of a pediatric 
examiner to provide care to ensure minimal or no delay in the medical forensic 
examination process. The child should receive a general medical screening promptly after 
arrival at the initial facility (e.g., within one hour)95 and before transfer to another health 
care facility. Emergent medical injuries or psychological issues must be addressed before 
initiating a transfer.  
 
Prior to the transfer, providers should discuss with the child and caregiver the 
reasons for the transfer. Health care providers can work with criminal justice 
representatives and advocates to ensure related transportation needs are met and other 
support needs of the family are addressed (e.g., child care for other children). Support and 
advocacy at the initial facility and exam site should be offered when available.  
 
When making a transfer, health care facilities should prioritize the child’s comfort and take 
precautions to minimize the loss of forensic evidence. A copy of the child’s records, 
including reports of any treatment administered or testing performed, should be 
transported with the child to the exam facility.  
 
 
 
 
 
                                                           
95 The general medical screening determines airway, breathing, and circulatory status. It does not include examination of genitalia or 
additional screening unless there is evidence of hemodynamic instability, psychiatric crisis, or acute medical complaint (such as genital 
bleeding). It includes only a minimal history to establish last point of contact and the identity of the suspected perpetrator, if known. An 
acknowledgement of risk factors for HIV and other STDs needs to be taken into account during and as part of transfer. 
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Develop agreements among responders to clarify facility issues. Communities should 
consider: 
 

• Agreements among health care facilities regarding standard practices in 
screening for and responding to suspected prepubescent child sexual abuse. 
Such an agreement should address expectations related to: screening, mandatory 
reporting, addressing child safety issues, emergency medical care, initial 
assessment for urgency of care needed, arranging specialized care, backup 
planning (e.g., in the case a pediatric examiner is not available at the exam site or 
multiple victims require care beyond what one site can manage); and transfer 
procedures from one health facility to an exam site, if necessary.   

• Agreements among health care facilities, exam sites, children’s advocacy 
centers, investigative agencies, and multidisciplinary response teams 
regarding the logistics of designated exam sites. Such an agreement should 
identify designated exam sites and whether they provide acute and/or nonacute 
examinations, primary exam sites and alternatives, hours of operation for each site, 
procedures for facilitating an examination at each site, and referrals to community 
resources.  

• Agreements among health care facilities, exam sites, multidisciplinary 
response teams, children’s advocacy centers, and community-based sexual 
assault victim advocacy programs to ensure victim advocacy. Procedures are 
needed to allow activation of victim advocates trained to work with children (if 
available) to come to the exam site or another health care facility to which children 
may present and to provide crisis intervention, advocacy, and accompaniment 
services for children, caregivers, and/or other family members. This agreement can 
clarify the potential roles of victim advocates in the exam process, coordination of 
services, and confidentiality issues. 
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A4c. Equipment and Supplies 
These recommendations are for health care facilities and pediatric examiners for exam equipment and 
supplies.  
 
Plan to have specific equipment and supplies readily available for the medical forensic 
examination of prepubescent victims of sexual abuse. Below is a checklist of equipment 
and supplies, with minimum requirements starred (*) (adapted in part from Day & Pierce-
Weeks, 2013). However, follow jurisdictional and facility policies regarding use of specific 
equipment and supplies. Note that not every item will be needed in every case.  
 

Checklist of Equipment and Supplies 
 Examination table/bed/stretcher (consider access issues for children with physical disabilities96)* 
 Patient gowns and bed linens/sheets  
 Basic medical supplies for injury treatment (e.g., sutures, bandages, splints, and scissors)  
 Resuscitation equipment 
 Patient comfort supplies (See A1. Principles of Care) 
 Powder-free, latex-free, nonsterile examination gloves* 
 Lubricant 
 Culture supplies* 
 Needles, syringes 
 Sharps disposal container 
 Method or device to sterilize equipment 
 Sterile water, sterile normal saline* 
 A method or device to dry specimens (e.g., swab dryer or open air cardboard drying rack) 
 Forensic evidence collection kits, forms, and exam protocol* (See A5c. Evidentiary Kits and Forms) 
 Any testing supplies not included in the forensic evidence collection kit (and access to testing results) 
 Forensic supplies* (e.g., paper bags, evidence tape for sealing bags, additional envelopes, containers, 

cotton-tipped swabs, and packaging for wet forensic evidence) (See B8. Evidence Collection for other 
supplies) 

 Handheld magnifying glass or magnified visor  
 Digital camera and related supplies (e.g., batteries, flash, photographic reference ruler/standard—

basic and color, identification stickers, tripod/monopod, camera manual, and cleaning supplies) (See 
B6. Photo-Documentation and B7. Examination) 

 Colposcope97 
 Scales, height chart, measuring tape 
 Written materials for children and caregivers (See A1. Principles of Care) 

                                                           
96 For example, the ideal is an exam table with a hydraulic lift for children with mobility impairments. If not available, health care 
personnel must know how to assist patients with physical disabilities onto standard exam tables. If it is determined that a patient can 
only be examined on an exam table with a hydraulic lift, procedures should be in place to transport the patient, in acute cases, to a site 
with such a table with as little loss of forensic evidence as possible.  
97 Use of a colposcope is an option if a community can afford/access such equipment. Note that colposcopes are the standard in many 
communities for magnified visualization and photo-documentation of anogenital structure detail. In communities which do not have the 
ability to use colposcopes, many are opting for digital cameras as the next best alternative to achieve magnification and capture still- 
and video images that allow for a permanent record of the anogenital examination findings. 
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Checklist of Equipment and Supplies 
Additional equipment and supplies to consider: 
 A mobile cart or portable pack for the inpatient child 
 An alternate light source (ALS)98 to aid in examining patients’ bodies, hair, and clothing. ALS can be 

used to scan for forensic evidence, such as dried or moist secretions and fluorescent fibers, which is 
not visible in ambient light (see B7. Examination) 

 Toluidine blue dye (TBD) may be used to accentuate minor epithelial damage, either with or without 
magnification (see B7. Examination)99  

 
Examiners should know how to properly use all related equipment and supplies, 
specific to prepubescent children. It is important that pediatric examiners, exam 
facilities, and forensic scientists stay abreast of the latest research on equipment and 
supplies used in caring for prepubescent children, and the current forensic science 
recommendations for forensic evidence collection. (See B7. Examination and B8. 
Evidence Collection for more on the use of equipment and supplies) 
 

Note that specula should not be used in the examination of prepubescent or premenarchal girls, 
unless they are under sedation or anesthesia for significant medical concerns (e.g., bleeding or a 
mass or foreign body in the vagina). An anoscope is also generally not indicated for prepubescent 

children, unless they are under sedation or anesthesia for significant medical concerns (e.g., rectal bleeding 
or pain). In cases where sedation or anesthesia is necessary, pediatric examiners typically work in 
conjunction with appropriate surgical specialists. (See B7. Examination) 
 
 

  

                                                           
98 Examiners should be educated about the advantages and limitations of using ALS in sexual abuse medical forensic examinations and 
receive instruction on its proper use to improve sensitivity and specificity when identifying stains (Eldredge, Huggins, & Pugh, 2011). 
(See general instructions offered in B7. Examination.) The Wood’s lamp is no longer recommended, as semen samples do not fluoresce 
on fabric or skin at wavelengths associated with this light source (Anderst, 2011; Eldredge, Huggins, & Pugh, 2011; Santucci, 1999). 
ALSs with wavelengths of 400 to 600 nanometers (nm) are effective in fluorescing semen particles; use of light sources with 
wavelengths around 450 nm is reported to have 83 percent accuracy in differentiating semen from other stains. Note ALS use in 
detecting stains on skin is limited (Wawryk & Odell, 2005). Continued research is needed on: the use of ALS as a tool in identifying and 
collecting forensic evidence; the sensitivity and specificity of various long wavelength lights on various skin types and at various time 
frames after application of stains; the role of time and normal “wear and tear” on stains; and the development of a system to distinguish 
semen from other stains (Eldredge, Huggins, & Pugh, 2011). Note no research base currently supports the use of ALS to accurately 
interpret subclinical bruising. In fact, Lombardi et al. (2015) found in a study of adults that more than half the time, positive fluorescence 
of a bruise was actually something other than a bruise. 
99 TBD binds to nucleated squamous cells in the deeper layers of epidermis and, when properly applied, will only stain areas with acute 
injuries or those that have been recently abraded of the top epithelial layer (Blackburn & Stokes, 2013). TBD is not universally used in 
adult, adolescent, or prepubescent child sexual assault/abuse medical forensic examinations and is considered controversial as a tool 
for detecting injury in some jurisdictions (e.g., it may be perceived by the court as changing the appearance of the tissue). No research 
is available (and would be useful) on the use and limitations of TBD, specifically with prepubescent child sexual abuse victim population. 
(See B7. Examination for general instruction for use of TBD.) 
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A5. Infrastructure for Justice System Response During 
the Exam Process  
 
Introduction  
This section discusses elements essential to facilitate an effective initial response by the justice system to 
prepubescent child sexual abuse via child protective services and/or law enforcement agencies, focusing on 
multidisciplinary coordination during and related to the exam process.  
  
A5a. Reporting  
Mandatory reporting statutes in a jurisdiction identify individuals—certain professionals and 
community members, and sometimes, all citizens—who are required to report suspicions of child 
sexual abuse, physical abuse, and neglect to legal authorities. That report typically triggers 
protective and investigative responses and can be a tool to facilitate medical forensic care as well 
as support for children and their families. 
 
A5b. Confidentiality and Release of Information  
Statutes and policies addressing confidentiality of child-responder communications in child sexual 
abuse cases and related records (including those from the medical forensic examination) typically 
allow information sharing among specified protective and investigating agencies so that case 
decisions are as informed as possible.  
 
A5c. Evidentiary Kits and Forms  
Standardized evidentiary kits and forms are typically used during the medical forensic examination 
in a jurisdiction to (1) make forensic evidence collection practices consistent across the community; 
(2) create a record of the medical history and exam findings; and (3) maintain the chain of custody 
of forensic evidence and information that will be included in the kit.  
 
A5d. Timing of Evidence Collection  
Forensic evidence collection in a particular case depends on timing and case circumstances. In 
addition to jurisdictional time frames for forensic evidence collection (e.g., within a certain number 
of hours or days since the sexual abuse), case circumstances may indicate a need for acute 
medical forensic care and forensic evidence collection.  
 
A5e. Evidentiary Integrity   
Maintaining the integrity of forensic evidence increases the likelihood it will be admissible if the 
case goes to trial. Jurisdictions should have policies in place regarding drying, packaging, labeling, 
sealing, and security of forensic evidence, as well as transfer of forensic evidence from exam 
facilities to law enforcement agencies.  
 
A5f. Payment Issues  
Jurisdictions investigating these cases have an obligation to cover all forensic costs associated 
with the medical forensic examination (recognizing that what jurisdictions consider to be forensic 
expenses can vary). Children and their families should not be obligated to pay for forensic costs, 
nor should exam facilities bill them for forensic expenses. Children and caregivers/families should 
be advised of their specific responsibilities regarding coverage of expenses related to medical 
forensic examination as well as any financial assistance available to help with these expenses, 
such as crime victims’ compensation. Jurisdictional reimbursement practices for examiners 
conducting the examinations and for the exam facilities should be fair and equitable. 
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A5a. Reporting 
These recommendations are for communities and responders related to mandatory reporting of sexual 
abuse involving prepubescent children. 
 
Develop community-wide public awareness initiatives on mandatory reporting. 
Professionals who interact with children and families, as well as citizens in general, need 
education regarding mandatory reporting laws and policies in their communities related to 
child sexual abuse. The same type of constituent education is necessary in institutional 
settings and for tribal communities and military installations that have their own mandatory 
reporting requirements. In these settings, there is a need to explain if and how reporting 
and response to child sexual abuse is coordinated with agencies in the 
surrounding/another jurisdiction. Given that children who are abused often do not or 
cannot advocate for themselves, community professionals and citizens represent the front 
line in safeguarding their interests and connecting them with entities that can protect and 
help them. 
 
Make sure that professionals and agencies/facilities involved in the community 
response to prepubescent child sexual abuse are aware of reporting requirements 
and what happens in a case once a report is made. They should know if they are a 
mandated reporter under jurisdictional laws, under what circumstances to report, the type 
of information to report, to whom they should report, the reporting procedures, and the 
timelines for making a report. They may need to be aware of reporting laws and 
procedures in more than one jurisdiction (e.g., for those who serve tribal communities, they 
should know applicable tribal, federal, and state laws and procedures for reporting). See 
below for a brief overview of child abuse and neglect reporting practices in the United 
States, which are inclusive of child sexual abuse. 
 

General Information on Child Abuse and Neglect Reporting Practices 
Requirement to report— 
• States, the District of Columbia, and territories100 (Child Welfare Information Gateway, 2014b): All 

require certain persons to report suspected child abuse and neglect to an appropriate agency or 
agencies, such as child protective services, a law enforcement agency, and/or a state toll-free child 
abuse reporting hotline.101 Mandatory reporters vary across jurisdictions, but typically include 
individuals who have frequent contact with children: e.g., social workers, school personnel; 
physicians, nurses, and other health-care workers; counselors, therapists, and other mental health 
professionals; child care providers; medical examiners or coroners; law enforcement officers; and 
multiple other persons and entities.102 Some jurisdictions require any person who suspects child abuse 
or neglect to report.103 In all states, the District of Columbia, and territories, any person is permitted 
to report. Voluntary reporters of abuse are also referred to as permissive reporters.104 

                                                           
100 In this document, “territories” refer to those U.S. territories that are permanently inhabited: American Samoa, Guam, the Northern 
Mariana Islands, Puerto Rico, and the U.S. Virgin Islands.  
101 For state toll-free reporting numbers, see Child Welfare Information Gateway at 
www.childwelfare.gov/organizations/?CWIGFunctionsaction=rols:main.dspROL&rolType=custom&rs_id=5.  
102 See Child Welfare Information Gateway (2014a) for a discussion of how states have or have not addressed the issue of clergy as 
mandated reporters and clergy-penitent privilege within their reporting laws. At the time of this document’s publishing, a little more than 
half the states and Guam include clergy as mandated reporters of child abuse and neglect. 
103 Child Welfare Information Gateway (2014b) details who is required to report in a specific state or territory. See 
www.childwelfare.gov/pubPDFs/manda.pdf for a compilation. Alternatively, search for a specific state or territory statute at 
www.childwelfare.gov/topics/systemwide/laws-policies/state/.  

https://www.childwelfare.gov/organizations/?CWIGFunctionsaction=rols:main.dspROL&rolType=custom&rs_id=5
https://www.childwelfare.gov/pubPDFs/manda.pdf
https://www.childwelfare.gov/topics/systemwide/laws-policies/state/
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General Information on Child Abuse and Neglect Reporting Practices 
• Tribal communities: Federal laws (Public Law 101-630, codified in 25 U.S.C. § 3203 and 18 U.S.C. § 

1169, and Public Law 101-647, codified in 42 U.S.C. § 13031 and 18 U.S.C. § 2258) require certain 
professionals in the health care, mental health, education, child care, and law enforcement fields who 
work with children in Indian Country,105 as well as on federal lands or in federally operated (or 
contracted) facilities, to report suspected child abuse and neglect. Some tribes, particularly those in 
Public Law 280 jurisdictions, may also be required to follow state reporting laws and procedures. 

Tribes, as sovereigns, may enact their own codes and laws that include reporting requirements for 
professionals who may come into contact with children. In addition, certain professionals may have 
licensing standards that require the reporting of suspected child abuse or neglect. All mandatory 
reporters in the case of child abuse and neglect that occurs in tribal communities should be directed 
to report to the appropriate local law enforcement agency or child protection services/social services 
within the time frame required by statute.106 

• Military installations: Military service installations’ family advocacy programs receive reports of child 
abuse and neglect for families of service members assigned to that installation.107 Certain Department 
of Defense personnel are considered mandatory reporters, including commanders and military police, 
military health care staff, child and youth staff, and school personnel. Family advocacy program 
reports are shared with military police and appropriate civilian agencies (reports can also be made 
directly to them).  

• Institutional settings (such as college campuses or correctional facilities) may have internal child 
abuse and neglect reporting requirements.108 

 
Penalties for not reporting: Most jurisdictions impose criminal penalties on mandatory reporters who 
knowingly or willfully fail to make a report of, or prevent a subordinate from reporting, suspected child 
abuse or neglect.109 
 
Immunity from liability: Jurisdictions generally provide immunity from liability for persons who in good 
faith report suspected child abuse or neglect under reporting laws.110 
 
When to report: The circumstances under which a mandatory reporter must make a report vary, 
depending on the jurisdiction or institutional setting. In many jurisdictions, a report is required when the 
reporter, in her/his official capacity, reasonably suspects that a child has been abused or neglected.  

                                                                                                                                                                                                 
104 Note that other laws may impact voluntary reporting (e.g., VAWA confidentiality provisions as explained later in this chapter).  
105 Indian Country refers to: (a) all land within the limits of any Indian reservation under U.S. jurisdiction, notwithstanding the issuance of 
any patent, and, including rights-of-way running through the reservation, (b) all dependent Indian communities within the borders of the 
U.S. ,whether within the original or subsequently acquired territory thereof, and whether within or without the limits of a state, and (c) all 
Indian allotments, the Indian titles to which have not been extinguished, including rights-of-way running through the same (18 U.S.C. § 
1151) (Child Welfare Information Gateway, 2012b). 
106 For more information on reporting in tribal communities, see Working with Children in Indian Country: Mandatory Reporting 
Obligations and Victims’ Rights in Federal Court (Hagen, 2013) at 
www.nationaldec.org/goopages/pages_downloadgallery/downloadget.php?filename=27649.pdf&orig_name=children_indian_country_-
lh_12182013.pdf  and Child Protection in Indian Country: A Handbook for Indian Health Service and Bureau of Indian Affairs (Center on 
Child Abuse and Neglect, n.d.) at www.icctc.org/IHS-BIA%20CPT%20Handbook/CPT.htm. The Tribal Law and Policy Institute at 
www.tribal-institute.org/lists/child.htm also offers related resources. 
107 Military OneSource at www.militaryonesource.mil/health-and-wellness/family-violence?content_id=282305 offers reporting 
instructions and a link to installation-specific contact information for family advocacy programs. 
108 For example, PREA requires juvenile detention centers to have reporting systems for sexual abuse. Typically, facilities are mandated 
to report suspicions of sexual abuse, and work in conjunction with child protection services, law enforcement agencies, and other 
reporting authorities so that reports are directed to appropriate responders in the facility and the community.    
109 Child Welfare Information Gateway (2014c) details specific penalties in different states and territories. See 
www.childwelfare.gov/pubPDFs/report.pdf. See Hagen (2013) for related information for Indian Country. 
110 Child Welfare Information Gateway (2012a) details laws related to immunity in different states and territories. See 
www.childwelfare.gov/pubPDFs/immunity.pdf. See Hagen (2013) for related information for Indian Country. 

http://www.nationaldec.org/goopages/pages_downloadgallery/downloadget.php?filename=27649.pdf&orig_name=children_indian_country_-lh_12182013.pdf
http://www.nationaldec.org/goopages/pages_downloadgallery/downloadget.php?filename=27649.pdf&orig_name=children_indian_country_-lh_12182013.pdf
http://www.icctc.org/IHS-BIA%20CPT%20Handbook/CPT.htm
http://www.tribal-institute.org/lists/child.htm
http://www.militaryonesource.mil/health-and-wellness/family-violence?content_id=282305
https://www.childwelfare.gov/pubPDFs/report.pdf
https://www.childwelfare.gov/pubPDFs/immunity.pdf
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General Information on Child Abuse and Neglect Reporting Practices 
Reporting procedures: Reporting procedures vary across jurisdictions and institutional settings regarding 
timing of an oral report, need for and timing of a written report, and information to provide the receiving 
agency. Often, the following information is sought: contact and identifying information for the child and 
the suspected perpetrator, including the nature of the relationship between child and perpetrator; the 
reporter’s contact information;111 and the reason for the concern.  
 
Initial response to a mandatory report: Laws and/or policies in each jurisdiction and institutional setting 
should specify procedures for the initial response required by agencies receiving child abuse and neglect 
reports. If a child protective service agency in a jurisdiction receives a report, it generally has a process to 
screen the case to determine whether acts meet jurisdictional statutory definitions of child abuse or 
neglect. Child protective service agencies generally have the responsibility of responding to cases in which 
child abuse or neglect is caused by one or more persons who have caregiver responsibilities. They also 
usually have jurisdiction-specific procedures for cross-reporting cases to law enforcement agencies for 
potential criminal investigation. Investigations may be conducted by the child protective service agency, a 
law enforcement agency, or cooperatively by both agencies. Institutional settings may have specific initial 
response procedures. 
 
Sharing report information: Most jurisdictions and institutional settings with child abuse reporting 
systems require some or all agencies that receive mandatory reports to share report information among 
entities conducting the investigation or assessing child protective needs.112 Typically, child protective 
service agency reports are shared among social services agencies, law enforcement agencies, and 
prosecutors’ offices. Child sexual abuse multidisciplinary response teams should ensure that mechanisms 
are in place to facilitate information sharing in individual cases among agencies in their jurisdiction 
involved in investigations. Agencies/facilities and teams should consider applicable privacy laws when 
creating information sharing policies. (See A5b. Confidentiality and Release of Information) 
 
Stress that a SUSPICION of child sexual abuse alone IS SUFFICIENT to trigger a 
mandatory report. Child abuse reporting systems function to ensure children’s safety if 
any question exists that abuse or neglect has occurred.113 Suspicion of sexual abuse may 
be based on a disclosure by the child or another person, or observations of a pattern of 
indicators associated with sexual abuse.  
 
It is not a mandatory reporter’s role to verify that abuse has occurred. A mandatory 
reporter should not make any assumptions about legal charges or actions that may be 
taken in response to a report. Mandatory reporters must not fail to report because they 
believe that the victim or another responder or third party has already reported or will make 
a report (e.g., primary care providers may inaccurately think that if they refer the child to a 
pediatric examiner, they do not need to report themselves).  
 
                                                           
111 Although some jurisdictions permit anonymous reporting, it is helpful if the agency receiving the report has reporter contact data in 
case additional information is needed. Child Welfare Information Gateway (2014b) details policies on inclusion of reporters’ identity in 
different states and territories. See www.childwelfare.gov/topics/systemwide/laws-policies/statutes/manda/. 
112 Child Welfare Information Gateway (2013b) details information sharing policies in different states and territories. See 
www.childwelfare.gov/topics/systemwide/laws-policies/statutes/confide/.  
113 In some jurisdiction, the duty to report is triggered no matter how long ago the abuse occurred. In other states, time limitations are 
placed on the reporting obligation. Sometimes, but not always, statutes make time limitations explicit. If a jurisdiction does not have clear 
language regarding such time limitations in its statutes, it can be useful to seek legal guidance to answer this question. (Gudeman and 
Monasterio (2014).) 

https://www.childwelfare.gov/topics/systemwide/laws-policies/statutes/manda/
https://www.childwelfare.gov/topics/systemwide/laws-policies/statutes/confide/
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If the child or contact children are in imminent danger of abuse, an immediate oral report to law 
enforcement and/or child protective service agencies is critical. In the oral report, reporters must 
clearly convey the urgency of the need for an immediate protective response.  

 
Understand how mandatory reporting and the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) confidentiality provisions interact. The HIPAA privacy 
rule and its implementing regulations (45 CFR Part 160 and Subparts A and E of Part 
164), established national standards for the protection of certain individually identifiable 
health information created or held by health plans, certain health care providers, and 
health clearinghouses. Health care facilities and medical personnel involved in caring for 
prepubescent child sexual abuse victims should be instructed that (1) mandated child 
abuse and neglect reporting laws fit under exceptions to HIPAA and require the release of 
information as allowable by applicable laws when reporting is triggered (Gudeman & 
Monasterio, 2014); and 2) they may disclose only information that is necessary to satisfy a 
jurisdiction’s mandatory reporting requirements.  
 
Ensure that mandatory reporting procedures are consistent with the confidentiality 
provisions of the Violence Against Women Act (VAWA). This provision prevents VAWA 
grantees that provide victim services from releasing personally identifying information 
about a victim served without the victim’s consent.114 However, it includes exceptions in 
situations where release is mandated by law, such as mandatory reporting of child abuse. 
In such cases, the grantee is required to notify the victim and take steps necessary to 
protect the privacy and safety of the persons affected by the release. VAWA grantees who 
are not mandated reporters under their jurisdictional laws may only report abuse with 
victim consent.115 
 
Ensure that responders know their agency/facility procedures and jurisdictional 
requirements for making a mandatory report of child sexual abuse. An organization may 
have internal procedures related to reporting to comply with applicable reporting laws. In 
addition to jurisdictional requirements of individual responders, some entities may require 
their staff to share child abuse suspicions with a centralized administrator, who then makes 
mandated reports on behalf of the entity (Gudeman & Monasterio, 2014). In most 
jurisdictions, however, reporting to a superior in an organization does not negate the 
obligation of the person with first-hand knowledge to report. Also, waiting for a centralized 
administrator to report is not appropriate when a child is in imminent danger. Responding 
agencies should train their staff on how to report so they do not need to seek out a 
superior or wait for a centralized administrator in order to make a report (even if they are 
required to involve their superior/centralized administrator at some point in the process).   
 
Ensure that communities and multidisciplinary response teams facilitate coordination of 
response to reports of child sexual abuse among child protective services, law 
enforcement agencies, and any other agency officially designated to receive or respond to 

                                                           
114 Note that medical forensic examinations are generally not considered victim services. 
115 VAWA grantees who are not mandatory reporters who have questions about actions they can take in response to child sexual abuse 
disclosures are encouraged to seek appropriate legal counsel, as well as related training. For example, the Oregon Law Center offers a 
slide presentation at www.doj.state.or.us/victims/ppt/confidentiality.ppt on survivor confidentiality for non-profit service providers, which 
addresses this scenario, among other issues (Dority & Selig, 2013). 

http://www.doj.state.or.us/victims/ppt/confidentiality.ppt
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reports. Specifically they should: (1) Educate mandatory reporters to report to the 
appropriate entity, but also streamline the initial response to encourage and facilitate timely 
reporting. No matter which agency receives a report, it should be acted upon in an 
appropriate, prompt manner. (2) Educate reporters regarding what type of response to 
expect from child protective services, law enforcement agencies, or other receiving agency 
following a report of sexual abuse; how these agencies respond differently given case 
circumstances; and if, when, and how they coordinate their actions in a case. (3) Ensure 
that agencies receiving reports facilitate immediate coordinated interventions in situations 
when there is concern about a child’s imminent safety. To this end, the method to report 
should not be via an answering machine—a live intake person is recommended. (4) 
Publicize among responders to child sexual abuse and other mandatory reporters in the 
community or institutional setting appropriate contact persons in the child protective 
service agency and law enforcement agencies in case of reporting questions or concerns.   
 

Mandated reporters should explain reporting requirements to children and caregivers, in a way 
that is appropriate to the child’s developmental level, as well as the linguistic capacity of the child 

and caregiver. In particular, health care providers can: (1) Describe their obligations as mandatory 
reporters. (2) Include children in the reporting process, to the extent appropriate, to help reduce the fear, 
anger, and/or perceived lack of control that can accompany mandated reporting.116 For example, talk with 
them about confidentiality rights and that sexual abuse requires a breach in that confidentiality (Gudeman 
& Monasterio, 2014). If children are developmentally able, provide the opportunity for them to report 
without a caregiver present. Be aware that if children or their caregivers indicate a report has already been 
made, the health care provider is still obligated to report her/his suspicions, according to jurisdiction and/or 
facility policy. (3) Talk to children and caregivers, separately if appropriate, to explain: the need to report; 
what was reported; and that the report will likely trigger an investigation by law enforcement and/or child 
protective service agencies.  (4) Be open to discussing concerns that children and caregivers may have 
regarding the implications of reporting (WCSAP, 2015). For example, how might it affect peer or family 
relationships? Could the report and subsequent investigation reveal the client’s sexual orientation or 
gender identity? Does reporting create a potential safety risk and is a safety plan needed? A victim 
advocate is a resource for children and caregivers for further discussion on this topic.  
 
Note that an exception to sharing this information is if the caregiver is suspected of perpetrating the sexual 
abuse, is in collusion with the perpetrator, or is otherwise abusive to the child. Health care providers can 
discuss with law enforcement and/or child protective service agencies, and facility legal counsel, how to 
navigate such a situation.  
 
Encourage multidisciplinary response teams, as well as individual agencies/facilities that 
respond to child sexual abuse, to develop policies, tools, resources, and training related to 
reporting. For example, they can (drawn in part from Gudeman & Monasterio, 2014): 
 

• Develop policies to clarify staff reporting roles. Also, identify staff from local 
child protective services and law enforcement agencies who can be resources for 
advice on complex questions related to reporting.  

                                                           
116 Gudeman and Monasterio (2014) offer considerations for involving youth when abuse reporting is triggered. Although their work 
speaks to older children, some of the tips are applicable. 
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• Train staff. For example, educate them on what is/is not reportable, procedures 
and required time frames for reporting, how the jurisdiction or institutional setting 
responds to reports, communicating with children and caregivers on reporting 
requirements, trauma-informed reporting practices, and other related issues. 

• Create tools to facilitate the reporting process. For example, standardized 
reporting forms can allow consistent information about suspected abuse to be 
provided to receiving agencies. Algorithms and checklists can help explain reporting 
obligations, in what situations a report is required, which agencies should receive 
the report and their subsequent roles, what information is released to which 
agencies, and coordination among agencies that will occur in response to the 
report. If the jurisdiction does not require a written report in addition to an oral 
report, reporting agencies may wish to develop a form to document oral for 
reference purposes. If there is a separate reporting mechanism within the facility, be 
sure to include that component of the reporting process in any tools or educational 
information given to staff. If feasible, obtain a signature of receipt of a report from 
the receiving agency. Also, consider creating an acknowledgement form for 
caregivers to sign and return to the reporting agency for its records (that a report 
was sent, not for consent to report as that is not necessary). Such tools should be 
created in consultation with an entity’s legal counsel. 

• Regularly review (e.g., annually) policies and training requirements/programs 
and update accordingly. 

 
Identify, in advance, situations where reporting practices may be more complex 
than usual due to jurisdictional issues. The multidisciplinary response team can 
collaborate to determine how to approach complexities in reporting and clarify practices 
that will be employed. For example: if the child sexual abuse occurred in a tribal 
community where more than one jurisdiction may be involved; if the child is a dependent of 
an active duty soldier living on a military installation and the abuse occurred both on the 
installation and off; or if a child was sexually abused in both the United States and another 
country. Teams can explore different situations to determine who receives the report and 
how to forward it to the correct responders (local, state, tribal, federal, military, neighboring 
country, etc.). 
 

Health care and emotional support must not be delayed due to responders’ confusion about which 
jurisdiction receives the report or because the child enters the helping system in a jurisdiction that 
differs from where the abuse occurred (e.g., a child from Florida makes a disclosure to a health 

provider while visiting family in Puerto Rico). (See B3. Entry into the Health Care System) Community-based 
sexual assault victim advocacy programs typically can provide services no matter where the abuse 
occurred. Most also will coordinate with programs in other jurisdictions to address support needs of a child 
and/or family, to the extent allowed by confidentiality policies.  
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Consider what actions by the responding agencies/facilities and the multidisciplinary 
response team could increase reporting of child sexual abuse in the community. For 
example:    
  

• Plan to survey the community to learn more about related reporting trends; 
• Seek input from community members and professionals on ways to improve upon 

child sexual abuse identification and response efforts, to increase the positive 
impact of reporting for children and families, and to reduce negative consequences; 

• Identify measures the community can employ to help children and families feel safer 
in seeking help—e.g., provide individualized safety planning assistance and 
information about interventions and services to address specific needs (see B11. 
Discharge Planning and Follow-Up Care); 

• Identify community outreach, education, and services that might be helpful to 
specific populations; 

• Explore what the community can do to promote reporting by professionals, citizens, 
and families when they suspect child sexual abuse, including of nonverbal children 
and children with disabilities; and  

• Address the prevention of child sexual abuse. 
 

See www.Kidsta.org for more information on promoting reporting and related issues for specific 
populations. 

  

http://www.kidsta.org/
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A5b. Confidentiality and Release of Information 
These recommendations are for communities, responding agencies/facilities, and individual responders 
regarding confidentiality in prepubescent child sexual abuse cases and release of medical forensic exam 
information for investigative purposes. 
 
Ensure that jurisdictional and institutional policies, response team protocols, and medical 
forensic exam procedures address confidentiality in sexual abuse cases involving 
prepubescent children and release of exam information for investigative purposes 
(including written and photo-documentation). It is useful to have mechanisms to track 
information shared from the medical forensic examination in individual investigations. 
Information to track includes but is not limited to: mandatory reports, to whom case 
information has been released, and communication related to case investigation. 
 
Ensure that responders’ are adequately trained to have a clear understanding of relevant 
confidentiality issues in cases of sexual abuse of prepubescent children.  
 
 

Key Points: Confidentiality and Information Sharing 
• Records required by child sexual abuse reporting laws should be maintained as confidential and 

released only as permitted by applicable laws and policies of the jurisdiction.117 Many state, 
territorial, federal, and tribal statutes specify who may access the records and under what 
circumstances.118 Responders should be familiar with applicable laws and policies to provide accurate 
information to children and caregivers as appropriate.119 They should also understand applicable laws 
regarding disclosure of the reporter’s identity.120 

• Most jurisdictions require some or all agencies that receive mandatory reports to share report 
information among relevant agencies to appropriately respond to allegations —typically, child 
protective service reports are shared among social services agencies, law enforcement agencies, and 
prosecutors’ offices (Child Welfare Information Gateway, 2013a). Jurisdictional law may permit this 
data to be shared among members of the multidisciplinary team that responds to child abuse (see 
National District Attorneys Association, 2015). 

                                                           
117 Child protective services or social services agencies typically maintain records of child abuse and neglect reports to aid in the 
investigation, treatment, and prevention of child abuse and neglect. In many jurisdictions, these records and investigative results are 
maintained in databases referred to as central registries. The type of information contained in these registries and agency records 
varies, as does accessibility to the information. (See Child Welfare Information Gateway (2013b).) 
118 See Child Welfare Information Gateway (2013b) at www.childwelfare.gov/topics/systemwide/laws-policies/statutes/confide/ for details 
about jurisdictional statutes. Persons entitled to access records typically include involved medical providers, medical examiners, child 
protective services, law enforcement personnel, attorneys involved in the case, and judges and other court personnel. Some 
jurisdictional  statutes and policies allow access to some investigative records to the person who is the subject of a report, the victim, 
and the child’s caregiver, sometimes only at the conclusion of an investigation. Additionally, some information may be disclosed to 
insurance companies and/or in court, should legal proceedings occur. Some information may be used for research purposes. 
119 Note that all states and the District of Columbia allow minors who are age 12 years and above to consent to certain health care 
services. Some may also allow minors to seek or receive those services without their notifying parents/guardians. For examples, see 
Guttmacher Institute (2015). However, in most jurisdictions, prepubescent children do not have these rights. Health care providers 
should become familiar with the applicable laws of their jurisdiction. 
120) The identity of the reporter is specifically protected from disclosure to the alleged perpetrator in the majority of jurisdictions in the 
U.S. Release of the reporter’s identity is allowed in some jurisdictions under specific circumstances or to specific departments or officials 
(e.g., when information is needed for conducting an investigation). In some jurisdictions, reporters can waive confidentiality (Child 
Welfare Information Gateway, 2014b). 

https://www.childwelfare.gov/topics/systemwide/laws-policies/statutes/confide/
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Key Points: Confidentiality and Information Sharing 
• As discussed in A4a. Reporting, the duty of health care providers to report suspected child abuse is an 

exception to HIPAA privacy requirements, as is ongoing communication on these cases with those 
involved in the investigation. In addition to the mandatory report, medical records in child sexual 
abuse cases are typically requested by investigating entities. Records from the medical forensic 
examination of prepubescent children—with the exception of photo-documentation—should be 
shared with investigative entities as per applicable laws and policies of the jurisdiction. (Photo-
documentation can be released to investigative agencies with a subpoena and preferably with 
interpretive consultation with the examiner or an appropriate child sexual abuse specialist. (See B6. 
Photo-Documentation) Records from follow-up medical forensic care will also likely become part of the 
investigative record. Because HIPAA allows for the release of children’s medical records to those 
authorized to respond to mandatory reports of child abuse and neglect, parental/guardian signature 
for the release is not legally required. Health care providers can use an informed consent process to 
ensure that information is shared in an appropriate and ethical manner (See B1. Consent for Care) 
Keeping a HIPAA disclosure log is important to account for disclosures of protected health 
information.121 The facility also should request a receipt from investigative agencies acknowledging 
what records were received.122  

• All jurisdictions have confidentiality provisions to protect abuse and neglect records from public 
scrutiny (Child Welfare Information Gateway, 2013b). Additionally, many jurisdictions have laws 
imposing confidentiality restrictions on child abuse multidisciplinary response teams (see National 
District Attorneys Association, 2015). To that end, exam facilities, investigative agencies, and 
multidisciplinary response teams should have policies and written agreements in place that maintain 
records in a child sexual abuse case as confidential outside of those entities, to the extent allowable 
by law. These policies and agreements should not only apply to case records, but also to 
documentation from case reviews and case-related communication among responding entities 
involved in an investigation. For example, some child abuse multidisciplinary teams require members 
to sign a form agreeing to keep information discussed confidential at every team meeting. (See A3. 
Coordinated Team Approach) Agencies/facilities that hold records must also consider how to securely 
store paper and electronic files, photographic images, and other case documentation, and limit access 
to those records. (See B4. Written Documentation and B6. Photo-Documentation) 

 
Many jurisdictions have confidentiality and privilege laws covering relationships such as 
patient/medical provider, client/mental health practitioner, and victim/victim advocate. Be familiar 

with your jurisdictional confidentiality and privilege laws, as well as organizational policies. Also be aware 
the VAWA has a confidentiality provision protecting victims served by VAWA grantees and subgrantees: 
Recipients of VAWA funds cannot share victims’ personally identifying information unless a court order or 
statute mandates the release (e.g., child abuse reporting laws) or the victim signs an informed, time-
limited, written release. 
 
Instruct pediatric examiners and other health care providers on what to communicate to 
children and caregivers pertinent to confidentiality of the child’s medical record. Take into 

                                                           
121 This log is a facility risk management tool as investigative agencies are not bound by HIPAA. It is helpful to have a log if confronted 
about a protected report surfacing in public forums (e.g., the press), to show that the disclosure was legitimate when it left the facility. 
Confidentiality agreements among multidisciplinary team members can help avoid this problem. 
122 Bullet drawn in part from New Hampshire Attorney General’s Task Force on Child Abuse and Neglect (2008). See the AAP 
Committee on Child Abuse and Neglect (2010) for further information on HIPAA’s impact on clinical practice if child abuse or neglect is 
suspected. 
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consideration children’s development level as well as the linguistic capacity of children and 
caregivers.  
 

• Begin interactions with children by providing clear information on 
confidentiality, explaining that confidentiality of health care services may be limited 
in cases involving child sexual abuse. Concepts related to confidentiality and child 
abuse reporting can be confusing. Addressing these issues at the start of a visit and 
using examples to explain concepts can help to build the rapport needed to provide 
good care.123 

• Explain to children and caregivers that information gathered during the 
examination and follow-up medical forensic care will be included in the 
medical record and shared with investigative entities. Discuss who else might 
legally have access to the information based on jurisdictional statutes and policies. 
Children and caregivers may wrongly assume that medical records from the 
examination are protected health information and may be unaware that privacy laws 
may be overridden in cases of prepubescent child sexual abuse. Also, inform 
children that their caregivers will likely have access to the record at the close of the 
investigation124 (unless the caregivers perpetrated the abuse, are in collusion with 
the perpetrator, or are otherwise abusive to the child). 

• Note that, due to mandatory reporting laws, parent/guardian consent is not 
required to release information to investigative agencies or others who are 
allowed access by applicable laws and policies. This is an exception to HIPAA. 
Release of records for an investigation of child sexual abuse should not be delayed 
for parental signatures.  

• If developmentally appropriate, explain to children that the accompanying 
caregiver will be notified that a report of sexual abuse has been or will be 
made. (See A5a. Reporting) However, this notification should not occur if it is 
suspected that the caregiver perpetrated the abuse, is in collusion with the 
perpetrator, or is otherwise abusive to the child. Examiners can discuss with law 
enforcement and/or child protective service agencies, as well as their facility legal 
counsel, how to navigate such a situation. 

• Explain to caregivers that, although they have access to the child’s medical 
information from the examination, results from the evidentiary material 
collected will not be immediately available to them. Investigators can review 
with caregivers when this information will likely be available. 

 
Take precaution to preserve confidentiality of victims’ personally identifying information outside 
the multidisciplinary team.  Breaches of confidentiality are of particular concern in small, close-knit 
or rural communities where word of a crime can travel quickly. Give children and caregivers as many 

options as possible to avoid conflicts of interest (e.g., allow them to work with a different investigator or be 
examined at another facility or by another examiner, if possible). It might be helpful for examiners and 
other responders to explain in advance to children and caregivers that, to protect their privacy, providers 
will not acknowledge in public that they know or have seen the child as a patient. 
                                                           
123 See Gudeman and Monasterio (2014). 
124 It may be useful for examiners to help children determine how to tell their caregivers about information that will be in the medical 
record (e.g., activities that the children think may get them in trouble or that will cause them embarrassment), as the caregivers likely will 
learn this information eventually via access to the investigative report. 
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Clarify questions about confidentiality of victim advocates. One way to protect a 
child’s confidentiality during the exam process is to limit individuals present with the child 
during the history taking and the examination. However, as discussed in this protocol, 
children and caregivers can benefit from the presence of victim advocates during the exam 
process. Victim advocates, if available in a community, can offer a range of supportive 
services, including crisis intervention, advocacy, and referral to other resources.  
 
HIPAA permits hospitals and other health care providers to alert an advocacy organization 
of the presence of a child victim of sexual abuse and caregiver at the health care facility, 
without giving any identifying information about the child or caregiver. Once the advocate 
is present at the facility, if the child and/or caregiver is informed in advance and agrees, 
then HIPAA permits facility staff to introduce the advocate to the child and/or caregiver. 
The advocate can then share information pertinent to her/his involvement during the 
examination and seek permission to provide services.125 
 
Note that the mandatory reporting obligations of community-based victim advocates vary 
by jurisdiction.126 In some jurisdictions, community-based advocates are mandated 
reporters of child abuse. In others, they are not, and VAWA's confidentiality provisions may 
limit their ability to make a report without the victim's consent. For child victims, their 
families, and other responders to fully understand the level of confidentiality that advocates 
may offer, it is important to determine whether a jurisdiction's law requires advocates to 
report child sexual abuse. 
 
All multidisciplinary response team members should understand the benefits of advocate 
involvement on the response team—mainly, to ensure ongoing support for the child and 
family members and promote a collective team response that is child-focused, victim-
centered, and trauma-informed. At the same time, they should be aware of and respect the 
scope and limitations of advocacy program information sharing policies. 
 

A free flow of case information among responders involved in the investigation is crucial to ensure 
that protective and investigative decisions are based on all relevant facts. However, the victim 
advocate’s role on a multidisciplinary response team is not an investigative one. Instead, the focus of 

the advocate is to support the wellbeing of children and family members during and beyond the 
investigation. 

  

                                                           
125 For information on the ability of a health care provider to communicate with persons identified by an individual involved in another 
individual’s care, see www.hhs.gov/hipaa/for-professionals/covered-entities/index.html (U.S. Department of Health and Human Services, 
n.d.). For general information about the HIPAA privacy rule, see www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html (U.S. Department of Health and Human Services, 2003). While advocates are usually on-call and must travel to 
the facility, it is common practice in many jurisdictions to inform victims and their families that a victim advocate is available at the facility 
to offer services, rather than asking if they would like an advocate to be called in. Victims and family members may feel they are 
inconveniencing advocates who must come to the facility just for them. Note, however, that some advocacy programs may choose not 
to operate in this manner for a variety of reasons (e.g., due to limited staffing capacity or significant advocate travel time to an exam 
facility). 
126 Contact the state, territorial, and/or tribal sexual assault coalition with questions about jurisdictional requirements. Coalitions and local 
community-based sexual assault programs are encouraged to provide clear guidance for advocates on reporting requirements and 
confidentiality policies in cases of child sexual abuse (e.g., see WSCAP, 2015b). 

http://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html
http://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
http://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
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A5c. Evidentiary Kits and Forms 
These recommendations are for jurisdictions and entities involved in creating or customizing evidentiary kits 
and forms for sexual abuse medical forensic examinations of prepubescent children. 
 
Use kits that meet or exceed minimum guidelines for contents. Many jurisdictions 
have developed kits for collection of forensic evidence from victims of sexual violence or 
purchase premade kits through commercial vendors. Kits may vary in type of samples 
collected, collection techniques, materials used for collection, terms used to describe 
categories of forensic evidence, and criteria for use. Despite variations, however, it is 
critical that every kit meets or exceeds the following minimum guidelines for contents.  
 

Minimum Guidelines for Kit Contents 
• Kit container: This container typically has a label with blanks for identifying information and 

documenting the chain of custody. Most items gathered during forensic evidence collection are 
placed in the container, after being dried, packaged, labeled, and sealed according to jurisdictional 
policy. Bags/containers are usually provided for more bulky items that will not fit into the container 
(e.g., clothing, bedding, or diapers). Some jurisdictions provide large paper bags to hold the 
container and additional evidence bags. 

• Instruction sheet or checklist that guides examiners in: determining if the case meets criteria for kit 
use, documenting the examination, collecting forensic samples, and maintaining the chain of 
custody of forensic evidence. Instructions may also include tips for preparing and providing support 
for the child and caregiver prior to the examination, and ensuring no emotional harm to the child in 
the course of the examination.  

• Forms, including: consent for the examination, medical history, exam documentation, and 
anatomically neutral body maps.127 Forms included should be designed to facilitate optimal forensic 
evidence collection, documentation, analysis, and examiner testimony. 

• Materials for collecting and preserving the following forensic samples, according to jurisdictional 
policy:128 

o Clothing worn at the time of the abuse or immediately after, underwear/diapers, and 
foreign material dislodged from these items 

o Foreign materials on the child (e.g., blood, dried secretions, fibers, loose hairs, vegetation, 
soil/debris, fingernail scrapings and/or cuttings, matted hair cuttings, and material 
dislodged from the mouth)  

o Oral swabs 
o Genital swabs 
o Vaginal or penile swabs 
o Anal/perianal swabs 
o Additional body swabs129 
o Buccal swab for DNA analysis and comparison (alternatively, saliva sample or known blood) 

 
See B8. Evidence Collection for more detail on how kit contents are used during the 
examination. 
 
                                                           
127 Other forms may be used by the jurisdiction or the exam facility (e.g., additional consent and discharge forms). 
128 Some samples that historically have been collected are no longer recommended in many jurisdictions, unless the forensic history and 
physical exam indicate otherwise (e.g., collection of a saliva sample for “secretor status”). 
129 Material may be present on additional body surfaces from contact with blood or body fluids. Swabs available as a standard in each kit 
vary by jurisdiction. 
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Ensure availability of materials, instructions, and forms for collecting toxicology 
samples. These items are typically separate from the jurisdictional forensic evidence 
collection kit. Investigative agencies should identify labs that have the capacity to analyze 
toxicology samples. Ensure that examiners130 have the appropriate materials, instructions, 
and forms from those labs or those that meet lab specifications. (See B9. Sexual Abuse 
Facilitated by Alcohol and Drugs) 
 
A single forensic evidence collection kit is sufficient for adult and children victims, provided 
it accommodates aspects specific to both populations. Although not required, a separate 
pediatric kit is strongly encouraged as oftentimes the health community may not otherwise 
see the urgency and necessity of engaging properly trained pediatric examiners and using 
medical forensic care tailored to the needs of children who may have been sexually 
abused.   
 
To accommodate cases involving prepubescent children, a kit should include instructions 
and forms for forensic evidence collection and documentation that are specific to these 
victims,131 and differentiate between procedures in acute versus nonacute examinations. 
In particular, while forensic specimens may or may not be collected during an examination 
of a prepubescent child, depending in part on whether the examination is acute or 
nonacute, documentation from the medical history and exam findings can be invaluable to 
an investigation and should always be completed. 
 
Crime lab personnel who analyze forensic evidence kits should be instructed to not 
consider a kit invalid if certain forensic evidence was not collected. Due to the nature and 
circumstance of a sexual victimization, the examiner may modify or omit certain forensic 
samples. If a jurisdiction employs different documentation forms for the nonacute 
examination, documentation should not be considered invalid if acute exam forms are 
mistakenly used. Examiners should be encouraged to establish and maintain working 
relationships with crime lab personnel serving their jurisdictions to ensure that forensic 
specimen collection for the kit comports with how the crime lab currently tests forensic 
evidence and respond to any questions. 
 
The jurisdiction should work with the multidisciplinary response team to standardize the 
jurisdictional evidentiary kit and documentation forms for prepubescent child sexual abuse 
cases. A designated entity, whether the team or a specific agency or agencies, should be 
responsible for oversight of the standardization process, as well as kit and form 
development and distribution.132 It is important to:  
 

                                                           
130 First responders such as law enforcement officers, child protective service workers, and emergency medical service providers also 
need materials, instructions, and forms, as well as training, to collect urine from children in a suspected alcohol- or drug-facilitated case, 
if a child cannot wait until arrival at the health care facility to provide a sample.  
131 For example, Tanner stage documentation, physical exam drawings consistent with prepubescent children, anogenital exam and 
knee-chest position drawings specific to prepubescent children, and forms and crime lab information specific to/for prepubescent 
patients. 
132 It is important to consider costs to the state, territory, tribe, federal agencies, and local community, and the ability of the community to 
cover costs. In some states, one state agency (e.g., the crime lab) assumes the costs. In others, the costs are passed on to local 
criminal justice agencies. 
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• Ensure that exam facilities in the community are sufficiently supplied with kits and 
forms; 

• If the nonacute exam documentation forms are the same as those used in the 
forensic evidence collection kit, ensure they are available separately from the kit so 
that examiners need not open a kit to access these forms; 

• If different documentation forms are used for acute examinations versus nonacute 
examinations, ensure that all examiners understand the purpose of and have 
access to both forms; 

• Make all exam documentation forms accessible electronically and formatted to be 
filled out electronically or downloaded to type in or write on by hand;  

• Ensure that relevant entities (e.g., crime labs, toxicology labs, children’s protective 
service agencies, law enforcement agencies, exam facilities, children’s advocacy 
centers, and prosecutors’ offices) and professional organizations receive ongoing 
and updated training regarding changes in technology, scientific advances, and 
cutting-edge practice related to collecting forensic evidence from prepubescent 
children; 

• Review/evaluate the kit and forms periodically (e.g., every 2 to 3 years), revising as 
needed for efficiency, current best practice, and usefulness; and 

• Establish mechanisms to ensure that unused kits and forms at exam facilities are 
kept up-to-date and do not include expired materials. 

 
See www.Kidsta.org for sample forms and kit components and other related resources. For those 
interested in developing kits designed specifically for the pediatric population, staff at Kidsta.org can 
share examples of such kits as well as offer consultation on related issues. 

 
  

http://www.kidsta.org/
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A5d. Timing of Evidence Collection 
These recommendations are for justice system agencies to maximize forensic evidence collection.  See 
below for general considerations. However, it is important to follow jurisdictional policy 
 
Promptly collect forensic samples as the likelihood of obtaining viable specimens 
decreases over time.  
 

• Forensic evidence can be lost from the child’s body and clothing through numerous 
mechanisms (e.g., degradation of seminal fluid components can occur in body 
orifices, semen can drain from the vagina or wash from the mouth, sperm can lose 
motility, bodily fluids can wash away, and dried secretions and foreign materials can 
fall from the body and clothing) (California Office of Emergency Services, 2001). 

• Limit loss of forensic evidence on the child’s body or clothing prior to the medical 
forensic examination without compromising the child’s comfort. For example, if a 
suspicion exists that alcohol or drugs contributed to the abuse and the child needs 
to urinate before arrival at the exam facility, instruct first responders to collect a 
urine sample. If a child is thirsty, the initial health care provider may be able to 
obtain oral swabs before other evidence is collected so that the child may obtain a 
drink. 

 
Collect forensic samples within the prescribed jurisdictional time frame (which 
should be a minimum window of 72 hours since the sexual abuse). In addition, case 
circumstances and future research may indicate a need for an acute examination 
and forensic sample collection beyond that time frame. (See B3. Entry into the Health 
Care System) 
 

• Indications for the collection of forensic samples should be considered on a case-
by-case basis (e.g., unwashed clothing that the child wore during the abuse can be 
collected beyond 72 hours). 

• Collection of internal vaginal and cervical swabs is not indicated for prepubescent 
children. Forensic samples are obtained from the external genitalia surfaces only, 
unless a medical necessity exists to use anesthesia. 

• Keep up-to-date on the latest research and technological advances in DNA 
detection and analysis that may suggest changes in when to collect forensic 
samples from prepubescent children and best methods for analyzing evidence.133 
Involve pediatric examiners and crime lab personnel in determining how any new 
information results in changes in practice. 

 
Timely medical care and treatment for all victims of child sexual abuse is critical, 
whether or not forensic samples are collected. Health care providers to whom the child 
initially presents should determine the urgency of medical forensic care needed and 
                                                           
133 Adams et al. (2015) recommended forensic sample collection for sexual contact that may have resulted in the exchange of biologic 
material within 24 hours in prepubescent children (Christian, 2011). However, some children may benefit from forensic evidence 
collection beyond 24 hours (Christian, 2011), especially in jurisdictions where DNA amplification is performed as part of crime lab 
analysis (Girardet et al., 2011). Because of this potential widened window of availability of forensic samples, many jurisdictions and 
clinical guidelines extend the time to 72 hours post abuse for prepubescent child acute examination. 



88 

if forensic samples might be available, based on jurisdictional policy. Law enforcement 
and child protective service representatives should defer to health care providers to 
determine the medical forensic care needed and the availability of samples. Health care 
providers should consult with pediatric examiners on individual cases as needed. (See B3. 
Entry into the Health Care System) 
 

• The need for emergent treatment of injuries always supersedes forensic evidence 
collection.  

• Despite whether forensic evidence on the child’s body or clothing is potentially 
available, the child should be examined, a medical history taken, related treatment 
provided, and exam findings documented. Information helpful to the investigation 
may be obtained from the history, exam findings, and the child’s medical record.  

• A child should never be forced to undergo the medical forensic examination and/or 
have forensic evidence collected. (See B1. Consent for Care)  
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A5e. Evidence Integrity 
These recommendations are for examiners and law enforcement agencies regarding forensic evidence 
integrity. 
 
Maintaining the integrity of forensic evidence during the exam process increases the 
likelihood that the evidence collected will be admissible if the case proceeds to trial. 
Pediatric examiners must handle forensic specimens properly from collection until turning 
them over to law enforcement. Transfer procedures are needed by law enforcement to 
ensure maximum preservation of forensic evidence collected until its analysis.134   
 
For Pediatric Examiners 
 
Follow jurisdictional policies for drying, packaging, labeling, sealing, and storing forensic 
specimens, as well as maintaining the chain of custody of forensic evidence until released 
to the appropriate law enforcement agency. Contact law enforcement, prosecution, and/or 
the crime lab with any questions. Proper management of forensic evidence is critical to 
avoid loss or alteration of evidence and to potentiate its admissibility during a trial.  See 
section B8. Evidence Collection for more information on specific steps in collecting 
evidence. 
 

General Considerations for Forensic Evidence Integrity 
Action Rationale/Details 
Dry forensic 
specimens unless 
otherwise 
indicated 

• Follow proper drying procedures for different types of specimens—proper drying 
and packaging prevents growth of mold and bacteria that can destroy forensic 
samples. 

• Air-dry wet forensic evidence at room temperature in a clean environment and 
manner that prevents contamination. Note that the ever-increasing sensitivity of 
DNA analysis creates a greater chance that accidental contamination and dilution 
by foreign DNA may be detected. 

• A swab dryer or other drying device may be used to facilitate drying. 
Package forensic 
specimens 
appropriately 

• Follow proper packaging procedures for different types of specimens. 
• After drying specimens, package each different type in paper envelopes. 
• Package dry clothing evidence individually in paper bags. 
• Follow proper procedures for packaging specimens that cannot be dried 

thoroughly at the exam facility (e.g., wet clothing, diapers, and condoms) to 
prevent leakage and contamination of other evidence. Wet evidence may be 
placed in plastic bags then dried later by the crime lab or designated storage 
facility and repackaged. 

• Follow proper procedures for packaging liquid evidence (e.g., urine and drawn 
blood samples). 

 

                                                           
134 See the Technical Working Group on Biological Evidence Preservation (2013) at www.nist.gov/forensics/upload/NIST-IR-7928.pdf for 
a resource on biological evidence storage, tracking, preservation, and disposition, including recommendations and a glossary of related 
terms. See the National Institute of Standards and Technology at www.nist.gov/oles/ for additional resources.  

http://www.nist.gov/forensics/upload/NIST-IR-7928.pdf
http://www.nist.gov/oles/
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General Considerations for Forensic Evidence Integrity 
Action Rationale/Details 
Label forensic 
specimens 
accurately  

• Discuss in advance with the crime lab the most accurate methods for labeling 
various types of forensic specimens collected for crime lab analysis. 

• Label all specimens clearly, including name and date of birth of the child, the 
source of the specimen, date and time of collection, and examiner’s name or 
initials (plus any additional requirements, such as case number). 

• Write on the specimen label any variations or modifications in the collection. 
• Note any wet/moist items and whether they need to be air-dried. Communicate, 

upon release, the presence of any wet/moist specimen to law enforcement 
officials. 

Establish and 
document the 
security and chain 
of custody of 
forensic 
specimens 
throughout the 
exam process  

• Seal specimen packages to prevent tampering. However, do not lick envelopes.  
• Document the examiner’s signature, date, and time across the seal. 
• For forensic evidence to withstand judicial scrutiny, the chain of custody must be 

documented from the time the specimens are collected to their release to the 
investigating agency. 

• Limit the number of people who handle any forensic evidence. 
• Develop procedures to trigger law enforcement pick-up of forensic evidence.  
• Know the appropriate law enforcement entity to contact for pick-up. 
• Document the identity, date, and time of the law enforcement representative 

picking up the forensic evidence. 
Store forensic 
specimens at the 
exam facility until 
released to law 
enforcement 
personnel 

• Develop procedures to securely store forensic specimens in a locked location at 
the exam facility until released to law enforcement personnel. Jurisdictions may 
have policies on the length of time that forensic evidence kits may be stored at 
the exam facility and the time frame in which law enforcement must pick up the 
kit from the exam facility.   

• In addition to storing dry specimens, exam facilities should have secure, limited 
access refrigeration for storage of wet items and liquid samples, preferably in a 
locked refrigerator.135 Some wet and liquid samples can also be frozen; however, 
blood cannot due to the risk of the glass tubes breaking. If a locked refrigerator is 
not immediately available, samples can be kept at room temperature for no 
longer than 24 hours. If blood is needed for other than medical or toxicological 
reasons, dried blood samples on blood collection cards are encouraged (and do 
not require refrigerated storage). 

 
Follow jurisdictional policy for completing written documentation to be included in 
the evidentiary kit. In acute cases, jurisdictional exam report forms should be completed 
(noting reasons if one or more sections are incomplete), labeled, and included in the 
sealed kit. Note that the child’s medical record, including exam photo-documentation, 
should not be included in the kit. In nonacute examinations, there is no evidence collection 
kit. However, there may be jurisdictional nonacute exam report forms—if so, complete and 
provide to the proper agency/agencies according to jurisdictional policies. Otherwise, 
medical forensic examination documentation should be maintained, secured, and released 
per facility policy. (See B4. Written Documentation and B6. Photo-Documentation) 
                                                           
135 The Technical Working Group on Biological Evidence Preservation (2013) indicated that refrigeration of dried biological samples is 
generally unnecessary. See page 18 for a short-term storage conditions matrix. 
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Policies are also needed for the collection, packaging, labeling, sealing, refrigerated storage, and 
handling of toxicological samples that have potential evidentiary value, as well as specimen 

transfer to the testing site. If needed in a case, these specimens are typically sent to private toxicology labs 
for analysis, rather than included in the jurisdictional evidentiary kit. Investigative agencies should ensure 
that pediatric examiners are instructed on designated toxicology labs and their specifications for specimen 
management. (See B9. Sexual Abuse Facilitated by Alcohol and Drugs)   
 
For Law Enforcement Agencies 
 
Be familiar with procedures in prepubescent child sexual abuse cases related to 
transfer of forensic evidence from medical forensic exam facilities to a jurisdictional 
crime lab or designated law enforcement evidence storage. A few general 
considerations are offered below. However, follow jurisdictional policies. 
 

 
Exam facilities that perform examinations of U.S. military dependents or children from tribal 
communities should have MOUs with all relevant jurisdictional investigative agencies and crime labs. 
The goal is to ensure ready access to appropriate evidentiary kits and the transfer of forensic evidence 

to the appropriate crime lab or law enforcement storage facility. 

                                                           
136 Note that some jurisdictions mandate a time frame for law enforcement to pick up forensic evidence. 

General Forensic Evidence Transfer Considerations for Law Enforcement 
Action Rationale/Details 
Make sure transfer 
policies (from exam 
facilities to the crime 
lab and evidence 
storage) maximize 
preservation of 
forensic specimens 
and maintain the 
chain of custody 

• Only a law enforcement official/duly authorized agent should transfer forensic 
evidence from the exam facility to the crime lab or other designated law 
enforcement storage site. Communicate with pediatric examiners and exam 
facilities regarding procedures to trigger a transfer. Note that, in some 
jurisdictions, the kit is mailed. In such instances, established procedures must 
be in place and followed to maximize preservation and maintain the chain of 
custody of forensic evidence. 

• Avoid the potential degradation of forensic specimens by minimizing the 
transit time between the collection of forensic evidence and the storage of 
kits—this practice is particularly important with kits containing liquid and 
other wet specimens.136 

• The law enforcement official picking up the forensic evidence should be 
familiar with what items may be in the kit, confirm whether any evidence is 
wet or needs to be refrigerated, and ensure that the kit is properly sealed and 
marked. 

• When forensic evidence is transported to the crime lab or other designated 
storage site, the law enforcement official should inform receiving personnel of 
any relevant information (e.g., the kit contains wet evidence that needs to be 
refrigerated). 

• Jurisdictional procedures for transfer of forensic evidence must be in place, 
followed, and account for any challenges faced by law enforcement agencies 
in prompt pick-up of kits from the exam site, in storing evidence, or in 
otherwise maintaining forensic evidence integrity. 
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A5f. Payment Issues 
These recommendations are for communities regarding covering the costs associated with the sexual abuse 
medical forensic examination of prepubescent children. 
 
Jurisdictions should explore all viable sources of funding for sexual abuse medical forensic 
examinations for prepubescent children. The goal is that children and their families are not 
charged for forensic evidence collection and have reliable sources of financial aid for 
related medical expenses AND that examiners and exam facilities are adequately 
reimbursed for their services in each case.137 
 

Although VAWA requires states to provide forensic medical examinations to adult and adolescent 
victims of sexual assault free of charge (for forensic costs), this provision does not extend to medical 
forensic care for children under age 11. Some states voluntarily extend their state laws to include 

pediatric examinations. Still, even in those states, some costs (e.g., STD testing and treatment) may not be 
covered. 
 
Payment issues specific to children’s families:  
 

• Children’s families should not incur expenses related to forensic evidence 
collection, even if exam facilities bill them for these costs. However, it is best 
practice for the payment to be handled without the families receiving bills.  If families 
do receive such bills, they should be advised where to forward the bills (e.g., to a 
specified investigative agency or back to the health care facility) and how the bill will 
be handled so that they are not held responsible for payment. Prompt systemic 
assessment and improvement should also take place, to ensure that such mistakes 
do not continue to occur.  

• Children’s families need to be advised of their responsibility for related exam 
expenses. Jurisdictions vary in what they cover as part of the medical forensic 
examination (e.g., most do not cover costs of treatment for injuries). If children’s 
health insurance is used to cover these costs, caregivers should understand their 
financial responsibility if insurance only partially covers the expense.  

• When children’s families are billed by health care facilities, procedures 
should be in place to protect the family’s privacy in the billing process. 
Personnel in facility billing departments should be educated regarding appropriate 
billing practices and codes in these cases, as determined by facility policy.138 They 
should be instructed not to bill children’s families for costs that should be covered by 
the jurisdiction. A mechanism should be established for responders in conjunction 
with billing department personnel to assess whether a child’s health insurance 
should be billed in the case that the suspect perpetrator is the insured party. The 
child may face safety risks if the suspected perpetrator receives an explanation of 
benefits from her/his insurance company indicating that exam services were 
provided to the child. 

                                                           
137 Some examples of challenges: a jurisdiction where the law enforcement agency is responsible for reimbursement, may choose not to 
authorize an examination due to lack of understanding of its value outside the possibility of forensic sample collection, especially in 
nonacute cases, lack of understanding of the need for an exam, or budgetary constraints.  
138 For example, the code for the presenting issue is sexual abuse, not a medical or mental health disorder of the child. 
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• Children’s families need to be advised of the availability and eligibility criteria 
of financial assistance programs that help with exam expenses, such as state 
crime victim compensation programs. Families need to know if the crime victim 
compensation program covers both acute and nonacute examination costs for 
prepubescent children who are suspected of being sexually abused. Victim 
advocates typically can assist children’s caregivers in applying for compensation.139 

 
Payment practices related to exam reimbursement to pediatric examiners and exam 
facilities are complex and vary between jurisdictions. Unfortunately, with no one prescribed 
designated method of payment, many exam facilities piece together funding to provide 
pediatric exams. Jurisdictions need effective payment structures to ensure these 
examinations are available to all children who require them, free of all charges. Some 
issues to consider:  
 

• Reimbursement practices for pediatric examiners conducting examinations 
and medical facilities where examinations are conducted should be equitable 
in all jurisdictions. Payment structures should take into consideration that pediatric 
examinations may differ from adult and adolescent examinations. In particular, since 
delayed reports are typical in child sexual abuse cases, there is forensic value to a 
nonacute examination. Eligibility for reimbursement in delayed reporting cases 
should be extended to retain exam findings and provide essential care to a child. 
Also, because, in some communities, specialty care programs conduct these 
examinations, an initial assessment to determine urgency of care may be performed 
at one facility that may precede the medical forensic care provided at another 
facility. In this case, both medical facilities should be reimbursed by the jurisdictions 
for services rendered, rather than just one or splitting reimbursement between the 
two. Funding sources should fairly reimburse examiners and exam facilities for their 
costs. 

• At a minimum, the following costs of a sexual abuse medical forensic 
examination should be included as reimbursable by jurisdictions to 
examiners and exam facilities: the examination and forensic evidence collection, 
STD testing and treatment related to sexual abuse (including HIV testing and post-
exposure prophylaxis), and related follow-up testing and medical examinations. 
There should be no circumstances in which the children’s families are billed 
because jurisdictions did not appropriately reimburse the facility or examiner. 

• Jurisdictions should provide reimbursement for examinations performed at 
medically-based locations, including hospitals AND other facilities, such as 
children’s advocacy centers, health clinics, and other locations that offer medical 
services. The key is to have a trained pediatric examiner conduct the examination.  

• Jurisdictions should authorize payment for the examination to the examiner 
and exam facility, based on clinical judgment that medical forensic care is 
needed, with payment linked to reporting of child sexual abuse by the 
provider. As mentioned earlier, health care providers, rather than investigating 
agencies, should determine the need for medical forensic care. Payment should not 

                                                           
139 See www.ovc.gov/publications/factshts/compandassist/welcome.html for information on state crime victims compensation programs 
(OVC, 2004).    

http://www.ovc.gov/publications/factshts/compandassist/welcome.html
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depend on the submission of a complete forensic evidence collection kit. In some 
prepubescent child cases, certain procedures are not applicable. In nonacute 
cases, only documentation forms may be completed. 

• In the case of sexual abuse in tribal communities, a multijurisdictional effort 
may be necessary to collectively determine payment issues so that children’s 
families are not billed for forensic costs and options exist for financial aid to help 
cover the cost of the examination. 

 
See www.Kidsta.org for more information on resources to help children’s families cover their 
examination expenses, and for reimbursement issues for pediatric examiners and exam facilities. 

  

http://www.kidsta.org/
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B. Exam Process 
 
Overview 
 
Section B focuses on the various components of the sexual abuse medical forensic exam 
process for prepubescent children. The chapters are: 
 
B1. Consent for care 
 
B2. Initial response 

 
B3. Entry into the health care system 
 
B4. Written documentation 
 
B5. Medical history 

 
B6. Photo-documentation 
 
B7. Examination 
 
B8. Evidence collection 
 
B9. Sexual abuse facilitated by alcohol and drugs 
 
B10. STD evaluation and care 

 
B11. Discharge planning and follow-up care 
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B1. Consent for Care 
These recommendations are for health care providers. 
 
Be aware of which health care procedures require consent during the exam process. 
Consent sought by health care providers related to the examination generally should cover 
the following, as applicable/indicated in a specific case: 
 

• Initial health care assessment (see B3. Entry into the Health Care System); 
• The medical forensic examination; 
• Testing and treatment (e.g., STDs, including HIV, and toxicology); 
• Forensic sample collection; 
• Photo-documentation of the exam findings; and 
• Permission to contact the child and caregiver for medical follow-up purposes. 

 
Identify who needs to provide consent for care for prepubescent children.140 
Prepubescent children are generally below the age to consent to their own care in a 
jurisdiction.141 Thus, health care providers need to identify the person(s) responsible for 
providing permission for the child’s care (e.g., the parent/guardian). They also need to 
know the mechanisms in place at their facility to obtain consent for care if abuse or neglect 
of the child by the parent/guardian is suspected or if a parent/guardian refuses to consent 
or is absent. (In such instances, child protective services and/or law enforcement should 
be consulted immediately, as a court order may be needed to take the child into protective 
custody. Pediatric examiners are encouraged to discuss this potential situation in advance 
with law enforcement and/or child protective service agency representatives and facility 
legal counsel to determine specific procedures to follow) Be aware that consent may be 
withdrawn at any time during the exam process, even if consent forms have been 
signed.142 
 
In addition to seeking consent, seek prepubescent children’s assent for care 
throughout the exam process. (See General Consent/Assent Guidelines below) Assent 
is the expressed willingness of an individual to participate in an activity. Assent should be 
sought from children who are by jurisdictional definition too young to grant 
informed consent for care, but old enough and/or developmentally able to 
understand and agree to participate in that care (IRC, 2012). Note that assent has 
particular relevance with sexually abused children—when their wishes are respected in 
health care, it can help return control that was taken away from them when they were 
abused or perhaps give them control for the first time (adapted from Day & Pierce-Weeks, 
2013; WHO, 2003). 
 
 
                                                           
140 This and the next paragraph were drawn primarily from Day and Pierce-Weeks (2013). 
141 Most jurisdictions allow minors who are age 12 years and above some consent rights related to access to health care services and 
confidentiality of care (for examples, see Guttmacher Institute (2015)). However, in most jurisdictions, prepubescent children do not 
have consent rights. Health care providers should be familiar with the applicable laws of their jurisdiction. 
142 Note that, as discussed in A5a. Reporting and A5b. Confidentiality and Release of Information, consent is not necessary to 
mandatorily report suspected prepubescent child sexual abuse (a HIPAA exception), release the medical forensic report or the child’s 
medical record to investigative agencies, or share information among investigative agencies or the multidisciplinary response team, if 
permitted by jurisdictional law.  
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Make sure that consent and assent are informed. To obtain permission to proceed with 
an exam procedure, health care providers should explain its full nature to the child and 
parent/guardian (e.g., what it entails, the rationale, possible side effects, and the potential 
impact of declining). Inform them that the examination is much like an annual well-check 
examination recommended for children (and IS NOT an invasive procedure with a 
speculum as a caregiver might expect). They should be informed that information and 
forensic evidence obtained during the examination will be released to investigative 
agencies. They should also be told whether others can access this information, as 
prescribed by jurisdictional policies (e.g., data, minus patient identity, may be collected for 
health or forensic purposes by qualified persons with a valid educational or scientific 
interest for demographic and/or epidemiologic studies). Children and parents/guardians 
should be told their options and encouraged to ask questions about the process, and to 
apprise health care providers if they wish to decline a particular exam procedure. Providers 
should refrain from judgment or coercive practices in seeking consent; it is contrary to 
ethical and professional practices to influence their decisions. 

General Consent/Assent Guidelines143 

0-5 Generally not capable of 
informed assent (but consider 
each child’s developmental 
capacity) 

Informed consent Follow 
jurisdictional/facility 
policies for seeking 
consent in these instances 

Written 
consent 

6-11 Generally capable of informed 
assent (but consider each 
child’s developmental capacity) 

Informed consent Follow 
jurisdictional/facility 
policies for seeking 
consent in these instances 

Oral assent, 
written 
consent 

Child’s 
Age 

Child’s 
Parent/Guardian 

If No Parent/Guardian or 
Parent/Guardian Is Not 

Acting in Child’s Best 
Interest 

Means 

In the case where the child and/or parent/guardian declines a component of the examination, the 
health care providers should assess if anything can be done to make the procedure acceptable. For 

example, if the child initially declines photo-documentation, the health care provider might ask if it would 
be acceptable to take certain photographs, but not others (anogenital images may be the specific problem 
and the child and parent/guardian may agree to other images being photographed). Ensuring a child-
focused, victim-centered, and trauma-informed approach from the start can heighten children’s comfort 
and trust in health care providers, which might increase their willingness to participate in the process. (See 
A1. Principles of Care and A2. Adapting Care for Each Child) 

Follow facility and jurisdictional policies related to obtaining verbal and written 
consent. In addition to verbally providing information and seeking assent and consent 
from children and parents/guardians, written consent from a parent/guardian of the child is 
necessary to carry out specific exam procedures (unless the child has been placed in 
protective custody). Health care providers should know facility and jurisdictional policies for 

143 The chart was adapted from IRC (2012). 

Child 
(consider her/his development 

level and linguistic capacity and 
preferences when planning if/how 

to seek assent) 
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when written consent is necessary and the methods to obtain it. Ensure all signatures and 
dates needed are obtained on written consent forms. Providers also need to be aware of 
verbal and nonverbal cues from children and guardians and adjust methods of seeking 
assent and consent to meet their needs. (See A2. Adapting Care for Each Child) The 
consent process may be enhanced if health care providers are instructed on logistically 
how to seek verbal consent and assent in these cases, in a way that is consistent across 
cases, to help facilitate the exam process. Consent and assent should be documented in 
the medical record, as well as the reasons for declining consent and assent.144 (See B4. 
Written Documentation) 

 
Checklists, forms, patient brochures, and videos about the exam process can help facilitate obtaining 
consent and assent. Written health care consent forms developed for the purpose of the examination 

should be reviewed and approved by facility administration and the legal department. Documentation on 
consent becomes part of the child’s medical record. Standardized consent forms are typically included in 
the jurisdictional forensic evidence collection kit, which may or may not cover all aspects of care. 
 
Tailor the process of seeking assent and consent so it is developmentally 
appropriate for the child, and linguistically appropriate for children and 
parents/guardians. (See A2. Adapting Care for Each Child) Information provided should 
be complete, clear, and concise, and accommodate the family’s communication skill 
level/modality and language. Note that some children and parents/guardians may require 
the use of language interpreters for verbal consent and sight translation of written 
documents and forms into other languages.145 Children and parents/guardians with 
cognitive disabilities may also require accommodations to proceed with this process. 
 
Seeking assent often requires considerable time and patience on the part of examiners. 
For example, it may take considerable effort to help children become comfortable enough 
to express themselves and feel safe to proceed with a particular procedure. Victim 
advocates may be useful in providing children and caregivers with support. A hospital-
based child life specialist or social worker, where available, may also assist in describing 
needed medical procedures to the children and caregivers.  
 
Do not proceed with an examination without the assent/cooperation of the child, 
even if the child’s parent/guardian gives consent (with exceptions in instances of 
serious medical injury, pain, or trauma to be evaluated/treated). For example, do not 
restrain or otherwise force children to comply with any part of the examination, including 
sedation against their will.146 If a child is not tolerating the examination, consider whether 
an opportunity exists for re-examination in the near future.   
 

                                                           
144 As noted in A5b. Confidentiality and Release of Information, release of the child’s medical records for an investigation of child sexual 
abuse should not be delayed for parental signatures. 
145 See the Joint Commission’s New and Revised Standards and EPs for Patient-Centered Communication, Accreditation Program: 
Hospital, RI, 01.01.03, effective January 1, 2011. 
146 Sedation or anesthesia should only be used in cases where an acute medical need exists for an intra-vaginal exam or intra-anal 
exam. This may include cases of internal injury, bleeding from the vaginal area, tears that need repair, or the presence of a mass or 
foreign objects. If sedation or anesthesia must be used, it should be with the child’s assent, whenever possible, and in consultation with 
the appropriate pediatric specialists. (See B7. Examination.). 
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Consider how to approach different consent scenarios. If the health care facility does 
not have policies for an individual patient situation, the child sexual abuse multidisciplinary 
response team might be a resource for feedback on appropriate interventions (Constantino 
et al., 2014). If a child presents to a health care facility and no related policy is in place to 
address a specific situation, a discussion and decision with involved health care providers 
and the child’s parent/guardian should occur immediately and be documented 
(Constantino et al., 2014). 
 

In the case of a prepubescent child who is unconscious and not expected to quickly regain 
consciousness and a suspicion of acute sexual abuse exists, or the timing of the abuse is unknown,147 
medical forensic care generally should not be delayed (although such a decision should be made on a 

case-by-case basis). Not only is it critical to promptly determine if the child has serious injuries that require 
immediate care and provide any necessary treatment, a limited window of time exists to collect forensic 
samples from this victim population. (See A5d. Timing of Evidence Collection) Also, forensic evidence may 
be lost in the health care setting if not promptly collected. Pediatric examiners should collaborate with the 
hospital emergency department and trauma teams to allow medical forensic care to proceed concurrent 
with emergency procedures. As discussed in B7. Examination, the medical forensic examination for 
prepubescent children is noninvasive (e.g., it does not include speculum or swab penetration into the 
vaginal canal). Medical forensic care should include an assessment of the anogenital area for acute injury, 
bleeding, or foreign material prior to surgical preparation or treatment activities, such as bladder 
catheterization, which may interfere with recovering biological evidence (Pierce-Weeks & Campbell, 2008). 
Optimally, informed consent for medical forensic care for an unconscious child should be sought from the 
child’s parent/guardian as per facility policies. Procedures for proceeding with a medical forensic 
examination should also be in place in situations where suspicion exists that the parent/guardian is the 
perpetrator, an ally to the perpetrator, or otherwise abusive to the child, OR the parent/guardian does not 
consent or is absent.  
 
Coordinate with other responding agencies/facilities in the jurisdiction in efforts to 
seek consent. All responders should be clear regarding which involved professional has 
the knowledge to provide children and parents/guardians with information on a particular 
procedure or intervention. For example, law enforcement and child protective service 
representatives or victim advocates should not seek consent for medical forensic care. 
However, they may need to seek consent for activities related to the exam process, such 
as arranging transportation for the child and caregiver to the health care facility. Health 
care providers should not seek consent for children to participate in forensic interviews. 
Law enforcement and child protective service representatives and health care providers 
should not seek consent for provision of victim services to children or caregivers. While 
initial responders might offer an overview of various providers’ roles in the exam process—
and even introduce children and caregivers to other responders—they should not seek 
consent for interventions provided by other responders.  

                                                           
147 Circumstances of unconsciousness that may lead to a suspicion of child sexual abuse include but are not limited to unconsciousness 
from (1) abusive head trauma, with associated subdural, subarachnoid, and retinal hemorrhages; diffuse axonal injury; or acute 
respiratory compromise or arrest with/without associated cutaneous injuries and skull fractures (Hymel & Deye, 2011); (2) traumatic 
internal injury (e.g., abdominal injury) or external injury (e.g., vaginal or anal laceration) associated with blood loss; (3) drug-induced 
unconsciousness; (4) metabolic causes associated with neglect, torture of starvation, malnutrition, and/or exposure extreme heat or 
cold; or (5) caregiver history that is inconsistent with the clinical presentation of injury, or radiologic or laboratory findings on the child 
(Hymel & Deye, 2011). For more information and research on pediatric abusive head trauma, see the CDC (2015d) at 
www.cdc.gov/violenceprevention/childmaltreatment/abusive-head-trauma.html. 

http://www.cdc.gov/violenceprevention/childmaltreatment/abusive-head-trauma.html
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See www.Kidsta.org for sample consent forms and patient materials that help children and 
caregivers with decision making in these cases, and further tips for health care providers on seeking 

consent and assent. Also contact staff at Kidsta.org to discuss specific scenarios where a child and/or 
parent/guardian are hesitant to agree to or decline a procedure, and health care responder’s actions in 
such situations.  

http://www.kidsta.org/
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B2. Initial Response 
These recommendations are for those involved in initial response to prepubescent child sexual abuse cases 
prior to a child’s entry into the health care system (which is addressed in B3. Entry into the Health Care 
System). Emergency medical service/paramedic providers are included in this chapter as pre-health care 
setting initial responders. 
 
Build consensus among entities involved in prepubescent child sexual abuse cases 
in a community (the multidisciplinary response team) regarding discipline-specific 
and coordination procedures for initial response. (See A3. Coordinated Team 
Approach) Procedures should address all sexual abuse cases, regardless of when the 
incident occurred; Procedures should facilitate timely identification of and response to 
children’s immediate safety and health needs, and the needs of case investigation as 
applicable. Responders who are not from an agency designated to receive mandatory 
reports should know how to make a report, what to do if there are concerns of imminent 
danger, and how to facilitate the child’s health care.148   
 
The multidisciplinary response team should ensure that first responders are 
educated on procedures for initial response. Examples of first responders include child 
protective service hotline or intake workers, 911 dispatchers, law enforcement 
representatives (e.g., patrol officers), emergency medical service (EMS)/paramedic 
providers, and advocates who answer sexual assault crisis hotlines. These persons serve 
on the “front line” and may be involved in these cases prior to specialized personnel, units, 
or teams. Note that communities differ in, if, and how they use specialized personnel. (Be 
aware that other health care providers beyond EMS/paramedics are also first responders, 
but are addressed in B3. Entry into the Health Care System) 
 

Tribal communities, military installations, and institutional settings and systems that house or care 
for prepubescent children may have their own procedures for handling sexual abuse disclosures 
and their own first responders (e.g., tribal law enforcement, child protective services/social services, 

victim advocates, and military installation police and family advocacy program staff). Multidisciplinary 
response teams from surrounding communities, as well as federal child abuse multidisciplinary teams, are 
encouraged to work with such entities to ensure that initial response procedures are coordinated with 
jurisdictional response or across jurisdictions, to the extent necessary. (See A3. Coordinated Team 
Approach)  
 
Identify populations in the community from a specific culture (e.g., new immigrants, or groups that have 
historically been marginalized) for which it may be useful for the response team to identify professionals 
who are part of or provide services to that group and are willing to assist with the initial response. For 
example, faith leaders may be willing to act as liaisons between first responders and families in their 
congregation. Sometimes, but not always, children and families will be open to interventions when they 
have the support of someone from their own culture (but do not assume this is what they want—ask 
them). Ideally, such outreach should occur as part of a team’s planned efforts to build its capacity to serve 
all members of the community, rather than immediately prior to interventions in an individual case. 

                                                           
148 As noted in A5a. Reporting, VAWA confidentiality provisions include a requirement that VAWA grantees who are not mandated 
reporters of child abuse and neglect under their jurisdictional laws may only report abuse and/or neglect if the victim consents. However, 
if there exists an imminent risk of harm to a child, the grantee program should follow its program policies for accessing emergency 
assistance. The grantee program can also help connect the child with health care services, if given permission.  
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Professionals identified to assist in initial response to victims from specific populations should be informed 
that they may be called on for this reason, educated on appropriate response to child sexual abuse, and 
confirm their willingness to act in this capacity. (See A3. Coordinated Team Approach) 
 
Make sure the public knows what to do when a disclosure or a suspicion of child 
sexual abuse occurs. Citizens and all professionals in a community who interact with 
prepubescent children and their families should be educated on who is mandated to report 
child abuse and neglect, who can voluntarily report, and who to contact to report. Inform 
the public how entities involved in the local response to child sexual abuse work together 
to intervene in these cases. (See A5a. Reporting) 
 
Recognize key elements of the initial multidisciplinary team response that may 
occur prior to the child’s entry into the health care system, as described below. (See 
Appendix 6. Initial Response Algorithm) These are general elements of response—
responders should follow their jurisdictional and agency policies. Note that “team 
response” does not mean all responders will be involved in every case; rather, they may 
be called to respond, depending upon case needs. 
 

Key Elements of the Initial Multidisciplinary Team Response 
Report of disclosure or suspicion should trigger the multidisciplinary response team. The team should: 
• Communicate among responders to ensure timely, coordinated action, as needed, in a specific case. 
• Tailor the response to accommodate the needs of the child and the caregiver/family (e.g., 

developmental level, abilities, linguistic needs, health conditions, housing status, and culture, to the 
extent possible). Response should be child-focused, victim-centered, and trauma-informed. (See A1. 
Principles of Care and A2. Adapting Care for Each Child) 

• Note that, if a children’s advocacy center exists in a community, center staff may play a central 
coordinating role for the multidisciplinary response team during the initial response. 

 
If child protective services, law enforcement, or 911 is the first responder: 
• Assess immediate safety needs of the child, others at scene, and others where the child or suspected 

perpetrator(s) lives/or those with whom the suspect may come in contact. If in imminent danger, 911 
should be immediately involved.  

• Assess the child’s need for emergency medical care. If at the child’s location, administer necessary first 
aid. As needed, request EMS/paramedic assistance. With recent sexual abuse, take precautions to 
prevent the loss of forensic evidence on the child’s body or clothing to the extent possible while 
treating acute injuries. 

• Explain to the child and caregiver: Mandatory reporting, the next steps in the response, the 
importance of medical forensic care, and the availability of support and advocacy. 

• Seek basic information from the child and caregiver regarding the abuse reported to ascertain a time 
frame and the nature of the abuse, and, as applicable, to apprehend the suspect and facilitate crime 
scene preservation. (Note: this limited fact-finding is not the investigative/forensic interview, which 
may occur before or after the medical forensic examination) 

• Arrange an initial health care assessment to provide the child emergency medical treatment (if 
applicable) and/or determine the urgency of medical forensic care needed (acute or nonacute). A 
health care professional should determine the urgency of medical forensic care. (See B3. Entry into the 
Health Care System) First responders should understand that a child’s health must be assessed even if 
law enforcement or child protective services perceive that the child’s body or clothing contains no 
forensic evidence. First responders should be familiar with health care facilities that perform initial 
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Key Elements of the Initial Multidisciplinary Team Response 
assessments (some jurisdictions designate them; others do not), and facilities that conduct 
prepubescent sexual abuse medical forensic examinations (many jurisdictions have designated facilities 
for medical forensic care). For each exam site, first responders should know whether the site offers 
acute and/or nonacute care, hours of operation, and staffing. If an exam facility is closed or the 
pediatric examiner is unavailable at one site, they should know the next closest, appropriate exam site. 

• Follow jurisdictional policies for alerting the health care facility of the pending arrival of a child sexual 
abuse patient. If it is a designated exam facility, check that a pediatric examiner is available.  

• Transport the child and caregiver to ensure timely arrival at the appropriate health care facility (e.g., 
via EMS, law enforcement, or child protective services), and to maximize preservation of forensic 
evidence on the child’s body and clothing. Transportation should be offered in both acute and 
nonacute cases.  

o Note that, if the facility where the initial medical assessment has been performed differs from 
the exam site, the child and caregiver may also need to be transported to the exam site. 

o Note that children with disabilities may have specialized transportation needs and use assistive 
devices (e.g., motorized wheelchairs and telecommunication equipment) and/or service 
animals (e.g., guide dogs and hearing-assistance dogs) that need to be transported to the exam 
site. Do not touch assistive devices or service animals without the child’s permission. 

• Facilitate preservation of crime scene and forensic evidence, as applicable. If forensic evidence may 
be collected during the medical forensic examination: 

o Explain to the child and caregiver the need to preserve forensic evidence on the child’s body 
and clothing to the best of their ability until it can be collected at the health care facility (e.g., 
ideally, the child should not wash, change clothes, urinate, defecate, drink, eat, brush hair or 
teeth, or rinse the mouth) and that clothing may be taken as evidence. Instruct the caregiver to 
bring a clean change of clothes for the child to the exam facility. If the child changed clothes 
since the abuse, collect the clothing worn during and immediately after the abuse. Other items 
that potentially contain forensic evidence (e.g., jewelry worn during the abuse, towels and 
blankets that were used after the abuse, and soiled diapers or underwear) should also be 
collected. Follow jurisdictional/agency policies for retrieval of clothing/crime scene items so 
that forensic evidence is not inadvertently destroyed or contaminated and chain of custody of 
evidence is maintained.  

o Note that a child who uses assistive devices and/or service animals generally cannot go without 
them, as the child often views them as an extension of her/himself. If considered to be 
potential forensic evidence in a case, they should not be taken away from the child. Rather, 
during the medical forensic examination, the pediatric examiner can swab and photograph 
these devices or animals with the same intent and process as used to collect and photo-
document forensic evidence from the child’s body. 

o Take precautions to avoid damaging forensic evidence while interacting with the child, at the 
crime scene, and when transporting the child and any assistance devices or service animals to 
the health care facility.. Wear gloves, and avoid the transfer of responder DNA to the child (via 
sweat, saliva from coughing, etc), or disrupting the crime scene.149 

o EMS/paramedic providers who transport the child to the health care facility should follow 
jurisdictional/agency policy for collecting and packaging linens used and provide them to the 
health care provider or law enforcement personnel (if at the health care facility).  

o For recent sexual abuse cases in which alcohol or drugs is disclosed or suspected, if the child 
needs to urinate or vomit prior to arrival at the health care facility, these fluids should be 

                                                           
149 Chen and Steer (2012). 
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Key Elements of the Initial Multidisciplinary Team Response 
collected and packaged as per jurisdictional/agency policy. Also, collect and package containers 
that may have been used to drug a child. 

• Follow jurisdictional policies for activating an advocate (as available) to support the child and family. 
 
If an advocacy or victim service agency is the first responder: 
• Make a child sexual abuse report and communicate any urgent safety concerns to the appropriate 

agencies, as required by jurisdictional/agency policies. 
• Offer assistance to children and caregivers during the initial response, specific to the services offered 

by the agency: e.g., support and crisis intervention; basic information on sexual abuse, victim reactions, 
medical forensic care and other aspects of community response; assistance contacting responders; 
safety planning; medical accompaniment during the examination, and legal accompaniment. 
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B3. Entry into the Health Care System 
These recommendations are for health care providers related to screening and initial response to 
prepubescent child sexual abuse (prior to medical forensic care). 
 

Prepubescent child sexual abuse victims may be brought into health care facilities for a medical 
forensic examination by child protective services or law enforcement agency personnel, after they 
have received a report of sexual abuse against that child. But other “ports of entry” exist into the 

health care system for child victims. They may disclose sexual abuse directly to a health care provider in a 
clinical setting or a child’s caregiver or another third party may voice concern to a health care provider. 
Alternatively, health care providers may become suspicious of sexual abuse in the course of a pediatric 
patient encounter, without a disclosure from the child or third party. Sexually abused children who have 
not disclosed abuse may also present to health care settings with a variety of complaints, some of which 
may lead to a suspicion of sexual abuse.   
 
Health care providers must be educated to (1) identify signs and symptoms of 
prepubescent child sexual abuse,150 and (2) initially respond when there is a 
disclosure or suspicion, to determine the urgency of care required. Pediatric 
examiners and multidisciplinary response teams can take the lead in their communities for 
such educational initiatives. Although most health care providers are not clinically prepared 
to provide specialty care for child sexual abuse patients, all can be educated in these two 
main areas, as discussed below.  
 
Be aware of signs and symptoms that suggest the possibility that prepubescent 
child sexual abuse has occurred—these typically fall into physical or 
emotional/behavioral categories (Day & Pierce-Weeks, 2013). A STD beyond the perinatal 
acquistion period and pains, sores, bleeding, injury, and discharge from the genitalia are 
examples of potential physical indicators (Day & Pierce-Weeks, 2013). Common 
emotional/behavior reactions seen in children who have been sexually abused include, but 
are not limited to, increased anxiety, depression, PTSD, inappropriate sexual behavior, 
nightmares, behavioral regression, learning problems, distrust, and fearfulness (Keeshin & 
Corwin, 2011). Keeshin and Corwin (2011) noted that variations and similarities occur in 
reactions for different age ranges of prepubescent children. For example, common 
reactions seen in children ages 2 to 6 years include, but are not limited to, inappropriate 
sexual behaviors, PTSD, withdrawal, anxiety, and depression. Common reactions seen in 
children ages 7 to 12 years include, but are not limited to, depression, anxiety, PTSD, and 
suicidal ideation. Body and weight dissatisfaction and eating disorders may also be seen in 
older prepubescent children.151 
 
Be aware that one sign or symptom may not be indicative of sexual abuse. A 
significant number of children who have experienced sexual abuse do not display any 
associated signs or symptoms. Understanding the context of a child’s behaviors and/or 

                                                           
150 Health care providers should also screen for other forms of violence, as it is not uncommon for child sexual abuse victims to be 
exposed to other forms of abuse and neglect (Day & Pierce-Weeks, 2013). 
151 Also see STOP It Now! (n.d.) at www.stopitnow.org/ohc-content/tip-sheet-7 for signs of possible sexual abuse in children’s behaviors. 

http://www.stopitnow.org/ohc-content/tip-sheet-7
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caregiver concerns is important in identifying a suspicion of sexual abuse.152 Also, 
sometimes the caregiver has a concern regarding sexual abuse due to the child’s sexual 
behavior. Health care providers should be familiar with developmentally appropriate sexual 
behaviors in children (see below) versus what might be inappropriate, as well as how other 
types of stress or trauma may impact the child’s behavior (Kellogg, 2009; Silovsky & Niec, 
2002). 

Examples of Common Developmentally Appropriate Sexual Behaviors Among Children153 
(Note these behaviors do not constitute sexual abuse and are distinguished from inappropriate/problem sexual 
behavior that may raise a suspicion of sexual abuse)154 

Preschool 
(Under 4 years old) 

• Exploring, touching, and/or rubbing private parts, in public and in private
• Showing private parts to others
• Trying to touch mother’s or other women’s breasts
• Removing clothes and wanting to be naked
• Attempting to see other people when they are naked or undressing
• Asking questions about their own and others’ bodies and bodily functions
• Talking to children their own age about bodily functions such as “poop” and

“pee”
Young Children 
(4–6 years old) 

• Purposefully touching private parts, occasionally in the presence of others
• Attempting to see other people when they are naked or undressing
• Mimicking dating behavior (such as kissing or holding hands)
• Talking about private parts and using “naughty” words, even when they do not

understand the meaning
• Exploring private parts with children their own age (such as “playing doctor,”

“I’ll show you mine, if you show me yours,” etc)
School-Aged 

(7–12 years old) 
• Purposefully touching private parts (masturbation), usually in private
• Playing games with children their own age that involve sexual behavior (such as

“truth or dare,” “playing family,” or “boyfriend/girlfriend”)

See www.Kidsta.org for further resources on signs and symptoms of child sexual abuse. 

Be familiar with procedures for initially assessing prepubescent children who have 
experienced sexual abuse. When sexual abuse is a concern, children should be promptly 
assessed to determine the urgency of medical forensic care needed. Urgency is 

152 For example, a mother might indicate to a pediatrican that her child is recently anxious and regressing behaviorally, but then goes on 
to say that the child has recently started school and is having trouble separating from her caregivers. In such a context, these behaviors 
do not point to a suspicion of sexual abuse. On the other hand, a suspicion clearly arises if the mother indicates the child has recently 
been anxious and regressing behaviorally, and goes on to say that a neighbor has been babysitting the child, the child is increasingly 
fearful of this neighbor, and blood stains apeared on the child’s underwear after the last few times the neighbor babysat. Understanding 
the context of signs and symptoms does not mean that the provider needs to ascertain if the abuse occurred. A suspicion of sexual 
abuse is all that is required to trigger a report to legal authorities.  
153 The chart was drawn from Day and Pierce-Weeks (2013) and Hagan, Shaw, and Duncan (2008). Also see Kellogg (2009). See 
www.wcsap.org/sites/wcsap.huang.radicaldesigns.org/files/uploads/resources_publications/partners_social_change/PISC_June_2015.p
df (NSVRC, 2015) for an overview of healthy childhood sexual development. For related caregiver brochures, see NSVRC (2012a) at 
www.nsvrc.org/publications/its-time-talk-your-children-about-healthy-sexuality as well as WCSAP (2015d) at www.wcsap.org/start-the-
conversation and WCSAP (n.d.) at www.wcsap.org/its-time-talk-your-kids-about-healthy-sexuality. 
154 For a resource on helping children with problem sexual behavior, see Cavanagh Johnson (2009).  

Developmental 
Stage/Age Common Sexual Behaviors 

http://www.kidsta.org/
http://www.wcsap.org/sites/wcsap.huang.radicaldesigns.org/files/uploads/resources_publications/partners_social_change/PISC_June_2015.pdf
http://www.wcsap.org/sites/wcsap.huang.radicaldesigns.org/files/uploads/resources_publications/partners_social_change/PISC_June_2015.pdf
http://www.nsvrc.org/publications/its-time-talk-your-children-about-healthy-sexuality
http://www.wcsap.org/start-the-conversation
http://www.wcsap.org/start-the-conversation
http://www.wcsap.org/its-time-talk-your-kids-about-healthy-sexuality
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determined by the child’s presentation, the presence of injuries, and the nature and timing 
of abuse (Day & Pierce-Weeks, 2013). The assessment must be tailored for prepubescent 
rather than adolescent or adult patients. Initial assessment typically occurs in hospital 
emergency departments (during triage), but also in primary care settings. See below for 
nine key steps in initial health care assessment/triage with these patients. (Also see 
Appendix 7. Care Algorithm. However, note that the majority of activities in this alogrithm 
are tasks for the pediatric examiner rather than health care providers who are initially 
assessing children to determine urgency of care needed) 
 

 
Key Steps in Initial Health Care Assessment/Triage 

 
Step 1:  Make children who disclose sexual abuse or are suspected of being 

sexually abused a priority. 
 
Step 2:  Gather minimal facts during the initial assessment/triage. 
 
Step 3:  Ensure that, when prepubescent child sexual abuse is disclosed or 

suspected, a mandatory report is made as per jurisdictional and facility 
policies.  

 
Step 4:  If immediate safety concerns are identified, promptly communicate the 

urgency of the concern to the appropriate law enforcement or child 
protective service agency, as per jurisdictional and facility policy. 

 
Step 5:  Provide a medical screening exam (as per EMTALA requirements) to 

include vital signs and evaluation by a qualified medical provider for 
acute injury or pain and subsequently treat, as needed, to stabilize. 

 
Step 6:  Recognize that medical forensic care falls into two categories: acute or 

nonacute. All prepubescent children who disclose sexual abuse or are 
suspected of being sexually abused require medical forensic care due 
to health consequences associated with sexual abuse 

 
Step 7:  Once the urgency of medical care is determined, arrange the 

appropriate examination. 
 
Step 8:  Alert exam facilities according to jurisdictional and facility policies. 
 
Step 9:  Alert victim advocates to the need for their services (where available) 
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Step 2: Gather minimal facts during the initial assessment/triage. 

• Be familiar with examples of initial assessment/triage questions to ask accompanying caregivers
(Floyed et al., 2011; Giardino & Finkel, 2005; Hornor, 2010): When did the sexual abuse last occur?
What type of contact happened (e.g., oral to genital, genital to genital, or genital to anal?) Or, if
unknown, what has prompted a suspicion of sexual abuse? (Often, there is no knowledge, but a
behavioral issue OR a finding that the parent has observed that has raised her/his index of suspicion)
Did/does the child have anogenital pain, bleeding, or discharge, or a known genital injury? What access
does the perpetrator (if known) have to the presenting child and contact children? Do safety concerns
exist? Are there other physical concerns (related or unrelated to the abuse)?

question of what brings the child to the hospital to the accompanying adult. However, depending upon
developmental level and communication skills, the child may be able to answer basic questions (What
brings you in today? Does anything hurt?). In a primary care setting, the caregiver or the child may
verbalize the chief complaint. Although providers should not pursue obtaining a detailed abuse history
from the child, it is possible that a child will make a disclosure spontaneously or with little prompting. In
this case, the child needs to know that it is acceptable to talk with trusted adults about what happened.
Such disclosure should be documented verbatim. To the extent feasible, separate the child from the
caregiver when obtaining this information. Separation is particularly important if the caregiver is a
suspected perpetrator, is in collusion with the perpetrator, or is otherwise abusive to the child.155

155 The bullet was adapted from Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and Neglect. (2013). 

Key Steps in Initial Health Care Assessment/Triage 
Step 1: Make children who disclose sexual abuse or are suspected of being sexually abused a priority. 
• See children presenting with sexual abuse issues in a timely fashion. To the extent possible, use a

private location within the facility to initially assess/triage the child and as a waiting area for the
caregiver/family. Inform the child and caregiver what will happen during the initial assessment/triage
(e.g., a medical screening will confirm that no emergent conditions exist and help plan for specialty
care).

• Be aware that it may be particularly uncomfortable for some children and caregivers to speak about the 
abuse in general, but especially with members of the opposite sex. To the extent possible, 
accommodate requests for providers of a specific gender or culture.

• This section focuses mainly on health care providers who interact with children prior to the pediatric 
examiner’s involvement. However, if there is a pediatric examiner at the facility, seek to involve th e
examiner as early as possible (e.g., if emergency department staff knows a child victim is being 
transported to the facility, they may be able to reach out to the examiner at that point or the examiner 
could meet the patient immediately after triage).

• Note that the person from whom information should be obtained depends somewhat on the
presenting situation. In an emergency department setting, health care providers usually direct the

• The initial assessment/triage of the child should include questions that are limited in scope—the focus
is for the health care provider to obtain sufficient information to make a mandatory report and to
determine whether the urgency for medical forensic care is acute or nonacute. Questions should only
include what is necessary to identify the child’s presenting issues and treatment needs, and the nature
and timing of the abuse. It is helpful to know whether other responders/providers are already involved
in the case, as they may be able to share pertinent case information that will help limit the questions
the health care provider needs to ask. Note further information will be sought from the child and
caregiver during the medical history component of medical forensic care, as well as the investigative
interview/forensic interview.
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156 Acute care may be further categorized at some health care facilities as emergent or urgent, with the facility assigning response time 
frames to each subcategory. Caution is recommended when making such assignments: If there is any question about the 
subcategorization in a case, then emergent care is more appropriate. 

Step 5: Provide a medical screening exam (as per EMTALA requirements) to include vital signs and 
evaluation by a qualified medical provider for acute injury or pain and subsequently treat, as needed, to 
stabilize. 
• Be aware that emergent treatment needs always supercede forensic evidence preservation.

If the abuse occurred in the recent past (see below), strive to preserve potential evidence on the child’s
body for later collection during the medical forensic examination. To that end, do not remove the
child’s clothing or have him/her wash or bathe. If a child must eat or drink, oral swabs can be taken—
consult with a pediatric examiner as needed to ensure that swabs are collected properly. If the child
needs to urinate, a sample (dirty catch) should be obtained as it may be needed for STD or toxicology
testing. Soiled diapers or underwear should be maintained as part of the collection process. Procedures
should be in place to facilitate the passing along of any material or samples collected to the pediatric
examiner or law enforcement representative, in a manner that maintains the chain of custody of
forensic evidence. (See A5e. Evidence Integrity and B8. Evidence Collection)

•

Step 6: Recognize that medical forensic care falls into two categories: acute or nonacute. All prepubescent 
children who disclose sexual abuse or are suspected of being sexually abused require medical forensic 
care due to health consequences associated with sexual abuse (Day & Pierce-Weeks, 2013). Follow 
jurisdictional and facility policies for determining the urgency of care. 
• Generally, an acute examination (emergent or urgent care156) should be conducted for a child who has

disclosed sexual abuse or is suspected of being sexually abused if: 
o The sexual abuse may have occurred recently (as per the jurisdictional prescribed time frame for

acute medical forensic care) and there is a possibility of forensic specimens on the child’s body 
from the contact (see A5d. Timing of Evidence Collection); 

o There are symptoms of injury, anogenital or other (e.g., bleeding, bruising, abrasions, and
lacerations);  

o There are symptoms of STDs (e.g., discharge from genitalia, pain, or sores), including HIV;
o The situation (e.g., the child is unconscious) or the child’s cognition (e.g., pre-verbal

infant/toddler) prevents an understanding of the time frame since the sexual abuse or of the
severity of injuries;

Step 4: If immediate safety concerns are identified, promptly communicate the urgency of the concern to 
the appropriate law enforcement or child protective service agency, as per jurisdictional and facility policy. 
• If there is concern about a safety threat posed by a person accompanying the child, take steps to

protect the child and the facility staff from that individual. In addition to immediate outreach to the
appropriate law enforcement and child protective service agency, follow facility policy on response to
this and other types of threatening situations. It is important that facilities and providers have the ability
to create a safety plan, including admission when necessary (if the facility has inpatient capacity).

Step 3: Ensure that, when prepubescent child sexual abuse is disclosed or suspected, a mandatory report 
is made as per jurisdictional and facility policies. (See A5a. Reporting) 
• Make the report after basic facts about the nature and circumstances of the abuse are gathered.
• Do not delay health care due to confusion about which jurisdiction should receive the report, if there is

a problem communicating with legal authorities about the report, or if the jurisdiction in which the 
abuse occurred differs from the one in which the health care facility is located.



114 

o

• Children should be referred for a nonacute examination (nonurgent care) if the sexual abuse is 
o The child or caregiver has pressing concerns that acute care can address (e.g., about STDs).

Step 8: Alert exam facilities according to jurisdictional and facility policies. 
• For acute examinations, alert the appropriate exam facility that an immediate need exists for a

pediatric examiner to provide medical forensic care. If the examination will take place at the initial 
health care facility to which the child presented and examiners are not based at the site or need to be 

• Recognize that the disclosure of child sexual abuse is often a crisis to the child and family, even if it
does not require emergency medical attention (Christian, 2011; Leder, 2012). In such instances, it may
be beneficial to conduct an examination acutely to reassure the child and family (Christian, 2011), as
well as to offer crisis intervention and support, and link the child and family to advocacy and mental
health services.

The child was abducted and sexual abuse is suspected;
o There are imminent safety risks to the child and it is unclear where she/he will reside in the

future;
o There is a concern that the family will not return the child for nonacute care on another day;

The child is experiencing significant behavioral or emotional problems and/or a need exists foro
evaluation for possible suicidal or homicidal ideation; and/or

suspected to have occurred beyond the jurisdictional time frame for forensic sample collection an d 
there is no indication for the need for immediate medical attention as described above. Althou gh 
forensic samples are not collected in these instances, these children do require a thorough medica l 
forensic evaluation consisting of a medical history and examination. Because child sexual abuse report s 
are often delayed, a nonacute examination rather than an acute exam is appropriate in many cases.

Step 7: Once the urgency of medical care is determined, arrange the appropriate examination. 
• Follow the protocol for arranging medical forensic care, as per jurisdictional and facility policy.

o The multidisciplinary response team (or responding entities) should work in conjunction with
local and regional health care systems and pediatric examiners to ensure that primary care
providers and hospital emergency departments in the team’s service area have a consistent
protocol to arrange medical forensic care. The protocol should identify acceptable time frames
for acute and nonacute care, once the urgency of care is established and the patient is
stabilized.

o Acute and nonacute examinations may be conducted in designated health care facilities in a
jurisdiction or region. Some exam facilities perform acute and nonacute examinations; othe rs
perform only one type. Some have time restrictions (e.g., many children’s advocacy centers’ 
medical clinics are open only during standard business hours). (See A4b. Facilities)

o When arranging medical forensic care, health care providers need to be informed of: available 
medical forensic exam resources in the community; which location and time frame is best for 
different exam types and pediatric populations; transfer options and procedures if a child must 
be sent to another facility for acute medical forensic care (they should not send a child who 
requires acute medical forensic care home without a medical forensic examination); and option s
and procedures for arranging nonacute examinations.

o If at all possible, develop mechanisms to provide initial responders with access to pediatric
examiner consultants whom they can call for guidance in directing children to the right
provider, facility, and services.

o Recognize that transportation for nonacute care may be an issue for caregivers. The
multidisciplinary response team (or responding entities) should offer accessible transportatio n
at no cost for children and caregivers to ensure nonacute care occurs in a timely manner.
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dispatched, they should be contacted as per facility policy.157 Examiners are often required to arrive at 
an exam site within a certain period of time (e.g., one hour) after being dispatched. If the child is going 
to be transferred to another facility for the acute care, that facility should be alerted regarding the 
patient’s pending arrival and then established policies should be followed for the transfer. 
Communication between the health care provider performing the initial assessment and the specialty 
care team at the transfer site may assist in the child’s plan of care and expedite the transfer. (See A4b. 
Facilities) 

• Note that in circumstances in which patients are seriously injured, pediatric examiners must be 
prepared to work alongside other health care providers who are stabilizing and treating the patients. 
In such cases, examiners should be prepared to perform examinations in settings such as a health care 
facility’s emergency department, an operating room, a recovery room, or an intensive care unit. 

• For a nonacute examination, providers at the initial responding facility should follow jurisdictional 
policy for outreach to the exam facility to ensure that specialty care is available and to schedule an 
appointment for the child. 

 
Step 9: Alert victim advocates to the need for their services (where available) 
• Determine if/which victim advocacy services are available to children and/or family members before, 

during, and after the medical forensic examination to offer crisis intervention, support, information, 
safety planning, counseling, and advocacy services.  

o The multidisciplinary response team should work with local and regional victim advocacy 
programs serving prepubescent child sexual abuse victims to ensure that children and their 
caregivers have access to advocates during the exam process and that informed consent is 
sought from the child and caregivers when involving advocates. In conjunction with the 
advocacy program, the team should also develop procedures for health care providers to 
activate an advocate in these cases to provide medical accompaniment. (See A3. Coordinated 
Team Approach and B1. Consent for Care)  

• Follow established procedures for activating an advocate, as per jurisdictional and agency/facility 
policies.  

 
Be aware of children who may need a different approach upon entry to the health 
care system. Health care providers who initially respond to these cases and pediatric 
examiners should be familiar with jurisdictional procedures that may be in place to trigger 
distinct medical and investigative responses to specific types of child sexual abuse or 
related crimes (e.g., sex trafficking or drug endangerment). The multidisciplinary response 
team should communicate with those overseeing those distinct responses (e.g., task 
forces) to ensure initial medical assessment procedures for children in these cases are 
well coordinated. 
  

                                                           
157 It is possible that examiners could also be dispatched by first responders at the crime scene or by triage staff after being alerted that 
a sexual abuse patient will be arriving at the facility. Activating examiners as early as possible seems like it would be beneficial, but such 
a procedure can potentially cause confusion. For example, after activating an examiner to dispatch to a particular exam facility, there 
may be delays in transporting the patient to the site or changes while on the way to the facility. Advance team planning for multiple 
scenarios in these cases can help reduce confusion. 
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B4. Written Documentation 
These recommendations are for pediatric examiners on written documentation of medical forensic care. 

Ensure completion of all documentation. Examiners are responsible for documenting 
the medical forensic details of the examination in the prepubescent child’s medical record. 
All aspects of care should be documented: consent, the medical history, the examination 
(including written descriptions, diagram/body map rendering, and interpretation of 
findings), consultant reports (if done), forensic samples collected (if done), testing done 
and/or treatment rendered and results as available, descriptions of photographic images 
taken, a discharge plan, and follow-up care scheduled and referrals given.158 Examiners 
also need to document this data on jurisdictional exam report forms. If examiners are 
called to testify in a legal proceeding, they may use this report to recall their encounter with 
the child (Day & Pierce-Weeks, 2013).  

Document physical trauma using standard terminology and descriptive language. At 
a minimum, descriptions should include the type of injury (see below), but not speculate on 
its cause. However, if the child details the origin of an injury, it is appropriate to document 
her/his words in quotations. In addition to written descriptions, physical findings should be 
noted on body diagrams/maps and photo-documented. (See B6. Photo-Documentation) 
Also, samples collected from injuries should be noted. 

Describing Features of Physical Injuries159 

Classification/type Use accepted terminology (e.g., abrasion, bruise, laceration, and incised wound) 
Site Record the location/direction of wound/injury 
Size Measure wound (using ruler) 
Shape Describe shape of wound: linear, curved, or irregular 
Surrounds Note condition of nearby tissue: bruised, swollen, or tender 
Color Observe any changes in color: redness, bruising, or pallor 
Contents Note presence of foreign material in wound: dirt, debris, or glass 
Age Note any healing injuries, such as scabbed cuts (do not attempt to date wounds)160 
Borders Characterize wound margins: ragged, smooth 
Depth Give an estimate of depth of wound, if present 
Pattern Pattern or imprint of an object: e.g., iron, handprint, or bite mark 

See www.Kidsta.org for related medical definitions. 

Accurately reflect in the written record the child’s demeanor, statements made by 
the child during the course of care, and the caregiver’s statements regarding the 
history of events. All such statements, and the examiner questions, must be recorded 

158 Medical records from care provided related to earlier disclosures of sexual abuse to a health care provider may also be included if 
available and accessible (e.g., if the patient was transferred from another facility where an initial assessment of urgency of care was 
performed). However, inclusions of such records will vary across jurisdiction and facilities and individual cases.  
159 The chart was adapted from Day and Pierce-Weeks (2013) and WHO/UNHCR (2004). 
160 See Atwal et al. (1998).  

Feature Notes 

http://www.kidsta.org/
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verbatim. Such documentation can be admitted as evidence at trial in most states. (Also 
see B5. Medical History) 

Ensure that examiners are instructed and supervised on proper written 
documentation. The medical record must be an accurate and thorough reflection of the 
examination and stand on its own (Kaplan et al., 2011). Pediatric examiners should be 
educated on: the importance of proper medical forensic documentation in child sexual 
abuse cases; the need to be objective in their documentation; the need to be consistent in 
documentation across these types of cases; how to access and use their jurisdictional 
medical forensic documentation forms; and how to document care provided in the child’s 
medical record. Note the following documentation “dos and don’ts:”161 

Encourage examiners within an exam facility, jurisdiction, or region to devise an 
appropriate record review process tailored to their needs. In addition to having a 
system for peer review as discussed in A4a. Pediatric Examiners, consider having a 
clinical director or supervisor at the exam site systematically review documentation 
related to the examination. In some jurisdictions, review of non-physician examiner’s 
documentation by a medical director or supervisor is required. These reviews can serve to 
increase overall examiner effectiveness by ensuring that reports are completed according 
to policy, assessing staff training needs, considering acceptable procedures for 
amendments to the record, troubleshooting for potential problems, and identifying trends. 

Establish policies for record storage, release, and retention. (Also see B6. Photo-
Documentation) Pediatric examiners, as well as those involved in health care facility 
records management, should understand the record storage, release, and retention issues 

161 The chart was drawn from Day and Pierce-Weeks (2013) and the Massachusetts Department of Public Health (2005). 
162 For example: Don’t use legal terms such as “alleged” or “rape.” Opt for “reported sexual abuse” or “concern of sexual abuse.” Don’t 
use pejorative terms and phrases such as “child refuses or is uncooperative.” Opt for “child unable to complete full exam” or “child upset, 
tearful, crying, and/or anxious.” Don’t use medical phrases that have different forensic meaning. For example, don’t say “in no acute 
distress” as it may imply that the child has suffered no psychological trauma or that the examiner doubts anything happened. Don’t say 
“no evidence of” as there well may be evidence that is not apparent and, in many cases of substantiated sexual abuse, there are no 
physical findings. Don’t use “intercourse” as it may be perceived as implying consent; instead use “penetration.” Don’t use “virginal or 
intact” as this is misleading terminology. 

Do Don’t 
• Write or type legibly
• Complete all aspects of the medical chart
• Record the exam date and time
• Record the medical history and sources
• Record verbatim questions asked and quote

patients and caregivers carefully
• Put statements by patients and caregivers in

quotation marks
• Make sure duplicate copies are legible
• If you did not examine something on the

form, write not examined
• Sign every page
• Complete all legally required paperwork

• Don’t leave blank sections
• Don’t cross out previously documented

information
• Don’t use unauthorized abbreviations
• Don’t draw unfounded conclusions
• Don’t draw legal conclusions
• Don’t fill in the form if you are not the person

• Don’t use terms or phrases that have legal
who completed the examination

meaning, could be misleading in a legal case, 
or could be perceived as pejorative to the 
child162
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in these cases and if/how they differ for various populations of victims of sexual violence 
(e.g., prepubescent children, adolescents, and adults) and other patients receiving medical 
forensic care in which there is digital image documentation.    
 
The privacy of the child’s medical records stored at health care facilities should be 
protected, in accordance with applicable laws. Health care facilities should have clear 
policies that address secure storage and retention of paper and electronic records and that 
limit access to the child’s records, as well as procedures for releasing written records only 
to those who are legally allowed access. Mechanisms to restrict access to a child’s 
medical records are important in all scenarios, but particularly in small and/or close-knit 
communities where health care facility employees may be acquaintances, friends, and 
family members of patients and/or suspects. (See A5b. Confidentiality and Release of 
Information and A5e. Evidence Integrity)  
 

Policies that address record storage should consider issues including but not limited to the following: 
How long are medical records kept in general? Is the length of time that medical records are retained 
different for records that involve child sexual abuse? Where are the records kept? If records are 

paper copies, are they kept in a locked location in files and behind doors? Who has access to those spaces? 
With electronic records—are firewalls used to limit access? What additional procedures are in place for 
photographic images? Consult with facility information technology/security and compliance 
departments.163 
 
Facility retention policies for medical records must take into account the need for 
access to these records in criminal and civil proceedings.164 There is no single 
standardized retention schedule that health care facilities and providers must follow for 
medical forensic exam records. Instead, they typically review and consider a variety of 
retention requirements (e.g., federal, state, and accrediting bodies) and other 
recommendations (e.g., from the AHIMA) when creating such a policy. Time frames for 
retention requirements can be relatively short (e.g., five to 10 years after the most recent 
patient encounter). These limited time frames can be problematic in terms of the needs of 
the justice system, including in cases of delayed reporting, delayed processing of 
evidentiary kits, CODIS hits,165 cold case investigations,166 conditions that extend the 
statute of limitations, and the appeals process. With this in mind, policies for medical 
forensic record retention should be based on justice standards, rather than 
traditional medical record keeping, storage, retention, and destruction policies.167  
 
Medical records in these cases should not be destroyed. 
 

                                                           
163 Also see the American Health Information Management Association’s (AHIMA) e-HIM Work Group on Security of Personal Health 
Information (2008) at http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039956.hcsp?dDocName=bok1_039956 for 
more on security issues and challenges with electronic medical records. 
164 See Ericksen and Knecht (2013) at http://victimsofcrime.org/docs/DNA%20Resource%20Center/sol-for-sexual-assault-check-chart---
final---copy.pdf?sfvrsn=2 for a state-by-state comparison of statute of limitations for sexual assault and abuse. 
165 CODIS (Combined DNA Index System) describes the FBI's program of support for criminal justice DNA databases and the software 
that runs these databases. For more information on CODIS, see the Federal Bureau of Investigation (n.d.) at www.fbi.gov/about-
us/lab/biometric-analysis/codis/codis-and-ndis-fact-sheet.  
166 A cold case is any case whose probative investigative leads have been exhausted. See National Institute of Justice (2008) at 
http://nij.gov/journals/260/pages/what-is-cold-case.aspx.  
167 This paragraph was adapted in part from AHIMA (2011). 

http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039956.hcsp?dDocName=bok1_039956
http://victimsofcrime.org/docs/DNA%20Resource%20Center/sol-for-sexual-assault-check-chart---final---copy.pdf?sfvrsn=2
http://victimsofcrime.org/docs/DNA%20Resource%20Center/sol-for-sexual-assault-check-chart---final---copy.pdf?sfvrsn=2
https://www.fbi.gov/about-us/lab/biometric-analysis/codis/codis-and-ndis-fact-sheet
https://www.fbi.gov/about-us/lab/biometric-analysis/codis/codis-and-ndis-fact-sheet
http://nij.gov/journals/260/pages/what-is-cold-case.aspx
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Before information and/or photo-documentation from the child’s medical record are released for 
investigative purposes, it would be beneficial for pediatric examiners to educate the recipients of the 

information about issues such as: digital image interpretation issues, why there may be discrepancies 
between a child’s perception of experience and what actually happened; why there are no physical findings 
(if that is the case); and what symptoms might be expected with various types of anogenital contact 
(adapted from Kaplan, 2011).   
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B5. Medical History 
These recommendations are for pediatric examiners related to the medical history.  
 
Recognize the medical history is a critical component of medical forensic care, both 
acute and nonacute.168 The pediatric examiner, prior to the examination, should seek 
information regarding the child’s health and symptoms, including the specific 
circumstances of sexual abuse. The process for taking a medical history as part of medical 
forensic care is similar to any other medical history taking: chief complaint/history of 
present illness; review of systems;169 and medical, family, and psychosocial history. The 
sexual abuse is the presenting medical issue about which the examiner needs information 
to provide care. The history subsequently guides the examination, formulation of a 
diagnosis, treatment and other health care interventions, and discharge planning, and 
helps determine if and which forensic evidence collection procedures are necessary 
(Adams et al., 2015; Day & Pierce-Weeks, 2013; De Jong, 2011; Finkel & Alexander, 
2011; Kaplan et al., 2011). The medical history may provide information useful to the 
investigation (Adams et al., 2015). 
 
Recognize that a forensic interview is different from the medical history. The forensic 
interview is a component of a comprehensive child sexual abuse investigation (Newlin et 
al., 2015). Forensic interviewing of children who disclose sexual abuse or for whom sexual 
abuse is suspected is an impartial fact-finding process that guides decision making in 
criminal, family, and juvenile law cases (Swerdlow-Freed, 2015). A forensic interview is a 
semi-structured conversation that is designed to obtain information from the child about the 
reported abusive event(s) (adapted from Swerdlow-Freed, 2015). During the interview, a 
forensic interviewer designated by the investigative team (or if not available, a law 
enforcement or/and child protective services investigator as applicable to the case) seeks 
to obtain a statement from the child in an objective, developmentally appropriate, and 
legally defensible manner (Davies et al., 1997). The interview is typically video-recorded. 
To ensure that facts are gathered in a way that will stand up in court, forensic interviews 
are carefully controlled: the interviewer’s statements and body language must be neutral, 
alternative explanations for a child’s statements are thoroughly explored, and interview 
results are documented in such a way that they can bear judicial scrutiny (North Carolina 
Division of Social Services and Family and Children’s Resource Program, 2002).170 
 
See below for tips for pediatric examiners to keep the medical history and forensic 
interview separate but complementary.    

                                                           
168 That said, circumstances may present where examiners will need to proceed with a medical forensic examination without a medical 
history (e.g., if a child is nonverbal/noncommunicative and a caregiver or family member is not available). 
169 The review of systems should include particular attention to gastrointestinal symptoms, constipation, genitourinary, and behavioral 
and emotional symptoms. Such symptoms could be associated with sexual abuse, although not diagnostic of it. 
170 In-depth discussion of forensic interviewing is beyond the scope of this protocol. See Newlin et al. (2015) for best practices in 
interviewing children in cases of alleged abuse. Coulborn Faller (2015) offers a history of the evolution of forensic interviewing in child 
sexual abuse cases. For additional resources related to investigative interviewing in child abuse cases, see the Child Welfare 
Information Gateway at www.childwelfare.gov/topics/responding/iia/investigation/interviewing/. 

https://www.childwelfare.gov/topics/responding/iia/investigation/interviewing/
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Tips to Keep the Medical History and Forensic Interview Separate but Complementary 
• Pediatric examiners should limit the medical history to information necessary to address the child’s 

health care needs and to guide the examination and collection of forensic samples (if applicable). It is 
not necessary for examiners to document detailed information that would normally be considered 
investigative in nature, as such information typically has less applicability to the components of the 
medical forensic examination, and would be routinely gathered by law enforcement personnel or 
through a forensic interview.   

• Multidisciplinary response team protocols for child sexual abuse cases should delineate the roles of 
each team member. All involved on the team should have knowledge about and appreciation of the 
value of each member’s contribution. (See A3. Coordinated Team Approach)     

• Coordination should be encouraged among examiners and investigative agencies around sharing of case 
information. When relevant investigative information is available prior to medical forensic care and/or 
the forensic interview has already occurred, the pediatric examiner should be briefed on that 
information prior to the medical history and examination. Likewise, if medical forensic care is 
completed prior to the forensic interview, investigators and/or forensic interviewers should be briefed 
before the interview on the relevant information gathered during the medical history and 
examination.171 

• Multidisciplinary response team protocols vary widely from jurisdiction to jurisdiction as to whether to 
include the pediatric examiner among the professionals viewing the child’s forensic interview. If the 
examiner observes the forensic interview and is subsequently conducting the medical forensic 
examination, observance of that interview does not negate the need for the examiner to conduct a 
medical history with the child. As noted earlier, the medical history is part of the overall assessment 
that guides the examination and forensic evidence collection, and when conducted by the examiner, is 
performed for the purposes of diagnosis and treatment. In contrast, the purpose of the forensic 
interview generally is to assist with the investigation and possible prosecution. In most instances, the 
history obtained by the examiner is information allowable in testimony as a result of the medical 
exception to the hearsay rule. If the examiner were to obtain the medical history by observing the 
forensic interview versus gathering the history directly from the child, the hearsay exception likely 
would no longer apply. Documentation by the examiner, particularly as it relates to statements made by 
the child, should be limited to information obtained directly from the interaction between the examiner 
and the child. 

• Observing the forensic interview can assist the examiner in a variety of ways (e.g., in gaining more 
details of the abusive event; in assessing the child’s demeanor and development; in observing what 
strategies employed by forensic interviewers may have successfully engaged the child and which ones 
did not work; and in supporting education and anticipatory guidance to the caregiver as part of the 
post-exam process). 

• To maintain objectivity, jurisdictions should avoid having pediatric examiners assume the role of 
forensic interviewer. However, if a jurisdiction requires examiners to function in the role of forensic 
interviewer as well, it is important to consider the following: Because these roles are separate and 
distinct with different purposes, the examiner should be expected to adhere to all required initial 
education and ongoing training with regard to both roles. In addition, care should be taken to avoid role 
confusion that may result in impeding the examiner’s ability to testify under the medical exception to 
the hearsay rule.  

 

                                                           
171 Note that, although jurisdictional and agency protocols vary regarding the timing of the forensic interview in relation to the acute and 
nonacute examination in child sexual abuse cases, the forensic interview usually precedes nonacute medical forensic care. If medical 
forensic care precedes the forensic interview, it is usually in acute cases where the immediate need to evaluate the child’s medical 
status, provide care, and/or collect forensic evidence takes precedence over the forensic interview.     
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Tips to Keep the Medical History and Forensic Interview Separate but Complementary 
• Investigative agencies should be educated about what an acute and a nonacute medical forensic 

examination entails, the purpose of the medical history, and how the medical history differs from the 
forensic interview. They should understand that law enforcement or child protective service 
representatives should not be present during the medical history or the examination. In addition, they 
should be provided with opportunities to ask medical questions related to a case. 

 
For more discussion of the implications of evolving law on hearsay exceptions, see Appendix 5. Impact 
of Crawford v. Washington and the Confrontation Clause. 

 
Consider the following issues when preparing for and when starting the medical 
history: 
 

• What information on the child and case is already available? Examiners can 
check the child’s chart for details that are pertinent to medical forensic care, which 
health care providers have already documented. They can confer with investigative 
agencies if a forensic interview has been conducted to ascertain data already 
gathered. 

• Have any injuries been identified and treated? (See B3. Entry into the Health 
Care System) 

• Have the crisis intervention and support needs of the child and caregiver 
been met? Victim advocates typically are able to provide crisis intervention and 
support during the exam process, including the medical history. They also can 
support the child while the caregiver is providing information and support the 
caregiver while the child gives an event history. (See A3. Coordinated Team 
Approach) Also, note that the medical history provides examiners an opportunity to 
assess related fears or concerns of children and caregivers and stress the 
usefulness of mental health services to help deal with the ramifications of the sexual 
abuse (Adams et al., 2015). 

• Has a mandatory report been made? Examiners should not assume disclosures 
or suspicions have already been reported. Instead, they should confirm a report with 
child protective services and/or law enforcement as applicable to the case, as per 
jurisdictional and facility policies (See A5a. Reporting) 

• Is the child safe in the facility? To the extent possible, examiners should be 
cognizant of the relationship of the perpetrator to the child and the child’s living 
situation, as these facts may speak to safety issues at the health care facility and 
during discharge planning, and to the urgency of conveying safety concerns to child 
protective services and/or law enforcement. (See B3. Entry into the Health Care 
System) During history taking, examiners should document any reference to 
perpetrators and/or persons abusive to the child. The medical history can provide 
information about whether the caregiver has been supportive of the child through 
the disclosure process (Adams et al., 2015). 

• Is a private and comfortable setting available for history taking? Ideally, there 
should be no interruptions during history taking and no time constraints for the 
history or other use of the room while information is being gathered. History taking 
often takes place in the exam room prior to the examination. Regardless of the 
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space, examiners can help the child feel safe, comfortable, and relaxed as possible. 
Avoid rushing the child through the history.   

• Are procedures in place to allow examiners to speak with the child and 
caregiver together and separately during the medical history, as appropriate 
in a case?  The majority of the medical history in prepubescent child cases 
generally is sought from the caregiver presenting with the child, and may be 
supplemented by the child if she/he is developmentally able (see below). However, 
approaches vary to gathering information about the abusive event history: some 
jurisdictional protocols provide detailed instruction as to what information to obtain 
from the child versus the caregiver (e.g., see Washington State, 2012), while others 
are less specific; some do not seek the abusive event history from the children,172 
while others seek this information from the child, but not separately from the 
caregiver; and, lastly, some first gather information about the event history from the 
caregiver, without the child present, and subsequently obtain the event history from 
the child, without the caregiver present (De Jong, 2011; Kaplan et al., 2011). This 
last approach gives the child who is developmentally able the opportunity to express 
her/his own viewpoint on what has happened, without being inhibited by the 
caregiver (Day & Pierce-Weeks, 2013). Being able to independently give an 
account of the abuse is particularly important for a child whose caregiver may be 
the perpetrator, in collusion with the perpetrator, or otherwise abusive to the child 
(but is unsuspected by responders). Examiners are encouraged to assess what is 
the most appropriate approach in each case, giving the child who is 
developmentally able to provide the abusive event history as many options as 
possible. Some children are not developmentally able to provide this history or are 
uncomfortable being separated from the caregiver.  

• What is the child’s developmental level? Examiners should assess the child’s 
developmental level to tailor the history taking approach to the child. Because a 
child’s communication ability changes dramatically, depending on her/his 
development, the examiner’s knowledge about developmental stages can play an 
important role in rapport building, in communicating with the child in a 
developmentally appropriate way, and in the care provided. (See A2. Adapting Care 
for Each Child) The child’s developmental level also directly affects whether the 
event history is sought from the child as opposed to only the caregiver or other 
sources. Consider (adapted from Day & Pierce-Weeks, 2013; IRC, 2012): 

 
o BIRTH - 4 YEARS OLD: Children in this age range have emerging 

communication skills (e.g., it is possible that 3- or 4-year-old children may be 
eloquent and descriptive in their communications). However, caregivers and 
other adults presenting with the child are usually the primary sources of 
information for the event history. 

o 5-9 YEARS OLD: Children in this age range should provide an event history 
if possible, if they are developmentally able. Caregivers and other adults 

                                                           
172 Kaplan et al. (2011) noted that some communities discourage clinicians from obtaining a medical history from the child about the 
abuse so as to avoid traumatizing the child. However, children can find it therapeutic to disclose to and be validated by health 
professionals.  
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presenting with the child may provide supplemental information for the event 
history.   

o 10 AND ABOVE: Children in this age range should provide an event history, 
if they are developmentally able. Again, caregivers and other adults 
presenting with the child may offer supplemental information.   

 
Although growth stages are often correlated with chronological age, ages at which 
developmental milestones occur are not the same for all children (e.g., an older child with 
autism may have limited communication skills). A child’s development level should be 
assessed in multiple areas (e.g., fine motor, language, cognitive, and social skills), not 
merely chronological age. 
 

• Are there other circumstances of the child that may impact history taking? 
(See A2. Adapting Care for Each Child) In particular, examiners need to evaluate 
the child for factors that may affect communication and cognition, and document 
skills, abilities, circumstances, and limitations. They should work with the child 
and/or caregiver to understand these factors and determine how best to 
communicate with the child. A few specific situations to consider (adapted from Day 
& Pierce-Weeks, 2013; IRC, 2012): 

 
o If A CHILD HAS DISABILITIES THAT AFFECT COMMUNICATION OR 

COGNITION, examiners should communicate with her/him during the history 
in the manner that is most effective for that child (e.g., using sign language, 
Braille, plain language/pictures, or audio aids). They should not assume, that 
due to a disability, a child is incapable of communication. However, it can be 
difficult to understand some children with disabilities, as well as for them to 
understand others, which can lead to misunderstandings that further impede 
comprehension. Examiners should respect that some children with 
disabilities may not wish to have the physical examination and expose their 
body to a stranger.  

o IF A CHILD IS NONVERBAL (not due to a disability, but because of 
developmental capacity, discomfort, being scared, etc) and not otherwise 
communicating with the examiner (using body language, facial expression, 
etc.), the examiner should talk with the child to build rapport and explain 
exam procedures, but have no expectations that the child will provide an 
event history. It is not unusual for a child who initially will not verbally 
communicate (and has the capacity) to begin to communicate as the exam 
progresses as she/he feels more comfortable and less afraid. However, 
some children may not be willing to discuss the sexual abuse. Forcing them 
to communicate is traumatizing and should be avoided. (Note it is also 
possible that a child will not give an event history because the suspected 
sexual abuse did not actually occur) 

 
• If a child or caregiver has a need for communication aids or language 

assistance during history taking, have those accommodations been 
arranged? Examiners should be familiar with facility policy for making such 
arrangements. (See A2. Adapting Care for Each Child)  
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• Has there been a request for an examiner of a specific gender or culture? 
Examiners should accommodate such request to the extent possible.  

 
Be mindful of the child’s capacity to answer questions during the information 
gathering process (Day & Pierce-Weeks, 2013; IRC, 2012). Examiners should take 
breaks as needed by the child. A child’s short attention span, due to developmental level 
or other circumstances, may limit the amount of time available for history taking.  
 
Be familiar with the main areas of history taking (adapted from Day & Pierce-Weeks, 
2013; Botash, n.d.). At the start of history taking, examiners should make clear to the child 
and caregiver that their role is to obtain a medical history for the purpose of diagnosis and 
treatment, and that the medical history is not an investigative interview. After building 
rapport and assessing the child’s circumstance and developmental level, examiners can 
explain that questions will focus on the sexual abuse event(s), the child’s medical 
condition, and the child’s family and psychosocial history (see below for the four main 
areas of medical history taking). Examiners should be careful to avoid the use of leading 
questions.  

 
Note that the use of video and audio recording is not appropriate during the medical history.  
 

Main Areas of the Medical History 
A general principle in any history taking is to tailor questions to the child’s developmental level. 

1. Getting started: Some questions to ask the child  
• My name is [         ]. I am a [doctor, forensic nurse, etc.]. My job is to make sure you are all right. 
• Can you tell me your name?  
• How old are you? 
• Do you know why you are here today?  
• Review the child’s knowledge of body parts. “What do you call this?” Point to the child’s ear. Continue in 

this fashion until the child has named most body parts, including genitalia. Use the child’s language 
when talking about body parts.173 

 
2. Event history—chief complaint 
• Write the event history in the child and/or caregiver’s exact words, using quotes. 
• Ask open-ended questions to gain information. For example, “Tell me what happened.” Do not pressure 

the child to speak. It is not necessary to obtain all the details of the event from the child. If a child is 
reluctant to speak, and answers only “yes” or “no” or “I don’t know,” consider discontinuing efforts to 
obtain the history from the child at that time. (Washington State, 2012) 

• Information about the timing and nature of the event 
o When and where did it occur? 
o Did it occur more than one time?  
o Type of penetration/contact (specifically what and where on child/perpetrator)? 
o Condom use, use of objects? 
o Were photographs/videos taken or shown? 
o Perpetrator a known person or stranger? 

                                                           
173 Note that while anatomically neutral body maps should be used to document exam findings, with some children, gender-specific body 
maps can be useful to aid examiners when discussing body parts. 
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Main Areas of the Medical History 
A general principle in any history taking is to tailor questions to the child’s developmental level. 

o Perpetrator’s STD status, including HIV, if known? (Note the child likely will not know this 
information, but caregivers might if perpetrator is known to them) 

• Events since the event (e.g., to ascertain status—preservation of forensic evidence) 
 
3. Past and current medical history 
• Any current pain, bleeding, discharge, injuries, illnesses, or other physical symptoms  
• Sexual history with awareness of gender identity and sexual orientation174 
• Other medical history: for example—  

o Developmental history 
o Allergies 
o Immunization status 
o Current medications175  
o Past surgeries or hospitalizations 
o Active/past medical conditions, including normal bowel pattern 
o Approximate weight/height 
o Child’s primary care provider 

 
4. Family and psychosocial history 
Note family and social circumstances can affect responses during the medical history. 
• FAMILY: Illnesses, diseases, conditions in other family members; abuse in/by other family members 
• SOCIAL: Pertaining to the child, caregivers, others in the household, child care providers 

o Child: name, including preferred name and nicknames; contact information; date of birth, sex 
and gender identity, ethnicity of child; place of birth/country of origin/date of arrival in USA; 
language(s) spoken/comprehended; school attended; and grade level 

o Caregivers: Names; contact information; country of origin; language(s) spoken; name(s) of 
parent/guardian if other than caregiver; others involved in the child's care 

o Others living in the home (siblings, relatives, friends, etc.) 
o Other children who may be at risk of abuse 

• PSYCHOLOGICAL: (Day & Pierce-Weeks, 2013; IRC, 2012; WHO, 2003): Any signs of emotional distress or 
behavioral changes the child may be experiencing as a result of the abusive event. for example—  

o Sadness, depression, anger, fearfulness, and anxiety 
o Symptoms associated with PTSD, such as avoidance, numbing, and hyper-arousal 
o Inappropriate sexual behavior 
o Loss of social competence 
o Cognitive impairment 
o Regressive behaviors (e.g., loss of bladder control, reversion to thumb-sucking)  
o Changes in eating and/or sleeping habits 
o Substance abuse 
o Suicidal/homicidal ideation 

  

                                                           
174 Children may be reluctant to discuss certain issues or may wish to discuss them in private, such as sexual orientation or gender 
identity. 
175 Treatment or medication a child is receiving may have direct implications on the medical forensic examination and documentation. 
For example, examiners need to be aware if a prepubescent child is receiving hormone treatment for pubertal suppression and 
anticipated subsequent gender transition.  
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B6. Photo-Documentation 
These recommendations are for pediatric examiners related to photo-documentation during the 
examination.  
 
Be aware that photo-documentation during the medical forensic examination is the 
standard of care in prepubescent child sexual abuse cases. In every case, examiners 
should take diagnostic quality still images or videos of detected injuries as well as normal, 
apparently uninjured anatomy. Note, however, that photographic images are not a 
substitute for detailed written documentation of exam findings (Adams et al., 2015).  
 

Photo-documentation provides a record of visual forensic evidence findings at the time of the 
examination, before they are disturbed or collected (Green, 2013). “A good photograph is 
tantamount to stopping the clock” (Green, 2013). Photographic images are useful for: reassuring the 

child and caregiver regarding physical findings; avoiding additional examinations to confirm findings; 
allowing for later reviews for diagnostic, testimony preparation, quality assurance, or continuing education 
purposes; and creating a baseline for comparison to findings from follow-up visits or if other suspicions 
arise (Botash, 2009; Ricci, 2011).  
 
Recognize that pediatric examiners—not law enforcement or child protective service 
investigators—should take these photographs during the examination, for several 
reasons: (1) Photographs taken during the medical forensic examination become part of 
the child’s medical record. (2) Photographs taken during the examination are highly 
personal in nature. As with adult and adolescent patients,176 if photographs of the child are 
taken by nonmedical personnel, images taken should include only the child’s head and 
extremities and not the torso or anogenital region. Examiners are encouraged to seek 
training on photography techniques and procedures to use with child victims of sexual 
abuse.  
 
Explain medical photography procedures to children and caregivers. The explanation 
should be developmentally appropriate for children, and linguistically appropriate for 
children and caregivers. Taking photographic images of children in the aftermath of sexual 
abuse can be traumatizing, especially if photography was a component of the abuse. In 
these cases, children might not be able to discern the difference between photography 
used in the sexual abuse and forensic photography. To help avoid traumatization and 
facilitate decision making, examiners should explain to children and caregivers: the 
purpose of the photography during medical forensic care; the extent to which photographs 
will be taken and the procedures that will be used; how photographs will be securely stored 
at the health care facility and to whom they can be released; potential uses of photographs 
during investigation and prosecution (especially anogenital images); and the possible need 
to obtain additional photographs following the examination. Explaining the process and 
welcoming questions helps to reduce reluctance to photo-documentation during the 
examination. In addition to being comfortable explaining this information to children and 
caregivers, examiners also should also be comfortable discussing sexual abuse that 
included still- and video-imaging, if that issue arises during the medical history or in the 
course of the examination. 
                                                           
176 See OVW (2013). 



130 

 
Respect patient choices about photography. Consent to take photographs during the 
examination should be sought, as a component of the informed consent process. (See B1. 
Consent for Care) If children do not assent to all or any part of photography, their 
choices must be honored. Note that if children or parents/guardians are hesitant or 
decline photography, it may be due to cultural beliefs and practices—anogenital imaging, 
in particular, may be highly embarrassing and unacceptable. For example, certain religious 
communities have strong mandates about exposure or imaging of the body in public or in a 
non-private arena. Children may also be reluctant to be photographed during the 
examination if photography comprised a component of the abuse. It can be useful in these 
instances to explore with the child and caregiver whether procedure modifications may 
make photography acceptable, while respecting their cultural practices and mandates. If 
modifications are not acceptable, the written record may have to suffice as exam 
documentation. Regardless whether photography is used, examiners should document 
examination findings on body mapping forms and diagrams. 
 
Maintain the child’s privacy. Strive to minimize the child’s discomfort while being 
photographed. Drape children appropriately while taking photographs. Children differ 
in what will help them be more comfortable while being photographed: For those for whom 
it is developmentally appropriate, examiners can offer the opportunity to explore the photo-
documentation equipment prior to its use, view images taken, and even to watch the 
examination if video-colposcopy is utilized (Ricci, 2011). It may be helpful for a caregiver 
and/or other supportive person to provide comfort for the child. (See B7. Examination)  
 
Consider the photographic equipment. Examiners should be familiar with photographic 
equipment operation and be prepared to use it during the examination (e.g., camera 
supplies and instructions should be available and the equipment should be clean and in 
working order). If questions exist regarding what type of equipment to use, it may be 
helpful to consult with a professional photographer, outlining the type of photographs that 
will be taken. Alternatively, consult with other local examiner programs as they often have 
knowledge about photographic equipment used in these cases and the effectiveness in 
capturing images during the examination. Generally, any good-quality photographic 
equipment may be used as long as it can be focused for undistorted, close-up photographs 
and provide an accurate color rendition (California Office of Emergency Services, 2001). 
 

Forensic photograph equipment can include many types of digital cameras or other still or video 
image capturing devices with magnification capabilities. Technological advances offer continuously 
new options for digital imaging. Advantages of digital imaging equipment is cost effectiveness, 

applicability for other patient care issues, and the quality of the image that can be obtained with a basic 
digital camera (Green, 2013). Digital single lens reflex (SLR) products offer setting options, such as image 
sensors and manual and automatic exposure settings, and should have at least 12 pixels for forensic 
evidentiary purposes (Staggs, 2014).  
  
Take initial and follow-up photographs as appropriate in a case, according to facility 
policy. See below for basic photography principles. In addition to initial photographs taken 
in the course of the medical forensic examination, photography may be repeated as 
evolving injury or healing on patients’ bodies occurs following the examination (e.g., 



131 

bruising may appear days later). Create procedures that examiners, investigators, 
multidisciplinary response teams, and caregivers can follow to ensure that post-exam 
changes are documented. In addition to documenting evolving injury or healing, follow-up 
photographs can clarify findings of stable, normal variants in anatomy and nonspecific 
findings, like redness or swelling, that could be potentially be confused with acute injuries. 
 

Basic Photographic Principles177 
• Patient identification. Link patients’ identifying information to each photographic image, according to 

jurisdictional and facility policy. For example, include patient name, date, and time as the first image. 
Follow jurisdictional policy for whether to include an image of the child’s face with this identifying 
information.178 For identification purposes, this information should book end the digital images taken 
during the examination of this patient (at beginning and end of images). Digital imaging can automatically 
embed the date/time, camera settings, and a variety of other technical data in each image. This data can 
be accessed when images are downloaded onto the computer. A digital image log that records each 
image’s file number, with a description of the image, may be included as part of the patient care record.  

• Clear and accurate photographs. Images taken that do not provide a clear and accurate depiction should 
be deleted. Note that this practice reflects a medical standard, as appropriate for pediatric examiners, 
rather than an investigative standard.  

o The examiner should strive to control every element in the photographic image to produce a 
clear, accurate representation of the injury or anatomy. 

o Assure adequate lighting, exposure, and that the image is in sharp focus. 
• Standard. Use a standard or ruler for size reference in photographs, in addition to those photographs 

that identify patients and anatomical locations being photographed. 
• Take photographs of the child prior to the collection of forensic specimens and medical interventions, 

such as cleaning or suturing, when possible. Do not alter or move forensic evidence before or during 
photographing.  

• Orientation of shots. Take at least three shots at different distances from the body:  
o In some jurisdictions, a full body photograph is taken as an identification photo. It may also be 

appropriate to show scope of injury or state of clothing. When taking full body photographs, 
ensure as much modesty and privacy for the patient as possible, through draping and other 
techniques. Photographs taken solely for the purpose of identification should be done with 
patients fully clothed or in a gown. 

o Take an overview image of the injury’s location, including anatomic landmarks for orientation of 
the injury. 

o Take medium-range photographs of each injury, providing a wide enough view to identify the 
specific anatomical site being photographed (e.g., a photograph of a left forearm laceration at 
medium range would contain the left hand and left elbow of the patient, as well as the injury 
itself). 

o Take close-up images of injuries, with and without the standard. The goal of the close-up images 
should be to capture subtleties in texture and color and any pattern injuries that may be 
observed.  

• Photographing skin. Close-up photographs of hands and fingernails may show traces of blood, skin, or 
hair. Look for damage to nails or missing nails. Photograph marks of restraint or bondage around wrists, 

                                                           
177 These principles were adapted in part from Green (2013) and OVW (2013). 
178 Note the child’s face should never appear in photographic images where genitalia is exposed. However, facility policy may call for a 
separate photograph of the child’s face for identification. This image may be useful in cases where it is a long time before the child goes 
to court. The image of the child’s face can help to show the child as she/he was when the abuse occurred. 
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Basic Photographic Principles177 
ankles, or neck; they may be compared later with an object in question that made the marks. Photograph 
transfer evidence present on the body or clothing, such as dirt, gravel, or vegetation.  

• Bite mark evidence. Photograph bite marks, according to facility and jurisdictional policy. (See B8. 
Evidence Collection. Also see Riviello (2013)) 

 
Establish health care facility policies for storage, retention, and controlled release of 
photo-documentation in these cases. Secure storage and restricted access to photo-
documentation is critical in general, but particularly important in small communities where 
exam facility employees may be acquaintances, friends, and family members of patients 
and/or suspects. The facility legal and risk management departments are sources for 
consultation regarding photo-documentation annotation, handling, storage, retention, and 
release practices. 
 

• Photographic images taken during the medical forensic examination should 
be considered part of the patient’s medical record maintained by the health 
care facility. As mentioned earlier, examiners should not include photographic 
images in the evidentiary kit sent to the crime lab. 

• Facility policy should clarify how photo-documentation in these cases will be 
securely stored. Examiners should coordinate with facility information technology 
security, compliance, and legal departments to ensure compliance with privacy 
laws, rules, and regulations for storage of electronic records and images.   

• Health care facility policy should allow release of photo-documentation only 
in certain situations to certain entities, as legally allowable, in order to 
prevent misinterpretation and misuse.179 Such policies should include 
mechanisms that allow examiners and/or medical records departments, in concert 
with facility legal counsel or risk management, to evaluate in each case whether 
release of the requested images is legally allowable and/or could be potentially 
harmful to the patient (Botash, 2009). Other health care providers treating the child 
typically do not need access to photographic images taken during the examination. 
Photographic images should not automatically be turned over to investigating 
agencies or the multidisciplinary response team. Instead, investigators or the 
investigating team should be guided by body maps and diagrams used in 
documentation in deciding which photographs to request. When photographs are 
released, the release should be done in a manner that limits the chance of 
misinterpretation by nonmedical professionals. One approach is that, prior to 
release, an examiner could review images with recipients so they understand what 
is significant about the findings.   

• Facility retention policies for photo-documentation and other medical records 
must take into account the need for access to these records in criminal and 
civil proceedings. These records must be retained indefinitely to accommodate 
cases of delayed reporting, delayed processing of evidentiary kits, CODIS hits, cold 

                                                           
179 One concern is that routine release of photographic images in these cases, often of children’s genitalia, to agencies that do not have 
strict methods in place for protection of these images can result in their release to people outside the investigative team, such as 
members of the press. Note that prosecution discovery obligations may require granting access to exam photographic images by 
defense/defense experts. 
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case investigations, conditions that extend the statute of limitations, and the appeals 
process. With this in mind, facility policies for medical forensic record retention 
should be based on justice standards rather than traditional medical record 
keeping, storage, retention, and destruction policies.180 Medical records in 
these cases should not be destroyed. (See B4. Written Documentation) 

 
Contact staff at Kidsta.org to discuss specific issues related to establishing health care facility policies 
for storage, retention, and controlled release of photo-documentation in these cases. 

 
It is helpful if exam facilities have policies and procedures related to digital imaging, including the 
following: procedures as part of medical forensic examination, image security and authorization for 
access, image enhancement details, duplication and release, storage, and a secure image back-up 

system. Digital images included in the medical record should be preserved in the original file format. If an 
image is to be enhanced, a new file should be created (original remains unchanged) and details of the 
enhancement recorded. The facility should make available, to those with legitimate access, image copies in 
an encrypted format.181   

                                                           
180 This paragraph was adapted in part from AHIMA (2011). 
181 This information on the admissibility of digital imaging was adapted from Green (2013). 
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B7. Examination 
These recommendations are for pediatric examiners regarding conducting the examination. 
 

One of the most invaluable benefits of the medical forensic examination is its power to promote 
children’s healing. In many situations, children leave the exam room feeling empowered, having 
learned information about their bodies and been reassured that they are healthy. The vast majority 

of children who experienced sexual abuse—over 90 percent—have normal examinations (Adams, 2003; 
Berkoff et al., 2008; Heger et al., 2002; Kellogg, 2005). When findings are abnormal, medical forensic care 
can facilitate the treatment needed to allow children to regain their health. The exam process also provides 
the opportunity to begin to address children’s needs related to safety, justice, and support. It is important 
that examiners educate the multidisciplinary response team about the positive impact that medical forensic 
care can have for children and their families. This knowledge allows team members to address 
misconceptions that children, caregivers, or others may have about the examination and to explain its 
benefits. 
 
Keep the focus of the examination on the entire child. The medical forensic 
examination in a prepubescent child sexual abuse case includes a physical examination 
augmented by an anogenital examination (MD Child Abuse Medical Professionals Network 
[CHAMP], 2008). There are many reasons to perform such an examination, the most 
important of which is to medically evaluate the child’s health (MD CHAMP, 2008). Focus 
on a full review of systems before moving to the anogenital examination. Besides being 
more child-focused, victim-centered, and trauma-informed (see A1. Principles of Care), 
this approach allows examiners to assess for all types of abuse and neglect, not just 
sexual abuse.  
 
Recognize that medical components of the examination cannot be separated from 
evidentiary components. In acute cases, pediatric examiners must be prepared to 
incorporate forensic sample collection into the physical and anogenital examination as it 
proceeds. (See B8. Evidence Collection) In both acute and nonacute cases, exam findings 
should be documented—in writing, on body maps and diagrams, and through 
photography, as per jurisdictional and facility policies. Documentation serves both medical 
and evidentiary purposes. (See B4. Written Documentation and B6. Photo-Documentation) 
 
Explain the overall examination to the child and caregiver prior to the examination, 
as well as specific procedures during the examination. Seek consent and assent as 
appropriate. (See B1. Consent for Care) Convey the following (drawn from Sanford Health 
Dakota Children’s Advocacy Center, 2014):  
 

• The examination is a thorough physical evaluation, similar to an annual pediatric 
well-check visit.  

• The health care provider evaluating the child is someone who has expertise with 
children who have been sexually abused.  

• The examination is typically painless. It will include an examination of the genital 
and anal area. Generally speaking, a speculum will not be used. Sedation or 
anesthesia is necessary only in rare situations in which there are concerns of 
significant anogenital bleeding or injury, a mass, or a foreign body. 
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• Photographic images will be taken to document the physical findings and ensure the 
accuracy of the interpretation of these findings. The images will be securely stored 
at the health care facility and access to them is controlled. (See B6. Photo-
Documentation)  

• The child is in control of what happens during the examination. The health care 
provider will explain what is happening during the different steps of the examination. 
If the child expresses an interest, exam equipment can be demonstrated. Questions 
are encouraged and breaks can be taken whenever needed.  

 
In most instances, when examiners establish rapport with children, explain exam 
procedures to them, and welcome their questions, children are able to complete the 
examination without difficulty.  
 
Modify the examination to address the specific needs and concerns of children. 
(See A1. Principles of Care and A2. Adapting Care for Each Child) For example: 
 

• Accommodate mobility and cognitive impairments and communication needs.182 
• Accommodate requests for examiners of specific genders to the extent possible—

cultural beliefs may preclude a member of the opposite sex from being present 
when a child disrobes.  

• Be aware that cultural beliefs might affect whether and how certain forensic 
evidence is collected and if/how photo-documentation is done. (See B6. Photo-
Documentation) If children or caregivers are hesitant or opposed to a specific 
procedure for this reason, it can be useful to explore whether an alternate method 
may make the procedure acceptable while respecting their cultural practices. In 
general, do not interfere with cultural practices that promote healing, even if the 
practice may compromise forensic evidence collection.  

• If certain items that are considered forensic evidence have cultural significance 
(e.g., sacred ceremonial garments and jewelry, and moccasins of a Native person), 
use of alternative collection techniques, such as swabbing the clothing, should be 
considered rather than taking the items as evidence.  

 
Clarify who can be in the exam room beyond the child, examiner, and chaperone. A 
chaperone is necessary during the medical forensic examination as a safeguard for 
children, due to their vulnerability to abuse. The chaperone may be a caregiver, a health 
care provider other than the examiner, or another supportive person not suspected of 
involvement in the abuse.183 Beyond these individuals, it is generally good practice to limit 
the number of persons in the exam room, to protect patient privacy and simply because 
the room often cannot accommodate more than a few individuals. However, depending on 
preferences of the child, case facts, jurisdictional policies, healing practices of the family, 
etc., it may be appropriate for additional individuals to be present in the room: assisting 

                                                           
182 For example, a child with a physical disability that impacts mobility may need assistance in transferring on and off the exam table or 
in assuming positions necessary for the examination. The child may also need an alternative to the standard exam table.  
183 For references to chaperones, see AAP Committee on Child Abuse and Neglect (1999), the AAP Committee on Practice and 
Ambulatory Medicine (1996), and McLay (2009). 
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medical personnel,184 a victim advocate, other supportive persons (e.g., a 
religious/spiritual support person), a provider to assist with communication (e.g., an 
interpreter), and/or a personal care attendant for a child with a disability.185 Law 
enforcement or child protective service representatives should not be present 
during the examination. 
 
It is important to give children the choice of whether a caregiver is present during the 
examination, if they are developmentally able to make an informed choice. Yet, examiners 
must understand that it may be difficult to impossible for children to make such a decision 
without being influenced by the perceived consequences (e.g., my mom will be mad if she 
has to leave the room). Prior to the examination, examiners should assess the relationship 
between the child and caregiver (if the caregiver is supportive of and able to comfort the 
child during the examination), explain the options to the child, and assess if the caregiver’s 
presence could be potentially disruptive during the examination. Separately from the child, 
it is helpful if examiners stress to caregivers that the examination is noninvasive and 
generally not traumatizing for children when done in a child-focused, victim-centered, and 
trauma-informed way and that it will not be forced on them.  
 
Examiners can also educate caregivers about their critical role in their child’s 
healing and suggest and model ways to support the child during the examination. 
Generally, most children find it reassuring to have a supportive caregiver or other support 
person present during the examination. However, a caregiver who is suspected of being 
the perpetrator, is in collusion with the perpetrator, or is otherwise abusive to the child 
should not be present. In situations where a caregiver is too emotionally distressed to 
support the child or does not believe the child’s account of sexual abuse, it may prudent to 
limit her/his participation.186 
 
Take measures to protect patient privacy when others are present during the 
examination. In addition to documenting their presence in the child’s record and 
appropriately draping, position additional persons appropriately and explain their roles to 
the child. Those providing support should understand their role is to talk to and distract the 
child during the examination (WA, 2012). They should not actively participate. 
 
Document verbatim spontaneous statements made by the child in the course of the 
examination, if it is related to the health and wellbeing of the child, child abuse and 
neglect, or other purpose deemed important by the examiner.187  
 

                                                           
184 Note that the use of medical scribes by examiners during the medical forensic examination can be problematic in that scribes 
typically are not knowledgeable of child sexual abuse issues nor the medical forensic care process, and may inadvertently misrepresent 
statements, actions, or behavior of the child during the examination.  
185 Keeping the child’s preferences in mind, the examiner ultimately has discretion to decide who can be in the exam room in a given 
case, to be able to effectively provide medical forensic care, maintain comfort and safety for the child, and interact with the child and 
caregiver in a respectful manner. The examiner should consider the timing of when during the exam process that individuals can best 
support children and caregivers. For example, depending upon the situation, a religious/spiritual support person might spend time with 
the child and caregiver prior or after the examination rather than being in the room during the actual examination.  
186 Note that victim advocates can be resources for caregivers to help them cope with their reactions to the sexual abuse.       
187 For example, document anti-transgender statements a child who is perceived to be transgender says were made during the sexual 
abuse, because of their value in possible prosecution under hate crime laws.  



138 

Conduct a head-to-toe examination, as summarized below (Day & Pierce-Weeks, 2013). 
The examination should proceed in a way that affords as much dignity, privacy, and 
comfort to the child as possible. (See A1. Principles of Care) Limit exposure of the body to 
the area being examined (e.g., when observing the breast, only expose that particular 
area). Note that an alternate light source (ALS), if available, can aid in examining the body, 
hair, and clothing.188 (See A4c. Equipment and Supplies) 
 

Head-to-Toe Exam Steps 
Note that this list is a detailed summary of common steps; jurisdictions may differ as to the specifics of steps. 
 

Observations Other 
Note the child’s general appearance, demeanor, and 
developmental stage. (See Appendix 1. Tanner Stages 
of Sexual Maturation) 

Take vital signs, height, and weight. Also obtain 
head circumference for children under 3 years 
of age.  

Inspect the head and scalp. Observe for areas of 
missing hair and evidence of bruising/petechiae on the 
scalp.  

Palpate the scalp for areas of tenderness. 
Gentle palpation may reveal tenderness and 
swelling, suggestive of hematoma. Hair loss due 
to hair pulling during the abuse may cause 
loose hair to be collected in the examiner’s 
gloved hands or petechiae at the surface of the 
scalp. Gentle palpation of jaw margins and 
orbital margins may reveal tenderness, 
indicating bruising not yet visible.  

Inspect the eyes. Observe for areas of bruising around 
the eyes (may be subtle). Look for the presence of 
conjunctival petechiae or hemorrhage.  

 

Inspect the external and internal ears. Do not forget 
the area behind the ears, for evidence of shadow 
bruising or battle signs (which may be a sign that a skull 
fracture exists). Bleeding or leakage of cerebrospinal 
fluid (CSF) from the ear may also indicate skull 
fractures. 

 

Inspect the nose and mouth. Look in the nose for signs 
of bleeding or leakage of CSF, or areas of bruising on 
the outside of the nose. The mouth should be 
inspected, including the lips, gums, and tongue, 
checking for injury and the buccal mucosa. Petechiae 
on the hard/soft palate may indicate oral penetration 
or strangulation. Check area of the frenulum for tearing 
injuries and observe for broken teeth. 

Collect oral swabs, as indicated.  

                                                           
188 See A4c. Equipment and Supplies for appropriate types of light sources. California Office of Emergency Services (2001) instructions 
on use of an ALS: Use an ALS in a darkened room to examine the patient's entire body. Take care to protect the patient's eyes when 
using ultraviolet light. Specifically, examine these areas of the body: head, face, hair, lips, perioral region, and nares; chest and breasts; 
external genitalia, perineal area, inner thighs, and pubic hair; buttocks, skin, and anal folds; and, any area indicated by the patient's 
history. Note that dried semen stains have a characteristic shiny appearance and tend to flake off the skin. Semen may exhibit an off-
white fluorescence under ultraviolet light. Fluorescent areas may appear as smears, streaks, or splash marks. Fluorescing stains can be 
swabbed for forensic analysis. (See B8. Evidence Collection.) Note that relatively fresh dried semen is more easily seen with the naked 
eye than with an ALS (Anderst, 2011). In the absence of an ALS, examiners should swab based on the history of skin or body fluid 
contact on the child and what they observe in the course of the examination. 
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Observations Other 
Inspect all surfaces of the child’s neck for injury. 
Injuries observed on the neck can indicate a possible 
strangulation event warranting further questions by the 
provider.  

Palpate the neck for subcutaneous emphysema 
and note any ligature marks. Any of these signs 
may indicate a strangulation event has 
occurred. Abrasions seen at the neck in cases of 
strangulation may be caused by the child when 
trying to protect him/herself from 
strangulation. Petechiae or red bruising from 
bites or sucking should be noted and swabbed 
for saliva before being touched.  

Assess the child’s hands, inspecting all sides for injury. 
Observe general appearance. Observe wrists for signs 
of ligature marks.  

Collect trace evidence from fingernails and 
along the cuticles, as appropriate.  

Inspect the child’s forearms for injuries, appropriate 
circulation, sensation, and motion. Note any injuries or 
intravenous puncture sites.  

Palpate for tenderness. 

Inspect the inner surfaces of the child’s upper arms and 
axilla for signs of injury, appropriate circulation, 
sensation, and motion.  

Children who have been restrained by hands 
may have “fingertip” bruising on their arms.  

The child’s breasts and trunk should be examined. 
Subtle or obvious injury may be seen in a variety of 
places on the trunk. Breasts are frequently a target of 
abuse in female patients, including sucking and bite 
marks.  

Swab areas for saliva if indicated. Auscultate 
the lungs.  

Observe the child’s back; this can be accomplished by 
rolling the child over to complete the assessment, or by 
having the child stand up at the exam’s completion and 
doing a final observation of the back.  

Observe for injury and bruising. Be sure to 
palpate for areas of tenderness.  

Complete the abdominal examination, including 
inspection, auscultation, and palpation to exclude any 
internal trauma.  

If body fluid or saliva is suspected to be 
present, swab for evidence. Change gloves 
prior to palpation to avoid examiner 
contamination (skin-on-skin DNA). 

Examine the anterior and posterior aspects of the legs, 
paying special attention to the inner thighs for injury. 
Observe for injury and foreign materials. Assess for 
tenderness. Assess the feet and ankles for similar 
injury, foreign materials, and tenderness, including the 
soles of the feet.  

Collect foreign materials, if present. Palpate for 
tenderness and limited range of motion.  

Inspection of the posterior aspects of the legs may be 
easier to achieve with the child standing or sitting on 
the caregiver’s lap. Alternatively, the child may be 
examined in a supine position and asked to lift each leg 
in turn and then rolled slightly to inspect each buttock.  

Any biological evidence should be collected 
with moistened swabs (for semen, saliva, and 
blood) or gloved hands (for hair, fibers, grass, 
and soil).  

Obvious physical deformities should be noted.  
Piercings and other markings should be noted only if 
their presence is related to the crime (see “other” 
column). 

Notation of tattoos is generally unnecessary 
unless the presence of the tattoo is related to 
the crime itself (e.g., the perpetrator tattooed 
the victim before/at the time of the crime, as 
may occur with trafficking victims).  
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Conduct the anogenital examination. The anogenital examination focuses on the 
external genitalia of prepubescent boys and the labia and contents of the vestibule of 
prepubescent girls. The presence of a chaperone for the child is particularly important 
during this part of the examination. A speculum examination of the vagina is not indicated 
for a prepubescent girl with an unestrogenized hymen unless there are concerns of 
bleeding, a mass, or a foreign body. If an intra-vaginal examination is required, sedation or 
anesthesia must be used. In this case, consult as needed with appropriate pediatric 
specialists. 
 
A digital camera or colposcope and magnifying glass/visor can aid in visualizing anogenital 
structure detail.189 As noted earlier, an ALS can aid in examining patients’ bodies, hair, and 
clothing. (See A4c. Equipment and Supplies) 
 
Use specific exam positions and techniques to facilitate the examination of genitalia 
in prepubescent children. Note that modifications may be needed for children with 
mobility impairments, as indicated by the medical history. 
 
 
  

                                                           
189 As noted earlier, the use of a colposcope is the standard of care in many communities for magnified visualization and photo-
documentation of anogenital structure detail.  In communities who do not have the ability to use colposcopes, many are opting for digital 
cameras as the next best alternative to achieve magnification and capture still-and video images that allow for a permanent record of the 
anogenital examination findings.  See B6. Photo-Documentation for guidance on the use of digital cameras during the examination. As 
noted in A4c. Equipment and Supplies, toluidine blue dye (TBD) may be used to accentuate minor epithelial damage, either with or 
without magnification. No research is available on the use and limitations of TBD specifically with the prepubescent child sexual abuse 
victim population. When it is used, examiners should be instructed on application (Blackburn & Stokes, 2013): If both the anal and 
genital areas are to be examined using TBD, the dye should first be applied to the anal area. It should be applied with a cotton swab; 
excess dye should be removed by blotting the area with sterile gauze moistened with either a 1% acetic acid solution or lubricating jelly. 
The dye should only be applied to epithelialized skin (labia, perineum, and anal folds) and not to mucosal surfaces such as the hymen. 
Once the excess dye is removed, raw or abraded tissue will stain blue, while intact epithelium will be more easily wiped clean. As much 
excess dye as possible should be removed—residual dye may be misinterpreted as a traumatic injury. For example, inflammatory or 
infectious lesions will also retain the dye—the examiner will need to differentiate traumatic versus non-traumatic lesions. Patients and 
caregivers should be informed that the dye could be present for a few days after application and may shed traces of dye on to their 
clothes. 
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Exam Positions and Techniques190 
 

 
 
NOTE:  For full size illustration, see Appendix 2. 
 

Contact staff at Kidsta.org to discuss specific issues related to exam positions and techniques, as well 
as for suggestions regarding accommodations in situations with children with disabilities. 
 

  

                                                           
190 The California Office of Emergency Services, author of the California Medical Protocol for Examination of Sexual Assault and Child 
Sexual Abuse Victims (2001), gave permission for the use of this and several other illustrations in this chapter. It credits the drawings to 
J. McCann, Medical Director, CAARE Diagnostic and Treatment Center, Department of Pediatrics, UC Davis Medical Center 
Sacramento.  

http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0CD8QFjAC&url=http%3A%2F%2Fwww.calema.ca.gov%2Fpublicsafetyandvictimservices%2Fdocuments%2Fforms%25202011%2Fnumeric%2520forms%2520listing%2Fprotocol%25202-923-2-950.pdf&ei=kiTCUMGsH86brQHn0
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0CD8QFjAC&url=http%3A%2F%2Fwww.calema.ca.gov%2Fpublicsafetyandvictimservices%2Fdocuments%2Fforms%25202011%2Fnumeric%2520forms%2520listing%2Fprotocol%25202-923-2-950.pdf&ei=kiTCUMGsH86brQHn0
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Examination Positions and Techniques191 
Position/ 

Technique Description 

Supine frog-leg 
position  
 

The child lies on the exam table or lap of a caregiver, with feet close together and knees 
loosely apart. Allows for visualization of the labia, and ease of use with labial separation 
and traction techniques. Allows for view of vulva, hymen, and vestibule. Abnormalities 
should be confirmed in prone knee-chest position (Kellogg, 2011). 

Supine knee-
chest position 
 

The child lies on the exam table or lap of a caregiver, with feet and knees together 
holding knees to chest (may need assistance). Allows for visualization of the anus and 
surrounding tissues. 

Prone knee-chest 
position 
 

The child is on exam table in a prone position, with head and torso flush with the table, 
knees separated and down on the exam table, and buttocks raised. Allows for 
visualization of the anus, surrounding tissues, and rectal cavity during relaxation.  With 
use of labial separation and traction, allows for assessment and confirmation of 
hymenal findings visualized while the child was in supine frog-leg. 

Labial separation 
technique 

With the child in a supine frog-leg position, gently separate the child’s labia with gloved 
hands. Allows for visualization of the genital structures.  

Labial traction 
technique 
 

With the child in a supine frog-leg position, gently hold the child’s labia majora 
bilaterally between thumb and forefingers with gloved hands, pulling out toward the 
examiner and down toward the anus of the child. This technique allows visualization of 
the genital structures including the hymen, vaginal opening, and posterior fourchette 
areas. Care should be taken to avoid injury of the posterior fourchette before, during, 
and after the examination.   

Floating hymen 
technique 
 

If the hymeneal tissue appears folded on itself or adhered together, the use of saline to 
moisten the hymen’s edges may improve visualization, allowing a more complete 
assessment. This technique can be performed with the child in prone knee-chest 
position with gluteal lift (Adams et al., 2015; Kellogg, 2011). 

 
For children who are anxious about the anogenital examination, consider if there may be 
modifications that could ease their anxiety. For example, if the child is hesitant to remove 
her/his underwear or clothing, ask the child if the caregiver could help. In acute cases, 
examiners can give the caregiver gloves to use and provide instruction to preserve 
forensic evidence during removal. It might be reassuring for an anxious child to be 
examined on a caregiver’s lap rather than on the exam table (see above positions). If 
children decline the anogenital examination altogether, they may still allow the physical 
examination and swabs of the head, neck, chest and abdomen. They may allow 
underpants to be collected, especially if new underpants are provided.192  
  

                                                           
191 The chart was adapted from Day and Pierce-Weeks (2013). 
192 Examples were drawn from Washington State (2012). 
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Genital Examination of Prepubescent Girls 
 
In girls, assess the following external genital structures for injury or disease process: 
• Mons pubis 
• Labia majora and minora 
• Clitoral hood and clitoris 

• Urethra and periurethral tissues 
• Perineum 
• Posterior fourchette 

• Fossa navicularis 
• Hymen 
• Vaginal vestibule 

 
Female Genital Anatomy193 

 
NOTE:  For full size illustration, see Appendix 3. 

 
Document the genital structure assessment and findings using the clock face 
analogy. See illustration (Image courtesy of the New York State 
Department of Health). Some examiners assign the 12 o’clock 
position to the urethra, causing the clock position to change when the 
child’s position changes. Others have the clock positions remain the 
same, and always document the position of the child when describing 
a finding. Each examiner should choose the method that best suits 
their practice and adhere to that method for each examination. The 
examiner superimposes the clock face and uses the appropriate time 
to document what is observed. Note the type of injury; size, if 
possible; structure upon which the injury is observed; and color of 
injury; discharge; foreign bodies; and/or blood. 
 
Note the hymen of prepubescent girls is sensitive and will cause 
the child pain if touched. Techniques used in postpubertal girls for hymenal assessment, 
such as the cotton-tipped swab to examine edges of the hymen or the urethral (Foley) 
balloon catheter technique, should not be used with prepubescent girls. 
 

                                                           
193 The illustration is from the California Office of Emergency Services (2001), reprinted with permission. 
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Genital Examination of Boys 
 
Include the following structures and tissues in the genital examination of boys, checking for signs of injury 
or disease process (see below for illustration): 
 
• Prepuce of the glans • Scrotum 
• Glans penis and frenulum • Testes 
• Urethral meatus • Inguinal region 
• Penile shaft • Perineum 
 

Male Genital Anatomy194 

 
NOTE:  For full size illustration, see Appendix 3. 

 
 
 
Anal Examination of Girls and Boys 
 
Utilize either the supine or prone knee-chest positions to examine the anus of children. In either position, 
apply gentle traction to part the buttock cheeks. Inspect the following tissues and structures during the 
anal examination, looking for signs of injury or disease process:  
 

• Perianal area, paying particular attention to • Anorectal canal 
the perianal folds • Anus 

• Anal verge/margin • Gluteal cleft 
 
A digital examination should only be performed where laxity of the sphincter is observed.  
 
Anoscopy is not routinely used, unless there is concern of bleeding, obvious trauma, 
and/or a mass or foreign body. If there are such concerns, anoscopy should be done under 
sedation or anesthesia and performed by a qualified health care provider. 
 
 
 
                                                           
194 The illustration is from the California Office of Emergency Services (2001), reprinted with permission.. 
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Interpretation of Exam Findings 
 
Recognize that it is normal to have normal physical findings. As discussed in the 
beginning of this chapter, most children who have experienced sexual abuse have normal 
examinations. Sexual abuse may leave no permanent scars or marks or, if a disclosure 
was delayed, healing may have occurred (Jenny, Crawford-Jakubiak, & Committee on 
Child Abuse and Neglect, 2013). When examination findings are normal, these findings 
neither confirm nor rule out abuse. Examiners should note this fact in the child’s medical 
record as well as explain it to caregivers, while reassuring them the child is healthy (Jenny, 
Crawford-Jakubiak, & Committee on Child Abuse and Neglect, 2013). 
 
Those who review the child’s medical record for investigative purposes also need to 
understand: why discrepancies may exist between a child’s perception and description of 
the event, due to developmental level, and what actually occurred; the presence or 
absence of exam findings; and what symptoms might be expected with various types of 
anogenital contact (Kaplan et al., 2011). For example, any contact against an 
unestrogenized hymen when the labia majora is penetrated could result in the child 
reporting “something hurt when it went inside.”  
 
Educate pediatric examiners on normal variants and conditions erroneously 
associated with sexual abuse (Adams et al., 2015). A wide range of normal findings can 
be expected during the medical forensic examination of prepubescent children (Day & 
Pierce-Weeks, 2013). At a minimum, examiners should understand anatomical variations 
and disease processes commonly mistaken for sexual abuse—see below for key 
examples (Day & Pierce-Weeks, 2013). The information gathered during the child’s 
medical history is critical in differentiating between an injury from sexual abuse or variant.  
 
It is critical that examiners are objective, know the limitations of clinical observations, and 
incorporate differential diagnosis to formulate unbiased diagnosis (Kaplan et al., 2011). 
Use of clinical peer review can help strengthen their skills to not overcall a normal variant 
finding as consistent with sexual abuse (Adams et al., 2015). (See A4a. Pediatric 
Examiners)  
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Differential Diagnosis of Genital Findings195 (not inclusive) 
Anatomical Variations 
& Disease Processes Common Findings Mistaken for Sexual Abuse in Prepubescent Children 

Labial agglutination or 
adhesion  

The result of adherence (fusion) of the adjacent, outermost, mucosal surfaces of 
the posterior portion vestibular walls, which may occur at any point along the 
length of the vestibule, although it most commonly occurs posteriorly (inferiorly). 
A common finding in infants and young children. Unusual to appear for the first 
time after 6 to 7 years of age. May be related to chronic irritation.  

Lichen sclerosis  A chronic, atrophic condition that creates patchy, white skin that is thinner than 
normal. Lichen sclerosis may affect skin on any part of the body, but most often 
involves skin of the vulva, foreskin of the penis, or skin around the anus. There is 
often associated itching, which can result in areas of bleeding and irritation.  

Urethral prolapse  A condition in which the urethra protrudes through the external meatus. It may 
have a swollen, reddened appearance.  

Streptococcus 
infection  

Group A streptococci are gram-positive bacteria that produce beta-hemolysis and 
appear usually as a chain of two or more bacteria and have molecules on their 
surface known as Lancefield group A antigens. It can cause vulvitis in 
prepubescent girls; the peri-vaginal mucosa may be swollen, erythematous, and 
there may be bleeding and a discharge (Hudson et al., 2011). 

Staphylococcus 
infection 

Staphylococcal infections are caused by Staphylococcus bacteria, a bacteria 
commonly found on the skin or in the nose of even healthy individuals. It can 
cause vulvitis, vulvovaginitis, and vaginitis in prepubescent girls and may be 
accompanied by discharge (Hudson et al., 2011). 

Straddle injury  Injury that can occur in the urogenital area from a fall, where the child “straddles” 
an object. It can be caused by blunt force trauma, which compresses urogenital 
soft tissues against the bony margins of the pelvic outlet, or less commonly, when 
a sharp object directly and forcefully penetrates the perineum, vagina, or 
anorectal opening. A common complaint is blood in underwear or on the 
perineum. Straddle injuries may result in abrasions, bruising, or hematoma of the 
labia majora, mons pubis, external urethra, perineal body, and buttock. 
Lacerations may occur if a child falls onto object with a hard edge. Penetrating 
injuries can cause profuse bleeding and pain. Straddle injuries are usually 
unilateral in presentation. Note that hymen injury is rare in accidental trauma. 
Male straddle injuries involve the scrotum.  

Failure of midline 
fusion 

Also known as perineal groove, congenital finding of the mucosal surface midline 
between fossa navicularis and anus on perineum. It is distinguished from trauma 
because it does not change, and resolves at puberty (Jenny, 2011). 

Genital 
irritation/erythema 

Difficult to differentiate erythema of nonabusive origin from erythema of sexually 
abusive origin. Most common causes of genital redness are poor hygiene and 
contact dermatitis. Increase vascularity in mucosa of vestibule in prepubertal girls 
that may appear erythematous (See Frasier (2011) for more details).  

 
 

                                                           
195 This chart was drawn primarily from Day and Pierce-Weeks (2013). 
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Adams et al. (2015) includes a list of medical and laboratory identification of exam findings that are: 
documented in newborns or commonly seen in nonabused children; have no expert consensus on 
interpretation with respect to sexual contact or trauma; and diagnostic of trauma and/or sexual 

contact. Note there are periodic updates to this list and publication, based on the implications of research. 
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B8. Evidence Collection 
These recommendations are for pediatric examiners to facilitate collection of forensic specimens.196 

 
Recognize that timely medical care for all child sexual abuse victims is of paramount importance, 
regardless whether forensic specimens are potentially available. Physical findings from the acute or 
nonacute examination should also always be documented, regardless whether forensic evidence is 

collected.    
 
Collect forensic evidence from a prepubescent child sexual abuse victim within the 
time frame prescribed by the jurisdiction,197 when there is a possibility of biological or 
trace evidence on the child’s body, or if the timing of the abuse is unknown/not clear. In 
addition, case circumstances and future research may indicate a need for forensic 
evidence collection beyond that time frame. (See A5d. Timing of Evidence Collection 
and B3. Entry into the Health Care System) Forensic specimens obtained during the 
medical forensic examination may be helpful in criminal justice, family, and/or juvenile 
justice proceedings that result from the report of sexual abuse. A standardized forensic 
evidence collection kit is recommended to collect forensic samples, as per jurisdictional 
policy. (See A5c.Evidentiary Kits and Forms) 
 
Seek as much forensic evidence as possible, guided by the medical history, 
information from investigative agencies, examination findings, and the children’s 
assent to procedures. What forensic samples are collected may vary depending on 
details obtained during the medical history and input obtained via the initial report or 
forensic interview. If any forensic evidence requested in the evidentiary kit is not 
collected—or collection modifications are made—note reasons on documentation forms. In 
the instance that a child is unable to give a clear history (which is not unusual with young 
children) and/or a detailed account of the abuse is not available, complete all steps of the 
kit. Examiners are encouraged to communicate with investigators, prosecutors, and crime 
lab personnel to share relevant case information and seek clarification regarding forensic 
evidence to collect in specific cases (as well as more generally what items to collect and 
the preferred collection and preservation methods). 
 

Basic evidence collection is built on the understanding that where contact between two objects 
exists, there also exists the possibility of material transfer (DeForest & Lee, 1983). Any contact 
between a perpetrator, child, and the crime scene itself may hold corroborating evidence. This 

evidence may be trace materials and/or body fluids from the perpetrator. During medical forensic care, 
forensic samples should be taken from areas of the child’s body where evidence may exist. Clothing, 
especially underwear, and linens are the most likely positive sites for evidentiary DNA in prepubescent 
children (Christian et al., 2000; WA, 2012). Investigating agencies may also look for evidence on other items 
from the child’s home and scene of abuse. Information derived from analysis of biological and trace 
evidence may help determine if sexual contact occurred, provide data regarding the circumstances of the 
incident, and be compared to reference samples collected from children and suspects for identification 
purposes. 

                                                           
196 This chapter is adapted primarily from Day and Pierce-Weeks (2013). 
197 A minimum window of 72 hours since the abuse, noting that the window may widen with appropriate research. (See A5d. Timing of 
Evidence Collection) 
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Be familiar with general forensic considerations, as outlined below. However, follow 
facility and jurisdictional policies as applicable.  
 

General Forensic Considerations 
Action Explanation 
Take precautions during the 
examination to prevent patient/health 
care staff exposure to blood borne 
pathogens and other potentially 
infectious materials. 

Follow facility policies on washing hands, handling 
contaminated needles and other contaminated sharps, wearing 
protective equipment, and minimizing splashing, spraying, and 
spattering of infectious materials. Exam room and 
nondisposable equipment should be cleaned per facility policy 
between patients. 

Wear gloves throughout the forensic 
evidence collection process. Also, 
change gloves frequently when 
examining different body areas.  

Changing gloves between different collection points prevents 
possible contamination of specimens and exposure to 
blood/body fluids, as well as cross contamination. Due to the 
sensitivity of evolving DNA testing methods, it is important to 
stay current on additional measures to avoid contaminating 
specimens (e.g., wearing a mask and limiting talk during the 
collection of specimens). 

Collect forensic evidence as soon as 
possible. 

The likelihood of obtaining viable forensic specimens decreases 
over time. (See A5d. Timing of Evidence Collection) 

creased likelihood of obtaining biologic materials 
 specimens collected. 

pecimens are properly dried, packaged, labeled, 
tored. Properly maintain and document chain of 
rensic evidence. Procedures should be in place so 
 is properly transferred to law enforcement 

ee A5e. Evidence Integrity) 
llected for medical purposes should be kept and 

 the health care facility, as per facility policy. 
llected for forensic analysis should be transferred 

laboratory or other specified laboratories (e.g., a 
) for analysis, as per jurisdictional policy.  

samples are collected, they may be analyzed at a 
tion than other forensic specimens. If that is the 
 which labs the jurisdiction has selected to analyze 
s; choose a lab, if more than one option exists; and 
icies for sample collection, preservation, and 
 B9. Sexual Abuse Facilitated by Alcohol and Drugs) 

When collecting specimens for both 
medical testing and forensic samples, 
collect forensic samples first. 

There is an in
with the first

Handle specimens appropriately after 
collection. Ensure security of 
specimens. Limit the number of 
persons who handle forensic evidence. 

Ensure that s
sealed, and s
custody of fo
that evidence
personnel. (S

Keep medical specimens separate from 
forensic specimens. 
It is not necessary to maintain the 
chain of custody of medical specimens. 

Specimens co
processed at
Specimens co
to the crime 
toxicology lab

Do not put toxicology samples in the 
evidence collection kit, unless 
otherwise indicated. 
Maintain the chain of custody of 
toxicology samples. 

If toxicology 
different loca
case, identify
these sample
follow its pol
transfer. (See

 
Collect forensic samples according to jurisdictional policy. The table below provides 
general guidance on the collection of common forensic samples. Jurisdictions may require 
collection of additional or different specimens and may use different collection methods 
(e.g., number of swabs used to collect a specific sample). It is important to follow 
jurisdictional policies regarding what specific forensic samples to collect for different types 
of sexual abuse, and when, with what, and how to collect each specimen. This instruction 
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is usually included in jurisdictional evidentiary kits. Consult with the crime lab if questions 
arise.  
 
As noted in A5e. Evidence Integrity, forensic specimens should be adequately dried where 
possible to prevent degradation, and packaged in material that will not retain moisture 
(e.g., paper versus plastic).  
 
Follow jurisdictional policies, and toxicology lab policies as applicable, for drying 
and packaging forensic samples, as well as for packaging evidence that cannot be 
dried thoroughly at the exam facility. With wet evidence, the goal is to preserve that 
evidence while preventing leakage and contamination of other evidence. Dried specimens 
generally do not require refrigerated storage; wet items generally need refrigeration. Also, 
to maintain the integrity of forensic samples, it is critical to properly label, seal, and 
document the chain of custody during specimen collection through their release to law 
enforcement.198  
 

For children with disabilities who utilize assistive devices (e.g., motorized wheelchairs and 
telecommunications equipment) and/or service animals: If either is considered as forensic evidence 
in a case, they can be swabbed and photographed, with the same intent and process used to collect 

and photo-document evidence from the body. They should not be taken away from the child. (See B2. 
Initial Response) 
 
 

Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Oral swabs199 
 
When there may have 
been genital/oral 
penetration with or 
without ejaculation  

Seminal fluid if oral penetration 
 
Timing: Continuous rinsing of the 
mouth with saliva and acts of eating 
and drinking fluid will limit the 
amount of DNA in the sample.200 

Sterile cotton-tipped swabs  
 
• Use two dry swabs to swab/rub 

over the oral cavity (e.g., under 
tongue, around teeth, cheeks, and 
gums).  

                                                           
198 The Technical Working Group on Biological Evidence Preservation (2013) offers a resource at www.nist.gov/forensics/upload/NIST-
IR-7928.pdf for those involved in biological evidence storage, tracking, preservation, and disposition.  
199 Use of dental floss is not recommended for additional forensic evidence collection in cases with oral penetration. Flossing can create 
increased opportunity for infection through micro-trauma to the gums. 
200 Although there is not current research to support extended hours for collection of oral evidence, research findings may be limited due 
to time frame guidelines for collection utilized by jurisdictions. 

http://www.nist.gov/forensics/upload/NIST-IR-7928.pdf
http://www.nist.gov/forensics/upload/NIST-IR-7928.pdf
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Buccal swabs 
 
In all cases of forensic 
evidence collection  
 

Patient reference DNA sample201 
 
Note: Use buccal swab as the 
reference sample unless it is 
absolutely medically or forensically 
necessary to take blood. For 
example, in the case of recent oral 
penetration, a blood sample might 
need to be considered to avoid 
contamination (De Jong, 2011).  

Sterile cotton-tipped swabs  
 
• Use two swabs to swab/rub over 

the inner aspect of each cheek. 
• Collect the buccal swab as the 

patient DNA standard after the 
oral swab is obtained—rinse 
mouth after the oral swab is 
obtained and before collection of 
the buccal swab (De Jong, 2011). 

Sample: Blood 
 
Only if alcohol- or drug-
facilitated sexual abuse 
is disclosed or suspected 
 
and/or 
 
If buccal swab is not 
acceptable for reference 
DNA sample202 

Presence of alcohol/drugs in blood 
 
Timing: Collect if ingestion of 
alcohol or drugs used to facilitate 
sexual abuse may have occurred 
within 24 hours prior to the exam or 
if time of ingestion is uncertain 
(Society of Forensic Toxicologists 
[SOFT], n.d.). 
 
Note: Due to potential emotional 
trauma to the child, avoid taking 
blood samples unless absolutely 
necessary. If collected, use the most 
noninvasive methods (Ohio Chapter 
of the AAP Committee on Child 
Abuse and Neglect, 2009).  

For toxicology sample:  
 
Alcohol-free prep pad/betadine swab 
 
Gray-top tube (contains preservatives 
sodium fluoride and potassium 
oxalate) or as per jurisdictional policy 
 
Pediatric needle and blood tube as 
needed 
 
• Check expiration date on the tube 

and replace, if expired. 
• Collect the maximum amount of 

venous blood allowable by weight 
of child per blood draw.203 

• Refrigerate when stored, as per 
toxicology lab policy. 

                                                           
201 Note that biological samples and DNA profiles from patients should be used only for investigation of the sexual abuse. Neither should 
be provided to law enforcement or prosecution for other cases in which patients may be suspected of juvenile delinquency, inadvertently 
given to health insurance carriers, or used for research purposes without consent. (One exception is that a forensic lab may input 
frequency information related to DNA profiles in its statistical database. In this case, victims' identity should remain anonymous. Another 
variable to consider, however, is that each state/territory’s statutes determine who can have access to records of child abuse and 
neglect reports maintained by state child protective service or social service agencies—some may allow researchers to access some 
information in these records (See Child Welfare Information Gateway, 2013b.) In addition to secure storage and disposal of forensic 
samples as discussed in A5e. Evidence Integrity, criminal justice agency policies should be in place and followed for appropriate 
disposal of children’s DNA profiles. 
202 Most jurisdictions and crime labs accept buccal swabs. If they do not, however, consider dried blood sample cards, unless drawn 
blood is needed for medical or toxicological reasons.  
203 Labs doing toxicology testing request the maximum amount of blood volume allowable by weight of child (see the chart at 
www.ucdmc.ucdavis.edu/clinicaltrials/StudyTools/Documents/Blood_Draws_Maximum_Allowable.doc by the UC Davis Medical Center). 
As noted, it is similar to ones used by: Committee on Clinical Investigations, Children’s Hospital, Los Angeles, California; Baylor College 
of Medicine, Dallas, Texas; and Cincinnati Children’s Hospital Institutional Review Board, Ohio (Adapted by: R. Jack, Children’s Hospital 
and Regional Medical Center Laboratory, Seattle, Washington, 2001). If the child has coexisting medical conditions, it might lead to 
taking less than the maximum amount of blood volume by weight. 

http://www.ucdmc.ucdavis.edu/clinicaltrials/StudyTools/Documents/Blood_Draws_Maximum_Allowable.doc
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Urine 
 
If alcohol- or drug-
facilitated sexual abuse 
is disclosed or suspected  
 

Presence of alcohol or drugs in urine 
 
Timing: Collect if ingestion of 
alcohol or drugs used to facilitate 
sexual abuse may have occurred 
within 120 hours prior to the exam 
(SOFT, n.d.; United Nations [UN] 
Office on Drugs and Crime, 2011). 

Appropriate sterile container with at 
least 1.5% sodium fluoride 
preservative 
  
• Collect as soon as possible after 

the event as drugs are quickly 
eliminated from body. 

• If collecting specimen prior to 
other evidence collection, instruct 
not to wipe (Massachusetts 
Department of Public Health, 
2005). 

• Collect a minimum of 30 mL of 
urine (up to maximum amount 
that can be obtained).  

• Refrigerate or freeze when stored, 
as per toxicology lab policy. 

Sample: Fingernail 
swabs  
 
If the patient broke a 
fingernail during abuse 
or scratched or dug at 
the body of the assailant  

Skin, blood, saliva, fibers, etc. (from 
assailant); and for comparison with 
any broken nails found at the crime 
scene  
 
Note: Prior to taking fingernail 
specimens, photograph fingernail 
damage that may have been related 
to the abuse. 

Sterile cotton-tipped swabs × 2  
 
Sterile water  
 
• Moisten first swab with water and 

clean under fingernails; repeat 
with the second dry swab (two 
swabs for each hand).  

• Only collect fingernail clippings if a 
nail was broken during the abuse. 
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Clothing  
 
If the patient is wearing 
the same clothes as at 
the time of the abuse 
(even if they have been 
washed) 
 
If the patient has 
changed clothes since 
the abuse, collect 
underpants only (if 
underpants are worn) 
 
Clothing worn during or 
immediately after the 
abuse may also be 
brought to the 
examination rather than 
worn by the child. 

Adherent foreign material (e.g., 
semen, blood, hair, saliva, and fibers 
from or touched by the assailant 
and/or from the crime scene) 
 
Note: Although foreign matter can 
be washed or worn off the body, the 
same substances may be found 
intact on clothing for a considerable 
length of time following the abuse. 
There may also be alternations to 
clothing as a result of the abuse 
(e.g., a rip or loss of a button).  
 
Note: Carefully evaluate the need to 
take coats and shoes, as loss of 
these items may represent a 
financial burden to the child’s 
family. If necessary, the exam 
facility, in coordination with victim 
advocacy program, may be able to 
offer replacement clothing.  

Paper bags 
 
Collection paper  
 
• Follow jurisdictional policies for 

collection of clothing items.  
• Each piece of dry clothing and 

collection paper used should be 
placed in a separate paper bag.204 

• Follow jurisdictional policies for 
packaging items too wet to dry at 
the exam facilities and for 
refrigerated storage. 

Sample: Diapers, pull-
ups, or other absorbent 
padding, condoms 
 
If the patient was 
wearing a diaper or 
padding of any kind at 
the time of the abuse or 
immediately following 
 
If a condom is found in 
or on the patient's body 
from the abuse 
 
These items may also be 
brought to the 
examination rather than 
worn by the child. 

Body fluids/DNA or other foreign 
material (e.g., semen, blood, hair)  

Materials as per jurisdictional policy 
 
• Collect these items if used during 

or after touching or any genital 
copulation. Dry, package, and 
submit as per jurisdictional policy. 

• For condoms: Collect, dry, and 
package as per jurisdictional 
policy, noting drying and 
packaging techniques that are 
recommended by crime labs can 
differ (Technical Working Group 
on Biological Evidence 
Preservation, 2013).  

• Follow jurisdictional policies for 
packaging items too wet to dry at 
the exam facilities and for 
refrigerated storage. 

                                                           
204 For patients with mobility impairments, put the collection sheet on the exam table and leave it in place until the examination is 
completed. If patients prefer to disrobe in their wheelchairs, sheets can be tucked around the wheelchair to catch debris. Avoid putting 
chairs on paper, as debris from wheels may contaminate forensic evidence (Massachusetts Department of Health, 2005). 
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Other body 
surface swabs and 
specimens 
 
If there are areas on the 
skin where saliva, 
semen, or other bodily 
fluids from assailant 
may have been 
deposited (e.g., around 
the mouth in the case of 
oral abuse), or the 
assailant may have 
touched  
 
If foreign material or 
debris is seen, collect 
specimen205 

Body fluids/DNA; other possible 
foreign materials, such as 
vegetation, matted hair, or foreign 
hairs206 
 
Note: Use of an ALS may help guide 
collection of swabs. (See A4c. 
Equipment and Supplies) 
 
Note: Debris and the assailant’s 
body fluids/DNA could also be found 
on equipment used by patients with 
physical impairments, such as 
wheelchairs, scooters, canes, 
wheelchair pads, assistive 
communication devices, catheters, 
and service animals.  

Cotton-tipped swabs × 2 per site  
Sterile water  
 
• Moisten first swab with water and 

swab/rub over sites where semen, 
body fluids, or DNA may be 
present. 

• Repeat with the second dry swab. 
 
Bindle  
 
• Place foreign material in bindle, 

and enclose and seal in evidence 
envelope. 

Sample: Swabs of 
female genitalia 
 
If possible vaginal/penile 
penetration, other 
genital-to-genital 
contact, or contact that 
could have left biologic 
material including oral-
to-genital  

Body fluids/DNA; other possible 
foreign material  
 
 
 
 
 

Cotton-tipped swabs  
 
Sterile water  
 
• Moisten first swab with water and 

thoroughly swab/rub over the 
labia majora; repeat with the 
second dry swab.207 Alternately, 
two swabs can be lightly 
moistened and the sample sites 
swabbed simultaneously with 
both swabs. 

• Repeat same procedure as needed 
per additional sample site. 

                                                           
205 If the patient has vomited, treat it as a supplemental specimen. Vomit samples are mainly used as a toxicological specimen in drug-or 
alcohol-facilitated cases. Collect as much of the sample as possible by using a spoon, eyedropper-type suction device, or other tool that 
is consistent with biohazard procedures. Place in appropriate container that has a lid with a tight seal. Follow jurisdictional policy for 
refrigerated storage. If any vomitus is on clothing, sheets, or other objects, also put the items in an appropriate container to prevent 
leakage and contamination (Ohio Chapter of the AAP Committee on Child Abuse and Neglect, 2009). 
206 Although there is not current research to support extended hours for collection of such evidence on the child’s skin, research findings 
may be limited due to time frame guidelines for collection utilized by jurisdictions. 
207 For example, if there was penetration of the labia into the vestibule, it would be appropriate to wet-dry swab the outer surface of the 
labia majora, and then to dry swab the inner aspect of the labia majora in the vestibule that is already moist, as well as the fossa 
(without contacting the hymen). 
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Penile swabs 
 
Penile shaft and 
prepuce (foreskin); glans 
and scrotum 
If possible penile/vaginal 
penetration, other 
genital-to-genital 
contact, oral contact, 
anal or rectal contact, or 
foreign material 
disclosed or suspected 
(e.g., lubricant)  

Body fluids/DNA; other material  Cotton-tipped swabs  
 
Sterile water  
 
• Moisten first swab with water and 

swab/rub over the shaft of the 
penis and prepuce/foreskin (when 
present); repeat with the second 
dry swab.  

• Repeat the same procedure for 
the glans and scrotum, avoiding 
the urethra (swabs from the 
urethra will result in obtaining the 
patient’s own DNA). 

Sample: Anorectal 
swabs (perianal and 
anal canal) 
 
If possible anal/penile or 
rectal/penile 
penetration, oral/anal 
penetration or contact, 
digital/object 
penetration or contact 
by assailant, or foreign 
material or object   

Body fluids/DNA; other material  Cotton-tipped swabs  
 
Sterile water  
 
• Moisten first swab with water and 

swab/rub over perianal area/folds; 
repeat with the second dry swab.  

• Using another two swabs, repeat 
the same procedure for the anal 
canal.  

Sample: Bite mark 
swabs 
 
If bite marks are present  
 

Body fluids/DNA; other material 
 
Note: In addition to documenting, 
photographing, and swabbing bite 
marks, an odonatologist may need 
to make casts, in order to match 
teeth to suspects. See Riviello (2013) 
for related guidelines.  
 
Note: Use of an ALS may help guide 
identification of bite mark evidence, 
especially if fading. 

Cotton-tipped swabs × 2 per site  
 
Sterile water  
 
• Moisten first swab with water and 

swab the areas inside and around 
the arches of the bite mark rather 
than from the tooth marks—this 
technique maximizes the yield of 
DNA containing material from 
sites where the lips and tongue of 
the biter would touch (Kaplan, 
2011). 

• Repeat with the second dry swab.  
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Guidance on Common Forensic Sampling 
Forensic Sample and 

Type/Nature of Abuse 
Possible Material and Timing of 

Collection 
Supplies and Sampling Instructions 

Label/seal as per jurisdictional policies 
Sample: Head hair 
 
If it is disclosed or 
suspected that the 
assailant has shed hair, 
or foreign materials 
from the assailant or 
crime scene may have 
been transferred to the 
patient’s head hair 
 
In cases of delayed 
reports of suspected 
alcohol- or drug-
facilitated sexual abuse 
or if chronic exposure to 
drugs is disclosed or 
suspected 

Foreign material: hair, other; 
presence of drugs 
 
Note: Many jurisdictions do not 
routinely collect plucked hair 
reference samples. Some will only 
collect these if the lab requests it at 
a later time.208  
 
Note: In cases of delayed reports of 
suspected alcohol- or drug-
facilitated sexual abuse or if chronic 
exposure to drugs is disclosed or 
suspected, collect head hair209 at 
least 4 weeks after abuse. Hair 
analysis might help in identifying 
drug(s) used or chronic drug 
exposure. 

Fine tooth comb, scissors 
 
Collection paper 
 
• Place paper under the patient’s 

head. 
• Comb hair so that loose foreign 

material falls onto the paper.  
• Remove the paper, place comb in 

center, and fold the paper to 
retain comb and specimen.  

• For delayed reports/chronic 
exposure, collect at least 2 head 
hair samples (thickness of a pencil) 
by cutting them as close to the 
scalp as possible.210 

• Follow jurisdictional/toxicology lab 
packaging/storage policies.  

 
Contact staff at Kidsta.org with questions related to evidence collection and for suggestions regarding 
accommodations in specific situations with children with disabilities. 

 

                                                           
208 Whatever the jurisdictional policy, patients should be informed about the purpose of collection, procedures used to collect samples, 
discomfort that may be involved, and how these samples may be used during the investigation and prosecution. If hair reference 
samples are not collected at the initial examination, examiners should inform patients that a need might exist to collect these samples 
for crime lab analysis at a later date. They should be aware that hair evidence collected at a later date may not be as conclusive as if it 
were collected at the time of the initial examination (e.g., due to the fact that hair characteristics can change over time). When these 
samples are collected, the indications, timing, and techniques vary. Jurisdictional policies should be in place and followed. 
209 Head hair is the preferred sample, but pubic, axillary, torso, or leg hair may also be collected for analysis (UN Office on Drugs and 
Crime, 2011). However, prepubescent children typically have limited to no hair in these areas. Analysis in such instances could also be 
limited because as the growth rate of non-head hair is not well established as is with head hair (UN Office on Drugs and Crime, 2011).   
210 Sufficient hair collection is needed to be able to carry out routine tests and allow for a repeat analysis or confirmation test by a 
second laboratory—if necessary, hair samples can be collected from one or multiple site on the head (Cooper, Kronstrand, & Kintz, 
2012). See the Society of Hair Testing at www.soht.org/index.php/statements/9-nicht-kategorisiert/85-statement-2011 for more detailed 
collection instructions.    

http://www.soht.org/index.php/statements/9-nicht-kategorisiert/85-statement-2011
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B9. Sexual Abuse Facilitated by Alcohol and Drugs  
These recommendations are for pediatric examiners and other involved entities for responding to child 
sexual abuse that is/is suspected of being facilitated with alcohol or drugs. 
 
Recognize there are multiple ways in which the use of alcohol or drugs may 
contribute to an act of sexual abuse against a prepubescent child.211 Perpetrators 
may overtly or surreptitiously use alcohol, “drugs of choice” in drug-facilitated sexual 
violence, such as rohypnol and gamma hydroxy butyrate (GHB) and other illegal drugs, as 
well as prescription and over-the-counter medications such as antihistamines, 
anticholinergics, and antitussives (Bechtel & Holstege, 2007). They may seek out children 
who have used substances (e.g., a child who was sex trafficked may routinely be given 
substances). 
 
Children may be intentionally 
sedated using alcohol and drugs 
specifically to facilitate sexual abuse. 
Caregivers may also sedate children 
to “knock them out” during a party, 
when going to work, etc., which 
leaves children at greater risk for 
abuse and neglect. Children may or 
may not be aware that alcohol or 
drugs have been administered. 

Substances may be used to induce drowsiness and deep 
sleep (Bechtel & Holstege, 2007) or cause hypnotic, amnesic, 
even mentally clouded or dulled response to prevent the 
child from resisting or having any recollection (Bechtel & 
Holstege, 2007; Spiller et al., 2007). For example, children 
used in pornography may have no recall of the sexual abuse 
depicted in photographs or on video/film (Spiller et al., 2007). 
Note that it is important during medical forensic care to avoid 
showing these photographs or videos/films to children as it 
could cause a highly traumatic response. 

Children may live or spend time in 
clandestine drug houses and be 
exposed to drug cultivation, 
manufacturing by-products, use, sale, 
and distribution (often called “drug-
endangered” children). 

An example of such an environment is a methamphetamine 
laboratory.212 Caregivers’ substance misuse can interfere with 
their ability to provide a safe and nurturing environment for 
their children (National Alliance for Drug Endangered 
Children, 2015). In these situations, there is an increased risk 
of child abuse and neglect, including sexual abuse (National 
Alliance for Drug Endangered Children, 2015).213 

Older prepubescent children may 
experiment voluntarily with alcohol 
and drugs, especially if they live or 
spend significant time in an 
environment where they have access 
to these substances.214 

The cognitive and physical impairment associated with 
substance use alone (see Russell, 2008) makes these children 
in particular easy targets for sexual predators. As noted by 
Lisak (2005), perpetrators of sexual violence in general have 
become extremely adept at identifying vulnerable individuals 
and exploiting their vulnerabilities.  

 

                                                           
211 Hartley, Mullings, and Marquart (2013) found that in 9 percent of cases with victims from age 3 to 18, victims were given 
alcohol/drugs before the abuse. However, most involved adolescent victims. 
212 See Swetlow (2003).  
213 The Child Welfare League of America (2001) noted that children whose caregivers abuse alcohol or drugs are three times more likely 
to be verbally, physically, or sexually abused, and four times more likely than other children to be neglected. In addition to the risk of 
child maltreatment, drug-endangered children may face health risks caused by exposure to drug manufacturing (Bechtel & Holstege, 
2007), witness and experience all kinds of violence, be sold or traded for drugs, and be used as decoys by drug dealers (National 
Alliance for Drug Endangered Children, 2015). They may be exposed to communicable diseases such as HIV and hepatitis C through 
exposure to needles used by IV drug users and to a range of STDs via sexual abuse (Grant, 2007). To survive, these children may 
resort to committing crimes such as stealing food and money and be trafficked for sex and labor (National Alliance for Drug Endangered 
Children, 2015).  
214 Note that children with a history of sexual abuse may be more likely to use alcohol and drugs than their nonabused counterparts 
(Harrison et al., 1997; Smith & Saldana, 2013).  
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Educate responders on appropriate practices for responding to prepubescent child 
sexual abuse cases where alcohol and/or drugs are suspected to be involved, as per 
jurisdictional policy. If they do not already exist, agency/facility and multidisciplinary 
response team policies should be developed to guide immediate response to various 
scenarios involving suspected alcohol-or drug-facilitated sexual abuse of children. Note 
that jurisdictions may have interagency protocols to respond to cases involving drug-
endangered children. Health care personnel also need to adhere to facility policy regarding 
(1) asking patients about alcohol and drug use in the course of intake and treatment; and 
(2) testing for alcohol and/or drugs if deemed medically necessary. They also need to 
know lab facilities designated by the jurisdiction for toxicology testing for forensic purposes 
and their collection and preservation policies.  
 
Be aware that routine toxicology testing is not recommended in prepubescent child 
sexual abuse cases. However, the possibility of alcohol or drug involvement in the sexual 
abuse should routinely be considered. The collection of toxicology samples may be 
indicated in situations including but not limited to the following (drawn from the 
Commission on the Standardization of the Collection of Evidence in Sexual Assault 
Investigations, 2013): 
 

• If a child’s medical condition appears to warrant toxicology screening for optimal 
care (e.g., the child presents with drowsiness, fatigue, light-headedness, dizziness, 
physiologic instability, memory loss, impaired motor skills, or severe intoxication); 

• If there is a suspicion that the child was or may have been drugged or exposed to 
alcohol or drugs (follow jurisdictional policies for testing when children are exposed 
to methamphetamine laboratories); and/or 

• If there is a suspicion of alcohol/drug involvement (e.g., due to the child’s lack of 
recollection of events). 

 
This information is gleaned in the course of the medical history taking and the examination 
and must take into account the child’s developmental level and time frame for collection of 
toxicology samples.  
 
In situations where it is revealed there is voluntary use of substances by children, 
this fact should not diminish the seriousness of the sexual abuse. Responders 
should guard against dismissing such cases. They should be aware that children might be 
reluctant to disclose voluntary use due to a fear of being disciplined or discounted by a 
caregiver or legal authorities. Children and caregivers should be informed what actions, if 
any, could potentially follow such a disclosure.  
 
If there is indication for toxicology testing, inform children and caregivers of the 
following (in a manner that is developmentally appropriate for children and linguistically 
appropriate for children and caregivers): 
 

• The purposes of toxicology testing and that testing results will be shared with the 
investigative team; 

• The ability to detect and identify drugs and alcohol depends on collection of 
toxicology samples within a limited time period following ingestion; 
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• There is no guarantee that testing will reveal that substances were used to facilitate 
the abuse; 

• Testing may reveal other drugs or alcohol that patients may have ingested; 
• Follow-up testing and/or treatment may be necessary if testing reveals the presence 

of drugs; 
• Not having testing done when indicated as described above may negatively impact 

safety planning for the child, as well as the investigation and/or prosecution; 
• Who will pay for toxicology testing (noting testing done as part of forensic evidence 

collection typically may be paid for by a involved government entity); and 
• When and how children and caregivers can have access to the results of the 

toxicology tests. 
 
Collect toxicology samples as indicated. The child’s urine and blood can be tested for 
toxicology purposes, if collected within the time frames indicated for testing, as discussed 
in the following list. Other samples may be sought depending on case circumstances. 
Some additional issues to be aware of are noted below. 
 

• The length of time that alcohol and drugs remain in urine or blood is affected 
by a number of variables (e.g., the type and amount of drug ingested, child’s body 
size and rate of metabolism, whether the child had a full stomach, and whether the 
child previously urinated) (American Prosecutors Research Institute, 1999). Urine is 
“the specimen of choice” for a toxicological investigation involving alcohol- or drug-
facilitated sexual abuse as it allows for a longer window of detection of substances 
than does blood (LeBeau et al., 1999). The sooner a urine specimen is obtained 
after its ingestion, the greater the chances of detecting substances that are quickly 
eliminated from the body (LeBeau, 1999). Blood samples for toxicology purposes 
would be collected only during acute examinations; urine samples could potentially 
be collected during acute and nonacute care. 

• Collect the first available urine within 120 hours of the abuse (SOFT, n.d.; UN 
Office on Drugs and Crime, 2011). The urine sample does not have to be a clean 
catch as bacteria in the urine will not compromise test results. If children cannot wait 
to urinate until arriving at the health care facility, first responders should ask them or 
caregivers to collect a sample and bring it to the facility, documenting the chain of 
custody. Law enforcement officers, emergency medical technicians, and child 
protective service responders should have specimen cups and instructions for 
collection readily available, according to agency policy. Ideally, patients should not 
urinate until after evidence is collected. However, the number of times that patients 
urinated prior to collection of the sample should be documented. 

• Collect a blood sample if it is within 24 hours since the abuse (SOFT, n.d.).215 
It may pinpoint the time when drugs were ingested (American Prosecutors 
Research Institute, 1999). If a blood sample is collected for toxicology screening, it 
should be accompanied by a urine sample. If a blood-alcohol determination is 
needed, collect blood within 24 hours of alcohol ingestion, as per jurisdictional 
policy. If blood has already been taken due to suspected drug ingestion, that 

                                                           
215 Note that while the SOFT time frame for blood collection is 24 hours after the sexual abuse, the UN Office on Drugs and Crime 
(2011) extends the time frame to 48 hours. 
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sample can be used to determine blood-alcohol level. Another sample usually is not 
required. 

• Consider if there is a need to collect a hair sample, as it may be useful in 
situations where there is a considerable delay in reporting suspected alcohol/drug-
facilitated sexual abuse and/or a concern about a child’s chronic exposure to drugs. 
Unlike urine or blood, hair may be able to confirm long-term exposure to drugs over 
a period of weeks to months after ingestion (Cooper, Kronstrand, & Kintz, 2012). 
Positive hair testing is not always associated with the act of sexual abuse as far as 
timing, but in the prepubescent population, it can indicate use of a nontherapeutic 
drug or drugs (De Jong, 2011).  

• Consider if there are any other potential sources for toxicology testing. For 
example, containers that may hold drug residue or samples of the child’s vomit. 

• Know toxicology sampling instructions for the designated toxicology labs 
used by the jurisdiction. For convenience, the guidance offered in B8. Evidence 
Collection is provided below (see B8. Evidence Collection for footnote references).  
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Toxicology Sampling Instructions 
Sample Timing Supplies Sampling Instructions 
Urine If alcohol- or drug-

facilitated sexual 
abuse is suspected, 
collect within 120 
hours of the abuse.  

Appropriate sterile 
container with at least 
1.5% sodium fluoride 
preservative  

• Collect as soon as possible after the 
event, as drugs are quickly eliminated 
from the body. 

• If collecting a urine specimen prior to 
other evidence, instruct the child not to 
wipe. 

• Collect a minimum of 30 mL of urine 
(up to maximum amount that can be 
obtained).  

• Refrigerate or freeze when stored, as 
per toxicology lab policies. 

Blood If alcohol- or drug-
facilitated sexual 
abuse is suspected, 
collect within 24 
hours of the abuse.  

Alcohol-free prep 
pad/betadine swab, 
gray-top tube (contains 
preservatives sodium 
fluoride and potassium 
oxalate) or as per 
jurisdictional policy, and 
pediatric needle and 
blood tube 

Collect maximum amount of venous blood 
allowable by weight of child per blood 
draw. Refrigerate when stored, as per 
toxicology lab policies. 

Head 
Hair 

 

In cases of delayed 
reports of 
suspected alcohol- 
or drug-facilitated 
sexual abuse 
and/or if chronic 
exposure to drugs 
is suspected, 
collect at least 4 
weeks after abuse.  

• Scissors 
• Collection paper 

• Collect at least two head hair samples 
(thickness of a pencil) by cutting hair as 
close to the scalp as possible. 

• Store at room temperature, in a dry 
environment protected from light, as 
per toxicology lab policies. 

Other If child vomits in a 
suspected alcohol- 
or drug-facilitated 
case, collect vomit 
samples. 
 
If containers might 
have drug residue 
of drugs used to 
facilitate the sexual 
abuse, collect 
containers.  

• Collection tool 
(e.g., spoon, 
eyedropper-type 
suction device, or 
other tool that is 
consistent with 
biohazard 
procedures) 

• Collection 
container has a lid 
with a tight seal  to 
prevent leakage 
and contamination 

• Packaging for 
containers 

• Collect vomit sample using collection 
tool. Place in container and seal. If 
vomit is on clothing, sheets, or other 
objects, put items in container and seal 
(OH Chapter of the AAP Committee on 
Child Abuse and Neglect, 2009).  

• Follow toxicology lab policies for 
refrigerated or frozen storage. 

• Containers with drug residues should 
be packed individually in order to avoid 
cross-contamination of biological 
samples. 

• Follow toxicology lab policies on 
storage for dry and wet items. 
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For toxicology, the more urine and blood to test the better. That said, follow pediatric guidelines for 
collecting blood specimens from a child (B. Freeman, personal communication, June 25, 2015). 
 

If toxicology tests are needed purely for medical care, the exam facility lab typically 
performs these tests. If toxicology samples are needed for both clinical and forensic 
purposes, one sample can be collected for immediate evaluation by the exam facility lab 
and another for analysis by the identified forensic toxicology lab. Collect these samples at 
the same time to avoid further discomfort to children.  
 
As mentioned in B8. Evidence Collection, keep toxicology samples separate from samples 
collected for the jurisdictional evidentiary kit and note that procedures for toxicology 
collection, preservation, and analysis may differ from that of other evidence analysis. Exam 
facility laboratories should not analyze forensic toxicology samples in suspected alcohol- 
or drug-facilitated sexual abuse cases. Instead, involved investigative agencies should 
identify forensic laboratories that can analyze toxicology samples (American Prosecutors 
Research Institute, 1999). Information about the identified labs (e.g., contact information; 
what specifically they test; and procedures for specimen collection, packaging, labeling, 
sealing, refrigerated storage, handling, and transfer to the testing site, including 
transportation and delivery) should be provided to investigating agencies, exam facilities, 
and examiners. As with any forensic evidence, the chain of custody must be maintained 
and documented.216  
 

Note that which toxicology lab to use depends on its testing equipment and methods. If testing 
methods are not sensitive enough, the small amount of substances that may be in a child’s system 
may be missed (a perpetrator might purposely use only a very small amount to avoid detection). 

However, toxicology testing with prepubescent children is often more clear-cut than with adults, since all 
alcohol and drugs in a child's system are problematic, beyond prescribed medications and the few 
substances that can cross through breast milk if the child is being breast-fed (B. Freeman, personal 
communication, June 25, 2015). 
 
 

 
 
  

                                                           
216 See SOFT at http://soft-tox.org/dfcc for further guidance on toxicology sampling, as well as the UN’s 2011 Guidelines for the Forensic 
Analysis of Drugs Facilitating Sexual Assault and Other Criminal Acts at 
www.unodc.org/documents/scientific/forensic_analys_of_drugs_facilitating_sexual_assault_and_other_criminal_acts.pdf. 

http://soft-tox.org/dfcc
https://www.unodc.org/documents/scientific/forensic_analys_of_drugs_facilitating_sexual_assault_and_other_criminal_acts.pdf
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B10. Sexually Transmitted Disease Evaluation and Care 
These recommendations are for pediatric examiners on Sexually Transmitted Disease (STD) evaluation and 
care. 
 
Integrate the evaluation and care of sexually transmitted diseases (STDs) into the 
medical forensic examination of prepubescent children who disclose sexual abuse 
or for whom sexual abuse is suspected.217 Contracting a STD from a perpetrator during 
sexual abuse is a risk that must be considered for this population.218 Medical forensic care 
should include evaluation for STDs for two purposes: (1) to determine if a STD is present, 
so it can be treated; and (2) to acquire evidence for potential use in legal investigations. 
Mechanisms should also be in place in any setting where children are examined for STDs 
to ensure continuity of care, including timely review of test results, and to monitor 
compliance with and adverse reactions to any therapeutic or prophylactic regimens (CDC, 
2010). 
 
Recognize that the diagnosis of a STD in a prepubescent child may be evidence that 
the child has experienced sexual abuse. The CDC (2015e) noted the identification of 
sexually transmissible agents in children beyond the neonatal period strongly suggests 
sexual abuse (Jenny, Crawford-Jakubiak, & Committee on Child Abuse and Neglect, 
2013).219 However, the significance of the identification of a sexually transmitted agent in a 
child as evidence of possible sexual abuse varies by pathogen (CDC, 2015e): Postnatally 
acquired Neisseria gonorrhea,220 syphilis, Chlamydia trachomatis infection,221 and 
nontransfusion, nonperinatally acquired HIV222 are indicative of sexual abuse; and sexual 
abuse should be suspected when Trichomonas vaginalis, genital herpes, or anogenital 
warts are diagnosed.223 
 
In any case that a prepubescent child presents with a STD, conduct an investigation 
into the risk factors and contacts, obtain a medical and social history, and evaluate 
for sexual abuse (Black et al., 2009; CDC, 2015e; Jenny, Crawford-Jakubiak, & 
Committee on Child Abuse and Neglect, 2013; Girardet et al., 2011). Examiners should be 
aware of which types of STDs in children need to be reported to law enforcement or child 
protective services, if the case is not already being investigated as suspected abuse 
(American College of Emergency Physicians [ACEP], 2013; CDC, 2010). 
 

                                                           
217 Much of the information in this chapter was drawn from the CDC’s Sexually Transmitted Diseases Treatment Guidelines (2015)—see 
www.cdc.gov/STD/treatment/ (CDC general phone: 800-311-3435, TTY: 888-232-6348). The guidelines are updated periodically. Also 
see the CDC at www.cdc.gov offers information on related research, news, and Internet links. 
218 As for the risk of a prepubescent child acquiring a STD as a result of sexual abuse, the CDC (2015e) indicated that the issue has not 
been well studied. Black et al. (2009) found that 4.9 percent of prepubescent female sexual abuse victims tested positive for either 
Chlamydia trachomatis or Neisseria gonorrhea.  
219 The CDC (2015e) provides several examples of exceptions to this general rule.   
220 Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and Neglect (2013) noted that genital and anal infections with N 
gonorrhea are rarely acquired perinatally, and, outside the newborn period, are considered likely to be caused by sexual abuse. 
221 The CDC (2015e) and Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and Neglect (2013) indicated that C 
trachomatis infections might be indicative of sexual abuse in children 3 years of age or older and among those less than 3 years of age, 
when infection is not likely perinatally acquired.  
222 Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and Neglect (2013) noted HIV infection in children who have not been 
exposed to the virus perinatally, through blood products, or by needles, are also highly likely to be caused by sexual abuse. 
223 Jenny, Crawford-Jakubiak, and the Committee on Child Abuse and Neglect (2013) noted that herpes simplex virus and genital warts 
(human papillomavirus or HPV) can be sexually transmitted in children, but these infections are not diagnostic of sexual abuse by 
themselves. 

http://www.cdc.gov/STD/treatment/
http://www.cdc.gov/
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Provide STD information to children and caregivers (in a manner that is 
developmentally appropriate for the child and linguistically appropriate for the child and 
caregiver). As needed in a specific case, examiners should offer information about the 
risks of STDs for this population, symptoms, the necessity of testing, treatment options 
upon diagnosis (including benefits and side effects), and follow-up testing and care 
(adapted from CDC, 2010). As available in a community and appropriate for prepubescent 
children, examiners should also offer referrals for follow-up services that include free and 
low-cost testing, counseling, and treatment offered in the community. In addition, children 
and caregivers should be told that STD testing results will be shared with investigative 
agencies,224 and that victim advocates (as available in the community) can provide 
emotional support, information, and access to/referrals for counseling through follow-up 
treatment. 

On an individual case-by-case basis, consider the need for STD testing. In each 
sexual abuse case, children should be evaluated for STD risk. They may or may not 
require diagnostic testing based on their presentation, the examination, and assessment of 
risk (from sexual abuse and additional exposure that might have occurred since the 
abuse). (See Appendix 8. Prepubescent STD Testing Algorithm) 

Test for specific organisms if indicated. (See below) If symptoms, signs, or evidence of 
a STD are present, the child should be screened for commonly occurring STDs (Black et 
al., 2009; CDC, 2015e; Girardet et al., 2011). The health and legal implications of test 

224 Formal signed agreements amongst investigative agencies (and the multidisciplinary response team, if one exists) are critical to 
speak to the scope of information to be shared regarding STDs, especially if it is non-forensic information (e.g., if it was due to perinatal 
transmission). The investigative team must protect non-forensic medical history and information. The team should consider various 
scenarios and plan strategies to protect this type of information, so that it is not used inappropriately in the justice system or shared with 
anyone outside the team who should not have access to it. For example, the team should consider what a child protective service 
agency might do with non-forensic medical information of a child in a sexual abuse case, how confidential it will be in that child 
protection system, and implications of its availability in that system across the child’s lifespan. All states and the District of Columbia 
allow minors 12 years of age and above to consent to STD services (Guttmacher Institute, 2015). However, in most jurisdictions, 
prepubescent children do not have this right. Health care providers should become familiar with the laws in their jurisdiction. If a 
caregiver who is a parent/guardian declines STD testing and treatment for their children in cases reported as suspected sexual abuse, 
health care providers should discuss with legal counsel the options for providing necessary testing and treatment. 
225 For more information on risk for STDs, see CDC’s Sexually Transmitted Disease Surveillance 2014 (in particular the section on 
special focus profiles) at www.cdc.gov/std/stats14/default.htm. Also see www.cdc.gov/STD/.  

• Child had experienced penetration or there is evidence of recently healed penetrative injury to
genitals, anus, or oropharynx

• Child has been abused by a stranger
• Child has been abused by a perpetrator known to be infected with a STD or at high risk for STDs225 (e.g.,

intravenous drug abusers, men who have sex with men, people with multiple sex partners, and those
with histories of STDs)

• Child has a sibling or other relative or person in the household with a STD
• Child lives in an area with a high rate of STDs in the community
• Child has signs or symptoms of STDs (e.g., vaginal discharge or pain, genital itching or odor, urinary

symptoms, and genital lesions or ulcers)
• Child has already been diagnosed with one STD
• Child or caregiver requests STD testing

Factors that indicate the need for STD testing for prepubescent children, regardless whether the case is 
acute or nonacute (CDC 2015; Jenny, Crawford-Jakubiak, & Committee on Child Abuse and Neglect, 2013). 

http://www.cdc.gov/std/stats14/default.htm
http://www.cdc.gov/STD/
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results in prepubescent child sexual abuse cases justify the time, labor, and cost of 
performing STD tests with high specificities and sensitivity (CDC, 2015e). If diagnostic 
testing is necessary, examiners should document in the medical record what tests are 
performed and the results of testing. Follow the designated lab’s policy on identification of 
the patient from whom the specimen was collected, what specific specimen to collect, and 
the collection method for different organisms. Legal chain of custody for medical 
specimens is not required as with evidentiary specimens; the testing lab’s policy should 
ensure proper patient and specimen identification at both collection and testing, even if the 
test is sent to an external lab. 
 

General Guidance for Testing for Common STDs226  (Note HIV is addressed in next section) 
Infection Symptoms Testing 
N gonorrhea (NG) 
This infection does not 
ascend the 
genitourinary track in 
prepubescent girls.   
 
This infection IS 
DIAGNOSTIC of child 
sexual abuse, once 
perinatal transmission 
has been ruled out.  
 

Children with vaginal 
N gonorrhea can be 
symptomatic (vaginal 
discharge) or 
asymptomatic 
 
Children with 
pharyngeal and rectal 
N gonorrhea may be 
asymptomatic 
(Matthers & Rein, 
2015) 

• Nucleic Acid Amplification Testing (NAAT) can be 
used to screen for N gonorrhea in prepubescent girls 
(Adams et al., 2015; Black et al., 2009; CDC, 2015e; 
Papp, Schachter, & Gaydos, 2014).227 A NAAT urine 
specimen can be obtained as a “dirty” catch—a 
random voided, non-clean catch specimen (Black et 
al., 2009). In the absence of NAAT, obtain culture by 
swabs from the vulva and beside the vaginal orifice.  

• Culture remains the preferred testing method for 
urethral drainage from boys, as well as anal and 
oropharyngeal specimens from girls and boys (CDC, 
2015e; Papp, Schachter, & Gaydos, 2014).228    

• Retain all positive specimens at the lab for additional 
testing (CDC, 2015e). A positive NAAT result should 
prompt repeat testing by culture or alternate 
technology NAAT (alternate sequence confirmation). 

• Note a positive NAAT persists for weeks after 
effective treatment (WA, 2012). 

                                                           
226 The chart was drawn from the CDC (2015e), Day and Pierce-Weeks (2013), and Washington State (2012), as well as others cited. 
Note that although hepatitis B virus (HBV) may be transmitted to a child during sexual abuse via semen and vaginal fluid, most HBV in 
children result from household exposure to persons with chronic HBV infection rather than sexual abuse (CDC, 2015e). For that reason, 
it was not included on this list. If a concern exists about HBV, diagnose via serologic testing (HBsAg). Note that results of HBsAg must 
be interpreted carefully; HBV can be transmitted nonsexually. HBV vaccine for prophylaxis should be administered in previously 
unimmunized patients. See CDC (2015e) section on viral hepatitis. 
227 NAAT detects genetic material that is specific for an infecting organism (Esernio-Jenssen & Barnes, 2011). Although cultures have 
historically been considered the “gold standard” for child sexual abuse evaluations, they are invasive and costly, require stringent 
transporting and handling, and usually have long turn-around times (Esernio-Jenssen & Barnes, 2011). NAAT on urine, with 
confirmation by second NAAT or culture, is the “new forensic standard” for diagnosis of gonorrhea and chlamydia in children who 
disclose sexual abuse or are suspected of being sexually abused (Black et al., 2009). The second NAAT should not be merely a repeat 
of the first, but instead, a NAAT run by a different amplification sequence (alternate sequence confirmation) (Black et al., 2009; 
Hammerschlag & Gaydos, 2012). Adams et al. (2015) recognized that NAAT has high sensitivity, allows for collection of sample 
noninvasively, and can test for gonorrhea and chlamydia with one sample and at a lower cost compared to culture. Due to low 
prevalence of STDs in the prepubescent population, and the lack of enough large randomized controlled trials for validation, this testing 
is not yet approved by the Food and Drug Administration for this population. However, the CDC (2015e) discusses the use of NAAT for 
this population as indicated in protocol recommendations.   
228 That said, many practitioners find it difficult to access cultures (Adams et al., 2015). NAATS (especially the Strand Displacement 
Amplification and Transcription Mediated Amplification) have been evaluated in adult studies of pharyngeal and anorectal infections and 
found to have superior sensitivity to detecting infection at these sites compared to culture and specificity rates (Adams et al., 2015). 
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General Guidance for Testing for Common STDs226  (Note HIV is addressed in next section) 
Infection Symptoms Testing 
C trachomatis (CT) 
This infection does not 
ascend the 
genitourinary track in 
prepubescent girls.   
 
This infection IS 
DIAGNOSTIC of child 
sexual abuse, once 
perinatal transmission 
has been ruled out.  
 

Vaginal or anal 
infection is 
frequently 
asymptomatic, and 
can persist for 
months or years 
 
If symptomatic: 
discharge, dysuria, 
and abdominal and 
rectal pain are 
possible (Amaya & 
Kellogg, 2011) 

Same as for N gonorrhea testing, except: 
• Oropharyngeal specimens are not recommended—

yield is low, perinatally acquired infection may 
persist past age 2, and some labs do not distinguish 
between C trachomatis and Chlamydia pneumonia. 

 

Syphilis 
This infection IS 
DIAGNOSTIC of child 
sexual abuse, once 
perinatal transmission 
has been ruled out. 
Lack of prenatal 
identification of 
syphilis in the mother 
can result in vertical 
transmission of syphilis 
for up to 4 years after 
birth. Children 
presenting with 
primary infections after 
6 months of age or 
secondary after 15 
months should be 
presumed sexual abuse 
victims (Amaya & 
Kellogg, 2011). 

Asymptomatic at 
primary inoculation 
on vulva, labia, 
penile, scrotal, anal, 
rectal, oral, or extra-
genital site signs 
 
Secondary cutaneous 
and constitutional 
symptoms, but most 
are asymptomatic 
(WA, 2012) 

• Prevalence in children who have been sexually 
abused is quite low—testing is recommended only in 
high-risk situations. Differentiating perinatal from 
later-acquired syphilis may be challenging.  

• Dark field microscopy or direct fluorescent antibody 
(DFA) testing of exudate or tissue from primary or 
secondary lesion.   

• Serology: In absence of lesions, serologic testing for 
antibodies to T. pallidum is recommended.  

• See CDC (2015e) section on syphilis. 
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General Guidance for Testing for Common STDs226  (Note HIV is addressed in next section) 
Infection Symptoms Testing 
Herpes simplex virus 
(HSV) 
This infection IS 
SUSPICIOUS of child 
sexual abuse. Need to 
rule out self-
inoculation (a child 
with oral herpes may 
self-inoculate genitalia) 
or inoculation by an 
adult with oral or 
genital herpes during 
caretaking contact such 
as diaper changes (WA, 
2012). 

Dysuria, genital or 
perianal 
vesicles/ulcers 
 
Primary infection 
may be accompanied 
by malaise and 
fatigue (WA, 2012) 

• Obtain specimens from all mucocutaneous lesions 
and send for viral culture or polymerase chain 
reaction (PCR) testing (CDC, 2015e). Note culture is 
rapidly being replaced by PCR in many labs due to 
cost and improved performance (CDC, 2015e). 

• Serology: Serologic testing in the absence of lesions 
will detect HSV antibody 2 to 3 weeks after 
infection. Providers should request type-specific 
HSV-2 and/or HSV-1 serologic assays. 

• See CDC (2015e) section on genital HSV infections.   

Human papillomavirus 
(HPV) 
Condylomaacuminata 
This infection IS 
SUSPICIOUS of child 
sexual abuse. The older 
the child, the higher 
the risk of acquiring 
HPV via sexual abuse 
than prenatal or 
perinatal transmission 
from mother or 
postnatal transmission 
from caregiver. 
Children over 4 or 5 
years of age are likely 
at higher risk than 
younger children. 

Condyloma presence 
in oral and/or 
anogenital areas 
 

• Clinical examination of lesions suspicious for HPV. 
Histological examination if clinical diagnosis is 
unclear. Note that biopsy and typing of HPV does 
not differentiate sexual from nonsexual acquisition. 

• Test for the potential presence of other STDs 
(Sinclair, Woods, & Sinal, 2011). 

 

T vaginalis (TV) 
This infection IS 
SUSPICIOUS of child 
sexual abuse. It might 
be the result of a 
perinatally acquired 
infection.  

Girls with this vaginal 
or urethral infection 
can be symptomatic 
or asymptomatic 

• Culture for T. vaginalis and wet mount (must 
distinguish between different species of 
trichomonas as T. vaginalis is the only species 
specific to sexual transmission).   

• Alternately, consider testing a portion of the “dirty” 
urine specimen for T. vaginalis. There is no evidence 
suggesting that performance of NAAT for detection 
of T. vaginalis in children would differ from that in 
adults (CDC, 2015e). However, there is not currently 
an alternate sequence confirmation method 
available for T. vaginalis. 
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Consider the timing of initial and follow-up testing (CDC, 2015e). STD test results 
after a recent exposure are likely to be negative unless the child has a preexisting 
condition (Day & Pierce-Weeks, 2013).229 If no infections were identified during the 
medical forensic examination and the exposure was recent, a repeat examination and 
testing should be done approximately 2 weeks after the initial testing. (Note that as 
gonorrhea and chlamydia can clear spontaneously in a prepubescent female, follow-up 
testing must be done in a timely manner) Decisions regarding which tests should be 
performed must be made on an individual basis. The initial screening may be sufficient in 
some cases (e.g., if a substantial amount of time has elapsed between the last suspected 
episode of abuse and medical forensic care).  
 
In circumstances where the transmission of syphilis, HIV, hepatitis B, or HPV is a concern, 
but baseline tests for syphilis, HIV, and hepatitis B were negative and examination for 
genital warts was negative, follow-up serologic testing and an examination approximately 6 
week and 3 months after the last sexual exposure is recommended to allow time for 
antibodies to develop and signs of infection to appear (CDC, 2015). HIV testing is also 
recommended again at 6 months after the sexual abuse (see next section). 
 
Defer STD treatment until after initial tests are conducted and any positive results 
are confirmed with follow-up tests (CDC, 2015e). Presumptive treatment is not 
recommended for several reasons: the incidence of most STDs is low after prepubescent 
child sexual abuse; prepubescent girls appear to be at lower risk for ascending infection 
than adolescents or adult women; and regular follow-up testing and treatment of children 
can usually be ensured (CDC, 2015e). However, some children or caregivers might be 
concerned about the possibility of STDs, even if the examiner perceives the risk to be 
low—such concerns might be an appropriate indication for presumptive treatment in some 
settings and be considered after all relevant specimens for diagnostic tests have been 
collected (CDC, 2015e). See the CDC STD Treatment Guidelines at 
www.cdc.gov/std/tg2015/default.htm. (See below for more on treatment and care) 
 
HIV230  
The risk of the child acquiring HIV as a result of sexual abuse must be considered during 
medical forensic care. If there is a risk in an individual case, provision of HIV non-
occupational post-exposure prophylaxis (nPEP) must be an option. The sooner nPEP is 
initiated after the exposure, the higher the likelihood that it will prevent HIV transmission, if 
HIV exposure did occur (Day & Pierce-Weeks, 2013). There is a short timeline to start 
nPep—no later than 72 hours post-exposure (see below). 
 
Understand that the decision to recommend HIV serologic testing, as well as HIV 
nPEP, depends on local epidemiology, a case-by-case assessment of risk factors of 
the perpetrator, and details of the contact (WA, 2012). The risk for an individual patient 
is extremely difficult to calculate, since details about the perpetrator’s risk factors and HIV 

                                                           
229 CDC (2015e) noted that infectious organisms acquired through a recent exposure might not have produced sufficient concentrations 
of organisms to result in positive test results or exam findings (Gavril, Kellogg, & Nair, 2012). Also, positive test results after a recent 
exposure might represent the perpetrator’s secretions. 
230 This section is drawn from the CDC (2015e) unless otherwise indicated. 

http://www.cdc.gov/std/tg2015/default.htm
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status are usually unknown (WA, 2012).231 HIV infection has been reported in children for 
whom sexual abuse was the only known risk factor. Children might be at higher risk for 
HIV acquisition than adolescent and adult sexual assault victims because child sexual 
abuse is frequently associated with multiple episodes of abuse and mucosal trauma might 
be more likely. Other exposure characteristics might also influence risk, such as the 
following: penile, anal, or oral penetration; site of exposure to ejaculate; viral load in 
ejaculate; multiple perpetrators; and the presence of a STD or genital lesions in 
perpetrators or children (CDC, 2005; Day & Pierce-Weeks, 2013). 
 
Be knowledgeable of current testing and prophylactic recommendations in the field 
and related CDC guidelines. Examiners should be aware of and able to explain to 
children and their caregivers, in a way that is developmentally appropriate for children and 
linguistically appropriate for children and caregivers (drawn in part from Day & Pierce-
Weeks, 2013 ESCA-HC, 2011):  
 

• The risks of HIV infection for child victims of sexual abuse;  
• Benefits (proven and unproven) and toxicities of nPEP;  
• Benefits of adherence to recommended dosage, and costs of regimes;   
• The importance of follow-up testing and care with a pediatric infectious disease 

doctor or specialist with HIV knowledge;  
• Medical referrals, including low-cost and free options in various sections of the 

community; and  
• Where they might obtain assistance with medical expenses (e.g., pharmaceutical 

patient assistance programs and coupons) and transportation to/from related 
appointments.  

 
Although data are insufficient concerning the efficacy of nPEP among children, treatment 
is well tolerated by infants and children with and without HIV infection, and children have a 
minimal risk for serious adverse reactions because of the short period recommended for 
prophylaxis (28 days).232 
  

                                                           
231 If the suspected perpetrator is known, examiners should consider if HIV testing of that person is a possibility. 
232 See the CDC (2005) and the Panel on Antiretroviral Therapy and Medical Management of HIV-Infected Children (2012).  
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Post-Exposure HIV Risk Assessment of Children (within 72 hours of sexual abuse) 

• Review HIV/AIDS local epidemiology, assess risk for HIV infection in the perpetrator, and test for HIV 
infection.  

• Evaluate circumstances of sexual abuse that might affect risk for HIV transmission (as mentioned 
above). 

• Consult with a medical specialist who treats children with HIV infection to select age-appropriate 
dosing and regimens if nPEP is considered. However, nPEP provision should not be delayed due to 
the lack of availability of a specialist. To this end, it is important for pediatric examiners to have 
established relationships with infectious disease specialists in their facilities and area, as well as with 
local HIV clinics. In addition, assistance with post-exposure prophylaxis decisions can be obtained by 
calling the National Clinician’s Post-Exposure Prophylaxis Hotline (PEPLine), telephone: 888-448-
4911. An HIV/AIDs Management “warmline” is available for clinical consultation at 1-800-933-3413. 
See the Clinical Consultation Center at http://nccc.ucsf.edu/ for more information. 

• For children determined to be at risk for HIV transmission, discuss nPEP with the child and caregiver, 
including its toxicity, unknown efficacy, and possible benefits. The potential benefit of treating the 
child should be weighed against the risk for adverse reactions. Another consideration is the 
likelihood of compliance with the prophylactic regimen, and whether the family has a high concern 
for HIV infection after discussion of low relative risk. 

• If nPEP is begun, adequate doses of medication should be provided to last until the follow-up visit at 
3 to 7 days after the initial assessment,233 at which time the child should be reevaluated and 
tolerance of the medication assessed.234 Consider efficient methods in individual cases to facilitate 
compliance with the nPEP regimen (e.g., dispensing to the patient a starter pack, incremental 
dosing, or the full 28-day course of medication up front).  

• If nPEP is started, perform CBC and serum chemistry at baseline. DO NOT wait for lab results to start 
nPEP.235  

• Perform HIV antibody testing during the initial examination and again at 6 weeks, 3 months, and 
6 months after the sexual abuse. If the initial test is negative, it should still be repeated at the above 
intervals. If initial testing was declined during the examination, children and their caregivers should 
be told they may return for testing. 

 
Also see Appendix 9. HIV Testing nPEP Algorithm. 
 
 
Follow-Up STD Testing and Care 
 
Follow-up examinations after medical forensic care, either with the child’s primary 
care provider, the exam facility, or another specialist, provide opportunities to:  
 

• Detect new infections acquired during or after the abuse; 
• Complete hepatitis B and HPV vaccinations, if indicated; 

                                                           
233 Examiners and heath care facilities are encouraged to collaborate with HIV clinics, insurance companies, pharmacies, justice 
agencies, victim advocacy programs, victim crime compensation programs, and other relevant entities to help children’s families readily 
access nPEP medication and manage the costs of this medication. 
234 See Fleming and Wasserheit (1999), Havens and the AAP Committee on Pediatric AIDS (2003), and the Panel on Treatment of HIV-
Infected Pregnant Women and Prevention of Perinatal Transmission (n.d.). 
235 Also, do not wait for HIV tests on the perpetrator, even if arrested. This testing may take weeks to accomplish.  

http://nccc.ucsf.edu/
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• Discuss test results, complete repeat testing as indicated, and start treatment for 
other STDs if indicated; and 

• Discuss HIV testing results and monitor side effects and adherence to post-
exposure prophylactic medication, if prescribed.  

 
Ensure that follow-up communication with children and their caregivers includes a 
reminder to go to follow-up examinations and receive STD related testing, 
immunizations, and treatment as directed. Pediatric examiners, child advocacy center 
staff, and victim advocates may be able to assist patients and caregivers in making follow-
up appointments, obtaining transportation to and from appointments, and identifying 
resources to help pay for expenses involved with follow-up testing and care. Some 
jurisdictions may cover follow-up treatment as part of initial care through funds such as 
crime victims’ compensation. In such instances, patients may be more apt to seek follow-
up treatment. Advocates may also be able to accompany patients to these follow-up 
appointments.  
 
Coordinate with other responders. Core responders need to recognize that it is the duty 
of the pediatric examiner to screen, test, and treat the patient for STDs, as indicated. 
Examiners can help other responders understand what STD evidence is indicative of 
sexual abuse and what is not (and consider pre- and perinatal acquisition of STDs). 
Responders should be educated about the importance of encouraging children who have 
started a treatment regimen and their caregivers to follow up within the appropriate time 
frame for required additional doses, as well as any testing needed, and need to be familiar 
with resources for related referrals to public health and private health care providers, and 
time frames for treatment/testing. 
 
As mentioned earlier in this chapter, response teams need to protect information related to 
STDs in a child’s medical record. Investigative agencies, prosecutor’s offices, and 
multidisciplinary investigative teams should be aware of jurisdictional policies related to 
legally pressuring suspects in a case to be tested for STDs, whether voluntarily or court 
ordered (Amaya & Kellogg, 2011). 
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Connecting Children to Community Resources 
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B11. Discharge Planning and Follow-Up Care  
These recommendations are for pediatric examiners for discharge planning, follow-up care, and referrals. 
 
Recognize that pediatric examiners have critical tasks to accomplish prior to 
discharging a child, after completing all other components of sexual abuse medical 
forensic care. They can create a discharge plan with the child and caregiver, in conjunction 
with other responders in a case, for individualized community “wrap-around” services that 
address the child’s post-exam needs (see below for examples of potential resources). In 
recognition of the long-term health impact of child sexual abuse, particularly mental health 
consequences and the risk of acquiring HIV and other STDs, all responders should stress 
the importance of trauma-informed counseling and other supportive services as essential 
components of follow-up interventions, including the need for follow-up medical testing and 
care (adapted from Day & Pierce-Weeks, 2013).  
 

Discharge planning should be completed without any judgment regarding whether sexual abuse 
actually occurred. Treat all children cared for as individuals who are deserving of follow-up care and 
support. 
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Use tailored discharge forms and material. These forms should be inclusive of the 
unique needs of prepubescent children who have received sexual abuse medical forensic 
care. They can help examiners in verbally summarizing for the child and caregiver: the 
care provided, tests completed, medication provided/prescribed, follow-up testing and care 
scheduled, and entities involved in these cases. They can also guide in explaining 
common reactions of children to sexual abuse, helpful caregiver responses, and follow-up 
services. Those developing these forms and materials should strive to make them 
culturally inclusive, tailored to children’s communication capacities, and linguistically 
appropriate for children and caregivers (likely necessitating the need for multiple formats). 
Use of standardized forms and materials can help examiners maintain the focus on 
health issues during discharge planning. 

 
See www.Kidsta.org for sample discharge forms and materials. 
 

Address the child’s physical comfort needs before discharge. (See A1. Principles of 
Care) These needs differ from one child to the next, but might include: allowing them to 
wash and brush their teeth, providing replacement clothing if their clothing was collected 
as evidence, assisting them with dressing (depending on their age and the availability of a 
caregiver), ensuring they receive a snack and drink if they are hungry and thirsty, etc.   
 
Facilitate discharge planning with the child and caregiver.236 If the child assents, it 
may be helpful if the examiner also invites other responders involved in the medical 
forensic exam process to participate in this “exit conference,” depending upon their 
availability and specific case needs: e.g., victim advocate(s) who have accompanied the 
child and caregiver through the examination; a hospital child life specialist or social worker; 
a mental health provider who counseled the child and/or caregiver or who will provide 
future services; or other medical specialists that were or need to be involved (e.g., 
infectious disease or surgery).  
 

The involvement of other responders during and after discharge may vary depending on whether the 
examination was acute and nonacute—follow-up needs may be greater in acute cases. If there is a 

local children’s advocacy center, it may play a role in coordinating follow-up services. 
 
  

                                                           
236 This section was drawn in part from Jones and Farst (2011).  

http://www.kidsta.org/
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Address the following health and related issues during discharge: 
• Validate the child’s feelings regarding the examination and alleviate related fears, and encourage 

the child to reach out and receive help to stay safe and heal from the abuse (see below). 
• Review generally what was done during the examination (depending on the child’s developmental 

level, it might be useful to ask her/him to tell what occurred during the examination to reinforce its 
appropriateness and stress that it is not a secret).  

• Provide a medical explanation of care provided, exam findings,237 tests administered, medications 
provided/prescribed, and follow-up testing and care scheduled/needed (see below). Although the 
examiner may acknowledge that exam findings and forensic specimens collected might contribute to 
the investigation and prosecution of the sexual abuse, they should leave explaining the investigative 
and prosecutorial details to investigative agencies.  

• Identify if there are any unaddressed immediate medical or mental health needs or concerns related 
to the sexual abuse. 

• Discuss with the child and caregiver whether they would like a health care provider to provide a 
follow-up call and, if so, the best method and time (maintaining their privacy and safety, and 
addressing their linguistic needs). The main purposes of such a call are to check on medical status and 
remind the child and caregiver of follow-up testing and care. An optimal time for a first medical follow-
up contact is 24 to 48 hours following discharge. Usually examiners will conduct this follow-up contact, 
but some facilities may have examiners contact the children’s primary care provider to conduct the 
follow-up contact with patients. If not examiners, health care personnel following up with patients 
should be familiar with the case, confidentiality issues, and potential medical needs.  

• Begin to identify psychosocial interventions that may aid the child in dealing with her/his reactions to 
the sexual abuse and aid family members in supporting the child in healing. Examiners can make 
referrals to potentially useful resources; it might even be useful to connect them directly to health and 
community partners.238 In particular, examiners can discuss the importance of mental health treatment 
for the child, caregivers, and other family members to mitigate the effects of the abuse (Jenny, 
Crawford-Jakubiak, & Committee on Child Abuse and Neglect, 2013).239 It is important to recognize the 
continued need for mental health and supportive services, as the impact of sexual abuse can vary at 
different stages of a child’s development and continue into adolescence and adulthood. Additionally, 
interventions may be needed to address the potential impact of family dysfunction on child victims of 
sexual abuse.240 Care should be taken to ensure that mental health professionals have expertise in 
child sexual abuse and can appropriately and respectfully work with children and families from diverse 
backgrounds and circumstances.241   

                                                           
237 Examiners may make statements to reassure children and caregivers about the child’s health, such as “your body is healthy” or “lack 
of injury does not mean an assault did not occur,” but they should avoid wording that could have legal implications, such as “no 
evidence of abuse was seen today” or the child looked “normal.” 
238 A psychosocial assessment may occur after the medical forensic examination, perhaps conducted by children’s protective services, a 
children’s advocacy center, or other victim advocacy program. The International Rescue Committee (2012) offers a psychosocial 
assessment tool for children who have been sexually abused. 
239 As referenced earlier, CrimeSolutions.gov at www.crimesolutions.gov/PracticeDetails.aspx?ID=45 offers a discussion of therapeutic 
approaches for children who have been sexually abused and their families. Also see the National Crime Victims Research and 
Treatment Center’s Child Physical and Sexual Abuse: Guidelines for Treatment (Saunders, Berliner, & Hanson, 2003) at 
https://mainweb-v.musc.edu/vawprevention/general/saunders.pdf. The Child Welfare Information Gateway at 
www.childwelfare.gov/topics/responding/trauma/treatment/  provides links to resources on the treatment programs to meet the needs of 
children, youth, and families affected by trauma. 
240 A few examples of studies that speak to this association: Dong et al. (2003), El-Sheikh and Flanagan (2001), and Fitzgerald et al. 
(2008).). More generally, see adverse childhood experience (ACE) studies www.cdc.gov/violenceprevention/acestudy/index.html. 
241 It can be challenging to identify mental health providers who not only have expertise in treating child sexual abuse victims and/or their 
families, but also who are known to appropriately and respectfully work with specific populations of children. Multidisciplinary response 
teams in specific communities are encouraged to consider these challenges in advance and partner with those serving diverse 
populations to identity “best case” mental health referrals for specific populations and to have contingency plans in place. (For example, 
consider the best alternative if a community lacks a mental health provider who has experience in gender identity issues and child 
sexual abuse.) 

http://www.crimesolutions.gov/PracticeDetails.aspx?ID=45
https://mainweb-v.musc.edu/vawprevention/general/saunders.pdf
https://www.childwelfare.gov/topics/responding/trauma/treatment/
http://www.cdc.gov/violenceprevention/acestudy/index.html
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Address the following health and related issues during discharge: 
• Review what to expect from multidisciplinary team response. Examiners should coordinate with other 

responders, if available during discharge planning, to explain the team response in these cases, 
agency/facility roles and services,242 hours of operation, contact persons, and contact information. 
Child and caregivers should be informed, if relevant, if contact procedures are different for patients 
with limited English proficiency or for specific communities or institutions. (Responders are 
encouraged to coordinate their follow-up contact so as to not overwhelm or confuse the child or 
family)  

• Ensure that the child has a plan for physical and emotional safety after discharge. Recognize that 
each child’s safety needs and concerns are unique and ensure that the plan is tailored to address those 
needs and concerns. (Caregivers and other family members may need separate plans) 

o IDENTIFY RESPONDERS WHO CAN PROVIDE SAFETY PLANNING ASSISTANCE (e.g., a victim 
advocate, children’s advocacy center staff, victim service specialist, a hospital social worker, 
child protective service worker, and/or investigators). Immediately involve law enforcement 
and/or child protective services if there are imminent physical safety risks—communicate this 
urgent need in the oral mandatory report of abuse or via another call to them. Children with 
immediate safety risks should not leave the health care facility until these concerns are 
adequately addressed.  

o CONSIDER SAFETY ISSUES AND SCENARIOS. For example: Will living arrangements or other 
environments the child and/or family frequents (e.g., home, school, after-school activities, 
child care, church, neighborhood, or peer group) expose them to threats of continued 
violence? Will the perpetrator have access to them in such settings? Is there a need for 
emergency shelter or alternative housing options/out-of-home placement? Are the child and 
family eligible for protection orders? Is there a need for enhanced security measures at home? 
If the child or family feel unsafe, what will they do to obtain help? Is there a potential for 
backlash against a child and family for their lack of silence about the sexual abuse (e.g., if a 
powerful and respected family member or member of the community has been named as the 
suspected perpetrator)? If a child or caregivers with physical disabilities require temporary 
shelter, is the shelter accessible and are the staff able to meet their needs for personal 
assistance with activities of daily living (adapted from Nosek & Howland, 1998)? What if it is 
known or suspected that images of the abuse are available online or have been shared 
electronically? What are the safety issues and strategies to address them? If it is inadvertently 
revealed to family members that a child victim is gay or transgender, what can be done to 
minimize the impact of the family’s reactions to this revelation on the child’s healing from the 
sexual abuse? (With all of these questions, discuss options, and help the child and caregiver 
develop a plan for physical and emotional safety)  Note safety planning tips and forms can be 
helpful; however, safety planning assistance itself should be tailored to an individual 
child/family’s situation and plans should be re-evaluated if circumstances change.243 

                                                           
242 As for roles and services, the child and caregiver should be informed about the following: if there is a local children’s advocacy 
center, its services and coordination role; investigative processes in criminal justice and child protection systems (as appropriate to the 
case), assistance available from those agencies, and when and how to contact investigators; child protective services to assist children 
with safety issues in the home; mental health counseling options for child sexual abuse victims and their families; victim advocacy—the 
range of services and options in the community; financial resources available to help cover medical and other costs associated with 
victimization, and assistance available for completing financial aid applications; and other community resources that might be applicable 
in a particular case (e.g., local HIV services).  
243 Some related resources: Stop it NOW! (2008, n.d.) through www.stopitnow.org/help-guidance/prevention-tools offers tip sheets 
related to family safety planning to protect children from sexual abuse, in general and specific to children with disabilities. The West 
Virginia Foundation on Rape Information and Services (2012), through its Sexual Assault Services Training Academy at 
www.fris.org/OnlineTraining/SASTA.html, offers safety planning material and a related online course for service providers working with 
victims of sexual violence.  

http://www.stopitnow.org/help-guidance/prevention-tools
http://www.fris.org/OnlineTraining/SASTA.html
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Address the following health and related issues during discharge: 
• Provide the child and caregiver with written instructions and materials that summarize what was 

discussed during discharge planning and reinforce the need for follow-up testing and care, mental 
health counseling, and other services (as reviewed above). As discussed in A2. Adapting Care for Each 
Child, topics to cover minimally include: exam procedures; results of exam findings; information about 
sexual abuse dynamics, related laws, the range of victim reactions and concerns of children and 
caregivers, and the process of healing from sexual abuse;244 costs they will be expected to cover for the 
examination and other related medical care, what the jurisdiction will cover, and their options for 
financial assistance in covering these expenses; resources available to the community to address post-
exam needs related to the sexual abuse; and criminal justice and child protection investigative 
processes, as applicable. Also as discussed in A2. Adapting Care for Each Child, facilities and the 
multidisciplinary response team should continuously strive to ensure that written discharge materials 
are developmentally appropriate for children, and culturally and linguistically appropriate for children 
and caregivers in the community. 

 
See www.Kidsta.org for additional resources and guidance for safety planning.  
 

Note that follow-up medical testing and care might include (depending upon case 
specifics):  
 

• Medical follow-up treatment for health concerns identified at the examination;  
• STD follow-up testing and treatment, including for HIV (see B10. Sexually 

Transmitted Disease Evaluation and Care); and/or  
• A short-term follow-up examination for children who had acute injuries/trauma 

(including surgical cases) to document the development of visible findings and 
photograph areas of injury, and then an examination 2 to 4 weeks later to document 
resolution of findings or healing of injuries (follow jurisdictional policies for 
describing indications and procedures for follow-up for documentation purposes).  

 
To the extent possible, schedule medical follow-up appointments prior to discharge. 
The examiner, child, and/or caregiver should determine the most appropriate 
provider/location for each appointment (e.g., the primary care provider, return to the exam 
facility, specialty care provider, or a community clinic).  
 
Partner with other responders to aid the child and/or caregiver in overcoming 
roadblocks to receiving follow-up health services. For example, examiners can 
connect the caregiver to a victim advocate or social worker to assist with transportation to 
and from appointments and out-of-pocket medical costs, or a mental health provider to 
discuss family dynamics that may impede necessary care (e.g., the child’s siblings are 
blaming her/him for “breaking up the family” and pressuring the child to say she/he lied 
about the abuse).  
  

                                                           
244 For example, see the parent tip sheets offered in Yamamoto (2015). 

http://www.kidsta.org/


180 

 
When making referrals for services, examiners must take into consideration the resources available 
to the community and confidentiality issues. It would be problematic, for example, if the follow-up 
health care options were hours away from the child’s home or if the child’s family had a conflict of 

interest with the one mental health counselor in their small, rural community who had expertise in working 
with child sexual abuse victims. Examiners, in conjunction with the multidisciplinary response team, need to 
think creatively about how best to overcome resources and confidentiality challenges to ensure that 
children and their families have access to the follow-up care and services they need. (See A3. Coordinated 
Team Approach) 
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Glossary and Acronyms 
Many terms and acronyms are explained and used throughout the protocol. However, it is helpful to have a 
reference tool to turn to for an explanation of terms and acronyms used. Note this section is not an 
exhaustive list of terms pertinent to the exam process or of commonly used acronyms. Also, explanations 
are listed here as they apply to this protocol and may vary from those used in protocols developed 
by states, territories, tribes, federal agencies, and/or local communities. 

 
See www.Kidsta.org for medical and forensic definitions.245  
 

ADOLESCENTS: As defined in this document, adolescents are children who are Tanner 
stage 3 and above who have potential reproductive capability (see TANNER STAGES 
below and Appendix 1. Tanner Stages of Sexual Maturation). A Tanner stage 3 or 4 
biological female, even if premenarchal, potentially has reproductive capacity. Adolescent 
victims as defined here are NOT addressed in this protocol, but in the adult/adolescent 
protocol available at www.ncjrs.gov/pdffiles1/ovw/241903.pdf.  
 
ASSENT: The expressed willingness to participate in an activity (e.g., exam procedures). 
For younger children who are by definition too young to give informed consent to care, but 
old enough to understand and agree to participate, the child’s informed assent is sought. 
(IRC, 2012). 
 
CAREGIVER: A person exercising a day-to-day caregiver role for a child, such as a 
parent, guardian, foster parent, sibling, relative, or family friend. Caregivers may or may 
not have legal responsibility for the child. Additional persons may play a +more temporary 
caregiver role for a child, such as a child care provider or babysitter. (Adapted from Day & 
Pierce-Weeks, 2013; IRC, 2012; WCSAP, 2009). 
 
CHAIN OF CUSTODY: A formal, chronological documentation of the custody and 
possession of evidence. It is used to establish the integrity of the evidence collection in a 
court of law. 
 
CHILD DEVELOPMENT: Refers to how a child becomes able to do more complex tasks, 
as they get older, with a focus on gross and fine motor, language, cognitive, and social 
skills (University of Michigan Health System, 2015). In addition to physical growth, children 
typically experience distinct periods of development as they age. For information on 
developmental milestones, see the CDC (2015c) at 
www.cdc.gov/ncbddd/childdevelopment/facts.html. 
 
CHILD-FOCUSED: In this document, refers to an approach to care that is 
developmentally, linguistically, and culturally appropriate for prepubescent children, 
designed with their needs and best interest in mind, and intended to reduce potentially 
traumatic effects of the exam process.  
 

                                                           
245 Also see the American Professional Society on the Abuse of Children (1995) and Technical Working Group on Biological Evidence 
Preservation (2013) for two resources for explanation of medical and forensic terms. 

http://www.kidsta.org/
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
http://www.cdc.gov/ncbddd/childdevelopment/facts.html
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CHILD SEXUAL ABUSE (WHO, 1999): Child sexual abuse, as used in this protocol, is 
intended to encompass any sexual violence a prepubescent child may experience. 
Specifically, it refers to the involvement of a child in sexual activity that she/he does not 
fully comprehend, is unable to give informed consent to, or for which the child is not 
developmentally prepared and cannot give consent, or that violates the laws or social 
taboos of society (WHO, 1999). Child sexual abuse can occur between a child and a 
person or persons of any age or relationship to the child. The intent of the abuse is to 
gratify or satisfy the needs of the other person(s) (WHO, 1999). (See the Introduction for a 
discussion on the nature of child sexual abuse acts).246 Note that the term “child sexual 
abuse” often has different meanings across jurisdictions and clinical settings.247  
 
CHILDREN: A child is anyone under 18, unless majority [adulthood] is attained earlier 
under the applicable law of a jurisdiction (e.g., those pertaining to age of consent, child 
protection, and criminal responsibility) (UN Office of the High Commissioner for Human 
Rights, 1989). There is some variation across U.S. states regarding the age of majority—
see http://minors.uslegal.com/age-of-majority/ for information on related laws of each state. 
Note this document addresses only prepubescent children. 
 
CHILDREN’S ADVOCACY CENTER: Children’s advocacy centers have been established 
in many jurisdictions to facilitate multidisciplinary team coordination in child abuse and 
neglect cases, with the goals of child safety, trauma-informed care, justice, and healing. 
These centers are child-friendly facilities in which a multidisciplinary team of professionals 
(typically comprised of law enforcement officials, child protective services, prosecutors, 
medical professionals, mental health providers, and victim advocates) coordinate the 
investigation, prosecution, child protection, and treatment of child abuse. In addition to 
brokering coordination among responders in individual cases, many children’s advocacy 
centers offer a location to provide services to children under one roof, such as forensic 
interviews, medical forensic examinations, victim advocacy, and mental health treatment. 
 
CHILD PROTECTIVE SERVICE REPRESENTATIVE: An agent of the local, state, tribal, 
or federal government who is responsible for the assessment of risk to the child who may 
have been abused and to the child’s siblings. The assessment is often coordinated with 
law enforcement authorities. The child protective service representative has jurisdiction 
over the protection, placement, and long-term disposition of the child, as well as services 
and support for the victim’s family. In this protocol, personnel from child protective service 
agencies are referred to as child protective service workers or child protective service 
representatives, unless more specificity is required. In some jurisdictions, child protective 
service agencies are mandated to participate in multidisciplinary response teams that 
investigate child abuse and neglect. 
 
CONFIDENTIALITY: An ethical principle associated with medical and social services 
professions. Maintaining confidentiality requires that providers protect information gathered 
about patients/clients and agree only to share information about a patient/client’s case with 
                                                           
246 Child sexual abuse acts do not encompass developmentally appropriate sexual behaviors of children, as described in B3. Entry into 
the Health Care System.  
247 To search for child sexual abuse definitions by state and territory, see Child Welfare Information Gateway at 
www.childwelfare.gov/topics/systemwide/laws-policies/state/. 

http://minors.uslegal.com/age-of-majority/
https://www.childwelfare.gov/topics/systemwide/laws-policies/state/


183 

their explicit permission. All written or photo-documentation from a child sexual abuse case 
should be maintained in a confidential place in locked or secure files. Significant limits to 
confidentiality exist while working with prepubescent children who have been sexually 
abused. In some jurisdictions, mandatory reporting laws may override health privacy laws 
and require sharing of information among investigative agencies. Note that confidentiality 
is distinguished from privileged communication, which is a legal protection of certain 
information. Privilege laws are jurisdiction-specific, but often include medical providers, 
mental health providers, and community-based victim advocates. However, as with 
confidentiality, privileged communication is limited in child sexual abuse cases.  
 
CONTACT CHILDREN: All the children that may have had contact with the alleged 
perpetrator. Contact children include siblings, relatives, or any other child that the alleged 
perpetrator can access. They should be considered for medical forensic care and reported 
to legal authorities. 
 
CULTURE: Generally speaking, a body of learned beliefs, traditions, and guides for 
behaving and interpreting behavior that is shared among members of a particular group 
(Blue, n.d.). Aspects of a culture include its values, beliefs, customs, communication 
styles, behaviors, practices, and institutions (Blue, n.d.).  
 
CULTURAL GROUP: In this protocol, this refers not only to ethnic or racial groups, but 
also to other groups with distinct cultures. Examples include faith communities; Deaf and 
hard-of-hearing communities; children with other disabilities; populations with differing 
sexual orientations and gender identities or expressions; immigrants; refugees; the 
homeless; military personnel and their dependents; and individuals in correctional settings, 
foster care systems, boarding schools, and other residential settings. One culture may be 
closely connected to another (e.g., an ethnic group may be rooted in religious and/or 
spiritual beliefs of a particular faith community). Individuals often belong to multiple cultural 
groups. Note that cultural beliefs may or may not affect a child’s experience of sexual 
abuse, the related reactions of the child and caregiver, and their preferred approaches to 
emotional support, healing, and justice (adapted from DeBoard-Lucas et al., 2013). If 
culture is influential in this regard, responders can offer to help children and caregivers 
access cultural resources during the exam process and beyond.  
 
DISABILITY (CDC, 2015b): There are many types of disabilities, such as those that affect 
vision, movement, thinking, remembering, learning, communicating, hearing, mental 
health, and social relationships. Disabilities can affect children in different ways, even if 
one child has the same type of disability as another child. Some disabilities may be hidden 
or not easy to see. Disability can occur at any point in a child’s life (e.g., an infant can be 
born with spina bifida, which may affect walking; a child could be in a motor vehicle 
accident and have traumatic brain injury, which may affect thinking and remembering; a 
child can have mental illnesses which may make it difficult to manage day-to-day stressful 
situations; a child may be born with or develop hearing or vision loss, which may affect 
communication; or a child may have a developmental disability, such as autism, which can 
affect social interactions, communications, and behavior).  
 
DISCLOSURE: The process of revealing information. In reference to this document, 
disclosure refers specifically to how a person learns about a child’s experience with sexual 



184 

abuse. Disclosure about sexual abuse can be directly or indirectly communicated, 
voluntarily or involuntarily. 
 
EVIDENCE COLLECTION KIT: In this document, refers to a box or envelope that outlines 
specific types of forensic evidence requested by a jurisdictional crime lab from the body of 
a victim of sexual violence. It contains the necessary materials for collection, packaging, 
and maintaining chain of custody once the evidence is gathered, packaged, and sealed. 
The kit may also be referred to as an evidentiary kit in this document. 
 
EVIDENCE-INFORMED (adapted from National Collaborating Centre for Methods and 
Tools, 2012): As used in this document, refers to the process of distilling the best available 
evidence from research, context, and experience, and then using that evidence to inform 
and improve policy. Evidence-informed decision making considers evidence from a variety 
of sources: an understanding of related community issues and local context; existing 
related resources; community and political climate; and the best available research 
findings. (Note this definition comes from a public health source, but is generally applicable 
to policy making related to the sexual abuse medical forensic exam process)  
 
EXAM FACILITY: The site at which the child sexual abuse medical forensic examination is 
conducted.  
 
EXAM PROCESS: In this document, refers to the child’s entry into the health care system, 
the medical forensic examination in its entirety, and planning at the exam’s conclusion to 
facilitate post-exam health care and referrals to address child-, family-, and case-specific 
needs.    
 
FIRST/INITIAL RESPONDER: A professional who initially responds to a disclosure of child 
sexual abuse (there is often more than one first responder). These professionals typically 
follow agency/facility response policies. Those who traditionally have been responsible for 
immediate response to child sexual abuse include child protective service workers, 911 
dispatchers, law enforcement representatives, health care providers, children’s advocacy 
center staff, and victim advocates. A wide range of other responders also may be involved, 
such as emergency medical service providers, paramedics, public safety officials, 
prosecutors and victim—witness staff, mental health providers, social service workers, 
corrections and probation staff, spiritual support persons, child care providers, school 
personnel, employers, certified interpreters, and providers from organizations that address 
needs of specific populations (e.g., persons with disabilities, racial and cultural groups, the 
homeless, runaways, adolescents in foster care, domestic violence victims, and persons 
who identify as LGBTI). Families and friends of victims can play an important role in the 
initial response; however, they are not considered first responders in this document.   
 
FORENSIC EVIDENCE: Information, objects, or specimens that may be admitted into 
court for judges and juries to consider when hearing a case. Forensic evidence may come 
from a variety of sources, including biological sources.  
 
FORENSIC SCIENTIST: The forensic scientist is responsible for analyzing evidence in 
sexual abuse cases. This evidence typically includes DNA and other biological evidence, 
toxicology samples, latent prints, and trace evidence. Some forensic scientists specialize 
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in the analysis of specific types of evidence. In this protocol, forensic scientists working in 
jurisdictional crime laboratories may be referred to as crime lab/laboratory personnel. 
Forensic scientists analyzing drug and alcohol samples are also referred to as 
toxicologists. Forensic scientists in some communities may respond to crime scenes to 
collect evidence and to process the scene.  
 
JURISDICTION: A community that has power to govern or legislate for itself. For example, 
a jurisdiction may be a local area, state, territory, or tribe. Jurisdiction also describes the 
authority to interpret and apply laws—it is used in this context when identifying who has 
jurisdiction over a particular case.  
 
INFORMED CONSENT: Refers to explaining all aspects of the exam process to the 
prepubescent child and her/his parents/guardian (as applicable), in a manner they can fully 
understand. When working with children, keep in mind that the explanation must be 
developmentally appropriate. It is crucial that child patients and their parents/guardians are 
aware of the options open to them and given sufficient information to enable them to make 
informed decisions about care during the exam process. Even if the child cannot legally 
give consent, she/he can still give informed assent. 
 
LANGUAGE ASSISTANCE SERVICES: Oral language services for interpretation and 
written language services, including translation of written materials into languages other 
than English for limited English proficient (LEP) individuals.  
 
LAW ENFORCEMENT REPRESENTATIVE: Different types of law enforcement agencies 
exist at the local, state, territory, tribal, and federal levels (e.g., state, county, tribal, or local 
police or sheriff, sworn police on college campuses, the FBI, the Bureau of Indian Affairs 
(BIA), and military police). Any of these agencies could potentially be involved in 
responding to child sexual abuse cases. Also, in areas without a local law enforcement 
agency, public safety officials may assist in immediate response to child sexual abuse. 
Some agencies may have staff with specialized education and experience in child sexual 
abuse who may be dedicated to investigating sexual abuse cases and/or part of special 
units for investigating child sexual abuse. Dedicated staff and special units may more 
broadly address child abuse and neglect. In this protocol, personnel from law enforcement 
agencies are referred to as law enforcement officers or law enforcement representatives, 
unless more specificity is required. Some are mandated to participate in jurisdictional 
multidisciplinary response teams that investigate child abuse and neglect.  
 
LIMITED ENGLISH PROFICIENT (LEP): Refers to individuals who do not speak English 
as their primary language and have a limited ability to read, speak, write, or understand 
English. LEP individuals may be entitled to language assistance services to ensure they 
have meaningful access to a benefit, program, or service that receives federal financial 
assistance.  
 
LOCARD’S EXCHANGE PRINCIPLE: A principle of forensic science, developed by 
Edmund Locard, in which he found that every contact, no matter how slight, between two 
items will result in an exchange between the two. Any contact between a perpetrator and 
child, as well as the crime scene itself, may have potential corroborating evidence left 
behind (trace materials and/or body fluids from the perpetrator). As the body of the child is 
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assessed, forensic samples should be taken from the areas where potential evidence may 
exist. 
 
MEDICAL FORENSIC EXAMINATION: In this document, refers to an examination of a 
prepubescent child who has disclosed or is suspected of being sexually abused. It is 
conducted by a health care provider, ideally one who has specialized education and 
clinical experience in the collection of forensic evidence and treatment of pediatric patients 
who have been sexually abused. The examination includes: evaluating the child for acute 
care needs; gathering information from the child and her/his caregiver, as appropriate, for 
the medical history; a physical and anogenital examination; coordinating treatment of 
injuries; documentation of exam findings; collection of forensic samples from the child, 
when applicable; information, testing, treatment, and referrals for STDs (including HIV); 
assessment of suicidal ideation and other nonacute medical concerns; and follow-up as 
needed to provide additional healing, treatment, or collection of forensic evidence. It is also 
essential during the exam process for the health care provider conducting the examination 
to coordinate with other involved responding entities to ensure that any concerns regarding 
the child’s safety that are identified in the course of the examination are addressed, as well 
as to offer emotional support, crisis intervention, education, and advocacy to children and 
their caregivers, as needed.  
 
MANDATORY REPORTING: Refers to jurisdictional laws and policies, which mandate 
certain agencies and/or persons in helping professions (teachers, social workers, health 
staff, etc.) in that jurisdiction to report to child protection and/or criminal justice authorities 
actual or suspected child abuse (e.g., physical, sexual, neglect, emotional and 
psychological abuse, unlawful sexual intercourse). Some jurisdictional laws require all 
citizens to report child sexual abuse. 
 
MULTIDISCIPLINARY RESPONSE TEAM: Refers to a multidisciplinary team response to 
child sexual abuse that seeks to foster coordination and communication among those 
agencies/facilities in a community that respond to child sexual abuse. This protocol 
focuses on the multidisciplinary team response related to the exam process. A team 
structure provides a mechanism to link key entities and allows them to consistently 
coordinate their interventions whenever there is a report, disclosure, or suspicion of child 
sexual abuse. It also helps them communicate about what is happening in individual 
cases. The team structure is a quality assurance mechanism, promoting regular meetings 
of responders, case review, education, and activities to prevent vicarious trauma. 
Jurisdictions vary in the extent and formality of team coordination, as well as in team 
purposes, and may refer to these teams by a variety of names. In many jurisdictions, 
multidisciplinary teams are statutorily mandated to coordinate all child abuse and neglect 
investigations. The development of coordination protocols to guide their response is also 
often required.  
 
Note that teams should include MULTIJURISDICTIONAL representation if cases typically 
involve responding entities from more than one jurisdiction. 
 
PEDIATRIC (adapted from Stanton & Behrman, 2011): Generally concerned with all 
aspects of the wellbeing of children. Note the pediatric population addressed in this 
protocol is solely prepubescent children as described below. Pediatric health care must be 
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concerned with particular organ systems and biological processes, developmental issues, 
and environmental and social influences that affect the health and wellbeing of children 
and families.  
 
PEDIATRIC EXAMINER: Refers to the health care provider conducting the pediatric 
sexual abuse medical forensic examination. Jurisdictions across the country rely on a 
range of health care providers (e.g., physicians, registered nurses, and advanced practice 
providers, such as advanced practice nurses and physician assistants) who have been 
specially educated and completed clinical requirements to provide medical forensic care 
for prepubescent children. Communities may refer to their trained pediatric examiners by 
specific terms and acronyms based upon the discipline of practitioners and/or specialized 
education and clinical experiences.  
 
PERPETRATOR: In this document, refers to a person who directly inflicts or supports 
sexual abuse of prepubescent children. Perpetrators may be adults or children who have 
power over the victim, including caregivers; other family members living in the home; 
nonresident relatives (e.g., uncles/aunts, grandparents, cousins); friends, acquaintances, 
and neighbors (of the family but also the child’s peers); strangers; and authority figures 
(e.g., teachers, spiritual leaders, health care workers, youth group leaders, and adults from 
organizations that work with children). The suspected perpetrator may be referred to in this 
protocol as a suspect. When litigation is discussed, the suspected perpetrator may be 
referred to as a defendant. When talking more broadly about perpetrators, they may also 
be referred to as offenders or assailants.  
 
PREPUBESCENT: A child’s stage of pubertal development is determined by assessing 
secondary sexual characteristics rather than chronological age. Although the onset and 
timeline of the pubertal process is unique to each child, the stages are identifiable and 
predictable (Fritz & Speroff, 2011; Jenny, 2011; Kaplowitz et al., 1999). Tanner stages 
detail the physical signs of breast, pubic hair, and male genitalia development for each of 
the five sexual maturation stages (see Appendix 1. Tanner Stages of Sexual Maturation). 
Prepubescent children’s sexual characteristic development is reflected as stage 1 or stage 
2 of Tanner stages (Child Growth Foundation, n.d.; Marshall & Tanner, 1969). 
Prepubescent children require interventions during the medical forensic examination that 
are tailored to their developmental stage. In addition, these interventions must be based on 
population-specific knowledge of differences between normal variants and healed injuries 
from prior abuse. Note that while the onset of puberty should not be correlated to a 
chronological age, concerns about precocious or delayed sexual development should be 
referred to the appropriate pediatric specialist. 
 
PROSECUTOR: Different types of prosecution offices exist at the local, tribal, state, 
territory, and federal level (e.g., tribal prosecutor’s office, county prosecutor’s office, district 
attorney’s office, state attorney’s office, United States Attorney’s office, and military judicial 
branches). Any of these offices could be involved in responding to child sexual abuse. In 
addition, some offices may have personnel with specialized education and experience in 
child sexual abuse who may be dedicated to prosecuting child sexual abuse, or more 
broadly, child abuse and neglect and/or part of special units with the same goal. In this 
protocol, attorneys from prosecution offices will be referred to as prosecutors unless more 
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specificity is required. Some are mandated to participate in jurisdictional multidisciplinary 
response teams that coordinate child abuse and neglect investigations. 
 
SEXUALLY TRANSMITTED DISEASE (STD): The term refers to a variety of clinical 
syndromes and infections caused by pathogens that can be acquired and transmitted 
through sexual activity (CDC, 2015). Although the term STD is used in this protocol, STDs 
are also commonly referred to as sexually transmitted infections (STIs). See the American 
Sexual Health Association (2015) at www.ashasexualhealth.org/stdsstis/ for related 
discussion.  
 
TANNER STAGES: A scale of physical measurements of development, based on external 
primary and secondary sex characteristics. The scale was first identified by James Tanner, 
a British pediatrician. Tanner staging characterizes a scale from 1 to 5, based on 
secondary sex organ development. Considered in the scale for girls is development of 
breasts and pubic hair, and for boys is testicular volume and pubic hair. The scale was 
developed with reference to a single ethnic group and a relatively small sample of only 200 
children, so using this as a measure may not apply to all ethnic groups. (Blackemore, 
Burnet, & Dahl, 2010). Different ethnic groups may have variations in breast development, 
pubic hair growth, distribution, or growth patterns. Care should be taken to assess children 
for pubertal development based on knowledge of local ethnic variations and common 
characteristics. (See Appendix 1. Tanner Stages of Sexual Maturation) 
 
TRAUMA-INFORMED: In this document, refers to an approach to care that seeks to 
support the healing and growth of children who have experienced sexual abuse, while 
avoiding their retraumatization (RSP & NSVRC, 2013). It considers and evaluates all 
interventions in light of a basic understanding of the role that sexual abuse plays in the 
lives of child victims (Harris & Fallot, 2001; RSP & NSVRC, 2013). It integrates an 
understanding of the victim’s history and the entire context of their experience. It 
recognizes the effects that trauma can have on the child's behavior, coping strategies, 
relationships, and ability to interact with health care providers, law enforcement, and other 
professionals involved.  
 
URGENCY OF MEDICAL FORENSIC CARE: In this document, this phrase refers to 
whether the need for medical forensic care is acute versus nonacute. Generally, an 
ACUTE EXAMINATION should be conducted within the time frame prescribed by the 
jurisdiction for the collection of forensic samples, if there is a possibility of evidence on the 
child’s body or clothing OR if there are factors beyond that time frame that indicate acute 
medical forensic care is necessary. In most jurisdictions, a child is referred for a 
NONACUTE EXAMINATION if the abuse occurred beyond the jurisdictional time frame for 
an acute examination AND there is no indication for acute medical forensic care. The 
protocol directs health care providers, rather than law enforcement or child protective 
service representatives, to determine the type of care appropriate for a child. (See B3. 
Entry into the Health Care System) 
 
VICTIM: This protocol focuses on prepubescent child victims of sexual abuse. The victim 
can be a female or male, a person whose gender identity does not conform to her/his 
biological sex, or someone who does not identify as either female or male. In many 
instances, prepubescent children do not actually disclose that they have been abused. 

http://www.ashasexualhealth.org/stdsstis/
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Individuals who suspect sexual abuse may seek help for these children. Note that because 
the protocol addresses a multidisciplinary team response, the term “victim” is not used in a 
strictly criminal justice context. The use of this term simply acknowledges that children in 
sexual abuse cases should have access to certain services and interventions designed to 
help them be safe, recover, and seek justice. The terms “victim,” “survivor, “and “patient” 
are used interchangeably. 
 
VICTIM ADVOCATE: A victim advocate typically can offer child sexual abuse victims and 
their family members a range of services before, during, and after the exam process. 
These services may include support, crisis intervention, information and referrals, 
counseling, and advocacy to ensure the child’s interests are represented, their wishes 
respected, and their rights upheld. In addition, victim advocates may provide follow-up 
services, such as support groups, counseling, accompaniment to related appointments 
(e.g., medical and legal), and legal advocacy (civil, criminal, and immigration) to help meet 
the needs of victims and their families. Numerous types of victim advocacy agencies may 
offer some or all of these services, including: community-based sexual assault victim 
advocacy programs; children’s advocacy centers (see explanation above); criminal justice 
system victim-witness offices at the local, state, territorial, tribal, and federal levels; military 
family advocacy programs; tribal social services, and others. In some communities, patient 
advocate programs at health care facilities also may be enlisted to provide some of these 
services when a child victim is a patient.  
 
Note that criminal justice system based advocates/victim service providers, such as those 
in law enforcement or prosecution offices, generally cannot offer confidential services, 
while community-based advocates/victim service providers generally can (to the extent 
permissible by jurisdictional law and their program policies). 
 
VICTIM-CENTERED: In this document, refers to an approach to care that is grounded in 
an awareness of and commitment to addressing the needs of child victims of sexual abuse 
during the exam process. It recognizes that child victims deserve timely, compassionate, 
respectful, and appropriate care to promote their healing, as well as information to allow 
decision making. Care is informed by the child’s circumstance. Medical personnel may 
refer to this as patient-centered care. 
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Acronyms Used in the Protocol 
 
General 
ALS  alternate light source 
ASL  American Sign Language 
CT  C trachomatis 
GHB  gamma hydroxy butyrate 
HBV  hepatitis B virus 
HIV  human immunodeficiency virus 
HPV  human papillomavirus 
HSV  herpes simplex virus 
HIV nPEP human immunodeficiency virus nonoccupational post-exposure prophylaxis 
LEP  limited English proficient 
LGBTI   lesbian, gay, bisexual, transgender, and/or intersex 
MOU  memorandum of understanding 
MOA  memorandum of agreement 
NAAT  nucleic acid amplification test 
NG  N gonorrhea 
PTSD  post-traumatic stress disorder 
SANE  sexual assault nurse examiner 
SAFE  sexual assault forensic examiner 
SART  sexual assault response team 
STD  sexually transmitted disease 
TV  T vaginalis 
 
Legislation 
ADA  Americans with Disabilities Act 
EMTALA Emergency Medical Treatment and Labor Act 
HIPAA  Health Insurance Portability and Accountability Act 
HITECH Health Information Technology for Economic and Clinical Health Act 
PREA  Prison Rape Elimination Act 
VAWA  Violence Against Women Act 
 
Organizations 
AAP  American Academy of Pediatrics 
AHIMA  American Health Information Management Association  
CALiO  National Children’s Advocacy Center’s Child Abuse Library Online 
CDC  Centers for Disease Control and Prevention 
DoD  U.S. Department of Defense 
DOJ  U.S. Department of Justice 
FBI   Federal Bureau of Investigation 
IAFN  International Association of Forensic Nurses 
IRC  International Rescue Committee 
NCA  National Children’s Alliance 
NSVRC National Sexual Violence Resource Center 
OJJDP  Office on Juvenile Justice and Delinquency Programs 
OVW  Office on Violence Against Women 
OVC  Office for Victims of Crime 
RSP  National Sexual Assault Coalition Resource Sharing Project 
SAFEta Sexual Assault Forensic Examination Technical Assistance 
WCSAP Washington Coalition of Sexual Assault Programs 
WHO  World Health Organization 
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Appendix 1. Tanner Stages of Sexual Maturation 
 
Tanner Staging Ranges from 1 (Prepubertal) to 5 (Adult Development)248  
 

Stages Girls—Breast 
Development 

Girls and Boys—Pubic 
hair 

Boys—External 
Genitalia Development 

Tanner Stage 1 Prepubertal 
Only the papilla is 
elevated above the level 
of the chest wall 

Prepubertal (velus hair 
similar to abdominal 
hair) 

Prepubertal (velus hair 
similar to abdominal 
hair) 
Testes, scrotal sac, and 
penis have size similar to 
early childhood 

Tanner Stage 2 Breast budding, 
elevation of breasts as 
small mounds, 
enlargement and 
widening of areolae. 
May be tender and not 
symmetrical bilaterally 

Sparse growth of long, 
slightly pigmented, 
downy, straight or 
curled hair on labia 
majora or at the base of 
the penis 

Enlargement of scrotum 
and testes; scrotum skin 
will thin and may be 
redden  
 

Tanner Stage 3 Breast enlarges, 
elevating beyond the 
areolae 

Pubic hair becomes 
curly, coarser, extends 
outward over junction of 
pubes 

Penis lengthening, 
testicles continue to 
grow 

Tanner Stage 4 Breast enlarges and 
areolae and papilla form 
secondary mounds 

Hair adult in type, but 
covers smaller area, no 
spread to the medial 
surface of thighs  

Penis and testicles grow, 
scrotum darker in color 

Tanner Stage 5 Breast achieves adult 
contour 

Hair adult in type and 
quantity extends onto 
medial thigh 

Adult genitalia  

 
 

 
 
 
 
 
 
  

                                                           
248 The scale was developed with reference to a single ethnic group and a relatively small sample of only 200 children, so using this as a 
measure may not apply to all ethnic groups (Blackemore, Burnet, & Dahl, 2010). Different ethnic groups may have variations in breast 
development, pubic hair growth, distribution, or growth patterns. Care should be taken to assess children for pubertal development 
based on a knowledge of local ethnic variations and common characteristics. 
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Changes in Girls and Boys at Various Stages of Sexual Maturation 
(Original illustration from Johnson, Moore, & Jefferies. (1978). Permission to use obtained from Abbott 
Laboratories, Nutrition Research and Development.) 
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Appendix 2. Illustrations of Exam Positions and 
Techniques  
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Appendix 3. Labeled Diagrams of Genital Anatomy   
 

Female Genital Anatomy249 
 

 
  

                                                           
249 The illustration is from the California Office of Emergency Services (2001), reprinted with permission. 
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Male Genital Anatomy250 
 

 

  

                                                           
250 The illustration is from the California Office of Emergency Services (2001)), reprinted with permission. 
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Appendix 4. Customizing a Community Protocol 
 
Communities starting from scratch in developing pediatric sexual abuse medical forensic 
exam protocols are encouraged to consider the recommendations in this national protocol 
in their entirety and tailor them to fit local needs, challenges, statutes, and policies. 
Communities that have existing protocols can consider whether any of the protocol 
recommendations or the tasks below could improve their response to prepubescent child 
sexual abuse or address gaps in services or interventions. 
 

Contact staff at kidsta.org for technical assistance to help communities address questions that arise 
during the process of developing, implementing, refining, and enhancing pediatric exam protocols.  

 
Tasks to Customize a Community Pediatric Exam Protocol 

• Form a core planning team. This team should include representatives from core responding entities 
involved in the pediatric exam process in the community. (See A3. Coordinated Team Approach) 
Representatives should have authority to make policy decisions on behalf of their agencies. If there is 
already a multidisciplinary response team, it can serve as the core protocol planning team. Make sure 
your core team seeks input on exam process coordination issues from representatives from tribal lands 
or military installations within or neighboring the community, as well as institutions within the 
community that house prepubescent children or place them in housing. (See A2. Adapting Care for Each 
Child) 

• Seek input from other responders to child sexual abuse. (See A3. Coordinated Team Approach) In 
addition to other professionals directly involved in comprehensive response, organizations serving 
specific child populations in the community should also be involved. (See A2. Adapting Care for Each 
Child) Their input regarding practices related to initial response and the exam process could be sought 
at least at two points. First, prior to protocol writing, solicit their thoughts about what is essential to 
include in the protocol and what areas of practice could be improved. Second, once the protocol is 
drafted, share it with them for their review and comment.  

• Identify roles in planning. Early in the process, it is important to determine which entities and 
individuals will be responsible for coordinating overall protocol development planning and related 
research/information gathering, drafting the protocol, seeking approval for the protocol across entities, 
and periodically evaluating and updating the protocol. 

• Assess needs. Before initiating policy changes, the planning team should assess the jurisdiction’s current 
response to child sexual abuse, with a focus on the exam process. (Contact staff at kidsta.org to discuss 
strategies for community assessment related to improving local response to child sexual abuse 
specifically around the exam process) 

• Devise an action plan and create/revise the protocol. The planning team can take what it learns 
through needs assessments and translate it into an action plan for improving the exam process via the 
protocol. The plan should identify the steps that need to happen to finalize the protocol, who is 
responsible for coordinating or carrying out each action, possible resources, desired outcomes, and how 
the effectiveness of the action will be evaluated. As far as the specifics of identifying practices to include 
in the protocol and protocol writing, the team should consider (Littel, Malefyt, & Walker, 1998): What 
process will be used to facilitate decision making on (1) protocol development or revision, (2) protocol 
drafting and review by partners in response to child sexual abuse, and (3) adoption of the protocol by 
individual agencies/facilities or the community? How will protocol compliance be monitored and what 
mechanisms will be employed to solve problems that arise? The planning team should review the 
national protocol to determine what it wants to adapt for its protocol. It must consider jurisdictional 
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Tasks to Customize a Community Pediatric Exam Protocol 
statutes and policies and how to address community-specific needs and challenges. The action plan can 
be revisited periodically to assess progress and evaluate outcomes.251 

• Distribute the protocol. The planning team should determine the most efficient method to disseminate 
the protocol to all professionals in the jurisdiction who are involved in the initial response to child sexual 
abuse and the exam process. The planning team needs an up-to-date contact list of these professionals, 
and it should agree upon a specific distribution plan. If electronic distribution is employed, make sure 
that professionals who do not have Internet access get a hard copy. 

• Build the capacity of involved entities to implement the protocol. (See Littel, Malefyt, & Walker, 1998) 
A protocol’s effectiveness depends on individual agencies/facilities having adequate resources (e.g., 
funding, personnel, child-friendly approach, multi-language capacity, equipment, supervision, training, 
professional development opportunities, and community partnerships) to carry out their responsibilities 
and coordinate efforts with other involved responders. Agencies/facilities can assist one another in 
building individual and collective capacity to respond to child sexual abuse and participate in 
coordinated interventions.  

• Promote accountability. To help with validating the protocol as a legitimate tool and promoting 
resource allocation to implement the protocol, consider asking responding agencies/facilities to 
supplement the protocol with interagency agreements or memorandums of understanding. Using the 
protocol as a basis, these agreements can outline roles and articulate how responders should work 
together to coordinate response. These documents should be jointly developed, agreed upon, and 
signed by agency/facility policymakers. They can be revised and signed on a periodic basis to ensure all 
agency personnel involved in the response are aware of protocol changes and reaffirm agency/facility 
commitment to carrying out agreements. Role checklists and performance outcome measures related to 
protocol practices for all team members can also be useful.  

• Promote training. Agency/facility-specific, multidisciplinary, and cross-trainings are crucial components 
of protocol implementation. Involved responders must be informed of any changes in how they carry 
out agency/facility-specific responsibilities during the exam process and understand why these changes 
are needed. If they are being asked to coordinate their efforts formally with other entities, they must 
understand their role in coordination, the benefits of a collaborative response, the challenges such an 
effort involves, and ways to overcome challenges. (See A3. Coordinated Team Approach) 

• Set up an evaluation system. The planning team should take the time to consider how to best compile 
data related to the pediatric exam process in order to evaluate effectiveness of response and make 
improvements to the protocol as needed.  

• Revise the protocol periodically. Revisions may be based on feedback from responders and victims, 
evaluation recommendations, changes in laws, identification of new crime trends and prevention 
efforts, technology, research, and identification of new promising practices. The planning team should 
keep track of protocol areas needing improvement and meet periodically to discuss pertinent issues 
such as language to be used, how to resolve controversies, and, ultimately, to make needed changes. 

  

                                                           
251 See www.tribal-institute.org/download/Completed%20Protocol%20Guide%202003.pdf for a child abuse protocol development 
resource for tribal communities from the Tribal Law and Policy Institute. 

http://www.tribal-institute.org/download/Completed%20Protocol%20Guide%202003.pdf
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Appendix 5. Impact of Crawford v. Washington 
and The Confrontation Clause 
AEquitas: The Prosecutors’ Resource on Violence Against Women contributed this Appendix. Also see 
Aequitas (2012). 
 
The Confrontation Clause of the Sixth Amendment to the United States Constitution 
guarantees a criminal defendant the right to confront the witnesses against him. This right 
is always satisfied when a victim testifies at trial and is available for cross-examination.252 
However, when the victim is unable to testify at trial (because, for example, she/he is too 
young or would be too traumatized by testifying), the question arises whether the young 
victim’s statements to a pediatric sexual abuse medical forensic examiner can be admitted 
at trial.   
 
Whether such statements will be admissible is determined by a line of cases arising in the 
wake of Crawford v. Washington,253 a landmark decision by the United States Supreme 
Court that determined when an out-of-court statement made by a non-testifying witness 
can be admitted at trial without violating the Confrontation Clause. In Crawford, the Court 
held that whether prior statements of a non-testifying witness will be admissible depends 
upon whether that prior statement is “testimonial” or “nontestimonial.” Only nontestimonial 
statements can be admitted at trial without offending the Confrontation Clause.254 
Crawford, and subsequent cases, including Davis v. Washington255 and Michigan v. 
Bryant,256 provide limited guidance as to when statements will be considered testimonial or 
nontestimonial. (Note, however, that this case law is not necessarily applicable in tribal 
courts, as tribes are sovereigns and can look to their own codes and laws for guidance in 
their court rulings) 
 
Certain categories of statements are typically considered testimonial (and, thus, 
inadmissible unless the witness testifies), including affidavits, formal or structured 
statements to law enforcement, and testimony in court or at a deposition. These 
statements are considered testimonial because their purpose is to provide information that 
might be relevant to future prosecution.   
 
Nontestimonial statements—those that can be admitted at trial, even if the witness is 
unavailable, without offending the Confrontation Clause—are generally less formal, not 
given under oath, are usually made to someone other than a law enforcement authority, 
and are not given for purposes of providing information relevant to future prosecution. 
Examples include statements to family members and friends and statements to medical 
professionals for purposes of diagnosis or treatment.   
 
                                                           
252 It is important to note that even when victims do testify at trial, statements to a pediatric professional still must satisfy a state’s 
hearsay exception.  Where the statement is made for purposes of medical diagnosis or treatment, such statements will most often be 
admissible; however, the “forensic” aspects of the examination may still preclude admission of statements found to be insufficiently 
related to the medical purpose of the examination. See, e.g., State v. Mendez, 242 P.3d 328, 339-343 (N.M. 2010) (requiring courts to 
carefully scrutinize statements to SANE for trustworthiness in light of the purposes of the hearsay exception for statements made for 
purposes of medical diagnosis and treatment). 
253 541 U.S. 36 (2004). 
254 541 U.S. 36 (2004). 
255 547 U.S. 813 (2006). 
256 562 U.S. 344 (2011). 
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One exception to the general rule that statements to law enforcement will be considered 
testimonial are statements made to law enforcement for the purpose of responding to an 
ongoing emergency. To the extent that a victim or witness communicates with law 
enforcement for purposes of requesting help, or so the law enforcement can respond to an 
emergency, the statement will be considered nontestimonial (and, thus, admissible under 
Crawford). 
 
The difficulty that arises with respect to a child victim’s statements to a pediatric examiner 
arises from the dual purpose that such professionals serve in the context of examining and 
treating the victim. In addition to conducting a thorough examination for purposes of 
identifying and treating any injury the victim may have suffered, pediatric examiners are 
trained to preserve forensic evidence for possible future prosecution. The victim may be 
brought in for examination accompanied by law enforcement and law enforcement may 
have specific questions they hope to have answered. While it is not recommended, it is 
also possible that law enforcement in some instances may even be present for or observe 
examinations. 
 
Because the U.S. Supreme Court has not specifically ruled on Crawford’s applicability in 
the context of such medical forensic examinations, the admissibility of a victim’s 
statements to a pediatric examiner will be controlled by the case law of the jurisdiction 
where the prosecution is being conducted. The results of these cases have been mixed, 
and not all jurisdictions have considered the specific question, so the law may not be clear 
in every jurisdiction. There are a few jurisdictions that have taken the position that any 
statements made to a sexual assault nurse examiner (SANE) or sexual assault forensic 
examiner (SAFE) will be considered testimonial under virtually all circumstances, simply 
because one of the roles of a SANE or SAFE is to document and collect forensic 
evidence.257 Far more common, however, is a nuanced, fact-sensitive analysis that will 
result in some statements being considered testimonial and others considered 
nontestimonial. Sometimes a court will rule that statements made during one portion of the 
examination are testimonial while statements made during a different portion are 
nontestimonial.  Some courts also focus more on the victim’s purpose in making the 
statement than on the examiner’s purpose in asking the question that elicited it. Thus, a 
statement by a very young victim who does not appreciate the fact that statements might 
be used for prosecution purposes is more likely—at least in some courts—to be held 
nontestimonial than a similar statement by an older victim who might understand that the 
statement could be important at trial.   
 
Generally speaking, the more that questioning in a medical history as part of medical 
forensic care is directed toward medical treatment, rather than law enforcement or 
evidentiary purposes, the more likely a victim’s statements will be held to be 
nontestimonial (and thus admissible). Pediatric examiners who perceive their primary role 
as one of assisting law enforcement, and who focus their practice accordingly, risk having 

                                                           
257 See, e.g., Hartsfield v. Com., 277 S.W.3d 239 (Ky. 2009) (adult victim); Medina v. State, 143 P.3d 471 (Nev. 2006) (adult victim); 
State v. Ortega, 175 P.3d 929 (N.M. Ct. App. 2007) (overruled in part on other grounds, State v. Mendez, 242 P.3d 328 (N.M. 2010) 
(overruling Ortega’s analysis of the states’ hearsay exception but leaving undisturbed the Court of Appeals’ confrontation analysis)). The 
Ortega court characterized a SANE exam as “a forensic exam with medical features.” 175 P.3d at 934. The court’s analysis would 
appear to preclude, under the confrontation clause, virtually all statements made to a SANE, at least in the absence of a medical 
emergency.   
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their patients’ statements excluded as testimonial under Crawford and the Confrontation 
Clause. Conversely, examiners who perceive their primary role as one of providing 
appropriate medical care and treatment are more likely to elicit statements that will be 
admissible as nontestimonial statements made for purposes of medical diagnosis and 
treatment. Pediatric examiners should be able to articulate a practice philosophy that is 
patient-centered and medically focused when being questioned as a witness at trial. For 
health care providers, Crawford and its progeny do not change the priorities of the medical 
forensic examination, which should continue to hold the health and wellbeing of patients of 
primary importance.   
 
It is also important to note that even when statements to pediatric examiners are 
considered to be testimonial, and thus normally inadmissible, those statements might 
nevertheless be admissible if the defendant is found to have engaged in wrongdoing that 
caused, and was intended to cause, the victim to be unavailable for trial. The doctrine of 
“forfeiture by wrongdoing”258 will allow any hearsay statements of a victim (including any 
testimonial statements to a pediatric examiner) to be admitted at trial if the defendant has 
intentionally caused the victim to be unavailable by, for example, intimidating or 
manipulating the victim or the victim’s caregivers.259 
 
For health care providers, the Confrontation Clause, as interpreted in Crawford and its 
progeny, should not alter the relative importance of the dual purposes served by the 
medical forensic examination, which should continue to prioritize the health and wellbeing 
of patients over concerns about documentation or forensic evidence-gathering for 
purposes of prosecution. Still, it is helpful for practitioners to be aware of the factors that 
might affect the admissibility of statements made in the course of their examination.   

 
See www.Kidsta.org for related case law examples.  
  

                                                           
258 See, e.g., FED. R. EVID. 804(b)(6); Giles v. California, 554 U.S. 353 (2008). 
259 See Lyon and Dente (2012). The authors, who describe many forms of possible “wrongdoing” in the sense of manipulation and 
exploitation of young victims of sexual abuse, note that “defendants subvert justice not only through overt threats and violent acts, but 
also through exploitation and manipulation of our most vulnerable citizens. When exploitation ensures that a child victim will not testify, a 
finding that the defendant has forfeited his confrontation rights is a fair means to let the child be heard.” Id. at 1232. 

http://www.kidsta.org/
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Appendix 6. Initial Response Algorithm 
This algorithm, based on B2. Initial Response, is meant to illustrate the general flow of and procedures 
involved in initial response in prepubescent child sexual abuse cases. However, flow and procedures are 
subject to jurisdictional and agency/facility policies. 

Disclosure or Suspicion of Child Sexual Abuse is Made: Child’s disclosure to first responder or person in 
community; or suspicion of sexual abuse by caregiver, first responder, or other person 

Multidisciplinary response team and/or children’s advocacy center, if existing, 
may play role in coordinating response across agencies 

If disclosure or suspicion is 
first reported to child 
protective services (CPS) or 
law enforcement 

Initial CPS, Law Enforcement, 
911 Response 
• Safety of child and family
• Emergency medical care 
• Information to child and 

caregiver
• Limited fact finding
• Arrange initial health care

assessment of child to
determine urgency of care
needed
o Transport to health care

facility
o Alert facility of pending

arrival
o Preserve forensic

evidence on child’s body,
clothing, and other
related items until arrival
at facility (recent abuse)

• Investigative/forensic
interview either before or
after medical forensic
examination 

• Activate advocate

If disclosure or suspicion is 
first made to/by 
advocacy/victim services, 
report as per agency policy 
(if mandatory reporter) to 
trigger CPS/law enforcement
action 

Advocacy/Victim Services may 
offer during initial response- 
• Crisis intervention
• Emotional support
• Information 
• Advocacy
• Medical & legal

accompaniment
Child/caregiver may seek these 
services directly. CPS, law 
enforcement, or health care 
provider can also trigger 
advocate involvement 

 

If disclosure or suspicion is first 
made to/by health care provider 
who does not have specialty care 
training for child sexual abuse 

Initial Health Care 
Assessment/Triage of Child by 
Health Care Provider 
• Prioritize child sexual abuse patient
• Gather minimal history
• Mandatory report and 

communicate immediate safety
concerns

• Medical screening exam: Evaluate
for acute injury, pain,
bleeding and stabilize
o If acute presentation, preserve

forensic evidence on child’s
body, clothing, and other
related items

o Emergent treatment
supersedes forensic evidence
preservation

• Determine urgency of care needed-
acute or nonacute (see Care
Algorithm)
o Arrange medical forensic

care/involve pediatric
examiner preservation

• Activate advocate

Acute or nonacute medical forensic care 
< 72 hours; If initial assessment is not at exam site, transport to designated acute exam facility 

>72 hours; transport to designated nonacute facility 
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Appendix 7. Care Algorithm 
The algorithm, adapted in part from Day and Pierce-Weeks (2013), illustrates the general flow of and 
procedures involved in medical forensic care in prepubescent child sexual abuse cases. However, flow and 
procedures are subject to jurisdictional and agency/facility policies. 

Sexual Abuse >72hours? 

Sexual Abuse <72 hours? 
Unknown time frame? 
Chance of biological or 

trace evidence? 

Contact victim advocate 
from community based 
sexual assault program, 

child advocacy center, or 
other entity to offer child

and caregiver support 
 

Acute Exam with Collection of 
Forensic Samples 
• Consent
• Mandatory report
• Medical history
• Physical and anogenital

examination
• Injury/disease treatment
• Documentation
• Collection of forensic samples
• Consider testing for STDs,

including HIV as appropriate
• Offer HIV nPeP when appropriate
• Discharge and follow-up care

planning: medical, safety,
counseling. and support

Acute Exam >72 hours if- 
• Current symptoms of injury

(pain, bleeding, STD) 
• History of abduction
• Need for evaluation for

possible suicidal or
homicidal ideation

• Child or caregiver has fears
and pressing concerns t hat
acute exam can address

• Risk of imminent danger to
child and/or not clear where
the child will be residing in
near future

• Concern that family will not
return child for nonacute
exam on another day

Nonacute Exam 
• Consent
• Mandatory report
• Medical history
• Physical and anogenital

examination
• Injury/disease treatment
• Documentation
• Consider testing for STDs,

including HIV as
appropriate

• Discharge and follow-up
care planning: medical,
safety, counseling, and
support

All Patients 
• Trained pediatric examiner provides above medical forensic care
• Immediate and appropriate referral to mental health services for suicidal/homicidal ideation
• Access to victim advocacy services during/after exam, if available
• Psychosocial counseling referrals
• Other community resource linkages
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Appendix 8. Prepubescent STD Testing Algorithm  
This algorithm is based on B10. Sexually Transmitted Disease Evaluation and Care, and adapted 
from/supported by sources including the CDC (2015e), Esernio-Jenssen and Barnes (2011), Farst (2011), 
Jenny, Crawford-Jakubiak, and Committee on Child Abuse and Neglect (2013), and Hammerschlag and 
Gaydos (2012). It is meant to illustrate the general flow of and procedures involved in STD testing in 
prepubescent child sexual abuse cases. However, flow and procedures are subject to jurisdictional and 
agency/facility policies. 
 
  
 
 
 

Report of penetration or evidence of acute or healed penetrative 
injury to genitals, anus, or oropharynx 

 Child has been abused by a stranger 
Perpetrator known to be infected with STD or high risk for STD 

Other person in household is known to have STD 
High rate of STDs in the community 

Signs and symptoms of STD 
Diagnosed with one STD 

Yes No 

• Rectal: Neisseria gonorrhea (GC) and 
Chlamydia trachomatis (CT) culture 

• Pharynx: GC culture 
• Male urethral discharge: GC/CT culture 
• Female Genitourinary (GU): Nucleic Acid 

Amplification Testing (NAAT) for GC/CT; 
Trichomonas vaginalis (TV) culture or can 
screen by NAAT 

• Serologic testing for Human 
Immunodeficiency Virus (HIV), Syphilis, 
and Hepatitis B 

• Examine for Genital Warts 

• History is unclear 
• Child/caregiver concern 

Yes No 

No STD 
workup 

• Defer STD treatment until testing complete and 
positive results are confirmed (except for HIV: do 
not delay initiation of post-exposure prophylaxis) 

• Confirm positive GC/CT by culture or alternate 
sequence NAAT 

Confirm  
Positive 

Treat per CDC (2015e) 
www.cdc.gov/std/tg2015/sexual-
assault.htm 

Negative 

• Repeat GC/CT/TV testing in 2 weeks 
• Repeat serologic testing for Syphilis and Hepatitis B in 6 

weeks and 3 months  
• HIV serologic testing in 6 weeks, 3 months, and 6 months 

http://www.cdc.gov/std/tg2015/sexual-assault.htm
http://www.cdc.gov/std/tg2015/sexual-assault.htm
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Appendix 9. HIV Testing nPEP Algorithm260 
The algorithm, based on information provided in B10. Sexually Transmitted Disease Evaluation and Care, 
illustrates the general flow of and procedures involved in post-exposure HIV risk assessment in 
prepubescent child sexual abuse cases. However, flow and procedures are subject to jurisdictional and 
agency/facility policies. 

 

  

260 The algorithm was drawn from information from the CDC (2015e), Jenny et al. (2013); the Ohio Chapter of the AAP Committee on 
Child Abuse and Neglect (2009); and the State of New Hampshire (2015).  

Substantial Risk Exposure 
Recognize that risk of the child acquiring HIV as a result of sexual abuse must be considered during the medical forensic examination.  

If there is a risk in an individual case, provision of HIV non-occupational post-exposure prophylaxis (nPEP) must be an option. 

Less than 72 hours since 
exposure 

Greater than 72 hours 
since exposure 

Negligible risk 
exposure 

Source known to be 
HIV positive 

Source of unknown HIV 
status HIV nPEP not recommended 

nPEP recommended Case by case determination 

Substantial Exposure Risk 
• Anogenital or oral, eye or

other mucous membrane, or 
non-intact skin contact with 
perpetrator known HIV 
positive 

• Multiple perpetrators
• Unprotected penile-oral 

contact with ejaculation
• Oral-genital contact with 

blood exposure
• Break in mucous membrane 

integrity with exposure to 
blood or semen 

• Presence of STD or genital 
lesions in perpetrator or
child

• Perform HIV antibody testing 
(baseline) 

• Consider HIV testing of
alleged perpetrator 

• Do not delay initiation of HIV 
nPEP while waiting testing 

Consider HIV nPEP 
• Consider HIV local epidemiology
• Assess risk for HIV infection in perpetrator 
• Assess the risk of exposure as related to the 

contact
• Discuss with child and caregiver:

o Risk of exposure and transmission 
o Benefits and toxicities of nPEP 
o Benefits of adherence to recommended 

dosage
o Cost of regime 
o Importance of follow up testing and care 

with pediatric infectious disease doctor or
specialist with HIV expertise. 

o Community referrals for medical, financial,
and transportation resources

• HIV antibody testing during initial examination 
• Consult with infectious disease specialist
• Draw baseline complete blood count (CBC) and 

complete metabolic panel (CMP)-do not wait
for results to initiate nPEP 

• Begin HIV nPEP
• Dispense adequate doses of medication to last

until follow-up visit or provide a 28-day
prescription

Significant 
Exposure Risk 

• Perform HIV 
antibody testing 
during initial 
examination.

• If negative, repeat at
6 weeks, 3 months,
and 6 months post 
exposure. 

• Provide emotional 
support and 
community 
resources
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Foreword 
 
 
Sexual violence continues to plague our Nation and destroy lives. All members of society are vulnerable to 
this crime, regardless of race, age, gender, ability, or social standing. When sexual assault does occur, 
victims deserve competent and compassionate care. This second edition of the National Protocol for Sexual 
Assault Medical Forensic Examinations provides detailed guidelines for criminal justice and health care 
practitioners in responding to the immediate needs of sexual assault victims. We know that effective 
collection of evidence is of paramount importance to successfully prosecuting sex offenders. Just as critical 
is performing sexual assault forensic exams in a sensitive, dignified, and victim-centered manner. For 
individuals who experience this horrendous crime, having a positive experience with the criminal justice and 
health care systems can contribute greatly to their overall healing. 
 
As we have learned in the years since the implementation of the 1994 Violence Against Women Act, 
coordinated community efforts are the best way to stop violence against women, hold offenders accountable 
for their crimes, and promote victim healing and recovery. That is why this protocol was designed as a guide 
for practitioners who respond to victims of sexual assault, including health care professionals, law 
enforcement officers, prosecutors, interpreters, advocates, and others. Combining cutting edge response 
techniques with collaboration among service providers will greatly enhance our ability to treat and support 
victims as well as identify and prosecute the sex offenders. We hope that this protocol lays the foundation for 
these efforts.  
 
Since this protocol was initially released in 2004, the “state of the art” for forensic medical examinations has 
improved.  This revised edition of the protocol has the same emphasis and values as the original but has 
been updated to reflect current technology and practice.  It has also been updated to include additional 
information reflecting changes from the Violence Against Women Act of 2005. It also includes minor 
technical changes identified in May, 2013.   
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Goals of the National Protocol for Sexual Assault 
Medical Forensic Examinations 

 
Sexual assault is a crime of violence against a person’s body and will. Sex offenders use physical and/or 
psychological aggression or coercion to victimize, in the process often threatening a victim’s sense of 
privacy, safety, autonomy, and well-being. Sexual assault can result in physical trauma and significant 
mental anguish and suffering for victims. In some communities, sexual violence is considered a form of 
oppression. Victims may be reluctant, however, to report the assault to law enforcement and to seek medical 
attention for a variety of reasons. For example, victims may blame themselves for the sexual assault and feel 
embarrassed. They may fear their assailants or worry about whether they will be believed. Victims may also 
lack the ability or emotional strength to access services. For example, they may not have their own 
transportation or access to public transportation. They may also not speak English well or fear that reporting 
the assault may jeopardize their immigration status.1 They may lack health insurance and believe it would be 
too costly to get the medical care they need. They may not be aware that as a crime victim, they are eligible 
for financial reimbursements for certain services. Their budgets may not allow them to pay out-of-pocket 
expenses and then await reimbursements. Those who do have access to services may perceive the medical 
forensic examination as yet another violation because of its extensive and intrusive nature in the immediate 
aftermath of the assault. Rather than seek assistance, a sexual assault victim may simply want to go 
somewhere safe, clean up, and try to forget the assault ever happened.2 It is our hope that this protocol will 
help jurisdictions in their efforts to respond to sexual assault victims in the most competent, compassionate, 
and understanding manner possible.  
 
This protocol was developed with the input of national, local, and tribal experts throughout the country, 
including law enforcement representatives, prosecutors, advocates, medical personnel, forensic scientists, 
and others. We hope that this protocol will be useful in helping jurisdictions develop a response that is 
sensitive to victims of sexual assault and that promotes offender accountability. Specifically, the protocol has 
the following goals: 
 

 Supplement, but not supersede, the many excellent protocols that have been developed by states, 
tribes, and local jurisdictions, as well as those created at the national level. We hope that this 
protocol will be a useful tool for jurisdictions wishing to develop new protocols or revise their existing 
ones. It is intended as a guideline for suggested practices rather than a list of requirements. In 
many places, the protocol refers to “jurisdictional policies” because there may be multiple valid ways 
to handle a particular issue and which one is best should be determined by the jurisdiction after 
consideration of local laws, policies, practices, and needs. 

 
 Provide guidance to jurisdictions on responding to adult and adolescent victims. Adolescents are 

distinguished in the protocol from prepubertal children who require a pediatric exam. Pediatric 
exams are not addressed in this document. This protocol generally focuses on the 
examination of females who have experienced the onset of menarche and males who have 
reached puberty. Legally, jurisdictions vary in the age at which they consider individuals to be 
minors, laws on child sexual abuse, mandatory reporting policies for sexual abuse and assault of 
minors, instances when minors can consent to treatment and evidence collection without 
parental/guardian involvement, and the scope of confidentiality that minors are afforded. If the 
adolescent victim is a minor under the jurisdictional laws, the laws of the jurisdiction 
governing issues such as consent to the exam, mandatory reporting, and confidentiality 
should be followed.  

 
• Support the use of coordinated community responses to sexual violence, such as Sexual Assault 

Response Teams (SARTs) or Sexual Assault Response and Resource Teams (SARRTs). Although 

                                                      
1 Carolyn Ham, Reducing Language Barriers to Combating Domestic Violence: The Requirements of Title VI, Battered Women’s Justice 
Project, October 2004, http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC.  
2 Paragraph adapted in part from the Ohio Protocol for Sexual Assault Forensic and Medical Examination, 2004, p. 2.  
http://www.odh.ohio.gov/~/media/ODH/ASSETS/Files/hprr/sexual%20assult/adultprotocol2011.ashx.  
 

http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC
http://www.odh.ohio.gov/~/media/ODH/ASSETS/Files/hprr/sexual%20assult/adultprotocol2011.ashx
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this document is directed primarily toward medical personnel and facilities, it also provides guidance 
to other key responders such as advocates and law enforcement representatives. This type of 
coordinated community response is supported by the Violence Against Women Act and subsequent 
legislation. Such a response can help afford victims access to comprehensive immediate care, 
minimize the trauma victims may experience, and encourage them to utilize community resources. It 
can also facilitate the criminal investigation and prosecution, increasing the likelihood of holding 
offenders accountable and preventing further sexual assaults.  

 
 Address the needs of victims while promoting the criminal justice system response. Stabilizing, 

treating, providing social and legal services, including knowledge of immigration protections, and 
engaging victims as essential partners in the criminal investigation are central aspects of the 
protocol. Thus, this protocol includes information about concepts such as “anonymous reporting,” 
which may give victims needed time to decide if and when they are ready to engage in the criminal 
justice process. An anonymous report may also provide law enforcement agencies with potentially 
useful information about sex crime patterns in their jurisdictions.3 The objective is to promote better 
and more victim-centered4 evidence collection, in order to provide better assistance in court 
proceedings and hold more offenders accountable.  

 
 Promote high-quality, sensitive, and supportive exams for all victims, regardless of jurisdiction and 

geographical location of service provision. The protocol offers recommendations to help standardize 
the quality of care for sexual assault victims throughout the country and is based on the latest 
scientific evidence. It also promotes timely evidence collection that is accurately and methodically 
gathered, so that high-quality evidence is available in court.  

 

This protocol discusses the roles of the following responders: health care providers, advocates, law 
enforcement representatives, forensic scientists, and prosecutors, as well as interpreters. Clearly, each of 
these professions has a distinct and complementary role in responding to sexual assault. But rather than 
dictate who is responsible for every component of the response or within the exam process, the protocol is 
designed to help communities consider what each procedure involves and any related issues. With this 
information, each community can make decisions for its jurisdiction about the specific tasks of each 
responder during the exam process and the coordination needed among responders. The following is a 
general description of the responsibilities with which each responder may assist:5 

 
• Advocates may be involved in initial victim contact (via 24-hour hotline or face-to-face meetings); 

offer victims advocacy, support, crisis intervention, information, language assistance services, 
including interpreters, and referrals before, during, and after the exam process; and help ensure that 
victims have transportation to and from the exam site. They often provide comprehensive, longer 
term services designed to aid victims in addressing any needs related to the assault, including but 
not limited to counseling, legal (civil, criminal, and immigration), and medical system advocacy. 

  
• Law enforcement representatives (e.g., 911 dispatchers, patrol officers, officers who process 

crime scene evidence, detectives, and investigators) respond to initial complaints, work to enhance 
victims’ safety, arrange for victims’ transportation to and from the exam site as needed, interview 
victims in a language they understand, collect evidence from the scene, coordinate collection and 
delivery of evidence to designated labs or law enforcement facilities, interview suspects, and conduct 
other investigative activities (such as interviewing suspects and witnesses in a language they 

                                                      
3 States are responsible for ensuring that the costs associated with performing a medical forensic examination are paid and ensuring 
that all victims of sexual assault are provided the opportunity to have a medical forensic examination conducted, regardless of whether  
they choose to participate in the criminal justice system. 
4 Please see the section on “Victim-Centered Care” beginning on page 29 for more explanation of this term. 
5 There are instances where a case may be prosecuted concurrently in two or more jurisdictions. For example, sexual assault cases 
occurring on Indian reservations can be prosecuted concurrently in tribal and state or federal court. In such situations, each sovereign 
will likely have its own victims’ advocate, law enforcement, prosecutor, and judicial/court officers. Coordination of services in 
multijurisdictional investigations and prosecutions is critical to the success of the criminal case and the well-being and healing of the 
victim.  
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understand, requesting crime lab analyses, reviewing medical and lab reports, preparing and 
executing search and arrest warrants, writing reports, and presenting the case to a prosecutor). 

  
• Health care providers assess patients for acute medical needs and provide stabilization, treatment, 

and/or consultation. Ideally, sexual assault forensic examiners perform the medical forensic exam, 
gather information for the medical forensic history, collect and document forensic evidence, and 
document pertinent physical findings from patients. They offer information, treatment, and referrals 
for sexually transmitted infections (STIs),6 and other nonacute medical concerns; assess pregnancy 
risk and discuss treatment options with the patient, including reproductive health services; and testify 
in court if needed. They coordinate with advocates to ensure patients are offered crisis intervention, 
support, and advocacy before, during, and after the exam process and encourage use of other victim 
services. They may follow up with patients for medical and forensic purposes. Other health care 
personnel who may be involved include, but are not limited to, emergency medical technicians, staff 
at hospital emergency departments, gynecologists, surgeons, private physicians, health care 
interpreters, and/or local, tribal, campus, or military health services personnel. 

  
• Forensic scientists analyze forensic evidence and provide results of the analysis to investigators 

and/or prosecutors. They also may testify at trial regarding the results of their analysis. 
 

• Prosecutors determine if there is sufficient evidence for prosecution and, if so, prosecute the case. 
They should be available to consult with first responders as needed. A few jurisdictions involve 
prosecutors more actively, paging them after initial contact and having them respond to the exam 
site so that they can become familiar with the case and help guide the investigation. 

 
This document is intended only to improve the criminal justice system’s response to victims of 
sexual assault and the sexual assault forensic examination process.  It does not address the 
remedies that may be available to victims through the civil justice system, and does not create a right 
or benefit, substantive or procedural, for any party. 

                                                      
6 STIs are also commonly known as sexually transmitted diseases (STDs). 
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Recommendations at a Glance: A National Protocol for  
Sexual Assault Medical Forensic Examinations  
 
The National Protocol for Sexual Assault Medical Forensic Examinations offers guidance to jurisdictions in 
creating and implementing their own protocols, as well as recommending specific procedures related to the 
exam process. Recommendations at a Glance highlights key points discussed in the protocol, but it is not 
designed to be a stand-alone checklist on exam procedures or responsibilities of each involved responder. 
The protocol should be read to understand and respond to the complex issues presented during the exam 
process. See the protocol introduction for an explanation of select terms used in this chapter and the 
protocol. 
 
Goal of the Protocol 
 
A timely, high-quality medical forensic examination can potentially validate and address sexual assault 
patients’7 concerns, minimize the trauma they may experience, and promote their healing. At the same time, 
it can increase the likelihood that evidence collected will aid in criminal case investigation, resulting in 
perpetrators being held accountable and further sexual violence prevented.  
 
The examination and the related responsibilities of health care personnel are the focus of this protocol. 
Recognizing that multidisciplinary coordination is vital to the success of the exam, the protocol also 
discusses the responses of other professionals, as they relate to the exam process.  
 
A. Overarching Issues  
 
1. Coordinated approach: A coordinated, multidisciplinary approach to conducting the exam provides victims8 
with access to comprehensive immediate care, helps minimize trauma they may experience, and 
encourages their use of community resources. Such a response can also enhance public safety by 
facilitating investigation and prosecution, which increases the likelihood that offenders will be held 
accountable for their actions. Raising public awareness about the existence and benefits of a coordinated 
response to sexual assault may lead more victims to disclose the assault and seek help. (SEE PAGES 23–
29) 
 
Recommendations for jurisdictions to facilitate a coordinated approach to the exam process: 
 

• Understand that the purposes of the exam process are to address patients’ health care needs and 
collect evidence suitable for possible use by the criminal justice system.  

• Identify key responders and their roles. 
• Develop quality assurance measures to ensure effective response during the exam process. 

 
2. Victim-centered care: Victim-centered care is paramount to the success of the exam process. Response to 
victims should be timely, appropriate, sensitive, and respectful. (SEE PAGES 30-45)   
 
Recommendations for health care providers and other responders to facilitate victim-centered care: 
 

• Give sexual assault patients priority as emergency cases.  
• Provide the necessary means to ensure patient privacy. 
• Adapt the exam process as needed to address the unique needs and circumstances of each patient. 

                                                      
7 Sexual assault patients are also referred to as victims, depending on which responders are primarily being discussed. The term 
“patients” is generally used by health care professionals.  
8 The term “victim” is not used in a strictly criminal justice context. The use of “victim” simply acknowledges that persons who disclose 
that they have been sexually assaulted should have access to certain services. 
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• Develop culturally responsive care and be aware of issues commonly faced by victims from specific 
populations.  

• Recognize the importance of victim services within the exam process.  
• Accommodate patients’ requests to have a relative, friend, or other personal support person (e.g., 

religious and spiritual counselor/advisor/healer) present during the exam, unless considered harmful 
by responders.  

• Accommodate patients’ requests for responders of a specific gender throughout the exam as much 
as possible. 

• Prior to starting the exam and conducting each procedure, explain to patients in a language the 
patients understand what is entailed and its purpose. 

• Assess and respect patients’ priorities. 
• Integrate medical and evidentiary procedures where possible.  
• Address patients’ safety during the exam.  
• Provide information that is easy for patients to understand, in the patient’s language, and that can be 

reviewed at their convenience.   
• Address physical comfort needs of patients prior to discharge. 

 
3. Informed consent: Patients should understand the full nature of their consent to each exam procedure. By 
presenting them with relevant information, in a language they understand, patients are in a position to make 
an informed decision about whether to accept or decline a procedure. However, they should be aware of the 
potential impact of declining a particular procedure, as it may negatively affect the quality of care, the 
usefulness of evidence collection, and, ultimately, any criminal investigation and/or prosecution. They should 
understand that declining a particular procedure might also be used against them in any justice system 
proceeding. If a procedure is declined, reasons why should be documented if the patient provides such 
information. (SEE PAGES 47-49) 
 

Recommendations for health care providers and other responders to request patients’ consent during the 
exam process: 
 

• Seek the informed consent of patients as appropriate throughout the exam process. 
• Make sure policies exist to guide the process of seeking informed consent from specific populations.  
 

4. Confidentiality: Involved responders must be aware of the scope and limitations of confidentiality related to 
information gathered during the exam process. Confidentiality is intricately linked to the scope of patients’ 
consent. Members of a sexual assault response team (SART) or other collaborating responders should 
inform victims of the scope of confidentiality with each responder and be cautious not to exceed the limits of 
victim consent to share information in each case. (SEE PAGES 51-53) 
 
Recommendations that jurisdictions may take to maintain confidentiality of patients: 
 

• Be sure jurisdictional policies address the scope and limitations of confidentiality as it relates to the 
exam process and with whom information can be legally and ethically shared. 

• Increase the understanding of relevant confidentiality issues. . 
• Consider the impact of the federal privacy laws regarding health information on victims of sexual 

assault. 
• Strive to resolve intrajurisdictional conflicts. 

 
5. Reporting to law enforcement: Reporting the crime provides the criminal justice system with the 
opportunity to offer immediate protection to victims, collect evidence from all crime scenes, investigate 
cases, prosecute if there is sufficient evidence, and hold offenders accountable for crimes committed. Given 
the danger that sex offenders pose to the community, reporting can serve as a first step in efforts to stop 
them from reoffending. Equally important, reporting gives the justice system the chance to help victims 
address their needs, identify patterns of sexual violence in the jurisdiction, and educate the public about such 
patterns. Service providers should discuss all reporting options with victims in a language they understand 
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and the pros and cons of each, including the fact that delayed reporting may be detrimental to the 
prosecution of an offender.  Even if a victim does not get a forensic medical exam, the victim can still report 
the crime at a later time.  However, it will be much more difficult for criminal justice personnel to investigate 
and prosecute the crime if evidence was not collected. 
 
Reporting requirements in sexual assault cases vary from one jurisdiction to another. Every effort should be 
made to facilitate treatment and evidence collection (if the patient agrees), regardless of whether the 
decision to report has been made at the time of the exam. Victims who are undecided about reporting who 
receive respectful and appropriate care and advocacy at the time of their exam are more likely to assist law 
enforcement and prosecution. Because immigrant victims may be more reticent to report crimes, they need 
to be aware of crime victim protections for immigrants. Access to immigration relief for crime victims will 
enhance the ability of law enforcement to detect, investigate, and prosecute crimes. (SEE PAGES 55-59)   
 
Recommendations for jurisdictions and responders to facilitate victim-centered reporting practices: 
 

• Except in situations covered by mandatory reporting laws, patients, not health care workers, make 
the decision to report a sexual assault to law enforcement.  

• Inform patients about reporting consequences. 
• As a result of VAWA 2005, many jurisdictions have implemented alternatives to standard reporting 

procedures. 
• Promote a victim-centered reporting process. 

 
6. Payment for the examination under VAWA: Under the Violence Against Women Act (VAWA),9 a state, 
territory, or the District of Columbia is entitled to funds under the STOP Violence Against Women Formula 
Grant Program only if it, or another governmental entity, incurs the full out-of-pocket cost of medical forensic 
exams for victims of sexual assault. “Full out-of-pocket costs” means any expense that may be charged to a 
victim in connection with the exam for the purpose of gathering evidence of a sexual assault.10 In addition, 
under the Violence Against Women Act of 2005, states may not require victims to participate in the criminal 
justice system or cooperate with law enforcement in order to receive a forensic medical exam.11 (SEE 
PAGES 61-62)   
 
Recommendations for jurisdictions to facilitate payment for the sexual assault medical forensic exam: 
 

• Understand the scope of the VAWA provisions related to exam payment.  
• Notify victims of exam facility and jurisdictional policies regarding payment for medical care and the 

medical forensic exam.  
 

B. Operational Issues  
 
1. Sexual Assault Forensic Examiners: These are the health care professionals who conduct the 
examination. It is critical that all examiners, regardless of their discipline, are committed to providing 
compassionate and quality care for patients disclosing sexual assault, performing the physical examination, 
collecting evidence competently, documenting all findings, and testifying in court as needed. (SEE PAGES 
65-67) 
 
Recommendations for jurisdictions to build the capacity of examiners performing these exams: 
 

• Encourage the development of specific knowledge, skills, and victim-centered approaches in 
examiners. 

• Encourage advanced education and supervised clinical practice of examiners, as well as certification 
for all examiners. 

                                                      
9 42 U.S.C. § 3796gg-4. 
10 28 C.F.R. § 90.14(a). 
11 42 U.S.C. 3796gg-4(d). 
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• Provide access to experts on anti-sexual assault initiatives who can participate in sexual assault 
examiner training, mentoring, proctoring, case review, photograph review, and quality assurance. 

 
2. Facilities: Health care facilities have an obligation to provide services to sexual assault patients. 
Designated exam facilities or sites served by specially educated and clinically prepared examiners increase 
the likelihood of a state-of-the-art exam, enhance coordination, encourage quality control, and increase 
quality of care for patients. (SEE PAGES 71-74) 
 
Recommendations for jurisdictions to build capacity of health care facilities to respond to sexual assault 
cases: 
 

• Recognize the obligation of health care facilities to serve sexual assault patients in a culturally and 
linguistically appropriate manner.  

• Ensure that exams are conducted at sites served by examiners with advanced education and clinical 
experience, if possible. 

• Explore possibilities for optimal site locations.  
• Communities may wish to consider developing basic requirements for designated exam sites. 
• If a transfer from one health care facility to a designated exam site is necessary, use a protocol that 

minimizes time delays and loss of evidence and addresses patients’ needs.  
 
3. Equipment and supplies: Certain equipment and supplies are essential to the exam process (although 
they may not be used in every case). These include a copy of the most current exam protocol used by the 
jurisdiction, standard exam room equipment and supplies, comfort supplies for patients (e.g., changes of 
clothes, food, and water), sexual assault evidence collection kits, an evidence drying device/method, a 
forensic imaging system, testing and treatment supplies, a purified water source, an alternate light source, an 
anoscope, and written materials for patients. A microscope and/or toluidine blue dye may be required, 
depending on jurisdictional policy. A colposcope or other magnifying instrument may also be used. Some 
jurisdictions are also beginning to use advanced technology (telemedicine), which allows examiners offsite 
consultation with medical experts by using computers, software programs, and the Internet.  Jurisdictions 
using such technology should be careful to protect patient confidentiality. (SEE PAGES 75-77)  
 
Recommendations for jurisdictions and responders to ensure that proper equipment and supplies are 
available for examinations:  
 

• Consider what equipment and supplies are necessary to conduct a medical forensic exam. 
• Address cost barriers to obtaining necessary equipment and supplies. 

 
4. Sexual assault evidence collection kit (for evidence from victims): Most jurisdictions have developed their 
own sexual assault evidence collection kits or purchased premade kits through commercial vendors. Kits 
often vary from one jurisdiction to another. Despite variations, however, it is critical that every kit meets or 
exceeds minimum guidelines for contents: broadly including a kit container, instruction sheet and/or 
checklist, forms, and materials for collecting and preserving all evidence required by the applicable crime 
laboratory. Evidence that may be collected includes, but is not limited to, clothing, foreign materials on the 
body, hair (including head and pubic hair samples and combings), oral and anogenital swabs and smears, 
body swabs, blood and urine samples for possible alcohol and/or toxicology testing, and a blood or saliva 
sample for DNA analysis and comparison. The instruction sheet and/or checklist should guide examiners on 
maintaining the chain of custody for evidence collected. (SEE PAGES 79-80) 
 
Recommendations for jurisdictions and responders when developing/customizing kits: 
 

• Use kits that meet or exceed minimum guidelines for contents. 
• Work to standardize sexual assault evidence collection kits within a jurisdiction and across a state or 

territory, or for federal cases.  
 

5. Timing considerations for collecting evidence: Although many jurisdictions have traditionally used 72 hours 
after the assault as the standard cutoff time for collecting evidence, a large number of jurisdictions have 
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moved toward longer time frames as cut off points. Many jurisdictions have now extended the standard cutoff 
time (e.g., to 5 days or 1 week). The use of such timeframes is supported by empirical evidence. Advancing 
DNA technologies continue to extend time limits because of the stability of DNA and sensitivity of testing. 
These technologies are even enabling forensic scientists to analyze evidence that was previously unusable 
when it was collected years ago. Thus, it is critical that in every case where patients are willing, examiners 
obtain the pertinent medical forensic history, examine patients, and document findings. Not only can the 
information gained from the relevant history and exam help health care providers address patients’ medical 
needs, but it can guide examiners in determining whether there is evidence to collect and, if so, what to 
collect. (SEE PAGES 81-82) 
 
Recommendations for health care providers and other responders to maximize evidence collection: 
 

• Recognize the importance of gathering information for the medical forensic history, examining 
patients, and documenting exam findings, separate from collecting evidence. 

• Examine patients promptly to minimize loss of evidence and identify medical needs and concerns. 
• Make decisions about whether to collect evidence and what to collect on a case-by-case basis, 

guided by knowledge that outside time limits for obtaining evidence vary due to factors such as the 
location of the evidence or type of sample collected. 

• Responders, examiners, and law enforcement representatives should seek education and resources 
to aid them in making well-informed decisions about evidence collection. 

 
6. Evidence integrity: Properly collecting, preserving, and maintaining the chain of custody of evidence is 
critical to its subsequent use in criminal justice proceedings. (SEE PAGES 83-84)  
 
Recommendations for health care providers and other responders to maintain evidence integrity: 
 

• Follow jurisdictional policies for drying, packaging, labeling, and sealing evidence. 
• Make sure transfer policies maximize evidence preservation. 
• Make sure storage policies maximize evidence preservation. 
• Document the handling, transfer, and storage of evidence. 

 
 
C. The Examination Process 
 
1. Initial contact: Some sexual assault patients may initially present at a designated exam facility, but most 
who receive immediate medical care initially contact a law enforcement or advocacy agency for help. If 911 
is called, law enforcement or emergency medical services (EMS) may be the first to provide assistance to 
victims. Communities need to have procedures in place to promptly respond to disclosures/reports of sexual 
assault in a standardized and victim-centered manner. (SEE PAGES 87-90)  
 
Recommendations for jurisdictions and responders to facilitate initial contact with victims: 
 

• Build consensus among involved agencies regarding procedures for a coordinated initial response 
when a recent sexual assault is disclosed or reported.  Educate responders to follow procedures 

• Recognize essential elements of initial response. 
 
2. Triage and intake: Once patients arrive at the exam site, health care personnel must evaluate, stabilize, 
and treat for life-threatening and serious injuries according to facility policy. Standardized procedures for 
response in these cases should be followed, while respecting patients and maximizing evidence 
preservation. (SEE PAGES 91-92) 
 
Recommendations for health care providers to facilitate triage and intake that addresses patients’ needs: 
 

• Consider sexual assault patients a priority. 
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•  First perform a prompt, competent medical assessment. Then respond to acute injury, the need for 
trauma care, and safety needs of patients before collecting evidence.  

• Alert examiners of the need for their services. 
• Contact victim advocates so they can offer services to patients, if not already done. 
• Assess and respond to safety concerns upon arrival of patients at the exam site, such as threats to 

patients or staff. 
• Assess patients’ needs for immediate medical or mental health intervention prior to the evidentiary 

exam, following facility policy.  
 
3. Documentation by health care personnel: Examiners document exam findings, the medical forensic 
history, and evidence collected in the medical forensic report. (SEE PAGE 93-94)  
 
Recommendations for health care providers to complete needed documentation:  
 

• Ensure completion of all appropriate documentation. 
• Educate examiners on proper documentation. 
• Ensure the accuracy and objectivity of medical forensic reports. 
 

4. The medical forensic history: Examiners ask the patient questions in a language the patient understands 
to obtain this history. This information guides them in examining the patient and collecting evidence. (SEE 
PAGES 95-98)  
 
Recommendations for health care providers to facilitate gathering information from patients: 
 

• Coordinate medical forensic history taking and investigative interviewing.  
• Advocates should be able to provide support and advocacy during the history, if desired by patients. 
• Consider patients’ needs prior to and during information gathering. 
• Obtain the medical forensic history. 

 
5. Photography: Photographic documentation of injury or other visible evidence on the patient’s body can 
supplement the medical forensic history and the written documentation of physical findings and evidence. 
(SEE PAGES 99-102) 
 
Recommendations for health care providers and other responders to photograph documentation: 
 

• Consider the extent of forensic photography necessary.  
• Consider the equipment. 
• Consider patient comfort and privacy.  
• Explain forensic photography procedures to patients. 
• Take initial and follow-up photographs as appropriate, according to jurisdictional policy.  

 
6. Exam and evidence collection procedures: Examiners examine patients and collect evidence according to 
jurisdictional policy. Findings from the exam and collected evidence often help reconstruct the events in 
question in a scientific and objective manner. (SEE PAGES 103-113)  
 
Recommendations for health care providers to conduct the exam and facilitate evidence collection: 
 

• Recognize the evidentiary purpose of the exam.  
• Strive to collect as much evidence from patients as possible, guided by the scope of informed 

consent, the medical forensic history, exam findings, and instructions in the evidence collection kit. 
• Be aware of and document evidence and injuries that may be pertinent to the issue of whether the 

patient consented to the sexual contact with the suspect.  
• Understand how biological evidence is tested. 
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• Prevent exposure to infectious materials and risk of contamination of evidence. 
• Understand the implications of the presence or absence of seminal evidence. 
• Modify the exam and evidence collection to address the specific needs and concerns of patients. 
• Explain exam and evidence collection procedures to patients. 
• Conduct the general physical and anogenital exam and document findings on body diagram forms. 
• Collect evidence to submit to the crime lab for analysis, according to jurisdictional policy. 
• Collect other evidence.  
• Keep medical specimens separate from evidentiary specimens collected during the exam. 

 
7. Alcohol and drug-facilitated sexual assault: Responders must consider the possibility that drugs and/or 
alcohol may have been used to facilitate an assault. They must know how to screen for suspected alcohol 
and drug-facilitated sexual assault, obtain informed consent of patients for testing, and collect toxicology 
samples when appropriate. (SEE PAGES 114-118)  
 
Recommendations for jurisdictions and responders to facilitate response in suspected alcohol- or drug-
facilitated sexual assault:  
 

• Promote training and develop jurisdictional policies.  
• Plan response to voluntary use of drugs and/or alcohol by patients. 
• Be clear about the circumstances in which toxicology testing may be indicated. Routine testing is not 

recommended.  
• Toxicology testing procedures should be explained to patients.  
• Toxicology samples should be collected as soon as possible after a suspected drug-facilitated case 

is identified and informed consent is obtained, even if patients are undecided about reporting to law 
enforcement.  

• Identify toxicology laboratories. 
• Preserve evidence and maintain the chain of custody. 

 
8. Sexually transmitted infection (STI) evaluation and care: Because contracting an STI from an assailant is 
of significant concern to patients, it should be addressed during the exam. (SEE PAGES 119-124) 
 
Recommendations for health care providers to facilitate STI evaluation and care: 
  

• Offer patients information in a language they understand.  
• Consider the need for STI testing on an individual basis.  
• Encourage patients to accept prophylaxis against STIs if indicated. 
• Encourage follow-up STI exams, testing, immunizations, counseling, and treatment as directed. 
• Address concerns about HIV infection.  

 
9. Pregnancy risk evaluation and care: Patients may fear becoming pregnant as a result of an assault. Health 
care providers must address this issue according to facility and jurisdictional policy. (SEE PAGEs 125-126) 
 
Recommendations for health care providers to facilitate pregnancy evaluation and care:  
 

• Discuss the probability of pregnancy with patients who have reproductive capability.  
• Administer a pregnancy test for all patients with reproductive capability (with their consent). 
• Discuss treatment options with patients in their preferred language. 

 
A victim of sexual assault should be offered prophylaxis for pregnancy, subject to informed consent and 
consistent with current treatment guidelines.  Conscience statutes will continue to protect health care 
providers who have moral or religious objections to providing certain forms of contraception.  In a case in 
which a provider refuses to offer certain forms of contraception for moral or religious reasons, victims of 
sexual assault must receive information on how to access these services in a timely fashion. 
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10. Discharge and follow-up: Health care personnel have specific tasks to accomplish before discharging 
patients, as do advocates and law enforcement representatives (if involved). Responders should coordinate 
discharge and follow-up activities as much as possible to reduce repetition and avoid overwhelming patients. 
(SEE PAGES 129-131) 
 
Recommendations to facilitate discharge and follow-up: 
 

• Address issues related to medical discharge and follow-up care.  
• Advocates, law enforcement representatives, and other involved responders can coordinate with 

health care providers to discuss a range of other issues with patients prior to discharge.   
 
11. Examiner court appearances: Health care providers conducting the exam should expect to be called on 
to testify in court as fact and/or expert witnesses. (SEE PAGES 133-135) 
 
Recommendations for jurisdictions to maximize the usefulness of examiner testimony in court: 
 

• Encourage broad education for examiners on testifying in court.  
• Promote prompt notification of examiners if there is a need for them to testify in court. 
• Encourage pretrial preparation of examiners. 
• Encourage examiners to seek feedback on testimony to improve effectiveness of future court 

appearances. 
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Introduction 
 
Sexual assault is a prevalent crime in our society that has a devastating and long-term impact on individuals 
from all walks of life. Although an assault can be traumatizing in and of itself, it can result in a range of 
problems for the victim, such as acute and chronic mental health problems, physical injuries, pregnancy, and 
sexually transmitted infections (STIs).12 It is essential that communities offer assistance to victims in the 
immediate aftermath of an assault. Communities must also work to hold offenders accountable for their 
actions and stop them from committing further sexual violence. Elements of response typically include the 
following:  
 

• Provision of a prompt medical screening exam and treatment, including stabilization and/or referral 
for medical care for victims as needed; 

• Collection of evidence from victims and documentation of findings, which may aid investigation and 
prosecution; 

• Responding to, documenting, and investigating sexual assault, which generally includes collection of 
evidence from the scene of the sexual assault, which may lead to charges against suspects and 
prosecution;  

• Support, crisis counseling, information and referrals for victims, as well as advocacy to ensure that 
victims receive appropriate assistance; and 

• Support and information for victims’ families and friends.  
 
This document focuses on elements of immediate response that are the responsibility of health care 
providers—medical care for sexual assault patients and collection of evidence from them. It seeks to assist 
health care personnel in validating and addressing patients’ health concerns, minimizing the trauma patients 
may experience, promoting healing, and maximizing the collection and preservation of evidence from 
patients, including documentation of findings, for potential use in the legal system. (A sexual assault medical 
forensic examination as described in this document addresses both medical and evidentiary needs of the 
patient following sexual assault).  
 
This protocol also addresses the role of advocates, law enforcement representatives, prosecutors, forensic 
scientists, and other responders in the medical forensic exam process. For various reasons (such as fear, 
stigma, lack of information, lack of access, or mental trauma), many sexual assault victims choose not to 
seek medical care or have evidence collected. However, coordination among professionals involved in 
immediate response may be instrumental in reversing this trend. It is often found that victims will seek 
assistance when responders work together to ensure that victims are informed of their options for assistance, 
encouraged to address their needs, have their spiritual and psychological needs respected, and are aided in 
obtaining the help they want. In addition, multidisciplinary coordination has proven to enhance medical care 
provided to victims as well as evidence collection and preservation efforts.13  
 
Background 
 
This national protocol was developed by the Office on Violence Against Women (OVW) under the direction of 
the Attorney General pursuant to the Violence Against Women Act of 2000.14 In developing the protocol, 
OVW reviewed existing protocols on sexual assault forensic examinations and consulted with national, state, 
local, and tribal experts on sexual assault. Experts were consulted from rape crisis centers; state and tribal 
sexual assault and domestic violence coalitions and programs; and programs for criminal justice, forensic 

                                                      
12 STI are also commonly known as sexually transmitted diseases (STDs). 
13 For example, when first responders explain to victims how to preserve evidence on their bodies and clothing prior to arrival at the 
exam site, they may increase the likelihood that the evidence will be collected rather than contaminated or destroyed.  
14 The statutory requirement to develop this protocol can be found in Section 1405 of the Violence Against Women Act of 2000, Public 
Law 106-386. The statutory requirement also mandates the development of a national recommended standard for training for health 
care professionals performing these examinations, as well as related training for all health care students. These training standards were 
released in June, 2006 and are available at http://www.dna.gov/.    

http://www.dna.gov/
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nursing, forensic science, emergency medicine, law, social services, and sex crimes in underserved 
communities.15 
 
Starting in the summer of 2001, the Department of Justice (DOJ) began gathering information on resources, 
issues, and gaps related to sexual assault medical forensic exams. The first task was to identify and obtain 
relevant materials and data. Existing national and jurisdictional protocols on the exam and immediate 
multidisciplinary responses to sexual assault were sought,16 as well as documents that analyzed jurisdictional 
response. Input was solicited on issues, gaps, and promising practices from numerous organizations, 
associations, and individuals representing disciplines involved in the response to sexual assault. In addition, 
numerous persons were contacted who could offer perspectives on particular issues related to the exam 
process. State sexual assault coalitions and state government agencies that oversee violence against 
women programs, as well as tribal coalitions, were also contacted to gain information on their activities 
concerning protocol development and training. In some states, data was obtained through discussions with 
sexual assault forensic examiners and coordinators of examiner programs or sexual assault response teams.  
 
A series of forums was held in the summer and fall of 2002, calling upon practitioners and policymakers 
involved in victim advocacy, health care, forensic science, and criminal justice fields to assist in developing a 
national protocol. After a draft protocol for adult and adolescent victims was developed in early 2003, it was 
distributed to a wide array of individuals and organizations for their review and feedback.17 Comments were 
first solicited from the individuals who were invited to the forums. Then input was sought from sexual assault 
survivors, as well as tribal sexual assault and domestic violence coalitions and local advocacy programs. 
Members of the National Advisory Committee on Violence Against Women also reviewed the draft and 
provided input. After several revisions of the document, feedback was solicited during the summer of 2003 
from many national and state organizations and some local agencies that deal with sexual assault issues or 
serve diverse populations, as well as other individuals representing relevant disciplines. Comments received 
were incorporated into the document where appropriate.  
 
Many of the revisions from the original protocol are based on recommendations made by the consulted 
experts. Some of the recommendations are based on empirical research. Although research has been and 
continues to be done in many areas related to the medical forensic exam, much more research needs to be 
done to evaluate the impact of the exam process and specific exam components on victim well-being and 
criminal justice outcomes.   For this revision, OVW solicited input from technical assistance providers 
representing the relevant disciplines, such as forensic nurses, doctors, prosecutors, law enforcement, 
advocates, and civil attorneys, as well as the National Institute of Justice. We also held a webinar with 
relevant experts. 
 
The national protocol recommends, rather than mandates, methods for conducting the medical forensic 
exam.18 It serves as an informational guide to communities as they develop or revise their own protocols.19 In 
no way does it invalidate previously established jurisdictional protocols, policies, or practices.  
 
About This Document 
 
Organization. Protocol recommendations are organized into several broad sections: A) overarching issues, 
B) operational issues, and C) the examination process. Each section builds on information presented in 

                                                      
15 Such consultation was required under Section 1405 of the Violence Against Women Act of 2000, Public Law 106-386. 
16 Protocols reviewed varied in scope, focus, targeted audiences, and level of detail. Most addressed to some extent exam and evidence 
collection procedures, drug-facilitated assault, evidence integrity, and evaluation and care for STIs, HIV, and pregnancy. Some also 
addressed roles of involved responders, multidisciplinary coordination, reporting, crime lab testing, court testimony, issues related to 
victims’ needs, working with specific populations of victims, payment for the exam, and crime victims’ compensation. 
17 The scope of this protocol is limited to the sexual assault medical forensic exam of adult and adolescent victims. A separate protocol 
should be developed on child exams. Not only is child sexual victimization a complex topic in and of itself, but response to child victims 
can be considerably different from response to adult and adolescent victims.  
18 The protocol has no regulatory purpose and is not intended to nor does it provide legal advice. (Statement adapted from the Hawaii 
State Sexual Assault Protocol for Forensic and Medical Examinations, Introduction, 1999.) 
19 Those involved in the development of this protocol strove to create a document that addressed the many issues facing communities 
across the nation related to the exam process. However, there may be instances where the document falls short of adequately 
addressing specific needs or challenges facing a jurisdiction or a specific population of victims. See appendix A on customizing 
protocols for ways that jurisdictions can address these limitations when they are developing/revising their own protocols. 
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previous sections and comprises tasks to be addressed, issues to be considered and related 
recommendations. Although an effort has been made to avoid repetition of information throughout the 
document, there are instances where data are repeated for clarity or emphasis. The appendixes discuss the 
topics of protocol customization by jurisdictions and creation of sexual assault response teams.  
 
Protocol foundation. This protocol is based on a belief that it is possible, with a victim’s consent, to 
simultaneously address the immediate health needs of a victim and the future needs of the justice system.  
 
Key principles underlying response to sexual assault victims as discussed in this document include: 
 

• Recognition of victim safety and well-being as paramount goals of response. 
• Recognition that victims know far more about themselves and their needs than responders. 
• Respect for victims’ right to make their own choices. 
• Recognition that providing victims with information about their options during the exam process, 

expected consequences of choosing one option over another, and available resources can help 
them make more informed decisions. 

• Recognition that all victims, regardless of differences in backgrounds and circumstances, and 
regardless of their decision to report the crime or not, have the right to receive a high-quality medical 
forensic exam and to be treated with respect and compassion. 

• Respect for victims’ right to confidentiality.  
• Recognition of the importance of victims’ feedback to improving the exam process.  

 
Another important principle is recognition that the vast majority of sexual assaults are committed by 
assailants known to victims. Historically, sexual assault committed by nonstrangers was not taken seriously 
and interventions were less than adequate. It is imperative that all involved responders acknowledge that 
sexual assaults committed by persons known to victims are as grave a crime as those committed by 
strangers. Responders should be aware that victims’ reactions to an assault are affected by a multitude of 
factors: one of them being the prior relationship between the victim and the offender. They should also 
understand that many variables may affect the relevance of certain types of evidence to a particular case, 
including whether an assault was committed by a stranger, a known offender who claims no sexual contact 
with the victim, or a known offender who claims the victim consented to the contact.20  
 
Use of Terms  
 
Many terms are explained throughout the protocol to clarify the context in which they are used.21 However, it 
may be helpful to discuss briefly the following terms in advance (in alphabetical order):  
 
Adolescent: Adolescents are distinguished in the protocol from prepubertal children who require a pediatric 
exam. This document focuses on the examination of females who have experienced the onset of menarche 
and males who have reached puberty. However, it is important to recognize that age also plays a role in 
whether a person is treated as a child or adolescent. For example, some adolescent girls may not start 
menstruating until their later teen years. While the physical developmental level of these patients must be 
taken into account when performing the exam, they should otherwise be treated as adolescents rather than 
children. Legally, jurisdictions vary in the age at which they consider individuals to be minors, laws on child 
sexual abuse, mandatory reporting policies for sexual abuse and assault of minors, instances in which 
minors can consent to treatment and evidence collection without parental/guardian involvement, and the 
scope of confidentiality that minors are afforded. Involved responders should be well versed in their 
jurisdictional laws and policies regarding the above issues, screening procedures for determining whether a 
pediatric exam is needed (particularly in the case of younger adolescents), and local protocols for response 
to prepubertal victims. Exam sites are to follow the jurisdictional laws regarding parental/guardian consent.  
                                                      
20 For example, evidence that identifies a suspect in a stranger case, such as DNA evidence, is critical to the continuing investigation. In 
cases in which the victim knows the suspect, evidence that identifies suspects is important if suspects claim they had no sexual contact 
with victims. In cases in which suspects claim that victims consented to the sexual contact, evidence identifying suspects is less crucial 
and evidence and documentation related to whether force or coercion was used against victims is often more important. 
21 Keep in mind that these definitions may vary from those used generally or in exam protocols developed by states, territories, tribes, 
and local communities. 
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Communitywide sexual assault coordinating councils: These multidisciplinary groups typically work to 
facilitate a communitywide response to sexual assault that is appropriate, coordinated, and comprehensive. 
They tend not to be involved in direct response, but rather endeavor to improve overall services, 
interventions, and prevention efforts. Communitywide coordinating council is a broad term for such a group, 
but possibilities are endless for what a jurisdiction may call such a group. This group may be a subcommittee 
of an entity that more generally promotes coordinated response to violence in the community.  
 
Coordinated community response: This term refers to immediate and longer term community response to 
sexual assault that is coordinated among involved responders. The idea is that while each responder 
provides services and/or interventions according to agency-specific policies, they also work with responders 
from other agencies and disciplines to ensure that they coordinate responses. The desired result is a 
collective response to victims and offenders that is appropriate, streamlined, and as comprehensive as 
possible. Coordinated community response to sexual assault is a concept that developed out of a need to 
reduce the historically fragmented approach to these cases and the negative impact of fragmentation on 
victim well-being, offender accountability, and prevention of future assault. These community responses may 
be known as sexual assault response teams or sexual assault response and resource teams (SARTs or 
SARRTs). 
 
Culture: This term refers to a body of learned beliefs, traditions, and guides for behaving and interpreting 
behavior that may be shared among members of a particular group. Aspects of a culture include its values, 
beliefs, customs, communication styles, behaviors, practices, and institutions.22 In this document, a cultural 
group refers not only to an ethnic, racial, or religious group, but also to other groups with distinct cultures 
such as senior citizen; Deaf and hard-of-hearing communities; populations with differing sexual orientations, 
gender identities, or gender expressions; immigrants; refugees; the homeless; military personnel and their 
dependents; adolescents; prison inmates; and victims of sex trafficking or victims of commercial sexual 
exploitation. Individuals often belong to multiple cultural groups. 
 
An immediate response to victims should sensitively and appropriately address their related cultural needs 
and concerns. It is important that responders acknowledge that victims from certain cultures in a community 
may be underserved, unserved, or misserved by the systems responsible for response and should work to 
improve response to these populations.  
 
Disability: A person with a disability is an individual who has a physical or mental impairment that 
substantially limits one of more of that individual’s major life activities, who has a record of such impairment, 
or is regarded as having such impairment.   
 
Major life activities include, but are not limited to, caring for oneself, performing manual tasks, seeing, 
hearing, eating, sleeping, walking, standing, lifting, bending, speaking, breathing, learning, reading, 
concentrating, thinking, communicating, and working.  A major life activity also may include the operation of 
major bodily functions, including but not limited to, functions of the immune system, normal cell growth, 
digestive, bowel, bladder, neurological, brain, respiratory, circulatory, endocrine, and reproductive functions. 
 
An impairment need not prevent, or significantly or severely restrict, the individual from performing a major 
life activity in order to be considered a disability.  Determining whether an impairment substantially limits a 
major life activity is done without regard to the ameliorative effects of mitigating measures.  Mitigating 
measures include medication, medical supplies, equipment, appliances, prosthetics, hearing aids and 
cochlear implants, mobility devices, oxygen therapy equipment, use of assistive technology, and learned 
behavioral or adaptive neurological modifications. 
 
An impairment that substantially limits one major life activity need not limit other major life activities in order 
to be considered a disability.  An impairment that is episodic or in remission is a disability if it would 
substantially limit a major life activity when active. 
 
                                                      
22 The first two sentences in this paragraph are drawn from A. Blue, The Provision of Culturally Competent Health Care, from the Web 
site of the Medical University of South Carolina College of Medicine 
(http://academicdepartments.musc.edu/fm_ruralclerkship/curriculum/culture.htm).   

http://academicdepartments.musc.edu/fm_ruralclerkship/curriculum/culture.htm
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An individual is “regarded as” a person with a disability if that individual is discriminated against because of 
an actual or perceived physical or mental impairment, whether or not the impairment limits a major life 
activity. 
 
Domestic violence: This term broadly refers to any abusive and coercive behavior used to control an intimate 
partner (a spouse, boyfriend/girlfriend, or former spouse or boyfriend/girlfriend) and/or a family member.23 
Some examples of tactics employed by abusers to control victims are use of coercion, threats, and 
intimidation; emotional, physical, and sexual abuse; economic manipulation; use of privilege; use of children 
and pets; isolation of victims; minimization and denial of violence; and blaming victims for violence.24 An 
episode of domestic violence often includes multiple actions, and the violence typically escalates over time. 
In this protocol, it is important to be aware that sexual assault can be a significant part of domestic violence. 
Response to sexual assault occurring within a domestic violence context requires understanding of the 
overlapping dynamics of sexual assault and domestic violence, the complex needs of victims, the potential 
dangerousness of offenders, the resources available for victims, and adherence to jurisdictional policies on 
response to domestic violence.   
 
Exam site: Emergency health care facilities, such as those in hospitals, traditionally have been the setting for 
provision of medical forensic services to sexual assault patients. However, nonemergency health care 
programs, such as hospital-based or community-based examiner programs, community clinics, mobile health 
clinics, tribal health clinics, local health departments, military hospitals or clinics, and college and university 
health centers, may also offer full or partial sexual assault medical forensic services. Sexual assault forensic 
examiners also may conduct exams at additional health care and non-health care sites. The facility 
conducting the exam may be referred to in this protocol as the “exam site,” in recognition of the fact that not 
all sites performing the exam are health care facilities. Clinical staff providing care at exam sites are broadly 
referred to in this document as “health care providers,” ”health care staff,” “health care personnel,” and 
“health care clinicians.” In some communities, forensic exams may be conducted by lay health care 
providers, community health aides, or others who have been trained to perform forensic exams.  
 
Examiner: The term refers to the health care provider conducting the sexual assault medical forensic 
examination. The examiner is also referred to in this document as the “sexual assault forensic examiner,” 
“sexual assault examiner,” and “forensic examiner.” Many communities refer to their sexual assault 
examiners by more specific acronyms based upon the discipline of practitioners and/or specialized education 
and clinical experiences.  
 
First responder: A first responder is a professional who initially responds to a disclosure of a sexual assault 
(there is often more than one first responder). These professionals typically must follow agency-specific 
policies for responding to victims. Those who traditionally have been responsible for immediate response to 
adult and adolescent sexual assaults include victim advocates, 911 dispatchers, law enforcement 
representatives, and health care providers. A wide range of other responders also may be involved, such as 
emergency medical technicians, public safety officials, protective service workers, prosecutors and 
victim/witness staff, private physicians, staff from local health care facilities, mental health providers, social 
service workers, corrections and probation staff, religious and spiritual counselors/advisors/leaders, school 
personnel, employers, qualified interpreters, and providers from organizations that address needs of specific 
populations (e.g., persons with disabilities, racial and cultural groups, senior citizens, the poor and homeless, 
runaways and adolescents in foster care, and domestic violence victims). Families and friends of victims also 
can play an important role in the initial response, because victims may first disclose the assault to them, ask 
for their help in seeking professional assistance, and want their ongoing support. However, they are not 
considered first responders in this document, because they are not responding to these disclosures in an 
official capacity.  
 
Forensic scientist: The forensic scientist is responsible for analyzing evidence in sexual assault cases. This 
evidence typically includes DNA and other biological evidence, toxicology samples, latent prints, and trace 
evidence. Some forensic scientists specialize in the analysis of specific types of evidence. In this protocol, 
forensic scientists working in jurisdictional crime laboratories are often referred to as “crime lab/laboratory 
                                                      
23 Drawn from M.A. Dutton, “The Dynamics of Domestic Violence: Understanding the Response from Battered Women,” Florida Bar 
Journal 68(9), January 24, 1994. 
24 Drawn from the Power and Control Wheel developed by the Domestic Violence Intervention Project of Minnesota.  
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personnel” and “crime lab/laboratory scientists.” Forensic scientists analyzing drug and alcohol samples are 
also referred to as “toxicologists.” Forensic scientists in many communities may respond to crime scenes to 
collect evidence and to process the scene. 
 
Jurisdiction: This term is used in two ways in the protocol. One is to broadly describe a community that has 
power to govern or legislate for itself. For example, a jurisdiction may be a local area, a state, a territory, or 
tribe. A jurisdiction may also be referred to in the protocol as a “community.” The term also describes the 
authority to interpret and apply laws and is used in this context mainly when identifying who has “jurisdiction” 
over a particular case.  
 
Language assistance services (LAS): Language assistance services are oral language services for 
interpretation and written language services, translation of written materials into languages other than 
English for limited English proficient (LEP) individuals. 
 
Law enforcement representative: Different types of law enforcement agencies exist at the local, state, 
territory, tribal, and federal levels (e.g., state, county, tribal, or local police or sheriff, sworn police on college 
campuses, the FBI, the Bureau of Indian Affairs (BIA), and military police). Any of these agencies could 
potentially be involved in responding to sexual assault cases. Also, in areas without a local law enforcement 
agency, public safety officials may assist in immediate response to sexual assault victims. Some agencies 
may have staff with specialized education and experience in sexual assault investigations, which may be 
dedicated to investigating sexual assault cases and/or may be part of a special unit for investigating sexual 
assaults. In this protocol, personnel from law enforcement agencies are referred to as “law enforcement 
officers” or “law enforcement representatives,” unless more specificity is required.  
 
Limited English Proficient (LEP): Refers to individuals who do not speak English as their primary language 
and have a limited ability read, speak, write, or understand English.  LEP individuals may be entitled to 
language assistance services to ensure they have meaningful access to a benefit, program, or service that 
receives federal financial assistance. 
 
Prosecutor: Different types of prosecution offices exist at the local, tribal, state, territory, and federal level 
(e.g., tribal prosecutor’s office, county prosecutor’s office, district attorney’s office, state attorney’s office, 
United States Attorney’s office, and military judicial branches). Any of these offices could be involved in 
responding to sexual assault cases. In addition, some offices may have personnel with specialized education 
and experience in sexual assault prosecutions, who may be dedicated to prosecuting sexual assault cases 
and/or may be part of a special unit for prosecuting sexual assaults. In this protocol, attorneys from 
prosecution offices will be referred to as “prosecutors” unless more specificity is required. 
 
Sexual assault: Generally speaking, sexual assault is the sexual contact of one person with another without 
appropriate legal consent. This definition includes, but is not limited to, a wide range of behavior classified by 
state, territory, federal, and tribal law as rape, sexual assault, sexual misconduct, and sexual battery. Refer 
to applicable statutes for precise definitions in a specific jurisdiction.25  
 
Sexual assault medical forensic examination: The sexual assault medical forensic exam is an examination of 
a sexual assault patient by a health care provider, ideally one who has specialized education and clinical 
experience in the collection of forensic evidence and treatment of these patients. The examination includes 
gathering information from the patient for the medical forensic history; an examination; coordinating 
treatment of injuries, documentation of biological and physical findings, and collection of evidence from the 
patient; documentation of findings; information, treatment, and referrals for STIs, pregnancy, suicidal 
ideation, alcohol and substance abuse, and other nonacute medical concerns; and follow-up as needed to 
provide additional healing, treatment, or collection of evidence. This exam is referred to as the “forensic 
medical examination” under the Violence Against Women Act (VAWA).  
 
Sexual assault response team (SART) also called a sexual assault response and resource team (SARRT): A 
SART/SARRT is a multidisciplinary team that provides specialized immediate response to victims of recent 

                                                      
25 Drawn from the American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually 
Abused Patient, 1999, Overview, p. 7. 
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sexual assault. The team typically includes health care personnel, law enforcement representatives, victim 
advocates, prosecutors (usually available on-call to consult with first responders, although some may be 
more actively involved at this stage), and forensic lab personnel (typically available to consult with 
examiners, law enforcement, or prosecutors, but not actively involved at this stage). However, SART/SARRT 
components vary by community. The term “SARRT” (written with two “R”s) stands for “Sexual Assault 
Response and Resource Team.” This term is used for communities that involve a wider array of agencies 
and disciplines in their collaborative effort. A SARRT (with two “R”s) will thus involve all of the first 
responders who are typically included in a SART (with one “R”), but it may also include professionals who 
coordinate services for victims beyond the immediate response (e.g., representatives from mental health, 
public health, substance abuse treatment, and other social services). Many of these SARRTs meet monthly 
and often engage in systems review to ensure that the best victim-centered services are being provided in 
their communities. 
 
Suspected sex offender: A suspected sex offender is an individual suspected of committing a sexual assault. 
In this document, the suspected sex offender is typically referred to as a “suspect.” When litigation is 
discussed, the suspected sex offender may be referred to as a “defendant.” When talking more broadly 
about sex offenders, they may be referred to as “sex offenders,” “assailants,” or “perpetrators.”  
 
Victim: A sexual assault victim is someone who has been sexually assaulted. In this document, a victim can 
be a female or male; a person whose gender identity may not conform to his or her sex, or may be someone 
who doesn’t identify as either male or female; either adult or adolescent. There may be instances where 
individuals, such as unconscious persons or persons with cognitive disabilities, do not actually disclose that 
they have been assaulted, but others suspect that this may be this case and may be lawfully able to seek 
help for them. The term “survivor” is used in this document when referring to victims who are involved in 
long-term healing or have healed from sexual assault. It is important to note that because this document 
addresses a multidisciplinary response, the term “victim” is not used in a strictly criminal justice context. The 
use of “victim” simply acknowledges that persons who disclose they have been sexually assaulted should 
have access to certain services and interventions designed to help them be safe, recover, and seek justice. 
The term “patient” is also used when discussing the role of medical providers.  
 
Victim service provider/advocate: A victim service provider/sexual assault victim advocate (also referred to 
as “victim advocate” and “advocate”) may offer victims and their significant others a range of services during, 
and following, the exam process. These services may include support, crisis intervention, information and 
referrals, interpretation or translation, and advocacy to ensure those victims’ interests are represented, their 
wishes respected, and their rights upheld. In addition, advocates and other victim service providers may 
provide follow-up services, such as support groups, counseling, accompaniment to related appointments, 
and legal advocacy (civil, criminal, and immigration) to help meet the needs of victims, their families, and 
friends. 
 
A number of agencies may offer some or all of the services described above, including community-based 
sexual assault victim advocacy programs,26 criminal justice system victim-witness offices, patient advocate 
programs at health care facilities, campus or military victim service programs, tribal social services, adult 
protective services, and others. Where they exist, community-based sexual assault victim advocacy 
programs are typically best positioned to provide these specific services. Community-based advocacy 
programs may use paid and/or volunteer advocates to provide services 24 hours a day, every day of the 
year. It is important to know that information victims share with government-based service providers usually 
becomes part of the criminal justice record, while community-based advocates typically can provide some 
level of confidential communication for victims. In addition, community-based advocates commonly receive 
education specific to the medical forensic exam process and sexual assault issues in general. 
 
Victim-centered: A “victim-centered” approach as used in this protocol recognizes that sexual assault victims 
are central participants in the medical forensic exam process, and they deserve timely, compassionate, 
respectful, and appropriate care. Victims have the right to be fully informed in order to make their own 
decisions about participation in all components of the exam process. Responders need to do all that is 
                                                      
26 In some areas, the community-based sexual assault victim advocacy program is a component of an umbrella organization serving 
additional populations (e.g., a dual sexual assault/domestic violence advocacy agency, a center for women, or a mental health agency). 
In others, the community-based sexual assault victim advocacy program is a stand-alone organization.  
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possible to explain possible options, the consequences of choosing one option over another, and available 
resources, as well as support victims in their choices.  Medical personnel may refer to this as “patient-
centered care.” 
 
Vulnerable adults: This term is used in this document to refer to adult individuals with impaired and/or 
reduced mental capacity who have difficulty or cannot comprehend events that occurred or will occur (e.g., 
the assault itself or initial response by professionals), questions they will be asked during the exam, or the 
exam process itself. Exam sites should have internal policies based on jurisdictional statutes governing 
consent for treatment for and evidence collection from such patients.  
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 A. Overarching Issues 
 
This section presents issues that impact all or most of the sexual assault medical forensic exam 
process. The following chapters are included:  
 
 

• Coordinated Team Approach 
 
• Victim-Centered Care 
 
• Informed Consent 
 
• Confidentiality 
 
• Reporting to Law Enforcement 
 
• Payment for the Examination Under VAWA 
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1. Coordinated Team Approach 
  
Recommendations at a glance for jurisdictions to facilitate a coordinated team approach: 
 
• Understand that the purpose of the exam is to address patients’ health care needs and collect evidence 

when appropriate for potential use within the criminal justice system. 
• Identify key responders and their roles. 
• Develop quality assurance measures to ensure effective response during the exam process. 
 
Communities should ensure that victims, regardless of their backgrounds or circumstances, have access to 
medical, legal, and advocacy services. Use of a coordinated, multidisciplinary approach in conducting the 
medical forensic examination can afford victims access to comprehensive immediate care, help minimize 
trauma they may be experiencing, and encourage the use of community resources. Such a response can 
also enhance public safety by facilitating investigation and prosecution, thereby increasing the likelihood that 
offenders will be held accountable for their behavior and further sexual assaults will be prevented. Raising 
public awareness about the existence and benefits of a coordinated response to sexual assault may lead 
more victims to disclose the assault and seek the help they need.27  
 
Understand that the purpose of the exam is to address patients’ health care needs and collect 
evidence when appropriate for potential use within the criminal justice system. The medical/forensic 
examination in its entirety addresses the medical and evidentiary needs of the consenting patient: 
 

• Conducting prompt examinations. 
• Providing support, crisis intervention, and advocacy. 
• Obtaining a history of the assault. 
• Performing a complete assessment.  
• Documenting exam findings. 
• Evaluating and treating injuries. 
• Properly collecting, handling, and preserving potential evidence. 
• Providing information, treatment, and referrals for STIs and pregnancy. 
• Providing follow-up care for medical and emotional needs as well as further forensic evaluation. 
• Providing language assistance services for limited English proficient, Deaf and hard-of-hearing 

individuals, and those with sensory or communication disabilities. 
 

It is also possible that examiners may provide the following as a routine part of their post-examination 
process depending upon the criminal justice system response: 
 

• Interpreting and analyzing examination findings.  
• Presenting findings and providing factual and/or expert opinion related to the medical forensic 

examination. 
 
Coordination among involved disciplines is strongly recommended to simultaneously address the needs of 
both victims and the justice system. Ensuring that victims’ needs are met often can increase their level of 
comfort and involvement with the legal system. 
 
Identify key responders and their roles. Two types of teams are recommended to facilitate a coordinated 
community response to sexual assault. Some form of a sexual assault response team (SART/SARRT) is 
useful to coordinate immediate interventions and services, including victim support, medical care, evidence 
collection and documentation, and the initial criminal investigation. A communitywide coordinating group 
(often called a “council”) can help promote efforts to improve comprehensive response to sexual violence, 

                                                      
27 This paragraph is drawn partially from American College of Emergency Physicians’ Evaluation and Management of the Sexually 
Assaulted or Sexually Abused Patient, 1999, p. 7. 
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including prevention education and outreach,28 training and technical assistance, improvement of victim 
services, protocol development, public policy advocacy, dissemination of materials, and evaluation of the 
effectiveness of these efforts.29 A communitywide coordinating council may also oversee activities of a 
SART/SARRT. Military bases, school campuses, and tribes may develop coordinating councils or SARTs or 
SARRTs of their own to allow for a more specialized response tailored to the needs of their populations. 
Coordinating councils may also exist to encourage consistent responses across a state, territory, tribal land 
or region.  
 
SART/SARRT membership. A SART/SARRT is composed of professionals involved in immediate response 
to disclosures of sexual assault. A core SART/SARRT commonly includes health care providers, law 
enforcement representatives, and victim advocates. Prosecutors and forensic scientists also are often 
involved, but more as consultants than first responders. Civil attorneys who represent victims are sometimes 
involved as well. Broad roles for SART/SARRT members include (listed in alphabetical order):30 
 

• Advocates may be involved in initial victim contact (via 24-hour hotline or face-to-face meetings), 
offer victim advocacy, support, crisis intervention, information, translation or interpretation, and 
referrals before, during, and after the exam process, and facilitate transportation for the victim to and 
from the exam site. They often provide comprehensive, longer term services designed to aid victims 
in addressing any needs related to the assault, including but not limited to counseling and legal (civil, 
criminal, and immigration) and medical systems advocacy.  

• Civil attorneys protect the interests of sexual assault victims, address concerns that affect 
immediate everyday life and long-term wellbeing of victims, and represent victims in civil legal 
matters.  Civil legal matters may include: privacy, safety, immigration, education, housing, 
employment, and financial issues.  Because civil attorneys represent the individual victim, and not 
the prosecutor, they play a very different role from that of the prosecutor. 

• Forensic scientists analyze forensic evidence and provide results of the analysis to investigators 
and/or prosecutors. They may respond to crime scenes to assist in the collection and processing of 
evidence. They also testify at trial regarding the results of their analysis. 

• Health care providers assess patients for acute medical needs and provide stabilization, treatment, 
and/or consultation. Ideally, sexual assault forensic examiners perform the medical forensic exam, 
gather information for the medical forensic history, collect and document forensic evidence, and 
document pertinent physical findings from patients. They offer information, treatment, and referrals 
for sexually transmitted infections (STIs), pregnancy, and other nonacute medical concerns. They 
may also testify in court if needed. They  coordinate with advocates to ensure that patients are 
offered crisis intervention, support, and advocacy during and after the exam process and encourage 
use of other victim services. They may follow up with patients for medical and forensic purposes. 
Other health care personnel that may be involved include, but are not limited to, emergency medical 
technicians, staff at hospital emergency departments, gynecologists, surgeons, private physicians, 
and/or local, tribal, campus, or military health services personnel.  

• Law enforcement representatives (e.g., 911 dispatchers, patrol officers, officers who process 
crime scene evidence, investigators, and federal law enforcement officers) respond to initial 
complaints, work to enhance victims’ safety, arrange for victims’ transportation to and from the exam 
site as needed, interview victims, coordinate collection and delivery of evidence to designated labs or 
law enforcement property facilities, and investigate cases (e.g., interviewing suspects and witnesses, 
requesting crime lab analysis, reviewing medical and lab reports, preparing and executing search 
warrants, writing reports, and presenting the case to a prosecutor).  

• Prosecutors determine if there is sufficient evidence for prosecution and, if so, prosecute the case. 
They should be available to consult with first responders as needed. A few jurisdictions more actively 

                                                      
28 Although victim advocacy programs and coordinating councils often lead local prevention efforts, SARTs play a role in prevention by 
helping victims plan for their safety and well-being and connecting them with resources that may reduce the likelihood of their future 
revictimization (e.g., emergency shelters and longer term housing programs, protective orders, programs offering free cell phones that 
automatically dial 911 when activated, or businesses that can help change locks and install alarm systems). Initial evidence collection 
and investigative efforts can play a pivotal role in holding offenders accountable and preventing them from reoffending. 
29 American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually Abused Patient, 
1999, p. 19. 
30 Bulleted section partially adapted from Pennsylvania’s SART Guidelines, 2002, created by the Pennsylvania Coalition Against Rape. 



 

25 
 

involve prosecutors, paging them after initial contact and having them respond to the exam site so 
that they can become familiar with the case and help guide the investigation.31  

• Victims' rights attorneys ensure victims’ rights are upheld during the criminal justice process.  
Examples in the sexual assault cases include independent motions to quash subpoenas filed in the 
criminal case (e.g., subpoenas for counseling, medical, educational, and employment records), 
independent rape shield arguments, motions to close courtrooms or limit media access, and motions 
for alternative means of testifying and/or support during testifying. 

 
Each responder should be able to explain to victims the roles of other team members. Depending on the 
case and jurisdictional policies, other professionals or agencies - from perhaps multiple jurisdictions - may 
also be involved in immediate interventions and service provision. They need information about the 
SART/SARRT and its procedures to guide their responses and facilitate coordination of activities with the 
SART/SARRT. SART/SARRT members also need information about those professionals and agencies, their 
roles in sexual assault response, and how to contact and interact with them. 
 
Team efforts are enhanced when SART/SARRT members reflect the communities being served. At the least, 
SART/SARRT members should strive to understand the needs and concerns of specific populations living in 
the area served. SART/SARRTs should reach out to agencies that serve these populations so that team 
members can promptly access their services if needed.  
 
See Appendix B for more information on the creation of SARTs/SARRTs. 
 
Membership of a coordinating council. A coordinating council typically comprises a wide array of 
professionals and citizens who develop the community’s response to sexual assault. Organizations with an 
interest in or a responsibility for sexual assault victims should be considered for membership.32 For example, 
members might include33 victim advocates; legal services providers (civil, criminal, and immigration); 
survivors of sexual assault and their families and friends; health care workers; public health and safety 
officials; law enforcement personnel; prosecutors; victim/witness staff; judicial personnel;34 corrections and 
probation staff; sex offender treatment providers; forensic lab personnel; staff from mental health agencies; 
personnel serving persons with disabilities; substance abuse treatment staff, staff from residential living 
settings such as nursing homes, assisted living programs, and group homes; educators from all levels; 
legislators and government policymakers; exam site administrators; religious and spiritual leaders; and the 
media and business community. Representation from all levels of government that potentially have 
jurisdiction over these cases in the area served should be involved. Equally important are members who can 
address the needs of diverse populations in the community (e.g., racial and cultural groups, senior citizens, 
persons with disabilities, immigrants, the poor and homeless, runaways and adolescents in foster care, 
domestic violence victims, college students, military personnel and dependents, and populations with 
differing sexual orientations and gender identities or expressions). Agencies that provide qualified 
interpreters in sexual assault cases should also be invited to participate.  
 
Attempting to involve all agencies and individuals listed above is an enormous task and could prove to be a 
barrier to council formation and initial council efforts. Therefore, communities should make their own 
decisions about which stakeholders are critical to initial efforts and form a core membership, and then 

                                                      
31 In addition to seeking prosecution of offenders, victims who attend institutions of higher education may have the option of filing 
disciplinary charges. When that happens, members of the judiciary board review the case to decide if the institutional code of conduct 
has been violated and, if so, to determine sanctions. Tribes may also have their own codes related to sexual assault and/or processes 
through which victims can seek remedies, beyond what is available through state or federal prosecution. 
32 American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually Abused Patient, 
1999, p. 19. 
33 List adapted from the American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually 
Abused Patient, 1999, p. 19. 
34 Judges’ conduct in and out of the courtroom is governed by a code of judicial conduct that requires that they do nothing that would 
give the appearance of partiality. Depending on local interpretation of the code, the participation of judicial personnel on a council should 
not negate their ability to be impartial in court. In the unlikely instance that the council is involved with individual cases, judges can 
excuse themselves from those activities. 
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identify which agencies and individuals would be useful to have at the table at some point but are not 
essential to getting started.35 
 
Develop quality assurance measures to ensure effective response during the exam process. Involved 
agencies should have mechanisms to ensure that the quality of discipline-specific response and coordinated 
response is optimal. Some tools to ensure consistent high-quality response by involved professionals include 
training, ongoing education, supervision, periodic performance evaluations, and peer reviews (e.g., medical 
forensic reports). Also useful in facilitating improvements to immediate response are feedback from victims 
and involved professionals and collection and analysis of data from the exam process (as discussed below).   
Review of both active and resolved cases provides many opportunities to improve the performance of 
individual team members and the team as a whole, although certain team members, such as community 
based advocates, may need to be careful about confidentiality in case discussions. 
 
Obtain feedback on victim impact, the exam process, and criminal justice outcomes. All involved responders 
can benefit from victims’ feedback about whether they felt response to the crime was adequate and if 
anything could have been done to improve response or better address their needs. It can be useful to talk 
with victims about their experiences during the exam process, including the location of the exam, and explore 
how the process might be changed to better minimize trauma. Victim feedback can be obtained in several 
ways: by requesting completion of an evaluation form (not immediately after the exam), conducting a follow-
up phone survey, and inviting participation in focus group discussions. It is important to solicit feedback from 
diverse populations in the community (e.g., racial and cultural groups, senior citizens, persons with 
disabilities, persons with limited English proficiency, immigrants, the poor and homeless, runaways and 
adolescents in foster care, domestic violence victims, college students, military personnel and dependents, 
and populations with differing sexual orientations and gender identities).  Ask victims prior to medical 
discharge if they will allow such subsequent contacts and the best method of contacting them. Responders 
should be careful to ask victims for a safe manner to contact them, particularly in situations involving sexual 
assault by intimate partners. Advocates can help design a victim feedback system that is sensitive, does not 
harm victims, and has mechanisms to quickly link victims with appropriate victim services if needed. Families 
and friends of victims may also be able to provide useful feedback. 
 
Obtaining feedback from and facilitating dialogue among the first responders (law enforcement, advocate, 
medical personnel) to the sexual assault and the individual who conducted the exam is also critical. Some of 
this information could be routinely solicited and discussed at SART/SARRT meetings and jurisdictional 
sexual assault coordinating council meetings (to assess what works and what needs improvement). Also, 
periodic evaluation of the exam process by examiners, medical supervisors/examiner program directors, 
advocates, law enforcement representatives, and prosecutors can help ensure that victims’ needs are 
addressed, problems are resolved, cutting-edge practices and technologies are utilized as much as possible, 
and training needs are identified. In terms of getting feedback on how the exam process impacts criminal 
justice outcomes, examiners can benefit from access to crime lab reports on evidence collected and 
feedback from crime lab personnel about improving their evidence collection techniques. Prosecutors can 
provide examiners and law enforcement representatives with information about the usefulness of evidence 
collected in case prosecution. Advocates can encourage discussion on how the exam process can affect 
victims’ interest in and willingness to be involved in the criminal justice system. Law enforcement 
representatives and other first responders can discuss with examiners and crime lab personnel optimal 
methods to preserve evidence from victims prior to their arrival at the exam site. Again, review of both active 
and resolved cases by the team as a whole is a rich opportunity for improvement These are but a few 
examples of how first responders could use feedback on criminal justice outcomes to improve the exam 
process.  
 
Consider collecting and analyzing data from the exam process to better understand the nature of assaults in 
the community and evaluate effectiveness of responses. (Information that identifies victims should not be 

                                                      
35 The protocol does not further explore issues related to more comprehensive coordinated response to sexual assault. However, one 
useful resource for communities interested in the development of a multidisciplinary response is the National Center for Victims of 
Crime’s Looking Back, Moving Forward: A Guidebook for Communities Responding to Sexual Assault. 
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included in collected data. Attention must be given to protecting victims’ identity in communities where 
residents tend to know one another or word of a crime travels quickly). Over time, such data may help to: 36 
  

• Track the participation of involved responders, agencies, and facilities. 
• Evaluate the strengths and weaknesses of agency and coordinated responses. 
• Assess the effectiveness of response in different types of cases (e.g., stranger assaults versus 

nonstranger assaults). 
• Improve the quality of the examination. 
• Evaluate the impact of the collected evidence on criminal justice outcomes. 
• Track and evaluate victim service outcomes.  
 

Some jurisdictions have developed centralized databases to collect and analyze information across 
disciplines. However, such a venture requires significant resources, coordination, and thought 
regarding how to maintain victims’ confidentiality. Coordination can be particularly challenging in 
communities where cross-jurisdictional issues arise frequently (e.g., in tribal lands). A centralized database 
may be more easily accomplished if it is built into multidisciplinary coordination planning. For example, 
involved agencies can together determine how to utilize existing resources, seek new funding, maintain 
victims’ privacy, and systematically obtain data. Jurisdictions considering such databases should take into 
consideration the fact that pooling empirical data (such as patient age, Zip Code, or use of a weapon) is 
likely to be reliable while use of pooled interpretive data(such as blunt cervical trauma or findings of 
strangulations) is risky and may be unreliable because of uncontrollable variables in examiner training and 
experience. 
 
 

  

                                                      
36 Bulleted section partially adapted from the County of San Diego Sexual Assault Response Team Systems Review Committee Report: 
Five-Year Review, 2005, San Diego County, California. 
http://www.sdcounty.ca.gov/hhsa/programs/phs/documents/EMS-SARTReportJuly2005.pdf.  

http://www.sdcounty.ca.gov/hhsa/programs/phs/documents/EMS-SARTReportJuly2005.pdf
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2. Victim-Centered Care  
 
Recommendations at a glance for health care providers and other responders to facilitate victim-centered 
care during the exam process: 
 
• Give sexual assault patients priority as emergency cases. 
• Provide the necessary means to ensure patient privacy. 
• Adapt the exam process as needed to address the unique needs and circumstances of each patient. 
• Develop culturally responsive care and be aware of issues commonly faced by victims from specific 

populations. 
• Recognize the importance of victim services within the exam process. 
• Accommodate patients’ requests to have a relative, friend, or other personal support person (e.g., 

religious -and spiritual counselor/advisor/healer) present during the exam, unless considered harmful by 
responders. 

• Accommodate patients’ requests for responders of a specific gender throughout the exam as much as 
possible. 

• Prior to starting the exam and conducting each procedure, explain to patients in a language the patients 
understand what is entailed and its purpose. 

• Assess and respect patients’ priorities. 
• Integrate medical and evidentiary procedures where possible. 
• Address patients’ safety during the exam. 
• Provide information that is easy for patients to understand, in the patient’s language, and that can be 

reviewed at their convenience. 
• Address physical comfort needs of patients prior to discharge. 
 
It is critical to respond to individuals disclosing sexual assault in a timely, appropriate, sensitive, and 
respectful way.37 Every action taken by responders during the exam process should be useful in facilitating 
patient care and healing and/or the investigation (if the case was reported).  
 
Give sexual assault patients priority as emergency cases. This includes a prompt medical screening 
exam. Recognize that every minute patients spend waiting to be examined may cause loss of evidence and 
undue trauma. Individuals disclosing a recent sexual assault should be quickly transported to the exam site, 
promptly evaluated, treated for serious injuries, and offered a medical forensic exam. (For more discussion 
on this topic, see C.2. Triage and Intake.) Have plans for what to do, if the examiner is not available right 
away.  For example, is there a quiet, private place the patient can wait? Is there a phone available so the 
patient can talk to an advocate or a friend or family member while waiting? Jurisdictions should consider 
policies and training for facility staff and administration regarding what to do while sexual assault patients are 
waiting.  
 
Provide the necessary means to ensure patient privacy. Exercise discretion to avoid the embarrassment 
for individuals of being identified in a public setting as a sexual assault victim. Some health care facilities use 
code plans to avoid inappropriate references by staff to sexual assault cases. Also, do not leave sexual 
assault patients in the main waiting area at the exam site. Instead, give them as much privacy as possible 
(e.g., a private treatment room and waiting area) and be cognizant of their sense of safety (e.g., do not 
examine suspects in same location at the same time). Make sure that the first responding health care 
providers attend to patients’ initial medical needs and arrange for an on-call advocate to offer onsite support, 
crisis intervention, and advocacy. It may be useful to give patients the option of speaking with an advocate 
via a 24-hour crisis hotline (if one exists) until an advocate arrives. Health care providers should provide 
patients with access to a phone to contact family members and/or support persons as desired, and should 
promptly contact law enforcement, if not already involved, if patients want to report the assault.  
                                                      
37 The chapter was partially built on information from the North Carolina Protocol for Assisting Sexual Assault Victims, 2000. 
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Health care providers should explain, in a language the patients understand, the scope of confidentiality 
during the exam process and during communication with advocates. (For information on this topic, see A.4. 
Confidentiality.)  
 
Adapt the exam process as needed to address the unique needs and circumstances of each patient.  
Patients’ experiences during the crime and the exam process, as well as their post-assault needs, may be 
affected by multiple factors, such as: 
  

• Age. 
• Gender and/or perceived gender identity/gender expression. 
• Physical health history and current status. 
• Mental health history and current status. 
• Disability. 
• Language needs for limited English proficient patients, Deaf and hard-of-hearing individuals, and 

those with sensory or communication disabilities.  
• Ethnic and cultural beliefs and practices. 
• Religious and spiritual beliefs and practices. 
• Economic status, including homelessness. 
• Immigration and refugee status.  
• Sexual orientation. 
• Military status. 
• History of previous victimization.  
• Past experience with the criminal justice system. 
• Whether the assault involved drugs and/or alcohol. 
• Prior relationship with the suspect, if any. 
• Whether they were assaulted by an assailant who was in an authority position over them. 
• Whether the assault was part of a broader continuum of violence and/or oppression (e.g., intimate 

partner and family violence, gang violence, hate crimes, war crimes, commercial sexual exploitation, 
sex and/or labor trafficking). 

• Where the assault occurred.  
• Whether they sustained physical injuries from the assault and the severity of the injuries. 
• Whether they were engaged in illegal activities at the time of the assault (e.g., voluntary use of illegal 

drugs or underage drinking) or have outstanding criminal charges. 
• Whether they were involved in activities prior to the assault that traditionally generate victim blaming 

or self-blaming (e.g., drinking alcohol prior to the assault or agreeing to go to the assailant’s home). 
• Whether birth control was used during the assault (e.g., victims may already have been on a form of 

birth control or the assailant may have used a condom). 
• Capacity to cope with trauma and the level of support available from families and friends. 
• The importance they place on the needs of their extended families and friends in the aftermath of the 

assault. 
• Whether they have dependents who require care during the exam, were traumatized by the assault, 

or who may be affected by decisions patients make during the exam process. 
• Community/cultural attitudes about sexual assault, its victims, and offenders. 
• Frequency of sexual assault and other violence in the community and historical responsiveness of 

the local justice system, health care systems, and community service agencies. 
 
Clearly, the level of trauma experienced by patients can also influence their initial reactions to an assault and 
to post-assault needs. While some may suffer physical injuries, contract an STI, or become pregnant as a 
result of an assault, many others do not. The experience of psychological trauma will be unique to each 
patient and may be more difficult to recognize than physical trauma. People have their own method of coping 
with sudden stress. When severely traumatized, they can appear to be calm, indifferent, submissive, jocular, 
angry, emotionally distraught, or even uncooperative or hostile towards those who are trying to help.38 

                                                      
38 Paragraph adapted from Iowa’s Sexual Assault: A Protocol for Forensic and Medical Examination, 1998, pp. 1–4. 
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Examiners should ensure they do not make credibility determinations based on myths or misconceptions 
about victim behavior. 
 
In addition, patients’ fears and concerns can affect their initial reactions to the assault, their post-assault 
needs, and decisions before, during, and after the exam process. For example, female and transgender 
patients may be worried about getting pregnant. If they are already pregnant or have just given birth, they 
may be concerned about how the assault will affect their children. Patients may be concerned about being 
infected with HIV or another STI. They may not want anyone to know about the assault, or may be afraid that 
family members and friends will reject or blame them. They may fear bringing shame to their families or be 
concerned that family members will seek revenge against the assailant. They may fear perceived 
consequences of reporting to law enforcement. They may be concerned how their cultural background could 
affect the way they are treated by responders. They may wonder if the assailant will harm or harass them or 
their loved ones if they tell anyone about the assault. They may worry about losing their home, children, 
ability to remain in the United States, job, and other sources of income as a result of disclosure, particularly if 
an intimate partner assaulted them.39 They may be concerned about costs related to the exam and 
subsequent care of injuries.40 
 
It is important to avoid making assumptions about patients, offenders, and the assault itself. Forms used 
during the exam process and discussions with patients should be framed in a way that does not assume they 
are of a specific background or gender identity and gender expression. Always ask questions and actively 
look and listen to understand patients’ circumstances and tailor the exam process to address their needs and 
concerns. Whatever the response, it should be respectful to patients and adhere to jurisdictional policies.  
 
Recognize that patients control the extent of personal information they share. While it is useful for 
responders to get a full picture of patients’ circumstances, it is up to patients to decide whether and to what 
extent to share personal information. During the exam process, responders may ask patients to divulge 
some data, such as age or whether they think the assault was alcohol- or drug-facilitated. Some information, 
such as language needs, may be obvious. There is no reason for responders to question patients about 
certain data, such as sexual orientation and gender identity, immigration status, or religious or spiritual 
beliefs, beyond certain information that medical providers may need for appropriate care.  
 
Develop culturally responsive care and be aware of issues commonly faced by patients from specific 
populations. Develop culturally competent and sensitive care by building awareness about and sensitivity to 
the ways that culture can impact a person’s experience in the immediate aftermath of sexual assault and 
across their lifespan. Be aware and responsive to the ways in which cultural identities (e.g., race, ethnicity, 
gender, religion, ability/disability, language (limited English proficiency), immigration status, socioeconomic 
status, sexual orientation, gender identity or expression, age) may influence a person’s experience during 
the exam process as well. Education for responders on issues facing a specific population may serve to 
enhance care, services, and interventions provided during the exam process. Responders should identify 
different populations that exist in their jurisdiction and determine what information they should have readily 
available to help them serve patients from these populations, including what languages are spoken by the 
populations and how to access interpreters for each language needed. Building understanding of the 
perspectives of a specific population may help increase the likelihood that the actions and demeanor of 
responders will mitigate victim trauma. However, do not assume that patients will hold certain beliefs or have 
certain needs and concerns merely because they belong to a specific population. And, as pointed out earlier, 
recognize that patients’ experiences are affected by a plethora of other personal and external factors. 
 
Develop policies and plans. Involved agencies and SART/SARRTs should develop policies and plans to 
meet the needs of specific patient populations (e.g., to obtain necessary interpreter services and translated 
documents for limited English proficient patients, qualified interpreters for Deaf and hard-of-hearing patients 
and individuals with sensory or communication disabilities, and identify legal referrals for immigrant victims of 
sexual assault, domestic violence, dating violence, and stalking.) When creating these plans, consider what 
barriers exist for patients from different populations to receiving a high-quality exam and what can be done to 

                                                      
39 Minors may fear being removed from their homes if suspects live with them. Persons living in residential settings, such as group 
homes or nursing facilities, may fear being removed from their homes if they report an assault that occurred in that setting. 
40 Paragraph partially adapted from the Ohio Protocol for Sexual Assault Forensic and Medical Examination, 2002, p. 2. 
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remove these barriers. Also, consider what equipment and supplies might be needed to assist persons from 
specific populations (e.g., a hydraulic lift exam table may be useful with victims who have a physical disability 
or non-gendered body maps for transgender patients). Relevant responders need to have access to and 
know how to use such equipment or supplies.  
 
Partner with those who serve specific populations. Involved responders should seek expertise from and 
collaborate with organizations and leaders that serve specific populations. Not only may they be willing to 
provide information and training on working with victims from the population they serve, but they also may be 
a resource before, during, and after the exam process. If responders may be involved in the immediate 
response to victims, they should be trained on the dynamics of sexual victimization and procedures for 
getting help for victims and work with the multidisciplinary response team to clarify their roles and procedures 
for response. 
 
Explore the needs of specific populations. To gain a basic understanding of potential issues and concerns 
facing different groups of sexual assault victims, this section explores several specific populations.41 Clearly, 
this exploration is not inclusive of all populations of victims, but a more comprehensive discussion on this 
topic is beyond the scope of this document. 
 
―Victims from various cultural groups  

 
• Understand that culture can influence beliefs about sexual assault, its victims, and offenders. It can 

affect health care beliefs and practices related to the assault and medical treatment outcomes. It can 
also influence beliefs and practices related to emotional healing from an assault. In addition, it can 
impact beliefs and practices regarding justice in the aftermath of a sexual assault, the response of 
the criminal justice system, and the willingness of victims to be involved in the system.42  

• Understand that some victims may be apprehensive about interacting with responders from ethnic 
and racial backgrounds different from their own. They may fear or distrust responders or assume 
they will be met with insensitive comments or unfair treatment. They may benefit from responders of 
the same background or at least who understand their culture. Conversely, in smaller ethnic and 
racial communities, victims may be more likely to know the responder and doubt the responder’s 
ability to maintain confidentiality. 

• Be aware that cultural beliefs may preclude a member of the opposite sex from being present when 
victims disrobe. Also, it may be uncomfortable for victims from some cultures to speak about the 
assault with members of the opposite sex. 

• Understand that victims may not report or discuss the assault because the stigma associated with it 
is so overwhelmingly negative. In some cultures, for example, the loss of virginity prior to marriage is 
devastating and may render victims unacceptable for an honorable marriage. Even discussing an 
assault or sexual terms may be linked with intense embarrassment and shame in some cultures.  

• Be aware that beliefs about women, men, sexuality, sexual orientation, gender identity or expression, 
race, ethnicity, and religion may vary greatly among victims of different cultural backgrounds. Also, 
understand that what helps one victim deal with a traumatic situation like sexual assault may not be 
the same for another victim.  

• Help victims obtain culturally specific assistance and/or provide referrals where they exist.43 
 

―Victims with limited English proficiency44 

                                                      
41 This section was adapted partially from Connecticut’s Technical Guidelines for Health Care Response to Victims of Sexual Assault, 
1998, pp. 12–14, and from Iowa’s Sexual Assault: A Protocol for Forensic and Medical Examination, 1998, pp. 1–4.  
42 Bullet drawn from A. Blue, The Provision of Culturally Competent Health Care, from the Web site of the Medical University of South 
Carolina College of Medicine (http://academicdepartments.musc.edu/fm_ruralclerkship/curriculum/culture.htm) .  
43 For example, to raise their level of hope and comfort during the exam, some patients may benefit from talking about culturally specific 
models of healing (where they exist) and their application to recovery from sexual assault. To facilitate such a discussion, they may wish 
to speak with a religious or spiritual healer from their culture.  
44 The Joint Commission on Accreditation of Healthcare Organizations (Joint Commission) New & Revised Standards & EPs for Patient-
Centered Communication, Accreditation Program: Hospital, HR.01.02.01, PC.02.01.21, RC.02.01.01, RI.01.01.01, RI.01.01.03, effective 
January 1, 2011, http://medicine.osu.edu/orgs/ahec/Documents/Post_PatientCenteredCareStandardsEPs_20100609.pdf (PDF); Joint 

http://academicdepartments.musc.edu/fm_ruralclerkship/curriculum/culture.htm
http://medicine.osu.edu/orgs/ahec/Documents/Post_PatientCenteredCareStandardsEPs_20100609.pdf
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• Be patient and understanding toward victims’ language skills and barriers, which may worsen with 

the crisis of sexual assault.45  
• Develop policies and train responders to be able to identify a victim’s limited English proficiency and 

primary language spoken and written. 
• Make every attempt to provide same language service through the use of demonstrably bilingual 

examiners or by providing monolingual examiners with support from professional interpretation 
services and translated materials for victims who are not proficient in English,46 are LEP or who may 
prefer to communicate in a non-English language. Use qualified interpreters when possible and not 
victims’ families or friends.47 Take the victim’s country of origin, acculturation level, and dialect into 
account when responding or arranging interpretation.48 Remember to speak directly to victims when 
interpreters are used. Consider the victim’s need for modesty and privacy when determining where 
interpreters should be located in the exam room. 

• Train interpreters about issues related to sexual assault and the exam process49 whenever they are 
needed to facilitate communication in these cases. Ensure that the examiners are trained in the 
proper utilization and ethical requirements of using an interpreter. 

• Make sure that interpreters understand that they may need to testify.50 
• Understand that immigrant victims may fear that assisting law enforcement may identify them to 

immigration authorities for deportation. 
• All sexual assault victims should be provided information regarding U-Visa relief, in the event that 

this information would be helpful. Even if this information is not helpful to them directly, the 
information is often passed on to others by word of mouth and can benefit others in the future. 

• Work with law enforcement partners to develop and publicize protocols precluding detention or other 
immigration enforcement against victims who come forward to report a sexual assault. 

• Work with law enforcement to develop and publicize U-Visa certification protocols. 
• While it is not appropriate to ask a victim’s immigration status, anticipate that an immigrant victim will 

not self-identify as undocumented for fear of deportation. Such information about their rights should 
be offered in a non-judgmental manner to all victims and in coordination with a referral to an 
immigration service provider expert in working with immigrant victim populations. 

 
―Victims with disabilities 
 

• Understand that victims with disabilities may have physical, sensory, cognitive, developmental, or 
mental health disabilities, or a combination of disabilities. Make every effort to recognize issues that 
arise for victims with disabilities (both in general and in relation to their specific disability) and provide 
reasonable accommodations when working with them.  

• Be aware that the risk of criminal victimization (including sexual assault) for people with disabilities is 
much higher than for people without disabilities. People with disabilities are often victimized 

                                                                                                                                                                                
Commission, Advancing Effective Communication, Cultural Competence, and Patient- and Family-Centered Care, Appendix B, August 
2010, http://www.jointcommission.org/assets/1/6/ARoadmapforHospitalsfinalversion727.pdf. 
45 Carolyn Ham, Reducing Language Barriers to Combating Domestic Violence: The Requirements of Title VI, Battered Women’s 
Justice Project, October 2004, http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC.  
46 Health care providers generally are covered by language access requirements under Title VI which requires them to take reasonable 
steps to provide language-appropriate health care, including the use of qualified bilingual staff, interpreters, and translators. 
47 Use of such informal and biased interpreters may result in unreliable communication, violate the patient’s privacy, undermine the 
patient’s claim of privilege, and jeopardize the use of the victim’s statements in court.  In cases of intimate partner sexual assault, it is 
particularly important not to use family members who are not likely to adopt a neutral stance or maintain the confidentiality necessary. 
48 For example, a Cuban interpreter may encounter language and trust obstacles when trying to communicate with a victim from rural 
Mexico. (L. Zarate, Suggestions for Upgrading the Cultural Competency Skills of SARTs, Arte Sana Web site, http://www.arte-sana.com, 
2003.) 
49 Professional interpreters are expected to be familiar with confidentiality requirements and cultural issues. 
50 Interpreters would not be expected to act as witnesses as to what was said in the examination room if they are present solely to 
facilitate direct communication between the patient and examiner. 

http://www.jointcommission.org/assets/1/6/ARoadmapforHospitalsfinalversion727.pdf
http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC
http://www.arte-sana.com/
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repeatedly by the same offender.51 Caretakers, family members, or friends may be responsible for 
the sexual assault. In such cases, offenders may bring victims to the exam site, and jurisdictional 
and facility policies should be in place to provide guidance on how staff should screen for and handle 
situations that are threatening to patients or facility personnel. 

• Respect victims’ wishes to have or not to have caretakers, family members, or friends present during 
the exam. Although these individuals may be accustomed to speaking on behalf of persons with 
disabilities, it is critical that they not influence the statements of victims during the exam process. If 
aid is required (e.g., from a language interpreter or mental health professional), those providing 
assistance should not be associated with victims. 

• Follow exam facility and jurisdictional policy for assessing vulnerable adults’ ability to consent to the 
exam and evidence collection and involving protective services. Again, note that guardians could be 
offenders. (For a more detailed discussion on seeking informed consent of patients, including 
consent by victims from specific populations, see A.3. Informed Consent.) 

• Speak directly to victims with disabilities, even when interpreters, intermediaries, or guardians are 
present.  

• Assess a victim’s level of ability and need for assistance during the exam process. Explain exam 
procedures to victims and ask what help they require, if any (e.g., people with physical disabilities 
may need assistance to get on and off the exam table or to assume positions necessary for the 
exam, or may need an alternative to the standard table). But, do not assume they will need special 
aid. Ask for permission before proceeding to help them (or touch them, handle a mobility or 
communication device, or touch a service animal).52  

• Note that not all individuals who are Deaf or hard-of-hearing understand sign language or can read 
lips. Not all blind persons can read Braille. Communication equipment that may be beneficial to 
victims with sensory disabilities include TTY machines, word boards, speech synthesizers, 
anatomically correct dolls, materials in alternative formats, and access to interpreter services. 
Responders should familiarize themselves with the basics of communicating with an individual using 
such devices.53 Let the individual specify the preferred method of communication. Be aware that 
victims with sensory disabilities may prefer communicating through an intermediary who is familiar 
with their patterns of speech. 

• Recognize that individuals may have some degree of cognitive disability: mental retardation, 
traumatic brain injury, neurodegenerative conditions such as Alzheimer’s disease, or stroke. Speak 
to victims in a clear and calm voice and ask very specific and concrete questions. Be exact when 
explaining what will happen during the exam process and why. Be aware that victims with cognitive 
disabilities may be easily distracted and have difficulty focusing. To reduce distractions, conduct the 
exam in an area that is void of bright lights and loud noises. It may also be helpful if examiners and 
others present in the exam room refrain from wearing uniforms with ornamental designs and jewelry.  

• Keep in mind that victims with disabilities may be reluctant to report the crime or consent to the exam 
for a variety of reasons, including fear of not being believed, fear of getting in trouble, and fear of 
losing their independence. For example, they may have to enter a long-term care facility if their 
caretakers assaulted them or may need extended hospitalization to treat and allow injuries to heal. 
The perpetrator may also be their caregiver and the only person they rely on for daily living 
assistance.  

• Recognize that it may be the first time victims with disabilities have an internal exam. The procedure 
should be explained in detail in language they can understand.54 They may have limited knowledge 
of reproductive health issues and not be able to describe what happened to them. They may not 
know how they feel about the incident or even identify that a crime was committed against them.  

• Some victims with disabilities may want to talk about their perceptions of the role their disability might 
have played in making them vulnerable to an assault. Listen to their concerns and what the 

                                                      
51 The above two sentences are drawn from the Office for Victims of Crime, First Response to Victims of Crime Who Have a Disability, 
2002, p. 1. 
52 Examples of service animals include guide dogs and hearing-assistance dogs, and therapy dogs. 
53 Note that individuals may have their own assistive devices, but words needed to communicate may have to be programmed.  
54 Drawn from A. Conrad, SANE/SAFE Organizing Manual, 1998, p. 7, developed for the New York State Coalition Against Sexual 
Assault. 



 

35 
 

experience was like for them.55 Assure them that it was not their fault they were sexually assaulted. If 
needed, encourage discussion in a counseling/advocacy setting on this issue as well as on what 
might help them feel safer in the future.  

• Recognize that the exam may take longer to perform with victims with disabilities. Avoid rushing 
through the exam—such action not only may distress victims, it can lead to missed evidence and 
information.  

 
―Male victims56 
 

• Help male victims understand that male sexual assault is not uncommon and that the assault was 
not their fault. Many male victims focus on the sexual aspect of the assault and overlook other 
elements such as coercion, power differences, and emotional abuse. Broadening their understanding 
of sexual assault may help reduce their self-blame.  

• Because some male victims may fear public disclosure of the assault and the stigma associated with 
male sexual victimization, emphasis may need to be placed on the scope of confidentiality of patient 
information during the exam process.  

• Offer male victims assistance in considering how friends and family members will react to the fact 
that they were sexually assaulted (e.g., by a male offender or a female offender).  

• Male victims may be less likely than females to seek and receive support from family members and 
friends, as well as from advocacy and counseling services. Their ability to seek support may vary 
according to the level of stigmatization they feel, the circumstances of the assault, the sensitivity of 
care they initially receive, and the appropriateness of referrals provided.  

• Encourage advocacy programs and the mental health community to build their capacity to serve 
male sexual assault victims and increase their accessibility to this population. Requests by male 
victims to have an advocate of a particular gender should be respected and honored if possible.57  

 
―Adolescent victims58 
 

• Adolescents may be brought to the exam site by their parents or guardians. The presence of parents 
or guardians creates an additional challenge for those involved in the exam process because they 
are often traumatized by their child’s victimization.  

• Understand that parents or guardians may blame victims for the assault if the victim disobeyed them 
or engaged in behaviors perceived as increasing risk for victimization. 

• Health care providers must assess the physical development of adolescent victims and take their 
age into consideration when determining appropriate methods of examination and evidence 
collection.59 Involved professionals should be well versed in jurisdictional policies related to response 
to minor victims.  

• Be aware of jurisdictional laws governing minors’ ability to consent to forensic exams and medical 
treatment. Follow exam facility and jurisdictional policy in obtaining appropriate consent. (For a more 
detailed discussion on seeking informed consent of patients, including consent by victims from 
specific populations, see A.3. Informed Consent.) 

• Recognize that the sexual assault medical forensic exam may be the first time an adolescent female 
victim has an internal exam. There may be a need to go into detail when explaining what to expect.60  

                                                      
55 Drawn from L. Ledray, SANE Development and Operation Guide, 2000, pp. 82–85. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.    
56 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 79. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  
57 A national resource for male patients is Male Survivor: The National Organization Against Male Sexual Victimization. Contact 
information: PMB 103, 5505 Connecticut Avenue, NW, Washington, DC 20015–2601, 800–738–4181, http://www.malesurvivor.org.    
58 Adapted partially from the West Virginia Protocol for Responding to Victims of Sexual Assault, 2011, pp. 26–27. 
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf.    
59 For example, the size of the speculum used with adolescent female victims and exam positions of victims may vary. 
60 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 7. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.malesurvivor.org/
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
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• Adolescence is often a time of experimentation. Reassure these victims that regardless of their 
behavior (e.g., using alcohol and drugs, engaging in illegal activities, or hitchhiking), no one has the 
right to sexually assault them, and they are not to blame for the assault. 

• Ideally, attending health care providers should gather information from adolescents without parents 
or guardians in the room, subject to victims’ consent. The concern is that parents or guardians may 
influence or be perceived as influencing victims’ statements.  

• Inform victims, particularly those who do not involve parents or guardians in the exam process, of 
facility billing practices (e.g., that their parents may get a bill from the medical facility for medical 
treatment provided or an explanation of benefits from their insurance provider).61 

• Be aware of mandatory reporting laws regarding minor victims and explain to the victim any 
mandatory reporting obligations. 

 
―Older victims 
 

• Keep in mind that the emotional impact of the assault may not be felt by older victims until after the 
exam when they are alone in the days, weeks, and months following an attack.  Older victims may 
feel common trauma reactions such as being physically vulnerable, reduced resiliency, and mortality. 
Fear, anger, and depression can be especially severe in older victims who are isolated, have little 
support, and live on a fixed or limited income. 62 

• Be aware that caretakers may sexually assault older adults. Older adults may be dependent on 
these sexual offenders for emotional or financial support or housing. Offenders may bring victims to 
the exam site. Some offenders may be charming to staff while others may be threatening or 
menacing. Jurisdictional and facility policies should be in place to provide guidance on how staff 
should screen for and handle situations that are threatening to patients or facility personnel.  

• Note that older victims may be more physically fragile than younger victims and thus may be at risk 
for tissue or skeletal damage and exacerbation of existing illnesses and vulnerabilities.63  

• Hearing impairment and other physical conditions attendant to advancing age, coupled with the initial 
trauma reaction to the assault, may render some older victims unable to make their needs known, 
which could result in prolonged or inappropriate treatment.64  

• Do not mistake disabilities (such as hearing loss or aphasia) or acute stress reaction following 
assault for senility.  Use of appropriate communication remedies, for example, a personal listening 
device, may enable an older adult with a severe hearing loss to communicate effectively.  Also, be 
aware that older adults typically process information more slowly than younger adults and take 
longer to put their thoughts into words.  This is a normal age-related change and should not be 
viewed as evidence of lack of mental capacity.  Health care professionals treating elders need to 
speak slowly and clearly and give elders ample time to process information provided and formulate 
responses. If questions about the victim’s capacity arise, contact trained experts to conduct an 
assessment.  

• If a forensic medical exam has been requested by a law enforcement officer, guardian, or other 
authority, it is still important to obtain the victim’s consent and cooperation to forensic evidence-
gathering procedures. Those making the request may argue that evidence collection may be 
especially important because the victim may be unable to provide a statement or testify. However, 
when victims lack capacity and are unable to provide consent and cooperation, they should not be 

                                                      
61 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 98. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  
62 Ibid. 
63 Older women are at an increased risk for vaginal tears and injury when they have been vaginally assaulted. Decreased hormonal 
levels following menopause result in a reduction in vaginal lubrication and cause the vaginal wall to become thinner and more friable. 
Because of these physiological changes, a Pedersen speculum, which is longer and thinner than the Graves speculum, should be used 
during the pelvic exam for evidence collection. Special care should also be taken to assess for intravaginal injury. In some older women, 
examiners will need to simply insert the swabs and avoid the trauma of inserting a speculum. If there are external tears in the introitus, 
internal injuries must also be considered. The recovery process for older victims also tends to be longer than for younger victims. 
(Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 86-87. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.)  
64 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 87. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
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forcibly examined or subjected to forensic procedures that are not necessary for their own health and 
safety. 

• Health care personnel should follow facility policy for assessing a vulnerable adult’s ability to consent 
to the exam and evidence collection, as well as involving adult protective services. 

• Some older victims may want to talk about their perceptions of the role their age and physical 
condition might have played in making them vulnerable to an assault. Others may be traumatized by 
being harmed sexually by a family member or trusted caregiver. Listen to their concerns and what 
the experience was like for them.65 Assure them that it was not their fault they were sexually 
assaulted. If needed, encourage further discussion on this issue in a counseling/advocacy setting. 

• Some older victims may be reluctant to report the crime or seek treatment because they fear losing 
their independence. Some older sexual assault victims may need a significant amount of time to 
recover from injuries that are the result of the abuse or attack.  When a change in a living 
environment, such as placement in a residential facility, is truly needed, older victims who have not 
been adjudicated as lacking mental capacity and requiring guardians have the legal right to make 
their own decisions regarding choice of residence.  Health care providers must avoid colluding with 
relatives who want to force older adults into unwanted lifestyle changes subsequent to assault.   

• Older adults who have been sexually assaulted in care facilities often experience intense feelings of 
vulnerability in those facilities following sexual assault and desperately want to be relocated. Elders 
who rely upon others for care are likely to need the assistance of relatives and involved professionals 
in being safely relocated. 

• Encourage use of follow-up medical, legal, and nonlegal assistance. Older victims may be reluctant 
to seek these services or proceed with prosecution. If barriers to accessing services or ongoing 
health care exist, such as lack of transportation, work with local service providers to identify potential 
remedies.  

 
―Victims in the military66 

 
• The military offers victims the option of restricted reporting or unrestricted reporting.67  Restricted 

reporting allows a sexual assault victim to confidentially disclose the details of his or her assault to 
specified individuals and receive medical treatment and counseling without triggering the official 
investigative process or command notification.  Restricted Reporting can be voided if the medical 
facility contacts law enforcement or other professionals other than advocates, chaplains, and military 
sexual assault response coordinators. 

• Exam sites that provide exams for military installations are encouraged to draft Memoranda of 
Understanding to address such issues as confidentiality and storage of evidence. 

 
―American Indian and Alaska Native victims 
 

• Keep in mind that American Indian and Alaska Native victims may have unique cultural or language 
needs, whether they are assaulted in Indian Country or an Alaska Native village or in an urban area.  

• Recognize that Indian tribes may have their own laws and regulations, as well as their own police, 
prosecutors, advocates, courts, and service providers to address sexual assault. Responders should 
be familiar with procedures for coordinating services and interventions for victims from these 

                                                      
65 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, pp. 82-85. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  
66 The Office for Victims of Crime (OVC) has developed a resource to assist address sexual assault in the military. Strengthening 
Military-Civilian Community Partnerships to Respond to Sexual Assault is a training curriculum and tool kit for community-based civilian 
rape crisis centers and state sexual assault coalitions to use in their work with the military installations in their regions.  Funding for this 
project was provided by OVC and the Office on Violence Against Women (OVW), and was developed by the Pennsylvania Coalition 
Against Rape (PCAR) and the National Sexual Violence Resource Center (NSVRC) in coordination with the Department of Defense’s 
Sexual Assault Prevention and Response Office.  Through OVC’s Training and Technical Assistance Center (OVC TTAC) the 
curriculum and tool kit will be available for communities to use in their regions to train on enhancing community response, and effectively 
responding to the needs of sexual assault victims in the military. 
67 For more information on reporting in the military, please see http://www.sapr.mil/.  

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.sapr.mil/
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communities and should work with community groups to develop plans for providing exams to 
members of Indian tribes. These plans should address evidence preservation and provide 
examination payment and reimbursement information. Responders within tribal communities should 
share resources and information to enable them to develop their own protocols and programs that 
address the community’s unique needs. 

• Promote partnerships among tribal and relevant federal and state agencies so they better coordinate 
responses and resources, learn from past mistakes, and strive towards a shared vision of aiding and 
empowering victims.    

• Be aware that tribal jurisdictions may have their own SAFE protocol in place that addresses the 
tribe’s unique needs and incorporates its cultural traditions, practices, and language. 

• As in many cultures, American Indian/Alaska Native women are of central and primary importance to 
the family and the community. Be mindful that sexual violence against a Native woman may be seen 
as an assault on both the individual and her community.   

• Be sensitive to victims’ cultural beliefs and practices.  The best practice is to always ask victims 
rather than assume what they need to be safe, address their health concerns, be supported in inner 
healing, and feel a sense of justice.   

• Be aware of the tribe’s history. Responders should have an understanding of the impact of history on 
American Indian/Alaska Native people as it may influence victims’ reactions and needs. Adequate 
self-education combined with training by tribal members can prepare non-Native responders to be 
sensitive to the historical context in which victimization occurs and to avoid assumptions about 
victims’ cultural practices. 

• Recognize that there are multiple ways for victims to seek justice—through criminal justice 
interventions, tribal justice systems, and use of more traditional practices of the tribe related to 
holding perpetrators accountable, and/or other victim-identified strategies. 

• Include American Indian/Alaska Native populations in Limited English Proficiency protocols for 
victims of sexual assault.  

 
―Lesbian, gay, bisexual, or transgender (LGBT) victims 
 

• Intake forms and other documents that ask about gender or sex should allow patients to write in a 
response, or include transgender and intersex options. Make sure questions appropriately 
distinguish between sexual orientation (the gender(s) someone is attracted to), gender identity (the 
internal sense of being woman, man, or gender non-conforming), and their sex. 

• Always refer to victims by their preferred name and pronoun, even when speaking to others.  If 
unsure of what to call the person or what pronoun to use, ask. 

• Treat the knowledge that the person is LGBT as protected medical information subject to all 
confidentiality and privacy rules. Be aware that companions of LGBT victims may not know their 
gender identity or sexual orientation.  

Additional suggestions specific to victims who are transgender or gender non-conforming: 
 
• It is critical to not show surprise, shock, dismay, or concern when you are either told or inadvertently 

discover that a person is transgender. Be especially careful about your body language – gasping, 
sighing, a sharp intake of breath, or widening eyes can all be very upsetting to someone who may 
worry that you are making a judgment or assessment of their body. 

• Understand that transgender people have typically been subject to others’ curiosity, prejudice, and 
violence. Keep in mind that transgender victims may be reluctant to report the crime or consent to 
the exam for fear of being exposed to inappropriate questions or abuse. If the victim does consent to 
an exam, be especially careful to explain what you want to do and why before each step, and 
respect their right to decline any part of the exam.   

• Be aware that transgender individuals may have increased shame or dissociation from their body.  
Some use nonstandard labels for body parts, and others are unable to discuss sex-related body 
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parts at all. Reflect the victim’s language when possible and use alternative means of communication 
(such as anatomically correct dolls or paper and pen for the victim to write or draw) if necessary 

• Vaginas that have been exposed to testosterone or created surgically are more fragile than vaginas 
of most non-transgender women and may sustain more damage in an assault. There may be 
additional layers of psychological trauma for patients with a male identity or a constructed vagina 
when they have been vaginally assaulted. 

• Transgender male individuals who still have ovaries and a uterus can become pregnant even when 
they were using testosterone and/or had not been menstruating. 

• Transgender people may engage in self-harm as a coping mechanism. However, cutting and genital 
mutilations are also frequently part of anti-transgender hate crimes. Be nonjudgmental and careful 
when documenting such injuries. 

• Some transgender victims may want to talk about their perceptions of the role their gender identity 
might have played in making them vulnerable to an assault. Because of their value in possible 
prosecutions under hate crime laws, document any anti-transgender statements the victim says were 
made during the assault. Otherwise, listen to the victim’s concerns and what the experience was like 
for them. Assure them that it was not their fault they were sexually assaulted. If needed, encourage 
discussion in a counseling/advocacy setting on this issue as well as on what might help them feel 
safer in the future. 

• Ensure that all referrals given to a transgender victim have been trained on or have significant 
experience with the special needs of transgender survivors of sexual assault. 

• Include opportunities for LGBT individuals to influence the development of sensitive responses for 
victims of sexual assault.  

 
Recognize the importance of victim services within the exam process. In many jurisdictions, sexual 
assault victim advocacy programs and other victim service programs offer a range of services before, during, 
and after the exam process (see below for a description of typical services). Ideally, advocates should begin 
interacting with victims in a language the victims understand prior to the exam, as soon after disclosure of 
the assault as possible. Victims who come to exam sites in the immediate aftermath of an assault are 
typically coping with trauma, anticipating the exam, and considering the implications of reporting. Most 
responders that victims come in contact with are focused on objective tasks. Law enforcement officials 
gather information and collect crime scene evidence to facilitate the investigation. Health care personnel 
assess medical needs, offer treatment, and collect evidence from victims. Victims must make many related 
decisions that may seem overwhelming. Advocates68 can offer a tangible and personal connection to a long-
term source of support and advocacy. Community-based advocates, in particular, have the sole purpose of 
supporting victims’ needs and wishes. Typically, these advocates are able to talk with victims with some 
degree of confidentiality,  depending on jurisdictional statutes, while statements victims make to examiners 
become part of the medical forensic report.69 When community-based advocates support victims, examiners 
can more easily maintain an objective stance.70 In addition, civil attorneys may be able to help victims assess 
legal needs and options, including privacy, safety, immigration, housing, education, and employment issues. 
 
Be aware of the extent of services. Services offered by advocates during the exam process may include: 71  
 

• Accompanying the victims through each component (advocates may accompany victims from the 
initial contact and the actual exam through to discharge and follow-up appointments). 

• Serving as an information resource for victims (e.g., to answer questions; explain the importance of 
prompt law enforcement involvement if the decision is made to report; explain the value of medical 
and evidence collection procedures; explain legal aspects of the exam; help them understand their 

                                                      
68 To prepare them to competently provide sexual assault victim services, community-based advocates are typically trained according to 
the policies of the sexual assault advocacy agency where they are employed/volunteer and receive supervision related to their 
interactions with victims. In addition, many jurisdictions have specific requirements that community-based advocates must meet in order 
to fit within jurisdictional confidentiality or privilege laws. Advocates should meet these requirements. System-based advocates may be 
required to have specific credentials based on system and jurisdictional policies and laws. 
69 K. Littel, SANE Programs: Improving the Community Response to Sexual Assault Victims, 2001, p. 6. 
70 Ibid.  See also IAFN position statement Dated Nov 19, 2008: Collaboration with Advocates 
http://iafn.org/associations/8556/files/IAFN%20Position%20Statement-Advocate%20Collaboration%20Approved.pdf.  
71 This bulleted section was drawn partially from Iowa’s Sexual Assault: A Protocol for Forensic and Medical Examination, 1998, p. 7, 
and the 1989 Volunteer Manual of Virginians Aligned Against Sexual Assault (VAASA). 

http://iafn.org/associations/8556/files/IAFN%20Position%20Statement-Advocate%20Collaboration%20Approved.pdf
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treatment options for STIs, HIV, and pregnancy; serve as a resource and follow-up point of contact 
for any future inquiries such as payment method for the exams; and provide referrals).  

• Assisting in coordination of victim transportation to and from the exam site. 
• Providing victims with crisis intervention72 and support to help cope with the trauma of the assault73 

and begin the healing process. 
• Actively listening to victims to assist in sorting through and identifying their feelings. 
• Letting victims know their reactions to the assault are normal and dispelling misconceptions 

regarding sexual assault. 
• Advocating for victims’ self-articulated needs to be identified and their choices to be respected, as 

well as advocating for appropriate and coordinated response by all involved professionals; 
• Supporting victims in voicing their concerns to relevant responders. 
• Responding in a culturally and linguistically sensitive and appropriate manner to victims from 

different backgrounds and circumstances and advocating for the elimination of barriers to 
communication. 

• Providing replacement clothing when clothing is retained for evidence, as well as toiletries. 
• Aiding victims in identifying individuals who could support them as they heal (e.g., family members, 

friends, counselors, employers, religious or spiritual counselors/advisors, and/or teachers). 
• Helping victims’ families and friends cope with their reactions to the assault, providing information, 

and increasing their understanding of the type of support victims may need from them. 
• Assisting victims in planning for their safety and well-being. 

 
Postexam, advocates can continue to advocate for victims’ rights and wishes; offer victims ongoing support, 
counseling,74 information, and referrals for community services; assist with applications for victim 
compensation programs;75 and encourage victims to obtain follow-up testing and treatment and take 
medications as directed. They can also accompany victims to follow-up appointments, including those for 
related medical care and criminal and civil justice-related interviews and proceedings. They can work closely 
with the responders involved to ensure that postexam services and interventions are coordinated in a 
complementary manner and are appropriately based on victims’ needs and wishes.  
 
Contact the victim service/advocacy program immediately. Utilize a system in which exam facility personnel, 
upon initial contact with a sexual assault patient, call the victim service/advocacy program and ask for an 
advocate to be sent to the exam site (unless an advocate has already been called).76 Prior to introducing the 
advocate to a patient, exam facility personnel should explain briefly,  in a language the patient understands, 
the victim services offered and ask whether the victim wishes to speak with the onsite advocate. Note that 
some jurisdictions require that patients be asked whether they want to talk with an advocate before the 
advocate is contacted.77 If possible, victims should be allowed to meet with advocates in a private place prior 
to the exam. Ideally, a patient should be assisted by the same advocate during the entire exam process.78 
                                                      
72 Crisis intervention counseling is short term in nature, aimed at returning individuals to their precrisis state through the development of 
adaptive coping responses. Broadly, it entails establishing a relationship with the individual in crisis, gathering information about what is 
occurring, clarifying the problem, helping the individual identify options and resources so that they are able to make an informed 
decision as to what, if any, actions will be taken. (Adapted from the 1991 Women Helping Women Volunteer Training Manual, 
Cincinnati, Ohio.) Note: Crisis intervention is not intended to address longer term counseling and advocacy needs.  
73 See A. Burgess and L. Holmstrom, Rape Trauma Syndrome, American Journal of Psychiatry, 131: 981-986, September 1974, for a 
summary of the psychological, somatic, and behavioral impact of sexual assault on victims. 
74 Many advocacy agencies offer ongoing support and advocacy to victims. Some also provide professional mental health counseling, 
but many refer victims to community or private agencies. 
75 For more information on crime victim’s compensation, please see 
http://www.ovc.gov/publications/factshts/compandassist/welcome.html.  
76 Use community-based sexual assault victim advocates where possible. If not available, victim service providers based in the exam 
facility, criminal justice system, social services, or other agencies may be able to provide some advocacy services if educated to provide 
those services. Patients should be aware that government-based service providers typically cannot offer confidential communication. 
77 In very small communities, patients may know some or all advocates (e.g., a small, close-knit community that speaks an uncommon 
dialect). Some patients may feel comfortable being supported by an advocate known to them while others may not. Patients concerned 
about anonymity should be provided with as many options as possible. For example, ask if they would like to speak with an on-call 
advocate on the phone prior to making their decision about whether they want an advocate present during the exam. Another option 
may be for the local advocacy program to partner with an advocacy program in a neighboring jurisdiction, so they can provide one 
another with backup to handle situations such as this one.  
78 Continuity of advocates can be challenging when response by other professionals is delayed, the exam process is lengthy, or travel to 
the exam site is considerable. Volunteers may or may not be able to continue providing services after the end of their on-call shift.  

http://www.ovc.gov/publications/factshts/compandassist/welcome.html
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Understandably, immigrant victims may be reluctant to discuss or report the victimization. It is inappropriate 
to ask patients about aspects of their health, body, legal status, or identity that are not related to the assault.  
It is, however, appropriate to ensure that all victims are provided with information regarding U-Visas, in the 
event that this relief would be appropriate.79 
 
Accommodate patients’ requests to have a relative, friend, or other personal support person (e.g., 
religious and spiritual counselor/advisor/healer) present during the exam, unless considered harmful 
by responders.80 An exception would be if responders consider the request to be potentially harmful to the 
patient or the exam process.81 Patients’ requests to not have certain individuals present in the room should 
also be respected (e.g., adolescents may not want their parents present). Examiners should get explicit 
consent from patients to go forward with the exam with another person present. When others are present, 
appropriately drape patients and position additional persons. (It is also important to inform patients of 
confidentiality considerations regarding the presence of support persons during the medical forensic history. 
For a discussion of this topic, see C.4. The Medical Forensic History.) 
  
Strive to limit the number of persons (beyond the patient, examiner, advocate, personal support person, and 
any necessary interpreters) in the exam room during the exam. The primary reason is to protect patients’ 
privacy, but also because exam rooms often cannot accommodate more than a few individuals. Law 
enforcement representatives should not be present during the exam. When additional health care personnel 
are needed for consultation (e.g., a surgeon), patients’ permission should be sought prior to their admittance. 
In cases in which examiners are supervising an examiner-in-training/licensed health care student, patients’ 
consent should be obtained prior to the student’s admittance to examine patients or observe the exam. It is 
inappropriate to ask patients to allow a group of nonlicensed medical students to view the exam. It is also 
inappropriate to ask patients about aspects of their health, body, legal status, or identity that are not related 
to the assault.  
 
Accommodate patients’ requests for responders of a specific gender throughout the exam as much 
as possible. For a variety of reasons, some patients may prefer to work with a male or female law 
enforcement official, advocate, and/or examiner.  
 
Prior to starting the exam and conducting each procedure, explain to patients in a language the 
patients understand what is entailed and its purpose. In addition, it is important to explain the exam 
process and the purpose of the exam more generally (e.g., how the evidence may be used by the criminal 
justice system). A clear explanation is particularly important for individuals who may not previously have had 
a pelvic exam or medical care, or who have difficulty understanding what has happened and why they are 
being asked to undergo a medical forensic exam. Remember that some exam procedures may be 
uncomfortable and painful to patients, considering the nature of the trauma they have experienced. By taking 
the time to explain procedures and their options, patients may be able to better relax, feel more in control of 
what’s occurring, and make decisions that meet their needs. After providing the needed information, seek 
patients’ permission to proceed with exam procedures. (For a more detailed discussion on seeking informed 
consent of patients, see A.3. Informed Consent.)  
 
Address and respect patients’ priorities. Although medical care and evidence collection may be 
encouraged during the exam process, responders should provide patients with information about all of their 
options and assess and respect their priorities. 
  
Integrate medical and evidentiary procedures where possible. Medical care and evidence collection 
procedures should be integrated to maximize efficiency and minimize trauma to patients. For example, draw 
blood needed for medical and evidentiary purposes at the same time. Also, coordinate information-gathering 
by health care and legal personnel to minimize the need for patients to repeat their statements. (For more 
information on coordination in information gathering, see C.4. The Medical Forensic History.)  Consider the 
                                                      
79 Legal Momentum has extensive resources available regarding U-Visas. See: http://www.legalmomentum.org/our-work/immigrant-
women-program/u-visa.html. Additionally, immigrant women are entitled to emergency medical and post-assault healthcare. For a state-
by-state breakdown of the benefits afforded see: http://www.legalmomentum.org/assets/pdfs/4_nilc_table_10.pdf.  
80 Paragraph partially drawn from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 
2001, p. 15. 
81 For example, in cases involving adolescents or vulnerable adults, caretakers should not be allowed in the exam room if they are 
suspected of committing the assault or of being otherwise abusive to the patient.  

http://www.legalmomentum.org/our-work/immigrant-women-program/u-visa.html
http://www.legalmomentum.org/our-work/immigrant-women-program/u-visa.html
http://www.legalmomentum.org/assets/pdfs/4_nilc_table_10.pdf
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implications of the evolving law on hearsay exceptions when determining the level and nature of 
coordination. See Appendix C for more information on the relevant case law and how it relates to medical 
forensic examinations. 
 
Address patients’ safety during the exam. When patients arrive at the exam site, health care providers 
should assess related safety concerns. For example, a caretaker, partner, or family member who is 
suspected of committing the assault may have accompanied the patient to the facility. Some victims, 
including transgender people, may also fear assault or belittlement by health care professionals’ and/or law 
enforcement officials’ responses to their gender identity or expression and/or transgender body. Follow 
facility policy on response to this and other types of threatening situations. Also, exam sites should have 
plans in place to protect patients from exposure to potentially infectious materials during the examination. 
(See B.1. Sexual Assault Forensic Examiners.) Prior to discharge, assist victims in planning for their safety 
and well-being. Planning should take into account needs that may arise in different types of cases. For 
example, patients who know the assailants may not be concerned only about their ongoing safety but also 
about the safety of their families and friends. Local law enforcement may be able to assist facilities in 
addressing patients’ safety needs. (See C.10. Discharge and Follow-up.)  
 
Provide information that is easy for patients to understand, in the patient’s language, and that can be 
reviewed at their convenience.82 Information should be tailored to patients’ communication skill 
level/modality and language. This includes providing interpreter services and the translation of documents 
into languages other than English for limited English proficient (LEP) patients.  Developing material in 
alternative formats may be useful, such as information that is taped, in Braille, in large print, in various 
languages, or uses pictures and simple language.83 A victim booklet or packet that includes information about 
the following topics may be helpful: 
 

• The crime itself (e.g., facts about sexual assault and related criminal statutes). 
• Normal reactions to sexual assault (stressing that it is never the victim’s fault), and signs and 

symptoms of traumatic response. 
• Victims’ rights. 
• Victim support and advocacy services. 
• Civil, criminal, and immigration legal services. 
• Mental health counseling options and referrals. 
• Resources for the victim’s significant others. 
• The examination—what happened and how evidence/findings will be used. 
• Medical discharge and follow-up instructions. 
• Planning for the victim’s  safety and well-being. 
• Examination payment and reimbursement information. 
• Steps and options in the criminal justice process.  
• Civil and immigration remedies that may be available to sexual assault victims. 
• Procedures for victims to access their medical record or applicable law enforcement reports. 

 
Address physical comfort needs of patients prior to discharge. For example, provide them with the 
opportunity to wash in privacy (offering shower facilities if at all possible84), brush their teeth, change clothes 
(clean and ideally new replacement clothing should be available); get food and/or a beverage, and make 
needed phone calls. They may also require assistance in coordinating transportation from the exam site to 
their home or another location.  

                                                      
82 Many local sexual assault advocacy programs and state coalitions of sexual assault programs offer publications that speak to victims’ 
concerns in the aftermath of an assault. However, any involved agency, SART, or coordinating council could develop such literature.  
83 For example, one sexual assault advocacy program offers a booklet “for those who read best with few words” designed for people 
with developmental disabilities who have been sexually assaulted. For more information on this publication, contact the Los Angeles 
Commission on Assaults Against Women by phone (213–955–9090) or e-mail info@lacaaw.org. 
84 It would be useful for the exam room to have an attached bathroom with a shower.  
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3. Informed Consent  
 
Recommendations at a glance for health care providers and other responders for requesting patients’ 
consent throughout the exam process: 
 
• Seek the informed consent of patients as appropriate throughout the exam process. 
• Make sure policies exist to guide the process of seeking informed consent from specific populations.  
 
Seek the informed consent of patients as appropriate throughout the exam process. There are two 
essential but separate consent processes—one for overall medical evaluation and treatment and a second 
for evidence collection and release. Patients should understand the full nature of their consent to each 
procedure, whether it is medical or evidentiary (e.g., what the procedure entails, possible side effects, limits 
of confidentiality, and potential impact). The only way to put patients in the position of being able to make 
informed decisions about whether to allow a procedure is by presenting them with all relevant information in 
a language they understand. Patients can decline any part or all of the examination. However, the informed 
consent process includes making patients aware of the impact of declining a procedure, as it may negatively 
affect the quality of care and the usefulness of evidence collection. It may also have a negative impact on a 
criminal investigation and/or prosecution both because evidence not collected may have been useful and 
because defense attorneys in a civil or criminal case may use the fact that the victim declined a procedure to 
claim that the victim is hiding something that would have been revealed by that procedure. They should 
understand that declining a procedure might also be used by opposing counsel to discredit the victim at trial.  
 
Before making any disclosures, patients should be advised whether their communications are confidential 
and whether the confidentiality of the statements is covered by a privilege.  Understanding what will happen 
to the information provided and the extent to which it may be protected is an important component of 
informed consent. 
 
Health care providers and other responders must refrain from any judgment or coercive practice in seeking 
patients’ consent. It is contrary to ethical and professional practices to influence their decisions.  
 
Seek both verbal and written consent as required by policy. In addition to verbally providing information and 
seeking consent throughout the exam process, written consent of patients may be needed in order to carry 
out specific procedures. Verbal and written consent from patients who are limited English proficient may 
require the use of foreign language interpreters for verbal consent and for written consent to have the 
interpreters provide a sight translation of written documents and the translation of consent forms and other 
documents into non-english languages.85 It is important that jurisdictions, agencies, and exam facilities make 
it very clear to responders when written consent is necessary, how it should be sought, and provide 
appropriate checklists and forms to facilitate obtaining written consent in a consistent manner.  
 
Methods to inform patients verbally and seek their consent vary significantly across jurisdictions and 
individuals requesting consent. For example, some examiners ask patients to voice their consent to each 
exam procedure while others explain from the start that they need patients to tell them if they want to stop at 
any time. While respecting the individual communication styles of responders, the process of obtaining 
consent can be enhanced when they are educated on how to seek verbal consent logistically in a way that is 
consistent across patients and helps facilitate the exam process as specified by the jurisdiction and facility. 
 
Verbal and written information given to patients to facilitate the consent process should be complete, clear, 
and concise. This information, along with consent forms, should be tailored to the communication skill 
level/modality and language of patients. Responders should be aware of verbal and nonverbal cues from 
patients and adjust their methods of seeking consent to meet patients’ needs. Encourage patients to ask 
questions and to inform relevant responders if they need a break or information repeated or do not want a 
particular part of the exam process done. Make sure all signatures and dates needed are obtained on written 

                                                      
85 See The Joint Commission on Accreditation of Healthcare Organizations (Joint Commission) New & Revised Standards & EPs for 
Patient-Centered Communication, Accreditation Program: Hospital, RI, 01.01.03, effective January 1, 2011.  
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consent forms and document consent or reasons for declining to consent as appropriate (either on the 
medical record or forensic report forms). 
 
Seek consent for medical evaluation and treatment in a language that the patient understands. Follow facility 
policy for seeking patients’ consent for medical evaluation and treatment. Any written medical consent forms 
developed for the purpose of the exam may need to be reviewed and approved by facility administration. 
Documentation on consent for medical evaluation and treatment becomes part of the medical record. 
Informed consent of patients for medical evaluation and treatment typically is needed for the following: 
 

• General medical care. 
• Pregnancy testing and care. 
• Testing and prophylaxis for STIs. 
• HIV prophylaxis. 
• Photographs, including colposcopic images. 
• Permission to contact the patient for medical purposes. 
• Release of medical information. 

 
Seek consent for evidence collection and release in a language that the patient understands. Follow 
jurisdictional procedure for obtaining informed consent for the exam and evidence collection. Informed 
consent of patients typically is needed for: 
 

• Notification to law enforcement or other authority (depends upon reporting requirements). 
• Evidence collection and release. 
• Toxicology screening.  
• Release of information and evidence to criminal justice system personnel, SART/SARRT members, 

and partnering service providers. 
• Contact with patients for reasons related to their criminal sexual assault case. 
• Patient notification in case of a DNA match or additional victims.  

 
Patients should be informed that data without patient identity can be collected from the report for health and 
forensic purposes by health authorities or other qualified persons with a valid educational or scientific interest 
for demographic and/or epidemiologic studies. 
 
Responders should coordinate efforts to seek patients’ consent. On a jurisdictional level, SART/SARRTs (or 
involved responders if a SART/SARRT does not exist) can identify all procedures where consent is needed 
during the exam process. They can make sure appropriate written consent forms are developed as well as 
procedures for requesting verbal and written consent. They should determine which responder has the 
knowledge needed to provide patients with information about each procedure and consider from whom 
patients might feel the most comfortable receiving this information. For example, while each responder may 
provide discipline-specific information to patients, advocates may provide a broad overview of all 
components of the exam process. Checklists that clarify discipline-specific roles in obtaining consent may be 
useful.   
 
Make sure policies exist to guide the process of seeking informed consent from specific populations. 
In order to provide informed consent, patients should be able to weigh the risks and benefits of different 
treatment and evidence collection options. It is always important for examiners to assess patients’ ability and 
legal capacity to provide informed consent.86 Providers should be aware of jurisdictional laws governing the 
ability of specific populations to provide consent (e.g. minors, individuals with cognitive disabilities, etc.). 
 
In addition, facilities should have internal policies based on applicable jurisdictional statutes governing 
consent for treatment of vulnerable adult patients. The medical provider will generally need to assess 
whether the patient has the cognitive capacity to give consent for the examination, and, if not, the provider 
should follow these internal policies and jurisdictional statutes. Policies should include procedures to 

                                                      
86 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p.82. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.   

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
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determine whether or not patients are their own guardians; if there is a guardian, to determine the extent of 
the guardianship; to obtain consent from a guardian if needed; and what to do if the guardian is not available 
or is suspected of abuse or neglect. Exam facilities should also have policies in place to address consent for 
treatment in cases in which patients are unconscious, intoxicated, or under the influence of alcohol or drugs, 
and are therefore temporarily incompetent to give consent.  
 
In cases of adolescent patients, jurisdictional statutes governing consent and access to the exam should be 
followed. For instance, a state statute may allow minors to receive care for STIs and pregnancy, but not a 
medical forensic examination without parental or guardian consent. In some jurisdictions, a minor may 
consent to the examination but not keep the results private from a parent or legal guardian. Exceptions to 
parental consent requirements also exist when the parent or guardian is the suspected offender or where the 
parent or guardian can’t be found and the collection of evidence needs to be done quickly. In such cases, the 
law generally specifies who may give consent in lieu of the parent or guardian, such as a police officer, 
representative from the jurisdiction’s children’s services department, or judge.87 
 
It should be clarified whether policies and statutes regarding consent for medical evaluation and treatment 
for the above populations encompass consent for the forensic component of the exam. If not, additional 
guidance from the jurisdiction is needed to develop the appropriate policies. Also, jurisdictional statutes 
regarding mandatory reporting to law enforcement or protective services in cases of vulnerable adult and 
minor sexual assault victims must be observed.  
 
Examiners should develop policies and procedures for providing sexual assault care to the unconscious 
patient. Such care should respect the autonomy of the individual and be consistent with jurisdictional 
interpretations of emergency exceptions to informed consent. Policies should ideally be approved by hospital 
ethics committees. Similarly, examiners should have policies for patients that present with altered mental 
status, which could be from alcohol or drug intoxication or for other reasons. At a minimum, if serious 
problems are ruled out, the patient will likely need to be observed until consent and cooperation can be 
obtained which will delay the start of the examination. 
 
In all cases, the medical forensic examination should never be done against the will of patients. Responders 
should not touch patients or otherwise perform exam procedures without their permission.  
 
  

                                                      
87 Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 97. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.   

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
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4. Confidentiality  
 
Recommendations at a glance for jurisdictions to maintain confidentiality: 
 
• Be sure jurisdictional policies address the scope and limitations of confidentiality as it relates to the 

examination process and with whom information can be legally and ethically shared. 
• Increase the understanding of relevant confidentiality issues.  
• Consider the impact of the federal privacy laws regarding health information on victims of sexual assault. 
• Strive to resolve intrajurisdictional conflicts. 
 
Be sure jurisdictional policies address the scope and limitations of confidentiality as it relates to the 
examination process and with whom information can be legally and ethically shared. The 
confidentiality of records (as well as forensic evidence and photographic and video images) is intricately 
linked to the scope of patients’ consent. Members of a SART/SARRT or other collaborating responders 
should inform victims of the scope of confidentiality with each individual responding to the sexual assault 
victim and be cautious not to exceed the limits of victim consent.  
 
Increase the understanding of relevant confidentiality issues. Individuals responding to the sexual 
assault victim  need education on the basics of maintaining the confidentiality of their patients (e.g., knowing 
what information is confidential and with whom confidential data can be shared, and being aware of their 
surroundings and who may be listening when discussing cases). They also should build their understanding 
of the scope and limitations of confidentiality of each agency and responder involved. 
 
In addition, individuals responding to sexual assault victims should be aware of the laws in their jurisdiction 
pertaining to privileged communications. 88 More than half of the states have laws in place providing some 
level of privilege to the communications of sexual assault/rape crisis and domestic violence counselors. A 
few states’ laws apply to victim counselors in general. In most states, counselors must complete a certain 
number of training hours to qualify for the privilege. However, privileges vary from state to state.  
 
Responders should be aware that victims in the military who choose restricted reports can confidentially 
speak with a sexual assault victim advocate, a sexual assault response coordinator, military chaplain, or 
other specified military professional. Jurisdictions should be careful in their local response to protect any 
privileges that are available to victims. This can be done by limiting who speaks with the victim at each stage 
of the process, who will be present during discussions and/or interviews, and who will be the recordkeeper or 
notetaker.  
 
In some jurisdictions, patients who are minors have fewer or more limited confidentiality rights than adults.  
For example, in some jurisdictions, minor patients have the right to grant or withhold consent to a forensic 
examination but not to keep the results of the exam private from their parent or legal guardian. 
 
Involved responders should be able to explain the following to patients: 
 

• Community-based advocates usually can provide patients with some level of confidentiality 
(depending upon applicable jurisdictional statutes). It is important to convey to patients the scope 
and limits of confidentiality of this communication. System-based advocates (such as those based in 
police departments, prosecutor’s offices, or military installations) usually have limited or no ability to 
keep information confidential. 

                                                      
88 Traditionally, many types of communication have been protected from disclosure in court. These include communication between 
husband and wife, physician and patient, attorney and client, clergy and parishioner, and psychotherapist and patient. Confidential 
communication generated in the course of a counseling relationship has more recently been afforded some statutory protection. In 
general, victim-counselor privilege laws enable counselors (such as community-based victim advocates) to maintain confidentiality of 
information revealed to them. This does not usually apply to system-based advocates, such as those in law enforcement departments or 
prosecutor’s offices. In addition to preventing counselors from testifying in court, many privilege laws extend protection to their written 
records. (Drawn from Privacy of Victims’ Counseling Communications, Office for Victims of Crime, Legal Series, Bulletin #8 (November 
2002), pp. 1–2.) 
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• Absent a court order, patients’ medical records are confidential—exam facilities typically have 
policies in place to protect these records. It is important that patients understand the scope and limits 
of confidentiality of these records.  

• If the assault is reported to law enforcement, health care providers provide to the criminal justice 
system information collected during the examination that is related to forensic evidence. 

• If the victim chooses to get an exam, but not make a police report, the evidence collection kit is 
typically held in a secure setting for a period of time as determined by jurisdictional policy. Patients’ 
identity should not be revealed to law enforcement. Patients usually need to make an official report 
by the end of the designated period of time or the evidence and information will be destroyed.  

• Information that patients share with law enforcement representatives, prosecutors, justice system 
based advocates, and adult/child protective services becomes part of the criminal justice record. This 
record is typically available to investigators and prosecutors handling the patient’s case. It also may 
have to be provided to the defense pursuant to the government’s discovery obligations89 (although 
prosecutors may request the court to shield certain information from the defense, such as history of 
prior pregnancies, abortions, and STIs).90 

• Each case potentially involves individuals from different agencies responding to the sexual assault 
victim that may have their own confidentiality policies (e.g., school counselors and mental health 
providers). 

• Both prosecutors and defense attorneys can call witnesses, including responders, to testify in court;  
• Court documents and proceedings are generally matters of public record, with the exception of 

certain excluded materials (e.g., some states’ statutes prohibit victim contact information from 
appearing on public court documents).  

• Patients may at some point wish to view or obtain applicable medical records and/or law 
enforcement reports. They should have access to such documentation, and exam site and 
jurisdictional procedures for accessing this data should be conveyed to patients. 

• Military members can confidentially91 report being sexually assaulted to specified officials within the 
military and therefore can be eligible to receive medical care, counseling, and victim advocacy 
services without requiring command notification or triggering the investigatory process. This is known 
as restricted reporting.  Release of the information regarding the sexual assault to anyone other than 
the specified officials who may receive a restricted report will result in the loss of confidentiality for 
the victim and command and law enforcement will have to be notified of the sexual assault. 

 
Consider the impact of federal privacy laws regarding health information on victims of sexual 
assault. The Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy Rule and its 
implementing regulations (found at 45 CFR Part 160 and Subparts A and E of Part 164), established national 
standards for the protection of certain individually identifiable health information created or held by health 
plans, certain health care providers, and health clearinghouses. With respect to disclosures to victim 
advocacy organizations, the HIPAA Privacy Rule permits hospitals and other health care providers to alert a 
victim advocacy organization to the presence of a victim of sexual assault at the hospital without giving any 
identifying information about the victim. Further, once the advocate is at the hospital, if the victim is informed 
in advance and agrees or does not object, or the hospital reasonably infers from the circumstances, based 
on professional judgment, that the victim does not object, then the Privacy Rule permits hospital staff to 
introduce the advocate to the victim and share information pertinent to the advocate’s involvement in the 
victim’s care. For more information on the ability of a health care provider to communicate with persons 
identified by an individual as involved in the individual’s care, see A Health Care Provider’s Guide to the 
HIPAA Privacy Rule: Communicating with a Patient’s Family, Friends, or Others Involved in a Patient’s Care, 
available at http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf. 
 

                                                      
89 Discovery in a criminal case is the turning over of any evidence or information that the prosecutor is obligated by jurisdictional statute 
or case law to turn over to the defense. (Drawn from electronic communications with Norm Gahn, Assistant District Attorney, Office of 
the District Attorney for Milwaukee County, Wisconsin, during the fall of 2003.) 
90 Depending on jurisdictional law, law enforcement reports and reports of other governmental agencies may be subject to open public 
records laws or Freedom of Information Act laws. In such instances, jurisdictional policy would govern when such information could be 
released to the general public upon request. (Drawn from electronic communications with Robert Laurino, Deputy Chief Assistant 
Prosecutor, Essex County Prosecutor’s Office, New Jersey, during the fall of 2003.) 
91 Within the U.S. Department of Defense’s Restricted Reporting Policy, a military member may make a restricted report to a Sexual 
Assault Response Coordinator (SARC), victim advocate, or health care provider. 

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf
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For more information about the HIPAA Privacy Rule generally, including the conditions under which other 
disclosures are permitted, visit the Department of Health and Human Services Office for Civil Rights (OCR) 
Web Site at http://www.hhs.gov/ocr/privacy/ for an array of helpful guidance documents and Frequently 
Asked Questions.  
 
HIPAA is not the only federal law that governs victims’ privacy rights. Agencies that receive funding under 
the Violence Against Women Act (VAWA) must also comply with VAWA’s confidentiality provisions. These 
provisions require that a victim’s personally identifying information may not be released without a victim’s 
written, time-limited, informed consent or a court or statutory mandate. 

 
Strive to resolve intrajurisdictional conflicts. For example, maintaining confidentiality is often difficult in 
isolated or small communities where people know one another or word of a crime travels quickly (e.g., school 
campuses and tribal, military, religious, or immigrant communities). Special precautions must be taken in 
these situations to preserve confidentiality. Every effort should be made to avoid conflicts of interest (e.g., the 
investigator is the cousin of the suspect or the health care provider, or the advocate or interpreter is an 
acquaintance of the patient). Give patients as many options as possible to avoid these dilemmas (e.g., allow 
them to work with a different investigator or be examined at another site or by another examiner, if possible).  
  

http://www.hhs.gov/ocr/privacy/


 

50 
 

  



 

51 
 

5. Reporting to Law Enforcement  
 
Recommendations at a glance for jurisdictions and individual responding to the sexual assault victims to 
facilitate victim-sensitive reporting practices: 
 
• Except in situations covered by mandatory reporting laws, patients, not health care workers, make the 

decision to report a sexual assault to law enforcement  
• Inform patients about reporting consequences. 
• As a result of VAWA 2005, many jurisdictions have implemented alternatives to standard reporting 

procedures. 
• Promote a victim-centered reporting process. 
 
Many sexual assault victims who come to health care facilities or other exam sites for the medical forensic 
exam choose to report the assault to law enforcement. Reporting provides the criminal justice system with 
the opportunity to offer immediate protection to the victim, collect evidence from all crime scenes, investigate 
the case, prosecute it if there is sufficient evidence, and hold the offender accountable for crimes committed. 
Given the danger that sex offenders pose to the community, reporting can serve as a first step in efforts to 
stop them from reoffending. Equally important, reporting gives the justice system the chance to encourage 
victims to seek assistance to address their needs, identify patterns of sexual violence in the jurisdiction, and 
educate the public about such patterns. Service providers should discuss all reporting options with victims 
and the pros and cons of each, including the fact that delayed reporting may be detrimental to the 
prosecution of an offender. Victims need to know that even if they are not ready to report at the time of the 
exam, the best way to preserve their option to report later is to have the exam performed. Information should 
be provided in a language victims understand. 
 
Some victims, however, are unable to make a decision about whether they want to report or be involved in 
the criminal justice system in the immediate aftermath of an assault. Pressuring these victims to report may 
discourage their future involvement. Yet, they can benefit from support and advocacy, treatment, and 
information that focuses on their well-being. Recognizing that traumatic injuries heal and evidence on their 
bodies is lost as time passes and that they may report at a later date, victims can also be encouraged to 
have the medical forensic exam conducted.  Victims who are recipients of compassionate and appropriate 
care at the time of the exam are more likely to cooperate with law enforcement and prosecution in the future.  
 
Except in situations covered by mandatory reporting laws, patients, not health care workers, make 
the decision to report a sexual assault to law enforcement. Health care workers in some jurisdictions are 
bound by law to report some or all forms of sexual assault, regardless of patients’ wishes.92 In the remaining 
jurisdictions, no report should be made without the consent of patients. (Exceptions typically include cases 
involving vulnerable adults and minors victimized by caretakers or other authority figures). All involved health 
care providers should be aware of the reporting requirements in the jurisdiction in which they work. 
 
In jurisdictions in which mandatory reporting by health care personnel is required, patients should be 
informed of the legal obligations of health care personnel, what triggers a mandatory report, that a report is 
being made, and the contents of the report. Patients should understand that even if health care personnel 
make a mandatory report, they are not obligated to talk with law enforcement officials93  

                                                      
92 Some jurisdictions mandate reporting for some or all violent crimes, requiring health care workers to notify law enforcement in cases 
involving a gunshot or knife wound, strangulation/choking, or other serious bodily injury. They vary, however, in whether they require 
acts of sexual violence without serious physical injuries to be reported. Health care personnel should be aware that these reporting laws 
may come into conflict with military policy allowing for restricted reporting for victims in the military. 
93 Some victims may fear possible consequences of reporting (e.g., retaliation by offenders; rejection by family members and friends; 
being discriminated against if they are males). Victims may have these and other fears because they are from populations with differing 
sexual orientations or gender identities, or they are from racially or otherwise oppressed groups; they are inmates; or they fear being 
deported or refused citizenship (in the case of recent immigrants and refugees). Some recent immigrants or refugees may fear law 
enforcement because of past experiences of oppression by authorities in their countries of origin. In addition, many victims are not 
willing to deal with the humiliation, loss of privacy, and negativity they perceive would accompany reporting, an investigation, and 
prosecution. If an intimate partner or a family member committed the assault, victims may also be concerned about the consequences of 
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States are required, as a condition of eligibility for STOP Violence Against Women Formula Grant funds, to 
allow victims to receive examinations and to have the examinations paid for regardless of the level of  
participation of victims in the criminal justice process. Documentation and evidence collected could be 
invaluable to the investigation and prosecution if patients should report at a later date, which often occurs. 
Patients also have the right to receive medical care for assault-related injuries and concerns, regardless of 
their decision to report and/or have evidence collected, although the state is not required to pay for medical 
care.  
 
Jurisdictions need to consider the challenges of storing evidence in cases where victims go through the 
medical forensic exam but opt not to participate with the criminal justice process. In some communities, it is a 
challenge to find adequate space to hold evidence in cases where a report has not been made. For more 
information on this topic, see B.6. Evidence Integrity. 
 
In addition, under VAWA 2005 as a condition of STOP Formula Grant funding, states must also certify that 
law enforcement officers, prosecutors, and other government officials do not ask or require victims of sex 
offenses to submit to polygraph exams or other truth telling devices as a condition for proceeding with the 
investigation or prosecution of the offense.  
 
Inform patients about reporting consequences. Prior to making a decision about reporting, patients need 
information about issues related to reporting. For example, they should be informed of the following: 
 

• The process of reporting the sexual assault to law enforcement and the information that will typically 
be requested from the victim. 

• Procedures dealing with reporting in the jurisdictional protocol for immediate response to sexual 
assault.  

• Whether health care personnel are mandated by law to report the assault. 
• The fact that the report will trigger an investigation. Depending upon the results of the investigation, 

the case may be referred to the prosecutor, and the prosecutor may file charges.  
• The purposes of the exam and how documented injuries as well as evidence gathered could be used 

during investigation and prosecution. 
• Types of evidence (beyond that found on patients) that may be gathered during an investigation.94  
• The fact that delays in reporting, especially extended ones, can result in loss of evidence and may 

negatively affect the ability of the criminal justice system to investigate and prosecute a case.95 
• Practices regarding prosecution of sexual assault victims for unrelated criminal charges.  
• The right to accept or decline exam procedures and the possible consequences of declining.  
• The right to copies of any communication or report issued to law enforcement and procedures for 

accessing such data.  
• Policies related to payment for the exam, evidence collection, and medical care, whether or not a 

report is made.  
• Policies on collecting/holding evidence in cases where patients are undecided about reporting, and, 

if evidence can be collected with no report, the amount of time they have to make a reporting 
decision.  

 

                                                                                                                                                                                
prosecution on their families (e.g., loss of income, employment, profession, attorney fees, and childcare costs) and being blamed for 
“tearing the families apart.” Incest victims may be deterred from reporting because offender registries might indirectly identify them.  
94 For example, other evidence may be found on the suspect’s bodies and clothing, at the locations of actual assaults, and locations 
victims went to immediately after the assaults.  
95 Prompt reporting can facilitate a thorough investigation. Collecting evidence from patients is but one piece of investigative information 
gathering. Other investigative activities may include, but are not limited to, identifying and collecting evidence from all crime scenes; 
identifying, apprehending, and interviewing suspects; interviewing witnesses (both eyewitnesses and persons to whom victims initially 
disclose); obtaining search warrants as needed (e.g., to search for drugs that might have been used to facilitate an assault or for 
evidence used during an assault such as clothing, ropes, or condoms). Investigative activities depend on the specifics of each case.  
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In response to VAWA 2005, many jurisdictions have implemented alternatives to standard reporting 
procedures.96 Many communities have implemented alternatives to traditional reporting procedures, such as 
anonymous or blind reporting. These procedures are used when victims do not want to immediately report or 
are undecided about reporting with their own name and contact information (but are willing to report 
anonymously).97 Government entities that mandate reporting for sexual assaults, in particular, have 
implemented an option of third-party anonymous reporting for mandated reports, which allow a third-party, 
such as the medical personnel, to make the report without including identifying information about the victim.98 
Although the practice of anonymous reporting is not widespread it allows victims and/or third-party reporters 
to share critical information about the assault with law enforcement without sacrificing privacy. It also enables 
investigators to gain information about sex crimes that would otherwise go unreported.  
 
To develop an anonymous/blind reporting system, law enforcement agencies can: 
 

• Establish and uphold a policy of victim confidentiality. 
• Allow victims to disclose as little or as much information as they wish. 
• Accept the information whenever victims might offer it—a delay in disclosure is not an indicator of the 

validity of the statement. 
• Develop procedures and forms to facilitate anonymous information from third parties (e.g., 

examiners). 
• Clarify options with victims for future contact—where, how, and under what circumstances they may 

be contacted by the law enforcement agency or by another agency.  
• Maintain these reports in separate files from official complaints to avoid inappropriate use.  

 
Informed consent from victims for notification should be sought during the initial report, as well as appropriate 
times, reasons, and methods to recontact them.99 For example, a victim may want to be contacted if another 
victim who was likely assaulted by the same suspect comes forward.   
 
Promote a victim-centered reporting process. Some approaches for communities to consider:  
 

• Explore the myriad reasons why victims are reluctant to report and how the actions or attitudes of 
agencies may help perpetuate these fears. Help agencies consider how to address reluctance and 
fears (e.g., immigrant victims who fear deportation and immigration enforcement may benefit from 
immediate access to legal services or information about their rights as potential U-Visa holders). 
Information regarding U-Visas should be universally provided to all victims. The resource, if not 
appropriate for the victim being seen, may be passed along to others through word of mouth.100 

• Evaluate local trends regarding reporting and victims’ involvement in the criminal justice system. 
Based on feedback, develop and implement a plan to improve multidisciplinary response to sexual 
assault. 

• Improve and increase professional training for first responders (e.g., training for law enforcement 
investigators on effective interviewing techniques for sexual assault victims, training for health care 
personnel on the clear use of language in documentation, training for prosecutors on strategies for 

                                                      
96The first two paragraphs in this section are drawn from S. Garcia and M. Henderson, Blind Reporting of Sexual Violence, FBI Law 
Enforcement Bulletin, June 1999, pp. 12–16. 
97 For example, the Chapel Hill, North Carolina, Police Department’s blind reporting system for sexual assault enables victims to 
disclose as much or as little information as they want. A detective records the information but does not initiate an investigation unless 
victims decide to file a formal complaint. The blind reporting system has been credited with contributing to a steady increase in sexual 
assault reporting. The number of male victims who reported during that time also rose. (K. Littel, M. Malefyt, and A. Walker, Assessing 
the Justice System Response to Violence Against Women: A Tool for Law Enforcement, Prosecution, and the Courts to Use in 
Developing Effective Response, 1998, pp. 18–9.)  
98 For example, all health care providers in Massachusetts who attend to, treat, or examine a sexual assault patient are required to 
submit a third-party anonymous report (with no identifying information) to law enforcement in the community where the assault occurred 
as well as to the state police. This report is required even if patients report the assault themselves. (Commonwealth of Massachusetts 
SANE Protocol, 2002, pp. 8–9.) 
99 All those involved in immediate response, including victims, need to understand the nature of DNA evidence and how CODIS can be 
used to match offenders with DNA in the database. They also need to know the status of CODIS in their jurisdiction (states have varying 
laws regarding which crimes qualify for inclusion in the database).  
100 Legal Momentum has extensive resources available regarding U-Visas. See http://www.legalmomentum.org/our-work/immigrant-
women-program/u-visa.html. Additionally, immigrant women are entitled to emergency medical and post-assault healthcare. For a state-
by-state breakdown of the benefits afforded, see http://www.legalmomentum.org/assets/pdfs/4_nilc_table_10.pdf.  

http://www.legalmomentum.org/our-work/immigrant-women-program/u-visa.html
http://www.legalmomentum.org/our-work/immigrant-women-program/u-visa.html
http://www.legalmomentum.org/assets/pdfs/4_nilc_table_10.pdf
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overcoming a consent defense, and training for first responders on effective use of interpreters when 
responding to sexual assault cases). 

• Encourage reporting of criminal justice statistics that accurately reflect the full range of sexual 
assaults that are reported in a jurisdiction.  

• Initiate community education, outreach, and services targeting groups that may be reluctant to seek 
assistance after an assault.  

• Expand community collaboration to include immigrant victim advocates who can work with the local 
coordinating council and SART/SARRT to inform immigrant victims of their rights as soon as 
possible post-assault. 

• Offer viable options for reimbursement of exam costs for which victims are responsible, such as 
costs that are purely medical in nature.101  

• Ensure that victims who opt not to participate in the criminal justice process have access to the same 
comprehensive medical forensic examination as those who do. 

• Encourage the development of a coordinating council and/or SART/SARRT to facilitate a more 
coordinated, victim-centered, comprehensive community response to sexual violence. 

• Support the formation of specialized examiner programs, investigative and prosecution units, and 
sexual assault victim advocacy programs to handle these cases. Specialization can potentially 
increase the knowledge base and commitment of those responding to sexual assault victims, 
increase adherence to jurisdictional protocols for immediate response to sexual assault, encourage a 
victim-centered response, and positively advertise services offered.  

• Develop jurisdiction-wide public information initiatives on mandatory reporting—mandatory reporters 
need to know applicable statutes regarding reporting sexual assault cases that involve older 
vulnerable adults, persons with disabilities, and minors. A toll-free hotline number exclusively 
dedicated to abuse reports may also help simplify reporting and ensure a written report of each case 
and referrals to appropriate agencies. Such a hotline could be operated at a state, tribal, regional, or 
local level. To encourage both reporting and follow-through, protective agencies that investigate 
these cases should work collaboratively with local law enforcement agencies to ensure that each 
case is dealt with in the best possible manner and that further harm does not occur.102   

• In institutional settings such as prisons, jails, immigrant detention centers, nursing homes and 
assisted living programs, inpatient treatment centers, and group homes, ensure that victims can 
report assaults to outside agencies and are offered protection from retaliation for reporting. 

• In each case, strive to create an environment in which victims are supported and respected 
throughout the criminal justice process and beyond.103 

• After steps have been taken to identify and remove barriers to reporting sexual assaults, educate the 
public about the potential benefits of reporting, how to go about reporting, what happens once a 
report is filed, and jurisdictional legal advocacy services available (if any) for sexual assault victims. 
Build upon already existing public awareness efforts of local advocacy programs.  

 

                                                      
101 It would be ideal if victims did not have to cover any costs for the exam and related medical care. However, jurisdictions and exam 
facilities vary in the costs that victims are required to cover. In some jurisdictions, victims are responsible for the costs of treatment for 
injuries and possible pregnancy, STIs, and HIV infection. Some exam facilities are flexible—they may allow victims to pay as they are 
financially able or may be willing to waive some or all charges. 
102 Bullet drawn from A. Vachss, Redefining Rape Response: When the Victim is Elderly or Has a Disability, 2004, pp. 6 and 18. 
http://www.nj.gov/lps/dcj/agguide/standards/standardssartsane.pdf  
103 Bullet adapted from the New Jersey Office of the Attorney General’s Standards for Providing Services to Survivors of Sexual Assault, 
1998, pp. 6 and 18. 

http://www.nj.gov/lps/dcj/agguide/standards/standardssartsane.pdf
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6. Payment for the Examination Under VAWA 
 
Recommendations at a glance for jurisdictions to facilitate payment for the sexual assault medical forensic 
exam: 
 
• Understand the VAWA provisions related to exam payment.  
• Notify victims of exam facility and jurisdictional policies regarding payment for medical care and the 

medical forensic exam.  
 
Understand the VAWA provisions related to exam payment.104 Under the Violence Against Women Act 
(VAWA) and subsequent legislation, grantees of the STOP Violence Against Women Formula Grant 
Program must meet certain requirements concerning payment for the forensic medical exam in order to 
receive funds. The STOP Program is a formula grant program which provides funds to all states, Territories, 
and the District of Columbia.105  
 
Each of these entities certifies each year that it is in compliance with the requirements of VAWA. 106 
Specifically, the state, territory, or the District of Columbia must certify that it or another governmental entity 
"incurs the full out-of-pocket cost of forensic medical exams" for victims of sexual assault. If one part of a 
state or territory, such as a county or city, is forcing victims to incur these costs, then the state or territory will 
not be able to certify and will be ineligible for the grant funds. In addition, under the Violence Against Women 
Act of 2005, states must also certify that they do not require victims to participate with the criminal justice 
process in order to be provided with an exam.107   
 
States are permitted to use STOP Program funds to pay for the exams if they meet two conditions.108  First, 
the exam must be performed by a “trained examiner for victims of sexual assault.”  Second, the state may 
not require victims of sexual assault to seek reimbursement from their insurance carriers. 
 
In cases of victims associated with the U.S. military services, sexual assault forensic examinations may be 
covered under Tricare for service members. 
 
By regulation, "full out-of-pocket cost” means “any expense that may be charged to a victim in connection 
with a medical forensic examination for the purpose of gathering evidence of a sexual assault.”109 Examples 
of such expenses may include the full cost of the exam or a fee established by the facility conducting the 
exam, or a copayment or deductible in jurisdictions that require victims to submit the charges to insurance. 
Often, medical services that are not related to evidence gathering will not be covered by this requirement.  
 
Notify victims of exam facility and jurisdictional policies regarding payment for medical care and the 
medical forensic exam. Victims must be aware of exam facility and jurisdictional policies regarding payment 
for other medical care related to the sexual assault. Many jurisdictions will not pay for medical care provided 
as part of the medical forensic examination, such as the costs of treatment for injuries or treatment for STIs, 
or may require victims to apply separately for crime victim compensation to be reimbursed for such 

                                                      
104 As a result of the Violence Against Women Reauthorization Act of 2013, states can no longer pay for exams by reimbursing the 
victim, instead they need to either provide the exams free of charge to the victim or arrange for victim to obtain the exams free of charge 
to the victims. 
105 Its purpose is to assist these jurisdictions in developing and strengthening law enforcement and prosecution strategies to combat 
violence against women, as well as in developing and strengthening victim services in cases involving violence against women. 
106 For American Indian/Alaska Native victims, the costs of the exam will be born by either the state or in some cases the federal 
government. Although tribes are not directly eligible for STOP Formula Grants, they are eligible for subgrants from the states, as well as 
other Office on Violence Against Women grant programs that can address sexual assault. 
107 Under 42 U.S.C. § 10607, a federal investigating agency that conducts a sexual assault investigation shall pay for the cost of a 
forensic exam "which an investigating officer determines was necessary or useful for evidentiary purposes." However, in most cases 
where the victim does not choose to report the assault to law enforcement or to participate with the criminal justice process, a state that 
receives STOP funds will still be responsible for payment because at that stage there will be no federal investigation. The state’s 
responsibility for payment applies regardless of whether the crime occurred in Indian Country or within the special maritime and 
territorial jurisdiction of the United States.   
108 42 U.S.C. 3796gg-4(c). 
109 28 C.F.R. § 90.14(a). 
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expenses.  Individuals responding to the sexual assault victim need to be informed regarding payment 
policies and procedures for all aspects of the medical forensic examination, so that they can accurately 
inform victims.110 For example, responders can help them apply for crime victims’ compensation (if available) 
or arrange a payment plan with the exam facility.111 When victims are billed by the exam facility for costs that 
are their responsibility, procedures to protect their privacy should be incorporated into the billing process. 
Personnel in facility billing departments should be educated regarding coding and billing practices in these 
cases, as determined by facility and/or jurisdictional policy.  
 
Reporting to law enforcement. States, territories, and the District of Columbia must pay for sexual assault 
medical forensic exams without requiring victims to report the assault to law enforcement. Some victims are 
unable to make a decision about whether they want to report to law enforcement in the immediate aftermath 
of the assault. Recognizing that injuries heal and that evidence is lost as time progresses, victims should be 
encouraged to have the physical findings documented and evidence collected right away, and then have 
time to decide about reporting the crime.  
 
See http://www.ovw.usdoj.gov/faq-forensic-examinations.html and http://www.ovw.usdoj.gov/docs/stop-
formula-faq.pdf for more information on the STOP Formula Grant Program medical forensic exam payment 
requirement.  

                                                      
110 Victims in federal cases should first apply to the state or territory crime victim compensation program for reimbursement of costs that 
are their responsibility. If they are unable to obtain reimbursement via this channel, they should work with victim-witness specialists in 
the federal agency investigating or prosecuting the case to identify other possible sources of funding or reimbursement. For more 
information about crime victim compensation, please see http://www.ovc.gov/publications/factshts/compandassist/welcome.html.  
111 Exam facilities are sometimes willing to waive some related medical care costs that are not covered by government entities. 

http://www.ovw.usdoj.gov/faq-forensic-examinations.html
http://www.ovw.usdoj.gov/docs/stop-formula-faq.pdf
http://www.ovw.usdoj.gov/docs/stop-formula-faq.pdf
http://www.ovc.gov/publications/factshts/compandassist/welcome.html
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B. Operational Issues 
 
This section discusses components essential to conducting the sexual assault forensic examination: the 
health care providers conducting the exam, the facilities where exams are performed, the equipment and 
supplies needed during the exam, and the sexual assault evidence collection kit. It also discusses timing 
considerations in collecting evidence and evidence integrity during and after the exam.  
 
The following chapters are included:  
 
 
1. Sexual Assault Forensic Examiners 
 
2. Facilities 
 
3. Equipment and Supplies 
 
4. Sexual Assault Evidence Collection Kit 
 
5. Timing Considerations for Collecting Evidence  
 
6. Evidence Integrity 
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1. Sexual Assault Forensic Examiners  
 
Recommendations at a glance to build capacity of examiners to conduct these exams: 
 
• Encourage the development of specific knowledge, skills, and victim-centered approaches in examiners. 
• Encourage advanced education and supervised clinical practice of examiners, as well as certification for 

all examiners. 
• Provide access to experts on anti-sexual assault initiatives who can participate in sexual assault 

examiner training, mentoring, proctoring, case review, photograph review, and quality assurance. 
 
It is critical that health care providers conducting the sexual assault medical forensic exam are committed to 
providing compassionate and competent health care, collecting evidence in a thorough and appropriate 
manner, and testifying in court if needed. Their commitment should be grounded in an understanding that 
sexual assault is a serious crime that can have profound acute and chronic consequences for those 
victimized. Providers should recognize the role of advanced education and clinical experience in building 
competency to perform the exam. 
 
A growing trend across the United States is the use of sexual assault nurse examiners (SANEs) to conduct 
the exam. SANEs are registered nurses who receive specialized education and fulfill clinical requirements to 
perform these exams. Some nurses have been certified as SANEs–Adult and Adolescent (SANE–A) through 
the International Association of Forensic Nurses (IAFN).112 Others are specially educated and fulfill clinical 
requirements as forensic nurse examiners (FNEs), enabling them to collect forensic evidence for a variety of 
crimes. The terms “sexual assault forensic examiner” (SAFE) and “sexual assault examiner” (SAE) are often 
used more broadly to denote a health care provider (e.g., a physician, physician assistant, nurse, or nurse 
practitioner) who has been specially educated and completed clinical requirements to perform this exam.  
 
All communities should strive to ensure that victims of a recent sexual assault have access to specially 
educated and clinically prepared examiners to perform the medical forensic exam. As much as possible, 
examiners should be permanent rather than on temporary assignment in a jurisdiction. It can be challenging 
for examiners who are temporary (e.g., at an Indian Health Service facility) to understand needs of victims 
from the community or to be familiar with jurisdictional policies and procedures. If they move to another job 
assignment, arranging for them to testify in court can be complicated.113 
 
Encourage the development of specific knowledge, skills, and victim-centered approaches in 
examiners. Conducting a sexual assault medical forensic examination is a complex and time-consuming 
procedure. It is useful for examiners to have specific knowledge and skills that can guide them as they 
perform these exams.114 For example, it is beneficial for them to know about the following: 
  

• The dynamics and impact of sexual victimization. 
• Jurisdictional laws related to sexual offenses. 
• Coordinated multidisciplinary response, roles of each responding agency, and procedures for 

communicating with each agency during immediate response. 
• The importance of examiner neutrality and objectivity during the examination. 

                                                      
112 Eligibility criteria for IAFN SANE Adult/Adolescent certification includes: registered license as an R.N. in the United States or its 
Territories, or a license as a first-level general nurse in the jurisdiction of current practice; a minimum of 2 years of practice as an R.N. in 
the United States or as a first-level general nurse in the country of licensure; successful completion of an adult/adolescent SANE 
education program that includes either (a) a minimum of 40 continuing education contact hours of classroom instruction, or (b) 3 
semester hours (or the equivalent) of academic credit in an accredited school of nursing, and sufficient supervised clinical practice until 
determined competent in SANE practice. An appropriate clinical authority, as outlined in the adult section of the IAFN SANE Education 
Guidelines (2008) must validate current SANE competency. (Drawn from the IAFN Web Site Certification Area at http://www.iafn.org.)   
113 Most hospitals or medical clinics that physicians or advanced practice nurses are employed by or affiliated with require them to apply 
for facility privileges. Those requesting privileges usually must agree to provide forwarding addresses when they leave. Also, medical 
licenses can be tracked to the state or territory where the health care provider is working.  
114 The next two bulleted sections are adapted from the California Medical Protocol for Examination of Sexual Assault and Child Sexual 
Abuse Victims, 2001, pp. 25–26, produced by the California Governor’s Office of Criminal Justice Planning.  Also see the National 
Training Standards.. 

http://www.iafn.org/
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• The broad spectrum of potential evidence and physical findings in these cases. 
• The importance of the medical forensic history and other documentation. 
• Proper evidence collection and preservation procedures. 
• Preexisting needs and circumstances of patients that may affect how the exam is conducted. 
• Treatment options and procedures for common concerns such as pregnancy, STIs, and HIV 

infection. 
• Equipment, supplies, and medication typically used during the exam. 
• Precautions to prevent exposure to potentially infectious materials.115 
• Indications for follow-up health care and documentation of injuries. 
• Applicable laws and protocols regarding performance of medical forensic exams and standardized 

forms used to document findings. 
• Patients’ needs for support, crisis intervention, advocacy, information, and referrals during the exam 

process, local resources for addressing these needs, and procedures for accessing resources. 
• The importance of establishing vehicles to ensure the quality of the exam and related 

documentation. 
• Examiner court testimony (what it involves and how examiners can prepare for it).  
• Applicable research findings, technological advances, and promising practices. 

 
It is critical for examiners to be able to: 
 

• Preserve their neutrality and objectivity in each case. 
• Assess patients’ clinical condition (physical and psychological assessment116) and provide 

appropriate treatment and medical referrals (e.g., to a surgeon). 
• Adapt exam procedures to address patients’ needs and circumstances as much as possible. 
• Take measures during the exam process to reduce the likelihood of patients’ retraumatization. 
• Take precautions according to facility policy to prevent exposure to potentially infectious materials. 
• Contact advocates (where available) upon initial contact with patients so they can offer patients 

support, crisis intervention, advocacy, information, and community referrals before, during, and after 
the exam.117 

• Explain the obligation and scope of mandatory reporting to the patient, if mandatory reporting is 
required. 

• Gather information sensitively from patients for a medical forensic history and use the history as a 
guide when performing an exam. 

• Explain to patients what items need to be collected for evidence and for what purposes. 
• Involve law enforcement representatives promptly if patients want to report and work with them to 

optimize the collection of evidence from patients, suspects, and crime scenes. 
• Identify and describe pertinent genital and anorectal anatomical structures and external landmarks. 

                                                      
115 See the U.S. Department of Labor, Occupational Safety and Health Administration (OSHA) for its Bloodborne Pathogens Standard 
(CFR 1910.1030). It may be accessed at http://www.osha.gov or by calling 800–321–0SHA. According to this standard, bloodborne 
pathogens are pathogenic microorganisms that are present in human blood and can cause disease in humans. Among other things, the 
standard requires employers who have employees at risk for occupational exposure to bloodborne pathogens and other potentially 
infectious materials to develop plans to eliminate or minimize employee exposure. It also advises universal precautions that should be 
observed to prevent contact with blood or other potentially infectious materials (this approach treats all human blood and certain human 
body fluids as if they are known to be infectious). In addition, the standard requires employers to ensure that all employees at risk 
participate in a training program to inform them of risks, related facility policies, and necessary precautions. Employers must also 
establish and maintain a record for each employee with occupational exposure. 
116 Examiners typically assess patients’ psychological functioning to determine whether there is a risk for suicide and whether patients 
are oriented to person, place, and time. They may request a mental health evaluation for patients, if necessary. 
117 It is helpful if jurisdictions clarify the specific roles of advocates and examiners during the exam process. In the absence of advocates 
or other victim service providers, examiners may be responsible for providing crisis intervention and support to patients. In situations 
where examiners are both collectors of evidence and crisis counselors, it is important to understand how these dual roles affect the 
perception of their ability to testify in an unbiased manner.  

http://www.osha.gov/


 

61 
 

• Identify and document injuries and interpret physical findings; this documentation should include a 
diagram of the finding on an appropriate anatomic drawing, a written description of the finding 
(including any indication of tenderness or induration), and forensic imaging of any visible finding. 

• Use enhancement techniques for detection and documentation of findings. 
• Collect and preserve evidence for analysis by the crime laboratory. 
• Collect and preserve toxicology samples in suspected alcohol- or drug-facilitated sexual assault 

cases. 
• Maintain and document the chain of custody for evidence. 
• Maintain the integrity of the evidence to ensure that optimal lab results are obtained. 
• Evaluate the possibility of STIs and HIV infection and provide prophylactics and/or treatment. 
• Assess pregnancy risk and discuss treatment options with the patient. 
• Recognize evidence-based conclusions and limitations in the analysis of findings. 
• Complete standard forms for documenting the medical forensic results of the exam. 
• Discuss evidentiary findings with investigators, prosecutors, and defense attorneys as requested 

(according to jurisdictional policy). 
• Testify in court if needed. 
 

Encourage advanced education and supervised clinical practice for health care personnel 
conducting the exam, as well as certification for all examiners. Such a standard must speak to specific 
education and supervision needs of involved disciplines. For example, nonphysician examiners may require 
medical supervision and backup, in addition to completing necessary training and clinical requirements. 
Certification through the IAFN is currently available only to nurses trained as SANEs. When designing 
classroom education for examiners, make sure the examiners understand the importance of a 
multidisciplinary response during the exam process. Consider involving trainers from health care, advocacy, 
law enforcement, prosecution, judiciary, and crime laboratories. 
  
Standardized curricula on sexual assault exams in medical school, nursing and nurse practitioner programs, 
and physician assistant programs are recommended. Consideration must be given to how to systematically 
secure, supervise, and retain examiners in/for poor, rural, or remote areas, institutional settings,118 military 
bases, college campuses, tribal lands, migrant farm worker communities, and other areas needing increased 
victim outreach. Examiners need to know how to respond in a respectful manner to various populations 
within their community (e.g., local tribal victim service providers may be able to provide training on cultural 
beliefs and practices that might be relevant in sexual assault cases).  
 
In addition, other health care providers who come into contact with patients who disclose a recent assault 
need information on procedures for obtaining immediate patient assistance and caring for patients prior to 
their arrival at the exam site.  
 
Provide access to experts on anti-sexual assault/violence initiatives who can participate in sexual 
assault examiner training, mentoring, proctoring, case review, photograph review, and quality 
assurance.  Access to such experts can help increase examiner competence and the consistency of high 
quality forensic examinations. Telemedicine may help provide this expertise, especially to rural and 
underserved areas.  
  

                                                      
118 Examples of institutional settings include prisons, jails, immigration detention centers, juvenile detention centers, nursing homes, 
assisted living and rehabilitation programs, and inpatient treatment centers. 
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2. Facilities 
 
Recommendations at a glance to build the capacity of health care facilities to respond to sexual assault 
cases: 
 
• Recognize the obligation of health care facilities to serve sexual assault patients in a culturally and 

linguistically appropriate manner. 
• Ensure that exams are conducted at sites served by examiners with advanced education and clinical 

experience, if possible. 
• Explore possibilities for optimal site locations.  
• Communities may wish to consider developing basic requirements for designated exam sites. 
• If a transfer from one health care facility to a designated exam site is necessary, use a protocol that 

minimizes time delays and loss of evidence and addresses patients’ needs.  
 
Recognize the obligation of health care facilities to serve sexual assault patients in a culturally and 
linguistically appropriate manner.119 It is essential that all sexual assault patients who present to health 
care facilities be thoroughly evaluated. Treating injuries alone is not sufficient in these cases. Staff who 
examine these patients must be educated and clinically prepared to collect evidence and document findings 
while maintaining the chain of custody. They should be able to coordinate crisis intervention and support for 
patients, as well as provide STI evaluation and care, pregnancy assessment, and discuss treatment options. 
They must be aware of and follow jurisdictional reporting policies, and be able to provide court testimony if 
necessary. 
 
The Joint Commission on Accreditation of Healthcare Organizations (JCAHO)120 requires emergency and 
ambulatory care facilities to have established policies for identifying and assessing possible victims of sexual 
assault. It also requires staff to be trained on these policies. As part of the assessment process, JCAHO 
requires these facilities to define their responsibilities related to the collection and preservation of evidentiary 
materials.121 Sexual assault examiner programs are helping many health care facilities to carry out these 
requirements. Facilities should also familiarize themselves with the federal Emergency Medical Treatment 
and Active Labor Act (EMTALA), which has provisions pertaining to the ability of hospitals to turn away 
patients with emergency medical conditions.122 
  
Ensure that exams are conducted at sites served by examiners with advanced education and clinical 
experience, if possible. Some jurisdictions designate specific facilities as exam locations because they 
employ or have ready access to specially educated and clinically prepared examiners, as well as the 
necessary space, equipment, supplies, and policies to facilitate the exam process. Jurisdictions may rely on 
examiner programs to serve multiple exam sites within a specific area.123 Communities can benefit from 
designated exam facilities and examiner programs that use specially educated and clinically prepared 
examiners to conduct the exam because they:  
 

• Increase the quality of care for patients and attention to their needs.  
• Increase the likelihood of a state-of-the-art examination. 

                                                      
119 This and the next paragraph were drawn from L. Ledray, Evidence Collection and Care of the Sexual Assault Survivor: The SANE-
SART Response, 2001, p. 1. 
120 JCAHO standards for accreditation address a health care organization’s level of performance in specific areas—not just what the 
organization is capable of doing, but what it actually does. The standards set forth maximum achievable performance expectations for 
activities that affect the quality of care. These standards are developed in consultation with health care experts, providers, measurement 
experts, purchasers, and consumers, and usually are updated every 2 years. (Drawn from 
http://www.jointcommission.org/standards_information/standards.aspx).   
121 The JCAHO requirements are discussed at 
http://www.mincava.umn.edu/documents/commissioned/2forensicevidence/2forensicevidence.html.  
122 42 U.S.C. § 1395dd. See http://www.emtala.com for more information about EMTALA.  
123 A mobile examiner program may be based in a health care facility—in addition to providing services at that facility, it also may 
contract with other exam sites to provide services as requested. Such a program may also be independent, with administrative offices 
only, and solely contract with exam sites to provide examiner services. 

http://www.jointcommission.org/standards_information/standards.aspx
http://www.mincava.umn.edu/documents/commissioned/2forensicevidence/2forensicevidence.html
http://www.emtala.com/
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• Enhance a coordinated team approach. 
• Encourage quality control (e.g., through use of competent and dedicated examiners, established 

procedures for evidence collection, and standards for medical care). 
 
Explore possibilities for optimal site locations. SART/SARRTs (or involved agencies) should determine 
where exams should be conducted. Some factors to consider when identifying sites include safety and 
security for patients and staff, physical and psychological comfort for patients, capacity to accommodate 
victims with disabilities,124 availability of examiners with advanced education and clinical experience, access 
to a pharmacy for medication, access to medical support services for care of injuries, access to lab services, 
and access to the supplies and equipment needed to complete an exam.125 Decisions about site location 
should reflect the needs of victims (e.g., for accessible care close to their home and local referrals), what is 
most efficient for the multidisciplinary response team, and the need to maintain the neutrality and objectivity 
of examiners (e.g. if the site location is at a rape crisis center, it may be seen as biased against the offender). 
Designated facilities may be in hospitals, health clinics, mobile health units, or other alternative sites, 
including family justice centers126 or nonprofit sexual assault victim services programs.127 The majority of 
medical forensic exams are conducted in hospital emergency departments. This location typically offers 
some level of security, is open 24 hours a day, and provides access to a wide array of medical and support 
services. Clinical staff often have the experience and expertise to perform the exam and collaborate with 
appropriate disciplines. Some jurisdictions have or are developing specialized hospital or community-based 
examiner programs.128  
 
SART/SARRTs may need to decide whether a tribal, local, regional, or state/territorial system of designated 
facilities best serves community needs. Some issues that might impact this decision include community 
demographics and geography; the need for and availability of specialized services; availability of local health 
care facilities; local capacity to secure competent examiners and necessary space, equipment, and supplies; 
willingness of involved disciplines to coordinate with a local facility or examiner program; distance to/from 
tribal, regional, or state/territorial facilities; and service capacity of tribal, regional or state/territorial facilities. 
Communities are encouraged to first consider using local designated exam sites. However, some may 
ultimately opt for tribal-, regional- or state/territorial-level facilities. For example, a small state, tribe, or 
sparsely populated region may establish one or more designated facilities to serve all of its localities.  
 
Exam facilities and examiners that serve at the local level may benefit from networking with examiners in 
other facilities or areas for support for peer review of medical forensic reports, quality assurance, and 
information sharing (e.g., on training opportunities, practices, and referrals for patients).  
 
Communities may wish to consider developing basic requirements for designated exam sites. 
Examples of such requirements include:129  
 

• The site will be within a reasonable distance from any point in the area it serves (“reasonable” is 
locally defined). 

• The site will promptly alert a SART/SARRT member, if one exists, when sexual assault patients 
arrive. 

• Urgent or emergent physical injuries (or other acute medical needs) will be treated immediately. 

                                                      
124 Title II and Title III of the Americans with Disabilities Act explains requirements for facilities in accommodating persons with 
disabilities (which may vary depending on the type of facility). Title II prohibits discrimination against persons with disabilities in all 
programs, activities, and services of public entities. Title III requires places of public accommodation to make reasonable modification in 
their policies, practices, and procedures in order to accommodate individuals with disabilities. See http://www.ada.gov/ for related 
information and resources.   
125 Drawn from L. Ledray, SANE Development and Operation Guide, 2000, pp.35–36. 
126 Particularly on tribal land that is devoid of or a significant distance from a hospital, and the tribe is serviced by an Indian Health 
Service (IHS) facility; consideration should be given to securing and maintaining examiners and necessary space, equipment, and 
supplies to conduct these exams. Ideally, all IHS facilities should have examiners and a minimum standard for examiner training. 
127 For more information on the President’s Family Justice Center Initiative, see http://www.ovw.usdoj.gov.  
128 The pros and cons of developing hospital versus community-based examiner programs are discussed in more detail in L. Ledray’s 
SANE Development and Operation Guide, 2000, pp.35–9; L. Ledray’s Sexual Assault: Clinical Issues, SANE Program Pros and Cons, 
Journal of Emergency Nursing, 23(2), p.183; and in K. Littel’s SANE Programs: Improving the Community Response to Sexual Assault 
Victims, pp.10–11.  
129 Adapted from Pennsylvania’s SART Guidelines, 2002, p.21. 

http://www.ada.gov/
http://www.ovw.usdoj.gov/
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• Responding examiners will be competent in their knowledge and skills. 
• The site will ensure that admissions staff have the necessary resources and knowledge to best 

accommodate the patient until the examiner or victim advocate arrives. 
• The site will arrange for interpretation as needed in patients’ preferred languages and/or obtain 

devices that facilitate communication for individuals with sensory or communication disabilities. 
• Patients will be provided with a comprehensive medical forensic exam and resources to address 

their immediate emotional and psychological needs. 
• The site will provide a private, secure, and quiet waiting area for patients and for personal support 

persons accompanying them.  
• The site will provide a private and secure setting for the investigative interview. 
• The site will provide a private exam room and other measures to assure patients’ privacy. 
• The site will have a bathroom (preferably with shower facilities) available for patients’ use following 

completion of the exam. 
• The site or examiner program that serves the site will have/provide proper equipment and supplies to 

facilitate a comprehensive exam (“proper equipment and supplies” are locally defined).  
• The site or examiner program that serves the site will have a mechanism to ensure that evidence 

collection kits are available and up to date. 
• Patients will be offered medications for possible exposure to sexually transmitted infections.  
• Patients will be assessed for pregnancy risk, informed about treatment options, and offered 

treatment. 
• Patients will be offered information about how exams are paid for in their jurisdiction and 

reimbursement sources (if they exist) for related expenses that are their responsibility. 
• Site billing departments will adhere to proper coding and billing practices for sexual assault cases, as 

determined by the facility and informed by jurisdictional policy.  
 
If designated facilities or sites served by examiner programs are selected, their success depends on getting 
information about them to victims and agencies that provide immediate response or refer victims for 
treatment and evidence collection. At a minimum, the list of designated exam sites should be provided to all 
local hospitals, law enforcement agencies, emergency medical services, sexual assault victim advocacy 
programs, and protective services. Promoting community public awareness about these sites is also 
important given that victims may first disclose an assault to family members, friends, teachers, faith-based 
leaders, employers, coworkers, and others. In addition, success will depend on interagency cooperation in 
explaining facility options to victims and transporting them to designated exam sites (with their permission). 
Law enforcement representatives and advocates may need guidance on how to recommend an exam 
location to victims without mandating that they go to a specific site. 
 
If a transfer from one health care facility to a designated exam site is necessary, use a protocol that 
minimizes time delays and loss of evidence and addresses patients’ needs.130 Avoid transferring sexual 
assault patients whenever possible. If transfer is necessary, explore options to ensure that the patient’s 
comfort is prioritized. Every transfer can destroy evidence and cause patients further stress. However, if a 
sexually assaulted individual arrives at a health care facility that, for some reason, is not able to provide a 
medical forensic exam, interagency transfer procedures must be in place to transfer that individual to the 
nearest designated exam site. Evidence should be preserved when examining, treating, or transferring 
patients and providers should take care to preserve the chain of custody of such evidence. If there are acute 
medical or psychological injuries that must be treated immediately, treatment should be provided at the initial 
receiving facility. It may be helpful to offer patients support and advocacy from advocates at both the 
receiving facility and exam site. A copy of all records, including any X-rays taken, should be transported with 
patients to the exam facility. (However, it may not be necessary to send all medical records if patients’ 
medical needs are met before they are transferred to a nonmedical exam site for evidence collection.) All 
health care facilities receiving federal funds, including Medicare and Medicaid payments, are required to 
screen patients medically before transferring them to another exam site.131   
 

                                                      
130 This section was drawn from the North Dakota Sexual Assault Evidence Collection Protocol, 2005, p. 12, and the Texas Evidence 
Collection Protocol, 1998, p. 14. 
131 Emergency Medical Treatment and Active Labor Act, 42 U.S.C. 1395dd. 
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Patients have a right to decline a transfer. They should be aware, however, of the impact of refusing transfer, 
as it may negatively affect the quality of care, the usefulness of evidence collection, and, ultimately, any 
criminal investigation and/or prosecution. They should understand that declining a transfer might also be 
used to discredit them in court. Providers should carefully discuss with patients the benefits of the transfer, 
the possible benefits of refusing the transfer and the drawbacks of both options, so that patients can make 
an informed decision.  Providers should avoid pressuring patients to accept a transfer.
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3. Equipment and Supplies  
 
Recommendations at a glance to ensure proper equipment and supplies are available for exams:  
 
• Consider what equipment and supplies are necessary to conduct a medical forensic exam. 
• Address cost barriers to obtaining necessary equipment and supplies. 
 
Examiners should know how to use all equipment and supplies (including medications) properly during the 
exam. It is important that examiners and other individuals involved in sexual assault cases stay abreast of 
the latest research on the use of equipment and supplies used in caring for sexual assault patients and/or 
collecting evidence from them.  
 
Consider what equipment and supplies are necessary to conduct a medical forensic exam. Plan to 
have the following equipment and supplies readily available for the exam, according to jurisdictional 
policies: 132 
 

• A copy of the most current exam protocol used by the jurisdiction. 
• Standard exam room equipment and supplies for a physical assessment and pelvic exam. Access 

for patients with physical disabilities should be taken into account.133   
• Comfort supplies for patients, even if minimal. Suggested items: clean and ideally new replacement 

clothing, toiletries, food and drink, and a phone or at least easy access to a phone in as private a 
location as possible. It is also important during the exam process to help patients obtain items they 
request related to their spiritual healing.134 It may be useful for facilities to have items on hand that 
are commonly requested in that jurisdiction (e.g., things that are used for local tribal traditional 
healing practices) and policies for their use in the facility.135  

• Sexual assault evidence collection kits and related supplies. (See B.4. Sexual Assault Evidence 
Collection Kit for information on minimal kit contents.) Related supplies might include tweezers, tape, 
nail clippers and scrapers, scissors,  collection paper, saline solution or distilled water, extra swabs,  
sterile containers, envelopes, paper bags, and pens/pencils.  

• A method or device to dry evidence. Drying evidence is critical to preventing the growth of mold and 
bacteria that can destroy an evidentiary sample. With any drying method or device used, ensure 
minimal contamination of evidence, and maintain the chain of custody. The kit’s design can also aid 
in the drying process (e.g., by providing clear instructions and supplies to allow drying to occur). 

• A camera and related supplies (using the most up-to-date technology possible) for forensic 
photography during initial and follow-up examinations. Related supplies might include digital media, 
batteries and/or charger, a flash, a color bar, and a scale ruler for size reference. (Also see C.5. 
Photography.)  

• Testing and treatment supplies needed to evaluate and care for patients medically (follow exam 
facility policies). Also, testing supplies may be needed that are not included in the evidence collection 
kit. For example, supplies for toxicology testing are often not in the kit. 

• An alternate light source (using the most up-to-date technology possible) can aid in examining 
patients’ bodies, hair, and clothing. It can be used to scan for evidence, such as dried or moist 

                                                      
132 All the equipment and supplies discussed will not be needed in every exam. What is appropriate in each case will depend on the 
circumstances of the assault and medical and forensic attention called for, patients’ needs, and patients’ consent to utilize equipment 
and supplies. Jurisdictional and/or facility policies will also influence what equipment and supplies are used. 
133 For example, it would be ideal to have an exam table with a hydraulic lift for persons with mobility impairments. If this exam table is 
not available, health care personnel must be aware of how to assist patients with physical disabilities onto standard exam tables. If it is 
determined that a patient can only be examined on an exam table with a hydraulic lift, procedures should be in place to get the patient to 
a site with such a table with as little loss of evidence as possible.  
134 Along with these items, patients may want the opportunity to speak with a trusted religious or spiritual leader, such as a medicine 
man/woman, a rabbi, a priest, or a pastor, before, during, or after the exam.  
135 Involved responders/facilities should be aware of local traditional healing practices and support patients if they wish to use such 
practices at some point before, during, or after the exam. Keep in mind that each tribe has its own traditional practices to promote 
healing, but not all Native people follow traditional spiritual paths. Rather, spiritual values and belief systems among Native people are 
as widely diverse as they are among the general population.  
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secretions, fluorescent fibers not visible in ambient light, and subtle injury.136 While the exam can be 
done without a light source, it is a relatively inexpensive piece of equipment that is commonly used 
during exams.137 (Also see C.6. Exam and Evidence Collection Procedures.) 

• An anoscope may be used in cases involving potential anorectal penetration or anal/rectal trauma.138 
This instrument may be used to assist in visualizing an anal injury, obtaining reliable rectal swabs (if 
there is a concern about contamination), and identifying and collecting trace evidence. (Also see C.6. 
Exam and Evidence Collection Procedures.)  

•  Written materials for patients. (For details on this topic, see A.2. Victim-Centered Care.)  
 

In addition: 
 

• A colposcope with photographic capability may be used. Although some injuries can be detected 
visually by examiners without the colposcope, the colposcope is an important asset in the 
identification of microscopic trauma. Photographic equipment, both still and video, can be attached 
for forensic documentation. (Also see C.6. Exam and Evidence Collection Procedures.) 

• A microscope. In some jurisdictions, examiners are required to prepare a wet mount slide and 
immediately examine vaginal/cervical secretions for motile and nonmotile sperm.139 In these cases, 
an optically staining microscope is used to highlight cellular material and facilitate the search for 
sperm.140 (Also see C.6. Exam and Evidence Collection Procedures.) 

• Toluidine blue dye. In some jurisdictions, the dye is used to assist in highlighting observed genital 
and perianal injuries. (Also see C.6. Exam and Evidence Collection Procedures.) 

 
(See C. The Examination Process for more discussion on use of equipment and supplies during the exam. ) 
 
Note that some jurisdictions, particularly those in rural and remote areas, are beginning to utilize advanced 
technology (equipment and methods) such as real-time video consultation, store and forward video 
consultation, and interactive video consultation to support examiners conducting exams. Using this type of 
technology, examiners can eliminate the barriers of geography and consult with offsite medical “experts.” 
(This use of such technology in medicine is sometimes called telemedicine.) Equipment needed to facilitate 
use of telemedicine may include, but is not limited to, computers, software programs, and the Internet.141  
Jurisdictions that use such technology should consider ways to protect victim confidentiality. 
 
Address cost barriers to obtaining necessary equipment and supplies. Obtaining equipment and 
supplies that can increase the quality and quantity of evidence collected can have a significant impact on 
case outcomes. However, the costs of equipment and training on equipment use can be prohibitive for some 
jurisdictions and examiner programs. Some ideas to address cost barriers: 

 
• Seek used or donated equipment or alternative, less-expensive equipment where it exists. 

                                                      
136 Drawn from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 37.  
137 A Wood’s Lamp is perhaps the most commonly used type of light source in sexual assault exams. Examiners should be aware of 
what the light sources they use will detect and their limitations. For example, many examiners find the Wood’s Lamp useful in helping to 
detect secretions, stains, and fibers on patients. However, one research study questioned its utility as a screening device for the 
detection of semen. (K. Santucci, D. Nelson, K. McQuillen, S. Duffy, and J. Linakis, “Wood’s Lamp Utility in the Identification of Semen,” 
Pediatrics, 104(6), 1999.) Continued research is needed (and being conducted) on the utility of this and other light sources in evidence 
collection. Ongoing refinement of these instruments is encouraged.  
138 The examiner should use discretion in determining whether a case warrants the use of the anoscope for medical and/or forensic 
purposes, as well as obtain patients’ informed consent for anoscopy. Particularly if a patient has been anorectally penetrated, that 
patient may be uncomfortable with the use of the anoscope and could possibly even feel revictimized by it. The discomfort this 
procedure may cause the patient should be weighed against its potential medical or forensic benefits. 
139 Wet-mount evaluation of vaginal secretions for infection (e.g., yeast infection and STIs) may be conducted if medically or forensically 
indicated, whether or not wet-mount evaluation for sperm is done. Hospital lab personnel rather than examiners usually analyze these 
samples.  
140 The most commonly used optically staining instrument by hospital labs is the phase contrast microscope. In jurisdictions that require 
examiners to do wet-mount evaluations for sperm, an optically staining microscope should be readily available to them at all times. 
Ideally, due to chain-of-custody issues and the fact that the slide will dry in 5 to 10 minutes, examiners should not have to leave the 
exam room to evaluate the slide.  
141 Keep in mind that telemedicine in sexual assault cases is in its infancy—further research and debate is needed to address concerns 
related to logistics of use, patients’ consent, confidentiality, and impact; legal implications; affordability; and accessibility.  
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• Apply for grant or foundation funding for equipment where eligible.142 
• Ask for help from community groups in raising funds for one-time equipment or ongoing supply costs; 
• Consider sharing costs and equipment with other departments in an exam facility or among other 

near-by local health care facilities. 
• Consider the benefits of a mobile examiner program where costs of equipment, examiner education 

and clinical preparation, and on-call costs may be shared by multiple exam sites. 
• Since the information gathered in the exam is used to investigate and prosecute the offense, ask for 

assistance from local law enforcement and prosecutor’s offices in obtaining equipment and supplies 
used specifically for forensic evidence collection. 

  

                                                      
142 Funding under the STOP Violence Against Women Formula Grant Program and the Grants to Indian Tribal Governments Program 
may be used to cover costs of some equipment. For more information, see http://www.ovw.usdoj.gov.  

http://www.ovw.usdoj.gov/
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4. Sexual Assault Evidence Collection Kit  
 
Recommendations at a glance when developing/customizing kits: 
 
• Use kits that meet or exceed minimum guidelines for contents. 
• Work to standardize sexual assault evidence collection kits within a jurisdiction and across a state or 

territory, or for federal cases.  
 
Use kits that meet or exceed minimum guidelines for contents. Many jurisdictions have developed their 
own sexual assault evidence collection kits (for evidence from victims) or have purchased premade kits 
through commercial vendors. Kits may vary from one another in types of samples collected, collection 
techniques, materials used for collection, and terms used to describe categories of evidence. Despite 
variations, however, it is critical that every kit meets or exceeds the following minimum guidelines for 
contents.143 
 

• A kit container. It is suggested that this container have a label with blanks for identifying information 
and documenting the chain of custody. Most items gathered during evidence collection are placed 
into the container, after being dried, packaged, labeled, and sealed according to jurisdictional policy. 
Bags are typically provided for more bulky items that will not fit in the container (e.g., clothing). Some 
jurisdictions provide large paper bags to hold the container and additional evidence bags. 

• An instruction sheet or checklist that guides examiners in collecting evidence and maintaining the 
chain of custody.  

• Forms that facilitate evidence collection and analysis, including patients’ authorization for collection 
and release of evidence and information to the law enforcement agency; the medical forensic history; 
and anatomical diagrams. 

• Materials for collecting and preserving the following evidence, according to jurisdictional policy:144 
• Patients’ clothing and underwear and foreign material dislodged from clothing. 
• Foreign materials on patients’ bodies, including blood, dried secretions, fibers, loose hairs, 

vegetation, soil/debris, fingernail scrapings and/or cuttings, matted hair cuttings, material 
dislodged from mouth,145 and swabs of suspected semen, saliva, and/or areas highlighted by 
alternate light sources.146  

• Hair if required in the jurisdiction.147 
• Vaginal/cervical swabs. 
• Penile swabs. 
• Anal/perianal swabs. 
• Oral swabs. 
• Body swabs.148 

                                                      
143 The following resources were helpful in developing this list: the Sexual Assault Evidence Collection Kit, VEC100, by Sirchie Finger 
Print Laboratories, the Texas Customized Sexual Assault Evidence Collect Kit by Tri-Tech, Inc., the Commonwealth of Virginia’s 
Physical Evidence Recovery Kit, the state of California’s Medical Forensic Report: Adult/Adolescent Sexual Assault Examination, Less 
than 72 Hours (OCJP 923)), the Ohio Department of Health’s Sexual Assault/Abuse Evidence Collection Kit (as found in their protocol), 
Detailed Instructions; Connecticut’s Sexual Assault Evidence Collection Kit (as found in their protocol), and the American College of 
Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually Abused Patient, 1999, pp. 101–107.  
144 Some samples that historically have been collected are no longer recommended in many jurisdictions, unless the medical forensic 
history and physical exam indicate otherwise (e.g., collection of a saliva sample for “secretor status”). 
145 Flossing for evidence is not routinely done across jurisdictions. Any related safety risks to patients (e.g., potential increased risk of 
HIV exposure if there is semen in the mouth and flossing causes gums to bleed) must be considered and flossing for evidence can 
potentially expose the patent to that risk.  
146 It is acknowledged that approaches to categorizing evidence vary. For example, one kit may collect external genital swabs when 
gathering foreign materials, while in another kit, collection of genital swabs may be a separate category of evidence.  
147 Some jurisdictions collect pubic and head hair combings, others collect only pubic combings. Some also collect pubic and/or head 
hair reference samples. Materials should be included in the kit to collect and preserve hair evidence required by jurisdictional policy. 
Jurisdictions should evaluate the necessity of routinely collecting hair samples based on discussions of how often such evidence is 
actually useful or used in the jurisdiction. 
148 Material may be present on any body surfaces from contact with blood or body fluids.  The swabs available as a standard in each kit 
varies by jurisdiction. 
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• Known blood, saliva sample, or buccal swab for DNA analysis and comparison.  
 
(See C.6. Exam and Evidence Collection Procedures for specifics about evidence collection techniques.) 
 
All forms included in the kit should be designed to facilitate optimal forensic evidence collection, analysis, 
and examiner testimony.  Extra copies of forms should be available to examiners for cases when the kit is 
not used, but documentation of the medical forensic history is completed.  
 
Materials and forms for collecting toxicology samples should be available to examiners (and to responding 
law enforcement officers and emergency medical technicians, according to jurisdictional policy).  
  
Work to standardize sexual assault evidence collection kits within a jurisdiction and across a state or 
territory, or for federal cases.149 A designated agency in the jurisdiction should be responsible for oversight 
of kit development and distribution.150 It should:  
 

• Ensure that facilities that conduct sexual assault medical forensic exams are involved in kit 
development and supplied with kits.151 

• Work with relevant agencies (e.g., crime labs, law enforcement agencies, exam facilities and 
examiner programs, advocacy programs, and prosecutors’ offices) to keep abreast of related 
changes in technology, scientific advances, and cutting-edge practice. 

• Review periodically (e.g., every 2 to 3 years) kit efficiency and usefulness.  
• Make adjustments to the kit as necessary.  
• Establish mechanisms to ensure that kits at exam facilities are kept up to date (e.g., if a new 

evidence collection procedure is added, facilities need to know what additional supplies should be 
readily available). 

 
(See B.6. Evidence Integrity for handling and storage of kits.) 

                                                      
149 It may be useful to consider developing a standardized kit across all communities, states, and territories, and for federal cases. 
Further analysis is needed to assess the benefits and disadvantages of such a kit and the feasibility of development and 
implementation. Some challenges could include building consensus across communities regarding best practices and obtaining buy-in 
from involved agencies. 
150 It is important to consider costs to the state/territory/tribe/federal agencies and local community, and ability of local communities to 
cover costs. In some states, one state agency (e.g., the crime laboratory) assumes the costs. In others, the costs are passed onto local 
criminal justice agencies.  
151As a backup to having kits readily available at exam sites or with examiner programs, jurisdictions may also want to discuss the 
feasibility of storing a few kits at local law enforcement agencies or in law enforcement patrol cars. Before storing kits in patrol cars, 
however, make sure that the temperatures the kit will be exposed to will not affect kit contents.  
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5. Timing Considerations for Collecting Evidence  
 
Recommendations at a glance for health care providers and other individuals responding to sexual assault 
victims to optimize evidence collection: 
 
• Recognize the importance of gathering information for the medical forensic history, examining patients, 

and documenting exam findings, separate from collecting evidence. 
• Examine patients promptly to minimize loss of evidence and identify medical needs and concerns. 

• Make decisions about whether to collect evidence and what to collect on a case-by-case basis, guided 
by knowledge that outside time limits for obtaining evidence vary due to factors such as the location of 
the evidence or type of sample collected. 

• Examiners and law enforcement representatives should seek education and resources to aid them in 
making well-informed decisions about evidence collection. 

 
Recognize the importance of gathering information for the medical forensic history, examining 
patients, and documenting exam findings, separate from collecting evidence. Examiners should obtain 
the medical forensic history as appropriate, examine patients, and document findings when patients are 
willing, whether or not evidence is gathered for the sexual assault evidence collection kit. The history and 
documentation of exam findings can help in determining if and where there may be evidence to collect and in 
addressing patients’ medical needs. In addition, they can be invaluable in and of themselves to an 
investigation and prosecution if a report is made. It is also important to document patients’ demeanor during 
the exam process using specific, concrete terms (e.g., crying, shaking) and their statements made related to 
the assault because if the case is reported, this information could be admitted as evidence at trial. When 
documenting patient statements, it is important to write down the exact wording of the statement. 
 
Examine patients promptly to minimize the loss of evidence and identify medical needs and 
concerns. Evidence can be lost from the body and clothing through a number of mechanisms. For example, 
degradation of some seminal fluid components can occur within body orifices, semen can drain from the 
vagina or wash from the mouth, sperm can lose motility, bodily fluids can get washed away, and dried 
secretions and foreign materials can fall from the body and clothing.152 Prompt examination also helps to 
quickly identify patients’ medical needs and concerns.  
 
Due to the stability of DNA and sensitivity of tests, advancing DNA technologies also continue to extend time 
limits. These technologies are even enabling forensic scientists to analyze stored evidence from crimes that 
occurred years before.153 Such breakthroughs demonstrate the importance of collecting all possible evidence. 
 
Make decisions about timeliness issues for evidence collection on a case-by-case basis, guided by 
the knowledge that outside time limits for obtaining evidence vary due to factors such as the location 
of the evidence or type of sample collected. Examiners and law enforcement representatives, in 
particular, should be aware of the standard cutoff time for evidence collection in their jurisdictions, which is 
typically indicated in instructions in evidence collection kits. But it is important to remember that evidence 
collection beyond the cutoff point is conceivable and may be warranted in particular cases. In any case 
where the utility of evidence collection is in question, encourage dialogue between law enforcement 
representatives (if involved), examiners, and forensic scientists regarding potential benefits or limitations.  
 

                                                      
152 Paragraph drawn from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 
29. 
153 When the evidence was initially collected after the assault, it was not of adequate quality to allow crime lab analysis using existing 
technologies. See . T.S. Corey, A.R. Wetherton, P.J. Foncek, and D. Katz, Investigation of Time Interval for Recovery of Semen and 
Spermatozoa from Female Internal Genitalia, from the Office of the Chief Medical Examiner, the Department of Pathology and 
Laboratory Medi cine, University of Louisville School of Medicine, and the Kentucky State Police Forensic Science Laboratory.  See also 
K. A. Mayntz-Press, L.M. Sims, A. Hall, and J. Ballantyne, “Y-STR Profiling in Extended Interval (≥ 3days) Postcoital Cervicovaginal 
Samples”,  Journal of Forensic Sciences, V. 53, Issue 2, pp. 342–348, March, 2008. 
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Individuals responding to sexual assault victims should avoid basing decisions about whether to collect 
evidence on how they think patients’ characteristics or circumstances will affect the investigation and 
prosecution. For example, the fact that an adolescent may have lied to her parents about where she was 
going the night of the assault should in no way influence the decision of the examiner and/or the law 
enforcement representative to collect evidence.  
 
Examiners and law enforcement representatives should seek education and resources to aid them in 
making well-informed decisions about evidence collection. Examiners and law enforcement 
representatives require training and resources to allow them to make informed decisions about whether to 
collect evidence and what to collect in each case. They also need local policies and kit instructions that 
encourage them to make informed decisions in each case, rather than applying a limiting general standard to 
all.154 First responders also need instructions on collecting a urine sample if there is any suspicion of alcohol- 
or drug-facilitated sexual assault and victims cannot wait to urinate until their arrival at the exam site.  
 
 
 
 
 

                                                      
154 For many communities, moving away from the 72-hour cutoff time represents a major shift in policy. Training and policies should 
discourage decision making about evidence collection that is based on extraneous factors, such as reluctance of a criminal justice 
agency to pay for sexual assault evidence collection in general. 
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6. Evidence Integrity  
 
Recommendations at a glance to maintain evidence integrity: 
 
• Follow jurisdictional policies for drying, packaging, labeling, and sealing evidence. 
• Make sure transfer policies maximize evidence preservation. 
• Make sure storage policies maximize evidence preservation. 
• Document the handling, transfer, and storage of evidence. 
 
Follow jurisdictional policies for drying,155 packaging, labeling, and sealing evidence. Examiners 
should be educated regarding these policies. It is critical to air-dry wet evidence at room temperature in a 
clean, sterile environment and quick manner that prevents contamination.156 A drying box or other device 
may be used to facilitate the drying process. Jurisdictions should have policies for handling evidence that 
cannot be dried thoroughly at the exam site (e.g., wet clothing, tampons, sanitary napkins, tissues, 
diaphragms, and condoms), as well as for liquid evidence such as urine and drawn blood samples. When 
packaging dry evidence, use paper containers rather than plastic, because plastic containers retain moisture 
and promote degradation of biological evidence. Following proper drying and packaging procedures is vital to 
prevent the growth of mold and bacteria that can destroy an evidentiary sample.  
 
Keep in mind that evidentiary materials include exam documentation. Follow jurisdictional policies for 
documenting exam findings and the medical forensic history and for packaging, labeling, and sealing such 
documentation. Properly recording and preserving this information is critical for its admissibility during a trial.  
 
Make sure transfer policies maximize evidence preservation. Minimize transit time between collection of 
evidence and storage of kits. To avoid potential degradation of evidence, it is important to transport kits 
containing liquid samples and other wet evidence in a timely fashion. Only a law enforcement official or duly 
authorized agent should transfer evidence from the exam site to the appropriate crime laboratory or other 
designated storage site (e.g., a law enforcement property facility). Jurisdictional procedures for evidence 
management and distribution must be in place and followed. Those involved in evidence management and 
distribution should be educated on the specifics of these procedures and their responsibilities.  
 
Make sure storage policies maximize evidence preservation. Secure storage sites should be designated 
and storage requirements should be consistent across a jurisdiction. Storage requirements depend on what 
types of specimens are being collected and on jurisdictional policy. For example, kits without drawn blood or 
other wet evidence generally do not need to be refrigerated. Follow jurisdictional policy for refrigeration of 
drawn blood samples and other wet evidence. The use of dried blood samples on blood collection cards is 
encouraged because they do not require refrigerated storage.157 Urine should be refrigerated or frozen when 
stored.158 Those involved in storing biological evidence should be knowledgeable regarding optimal storage 
conditions as well as the hazards for handling and storing evidence such as blood and urine. Evidence 
should be retained for as long as possible, as storage space permits.  Some jurisdictions require storage of 
evidence for the full statute of limitations of the offense. 
 
Make sure jurisdictional policies are in place to address evidence storage in cases where patients are 
undecided about reporting. Finding adequate storage space for these kits is a challenge for many facilities 
and agencies (e.g., community-based or hospital examiner programs may lack the capacity for secure long-
term storage of kits at their facilities). Local responders, particularly examiners, law enforcement 
representatives, and crime lab staff, should discuss and address these and related challenges and develop 

                                                      
155 Dry evidence unless indicated otherwise (e.g., freezing). 
156 With the ever-increasing sensitivity of DNA analysis, there is a greater chance that accidental contamination and dilution by foreign 
DNA can be detected. Every precaution should be taken to reduce outside contamination and dilution of evidence. 
157 The National Institute of Standards and Technology is conducting a 10-year project on DNA storage. Thus far, it confirms that 
refrigeration of dried DNA is generally unnecessary.  
158 Liquid blood and urine are generally required for toxicology purposes. These samples require refrigeration, preferably in a locked 
refrigerator. If a locked refrigerator is not immediately available, these samples can be kept at room temperature for no longer than 24 
hours.  
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procedures that allow for the secure storage of these kits without revealing patients’ identity. Storing the 
evidence as long as necessary is the ideal (e.g., until the patient decides whether to report or until the 
jurisdiction’s statute of limitations for retaining evidence expires). However, due to lack of storage space, kits 
in some jurisdictions are stored for a limited period of time (e.g., 1, 5, or 10 years) and then destroyed if no 
report is made. Many jurisdictions have elected to store kits for the duration of the statute of limitations for 
the offense. If a limited-time policy is implemented, it is important that patients are informed regarding the 
amount of time they have to decide to report and procedures for reporting. It is also critical that the period of 
time given to patients to decide allows them the chance to consider their decision thoroughly; a short time 
such as a week or a month may not be sufficient to make such a decision.  
 
Document the handling, transfer, and storage of evidence. Examiners must maintain control of evidence 
during the exam, while evidence is being dried, and until it is in the kit container and sealed (and then follow 
jurisdictional procedures for storing evidence securely or handing it over to a duly authorized agent for 
transfer to a storage site). Documentation should continue with each transfer of the evidence to law 
enforcement, the crime laboratory, and others involved in the investigative process.159 Patients, advocates, 
family members, and other support persons should not handle the evidence. Documentation of the chain-of-
custody information is vital to ensuring that there has been no loss or alteration of evidence prior to trial. 
Educate all those involved in handling, transferring, and storing evidence regarding the specifics of 
maintaining the chain of custody. If the patient is transferred between facilities, staff at both facilities should 
be careful to complete this documentation.  

                                                      
159 Adapted from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 34. 
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C. The Examination Process 
 
This section focuses on the various medical and forensic components of the exam process, 
starting with the initial contact with victims to the court testimony by examiners on exam findings. 

 
The following chapters are included:  
 
 
1. Initial Contact 
 
2. Triage and Intake 
 
3. Documentation by Health Care Personnel 
 
4. The Medical Forensic History 
 
5. Photography 
 
6. Exam and Evidence Collection Procedures 
 
7. Alcohol- and Drug-Facilitated Sexual Assault 
 
8. STI Evaluation and Care 
 
9. Pregnancy Risk Evaluation and Care 
 
10. Discharge and Follow-up 
 
11. Examiner Court Appearances 
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1. Initial Contact  
 
Recommendations at a glance to facilitate initial contact with victims: 
 
• Build consensus among involved agencies regarding procedures for coordinated initial response when a 

recent sexual assault is disclosed or reported. Educate responders to follow procedures.  
• Recognize essential elements of initial response.  
 
Build consensus among involved agencies regarding procedures for coordinated initial response 
when a recent sexual assault is disclosed or reported. Educate responders to follow procedures.  
First responders from these agencies (e.g., 911 dispatchers, law enforcement representatives, emergency 
medical services (EMS) technicians, hospital emergency department staff, sexual assault examiners, and 
advocates) need to be educated about and follow these procedures. Responders also need discipline-
specific procedures (e.g., EMS procedures should stress the importance of preserving evidence when caring 
for acute injuries and treating victims with sensitivity).  
 
In addition, other community professionals to whom victims may disclose need to know procedures for 
activating the SART/SARRT or obtaining immediate assistance for victims if a SART/SARRT does not exist. 
(For information on this topic, see A.1. Coordinated Team Approach and Appendix B. Creation of 
SART/SARRTs.) Also, recognize that some institutions and residential living programs have internal 
procedures for handling sexual assault disclosures. SART/SARRT members should work with these entities 
to ensure that their procedures address the needs of victims and are coordinated with jurisdictional 
multidisciplinary response.  
 
Recognize essential elements of initial response. Some victims may initially present at an exam site. But 
most victims who receive immediate medical care for sexual assault initially contact 911, law enforcement, or 
an advocacy agency for help.  
 
Law enforcement, 911, and EMS response. Steps that should be taken during initial law enforcement, 911, 
or EMS contact include: 
 

• Assess victims’ needs for immediate care for potentially life-threatening or serious injuries. 
Administer necessary first aid and request/obtain emergency medical assistance according to 
jurisdictional policy. 

• Address safety needs of victims and others at the scene (e.g., offenders may be present), calling for 
assistance/backup if needed. 

• Assess quickly the age, abilities, communication modality, and health condition of victims and tailor 
your response as appropriate (e.g., a qualified interpreter, assistive devices, or protective service 
worker may be needed).  

• Respond to requests for victim assistance as quickly as possible.160 Understand that victims need 
immediate assistance for many reasons: they may not be safe, may be physically injured, and/or are 
experiencing trauma. Be aware that time delays in response can cause loss of evidence and 
increased trauma. 

• If injuries do not appear serious, emphasize to victims the need for medical evaluation and address 
related health concerns. Also, explain the purpose of the exam and what happens during the exam 
process, keeping in mind that the amount of information that victims want at this time varies.  

                                                      
160 In some areas, law enforcement representatives may not respond promptly because they must travel considerable distances and 
through rough terrain to get to victims’ locations. Some law enforcement agencies may not have enough representatives to respond to 
each case in a timely manner (e.g., a rural sheriff’s office may only have one officer). In communities with such limitations, it is important 
that agencies and professionals involved in these cases advocate for increasing the capacity of law enforcement agencies to respond 
promptly. They also can work jointly to ensure that there is at least one responder/agency from which victims can consistently receive 
initial help (e.g., EMS or the advocacy program). That professional/agency should be trained in initial response and be able to access 
emergency medical assistance if needed and coordinate transportation to the exam facility. Information about which agency/responder 
to call for help must be publicized in the community. 
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• Inform victims about exam facility options (if options exist) and seek their consent to transport them 
to the facility of their choice (if they had options) for treatment and/or medical/forensic evaluation.161 

• Encourage victims’ interaction with advocates as soon as possible after disclosure of the assault, 
even if victims choose not to receive medical care and/or have the medical forensic exam. In a few 
jurisdictions, advocates may be dispatched directly to the scene to provide victim support and 
advocacy, if appropriate. Follow local procedures for activating an advocate. 

• Ask victims if they would like family members or friends to be contacted. 
• Explain options for interpretation and translation for victims who are not proficient in English or who 

may prefer to communicate in a non-English language. 
• Take measures to preserve crime scene evidence, including evidence on the body and clothing of 

victims. Document victims’ demeanor and statements related to the assault, according to 
jurisdictional policy.  

• Explain to victims their reporting options. Keep in mind that the amount of information desired will 
vary per individual. 

• Responding law enforcement officials should seek basic information from victims about the assault in 
order to apprehend suspects and facilitate crime scene preservation in a timely manner.  

 
If victims agree to seek emergency care and/or have evidence collected: 
  

• Explain to victims in a language they understand how to preserve bodily evidence until it can be 
collected (e.g., do not wash, change clothes, urinate, defecate, smoke, drink, eat, brush hair or teeth, 
or rinse mouth). 

• Explain to victims in a language they understand that clothing most likely will be taken as evidence. 
They may wish to bring or have someone bring a clean change of clothes to the exam facility. If 
applicable, let victims know that replacement clothing will be available at the exam site. If they 
changed clothes since the assault, the clothing worn during and immediately after the assault will be 
needed. Follow law enforcement procedures for retrieving clothing or other items from a crime scene 
so that evidence is not inadvertently destroyed or contaminated. 

• In suspected cases of alcohol- or drug-facilitated assault, victims’ first available urine sample should 
be sought if they cannot wait to urinate until arrival at the exam site. (For information on procedures, 
see C.7. Drug-Facilitated Sexual Assault.) Victims might have been drugged without their 
knowledge. If they or their families, friends, or responders suspect alcohol- or drug-facilitated assault, 
a urine sample should be sought. 

• Transport or arrange transportation for victims to the exam site that has the most appropriate 
forensic medical examination capability.162 Victims with disabilities may have equipment (e.g., 
wheelchairs and other assistive devices) and/or service animals that also need to be transported.163 
Keep in mind that victims may consider such equipment as extensions of themselves, so any such 
equipment should be treated with care.  

• Follow jurisdictional policy on alerting exam facilities about the pending arrival of patients. 
• Do not take suspects to the same exam facility as victims at the same time, if possible.  
 

Advocate response. If victims have initial contact with advocates, this contact typically occurs through a 
phone hotline call or a face-to-face meeting. Advocates should follow agency-specific and jurisdictional policy 
for first response. For example, advocates should assess victims’ safety and need for medical assistance 
and call 911 in cases of serious injuries or when there is an imminent threat to someone. Advocates should 
describe potential medical concerns related to sexual assault, support victims in seeking care for possible 
injuries, provide information about their options (e.g., health care, advocacy and counseling, interpretation 
and translation, evidence collection, exam site options, and reporting to law enforcement), and offer referrals. 

                                                      
161 Inform victims of the approximate amount of time it will take to travel to the facility and how long they will be at the exam site. This 
information can help them prepare for what to expect and make needed arrangements (e.g., childcare, getting time off from work or 
school, or informing family members). In some areas, it may take considerable time to get to the exam site (i.e., several hours). Involved 
agencies in these areas may want to consider the feasibility of having a specially trained examiner located in their community.  
162 Many jurisdictions have designated exam sites. For more information on this topic, see B.2. Facilities. 
163 In addition, evidence may be found on assistive devices and/or service animals. 
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They can explain to victims how to preserve bodily evidence for evidence collection and the importance of 
prompt toxicology testing if alcohol- or drug-facilitated assault is suspected. In general, advocates can help 
victims identify and consider how to address their needs and concerns, as well as  
identify individuals who might support them in dealing with the aftermath of the assault. They can activate the 
SART/SARRT (if one exists) with victims’ permission. Alternately, advocates can offer to help victims arrange 
transportation to the exam site, obtain nonemergency medical care, and obtain assistance from law 
enforcement. They can also accompany them through medical forensic procedures.  
 
Regardless of which agencies are first responders, responders should always be sensitive to the victim’s 
needs and level of trauma. It is common for victims of sexual violence to have showered, eaten or taken 
other self-protective actions that may have destroyed evidence prior to engaging any service providers.  
Responders should react in an understanding and non-judgmental manner to ensure they receive 
appropriate care.  
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2. Triage and Intake 
 
Recommendations at a glance for health care providers to facilitate a triage and intake process that 
addresses patients’ needs: 
 
• Consider sexual assault patients a priority. 
• Perform a prompt, competent medical assessment. Then respond to acute injury, the need for trauma 

care, and safety needs of patients before collecting evidence.  
• Alert examiners of the need for their services. 
• Contact victim advocates so they can offer services to patients, if not already done. 
• Assess and respond to safety concerns of victims upon arrival at the exam site, such as threats to 

patients or staff. 
• Assess patients’ needs for immediate medical or mental health intervention prior to the evidentiary exam, 

following facility policy.  
 
Consider sexual assault patients a priority.164 (For a discussion of this topic, see A.2. Victim-Centered 
Care.)  
 
Utilize a private location within the exam facility for patient intakes, as well as for a waiting area for patients’ 
family members and friends and law enforcement interviews. (Also see A.2.Victim-Centered Care.) 
 
Perform a prompt, competent medical assessment. Then respond to acute injury, the need for trauma 
care, and safety needs of patients before collecting evidence. In addition to promoting physical health, 
sensitive and timely medical care can help reduce the likelihood of acute psychological trauma and its 
aftereffects, support patients’ existing and emerging coping skills, and set the tone for patients’ resumption of 
normal functioning.  
 
Acute medical needs take precedence over evidentiary needs. Patients should be instructed to not wash, 
change clothes, urinate, defecate, smoke, drink, or eat until initially evaluated by examiners, unless 
necessary for treating acute medical injuries. If alcohol- or drug-facilitated sexual assault is suspected, and 
patients need to urinate prior to the arrival of examiners, ensure that the urine sample is collected properly 
while maintaining the chain of custody.  
 
The forensic examiner should be involved in all aspects of the medical forensic examination of the sexual 
assault patient. As soon as possible after the initial triage, management, and stabilization of acute medical 
problems and before treating non-acute injuries, the evidentiary exam can be conducted (with patients’ 
permission). In circumstances in which patients are seriously injured or impaired, examiners must be 
prepared to work alongside other health care providers who are stabilizing and treating them. In such cases, 
examiners may need to perform exams in settings such as a health care facility’s emergency department, an 
operating room, a recovery room, or an intensive care unit. 
 
Alert examiners of the need for their services. The SART/SARRT, if one exists, can work with exam 
facilities to identify acceptable timeframes to conduct a medical forensic exam after a patient’s arrival and 
medical evaluation, management, and stabilization. If examiners are not based at the site or need to be 
dispatched, the facility should contact them immediately after identifying a sexual assault patient.165 
                                                      
164 Historically, sexual assault patients who came to a health care facility (namely hospital emergency departments) for medical care and 
forensic evidence collection had to wait a long time to be examined. Often, they were not considered priority cases because they lacked 
visible physical injuries or their physical injuries were less serious than others coming into the facility. The psychological trauma they 
were experiencing often was not taken into account, nor was the fact that evidence can be destroyed or contaminated if collection is 
delayed. Many communities are addressing this problem by establishing examiner programs. At busy health care facilities that make life 
or death decisions about prioritizing patients, these programs can help ensure that sexual assault patients are offered and receive a 
medical forensic examination promptly. 
165 It is possible that examiners could also be dispatched by first responders at the crime scene or by health care staff after being alerted 
that a sexual assault patient will be arriving at their facility. Although activating examiners as early as possible seems like it would 
benefit these patients, such a procedure can potentially cause confusion. For example, after activating an examiner to go to a particular 
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Examiners are often required to arrive at the exam site within a certain period of time (e.g., 30 minutes) after 
being dispatched.  
 
Contact victim advocates so they can offer services to patients, if not already done. (For a discussion 
of this topic, see A.2.Victim-Centered Care.)  
 
Assess and respond to safety concerns of victims upon arrival at the exam site, such as threats to 
patients or staff. The facility should have procedures to assess such safety concerns at the exam site and 
to respond to such threats or dangerous situations. (For a discussion of this topic, see A.2. Victim-Centered 
Care.) Communicating any information may require a qualified interpreter166 for victims who are LEP.167 
 
Assess patients’ needs for immediate medical or mental health intervention prior to the evidentiary 
exam, following facility policy. Seek informed consent of patients before providing treatment. (For more 
information on this topic, see A.3. Informed Consent.) Also, inform them that they have a right to receive 
medical care regardless of whether the assault is reported to law enforcement. (For more information on this 
topic, see A.5. Reporting to Law Enforcement.) 
 
 
 
 

 

                                                                                                                                                                                
exam facility, there may be significant delays in getting the patient to the site or changes en route to the facility. Sexually assaulted 
individuals may also change their minds about care or evidence collection.   
166 There is currently no certification process for health care interpreters or translators. For more information about qualifications 
including standards of practice for health care interpreters and translators, please see What’s in a Word: A Guide to Understanding 
Interpreting and Translation in Health Care, National Health Law Program (2010). 
167 Title VI of the Civil Rights Act of 1964 and its implementing regulations require that entities that receive federal financial assistance 
provide meaningful access to their programs, services, and activities for persons with limited English proficiency. 
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3. Documentation by Health Care Personnel 
 
Recommendations at a glance for completing needed documentation:  
 
• Ensure completion of all appropriate documentation. 
• Educate examiners on proper documentation. 
• Ensure the accuracy and objectivity of medical forensic reports. 
 
Ensure completion of all appropriate documentation. Examiners are responsible for documenting the 
details of the medical forensic exam and treatment provided in the medical record, as well as documenting 
required data for the evidence collection kit, according to jurisdictional policy. This evidence collection kit 
report usually includes patient consent forms related to evidence, the history of the assault, and information 
pertaining to evidence collection that will assist the crime lab in material identification for analysis.168 (The 
medical forensic history and documentation of exam findings are discussed in more depth in later chapters in 
this section.) The only medical issues documented in this report are findings that potentially relate to the 
assault or preexisting medical factors that could influence interpretation of findings. If the case is reported, 
the criminal justice system will use the entire medical forensic record of the sexual assault visit, along with 
collected evidence, photographs and video images, and victim/witness statements, as a basis for 
investigation and possible prosecution. If examiners are required to testify in court, they will use the report to 
recall the incident. 
 
The overall medical forensic record kept by examiners and other clinicians follows a standard approach of 
addressing acute complaints; gathering pertinent historical data; describing physical findings, laboratory and 
x-ray findings, consultation reports (if done) and evidence collection procedures; and documenting treatment  
(and response to treatment) and follow-up care. The complete medical forensic record of the sexual assault 
visit should be maintained separately from the patient’s medical record to limit disclosure of unrelated 
information and to preserve confidentiality. The medical record is stored at the exam site. The exam site 
should have clear policies about who is allowed access to these records.169   
 
The medical record is not part of the evidence collection kit and it should not be submitted to the crime lab or 
given to law enforcement. Much of the record is not relevant to case prosecution, and releasing it infringes 
upon patients’ privacy rights. Although all or part of the medical record may be subpoenaed, if patients do not 
consent to its release, it is ultimately up to the court to decide whether such information is pertinent to the 
case and should be released. 
 
Educate examiners on proper documentation. It is vital that the exam documentation be thorough, 
precise, and accurate. It is essential that examiners receive education on the importance of proper 
documentation and on writing reports that are relevant to their role.  As previously discussed, forensic 
documentation must include diagrammatic rendering, written description (including assessment for 
tenderness and induration), and forensic imaging of any visible finding (traumatic or evidence). 
 
Law enforcement representatives and advocates who are involved in the response should understand the 
importance of examiner documentation and be able to convey that importance to patients.  
 
Ensure the accuracy and objectivity of medical forensic reports. It is suggested that examiners within 
an exam site, jurisdiction, or region devise an appropriate review process tailored to their needs. Consider 
having a clinical director or supervisor at the exam site systematically review documentation related to the 
exam. (In some jurisdictions, review of nonphysician examiner’s documentation by a medical 
director/supervisor is required.) These reviews can serve to increase the overall effectiveness of the 
examiner program by ensuring that reports are completed according to policy, assessing staff training needs, 
                                                      
168 Documentation of exam findings should include patients’ demeanor and statements related to the assault not already recorded on 
the medical forensic history. Such documentation can be admitted as evidence at trial in most states. Local prosecutors can provide 
more detailed information on this type of documentation.  
169 Mechanisms to restrict access to records related to the exam are particularly important in small communities where exam site 
employees may be acquaintances, friends, and family members of patients or suspects. 
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considering adjustments needed to paperwork, troubleshooting for potential problems, and identifying trends 
in presenting the issues of patients. All identifying patient information should be removed when a document 
is copied for a review. The clinical director or supervisor can also be involved in broader multidisciplinary 
quality assurance efforts related to the exam process.  
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4. The Medical Forensic History 
 
Recommendations at a glance for health care providers to facilitate gathering information from patients: 
 
• Coordinate medical forensic history taking and investigative interviewing.  
• Advocates should be able to provide support and advocacy during the history, if desired by patients. 
• Consider patients’ needs prior to and during information gathering. 
• Obtain the medical forensic history. 
 
Coordinate medical forensic history taking and investigative interviewing. Examiners typically ask 
patients to provide a medical forensic history after initial medical care for acute problems and before the 
examination and evidence collection. This history, obtained by asking patients detailed forensic and medical 
questions related to the assault, is intended to guide the exam, evidence collection, and crime lab analysis of 
findings. In cases where the victim reports the assault, law enforcement representatives should also collect 
information from patients to help in the apprehension of suspects and in case investigation.170  
 
Gathering information from patients often takes place soon after they have experienced the assault. Not only 
can discussing the assault cause patients to feel re-violated, but their emotional and physical condition may 
make communication difficult. They may also be uncomfortable discussing personal matters with involved 
responders. Those seeking information about the assault should work collaboratively to create an 
information-gathering process that is as respectful to patients as possible and minimizes repetition of 
questions.171  However, jurisdictions should consider the implications of the evolving law on hearsay 
exceptions when determining the level and nature of coordination. See Appendix C for more information on 
the relevant case law and how it relates to medical forensic examinations. 
 
Promote a streamlined, victim-centered information-gathering process. Jurisdictions employ several 
methods, including the following:  
 

• Communication and coordination among responding officers, examiners, investigators, and 
prosecutors as they go about their separate information-gathering processes.  

• Examiners and investigators together ask patients basic questions in a language that she or he 
understands. One asks questions while the others listen. They then speak to patients separately to 
gather any remaining information required.  

• The medical forensic history and investigative interviews are conducted simultaneously to the extent 
feasible. The SART/SARRT should determine the information-gathering process, reflecting the best 
use of resources and needs and consent of patients. The team may agree that a particular person or 
agency will be the primary interviewer.172  

 
Whatever the method selected, jurisdictions should carefully plan how they will coordinate the logistics of 
medical forensic history taking and investigative interviewing.  
 
Advocates should be able to provide support and advocacy during the history if desired by patients. 
The presence of an advocate may help patients feel more comfortable answering questions. Advocates may 
also assist patients in voicing their concerns about questions being asked and clarifying their needs during 
this time. Advocates should be careful not to answer questions asked of patients or otherwise influence their 
statements.  
 
                                                      
170 The website of the Violence Against Women Online Resources offers several resources on law enforcement investigation of sexual 
assault crimes. See http://www.vaw.umn.edu/categories/2,8.   
171 Some repetition of questions is likely to occur during the exam process.  
172 Caution should be exercised if combining medical forensic history taking with investigative interviewing. At the time of such 
information gathering, patients may not want to speak with law enforcement or be ready to go into the extensive details needed for 
investigative purposes. Patients may withhold information from law enforcement representatives or not want to talk with them about 
certain issues (e.g., their menstrual cycle or types of penetration). They might feel more comfortable talking to examiners in private 
about these topics. There is also a concern about questioners asking questions outside of their realm of responsibility.  

http://www.vaw.umn.edu/categories/2,8
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Presence of family members, friends, and other personal support persons. Prior to taking the history, 
patients should be informed that the presence of personal support persons (other than advocates) may 
influence or be perceived as influencing their statements.173 These individuals could be subpoenaed as 
witnesses in their case.174 If, after receiving this information, patients choose to have personal support 
persons present during the history, these individuals should be advised not to actively participate in the 
process. For example, they should not answer questions for patients, comment on patients’ answers, 
interrupt patients, or make facial expressions in response to patients’ answers.175  
 
Consider patients’ needs prior to and during information gathering. Pressing issues (e.g., for treatment 
of serious injuries, crisis intervention and support, translation and interpretation, and childcare during the 
exam process) should be addressed before commencing with information gathering. Be mindful of patients’ 
capacity to answer questions during a lengthy information-gathering process, and take breaks as needed. 
 
The facility should have procedures in place and examiners should be educated to accommodate patients’ 
communication skill level and preferred mode of communicating. This is particularly important for patients 
with communication-related disabilities and limited English proficient patients. If interpreters are necessary, 
they should be present prior to questioning and there should be space for them in the exam room and other 
rooms where information is gathered. Patients with communication-related disabilities may wish to use 
wordboards, speech synthesizers, or other assistive communication devices to help them communicate. The 
use of cards with pictures (e.g., of medical procedures and human anatomy) may facilitate communication 
with patients with some types of cognitive disabilities or limited vocabularies. 176  
 
It is important that examiners are aware of and responsive to verbal and nonverbal cues from patients. For 
example, patients may react negatively as they recall experiences during the assault or are reminded of 
previous violence committed upon them. (It is important to document this information.) What they may need 
most at this point is a break, the understanding of examiners, and opportunities to talk about what they are 
experiencing. Advocates can be particularly helpful to patients who are dealing with these emotions.   
 
Use a private and quiet setting for information gathering. Ideally, there should be no interruptions and no time 
constraints for questioners or for use of the room where the information is being gathered. Although some 
facilities may lack space, an effort should be made to secure a private and quiet setting for this purpose. In 
many jurisdictions, history-taking takes place in the exam room prior to the exam.  
 
Obtain the medical forensic history. The specific questions asked of patients by examiners for the medical 
forensic history vary from one jurisdiction to the next, as do forms used to record the history.177 However, the 
following information should be sought routinely from patients:178 
 
1. Date and time of the sexual assault(s): It is essential to know the period of time that has elapsed 

between the assault and the physical examination/collection of evidence as well as documentation of 
                                                      
173 Ideally, these individuals should not be present when giving patients this information or when patients make the decision whether 
they want the support person present. 
174 They should also be informed that the presence of these individuals during the medical forensic history could potentially reduce the 
degree of confidentiality advocates can offer patients (e.g., they may be called on to provide testimony regarding the interactions 
between patients and family members or friends present during this time). Also, in jurisdictions that have physician/patient privilege, but 
not a victim advocate privilege, the advocate could be required to testify.  Victims should be informed of this before disclosing non-
medically relevant information. 
175 Requests to have family, friends, and other personal support persons present during the medical forensic history should be allowed 
unless it is considered potentially harmful to the exam process by the SART/involved responders. For example, in cases involving 
adolescents, parents or guardians should not be allowed in the exam room if they are suspected of committing the assault or of being 
abusive to patients. 
176Carolyn Ham, Reducing Language Barriers to Combating Domestic Violence: The Requirements of Title VI, Battered Women’s 
Justice Project, October 2004, http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC.  
Paragraph partially drawn from N. Baladerian, Skills for Interviewing Adult Abuse Victims Who Have Developmental Disabilities, p. 1. 
177 In some jurisdictions, examiners ask for investigative details during history taking. In others, examiners only ask for information 
related to treatment and collecting/interpreting physical and lab findings. One concern is that investigative details reported by examiners 
that differ from the law enforcement report may be used to undermine the credibility of patients. Patients should be told that if they are 
too uncomfortable or embarrassed to talk about something, they should say so rather than saying something that contradicts information 
that may be in the law enforcement report. (Drawn from L. Ledray, SANE Development and Operation Guide, 1998, p. 77.) Another 
concern is that asking investigative questions is outside the examiner’s role. 
178 Drawn from California’s Medical Forensic Report: Adult/Adolescent Sexual Assault Examination, Less Than 72 Hours (OCJP 923), 
the Tulsa Sexual Assault Report Form, and the West Virginia Protocol for Responding to Victims of Sexual Assault, 2008, pp. 40–42. 

http://new.vawnet.org/summary.php?doc_id=1621&find_type=web_desc_GC
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injuries. Evidence collection may be influenced by the time interval since the assault as well as the 
interpretation of both the physical exam and evidence analysis.  

2. Pertinent patient medical history: The interpretation of physical findings may be affected by medical data 
related to menstruation, recent anal-genital injuries, surgeries, or diagnostic procedures, blood-clotting 
history, and other pertinent medical conditions or treatment. 

3. Recent consensual sexual activity: The sensitivity of DNA analysis makes it important to gather 
information about recent consensual intercourse, whether it was anal, vaginal, and/or oral, and whether a 
condom was used. A trace amount of semen or other bodily fluid, as well as genital microtrauma, may be 
identified that is not associated with the crime. Once identified, it may need to be associated with a 
consensual partner, and then used for elimination purposes to aid in interpreting evidence.179  

4. Post-assault activities of patients: The quantity and quality of evidence is affected both by actions taken 
by patients and the passage of time. It is critical to know what, if any, activities were performed prior to 
the examination (e.g., have patients urinated, defecated, had consensual sexual intercourse, wiped 
genitals or the body, douched, removed/inserted a tampon/sanitary pad/diaphragm, used oral 
rinse/gargled, washed, brushed teeth, eaten or drank, smoked, used drugs, or changed clothing?).  

5. Assault-related patient history: Information such as the location of nongenital injury, tenderness, pain 
and/or bleeding, and anal-genital injury, pain, and/or bleeding can direct evidence collection and medical 
care. Patients should also be questioned about strangulation since this type of injury can result in airway 
obstruction if swelling occurs and strangulation is a very common occurrence in sexual assault cases.  

6. Suspect information (if known): Forensic scientists seek evidentiary items that may have had cross-
contact or transfer among patients, suspects, and crime scenes. The gender and number of suspects 
may offer guidance to types and amounts of foreign materials that might be found on patients’ bodies 
and clothing. Suspect information gathered during this history should be limited to that which will guide 
the exam and forensic evidence collection. Detailed questions about suspects are asked during the 
investigative interview.  

7. Nature of the physical assault(s): Information about the physical surroundings of the assault(s) (e.g., 
indoors, outdoors, car, alley, room, rug, dirt, mud, or grass) and tactics employed by suspects is crucial 
to the detection, collection, and analysis of physical evidence. Tactics may include, but are not limited to, 
use of weapons (threatened and/or injuries inflicted), physical blows, grabbing, holding, pinching, biting, 
using physical restraints, strangulation, burns (thermal and/or chemical), threat(s) of harm, and 
involuntary ingestion of alcohol/drugs. Knowing whether suspects may have been injured during the 
assault may be useful when recovering evidence from patients (e.g., blood) or from suspects (e.g., 
bruising, fingernail marks, or bite marks). 

8. Detection of alcohol- or drug-facilitated sexual assault: It is critical in these cases to collect information 
such as whether there was memory loss, lapse of consciousness, or vomiting; whether the patient was 
given food or drink by the suspect (if the patient knows); or whether the patient voluntarily ingested drugs 
or alcohol. Collecting toxicology samples within 120 hours of the suspected ingestion is recommended if 
there was either loss of memory or lapse of consciousness, according to jurisdictional policy. 

9. Description of the sexual assault(s): An accurate but brief description is crucial to detecting, collecting, 
and analyzing physical evidence. The description should include any:180  

 
• Penetration of genitalia (e.g., vulva, hymen, and/or vagina of female patient), however slight, 

including what was used for penetration (e.g., finger, penis, or other object); 
• Penetration of the anal opening, however slight; 
• Oral contact with genitals (of patients by suspects or of suspects by patients); 
• Other contact with genitals (of patients by suspects or of suspects by patients); 
• Oral contact with the anus (of patients by suspects or of suspects by patients); 
• Nongenital act(s) (e.g., licking, kissing, suction injury, strangulation, and biting); 
• Other act(s) including use of objects; 
• If known, whether ejaculation occurred and location(s) of ejaculation (e.g., mouth, vagina, genitals, 

anus/rectum, body surface, on clothing, on bedding, or other); and  
                                                      
179 Patients should be aware that there might be a need at a later time to obtain an elimination sample from consensual partners. 
Jurisdictions may have policies in place for seeking such samples within a certain timeframe following the exam.  
180 Specific questions asked will depend on case facts (e.g., the gender of the patient and the gender of the suspect). 
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• Use of contraception or lubricants.181 
 
These questions require specific and sometimes detailed answers. Some may be especially difficult for 
patients to answer. Examiners should explain that these questions are asked during every sexual assault 
medical forensic exam. They should also explain why each question is being asked.  

                                                      
181 Certain contraceptive preparations can interfere with accurate interpretation of preliminary chemical tests frequently used in the 
analysis of potential seminal stains. In addition, contraceptive foams, creams, or sponges can destroy sperm. Lubricants of any kind are 
trace evidence and may be compared with potential sources left at the crime scene or recovered from bodies of suspects. Knowing 
whether a condom was used also may be useful in explaining the absence of semen. 
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5. Photography 
 
Recommendations at a glance to photograph evidence on patients: 
 
• Consider the extent of forensic photography necessary.  
• Consider the equipment. 
• Be considerate of patient comfort and privacy.  
• Explain forensic photography procedures to patients. 
• Take initial and follow-up photographs as appropriate, according to jurisdictional policy. 
• Consider policies on storage, transfer, and retention of photographs. 
 
Consider the extent of forensic photography necessary. Taking photographs of patients’ anatomy that 
was involved in the assault should be part of the medical forensic examination process in sexual assault 
cases. Such photographs can supplement the medical forensic history, evidence documentation, and 
physical findings.182 As to the extent of photographs necessary, communities appear to take two different 
approaches. Some routinely take photographs, with patients’ permission, of both detected injuries and 
normal (apparently uninjured) anatomy involved in the assault. These jurisdictions encourage examiners to 
collect and document all evidence and leave the determination about the value of the evidence to litigants. 
Other communities limit photographs to detected injuries.  However, photographs should not be used to 
interpret subtle and/or nonspecific findings (e.g., erythema or redness) that are not noted on exam 
documentation. Review of photographs cannot reliably diagnose injuries not seen by examiners. 
 
Involved prosecutors, law enforcement officials, examiners, and advocates should further discuss the extent 
of photography they view as critical, examine any related case law, consider their concerns on this issue and 
how to be sensitive to victims, and, ultimately, determine what strategy is right for their community.   
 
Consider the equipment. Examiners should take these photographs, due to the highly personal nature of 
the photography involved. Examiners are responsible for forensic photography during the exam because 
patients are often more comfortable and less traumatized when they take photographs.183  Any photographs 
taken by nonmedical personnel should include only the head and extremities and should not document 
findings on the torso or genital region. 
 
Examiners should be familiar with equipment operation and be educated on forensic photography in sexual 
assault cases. Photographic equipment should be used that can clearly document the level of injury. Consult 
with local criminal justice agencies regarding the types of equipment that should be used (e.g., prosecutors 
can assess which types of equipment produce results that are acceptable to the court).184 Also consult with 
local examiners, because they are often knowledgeable regarding photographic and video equipment used 
in these cases and their effectiveness in capturing images during the exam.  
 
Be considerate of patient comfort and privacy. Minimize patients’ discomfort while they are being 
photographed and respect their need for modesty and privacy. Drape them appropriately while taking 
photographs.185  
 
Also, consider how to best provide support to patients during this time. Patients may want an advocate 
and/or a personal support person to be present. Take measures to avoid allegations of impropriety when 
photographing patients. For instance, if for some reason a male examiner is photographing a female patient, 
another woman should be present at this time.  

                                                      
182 The California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 56. 
183 Avoid requiring that patients go to another site (e.g., the law enforcement agency) to have initial photographs taken. 
184 For a discussion of the admissibility of digital photographs, please see D. Nagosky, The Admissibility of Digital Photographs in 
Criminal Cases, FBI Law Enforcement Bulletin, December, 2005. 
185 Drawn from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 56, and the 
American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually Abused Patient, 1999, 
p. 113.  
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Explain forensic photography procedures to patients. Taking photographs of patients in the aftermath of 
an assault can be retraumatizing. To help reduce the chances of retraumatization, examiners can help 
patients understand the purpose of photography in forensic evidence collection, the extent to which 
photographs will be taken and procedures that will be used, potential uses of photographs during 
investigation and prosecution (especially anogenital images if taken), and the possible need to obtain 
additional photographs following the exam. (Also see A.3. Informed Consent.)  
 
Take initial and follow-up photographs as appropriate, according to jurisdictional policy.186 Strive to 
control every element in the photograph to produce a clear, powerful statement. Photographs should be 
taken prior to evidence collection. 
 
Patient identification. Link patients’ identity and the date to the photographs, according to jurisdictional 
policy.187 For example, print the patient’s name, date of exam, and the examiner’s name/initials on a plain 
sheet of paper, or using a patient label. Photograph this sheet at the beginning and end of the roll of film for 
identification. Some jurisdictions also photograph the face of patients for identification purposes. Some 
cameras offer the option of imprinting the date and/or time on the negative, and some have the ability to 
enter a case number so the face or name of a patient is not on the film.  Digital imaging can automatically 
embed the date/time and a variety of other technical data in each image. This information can be accessed 
when the image is downloaded onto the computer. 
 
Mechanisms should be in place (e.g., at law enforcement agencies and exam facilities) to protect patients’ 
privacy and confidentiality related to the photographs. 
 
Clear and accurate photographs. Use the shutter speed and lens aperture to control exposure (automated 
cameras and flash units can give incorrect exposures). Use adequate lighting whether the source is natural, 
flood, or flash. Use of flashes and lighting in the exam room can change the color of evidence; a filter may 
help adjust lighting so that the photograph is truer to color (noting in records any alterations to the 
environment to enhance photographs). Include a color bar in the photograph to ensure accurate color 
reproduction. 
 
Strive for undistorted photographs with good perspective (whenever possible, use a normal focal length lens, 
and keep the plane of the film or digital sensor parallel to the plane of the object to be documented. Maintain 
sharp focus (keep the camera steady, focus carefully, use maximum depth of field, and look at the frame of 
the scene). 
 
A good-quality macro lens with a ring strobe flash offers the best quality and most flexibility for forensic 
photography involving sexual assault. 
 
Scale. Use a forensic scale or ruler for size reference in photographs. In addition to those photographs that 
identify patients and anatomical locations being photographed, take at least two photographs of each area—
one with and one without scale. Taking two photographs in this manner demonstrates that the scale was not 
concealing anything important. Photograph evidence in place before moving it or collecting it. Do not alter or 
move evidence when photographing, and make every effort to minimize background distraction in 
photographs while maintaining the focus of areas being photographed.  
 
Orientation of shots. Take at least two shots at three orientations:  
 
1. Take medium-range photographs of each separate injury, including cuts, bruises, swelling, lacerations, 

and abrasions. Work from one side to the other and then top to bottom, or design a workable method. Be 
consistent. Take “regional” shots to show injuries in the context and orientation of a body region; these 
photographs should include easily identifiable anatomical landmarks. 

2. Take closeup images of particular injuries, using the scale. When photographing a wound, show its 
relationship to another part of the body. Take at least three photographs involving a wound area. Shield 

                                                      
186 This section is drawn from the American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or 
Sexually Abused Patient, 1999, pp. 113–115.  
187 The California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 56. 
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uninvolved breast or genital areas when possible; highly graphic photos may be deemed inadmissible in 
court and make the case less credible. All injuries should be recorded with a closeup view using a macro 
lens or setting. Try to capture subtleties in texture and color. Document pattern injuries caused by an 
object. Do not use a flash function around an injured eye as it can cause retinal damage. 

3. In some cases, a full body photograph may be appropriate to show scope of injury or state of clothing.  
However, such photos should be taken ensuring as much modesty and privacy as possible, through 
draping and other techniques.  Photos taken solely for the purpose of identification should be done with 
patients fully clothed or in a gown. 

 
Photographing skin. Closeup photographs of hands and fingernails may show traces of blood, skin, or hair. 
Be sure to look for damage to nails or missing nails. Photograph marks of restraint or bondage around wrists, 
ankles, or neck; they may be compared later with the object in question that made the marks. Photograph 
transfer evidence present on the body or clothing, such as dirt, gravel, or vegetation. 
 
Bite mark evidence. Photograph bite marks, according to jurisdictional policy.188  
 
Accountability. All photographs should be clearly labeled and the chain of custody maintained. Follow 
jurisdictional policy for development of film, transfer, duplication or additional prints, and storage of 
photographs. Do not include photographs in the evidence collection kit sent to the crime lab.  
 
Follow-up photographs. Photography should be repeated as new or different evidence on patients’ bodies is 
found following the exam (e.g., bruising may appear days later). Create procedures that examiners, law 
enforcement investigators, and patients follow to ensure this evidence is documented. In addition to 
documenting emerging or evolving injuries, follow-up photographs provide documentation of healing or 
resolving injuries and clarify findings of stable, normal variants in anatomy and nonspecific findings like 
redness or swelling that could be confused with acute injuries. 
 
Consider policies on storage, transfer, and retention of photographs. Photographs taken by examiners 
should primarily be considered as part of the patient’s medical forensic record and should not be 
automatically turned over to law enforcement. Law enforcement should be guided by the body diagrams 
used in documentation in deciding what photographs to subpoena. 
 
 
  

                                                      
188 When bite mark evidence is presented, it may be helpful to consult a forensic odontologist, if one is available.  However, this type of 
evidence is controversial.  It is more important to ensure swabbing of bite marks. 
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6. Exam and Evidence Collection Procedures  
 
Recommendations at a glance to facilitate the exam and evidence collection: 
 
• Recognize the evidentiary purpose of the exam.  
• Strive to collect as much evidence from patients as possible, guided by the scope of informed consent, 

the medical forensic history, exam findings, and instructions in the evidence collection kit. 
• Be aware of and document evidence and injuries that may be pertinent to the issue of whether the 

patient consented to the sexual contact with the suspect.  
• Understand how biological evidence is tested. 
• Prevent exposure to infectious materials and risk of contamination of evidence. 
• Understand the implications of the presence or absence of seminal evidence. 
• Modify the exam and evidence collection to address the specific needs and concerns of patients. 
• Explain exam and evidence collection procedures to patients. 
• Conduct the general physical and anogenital exam and document findings on body diagram forms. 
• Collect evidence to submit to the crime lab for analysis, according to jurisdictional policy. 
• Collect other evidence.  
• Keep medical specimens separate from evidentiary specimens collected during the exam. 
 
Recognize the evidentiary purpose of the exam. During the exam, examiners methodically document 
physical findings and facilitate the collection of evidence from patients’ bodies and clothing. The findings in 
the exam and collected evidence often provide information to help reconstruct the details about the events in 
question in an objective and scientific manner.189 Of course, health care needs and concerns of patients may 
be presented in the course of the exam that should be addressed prior to discharge. However, patients must 
understand that the exam does not provide routine medical care. For example, a pap smear will not be done 
during the female pelvic exam.190 (This chapter focuses on evidentiary components of the exam. Other 
chapters in the protocol discuss more fully medical and other related needs and concerns of patients.)  
 
Collect as much evidence from patients as possible, guided by the scope of informed consent, the 
medical forensic history, exam findings, and instructions in the evidence collection kit. Evidence 
collected during the exam mainly includes biological and trace evidence. To reconstruct the events in 
question, evidence collected is used in four potential ways in sexual assault cases: 
 
• To identify the suspect; 
• To document recent sexual contact; 
• To document force, threat, or fear; and 
• To corroborate the facts of the assault. 
 
Be aware of and document evidence and injuries that may be pertinent to the issue of whether the 
patient consented to the sexual contact with the suspect. In the majority of sexual assaults, patients 
know the suspects. For example, according to the National Crime Victimization Survey, in 2008, 57 percent 
of rapes/sexual assaults involved offenders who were nonstrangers.191 Most nonstranger suspects and many 
stranger suspects (if confronted by professionals in the criminal justice system) will claim that the patient 
consented to the sexual contact.192 Consent claims typically stem from a lack of evidence and documentation 
concerning force and coercion. Thus, evidence and documentation of physical findings related to whether 

                                                      
189 Note that while exam findings and evidence collected from patients are important in reconstructing the events in question, during a 
criminal investigation, law enforcement officials look for additional evidence that will create a more complete picture of the event. 
190 Drawn from L. Drawn partially from L. Ledray, SANE Development and Operation Guide, 2000, p. 79. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf, SANE Development and Operation Guide, 1998, p. 63.  
191 U.S. Department of Justice, Bureau of Justice Statistics, Female Victims of Violence, http://www.bjs.gov/content/pub/pdf/fvv.pdf  
192 J. Archambault and D.K. Faugno, Overcoming a Consent Defense to Sexual Assault, Journal of Emergency Nursing, 27:204–208, 
April 2001. 

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
http://www.bjs.gov/content/pub/pdf/fvv.pdf
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force or coercion was used against patients (e.g., findings that reveal injuries, alcohol or drugs taken 
involuntarily, or signs of a struggle) are important in these types of cases. However, the absence of physical 
trauma does not mean that coercion/force was not used or prove that patients consented to sexual contact.193 
Also, some physical findings that suggest force are not necessarily indicative of a sexual assault. It is 
important to remember that if an investigation takes place, law enforcement officials will look for additional 
evidence that may help to overcome a claim of consent.  
 
Understand how biological evidence is tested.194 Semen, blood, vaginal secretions, saliva, vaginal 
epithelial cells, and other biological evidence may be identified and profiled by a crime lab. The information 
derived from the analysis can often help determine whether sexual contact occurred, provide information 
regarding the circumstances of the incident, and be compared to reference samples collected from patients 
and suspects for identification purposes. A primary method used by crime labs for testing biological evidence 
is DNA (deoxyribonucleic acid) analysis.195 The most common form of DNA analysis used in crime labs for 
identification is called polymerase chain reaction (PCR). PCR allows the analysis of evidence samples of 
limited quality and quantity by making millions of copies of very small amounts of DNA. Using an advanced 
form of PCR testing called “short tandem repeats” (STR); the laboratory is able to generate a DNA profile, 
which can be compared to DNA from a suspect or a crime scene.196 
 
Distinguish patients’ DNA from suspects’ DNA. Blood or buccal (inner cheek) swabbings should be collected 
from patients for DNA analysis to distinguish their DNA from that of suspects. (Procedures for collecting 
these samples are provided later in this chapter.) If the case is reported to law enforcement, patients’ 
biological samples and DNA profiles should be used only for investigation of the sexual assault, and their 
DNA profiles should not be uploaded into CODIS.197 Neither biological samples nor DNA profiles should be 
provided to law enforcement or prosecution for another case in which patients may be suspects, 
inadvertently given to health insurance carriers, or used for research purposes without patients’ consent.198 
Criminal justice agency policies should be in place and followed for the secure storage of biological samples 
and appropriate disposal of these samples and DNA profiles.  
 
Prevent exposure to infectious materials and risk of contamination of evidence. Examiners should take 
precautions during the exam to prevent exposure (to both patients and health care staff) to bloodborne 
pathogens and other potentially infectious materials. For example, it is important to follow facility policies on 
washing hands, handling contaminated needles and other contaminated sharps, wearing protective 
equipment, and minimizing splashing, spraying, and spattering of these materials. (For more information on 
this topic, see B.1. Sexual Assault Forensic Examiners.)  
 
With the ever-increasing sensitivity of DNA analysis, there is a greater chance that accidental contamination 
can be detected. Forensic evidence, which is usually small in volume, can be contaminated and diluted by 
foreign DNA. Every precaution should be taken by all first responders to reduce outside contamination and 
dilution of evidence. For example, examiners should wear non-powdered gloves199 and change them 
throughout the exam/evidence collection whenever cross-contamination could occur or when moving to 
different body surface areas. Examiners and other responders should seek guidance from their crime labs on 
procedures to prevent contamination.  
                                                      
193 L. Ledray, SANE Development and Operation Guide, 2000, p. 63. 
http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf.  
194 Section drawn from Understanding DNA Evidence: A Guide for Victim Service Providers by the National Commission on the Future of 
DNA Evidence; the West Virginia Protocol for Responding to Victims of Sexual Assault, 2002, pp. 31–32; and the California Medical 
Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 40. 
195 DNA determines each person’s individual characteristics. An individual’s DNA is unique except in identical twins. DNA in the cell 
nucleus is genetic material inherited from biological parents. (Drawn from Arkansas’ Sexual Assault: A Hospital/Community Protocol for 
Forensic and Medical Examination, 2001.) 
196 There is a concern that if DNA evidence is found, prosecutors may not utilize other evidence, especially when labs have limited 
resources. But because persons known to victims commit the vast majority of sexual assaults, DNA findings must be used in 
conjunction with other forensic evidence recovered, particularly when issues of consent arise. Law enforcement investigators and 
prosecutors should receive training on maximizing the use of all forensic evidence collected. 
197 In the fall of 2003, legislation was introduced to implement the President’s DNA Initiative provisions that would bar the inclusion of 
elimination samples in CODIS. These samples include those obtained from sexual assault victims, as well as individuals with whom they 
had recent consensual sex prior to the exam.  
198 An exception is that a forensic lab may input frequency information related to the DNA profiles in its statistical database. Victims’ 
identity remains anonymous. 
199 Drawn from Connecticut’s Video Training Program, Part 1, The Examination: Sexual Assault Evidence Collection, 1998.  

http://www.ojp.usdoj.gov/ovc/publications/infores/sane/saneguide.pdf
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Understand the implications of the presence or absence of seminal evidence.200 The relevance of 
semen evidence in cases involving male suspects covers the spectrum, depending upon case facts. Semen 
is composed of cellular and liquid components known as spermatozoa (sperm) and seminal fluid. Semen 
evidence is valuable because it can be used to positively identify suspects. 201 However, it is critical to note 
that failure to recover semen is not an indication that a sexual assault did not occur. There are a number of 
reasons why semen might not be recovered in these cases: Assailants may have used condoms, ejaculated 
somewhere other than in an orifice or on patients’ clothes or bodies, or not ejaculated at all. Semen may 
have been depleted by frequent ejaculation prior to the sample in question.202 Chronic alcohol or drug abuse, 
chemotherapy, cancer, infection (e.g., mumps or tuberculosis), or congenital abnormalities also may 
suppress semen production. Other factors may contribute to the absence of detectable amounts of semen 
evidence. For example, significant time delays between the assault and collection of evidence may cause 
loss of semen evidence, semen may be washed away prior to the exam or improperly collected, and an 
object other than a penis may have been used for penetration. 
 
Modify the exam and evidence collection to address the specific needs and concerns of patients. 
Examiners should be aware that patients’ beliefs might affect whether and how certain evidence is collected. 
For example, patients from certain cultures or religious backgrounds may view hair or fingernails as sacred 
and decline collection of hair evidence. (For more information on this topic, see A.2. Victim-Centered Care. 
Accommodating mobility impairments is discussed in footnotes for this chapter. For details on 
accommodating communication needs and responding to verbal and nonverbal cues, see C.4. The Medical 
Forensic History.) 
 
Explain exam and evidence collection procedures to patients. Whatever the methods used for seeking 
informed consent from patients for the exam and evidence collection, the full nature of procedures and 
options should be explained. Examiners may provide some basic information prior to starting the exam and 
additional information as the exam proceeds. For example, if specialized equipment is used, examiners can 
explain to patients, at some point prior to its use, what the equipment is, how it will be used, for what 
purpose, and how long the procedure will take. Encourage patients to ask questions and to inform examiners 
if they need a break or do not want a particular part of the exam or evidence collection done. (For more 
information on obtaining informed consent of patients, see A.3. Informed Consent.) 
 
Conduct the general physical and anogenital exam and document the physical findings on body 
diagram forms.203 In addition to instructions included in the evidence collection kit, the exam should be 
guided by the scope of informed consent and the medical forensic history.  
                                                                                  
In the course of the exam, examiners may question patients about trauma related to the assault. These 
questions should be specific enough to yield clinically relevant information. For example, simply asking if 
patients are injured or hurt anywhere is not focused enough—they may not know where they are injured until 
examined and/or asked questions such as if they hurt in specific body locations.  
 
General physical examination. Obtain patients’ vital signs, note the date and time of the exam, physical 
appearance, general demeanor, behavior, and orientation, and condition of clothing on arrival. Record all 
physical findings (which include observable or palpable tissue injuries; physiologic changes; and foreign 
materials such as grass, sand, stains, dried or moist secretions, or positive fluorescence) on body diagram 
forms. Be observant for redness, abrasions, bruises, swelling, lacerations, fractures, bites, burns, and other 
forms of physical trauma. Potential traumatic findings should be palpated to assess for tenderness and 
induration. On dark-skinned individuals, it may be difficult to identify these areas and they may need to be 
sought out specifically.  
 

                                                      
200 Drawn from the West Virginia Protocol for Responding to Victims of Sexual Assault, 2082, pp. 32, and New Hampshire’s Sexual 
Assault: A Hospital Protocol for Forensic and Medical Examination, 1998, pp. 26–27. 
201 In the absence of sperm, certain seminal fluid components may be used to identify semen. 
202 If assailants who had a vasectomy ejaculated, their seminal fluid would not contain sperm. 
203 This section on performing the exam is primarily drawn from the American College of Emergency Physicians’ (ACEP) Evaluation and 
Management of the Sexually Assaulted or Sexually Abused Patient, 1999, pp. 103–107. Much of the ACEP exam procedures were 
based on the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims. 
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Anogenital examination.204 During the female genital exam,205 examine the external genitalia and perineal 
area for injury, foreign materials, and other findings in the following areas: abdomen, thighs, perineum, labia 
majora, labia minora, clitorial hood and surrounding area, perurethral tissue/urethral meatus, hymen,206 fossa 
navicularis, and posterior fourchette. The use of a colposcope during the external genital exam enhances 
viewing microscopic trauma and may provide photographic documentation.207 
 
Then examine the vagina and cervix for injury, foreign materials, and foreign bodies. Use a colposcope or 
other magnifying device if available. In some jurisdictions, toluidine blue dye may be used to highlight 
trauma, either with or without the use of a colposcope.208 Examine the buttocks, perianal skin, and anal folds 
for injury, foreign materials, and other findings. If rectal penetration is reported or suspected, an anoscope 
can be used as a tool to identify and evaluate trauma (it may also be used to help obtain anal swabs and 
trace evidence).  
 
For male patients, examine the external and perineal area for injury, foreign materials, and other findings, 
including from the abdomen, buttocks, thighs, foreskin, urethral meatus, shaft, scrotum, perineum, glans, and 
testes. Document whether patients are circumcised. 
  
Documentation of findings. Record findings from the general physical and anogenital exam on appropriate 
body diagram forms. Detailed descriptions of findings should be provided as required. During the exam, 
collect evidence as specified in the evidence collection kit and photograph anatomy involved in the assault 
according to jurisdictional policy. Follow jurisdictional policy regarding documentation, photography, and 
collection of bite mark evidence.209  
 
Collect evidence to submit to the crime lab for analysis, according to jurisdictional policy.210 The 
following evidence from patients, along with completed documentation forms, typically is submitted to the 
crime lab designated by the jurisdiction.211 Jurisdictions may require collection of additional or different 
                                                      
204 If patients are mobility impaired, review their history at this stage. In patients with spinal cord injury (SCI), the level of injury and any 
history of autonomic dysreflexia will have to be noted and given special attention. Other considerations in these patients are histories of 
muscle spasm and triggers for both muscle spasm and autonomic dysreflexia. Examiners should be sure to ask about things such as 
whether these patients have ever had a speculum exam, what this experience was like, what the most comfortable position would be for 
the anogenital exam, and any history of autonomic dysreflexia with a speculum exam. (Commonwealth of Massachusetts’s SANE 
Protocol, 2002, p. 36.) Transgender individuals with a masculine identity and those with a constructed vagina may sustain additional 
physical and emotional damage when vaginally assaulted. 
205 Some patients may not have previously had a gynecological exam and need a detailed explanation and support during this part of 
the exam. (Drawn from L. Zarate, 2003, Suggestions for Upgrading the Cultural Competency Skills of SARTs, Arte Sana Web site, 
2003.) 
206 The Tanner Scale of Secondary Sexual Development is a sexual maturity rating scale that defines a child’s stage of puberty. 
(American Professional Society on the Abuse of Children, Glossary of Terms and the Interpretation of Findings for Child Sexual Abuse 
Evidentiary Examinations, p. 7.) These developmental stages are relevant to the interpretation of physical findings in child and 
adolescent cases. There is a relationship between Tanner Stages and hymenal development. Physical findings must be evaluated in the 
context of hymenal development for the interpretation of findings. (The California Medical Protocol for Examination of Sexual Assault 
and Child Sexual Abuse Victims, 2001, p. 61.) 
207 Colposcopes have magnifying lenses ranging from 4x to 30x power and can have 35-mm camera or video camera attachments. 
Colposcopes have a green filter that enhances the visualization of scars, unusual vascular patterns, and genital warts. Examiners can 
use the colposcope to obtain magnified images of the oral pharynx, genital, and rectal areas. Minor skin and/or mucosal trauma such as 
abrasions, lacerations, petechiae, focal edema, hymeneal tears, and anal fissures are more easily seen with magnification, and 
photographs can be taken for documentation. Attached video cameras can also record images. (Drawn from the California Medical 
Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 58).  
208 The use of toluidine blue dye is controversial in some jurisdictions (e.g., it may be perceived by the court as changing the appearance 
of the tissue) and not universally used. When employed, toluidine blue dye (1-percent aqueous solution) should be applied by cotton 
swab before any internal or digital speculum examination. Although DNA evidence will be preserved, care should be taken to avoid 
letting dye enter the vaginal vault. Excess dye may be blotted away with 1-percent acetic acid solution or lubricating jelly. Toluidine blue 
dye cannot separate consensual from nonconsensual lesions. Patients should be advised that small traces of the dye might shed in their 
clothing over the 2 days following the exam. (Information on use of this dye is drawn from the American College of Emergency 
Physicians’ Evaluation and Management of the Sexually Assaulted or Abused Patient, 1999, p. 117.) 
209 In addition to documenting, swabbing, and photographing bite marks, an odontologist may need to make casts. Without a cast, teeth 
cannot be matched to suspects. The American College of Emergency Physicians’ Evaluation and Management of the Sexually 
Assaulted or Abused Patient, 1999, pp. 111–112, offers guidelines for bite mark documentation.  
210 Much of this section was drawn from the American College of Emergency Physicians’ Evaluation and Management of the Sexually 
Assaulted or Abused Patient, 1999, pp. 103–107.  
211 In some cases, it may be appropriate to submit evidence to the FBI Laboratory. It accepts cases from any duly authorized law 
enforcement agency. However, if the case is not a FBI case and the jurisdiction has capability to analyze DNA, then the DNA Unit of the 
FBI Lab will generally not accept the case. Cases that occur on Indian reservations may be submitted directly to the FBI Lab from local 
or tribal law enforcement agencies, the Bureau of Indian Affairs, or the FBI and will be worked on by the Indian Country Evidence Task 
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specimens. Trained examiners should use the medical forensic history and the physical assessment of the 
patient to guide the evidence collection process.  Instructions supplied in the kit may be helpful as a guide for 
those who are not experienced in the process of evidence collection. However, it should be recognized that 
the kit instructions should not be read in front of the patient, which could be cause further emotional trauma 
in the aftermath of the assault. If any requested evidence is not collected, examiners should note reasons on 
documentation forms.  
 
Collect clothing evidence. Clothing frequently contains important evidence in sexual assault cases. It 
provides a surface upon which traces of foreign materials, such as semen, saliva, blood, hairs, fibers, and 
debris from the crime scene, may be found. While foreign matter can be washed off or worn off the body, the 
same substances often can be found intact on clothing for a considerable length of time following an assault. 
Damaged or torn clothing may be significant, as damage may be evidence of force (do not cut through any 
existing holes, rips, or stains on clothing). If the examiner detects damage to the clothing, ask the patient if 
that damage was related to the assault or present prior to the events in question. Evidence on patients’ 
clothing can be compared with evidence collected from suspects and crime scenes. Common items collected 
from patients include underwear, hosiery, blouses, shirts, and pants. Coats and shoes are collected less 
frequently because they are less likely to have evidentiary value and their loss may represent a significant 
financial burden for victims.212 Transgender individuals may be unwilling to part with prostheses and similar 
items for reasons of safety and/or cost. 
 
Procedures for collecting clothing, underwear, and foreign material dislodged while undressing include the 
following: 
 

• Place a clean hospital sheet on the floor as a barrier. Then place the collection paper on the barrier 
sheet. Be careful to prevent evidence transfer. Document all findings. Ask patients to disrobe 
(assisting them as requested and then draping them appropriately).213 When disrobing, have 
patients remove shoes and then undress over the collection paper to catch any foreign material that 
is dislodged.214 If someone assists, she/he should wear gloves. 

• Collect clothing pertinent to the assault. First determine if patients are wearing the same clothes 
worn either during or immediately following the assault. If so, the clothing should be examined for 
any apparent foreign material, stains, or damage. When the determination has been made that 
items may contain possible evidence, those items should be collected. If it is determined that 
patients are not wearing the same clothing that they did either during or immediately after the 
assault, examiners should inquire as to the location of that clothing. If that clothing has not been 
brought to the exam site, information on clothing location should be provided to law enforcement (if 
involved) so that clothing can be retrieved and examined before any potential evidence is 
destroyed.215 In addition to collecting underwear worn at the time of or immediately after the assault, 
it may also be important to collect underwear patients are wearing at the time of the exam (if 
relevant to the case).  

• Be sensitive about how much clothing to take as evidence. For example, take patients’ coats or 
shoes only if it is determined that there may be evidence on them. The exam site can coordinate 
with advocacy programs to ensure that replacement clothing is available for patients in a range of 

                                                                                                                                                                                
Force. Should a jurisdictional lab not have a hair examiner but have the capability to analyze DNA, items requiring only DNA analysis 
should not be submitted. Items such as clothing that will be examined for both DNA and trace evidence should be submitted to the FBI 
Lab first. These items will be returned after processing for trace evidence and can then be sent along with DNA-only evidence to the 
jurisdictional lab. Do not submit items to the FBI Lab for trace evidence analysis after they have been previously examined by another 
lab. For more information or help submitting a case to the FBI Lab, contact your local FBI office or see the Handbook of Forensic 
Services at http://www.fbi.gov/about-us/lab/handbook-of-forensic-services-pdf.   
212 Paragraph drawn from the West Virginia Protocol for Responding to Victims of Sexual Assault, 2008, p. 32. 
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf.   
213 If patients are concerned about disrobing in front of advocates and/or personal support persons, they can turn around, hold up a 
sheet to shield patients, or leave the room while patients disrobe.  
214 For patients with mobility impairments, put the foreign material collection sheet on the exam table and leave in place until the exam is 
completed. If patients prefer to disrobe in their wheelchairs, sheets can be tucked in around the wheelchair to catch debris. Avoid putting 
chairs on paper, as debris from wheels may contaminate evidence. (Commonwealth of Massachusetts SANE Protocol, 2002, p. 33.) 
215 Paragraph drawn from the West Virginia Protocol for Responding to Victims of Sexual Assault, 2008, p. 33. 
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf. In the course of the exam process, additional crime scene items that could 
be potential evidence may be identified and should be collected and preserved.  

http://www.fbi.gov/about-us/lab/handbook-of-forensic-services-pdf
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf
http://www.fris.org/Resources/PDFs/Books/WVProtocol.pdf
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sizes. This clothing is critical in some instances (e.g., a patient may own only the clothing that is 
being collected).  

• If female or transgender male patients are menstruating, collect tampons and sanitary napkins. Air-
dry them as much as possible and then place them in a separate paper collection bag. 

• Follow jurisdictional policy for handling and transporting wet evidence that cannot be dried 
thoroughly at the exam site (e.g., wet clothing, tampons, and sanitary napkins). Ensure that it is 
packaged in leak-proof containers and separated from other evidence when being transported. It is 
critical to alert involved law enforcement representatives and crime lab personnel about the 
presence of wet evidence and the need for its immediate analysis or further drying.216  

• After drying items according to jurisdictional policy, place each piece of clothing and collection paper 
in a separate paper bag, label, seal, and initial the seal. If additional bags are needed, use new 
grocery-style paper bags only. The barrier sheet is not submitted as evidence. 

• Tape/seal bags closed; label, seal,217 and initial the seal.  
 
Collect debris.218 
 

• Collect obvious debris on patients’ bodies (e.g., dirt, leaves, fibers, and hair) on a collection sheet—
package, label, seal, and initial the seal.  

• Fingernail evidence: ask patients whether they scratched the suspects’ face, body, or clothing. If so, 
or if fibers of other materials are observed under patients’ fingernails, collect fingernail clippings, 
scrapings, and/or swabbings, according to jurisdictional policy.219 If fingernail scrapings are 
collected, package fingernail scrapings and tools used to obtain the sample, label, seal, and initial 
the seal. Cut broken fingernails at the remaining jagged edge for later comparison. If artificial 
fingernails or nail extensions are being worn by the patient, another nail should be enclosed as a 
known sample if one is missing. Package, label, seal, and initial the seals.  

• If requested, assist patients in putting on exam gowns after clothing and debris are collected. 
 

Collect foreign materials and swabs from the surface of the body. Carefully inspect the body, including head, 
hair, and scalp, for dried or moist secretions and stains (e.g., blood, seminal fluid, sweat, and saliva) and 
other foreign material. Use an alternate light source to assist in identifying evidence. Obtain swabs from any 
suspicious area that may be a dry secretion or stain, any moist secretion, any area that fluoresces with 
longwave ultraviolet light, and any area for which patients relate a history or suspicion of bodily fluid transfer 
(e.g., licking, kissing, biting, splashed semen, or suction injury). Also collect swabs from potentially high-yield 
areas (e.g., neck, breasts, or external genitalia) if the history is absent or incomplete. 
 

• Use a moist swab to collect dry secretions, followed by a dry swab. Swab moist secretions with a dry 
swab. Separate swabs should be used for every sample area collected. Follow jurisdictional policies 
regarding the number of swabs required to collect each specimen.  

• Swab bite marks. In some jurisdictions, an initial moist swabbing followed by a dry swabbing has 
been shown to result in full DNA profiles. 

• Optional—smear swabs onto microscope slides, according to jurisdictional policy. 
• Cut matted head, facial, or pubic hairs bearing crusted material (or flake off material if possible) and 

place in an envelope. 
• According to jurisdictional policy, air-dry all specimens, package swabs and slides separately, label, 

seal, and initial the seals. Note that coding of evidence must allow the crime lab to know which swab 
was used to prepare which slide. 

• If teeth are flossed prior to oral swab collection, package used floss (if available), label, seal, and 
initial the seal. 

                                                      
216 Drawn from Connecticut’s Video Training Program, Part 1, The Examination: Sexual Assault Evidence Collection, 1998. 
217 Do not use saliva to seal envelopes; rather, try using moistened gauze pads or paper towels. (Drawn from Connecticut’s Video 
Training Program, Part 1, The Examination: Sexual Assault Evidence Collection, 1998.)  
218 Debris-containing evidence may be found on equipment, such as wheelchairs, scooters, canes, wheelchair pads, assistive 
communication devices, catheters, and service animals, used by some patients with physical impairments. Swab equipment and/or 
animals for evidence, if appropriate, according to jurisdictional policy. Always ask patients for permission to do so. 
219 Some jurisdictions routinely collect fingernail samples and photograph fingernail damage that may have been related to the assault. 
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Collect hair combings. Follow jurisdictional policy for collecting hair combings. The purpose of this procedure 
is to collect hair shed by suspects that may have been transferred to patients’ hair. Hair combings may also 
reveal other foreign materials. It is important to examine head, facial, and pubic hair for secretions, foreign 
materials, and debris and collect as appropriate (see above for collection of debris and foreign materials). 
Pubic hair combings may be necessary if the assault involved the genital area of patients, according to 
jurisdictional policy. To collect pubic hair combings: 
 

• Use the comb and collection paper provided for this procedure. 
• Place the unfolded paper under patients’ buttocks and comb hair toward paper (patients may comb). 
• Fold comb with debris/hair into paper. Package paper, label, seal, and initial the seal. 

 
Collect hair reference samples as needed.220 Follow jurisdictional policy for collection of hair reference 
samples.221 Many jurisdictions do not routinely collect plucked head and pubic hair reference samples. Some 
will only collect these samples if the lab requests it at a later time. In other jurisdictions, both samples are 
collected routinely unless otherwise indicated or declined by patients.222 Whatever the jurisdictional policy, 
patients should always be informed about the purpose of collection, procedures used to collect samples, 
discomfort that may be involved, and how these samples may be used during the investigation and 
prosecution. If hair reference samples are not collected at the initial exam, it is important to inform patients 
that there might be a need to collect these samples for crime lab analysis at a later date. They should be 
aware that hair evidence collected at a later date may not be as conclusive as if it is collected at the time of 
the initial exam (e.g., due to the fact that hair characteristics can change over time). 
 
When these samples are collected, the indications, timing, and techniques vary. Jurisdictional policies should 
be in place and followed. Give patients the option of collecting samples themselves.  
 
Collect oral and anogenital swabs and smears. Patients’ consent, the medical forensic history, and exam 
findings should guide collection of oral and anogenital specimens. In general, specimens should be collected 
only from orifices and areas surrounding the orifices that patients report to be involved in the assault.223 Keep 
in mind that some patients may be vague about the type(s) of sexual contact that occurred. Examiners can 
help clarify which orifices were involved by asking appropriate questions. If there is uncertainty about 
involved orifices (e.g., because patients have little memory of the assault, were unconscious or incoherent, 
or do not understand what occurred), collection from oral, vaginal, and anal orifices (with patients’ 
permission) may be appropriate. In some jurisdictions, policy calls for collection from all three orifices. Again, 
patients’ consent is needed to collect these samples. Things to note when collecting these swabs and 
smears: 
 

• Caution patients who use a bathroom prior to the exam that evidence may be present in pubic, 
genital, and anal areas and urge them not to wash or wipe away secretions until after evidence 
collection. 

• When taking a swab, examiners should take care not to contaminate the collection with secretions or 
materials from other areas, such as vaginal to rectal or penile to rectal.  

                                                      
220 See footnote under hair combing regarding patients with limited mobility. 
221 Crime labs use reference samples to determine whether or not evidence specimens collected are foreign to patients. There is a lack 
of consensus across jurisdictions about whether to collect these samples routinely during the initial exam. Head and pubic hair reference 
samples from patients can provide a source of comparative information for forensic scientists, but these samples are not needed in 
many cases and can be retrieved from patients at a later date if necessary. If the samples are not taken at the time of the exam, 
however, patients may be reluctant to return later for collection. Also, hair characteristics may change over time. For patients, gathering 
these samples can be a painful and embarrassing procedure that follows the trauma of the assault. But, given the choice of having 
samples taken at the initial exam or at a later date, many opt to get it over with during the exam. Hair pulled or cut from patients is rarely 
used to prosecute a case. With the advent of DNA technology, the court’s use of these reference samples declined. Yet, particularly in 
cases where DNA evidence is not available, hair reference samples could be useful evidence. SARTs (or involved responders) should 
ensure that their decisions about collecting hair reference samples reflect current best forensic practices, advances in technology, and 
the need for sensitivity to patients. 
222 Note that a patient may believe hair is sacred and thus may be reluctant or decline to have hair evidence collected. 
223 It is important to note, however, that there is a lack of consistency across jurisdictions as to whether specimen collection from all 
orifices is routine or conducted on a case-by-case basis, based on the assault history and exam findings.  
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• Follow jurisdictional policy for collecting swabs (and the number of swabs used to collect a sample), 
smearing swabs on slides, and drying and packaging swabs and slides. Also, follow jurisdictional 
policy for timeframes in which samples should be collected unless otherwise indicated. 

• Do not stain or chemically fix swabs or smears.  
• When preparing slides, note that coding of evidence material must allow the crime lab to know which 

swab was used to prepare which slide.  
• Document any foreign substance or material introduced by health care providers (e.g., lubricating 

jelly on a speculum or betadine prior to introduction of a catheter). 
 

Oral sample224  
• Place swabs together to collect specimen from oral cavity between gums and cheeks and under 

tongue. Remove dentures and swab with same swabs. 
• Optional—smear swabs onto two microscopic slides.  
• Air-dry swabs and slides. 
• Package slides and swabs, place in envelope, label, seal, and initial the seal. 

 
External genital sample225 

• Swab external genital dry-skin areas with swabs (blind swabbing by protocol or history), at least one 
dry and one moistened with a drop of sterile, distilled, or deionized water, according to jurisdictional 
policy.  

• Optional—smear swabs on two microscope slides.  
• Air-dry swabs and slides. 
• Package slides and swabs, place in envelope, label, seal, and initial the seal. 

 
Vaginal/cervical sample 

• Use swabs together to collect a sample from vaginal pool. It is prudent to collect swabs from both 
the vagina and cervix, regardless of time between assault and exam. 

• Optional—smear swabs onto microscope slides. 
• Air dry swabs and slides. 
• Package slides and swabs, place in envelope, label (specifically indicating sampling site), seal, and 

initial the seal. 
 

Wet-mount evaluation.226 Some jurisdictions require examiners to conduct wet-mount examinations of 
vaginal/cervical secretions for motile and nonmotile sperm in cases in which a male suspect may have 
ejaculated in a patient’s vagina.227 Because sperm motility decreases quickly with time and removal from the 
vagina/cervix,228 wet-mount evaluation during the exam can provide the only opportunity to see sperm 
motility.229 The presence of motile sperm may help narrow the timeframe that the crime could have occurred. 

                                                      
224 One jurisdiction also collects a lip/lip area swab and smear and an oral rinse if there was oral contact. 
225 Note that cleansing the area for catheterization and/or applying Lidocaine may dilute or contaminate the evidence. Therefore, when 
Lidocaine is applied to the perineal and anal areas to minimize the risk of autonomic dysreflexia, it should be done only after swabbing 
the external genitalia for evidence. If catheterization is required either for evidence collection or to empty the bladder for speculum 
examination, it should be done only after swabbing the external genitalia. (Commonwealth of Massachusetts SANE Protocol, 2002, p. 
38.) 
226 Note for clarity that this and the next paragraph discuss wet-mount evaluation for sperm. However, wet-mount evaluation of vaginal 
secretions for infection (e.g., yeast infection and STIs) may also be done during the exam if medically or forensically indicated. Hospital 
lab personnel usually analyze these samples. 
227 If and when wet-mount evaluation for sperm is done, examiners should exercise discretion conducting this procedure in the presence 
of patients and be sensitive in explaining the implications of positive and negative wet mounts to patients (if they want to know). 
Examiners should remind law enforcement investigators that a lack of sperm does not mean an assault did not occur and that the crime 
lab will later examine prepared slides using stains and other techniques not available to examiners. Thus, if sperm is present, the lab’s 
rate of identification will probably be higher than it was for examiners. Providing this information might help deter misinterpretation of 
results.  
228 In most cases, sperm becomes nonmotile in the vagina within 10 to 12 hours after ejaculation. (Drawn from W. Green, M. Kaufhold, 
and E. Schulman, Sexual Assault Evidentiary Exam Training for Health Care Providers, Participant Manual, 2001, p. 39 of Module 7.) 
Both motile and nonmotile sperm may be found in the cervix for longer periods of time after the assault than in the vagina. Sperm may 
not be found after an assault for many reasons (see section in this chapter on the importance of semen evidence). 
229 Drawn from W. Green, M. Kaufhold, and E. Schulman, Sexual Assault Evidentiary Exam Training for Health Care Providers, 
Participant Manual, 2001, p. 39 of Module 7. 
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In most jurisdictions, however, the crime lab is responsible for all analysis of evidence230 and examiners do 
not do the wet-mount evaluation for sperm.231 Follow jurisdictional policy on whether wet-mount evaluation 
for sperm is needed and methods of evaluation. If it is required, examiners must be educated on use of the 
microscope, identification of sperm, and reporting their findings and have quakuty assurance mechanisms in 
place to assure the accuracy of their findings.  
 

• If necessary, prepare a wet-mount slide according to jurisdictional policy. Dab one swab collected 
from the vaginal pool on a slide.232 Typically, the slide is prepared by placing one drop of normal 
saline onto the “dab” of vaginal material just placed on the slide. Place a cover slip on the slide.  

• View for presence of sperm under a microscope at 400x or by using a phase contrast or other 
optically staining microscope (within 10 minutes of preparing slide).233  

• Air-dry this swab and slide (not removing the cover slip).  
• Package swab and slide, place in envelope, label as “wet mount” (specifically indicating sampling 

site), seal, and initial the seal. 
 
While the speculum is still in place and after all swabs and evidence have been collected, any necessary 
medical cultures may be taken, if medically indicated. 

 
Penile sample 

• Slightly moisten swabs with distilled water and thoroughly swab the external surface of the penile 
shaft and glans. Swab all outer areas of the penis and scrotum where contact is suspected. Avoid 
swabbing the urethral meatus. 

• Gently roll the swabs over one of the microscope slides, according to jurisdictional policy.  
• Air-dry swabs and slides. 
• Package slides and swabs, place in envelope, label, seal, and initial the seals. 

 
Immediately following this procedure, any necessary medical cultures should be taken. 
 
Perineal area sample234 

• If there was vaginal/anal contact, there may be leakage of semen in the perineal area. Use an 
alternate light source on the anal area and flake off or swab areas of dried secretions using a moist 
swab followed by a dry swab.  

• Optional—smear swabs on microscopic slides, according to jurisdictional policy.  
• Flaked dried secretions should be placed into the provided container. Air-dry swabs and slides and 

package them separately. Place in envelope, label, seal, and initial the seal.  
• Avoid contaminating anal/rectal samples by cleansing the perianal area after external secretions and 

foreign materials have been collected. 
 
Anal/rectal sample235 

                                                      
230 A possible exception may be toxicology analysis. 
231 While crime labs can reliably identify the presence of sperm on permanent stained slides, they cannot identify motile sperm due to 
time delays. Information about the presence or absence of sperm and motile sperm obtained at the time of the exam can impact the 
investigation and patients’ decision making. One concern related to examiners doing wet-mount evaluations for sperm is that their 
findings may be different than those of crime labs (e.g., the examiner may not detect sperm, while the crime lab does).  
232 Alternate methods for obtaining materials for wet mounts: a sample may be collected from a vaginal aspirate or fluid from the lower 
bill of speculum after withdrawing it from vagina, or sperm are occasionally found on microscopic urinalysis. (W. Green, M. Kaufhold, 
and E. Schulman, Sexual Assault Evidentiary Exam Training for Health Care Providers, Participant Manual, 2001, p. 38 of Module 7.) 
233 Examiners rather than hospital lab personnel should view these slides. Otherwise, delays between preparation of slides in the exam 
room and analysis in the hospital lab could cause a negative result (e.g., sperm present, but not motile). Also, those involved in the 
chain of custody of this evidence should be kept to a minimum. 
234 See the next footnote for patients with spinal cord injury and/or history of autonomic dysreflexia. 
235 Note that for patients with spinal cord injury and/or history of autonomic dysreflexia, collection of anal/rectal samples is performed 
only with the highest level of awareness of risks and with observance of precautionary steps. Possible triggers for autonomic dysreflexia 
are anxiety, pelvic exam (a cold speculum or the pressure of manipulating a speculum or manipulation of the cervix and pressure on the 
uterus), rectal exam or swabbing, impacted bowel, urinary retention, a kinked catheter, a bladder infection, and deep skin lesion. Some 
symptoms are highly elevated blood pressure, nasal congestion, sudden onset of headache, flushing, sweating, shortness of breath, 
and muscle spasm. Precautions against a possible attack requires an empty bladder or leg bag for the exam; application of lidocaine gel 
to perineum and/or anal area before exam; examination performed in a semi-supine position; slow insertion and minimal manipulation of 
a warm speculum; constant monitoring of blood pressure and “checking in” with patients; having rapid acting anti-hypertensive 
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• Collect swabs from the anal cavity. 236 Avoid contact with external skin surfaces.  
• Optional—smear swabs on microscopic slides, according to jurisdictional policy. 
• Air-dry swabs and slides. 
• Package swabs and slides, place in envelope, label, seal, and initial the seal. 

 
At this time, any additional examinations or tests involving the anus should be conducted. 
 

Known blood or saliva sample or buccal (inner cheek) swab for DNA analysis and comparison. Many 
samples collected during the exam contain a mixture of secretions. To interpret DNA profile results obtained 
from these swabs, it is essential to know the DNA profile of patients. Patients’ DNA reference samples are 
used for this purpose. Follow jurisdictional policy regarding the type of samples accepted by the crime lab. 
Collection of a buccal swab or saliva sample is encouraged unless it is medically or forensically necessary to 
take blood. If a blood sample is collected, the most noninvasive method of collection should be used.  
  
Buccal swabs: Decide on a case-by-case basis whether it is appropriate to collect a buccal swab reference 
sample for DNA typing rather than a blood sample. For example, a blood sample may not be needed or 
patients might not allow blood to be drawn. (Note that buccal swabs and saliva samples are not suitable for 
blood typing and serology.) If oral copulation is asserted or suspected, a buccal swab or saliva sample for 
patients’ DNA reference may be contaminated. In those cases, blood is usually the better reference sample. 
However, examiners should consult local crime labs to ensure their collection methods reflect the lab’s 
preferred method. 
 

• Buccal swab: Have patients rinse their mouths with tap water and then expose the inner cheek 
area. Swab this area with gentle pressure. Air-dry the swab, package, place in envelope, label, 
seal, and initial the seal. 

 
Dry Blood  

• If drawn blood is not being collected for medical or toxicological purposes, consider dry blood 
collection because it is a less invasive method of blood collection and is easier to store.237 

• Using a betadine swab, wipe the tip of the left or right ring finger. 
• Using a sterile lancet, prick the finger. 
• While holding the finger over the circles on the blood collection card, milk the finger, allowing two 

drops of blood to fall in a circle. Repeat procedure for any remaining circles as required by 
jurisdictional policy (it may not be necessary to fill all circles). 

• Allow blood to air-dry according to jurisdictional policy. Fill out the patient’s name on the first line. 
Package according to jurisdictional policy, then place in envelope, label, seal, and initial the seal. 

 
Drawn Blood 

• In order to minimize patients’ discomfort, collect drawn blood needed for the reference sample at the 
same time blood is collected for medical or toxicological purposes.  

• Blood for the reference sample may be collected in lavender-top and/or yellow-top blood drawing 
tubes. These colored tubes contain preservatives suitable for forensic blood typing. The color to use 

                                                                                                                                                                                
medication on hand; and making health care staff aware of risks and on alert. Treatment for autonomic dysreflexia includes stopping the 
exam, bringing patients to sitting or semi-supine position, and involving emergency medical staff immediately who can administer a fast-
acting anti-hypertensive medication. (Commonwealth of Massachusetts SANE Protocol, 2002, p. 40.) 
236 If needed, an anoscope can be used to identify anal injuries and obtain anal swabs after perianal cleansing. These swabs should be 
obtained by direct visualization from the rectal mucosa visible above the tip of the anoscope. If patients are unable to tolerate a water-
moistened anoscope or anal speculum, lightly coat the instrument with lidocaine jelly or use manual traction and obtain samples from 
the anal canal. If a lubricant (other than water or saline) or lidocaine jelly is used, document its use and the reason for it. (The California 
Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 48.) The examiner should use discretion 
in determining whether a case warrants the use of the anoscope for medical and/or forensic purposes, as well as obtain patients’ 
informed consent for anoscopy. Particularly if a patient has been anorectally penetrated, that patient may be uncomfortable with the use 
of the anoscope and could possibly even feel revictimized by it. The discomfort this procedure may cause the patient should be weighed 
against its potential medical or forensic uses. 
237 Several state protocols indicate dry blood collection is an acceptable method to obtain known DNA samples. 
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is typically specified by the designated crime lab.238 If tubes are included in the evidence collection 
kit, check expiration dates and replace if expired.239 Mix according to jurisdictional policy. 

• Write the patient’s name, date and time of collection, and the collector’s initials on the tube. 
Package according to jurisdictional policy, then place in envelope, label, seal, and initial the seal. 

 
Collect other evidence. Other evidence may be collected beyond what is needed for the sexual assault 
evidence collection kit. This could include toxicology samples or other evidence based on the unique facts 
and circumstances of the case. 
 
Miscellaneous swabs may be collected, depending upon the area of contact noted in the medical forensic 
history.  Some jurisdictions are collecting wet to dry swabs from the surfaces surrounding orifices that were 
penetrated or that had touch contact during an assault (e.g. area surrounding the mouth in the case of an 
oral assault, or the inner thighs in a vaginal penetration). 
 
Toxicology samples. Make the decision about whether to collect toxicology samples for forensic purposes, 
what to collect, and collection methods according to jurisdictional policy. Do not put toxicology samples in 
the sexual assault evidence collection kit, unless otherwise indicated. Identify which forensic labs the 
jurisdiction has selected to analyze these samples, choose a lab, and follow transfer policies. (See C.7. 
Alcohol- and Drug-Facilitated Sexual Assault for more information on collecting toxicology samples.) 
 
Dental floss. Use of dental floss is not recommended for additional evidence collection in cases with oral 
penetration.  Flossing can create increased opportunity for infection through microtrauma to the gums.   

 
Keep medical specimens separate from evidentiary specimens collected during the exam. Specimens 
collected for medical purposes should be kept and processed at the medical facility, and specimens collected 
for forensic analysis should be transferred to the crime laboratory or other specified laboratories for analysis 
(with patients’ consent). It is not necessary to maintain the chain of custody on medical specimens—instead, 
follow exam facility policy for documenting medical care and storing medical records. Exam sites that 
perform exams for military installations should consider Memoranda of Understanding to address such 
issues as storage of evidence. 
  

                                                      
238 The California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 52. 
239 Drawn from Connecticut’s Video Training Program, Part 1, The Examination: Sexual Assault Evidence Collection, 1998. 
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7. Alcohol and Drug-Facilitated Sexual Assault 
 
Recommendations at a glance to facilitate response in suspected alcohol- and drug-facilitated sexual 
assault:  
 
• Promote training and develop jurisdictional policies.  
• Plan response to voluntary use of drugs and/or alcohol by patients. 
• Be clear about the circumstances in which toxicology testing may be indicated. Routine testing is not 

recommended.  
• Toxicology testing procedures should be explained to patients.  
• Toxicology samples should be collected as soon as possible after a suspected drug-facilitated case is 

identified and informed consent is obtained, even if patients are undecided about reporting to law 
enforcement.  

• Identify toxicology laboratories. 
• Preserve evidence and maintain the chain of custody. 
 
Promote training and develop jurisdictional policies. It is essential that examiners and other relevant 
health care personnel, 911 dispatchers, law enforcement representatives, emergency medical technicians, 
prosecutors, judges, and advocates receive training and information on alcohol and drug-facilitated sexual 
assault. They need to be educated on the use of drugs and alcohol to facilitate sexual assault, screening for 
alcohol- or drug-facilitated assault, and how to handle situations in which an alcohol- or drug-facilitated 
sexual assault is suspected. Both agency-specific and multidisciplinary policies should be developed to guide 
immediate response to a suspected alcohol- or drug-facilitated sexual assault.240 
 
First responders must recognize that although Rohypnol and gamma hydroxy butyrate (GHB) are widely 
publicized as the “drugs of choice” in drug-facilitated sexual assault, assailants may use numerous other 
substances (including alcohol) to facilitate sexual assault.241 They must understand the urgency of collecting 
toxicology samples, if it is medically necessary, or if an alcohol- or drug-facilitated sexual assault is 
suspected, as well as the importance of obtaining informed consent from patients prior to sample collection. 
They should also be aware that collection of toxicology samples is typically separate from the sexual assault 
forensic evidence collection kit, and procedures for toxicology analysis may be different from that of other 
evidence analysis.  
 
Ideally, the first available urine sample should be collected in suspected alcohol- or drug-facilitated sexual 
assault cases. Law enforcement agencies and emergency medical services should develop procedures and 
staff training for collection in cases where patients must urinate before arriving at the exam site. Advocates 
and other professionals who may have contact with patients prior to their arrival at the exam site should also 
be educated to provide those who suspect that alcohol or drugs were used to facilitate the assault with 
information on how to collect a sample if they cannot wait to urinate until they get to the site.  
 
Plan response to voluntary use of drugs and/or alcohol by patients. It may be revealed during the exam 
process or through toxicological analysis that patients voluntarily used drugs and/or alcohol shortly prior to 
the assault.242 Voluntary drug and/or alcohol use by patients during this period should not diminish the 
perceived seriousness of the assault. Law enforcement officers and prosecutors should guard against 
disqualifying cases in which patients voluntarily used illegal drugs or used alcohol (whether legal or illegal 
use). Patients should understand that information related to voluntary alcohol or drug use may be used to 
undermine their credibility in court, but also that in some instances it might be helpful in prosecuting a case 
by documenting their vulnerability (see the following section on explaining procedures). Also, before pursuing 
                                                      
240 These policies should clarify that patients should not be responsible for costs related to toxicology testing. Testing done as part of 
forensic evidence collection is typically paid for by the involved government entity.  
241 For more information about use of Rohypnol and GHB in drug-facilitated cases, see American Prosecutors Research Institute, 
Violence Against Women Program, The Prosecution of Rohypnol and GHB Related Sexual Assaults, 1999.  
242 Health care personnel involved in sexual assault cases should adhere to facility policy regarding 1) asking patients about alcohol and 
drug use in the course of intake and treatment and 2) testing for alcohol and/or drugs if deemed medically necessary.  
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charges related to illegal drug or alcohol use by patients, prosecutors should give great weight to the impact 
that the threat of such charges may have on patients’ willingness to report the sexual assault and be involved 
in subsequent criminal justice proceedings.  Some jurisdictions have statutes protecting sexual assault 
victims regarding drug and alcohol testing.243 
 
It is important to document patient voluntary use of drugs and alcohol between the time of the assault and 
the exam. Some patients may self-medicate to cope with post-assault trauma and require immediate medical 
treatment. In addition, ingestion of drugs and/or alcohol during this period may affect the quality of evidence 
and negatively impact patients’ ability to make informed decisions about treatment and evidence collection. 
 
SART/SARRT members should have training on alcohol and substance abuse and how it is not uncommon 
for victims to use drugs and alcohol to cope with past sexual assault experiences or trauma. It is important to 
provide referrals and resources for victims who may reveal that they have a chemical dependency.  
 
Be clear about the circumstances in which toxicology testing may be indicated.244 Routine toxicology 
testing is not recommended. However, in any of the following situations, the collection of a urine and/or 
blood sample may be indicated:245 
 

• If a patient’s medical condition appears to warrant toxicology screening for optimal care (e.g., the 
patient presents with drowsiness, fatigue, light-headedness, dizziness, psysiologic instability, 
memory loss, impaired motor skills, or severe intoxication). 

• If a patient or accompanying persons states the patient was or may have been drugged. 
• If a patient suspects drug involvement because of a lack of recollection of event(s).246  

 
Toxicology testing procedures should be explained to patients. Seek informed consent from patients to 
collect toxicology samples. Patients should understand the following before agreeing to toxicology testing:247  
 

• The purposes of toxicology testing and the scope of confidentiality of results.248  
• The ability to detect and identify drugs and alcohol depends on collection of urine and/or blood within 

a limited time period following ingestion. 
• There is no guarantee that testing will reveal that drugs were used to facilitate the assault. 
• Testing may or may not be limited to drugs commonly used to facilitate sexual assault249 and may 

reveal other drugs or alcohol that patients may have ingested voluntarily.  
• Whether any follow-up treatment is necessary if testing reveals the presence of drugs used to 

facilitate sexual assault.250  

                                                      
243 See Cal. Pen. Code Section 13823.11 which states that testing to determine if alcohol or other drugs were associated with an 
attempted or completed sexual assault as part of a forensic exam is not admissible against the victim in a civil or criminal proceeding 
and provides other immunity and confidentiality safeguards. 
244 There is some controversy related to if and when to collect toxicology samples and test patients for drug and/or alcohol use. Some 
jurisdictions only collect these samples if drug-facilitated sexual assault is suspected or if a medical need arises. They seek to minimize 
patients’ discomfort and avoid collecting unnecessary items. Other jurisdictions collect toxicology samples from every patient (with 
permission) and analyze these samples as case facts and jurisdictional policy dictate. In addition to cases of suspected drug-facilitated 
assault, some jurisdictions may request a toxicology sample if there is indication that patients voluntarily used drugs and/or alcohol prior 
to the assault. One rationale for such a policy is that prosecutors will want all information on drug and alcohol use to prepare for the 
case. When developing jurisdictional policy about when and if to collect toxicology samples, involved professionals should consider the 
perspective of patients and the criminal justice system and make thoughtful, victim-centered decisions. 
245 Bullets drawn from Connecticut’s Interim Sexual Assault Toxicology Screen Protocol, 2002. 
246 Often, drugs used to facilitate sexual assault are mixed with alcohol and other beverages to further incapacitate patients, usually 
without their knowledge. Once patients recover from the effects of drugs and/or alcohol, anterograde amnesia may make it difficult to 
recall events. Consequently, patients may not be aware of the assault or even of how they were drugged. (Drawn from Connecticut’s 
Interim Sexual Assault Toxicology Screen Protocol, 2002.) 
247 List adapted partially from Connecticut’s Interim Sexual Assault Toxicology Screen Protocol, 2002. 
248 If the patient authorizes the release of toxicology testing results to law enforcement and/or prosecution, this information will most 
likely be discoverable by the defense. If toxicology testing is done for purely clinical purposes and results are documented only in the 
patient’s medical records, the results are typically more difficult, but not impossible, for the defense to discover.  
249 In some jurisdictions, examiners may be able to request testing for specific drugs used to facilitate sexual assault. In others, tests for 
specific drugs are not done, rather, toxicology samples are screened for all ingested drugs and alcohol.  
250 For example, patients with health conditions that may be affected by drug or alcohol intake may need information on possible impact 
of involuntary drug/alcohol ingestion and what to do to identify, treat, or avoid potential problems.  
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• Test results showing voluntary use of drugs and/or alcohol may be discoverable by the defense and 
used to attempt to discredit patients or to question their ability to accurately perceive the events in 
question (however, these results could also help substantiate that voluntary drug and/or alcohol use 
sufficiently impaired patients’ consent and prevented legal consent).251 

• Whether there is a local prosecution practice of charging sexual assault victims with a crime for 
illegal voluntary drug and/or alcohol use revealed through toxicology screening.  

• Declining testing when indicated by circumstances as described above may negatively impact the 
investigation and/or prosecution.252  

• When and how they can obtain information on the results from toxicology testing.  
• Who will pay for toxicology testing. 
• If toxicology testing can proceed without a report to law enforcement. 

 
Care should be taken when providing the above information to patients. In particular, they may need to hear 
repeatedly from examiners that voluntary use of drugs and/or alcohol, if any, does not reduce the 
seriousness of the assault. Under no circumstances should the medical forensic exam and treatment be 
conditioned upon patient consent to toxicology testing. Victims should be given access to the results of any 
toxicology screening performed and should be given information on how to obtain a copy of the results. 
 
Toxicology samples should be collected as soon as possible after a suspected drug-facilitated case 
is identified and informed consent is obtained, even if patients are undecided about reporting to law 
enforcement. The length of time that drugs used for drug-facilitated assault remain in urine or blood 
depends on a number of variables (e.g., the type and amount of drug ingested, patients’ body size and rate 
of metabolism, whether patients had a full stomach, and whether they previously urinated).253 Urine allows for 
a longer window of detection of drugs commonly used in these cases than does blood.254 The sooner a urine 
specimen is obtained after the assault, the greater the chances of detecting substances that are quickly 
eliminated from the body.255  
 
Immediately collect a urine sample when appropriate. If patients may have ingested a drug used for 
facilitating sexual assault within 96 hours prior to the exam, a urine specimen of at least 30 milliliters but 
preferably 100 milliliters (about 3 ounces) should be collected256 in a clean plastic or glass container (follow 
jurisdictional policy). The urine sample does not have to be a clean catch (e.g., bacteria in the urine will not 
compromise test results). If patients cannot wait to urinate until their arrival at the exam facility, first 
responders should ask them to provide a sample and bring it to the facility, documenting the chain of 
custody. It is suggested that law enforcement officers and emergency medical technicians keep specimen 
cups readily available, according to agency policy.  
 
Ideally, patients should not urinate until after evidence is collected. However, the number of times that 
patients urinated prior to collection of the sample should be documented.  
 
Collect a blood sample when appropriate. If ingestion of drugs used to facilitate sexual assault may have 
occurred within 24 hours prior to the exam, a blood sample of at least 20 milliliters should be collected in a 
gray-top tube (contains preservatives sodium fluoride and potassium oxalate257) according to jurisdictional 
policy. A blood sample taken within this time period may pinpoint the time when drugs were ingested.258 If a 
blood sample is collected for toxicology screening, it should be accompanied by a urine sample. If blood 
alcohol determination is needed, collect blood within 24 hours of alcohol ingestion, according to jurisdictional 

                                                      
251 The prosecutor can work to minimize the possibility that information about voluntary alcohol and/or drug use will be used against 
patients, particularly if patients are truthful from the start about their preassault drug/alcohol use and consent to testing. 
252 For example, if there is a suspicion that the assault was drug-facilitated and there were no toxicology tests, investigators and 
prosecutors may lack critical evidence, making it difficult to prosecute the case. Prosecutors might choose not to go forward with such a 
case. Refusal to get tested may also be used by the defense to discredit the patient and question the validity of the charges.  
253 American Prosecutors Research Institute, Violence Against Women Program, 1999, The Prosecution of Rohypnol and GHB Related 
Sexual Assaults, Chapter 2, p. 1. 
254 M. LeBeau, Toxicological Investigations of Drug-Facilitated Sexual Assaults, Forensic Science Communications, 1999, p. 3. 
255 Ibid. 
256 Ibid. 
257 Ibid. 
258 American Prosecutors Research Institute, Violence Against Women Program, 1999, The Prosecution of Rohypnol and GHB Related 
Sexual Assaults, Chapter 2, p. 2. 
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policy. (If blood has already been taken due to suspected drug ingestion, that sample can be used to 
determine blood-alcohol level. An additional sample usually is not needed.) 
 
Occasionally, patients of drug-facilitated sexual assault vomit. The analysis of the vomit may also be useful 
to an investigation.259 Collect and preserve according to jurisdictional policy.  
 
Package samples as appropriate. Package each toxicology sample according to the policy of the lab doing 
the analysis, place in envelope, label, seal, and initial the seal. 
 
Identify toxicology laboratories. Exam facility laboratories should not analyze toxicology samples in 
suspected drug-facilitated sexual assault cases. Instead, involved criminal justice agencies should identify 
forensic laboratories that can analyze these toxicology samples (they should have the capacity to detect 
drugs in very small qualities).260 Information about these labs (e.g., contact information, evidence collection 
and packaging procedures, and transfer procedures) should be provided to law enforcement representatives 
investigating these cases, exam facilities, and examiner programs.  
 
If toxicology tests are needed purely for the medical evaluation of patients, the exam facility lab typically 
performs these tests. Lab results are recorded in patients’ medical records, according to facility policy. If 
toxicology samples are needed for both clinical and forensic purposes, one sample can be collected for 
immediate evaluation by the exam facility lab and another for analysis by the identified forensic lab. Take 
samples at the same time to avoid more discomfort to patients than is necessary.  
 
Preserve evidence and maintain the chain of custody. Involved health care personnel should be aware of 
the toxicology lab’s requirements on collection, packaging, labeling, storage, handling, transportation, and 
delivery of specimens.261 Policies should be in place for storage of these samples when patients are 
undecided about reporting. As with any forensic evidence, the chain of custody must be maintained.  
 
Refer to the current Forensic Toxicology Laboratory Guidelines by the Society of Forensic Toxicologists, Inc., 
and the American Academy of Forensic Sciences for detailed guidance on proper collection, labeling, 
handling, submission, and analysis of toxicology samples.262  

                                                      
259 M. LeBeau, Toxicological Investigations of Drug-Facilitated Sexual Assaults, Forensic Science Communications, 1999, p. 3. 
260 American Prosecutors Research Institute, Violence Against Women Program, 1999, Video supplement, The Prosecution of Rohypnol 
and GHB Related Sexual Assaults. 
261 Refrigerate toxicology samples according to jurisdictional policy. In general, drawn blood should be refrigerated when it is stored. 
Urine should be refrigerated or frozen when stored. 
262 These guidelines are available at http://www.soft-tox.org.  

http://www.soft-tox.org/
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8. STI Evaluation and Care 
 
Recommendations at a glance to facilitate evaluation and treatment of STIs: 
 
• Offer patients information in a language they understand. 
• Consider the need for STI testing on an individual basis.  
• Encourage patients to accept prophylaxis against STIs if indicated. 
• Encourage follow-up STI exams, testing, immunizations, counseling, and treatment as directed. 
• Address concerns about HIV infection.  
 
Contracting a sexually transmitted infection (STI), also commonly known as a sexually transmitted disease or 
STD, from assailants is typically a significant concern of sexual assault patients. Because of this concern, it 
should be addressed as part of the medical forensic exam. Mechanisms should be in place in any setting 
where these patients are examined for STIs to ensure continuity of care (including timely review of test 
results) and monitor compliance with and adverse reactions to any therapeutic or prophylactic regimens.263  
 
Offer patients information in a language they understand. Include information about the risks of STIs, 
symptoms and the need for immediate examination if symptoms occur, testing and treatment options (and 
the need for abstinence from sexual intercourse until treatment is completed), follow-up care, and referrals 
as needed.264 Referrals should include free and low-cost testing, counseling, and treatment offered in various 
sections of the community. Patients should be aware of the scope of confidentiality related to information in 
their medical records related to STIs.265 The level of detail needed when providing this information verbally 
varies (e.g., some patients may be aware of risks and want treatment, while others may not be as 
knowledgeable of risks or their options). 
 
Consider the need for STI testing on an individual basis. Testing at the time of the initial exam does not 
typically have forensic value if patients are sexually active and an STI could have been acquired prior to the 
assault. Also, despite rape shield laws, there may be a concern that positive test results could be used 
against patients (e.g., to suggest sexual promiscuity). There may, however, be situations in which testing has 
legal purposes, as in cases where the threat of transmission or actual transmission of an STI was an element 
of the crime. Or, for nonsexually active patients, a baseline negative test followed by an STI could be used 
as evidence, if the suspect also had an STI. 
 
Trichomoniasis, bacterial vaginosis (BV), gonorrhea, and chlamydial infection are the most frequently 
diagnosed infections among sexually assaulted women.266 Their presence does not necessarily indicate 
acquisition during the assault, since these infections exist among some sexually active women.267 The 
medical forensic exam presents an opportunity to identify preexisting STIs, regardless of when they were 
acquired, and for examiners to make recommendations for specific treatment. Testing for STIs at the time of 
the exam also gives examiners and patients the option of deferring treatment until it is needed.  
 
Seek the informed consent of patients for testing, if indicated, following CDC guidelines. (For more 
information on this topic, see A.3. Informed Consent.)  

                                                      
263 Sexually Transmitted Diseases Treatment Guidelines, Morbidity and Mortality Weekly Report, Centers for Disease Control and 
Prevention, December 17, 2010, 9(RR-12), p. 91. Available at http://www.cdc.gov/STD/treatment/ (CDC general phone: 800–311–
3435). Much of the information in this chapter was drawn from these guidelines. Note that the guidelines are updated periodically. In 
addition to the guidelines, the CDC Web site at http://www.cdc.gov offers information on related research, news, and Internet links. 
264 Drawn partially from Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 92. 
265 Laws in all states limit the evidentiary use of a patient’s prior sexual history, including evidence of previously acquired STIs, as part of 
an effort to undermine the credibility of a patient’s testimony. Evidentiary privilege against revealing any aspect of the exam or treatment 
is enforced in most states. In unanticipated, exceptional situations, however, STI diagnoses may later be accessed. (Sexually 
Transmitted Diseases Treatment Guidelines, 2010, p. 90.) 
266 Chlamydial and gonococcal infections in women are of particular concern due to the possibility of ascending infection. In addition, 
post-assault testing can detect hepatitis B virus (HBV) and human immunodeficiency virus (HIV) infection (Sexually Transmitted 
Diseases Treatment Guidelines, 2010, p. 91). 
267 The prevalence and incidence of STIs vary across societies and subpopulations defined by age, gender, race and ethnicity, and 
socioeconomic status (Fenton, Johnson, and Nicoll 1997) 

http://www.cdc.gov/STD/treatment/
http://www.cdc.gov/


 

112 
 

 
Encourage patients to accept prophylaxis against STIs if indicated. If prophylaxis is accepted at the 
time of the exam, testing is usually not indicated medically. Routine preventive therapy after a sexual assault 
is often recommended because follow-up with these patients can be difficult.268 It also may reduce the need 
for more expensive/extensive treatment if an STI is discovered at a later time. Meet or exceed current CDC 
guidelines for STI preventive therapy for your geographic area.269 (The CDC suggests a regimen to protect 
against chlamydia, gonorrhea, trichomonas, and BV, as well as the hepatitis B virus.) If prophylaxis is 
declined at the time of the initial exam, it is medically prudent to obtain cultures and arrange for a follow-up 
examination and testing (it is recommended that all patients are reexamined—see the section on follow-up 
activities). Document patients’ decisions and rationales for declining prophylaxis in their medical records.270  
 
If patients’ clinical presentation suggests a preexisting ascending STI, such as fever, abdominal or pelvic 
pain, and/or vaginal discharge, they should be evaluated and treated for the ascending infection. This 
treatment should be based on specific treatment options for sexually transmitted infections in the local 
community. 
 
Hepatitis B virus (HBV) and postexposure prophylaxis (PEP). See CDC recommendations related to HBV 
diagnosis, treatment, prevention, postexposure immunizations, prevaccination antibody screening, 
postexposure prophylaxis, and special considerations.271 Patients who have completed a full hepatitis B 
vaccination regimen prior to the assault are protected from HBV infection and do not need further doses. 
(See the CDC recommended regimen for adolescents and adults.) For those who were not fully vaccinated 
prior to the assault, the vaccine should be completed as scheduled. Patients unvaccinated prior to the 
assault or unsure of whether they have been vaccinated should receive active postexposure prophylaxis 
(e.g., hepatitis B vaccine alone) upon the initial clinical evaluation. Follow-up doses should be given 1 to 2 
and 4 to 6 months after the first dose. Unless suspects are known to have acute hepatitis B, HBIG (hepatitis 
B immune globulin) is not required. (When HBIG is needed, use CDC recommended doses.)  
 
Examiners must stress to patients receiving the HBV vaccine the importance of following up for 
administration of doses as scheduled for full protection. Advocates should also be educated about the 
possibility of patients receiving prophylaxis against HBV and encourage those who start the vaccine regimen 
to follow up for required additional doses.  
Obtain informed consent from patients for treatment. (For information on this topic, see A.3. Informed 
Consent.) Patients should be aware of the benefits and toxicity associated with recommended regimens.  
 
Encourage follow-up STI exams, testing, immunizations, counseling, and treatment as directed.272 
Although patients may be reluctant to go for follow-up exams for STIs, such exams are essential because 
they provide an opportunity to detect new infections acquired during or after the assault, complete hepatitis B 
immunization, if indicated, and complete counseling and treatment for other STIs. Examinations for STIs for 
all patients should be repeated according to exam facility policy—the CDC recommends a follow-up 
appointment within 1 to 2 weeks of the assault. If patients tested negative at the time of the medical forensic 
exam and chose not to receive prophylaxis, follow-up testing should be conducted.273 The CDC recommends 
that in this case the follow-up exam be done within a week to ensure that positive test results are discussed 
promptly with patients and treatment is offered. The CDC recommends follow-up testing for patients who 
received treatment only if they report having symptoms consistent with an STI. (However, patients who were 
treated should be informed of the option of follow-up testing to confirm the presence or lack of infection.) The 
CDC recommends that testing for syphilis and HIV infection should be repeated 6 weeks, 3 months, and 6 
months after the assault if initial test results were negative and if these infections are likely to be present in 
assailants (see the upcoming section on evaluating risk for exposure to HIV). 
 
                                                      
268 Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 91. 
269 Antibiotic prophylaxes are updated periodically and are usually tailored to specific regions (because, for example, one part of the 
country may be resistant to a certain antibiotic). 
270 Nonphysician examiners providing STI prophylaxis typically must operate within the boundaries of a protocol and have access to 
medical supervision, consultation, and review. 
271 Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 91. This section was drawn from this document. 
272 This paragraph is drawn from Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 91. 
273 Infectious agents acquired through the assault may not have produced sufficient concentrations of organisms to result in positive test 
results at the medical forensic exam. (Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 91.)  
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It is important that follow-up communication with patients (particularly by examiners and advocates) include a 
reminder to go to follow-up exams and receive STI-related testing, immunizations, and treatment as directed. 
Advocates and health care personnel may be able to assist patients in making follow-up appointments, 
obtaining transportation to and from appointments, and determining how to pay for expenses involved with 
follow-up testing and care. Some jurisdictions may cover follow-up treatment as part of initial care through 
funds such as crime victims’ compensation. In such instances, patients may be more apt to seek follow-up 
treatment. Advocates may also be able to accompany patients to these follow-up appointments.  
 
Address concerns about HIV infection. Although the risk of human immunodeficiency virus (HIV) 
infection274 from a sexual assault appears to be low,275 it is typically of grave concern for sexual assault 
patients.  
 
Provide information and referrals.276 Examiners should talk with patients about their concerns regarding the 
possibility of contracting HIV.277 Although a definitive statement of benefit cannot be made regarding Post 
Exposure Prophylaxis (PEP) after sexual assault, the possibility of HIV exposure from the assault should be 
assessed at the time of the examination. The possible benefit of PEP in preventing HIV infection should also 
be discussed with the patient if the details of the assault pose an elevated risk for HIV exposure. These 
particular factors may include: the likelihood that the assailant has HIV, the time elapsed since the event, the 
exposure characteristics, and local epidemiology of HIV/AIDS.  A specialist consultation on PEP regimens is 
recommended if HIV exposure during the assault was possible and PEP is being considered. The sooner 
PEP is initiated after exposure, the higher the likelihood it will prevent HIV transmission if exposure occurred. 
The CDC recommends offering the patient a 3-5 day supply of PEP if the medication is judged to be 
necessary and the patient decides to utilize the treatment.278   
 
As with other STIs, offer patients information about HIV risks, symptoms and the need for immediate 
examination if symptoms occur, testing and treatment options, and the need for abstinence or barrier use 
(condoms) during sexual intercourse until any treatment received is completed. Include local referrals for 
testing/counseling and comprehensive HIV services in the community and region. This information can help 
patients make decisions about testing and treatment based on facts rather than fear.279  
 
Discuss testing options. Baseline HIV testing is not typically an exam component. However, if the assault is 
considered a high risk for HIV exposure, patients should establish their baseline HIV status within 72 hours 
after the assault and then be tested periodically as directed by health care personnel. However, even if the 
assault is not considered a high risk for HIV exposure, some patients may still wish to be tested.  
 
HIV testing should be done in settings where counseling can be offered to explain results and implications. 
When providing testing referrals, let patients know whether testing services are free, anonymous, and/or 
confidential.280 Confidential and anonymous testing is recommended. 
 
Assess the need to offer HIV postexposure prophylaxis.281 In certain circumstances, the likelihood of HIV 
transmission may be reduced by postexposure therapy for HIV with antiretroviral agents. Postexposure 
                                                      
274 HIV refers to any of a group of retroviruses that infect and destroy helper T-cells of the immune system. AIDS (acquired 
immunodeficiency syndrome) can be triggered by infection with HIV. (Drawn from Arkansas’ Sexual Assault: A Hospital/Community 
Protocol for Forensic and Medical Examination, 2001, p. B2.) 
275 Although HIV-antibody seroconversion has been reported among individuals whose only known risk factor was sexual assault or 
sexual abuse, the risk for acquiring HIV infection through a single episode of sexual assault is likely low. The overall probability of HIV 
transmission during a single act of intercourse from a suspect known to be HIV-infected depends on many factors. In specific 
circumstances, the probability of transmission could be high. These factors may include the type of sexual intercourse (oral, vaginal, or 
anal), presence of oral, vaginal, or anal trauma (including bleeding), site of exposure to ejaculate, viral load in ejaculate, and presence of 
a STI or genital lesions in assailants or patients. (Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 92.)  
276 A useful referral is the CDC’s National HIV/AIDS Information Hotline at 800–342–AIDS. For Spanish speakers, call 800–344–SIDA. 
For Deaf and hearing-impaired persons, call the TTY/TDD Hotline at 800–AIDS–TTY. Also see the Revised Guidelines for HIV 
Counseling, Testing, and Referral, Morbidity and Mortality Weekly Report, CDC, September 22, 2006, 55(RR-14). This document is 
available through aidsinfo.nih.gov/guidelines/ or by calling the CDC’s HIV/AIDS Information Hotline (see below footnote). 
277 Some states statutes provide for mandatory HIV testing of suspected sex offenders upon arrest and/or conviction. Patients should be 
advised of the availability of such testing. 
278 This paragraph is drawn from Sexually Transmitted Diseases Treatment Guidelines, 2010, p. 92. 
279 L. Ledray, SANE Development and Operations Guide, 2000, p. 74. 
280 Drawn from the American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Abused 
Patient, 1999, p. 126. 
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therapy with zidovudine has been associated with a reduced risk for HIV infection and has become the 
standard of care for health workers who have percutaneous (e.g., needle stick) exposure to HIV, but whether 
these findings can be extrapolated to other exposure situations, including sexual assault, is unknown.  
 
The use of antiretroviral agents after possible exposure through sexual assault must balance potential 
benefits of treatment with its possible adverse side effects.282 Health care personnel must evaluate patients’ 
risk of exposure to HIV and consider whether to offer treatment based on their perceived risk. Examiners 
unfamiliar with known risks associated with exposure or side effects of postexposure therapeutic agents 
should consult with a specialist in HIV treatment. Numerous factors may influence the decision to offer 
treatment, such as the time since the exposure occurred; the probability that the assailant is infected with 
HIV; the likelihood that transmission could occur from the assault; and the prevalence of HIV in the 
geographic area or institutional setting (e.g., a prison) where the assault occurred.283 
 
Offer postexposure prophylaxis for HIV to patients at high risk for exposure, particularly when it is known that 
suspects have HIV/AIDS. If offered, the following information should be discussed with patients:284 
 

• The unknown efficacy of postexposure prophylaxis for HIV in cases of sexual assault. 
• The known side effects and toxicity of antiretroviral medications. 
• The need for frequent dosing of medication and the follow-up care necessary. 
• The importance of compliance with the recommended therapy. 
• The necessity for immediate initiation of treatment for maximum effectiveness.  
• The estimated costs of the medication and monitoring.285 

 
When given following a sexual assault, postexposure prophylaxis is the same as for occupational exposure 
to HIV. Refer to CDC recommendations for postexposure antiretroviral therapy286 and consult with an HIV 
specialist where possible. Careful monitoring and follow-up by a health care provider or agency experienced 
in HIV issues is required. Patients should be alerted to symptoms of primary HIV infection (e.g., fever, 
fatigue, sore throat, lymphadenopathy, and rash) and seek care if these symptoms arise. 
 
Seek informed consent of patients to administer treatment. The decision to begin or withhold treatment 
should be made by patients and health care personnel after patients have been adequately informed of the 
risks and benefits of treatment options. (For information on this topic, see A.3. Informed Consent.)  

                                                                                                                                                                                
281 The following two paragraphs were drawn from Sexually Transmitted Diseases Treatment Guidelines, p. 70, L. Ledray, SANE 
Development and Operations Guide, 2000, p. 74, and the California Medical Protocol for Examination of Sexual Assault and Child 
Sexual Abuse Victims, 2001, pp. 93-4. See also Antiretroviral Postexposure Prophylaxis After Sexual, Injection Drug Use, or Other Non 
Occupational Exposure to HIV in the United States, Morbidity and Mortality Weekly Report 2005, 54 (RR-2). 
282 A table listing primary side effects associated with specific antiretroviral agents is provided in the CDC’s Updated U.S. Public Health 
Service Guidelines for the Management of Occupational Exposures to HBV, HCV, and HIV and Recommendations for Postexposure 
Prophylaxis, Morbidity and Mortality Weekly Report 2001, 50 (RR-11), p. 13. Some examples of known shorter term adverse symptoms 
of antiretroviral medications include nausea, vomiting, diarrhea, and other gastrointestinal effects. Protease inhibitors may cause lipid 
abnormalities, diabetes mellitus, and hyperglycemia and lead to diabetic ketoacidosis in previously diagnosed diabetics. Combination 
therapy has lead to some serious side effects, including hepatitis, nephrolithiasis, and pancytopenia. (The American College of 
Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or Sexually Abused Patient, 1999, p. 125.)  
283 Paragraph drawn from the American College of Emergency Physicians’ Evaluation and Management of the Sexually Assaulted or 
Abused Patient, 1999, p. 125. 
284 Bullets drawn from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, p. 93. 
285 Patients may be able to obtain reimbursement for some or all related costs through state crime victims’ compensation programs. (L. 
Ledray, SANE Development and Operation Guide, 2000, p. 74.) 
286 See aidsinfo.nih.gov/guidelines/ for the CDC’s Guidelines for the following documents: Use of Antiretroviral Agents in HIV-1-Infected 
Adults and Adolescents (July 14, 2003); the Updated U.S. Public Health Service Guidelines for the Management of Occupational 
Exposures to HBV, HCV, and HIV and Recommendations for Postexposure Prophylaxis, Morbidity and Mortality Weekly Report 2001, 
50(RR-11), and Management of Possible Sexual, Injecting-Drug-Use, or Other Nonoccupational Exposure to HIV, Including 
Considerations Related to Antiretroviral Therapy, Public Health Statement, Morbidity and Mortality Weekly Report 1998; 47(RR-17).  
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9. Pregnancy Risk Evaluation and Care 
 
Recommendations at a glance to evaluate and treat pregnancy: 
 
• Discuss the probability of pregnancy with patients with reproductive capability.  
• Administer a pregnancy test for all patients with reproductive capability (with their consent). 
• Discuss treatment options with patients in their preferred language. 
• A victim of sexual assault should be offered prophylaxis for pregnancy, subject to informed consent and 

consistent with current treatment guidelines.  Conscience statutes will continue to protect health care 
providers who have moral or religious objections to providing certain forms of contraception.  In a case in 
which a provider refuses to offer certain forms of contraception for moral or religious reasons, victims of 
sexual assault must receive information on how to access these services in a timely fashion. 

 
Becoming pregnant from a sexual assault is a significant concern of sexual assault patients, and patients of 
different ages, social, cultural, and religious/spiritual backgrounds may have varying feelings regarding 
acceptable treatment options. Most programs offer pregnancy prevention or interception for sexual assault 
patients if they are seen within 120 hours of the assault.  Examiners and other involved health care 
personnel must be careful not to influence patients’ choices of treatment. 
 
Discuss the probability of pregnancy with patients with reproductive capability. The risk of pregnancy 
from sexual assault is estimated to be 2 to 5 percent, similar to the risk of pregnancy from a one-time sexual 
encounter. The 2005 National Crime Victimization Study 287 reported 64,080 female victims of rape; 
therefore, statistically speaking, up to 3,204 pregnancies could have resulted from the rapes. Any female of 
reproductive capability (Tanner Stage 3 and above, irrespective of menarche) can potentially become 
pregnant from any single exposure. Determination of the probability of conception also depends upon other 
variables, for example, the use of contraceptives, regularity of the menstrual cycle, fertility of the victim and 
the perpetrator, time in the cycle of exposure, and whether the perpetrator ejaculated intravaginally. 
Pregnancy resulting from sexual assault often is a cause of great concern and significant additional trauma 
to the victim, so victims’ fears should be taken seriously.288 Although many transgender male individuals 
believe they are infertile as a result of using testosterone, cases have been reported of unexpected 
pregnancies. Therefore, if a transgender male individual has not had a hysterectomy, is still within 
childbearing years, and the nature of the assault suggests it, the possibility of pregnancy should be 
discussed, even if he has not been menstruating. 
 
Administer a pregnancy test for all patients with reproductive capability (with their consent).289 An 
exception is if a patient clearly is pregnant. If a patient is pregnant, the pregnancy may affect what 
medications can be administered or prescribed in the course of or after the exam. Follow policies of the 
medical facility for pregnancy testing.  Sensitive beta-HCG pregnancy tests can be utilized.  Most 
commercially available urine pregnancy tests are sensitive to about 50 milli-international units/ml and will 
detect pregnancy 8 to 9 days after conception, before a menstrual period is missed.  Blood pregnancy tests 
will detect HCG at very low levels.  If the pregnancy test is positive, emergency contraception is 
contraindicated and decisions about other medications (e.g., STI prophylaxis) must be made in consideration 
of the pregnancy.  If the test is negative and the patient has had unprotected intercourse within the last 10 
days and would continue that pregnancy if conception has occurred, then she may be considered to be 
pregnant and emergency contraception would not be administered.   
 
Discuss treatment options with patients in their preferred language, including emergency 
contraception.290 In cases of sexual assault, pregnancy is often an overwhelming and genuine fear. 
Therefore, discuss treatment options with patients, including emergency contraception. An immediate option 

                                                      
287 Bureau of Justice Statistics Bulletin, 9/2005 NCJ 214644. 
288 L. Ledray, SANE Development and Operation Guide, 2000, p. 75. 
289 Preexisting pregnancy may raise patient privacy issues. If the case is prosecuted, the prosecutor should work to address concerns 
such as this one. 
290 The National Sexual Violence Resource Center (877–739–3895 or 717–909–0710) offers more detailed information about sexual 
assault and pregnancy on their Web site at http://www.nsvrc.org/.  

http://www.nsvrc.org/
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is to offer hormone therapy (emergency contraception pills or EC).291  Another option is to forgo immediate 
treatment and have the patient follow-up with their primary care provider.  Discuss options with the patient 
and information regarding the timeframe for emergency contraception provision, so she can make an 
informed decision. Inform the patient that the provision of any emergency contraception will not prevent 
sexually transmitted infections. The conversation with the patient should include a thorough discussion, 
including mechanism of action for each treatment option, side effects, dosing, and follow-up.  This 
information should also be provided in writing in the preferred language of the patient, if possible. 
 
A victim of sexual assault should be offered prophylaxis for pregnancy, subject to informed consent 
and consistent with current treatment guidelines.  Conscience statutes will continue to protect health 
care providers who have moral or religious objections to providing certain forms of contraception.  In a case 
in which a provider refuses to offer certain forms of contraception for moral or religious reasons, victims of 
sexual assault must receive information on how to access these services in a timely fashion.  
 
Offer/provide the patient with emergency contraception pills and anti-nausea medication if they are at risk, 
according to facility policy.292  Emergency contraception is a hormonal method of preventing pregnancy that 
can be used after sexual assault.  There are multiple products available for EC. It is recommended, however, 
that levonorgestrel,293 a synthetic hormone,294 be used.295  This option is recommended for its higher efficacy 
rate and ease of dosing, and the fewest number of side effects, particularly nausea and vomiting.296  
Levonorgestrel will not end a pregnancy that is already in progress and is considered a safe and easy 
treatment for victims of assault in preventing a pregnancy.  Levonorgestrel is most effective if used within 
120 hours and can reduce the risk of pregnancy by up to 89 percent.297 Traditional dosing of levonorgestrel 
includes administering two doses of 0.75 mg taken orally 12 hours apart. However, some studies indicate 
that single dosing with 1.5 mgs of levonorgestral are just as effective and better tolerated by the patient.298  
 
Follow-up Care:  The patient should be informed that following the use of EC, there may be a heavier or 
lighter menses than usual and the menses onset may not occur at the expected time.  If no bleeding has 
occurred within three weeks, the patient should be reevaluated and a repeat pregnancy test performed.  The 
patient must be advised not to have unprotected intercourse until after the menses has occurred, or the 
repeat pregnancy test is negative. 
   
If the facility chooses not to provide EC on site, the patient should be given prescriptions for EC and 
antinausea medications, with a list of pharmacies that stock the medication. 299 
 
If the facility is not willing to provide EC or write the needed prescriptions, it is recommended that the patient 
be given local referrals to medical facilities that can immediately assist with alternative treatment. 
 
If no referral is available, provide the patient with the following phone numbers: 1-888-not2late or the online 
reference: http://not-2-late.com.300  

 
                                                      
291 Copper Bearing Intra-Uterine Devices (IUDs) may also be an option, however, they are much less recommended because of the risk 
of infection in certain cases, the potentially painful insertion procedure, and the need for follow-up care. 
292 CA Protocol   
293 Task Force on Postovulatory Methods of Fertility Regulation. Randomized controlled trial of levonorgestrel versus the Yuzpe regimen 
of combined oral contraceptives for emergency contraception. Lancet. 1998;352:428-433. 
294 FDA website: http://www.fda.gov/cder/drug/infopage/planB/planBQandA.htm.   
295 Relative contraindications for birth control, caution must be exercised when providing any EC with estrogen.  Plan B does not contain 
estrogen, but contraindications should still be noted.  The only absolute contraindication for the use of Plan B is preexisting pregnancy. 
296 H.B. Croxatto, L. Devoto, M. Durand, E. Ezcurra, F. Larrea, C. Nagle, et al. Mechanism of Action of Hormonal Preparations Used for 
Emergency Contraception; a Review of the Literature. Contraception. 2001: 63:111-121 
297 http://www.planbonestep.com/plan-b-prescribers/index.aspx  
298 Alternative dosing for Plan B includes administering the tablets together in a one time dose.  A study done by WHO found that the 
effectiveness of administering single doses of levonorgestral was as effective as administering the doses 12 hours apart.  Helena von 
Hertzen, Gilda Piaggio, Juhong Ding et al. Low dose mifepristone and two regimens of levonorgestrel for emergency contraception: a 
WHO multicentre randomized trial. The Lancet: December 7, 2002: Vol 360 (9348):1803-10. 
299  J.S. Gardner, J. Hutchings, T.S. Fuller, D. Downing. Increasing access to emergency contraception through community pharmacies:  
lessons from Washington state. Family Planning Perspective. 2001;33(4):142-175. 
300 This hotline and website are operated by the Office of Population Research at Princeton University and by the Association for 
Reproductive Health Professionals. 

http://not-2-late.com/
http://www.fda.gov/cder/drug/infopage/planB/planBQandA.htm
http://www.planbonestep.com/plan-b-prescribers/index.aspx


 

117 
 

10. Discharge and Follow-up  
 
Recommendations at a glance to facilitate discharge planning and follow-up with patients: 
 
• Address issues related to medical discharge and follow-up care.  
• Advocates, law enforcement representatives, and other involved responders can coordinate with health 

care providers to discuss a range of other issues with patients prior to discharge.   
 
Health care personnel have important tasks to accomplish prior to discharging patients, as do advocates and 
law enforcement representatives (if involved). These responders should coordinate their activities as much 
as possible to reduce repetition and avoid further overwhelming patients.  
 
Address issues related to medical discharge and follow-up care. Health care personnel (preferably 
examiners) should address the following issues with patients prior to discharge: 
 
Make sure patients’ medical and mental health needs related to the assault have been addressed. Discuss 
with patients whether they have any other medical and/or mental health concerns related to the assault. 301 If 
injuries or trauma have not been treated yet, examiners should refer patients to exam facility clinicians (e.g., 
hospital emergency department staff) for care or provide the appropriate community referrals prior to 
discharge.  
 
Provide patients with oral and written medical discharge instructions. Include a summary of the exam (e.g., 
evidence collected, tests conducted, medication prescribed or provided, information provided, and treatment 
received), medication doses to be taken, follow-up appointments needed or scheduled, and referrals. The 
discharge form could also include contact information and hours of operation for local advocacy programs. 
 
Arrange follow-up appointments for patients. Follow-up may be indicated to document developing or healing 
injuries (for example, bruising) and complete resolution of healing. Forensic follow-up may also be indicated 
to further evaluate nonspecific findings (such as redness, swelling, or cervical abnormalities) that may be 
related to acute trauma or may be normal variants. (A jurisdictional policy describing the indications and 
procedures for follow-up for documentation purposes should be in place.) Appointments may also be needed 
to address ongoing medical concerns. If appointments are not scheduled, at least indicate to patients which 
appointments are needed and if sites are different than the initial exam. Make it clear that patients do not 
have to disclose the assault to receive follow-up medical care. Follow-up appointments may include:302 
 

• For patients with evidence of acute trauma: A short-term follow-up appointment to reexamine and 
document the development of visible findings and photograph areas of injury; and an exam 2 to 4 
weeks later to document resolution of findings or healing of injuries.  

• For all patients: Repeat exams for STIs according to facility policy (see C.8. STI Evaluation and 
Care).  

• Primary health care providers or other nonacute care providers can provide longer term care as 
needed (e.g., for HIV testing, STI testing, and administering doses of Hepatitis B vaccine).  

 
Discuss follow-up medical contact procedures. Discuss with patients whether they would like health care 
providers to provide a follow-up call and, if so, the best method and time for this contact (maintaining 
patients’ privacy and safety). The main purposes of such a call are to check on medical status and remind 
patients about the necessity of follow-up testing and care. An optimal time for a first medical follow-up 
contact is 24 to 48 hours following discharge. Personnel following up with patients should be familiar with the 
case, confidentiality issues, and potential medical needs.303  

                                                      
301 Care should be taken to ensure that mental health professionals can appropriately and respectfully handle patients from minority 
and/or stigmatized groups such as specific cultural groups or transgender individuals. 
302 Bullets drawn partially from the California Medical Protocol for Examination of Sexual Assault and Child Sexual Abuse Victims, 2001, 
p. 98. 
303 When appropriate, advocates may assist health care personnel in encouraging patients to seek the follow-up medical care they need. 
They also may encourage patients to discuss with health care providers their concerns about initial and follow-up medical care. 
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Advocates, law enforcement representatives, and other involved responders can coordinate with 
health care providers to discuss a range of other issues with patients prior to discharge. Involved 
responders should come to agreement about who is responsible for each step below and where coordination 
is necessary. For example, while advocates usually explain advocacy services and law enforcement 
representatives explain the investigative process, each responder may have a role in helping patients plan 
for their safety and well-being. If health care personnel are the only responders involved, however, they may 
need to provide patients with much of the information below. 
 
After the exam is finished, address patients’ physical comfort needs. (For a discussion of this topic, see A.2. 
Victim-Centered Care.)  
 
Help patients plan for their safety and well-being. Jurisdictional and exam site policies should be in place to 
facilitate this process. Assist patients in developing a postexam plan that addresses their physical safety and 
emotional well-being. Screen for domestic and dating violence and others forms of abuse. Assist patients in 
considering things such as:  
 

• Where are they going after being discharged? With whom? Will these individuals provide them with 
adequate support? Is there anyone else they would like to contact? (Provide information about 
available community resources for obtaining support and help in making the contact if needed.)   

• Will their living arrangements expose them to the threat of continued violence or harassment? Is 
there a need for emergency shelter or alternative housing options? (Provide options and help obtain 
if needed.)  

• Are they eligible for protection orders? (Provide information and help obtain if desired.)  
• Is there a need for enhanced security measures? (Discuss options and help obtain if desired.)  
• If they feel unsafe, what will they do to get help? (Discuss options and help them develop a plan.) 

 
Planning must take into account the needs and concerns of specific populations. For example, if patients 
with physical disabilities require shelter, the shelter must be accessible and staff able to meet their needs for 
personal assistance with activities of daily living.304 If patients living in institutional settings have been 
assaulted by another resident, a staff person, or person who has easy access to residents, the institution 
should offer alternative living arrangements and reduce the likelihood that patients have to come into contact 
with the assailant again. It should also ensure them access to services designed to promote their recovery.  

 
Explain follow-up contact procedures of all responders involved. Coordinate follow-up contact of involved 
agencies as much as possible, keeping the number of responders contacting patients to a minimum. Explain 
if contact procedures are different for patients with limited English proficiency or specific communities or 
institutions (e.g., schools, military bases, prisons, or residential programs may have their own procedures). 
Consider offering patients prepaid phone cards they can use to call a contact person with concerns or 
questions. 
 
Explain advocacy and counseling services. Sexual assault advocacy programs typically offer a host of 
services for victims and their significant others, in addition to those provided during the exam process. (For 
more information on services, see A.2.Victim-Centered Care.) Advocates can describe and offer patients, 
their family members, and friends these services, as well as explain options for counseling in the jurisdiction 
and offer referrals. Some advocacy programs provide professional mental health counseling, but many refer 
patients to community or private agencies. Before being discharged, advocates should ask patients if they 
can follow up with them. If they agree, they can determine optimal methods and times for the contacts. 
During follow-up contacts, advocates can help patients reassess their safety; offer support and crisis 
counseling; answer their questions and provide additional referrals and information; and help coordinate 
other advocacy services and counseling based upon identified needs. 
 
Explain the investigative process. If law enforcement is involved, inform patients that investigators will 
request an interview with them, if not already done, explain the criminal justice process and victims’ rights, 
reassess their safety and provide assistance as warranted, and then recontact them as needed as their case 

                                                      
304 Drawn from M. Nosek and C. Howland, Abuse and Women with Disabilities, 1998, p. 3. 
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progresses.305 Explain if contact procedures are different for patients with limited English proficiency or for 
specific communities or institutions. Patients should receive contact information of involved law enforcement 
representatives and agencies and a case report number. They should feel free to call their investigator with 
any new relevant information, if new signs of injuries appear, about suspects’ compliance with protection 
orders or bond conditions, if suspects try to contact them, or with other related questions or concerns. They 
should be aware that they will be contacted by the prosecution office if their case goes forward. (Patients 
should be aware that it is their decision whether to report their case and talk with law enforcement officials 
and prosecutors.)  
 
If evidence has been gathered and law enforcement is involved, the law enforcement representative can 
discuss with patients the possibility of a match being found through DNA analysis or of other victims of the 
same assailant being identified. Ask patients if they want to be contacted by law enforcement in these 
situations and, if so, determine the best contact method. 
 
For patients who have not made a report and when law enforcement is not involved, patients should be given 
information on who to contact and how if they decide that they do want to make a report.  They should also 
be given information on where the kit will be stored and how it will be tracked (for example if there is a 
tracking number, it should be provided). 
 
Provide information. Offer patients clear and concise information, both orally and in writing.306 Information 
should be tailored to patients’ communication skill level/modality and language. (For more information on the 
types of information that patients might find useful, see A.2. Victim-Centered Care.)  
  

                                                      
305 Some patients may want information, either during the exam process or after, about the amount of time it takes to process cases in 
the criminal justice system. It can be helpful for them to know the range of time it typically takes in that jurisdiction for evidence to be 
analyzed and for cases to be forwarded to prosecution or tried in court. This information may help them prepare for their justice system 
involvement. At the same time, they must understand that every case is different and typical time estimates from the past may not apply.  
306 Many local sexual assault advocacy programs and state coalitions of sexual assault programs offer publications that speak to victims’ 
concerns in the aftermath of an assault. However, any involved agency, SART, or coordinating council could develop such literature.  
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11. Examiner Court Appearances 
 
Recommendations at a glance for jurisdictions to maximize the usefulness of examiner testimony: 
 
• Encourage broad education for examiners on testifying in court.  
• Promote prompt notification of examiners if there is a need for them to testify in court. 
• Encourage pretrial preparation of examiners. 
• Encourage examiners to seek feedback on their testimony to improve effectiveness of future court 

appearances.  
 
It should be expected that examiners will be called on to testify in court as either fact and/or expert 
witnesses,307 even though in some cases, a plea bargain may be agreed upon, or the prosecuting attorney 
may decide not to try the case. Examiners should always conduct and document each examination knowing 
that legal testimony may ultimately be required.  
 
Encourage broad education for examiners on testifying in court:308  
 
• Provide them with information about courtroom proceeding basics (e.g., criminal justice process and 

terms, who typically is present,309 and prosecution and defense strategies). 
• Educate them about different types of testimony (including what can and cannot be said during 

testimony). This information should assist examiners in explaining to patients during the exam their 
potential role as a witness should the case be prosecuted. 

• Help them understand that testifying in court can be a difficult experience. In almost every case that is 
litigated, cross-examination after initial testimony will occur. Cross-examination is a part of our 
constitutional framework, but as defense counsel represent alleged offenders, their questions may be 
perceived by examiners as intimidating and hostile. It is critical that examiners are prepared to effectively 
handle such situations and have a support system in place to help them prepare for and deal with related 
stress they may experience.   

• Provide them with pretrial preparation (see the section below on this topic). 
 
Involve trainers from health care, prosecution, and the judiciary in trainings on court testimony. Also, include 
defense attorneys who can educate examiners on defense perspectives. In addition to attending trainings, 
examiners should stay abreast of cutting-edge practices and related case law (e.g., rulings that impact the 
scope of issues they can testify on in court).310 
 

                                                      
307 An expert witness is person who has training, education, and experience on a particular subject and who is formally found to be 
qualified as an expert by a judge. Expert witnesses may give opinions in court on matters in which their expertise is relevant. Nonexpert 
witnesses normally cannot give opinions in response to questions in court, but can only testify to the facts (what has been observed, 
collected, or heard). (Drawn from San Diego County’s SART Standards of Practice, 2001, p. 40.) 
308 This section is partially adapted from the International Association of Forensic Nurses, SANE Education Guidelines, 1999. One useful 
resource for SANEs and attorneys who utilize SANEs for testimony is L. Ledray and L. Barry, Sexual Assault Clinical Issues: SANE 
Expert and Factual Testimony, Journal of Emergency Nursing, 24(3), June 1998, pp. 284–287.  
309 The following may be present in the courtroom: the judge, prosecutor, defense attorney, jury, bailiff, clerk, court reporter, law 
enforcement investigator, victim, defendant, and victim advocate. 
310 This section focuses on preparing examiners for court testimony. Beyond preparing examiners, it is critical to encourage training for 
attorneys who try these cases on how to properly interpret and use the medical forensic examination. In addition, they need an accurate 
understanding about the education and clinical preparation, roles, and responsibilities of the forensic examiner. Like examiners, they 
can benefit from participating in mock trials and need ongoing education to stay abreast of the latest best practices and related case 
law. Prosecutors should be aware of and share related case law and protocol guides with judges as references to qualify examiners as 
expert witnesses. They can also share questions they plan to ask to establish credentials of these witnesses. Additionally, prosecutors 
must understand how to educate the jury about evidence that will be presented (e.g., a lack of physical injury does not equal lack of 
sexual assault). Similarly, it is important to encourage judicial education on issues related to examiner testimony. Judges may not 
understand all that occurs during the exam process or the full extent of examiner expertise. Understanding Sexual Violence: Prosecuting 
Adult Rape and Sexual Assault Cases, Video Library I: Presenting Medical Evidence in an Adult Rape Trial, 2002, is a useful resource 
for prosecutors and judges (for more information, see http://www.legalmomentum.org/our-work/njep/njep-sexual-assault.html). The 
National Judicial Education Program (NJEP) offers this resource. It also offers a judicial curriculum on sexual assault trials.  

http://www.legalmomentum.org/our-work/njep/njep-sexual-assault.html
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Promote prompt notification of examiners if there is a need for them to testify in court. Examiners 
should be informed well in advance of a trial if they are being called as witnesses. It may be helpful for 
attorneys calling them (both prosecutors and defense attorneys) to first develop relationships with 
coordinators of examiner programs, if they exist, or staff that oversee examiners at the exam site. In some 
facilities, they may need to reach out to risk management departments, which oversee all potential areas of 
liability for the facility. The first time an attorney contacts the witness should not be through a subpoena. 
Unexpected subpoenas can cause examiners a great deal of anxiety.311 
 
Attorneys should regard examiners they call as witnesses with respect for the knowledge and expertise 
examiners offer to the court. They also should work to minimize the amount of time examiners wait to testify, 
allowing them to return to their work as quickly as possible. Judges also should be aware of the need to give 
examiners priority in the scheduling of testimony. 
 
Encourage pretrial preparation of examiners.312 Examiners should be prepared for both direct examination 
and cross examination. When preparing to testify, the following suggestions may be useful to examiners: 
 

• Although the criminal justice record includes the medical forensic report, photographs, and the 
results of evidence analysis, medical records are confidential in most jurisdictions. Before examiners 
or other involved health care providers can talk with an attorney about information in patients’ 
medical records, those records must be successfully subpoenaed. Health care facilities and/or 
independent examiner programs typically have procedures in place for handling subpoenas.313  

• It is critical that examiners meet in advance with the attorney(s) calling them as witnesses, in order to 
prepare for testimony in individual cases. Not only should they review and discuss the initial 
examination of the patient, but also any subsequent contacts between the patient and the examiner.  

• Prior to testifying, examiners should review records of the exam and keep a log of materials 
reviewed. 

• Expert witnesses should be prepared to educate the court, particularly jurors. They should consider 
terminology and descriptions that will most clearly advise lay persons in the courtroom. 

• Examiners should keep in mind that anything they write about the case is potentially discoverable.  
• Examiners should be prepared to prove qualifications and ready to discuss educational background, 

clinical experience, and prior experience as expert witnesses. They may also need to explain 
qualifications if they are testifying to facts in a case. They should keep a portfolio that lists education, 
experience, and previous appearances as a witness.314 

• Examiners should understand that they may not testify as to whether patients consented to sexual 
contact; that is for the jury to decide. However, some jurisdictions allow expert testimony that speaks 
to the consistency between patients’ statements and injuries rather than attempting to draw 
conclusions about how injuries were caused or whether a sexual assault occurred.315 

 
During testimony, examiners should consider the following: 
 

• The role of the examiner in court is to educate judges and juries. 
• Business attire is appropriate for court appearances. Limit excessive jewelry and other accessories 

which can be distracting.   
• Be sincere, polite, and appear in control. Being nervous is normal, even for examiners who have 

testified previously. Make eye contact with those doing the questioning as well as with the jury.  
• Listen to the questions carefully. Allow time to compose answers before speaking. Be concise and 

correct in responses. Avoid terms such as “I believe” or “I think.” 

                                                      
311 This paragraph was drawn from the video reference guide for Understanding Sexual Violence: Prosecuting Adult Rape and Sexual 
Assault Cases, Video Library I: Presenting Medical Evidence in an Adult Rape Trial, 2002, pp. 17–18. 
312 Section partially adapted from Arkansas’s Sexual Assault: A Hospital/Community Protocol for Forensic and Medical Examination, 
2001, pp. L1–3. 
313 This bullet was drawn from the video reference guide for Understanding Sexual Violence: Prosecuting Adult Rape and Sexual 
Assault Cases, Video Library I: Presenting Medical Evidence in an Adult Rape Trial, 2002, pp. 17–18. 
314 See L. Ledray and L. Barry, Sexual Assault Clinical Issues: SANE Expert and Factual Testimony, Journal of Emergency Nursing, 
24(3), June 1998, pp. 284–87, for more discussion on qualifying as an expert witness.  
315 This bullet was drawn from the video reference guide for Understanding Sexual Violence: Prosecuting Adult Rape and Sexual 
Assault Cases, Video Library I: Presenting Medical Evidence in an Adult Rape Trial, 2002, pp. 19–20. 
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• Avoid medical jargon to the extent possible. If it is needed, define its usage. 
• Answer only questions that are asked. Ask the questioning attorney for clarification or to restate the 

question if needed. 
• If the answer to a question is not known, say so. There is no reason for examiners to explain why 

they do not know the answer. They can ask to refer to records if their memories need refreshing. 
• Let the attorney guide the questioning. Answer only questions that are asked.  Ask the questioning 

attorney for clarification or to restate the question if needed. Do not elaborate unless the attorney or 
judge asks for more information. 

• If it is realized that an error or omission occurred in testimony, acknowledge it politely.  
 

Although it is most likely that examiners will be called by the prosecution, they may also be called by the 
defense. In either case, examiners are expected to give objective testimony. In addition to the previous tips, 
examiners should consider the following:  
 

• Seek guidance from the prosecutor regarding appropriate interaction with the defense attorney prior 
to testimony. 

• When disagreeing with the questioning attorney, do so without argument or interruption. 
• Be aware of the phrasing of questions by the cross-examining attorney that may be designed to 

place doubt on examiner testimony. For instance, if a compound question is asked, the answer to 
one part may be “yes” and to the other part may be “no.” Be sure to divide answers as appropriate.  

• If the questions of the cross-examining attorney include incorrect interpretation of previous examiner 
testimony or documentation, the erroneous information should be corrected.  

• Be careful to provide consistent answers, especially if cross-examining attorneys ask the same 
question several times, using different wording. 

 
Encourage examiners to seek feedback on their courtroom testimony to improve the effectiveness of 
future court appearances. For example, after the legal proceedings have been completed, examiners may 
wish to meet with prosecutors for feedback and evaluation of their testimony. Examiners might also want to 
observe other experts testify in these cases.  
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Appendix A. Developing Customized Protocols:  
Considerations for Jurisdictions  
 
Jurisdictions starting from scratch in developing their own exam protocols are encouraged to consider the 
recommendations in this national protocol in their entirety and tailor them to fit local needs, challenges, 
statutes, and policies. Jurisdictions that have existing protocols can consider whether any of the protocol 
recommendations or the tasks below could serve to improve their immediate response to sexual assault or 
address gaps in services or interventions.  
 
Form a protocol planning team. At the least, this team should include those responders involved in the exam 
process, including health care personnel, exam facility administrators, law enforcement representatives, 
victim advocates, prosecutors, and forensic laboratory personnel. Organizations serving specific populations 
in the community should also be involved at some level to make sure the protocol speaks to the needs of 
victims of diverse backgrounds. Team participants should have authority to make policy decisions on behalf 
of their agencies. Bringing together such a team can be challenging, particularly in jurisdictions with multiple 
sexual assault victim advocacy programs, exam facilities, law enforcement agencies, prosecution offices, 
and court systems (or where several levels of government may be involved in investigation and prosecution 
of sexual assault cases). Although representation from all involved disciplines and agencies is encouraged, 
at some point the team assembled will have to move ahead with planning efforts. Try to keep those absent 
informed of team activities and offer them opportunities to provide feedback on protocol development and 
revision.  
 
Assess needs.316 Before initiating policy changes, it is important that the planning team assess the 
jurisdiction’s current response to sexual assault, with a focus on the exam process. Some activities that may 
help: 
 

• Compare statistics on sexual assault within the community as captured by represented agencies. 
• Identify community demographics, including the various populations that make up the area. 
• Review existing feedback from victims about their experiences and satisfaction with immediate 

response. 
• Seek input from professionals involved in the exam process on current gaps, problems, and 

challenges. 
• Evaluate the adequacy of policies pertaining to each aspect of immediate response. 
• Review systemic breakdowns that have occurred in immediate response. 
• Evaluate the capacity of each discipline to support a coordinated immediate response. 
• Evaluate the effectiveness of response to victims from diverse backgrounds or in certain types of 

cases. 
• Evaluate the adequacy of related trainings and resource materials. 
• Identify related jurisdictional statutes and evaluate their adequacy in supporting effective response. 

 
Devise an action plan. The protocol planning team can take what it learns through needs assessments and 
translate it into an action plan for improving the exam process and creating a protocol. The plan should 
clearly identify what needs to happen, who is responsible for coordinating or carrying out each action, 
possible resources,317 desired outcomes, and how the effectiveness of the action will be evaluated. The plan 
can be revisited periodically to assess progress and evaluate outcomes.  
 

                                                      
316 Section drawn from K. Littel, M. Malefyt, and A. Walker, Promising Practices: Improving the Criminal Justice System’s Response to 
Violence Against Women, 1998, pp. 240 and 246, and American College of Emergency Physicians, Evaluation and Management of the 
Sexually Assaulted or Sexually Abused Patient, 1999, p. 21. 
317 Funding under the STOP Violence Against Women Formula Grant Program and the STOP Violence Against Indian Women 
Discretionary Grant Program may be used to cover costs related to protocol development and implementation. For more information, 
see http://www.ovw.usdoj.gov/.    

http://www.ovw.usdoj.gov/
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Create a protocol. To promote an effective protocol development process, consider the following:318  
 

• Who should lead efforts to create and implement the protocol?  
• What process will be used to facilitate decision making on protocol development or revision?  
• What process will be used for facilitating adoption of the protocol by individual agencies or 

communities? 
• How will protocol compliance be monitored and what mechanisms will be put into place to solve 

problems as they arise? 
 
The planning team should review the national protocol to determine what it wants to cover in its customized 
protocol and the appropriateness of national recommendations for the jurisdiction. It must consider what 
jurisdictional statutes and policies need to be discussed and how to address community-specific needs and 
challenges. Once a draft has been developed, it should be made available to relevant professionals, 
agencies, survivor groups, and organizations serving specific populations across the jurisdiction. Their 
feedback should be solicited and then incorporated into the draft to the extent possible. Once a final protocol 
is created, the team should consider pilot testing and revising it based on feedback from the tests. Then the 
protocol should be implemented, as per recommendations of team members and others from whom input 
has been sought. 
 
Distribute the protocol. The planning team should determine the most efficient method to disseminate the 
protocol to all professionals in the jurisdictions who are involved in the immediate response to sexual assault. 
The planning team needs an up-to-date contact list of these professionals, and it should agree upon a 
specific distribution plan (e.g., mailing or handing out hard copies and/or providing access to the protocol via 
the Internet). If the Internet is used to distribute the document, make sure that professionals who do not have 
Internet access get a hard copy.  
 
Build the capacity of agencies to implement the protocol.319 A protocol’s effectiveness depends on individual 
agencies having adequate resources (e.g., funding, personnel, multilanguage capacity, equipment, 
supervision, training, professional development opportunities, and community partnerships) to carry out their 
responsibilities and coordinate efforts with other involved responders. Agencies can assist one another in 
building individual and collective capacity to respond to sexual assault and participate in coordinated 
interventions. For example, together they can seek opportunities for technical assistance, training, and 
grants and share costs, personnel, equipment, expertise, and information. Also, each jurisdiction most likely 
will encounter a variety of barriers and difficulties in protocol implementation. Overcoming such problems 
requires a willingness on the part of involved agencies to individually and collaboratively understand the 
unique needs of victims in their community and to think “outside the box” to identify solutions.  
 
To help with implementation, consider asking responding agencies to supplement the protocol with 
interagency agreements or memorandums of understanding. Using the protocol as a basis, these 
agreements can outline roles and articulate how responders should work together to coordinate response. 
These documents should be jointly developed, agreed upon, and signed by agency policymakers. They can 
be revised and signed on a periodic basis to ensure all professionals involved in the response are aware of 
protocol changes and to reaffirm their commitment to carrying out agreements. 
 
Promote training. Agency-specific and multidisciplinary trainings are crucial components of protocol 
implementation. Involved responders must be informed of any changes in how they carry out agency-specific 
responsibilities during the exam process and understand why these changes are needed. If they are being 
asked to coordinate their efforts formally with other agencies, they must understand their role in coordination, 
the benefits of a collaborative response, the challenges such an effort involves, and ways to overcome 
challenges.  
 

                                                      
318 Bulleted section drawn from K. Littel, M. Malefyt, and A. Walker, Promising Practices: Improving the Criminal Justice System’s 
Response to Violence Against Women, 1998, p. 242. 
319 Section drawn from K. Littel, M. Malefyt, and A. Walker, Promising Practices: Improving the Criminal Justice System’s Response to 
Violence Against Women, 1998, p. 241. 
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Set up an evaluation system. The planning team should take the time to consider how to best compile data 
related to the exam process (while maintaining victims’ anonymity) and how to use it to evaluate 
effectiveness of response and make improvements to the protocol as needed.  
 
Revise the protocol periodically. Revisions may be based on feedback from responders and victims, 
evaluation recommendations, changes in laws, identification of new crime trends and prevention efforts, 
technology, research, and identification of new promising practices. The planning team should keep track of 
protocol areas needing improvement and meet periodically to discuss pertinent issues such as language to 
be used, how to resolve controversies, and, ultimately, to make needed changes.  
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Appendix B. Creation of Sexual Assault  
Response and Resource Teams 
 
Create a SART/SARRT to facilitate coordination among involved disciplines.320 After identifying 
members and defining roles, members can plan how to operate their team to best serve community needs. 
 
Determine how the SART/SARRT is activated. Activation procedures should take into account that victims 
enter the “system” at different points (e.g., through a call to 911 or a 24-hour advocacy hotline, arrival at an 
exam site, or disclosure to a community professional). The SART/SARRT must determine how to publicize 
its services to community professionals who may have frequent contact with individuals disclosing sexual 
assaults. These professionals might include, but are not limited to, private physicians, health clinic staff, 
mental health and social service program staff, personnel serving persons with disabilities, substance abuse 
treatment program staff, school personnel, personnel from faith-based communities, corrections and 
probation staff, and staff from residential living programs and emergency shelters. It also should publicize its 
services more broadly to the public, explain the dynamics of sexual assault, and encourage victims to seek 
help.   
 
Plan SART/SARRT response to varying circumstances facing victims. The team should consider and plan for 
modifications to the exam process to address specific needs and concerns of victims. For example, in order 
to respond to non-English-speaking victims, team members must be able to speak their language or 
promptly arrange for certified interpretation. For victims thought to have cognitive disabilities, team members 
must know who to contact for assistance and ensure they receive the same access to services that other 
victims would obtain. Some victims may request advocates and other responders of a specific gender or 
from specific cultures. Procedures should be in place to ensure response to minors follows jurisdictional 
statutes. SART/SARRTs should be prepared to deal with multijurisdictional coordination issues that may 
arise when assaults occur on military sites or to soldiers in the field, school campuses, tribal lands, prisons, 
and residential programs. Involving relevant agencies as soon as possible according to agreed-upon 
procedures may help quickly determine who has jurisdiction over a case and how to best assist each victim.  
 
Meet regularly. Outside of an immediate response, the SART/SARRT should meet regularly321 for two distinct 
purposes. The first is to review immediate response in individual cases in order to improve overall team 
performance. These reviews allow team members the opportunity to give each other feedback on 
effectiveness of response during the exam process, problems needing resolution, and areas needing 
improvement. Cases are typically reviewed anonymously, 322 without using victims’ names or other identifying 
information.323 During these discussions, it is important that the team respect the confidentiality of information 
in patients’ medical records and shared with community-based advocates. Secondly, the SART/SARRT can 
utilize meetings of members to maintain and enhance the quality of the SART/SARRT. This task involves 
addressing system issues, such as creating and revising policies and procedures in response to local 
changes in governmental or community-based agencies, scientific or technological advances, and feedback 

                                                      
320 A more in depth discussion of SART development and maintenance than is provided is beyond the scope of this document. 
However, resources do exist on this topic. For example, numerous jurisdictions have published guidebooks on organizing a SART 
and/or protocols for SART response. Some sexual assault coalitions offer information, technical assistance, and training for 
communities interested in starting SARTs. Since 2001, a national SART training conference has been held biannually (see 
http://www.sane-sart.com/ for information). More information, including a SART Toolkit, is available at http://www.nsvrc.org.  
321 “Regularly” is locally defined. Some teams meet monthly, while others meet every 6 weeks or quarterly. Teams might meet on a 
regular basis for case review and get together less frequently to discuss more systemic issues.  
322 In California, there is a law to protect discussions of individual cases during SART meetings. These discussions are technically 
characterized as medical quality-assurance activities. 
323 Case reviews usually include only those SART members typically involved in immediate response. But, even if all or most SART 
members were involved in a particular case and were aware of victims’ identity, there is still no reason to reveal victims’ identity during 
SART case reviews. SARTs may choose not to take notes about cases reviewed to ensure that the case-related information is not 
shared with anyone outside of the meeting. In situations where victims’ identity might be easily deduced during a case review by 
members not involved in response (e.g., if there had only been one case handled during the time period being reviewed), comments 
should be kept as broad as possible and avoid case specifics. In communities where residents tend to know each other and news about 
crime travels quickly, it may be challenging to not inadvertently reveal victims’ identify during SART case reviews. SARTs in these 
jurisdictions should consider how to best approach case reviews in a way that reduces the likelihood of revealing victims’ identify.  

http://www.sane-sart.com/
http://www.nsvrc.org/
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from victims. It also involves sharing general information related to the SART/SARRT and facilitating the 
continuing education of the team.  
 
Although it might be difficult to involve all relevant responders in SART/SARRT meetings (e.g., crime labs 
may be a considerable distance from the community and lack resources to respond to local inquiries), 
consider options such as teleconferencing to include their perspectives. 
  
Encourage education for SART/SARRT members on coordinated response during the exam process. 
For example: 
 

• Discipline-specific training that advances responder skills and emphasizes a team approach is 
crucial. 

• Multidisciplinary training sessions can describe the SART/SARRT process, stress the need for a 
prompt exam, explain the roles and challenges of each discipline, emphasize a victim-centered 
approach, and make clear where coordination among disciplines is needed and how it should occur. 
They can describe multidisciplinary policies, interagency agreements, standardized forms, and other 
related materials.  

• Multidisciplinary training can also build members’ understanding of needs, values/beliefs, and 
practices of specific populations in their community. They can raise awareness of how different 
populations respond to disclosures of sexual assault and work to build the capacity of involved 
professionals to be sensitive to the needs of victims from those populations.  

• Cross-training sessions are useful to allow responders from one discipline to educate those from 
another discipline about the specifics of how they intervene in these cases and answer questions 
that may arise. For example, law enforcement investigators can educate examiners and advocates 
about what is involved in a thorough investigation, stressing that the forensic exam of the victim is 
but one part of the investigation. In jurisdictions that border Indian Country, federal prosecutors can 
educate other responders regarding federal Indian law and how it applies to sexual assault cases.  

• Multidisciplinary trainings and cross-trainings can provide a forum for staff from different agencies to 
get to know and respect one another, build common goals, and increase their comfort in working 
together. Collaboration among agencies and individuals can provide responders with a broader 
network of support as they do this work. These trainings can also stress the difficulty of working on 
sexual assault cases and the secondary trauma that responders can experience. They can facilitate 
discussion among responders about self-care and preventing or coping with secondary trauma, so 
they in turn can provide optimal interventions and assistance to victims.  

• There are more informal educational opportunities and tools that can foster coordination among 
SART/SARRT members. For example, all key responders, especially those newly involved in sexual 
assault cases, may find it useful to tour sites and offices involved in SART/SARRT response. Such 
tours and discussions with site/office staff can help build knowledge of what response by each 
discipline entails and the logistics of that response. Sharing related educational materials and 
literature is an easy way to continuously expand the base of common knowledge among 
SART/SARRT members. Tools such as flow charts and discipline-specific checklists that help 
SART/SARRT members understand the continuum of response and appropriately coordinate their 
interventions may also be useful. 

 
Trainers. In addition to involving representatives from health care, advocacy, law enforcement, prosecution, 
the judiciary, and crime and toxicology laboratories as SART/SARRT trainers, include defense attorneys to 
educate participants on defense tactics. Utilize local agencies and leaders that serve specific populations to 
educate the SART/SARRT on the needs of residents and services they offer relevant to victims of sexual 
assault. 
 
Outreach to rural, remote, and poor communities. It may be difficult for rural, remote, and poor communities 
to offer training for SART/SARRT members, due to lack of resources and/or expertise. States, Territories, 
and tribes may want to consider forming specialized teams that can offer multidisciplinary training consistent 
with cutting-edge practices across all of their jurisdictions. These teams can work with local responders to 
ensure that the training sessions they offer address unique community needs and challenges. 
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Appendix C. Impact of Crawford v. Washington, Davis v. 
Washington and Giles v. California 
 
Crawford v. Washington and subsequent related court cases are only an issue when a victim is unavailable 
for cross-examination at trial, which occurs infrequently in sexual assault cases. A prosecutor will rarely be 
able to prosecute successfully a sexual assault of a competent adult victim without the victim’s cooperation 
because of the difficulty in overcoming the consent defense. The term “competent adult” is used to describe 
an adult victim who is viewed by the legal system as able to understand and participate in the criminal 
proceedings, i.e., know the role of all the players. It is important to refer to state laws for definitions or 
interpretations of what constitutes a competent adult in a given jurisdiction.  
 
In the rare instance in which a sexual assault of a competent adult is prosecuted without the victim’s 
cooperation, examiners’ testimony may be objected to as “testimonial” hearsay under Crawford v. 
Washington324 and Davis v. Washington325 under the theory that the examiner was acting as an arm of law 
enforcement.  In Crawford, the Court held that testimonial statements of an unavailable witness could be 
admitted at trial only when the defendant has had a prior opportunity to cross-examine that witness. Although 
the Crawford holding offers examples of both testimonial and nontestimonial statements, it did not include a 
specific definition.   
 
In Davis, the Court defined statements that are made to government agents for the primary purpose of 
receiving assistance in an ongoing emergency as nontestimonial. It defined as testimonial statements made 
under circumstances that objectively indicate there is no ongoing emergency and the primary purpose of the 
interrogation is to establish or prove past events potentially relevant to a later criminal prosecution. Forensic 
examiners who perceive their primary role as law enforcement and conduct their practice with law 
enforcement rather than medical goals risk having their statements excluded as testimonial under Crawford 
and Davis. Forensic examiners should be asked about and must be able to articulate a practice philosophy 
that is patient-centered and medically focused.   
 
In cases in which it is established that the victim’s lack of cooperation is the result of a defendant’s actions 
that are designed to cause the unavailability of a victim in order to prevent that victim from testifying in a 
current or future prosecution, the prosecution may introduce a witness’ hearsay statements in a prosecution 
based on the doctrine of forfeiture by wrongdoing. 
 
For health-care providers, Crawford and its progeny do not change the priorities of the medical-forensic 
examination, which should continue to hold the health and well-being of patients of primary importance. The 
problem arises when clinicians are perceived to be investigators rather than health-care providers. Even in 
cases in which a victim is cooperating in the prosecution of the perpetrator, statements made to the examiner 
for the purpose of medical diagnosis and treatment may still be excluded as hearsay if it is established that 
the examiner is acting as an arm of law enforcement rather than acting primarily as a medical treatment 
provider.326 
 
 
 
 
 

                                                      
324 541 U.S. 36, 124 S.Ct. 1354, 158 L.Ed.2d 177 (2004). 
325 126 S. Ct. 2266 (2006). 
326 Giles v. California, 128 S. Ct. 2678 (2008). 
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Introduction 
 
Congratulations on your decision to seek the credential of Sexual Assault Nurse Examiner – Adult/Adolescent 
(SANE-A®) and/or Sexual Assault Nurse Examiner – Pediatric/Adolescent (SANE-P®).1 

 
 

Certification as a SANE-A or SANE-P demonstrates through objective validation to colleagues, clients, 
employers, and the public at-large that you have the knowledge and expertise required for this specialty 
practice—and that you possess an ongoing professional commitment to providing quality patient care. The 
International Association of Forensic Nurses (Association), through the Commission for Forensic Nursing 
Certification (CFNC), is honored to help you earn certification in this challenging and vital nursing specialty. 

 
 

The mission of the CFNC is to ensure that the Association’s certification programs are psychometrically 
sound, technically accurate, and legally defensible. The Association established the CFNC to promote the 
highest standards of forensic nursing practice through the development, implementation, coordination, and 
evaluation of all aspects of the certification and certification renewal processes. The CFNC is the 
independent and autonomous governing body for the SANE-A and SANE-P certification examination 
programs. The CFNC has the sole authority for establishing policies regarding certification eligibility; 
development, scoring, and administration of the examinations; certification renewal requirements; and 
operations of the certification programs. 

 
 

This handbook contains: 

• Eligibility requirements for each exam; 

• Guidelines for applying; 

• Resources for preparing for each exam; 

• What to expect when you go to the testing center; and 

• What to expect after the exam. 
 
 

Please review this handbook carefully before you apply. The information herein will help you submit a 
completed application, which enables the CFNC to process your application expeditiously. You are responsible 
for meeting the eligibility requirements before you apply and for submitting your application on time. 

 
 

Questions? Please contact: 

 

CFNC c/o International Association of Forensic Nurses  
6755 Business Parkway, Ste 303 
Elkridge, MD 21075 
p 410.626.7805 ext 106 
f 410.626.7804 
certification@ForensicNurses.org  
www.ForensicNurses.org 

 
 

 

1 The International Association of Forensic Nurses holds the registered trademarks for the SANE-A® and SANE-P® 
designations. For readability, the registration marks appear in the text of this document only upon initial mention. 

mailto:certification@ForensicNurses.org
http://www.forensicnurses.org/
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Applying for the Exam 
SANE-A: ELIGIBILITY REQUIREMENTS 
To be eligible to sit for the SANE-A certification examination, you must: 

 
1. Hold an active, unrestricted license as a registered nurse (RN) in the United States or a US territory 

OR 
Hold an active, unrestricted license as a first-level general nurse (or the equivalent) in the country/jurisdiction 
of practice;2 

AND 
2. Have practiced nursing for a minimum of 2 years as an RN 

OR 
Have practiced nursing for a minimum of 2 years as a first-level general nurse (or the equivalent) in the 
country/jurisdiction of licensure; 

AND 
3. Have successfully completed an adult/adolescent sexual assault nurse examiner education program that 

grants a minimum of 40 hours of continuing nursing education contact hours from an accredited provider 
OR 

Have successfully completed an adult/adolescent sexual assault nurse examiner education program that 
comprises a minimum of 40 hours of academic coursework or the national equivalent from an accredited 
educational institution 

OR 
Have successfully completed a combined adult/adolescent/pediatric sexual assault nurse examiner 
education program that grants a minimum of 64 hours of continuing nursing education contact hours from 
an accredited provider 

OR 
Have successfully completed an adult/adolescent/pediatric sexual assault nurse examiner education program 
that comprises a minimum of 64 hours of academic coursework or the national equivalent from an accredited 
educational institution. 
NOTE: All education programs must be from a single educational offering and follow the content outline contained in 
the most current edition of the IAFN Sexual Assault Nurse Examiner Education Guidelines; 

AND 
4. Have successfully completed a sexual assault nurse examiner clinical preceptorship as outlined in the 

most current edition of the IAFN Sexual Assault Nurse Examiner Education Guidelines; 
AND 

5. Have practiced 3 as a sexual assault nurse examiner for a minimum of 300 hours within the past 3 years. At 
least 200 of those 300 hours must comprise SANE-related practice that is focused on the adult and/or 
adolescent patient populations. 
NOTE: If the application is selected for audit, the applicant will be asked to submit documentation of completion of their 
SANE training program and SANE-related practice hours. 
 

 

2 Applicants who do not have a US RN license must have completed a post-secondary nursing education program that 
includes classroom instruction and clinical practice in medical, surgical, obstetric, pediatric, and psychiatric nursing. To 
confirm eligibility, these applicants may be asked to provide a transcript from their nursing education program. 

 
3 Practice includes any combination of the following activities: 

• Providing direct patient care as a SANE 

• Taking on-call shifts to respond to patients as a SANE (even if not seeing a patient) 

• Teaching/precepting SANEs 

• Providing consultation on SANE issues/cases 
• Participating in peer review of SANE cases.
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SANE-P: ELIGIBILITY REQUIREMENTS 
To be eligible to sit for the SANE-P certification examination, you must: 

 
1. Hold an active, unrestricted license as a registered nurse (RN) in the United States or a US territory 

OR 
Hold an active, unrestricted license as a first-level general nurse (or the equivalent) in the country/ 
jurisdiction of practice;4 

AND 
2. Have practiced nursing for a minimum of 3 years as an RN 

OR 
Have practiced nursing for a minimum of 3 years as a first-level general nurse (or the equivalent) in the 
country/jurisdiction of licensure; 

AND 
3. Have successfully completed a pediatric/adolescent sexual assault nurse examiner education program that 

grants a minimum of 40 hours of continuing nursing education contact hours from an accredited provider 
OR 

Have successfully completed a pediatric/adolescent sexual assault nurse examiner education program that 
comprises a minimum of forty 40 hours of academic coursework or the national equivalent from an 
accredited educational institution 

OR 
Have successfully completed a combined adult/adolescent/pediatric sexual assault nurse examiner 
education program that grants a minimum of 64 hours of continuing nursing education contact hours from 
an accredited provider 

OR 
Have successfully completed a combined adult/adolescent/pediatric sexual assault nurse examiner 
education program that comprises a minimum of 64 hours of academic coursework or the national 
equivalent from an accredited educational institution. 

NOTE: All education programs must be from a single educational offering and follow the content outline contained in the 
most current edition of the IAFN Sexual Assault Nurse Examiner Education Guidelines; 

AND 
4. Have successfully completed a sexual assault nurse examiner clinical preceptorship as outlined in the 

most current edition of the IAFN Sexual Assault Nurse Examiner Education Guidelines; 
NOTE: If the application is selected for audit, an applicant who holds the SANE-A credential may be asked to provide 
proof of current SANE-A certification rather than documentation of clinical preceptorship in adolescent practice; 
 AND 

5. Have practiced 5 as a sexual assault nurse examiner for a minimum of 300 hours within the past 3 years. At 
least 200 of those 300 hours must comprise SANE-related practice that is focused on the prepubertal 
patient population. 

NOTE: If the application is selected for audit, the applicant will be asked to submit documentation of completion of their 
SANE training program and SANE-related practice hours. 
 

 

4 Applicants who do not have a US RN license must have completed a post-secondary nursing education program that 
includes classroom instruction and clinical practice in medical, surgical, obstetric, pediatric, and psychiatric nursing. To 
confirm eligibility, these applicants may be asked to provide a transcript from their nursing education program. 
 
5 Practice includes any combination of the following activities: 

• Providing direct patient care as a SANE 
• Taking on-call shifts to respond to patients as a SANE (even if not seeing a patient) 
• Teaching/precepting SANEs 
• Providing consultation on SANE issues/cases 
• Participating in peer review of SANE cases. 
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DEADLINES AND FEE 
SCHEDULE 

 IAFN 
Member 
Application 
Fee 

 
Non-Member 
Application 
Fee 

Int’l* 
Member 
Application 
Fee 

Int’l*  
Non-Member  
Application 
Fee 

February 4, 2021:  for the 
April 2021 Exam 

 
$275 

 
$425 

 
$350 

 
$475 

July 8, 2021:  for the 
September 2021 Exam 

 
$275 

 
$425 

 
$350 

 
$475 

February 5–11/July 9–15:  for 
the April and September 2021 
Exams (includes $150 late-filing 
fee) 

 
$425 

 
$575 

 
$500 

 
$625 

 
*International=residence outside the US or Canada 

 
The application must be RECEIVED in the Association’s home office by 11:59 PM ET on the deadline date. No 
application will be accepted after the late-filing deadline. 
 
You may remit payment via credit card by paying online (preferred), personal check, money order, or certified 
check. If a check is returned for insufficient funds, you will be required to pay a $45 returned-check fee. 
Following a returned check, any fees you remit must be by money order, certified check, or credit card. 
 
REFUND POLICY 
 
All application fees are nonrefundable and nontransferable to another applicant. In the event you are found 
ineligible to test, the application fee minus a processing fee of $100 may be refunded upon request.  

 
 

ONLINE APPLICATION 
 
Plan to remit payment by credit card when you apply at IAFN’s Take the Exam web page. 

 
 

COMPLETING THE APPLICATION 
• Apply for the exam using the name on the government-issued photo identification that you will use 

to be admitted to the testing center. If the first and last names on your application do not exactly 
match the name on your government-issued identification, you will not be permitted to test. The 
name you provide will also be used on any certificates. 

 
• Complete all sections/fields of the application. If your application is incomplete, you will be notified 

once via email and/or phone about what you must do to complete the application and the time 
frame in which to complete it. Only completed applications will be processed. 

 
• Include a valid, personal (not work) email address to ensure confidential communication about 

your certification exam status and receipt of important exam information from the scantron.com 
domain.  

https://www.forensicnurses.org/page/CertExam
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• If you are applying to take both the SANE-A and SANE-P certification examinations during the same 
testing window, you must submit a separate application for each exam. 

 
After submitting your application, you will receive a notice confirming that your application has been 
submitted. Please check your inbox and spam box for this notice. 
 
 
AUDIT PROCESS 
 
To maintain the credibility and integrity of the certification process, the CFNC reserves the right to verify any 
information provided on your application. Requests for verification may be made prior to determination of 
your eligibility to sit for the exam. 
 
To ensure that all requirements are met, the CFNC audits 10% of the certification exam applications. Every 
10th exam application that is submitted is selected for random audit; however, applications that are 
submitted with missing/incomplete/possibly inaccurate information may prompt a targeted audit. In the 
event the CFNC becomes aware that an application may contain information suggesting ineligibility, it may 
conduct a targeted audit at any point in the certification examination review application process. 
 
If your application is selected for audit, you will receive an email with instructions and a deadline for 
submitting documentation to verify your SANE training program and your SANE-related practice hours. 
 
 
NOTICE OF INELIGIBILITY TO TEST 
 
In the event your application does not meet the exam eligibility requirements, you will be contacted by phone 
and receive a follow-up confidential email with an attached letter, which outlines the reason(s), refund policy, 
and appeals process. 
 
 

Scheduling the Exam 
 
 
SCHEDULING PROCESS 
 
To access the list of testing center sites, please visit Test Site Cities: 
https://www.scantron.com/programs/international-association-of-forensic-nurses/ 
 
Approximately 30 days before the start of the testing window, Scantron will email a notice to schedule (NTS) 
your examination to the email address you listed on your exam application. Ensure in advance that your 
email program will accept emails from the Scantron.com domain. 
 
On or soon after March 1 (April exam) and on or soon after August 1 (September exam), check IAFN’s 
SANE Certification Central web page. IAFN posts the date that Scantron sends your NTS email. 
 
Your NTS email will contain the phrase “Notice to Schedule” and will be sent from 
candidatesupport@Scantron.com. Be sure to check your inbox and spam box for this email. If you 
cannot locate the email, promptly contact: certification@Forensicnurses.org 
 
The NTS email will provide a URL address and a username/password for you to access Scantron’s online 
scheduling system. Once you log on, you will be asked to submit a preferred testing date and location from 
the list of available dates and sites. You are permitted to schedule your exam only during the designated 
30-day testing window. 

https://www.scantron.com/test-site-cities/
https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.forensicnurses.org/page/Certification
mailto:certification@Forensicnurses.org
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You must log on and submit your scheduling request at least 2 days prior to your preferred testing date. 
Seats are available on a first-come, first-served basis, so seating will become more limited near the middle 
and end of the testing window.  
 
If you fail to schedule your exam at least 2 days before the end of the testing window and are unable to test, 
you will forfeit your examination application fees. 

 
After approving your preferred test date and location, Scantron will send you an email confirmation notice 
that provides the exact test date, time, and location. If you do not receive this confirmation within 24 hours 
of scheduling your exam, call Scantron immediately.  
 
You must print your email confirmation notice and bring it with you to the testing center. 

 
 
REASONABLE ACCOMMODATIONS 
 
Reasonable accommodations provide candidates who speak English as a second language (ESL) and/or have 
a disability a fair and equal opportunity to demonstrate their knowledge and skill in the essential functions 
that the is designed to measure; these accommodations do not include steps that fundamentally alter the 
purpose or nature of the examination. 
 
Reasonable accommodations generally are provided for candidates who have ESL status and/or a physical or 
mental impairment that substantially limits that person in one or more major life activities (e.g., walking, 
talking, hearing, performing manual tasks); have a record of such physical or mental impairment; or are 
regarded as having a physical or mental impairment. 
 
Reasonable accommodations are based on the individual’s specific request, ESL status and/or disability, 
submitted documentation, and the appropriateness of the request. To obtain the form to apply for 
reasonable accommodations, contact: certification@forensicnurses.org 
 
You must submit a written request to the Association at least 45 days prior to the testing date. Your request 
shall include documentation from an appropriate professional (on the professional’s letterhead), which 
identifies your status and/or diagnosis of disability as well as the specific recommendations for 
accommodations. 

 
 
RESCHEDULING 
 
Using the online scheduling system, you may reschedule a testing session up to 2 business days in advance of 
your scheduled testing appointment. Rescheduling requests are not accepted less than 2 days prior to your 
scheduled testing appointment. You may reschedule for later in the testing window (time/availability 
permitting).  
 
To reschedule, Scantron charges a nonrefundable fee for all candidates, which you must pay by credit card at 
the time of the request. 
 
If you fail to appear for your testing appointment or you do not reschedule your exam at least 2 business 
days in advance of your scheduled testing appointment, you will forfeit your examination application fees. 

 
 
CANCELLATIONS 
 
Cancellations of applications are not accepted after the final application deadline. 

mailto:certification@forensicnurses.org
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Preparing for the Exam 
 
 
PREPARING FOR COMPUTER-BASED TESTING 
 
To familiarize yourself with the computer-based testing, Scantron offers a free, online tutorial of testing 
instructions and a sample test: https://www.scantron.com/programs/international-association-of-forensic-nurses/ 

 
You may access the online sample test and tutorial anytime, anywhere, through any computer that has 
Internet access. The sample test is not intended to be a review of the SANE-A or SANE-P examination 
content. 

 
 
PREPARING FOR THE EXAM CONTENT 
 
A certification examination is based on an explicit set of competency statements that are determined through 
a job analysis study of current practitioners. The competency statements in the current examinations are 
based on job analysis studies that the Association completed for the SANE-A and SANE-P exams in 2017–
2018. 

The competency statements are organized into different content areas or domains, each with a percentage 
weight. The percentage reflects how much of that content area will be included on every exam. 

 
Each SANE examination contains up to 200 questions (150 scored and up to 50 unscored or pretest items) 
written within the framework of the nursing process. You will be permitted 4 hours to complete the SANE-A or 
SANE-P examination. 

 
To prepare for the exam content, you are strongly encouraged to: 

 
• Study the test content outline for your intended examination 

 
• Familiarize yourself with the resources on the reference list for your intended exam 

 
• Consider enrolling in or embarking on a SANE-A or a SANE-P preparation course or study program 

that meets your learning needs 
 
• View live and/or archived nursing professional education (e.g., webinars) addressing SANE content 

 
• Access and test yourself with practice items 

 

• Review test-taking tips: https://www.scantron.com/programs/international-association-of-forensic-nurses/ 
 

• Practice techniques for managing test anxiety if you find this is an issue for you: 
https://www.scantron.com/programs/international-association-of-forensic-nurses/ 
 
 

For more information, see IAFN’s Study for the SANE Exam web page.  

https://www.scantron.com/testing-instructions/
https://www.scantron.com/testing-instructions/
https://www.scantron.com/preparing-for-your-test/
https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.scantron.com/wp-content/uploads/2019/07/Test-Taking-Tips_2019.pdf
https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.scantron.com/wp-content/uploads/2019/07/managing-test-anxiety_2019.pdf
https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.forensicnurses.org/page/StudySANE
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SANE-A® Test Content Outline 
 

Domain 1: Assessment and Documentation                                                            
32% 

0101 
Identify urgent/emergent medical problems (e.g., strangulation, head injury, wounds, 
drug/alcohol intoxication) that require medical treatment prior to and/or during the medical 
forensic examination. 

0102 
Assess safety needs of the patient (e.g., bed rails, medical equipment, environment, patient 
identity) and implement safety measures during the SANE evaluation. 

0103 Identify the acute and long-term emotional and psychological response (e.g., 
neurobiological, suicidal ideation, post-traumatic stress disorder) to sexual assault. 

0104 Obtain and document the health history (e.g., medical, psychosocial, developmental). 
0105 Obtain and document the sexual assault history. 
0106 Assess the patient for indicators of alcohol- and/or drug-facilitated sexual assault. 
0107 Assess the patient’s level of development (e.g., physical, psychological, cognitive). 
0108 Assess the patient for sexually transmitted infections and/or exposure risk. 
0109 Assess the patient for pregnancy and/or pregnancy risk. 
0110 Assess the patient’s immunization status (e.g., tetanus, hepatitis B, HPV). 

0111 Conduct a comprehensive head-to-toe physical assessment and document findings (e.g., 
narrative, diagrammatic). 

0112 Assess orifices involved in the sexual assault for trauma by using appropriate methods or 
adjuncts (e.g., speculum, anoscope, magnification, toluidine blue dye, catheter technique). 

0113 Distinguish trauma from normal and abnormal physical findings. 
0114 Complete photographic documentation by using principles of forensic photography. 
Domain 2: Evidence Collection                                                                                
18% 

0201 Identify items for evidence collection based on the circumstances or events (e.g., time 
frame, orifices involved, body contact). 

0202 
Collect biological and trace specimens from involved orifices and other body areas of 
contact by using appropriate methods or adjuncts (e.g., alternate light sources, toxicology 
kits, sexual assault evidence kits). 

0203 Collect reference samples (e.g., blood, buccal swab) for the patient's DNA.  

0204 Preserve forensic sample integrity (e.g., knowledge of biological degradation, chain of 
custody). 

0205 Document clothing and biological and trace specimens collected. 
Domain 3: Patient Management                                                                               
28% 

0301 Utilize appropriate communication resources (e.g., interpreters, technology, translation 
services) based on the patient’s needs. 

0302 Provide crisis intervention to the patient and family members/caregivers. 
0303 Provide the patient with developmentally appropriate control and consent. 
0304 Conduct the medical forensic examination by using trauma-informed care principles. 

0305 Modify and document examination techniques (e.g., positioning) based on the patient’s 
specific needs (e.g., variations in anatomy, physical/cognitive impairments). 

0306 Educate the patient about transmission of sexually transmitted infections. 

0307 Educate the patient about testing, prophylaxis, and treatment for sexually transmitted 
infections. 

0308 
Administer testing, prophylaxis, and treatment for sexually transmitted infections as 
indicated. 

0309 Educate the patient on pregnancy risks and emergency contraception. 
0310 Administer pregnancy testing and emergency contraception as indicated. 
0311 Educate the patient about actions and side effects of prophylactic medications. 
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0312 Consult with or refer to other healthcare providers regarding medical problems identified. 
0313 Refer the patient for follow-up counseling, support, and/or advocacy services. 
0314 Create discharge and safety plans (i.e., intimate partner violence). 

0315 
Conduct follow-up based on medical forensic needs (e.g., wound healing, photography, 
lab results). 

Domain 4: Legal Issues and the Judicial Process                                                      
10% 

0401 Adhere to applicable mandatory reporting requirements as appropriate (e.g., vulnerable 
persons, injuries, reportable infections, minors). 

0402 
Respond to subpoenas and court orders for judicial proceedings (e.g., civil, criminal, 
administrative). 

0403 Testify as a fact or expert witness for the prosecution or defense. 
0404 Provide ethical and professional testimony (e.g., objective, evidence-based, accurate). 
Domain 5: Professional Practice                                                                                
12%  

0501 
Implement safety measures (e.g., physical, environmental, equipment) for the safety of the 
SANE during and after the medical forensic examination. 

0502 Implement principles of confidentiality (e.g., privacy laws, release of information, restricted 
vs. nonrestricted reporting). 

0503 Implement principles of informed consent and informed refusal. 

0504 
Evaluate and utilize current evidence-based practice (e.g., research, professional 
development, guidelines). 

0505 Participate in peer review, case review, and quality improvement processes. 
0506 Implement strategies to collaborate with interprofessional team members. 
0507 Identify risks, prevention, and interventions for vicarious trauma. 

0508 Incorporate ethical principles in professional practice (i.e., autonomy, beneficence, 
nonmalfeasance, justice). 

 

SANE-A® Reference List 
This reference list contains recommended resources to assist you in preparing for the certification examination. This list is not all-inclusive; other 
references may help you to study, including information in the Journal of Forensic Nursing and other peer-reviewed journals. 
 
Alexander, R., & Harper, N. S. (2019). Medical response to child sexual abuse: A resource for professionals working 

with children and families (2nd ed.). St. Louis, MO: STM Learning Inc. 
 
American Nurses Association & International Association of Forensic Nurses. (2017). Forensic nursing: Scope and 

standards of practice (2nd ed.). Silver Spring, MD: Nursesbooks.org. 
 
Centers for Disease Control & Prevention. (2016). Updated guidelines for antiretroviral postexposure prophylaxis 

after sexual, injection drug use, or other nonoccupational exposure to HIV—United States, 2016. Atlanta, 
GA: CDC. https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf 

 
Hammer, R. M., Moynihan, B., & Pagliaro, E. M. (2013). Forensic nursing: A handbook for practice (2nd ed.). 

Sudbury, MA: Jones & Bartlett Learning, LLC. 
 
International Association of Forensic Nurses. (2013). Atlas of sexual violence. T. Henry (Ed.). St. Louis, MO: Mosby.  
 
International Association of Forensic Nurses. (2018). Sexual assault nurse examiner (SANE) education guidelines. 

Elkridge, MD: IAFN. https://www.forensicnurses.org/page/EducationGuidelinesAccess  
 

Ledray, L. E., & Burgess, A. W. (2019). Medical response to adult sexual assault: A resource for clinicians and 
related professionals (2nd ed.). St. Louis, MO: STM Learning Inc.  

https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://cdn.ymaws.com/www.forensicnurses.org/resource/resmgr/education/2018_sane_edguidelines.pdf
https://www.forensicnurses.org/page/EducationGuidelinesAccess
https://www.forensicnurses.org/page/EducationGuidelinesAccess
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Lynch, V. A., & Duval, J. B. (2011). Forensic nursing science (2nd ed.). St. Louis, MO: Mosby. 
 
Mezey, G. C., & King, M. B., eds. (2000). Male victims of sexual assault (2nd ed.). New York, NY: Oxford University 

Press. 
 
National Sexual Violence Resource Center. (2018). Sexual assault response team (SART) toolkit (2nd ed.). 

Harrisburg, PA: NSVRC. https://www.nsvrc.org/sarts/toolkit 
 
Panel on Antiretroviral Guidelines for Adults and Adolescents. (2019). Guidelines for the use of antiretroviral agents 

in adults and adolescents living with HIV. Washington, DC: Department of Health and Human Services. 
https://clinicalinfo.hiv.gov/sites/default/files/guidelines/documents/AdultandAdolescentGL.pdf 

 
Price, B., & Maguire, K. (2016). Core curriculum for forensic nursing. Philadelphia, PA: Lippincott Wolters Kluwer. 
 
US Department of Justice, Office of Justice Programs, National Institute of Justice. (2017). National best 

practices for sexual assault kits: A multidisciplinary approach. Washington, DC: US Department of Justice, 
Office of Justice Programs. https://www.ncjrs.gov/pdffiles1/nij/250384.pdf 

 
US Department of Justice, Office of Justice Programs, Office for Victims of Crime. (2018). SANE program 

development and operation guide. National Institute of Justice. Washington, DC: US Department of 
Justice, Office of Justice Programs. https://www.ovcttac.gov/saneguide/introduction/ 

 
US Department of Justice, Office on Violence Against Women. (2013). A national protocol for sexual assault 

medical forensic examinations: Adults/adolescents (2nd ed.). Washington, DC: US Department of Justice, 
Office on Violence Against Women. https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf 

 
Workowski, K. A., & Bolan, G. A., Centers for Disease Control & Prevention. (2015). Sexually transmitted diseases 

treatment guidelines, 2015. Morbidity & Mortality Weekly Report, 64(RR-03), 1-137. www.cdc.gov 
 
World Health Organization (WHO). (2003). Guidelines for medico-legal care for victims of sexual violence. Geneva, 

Switzerland: WHO Press. http://apps.who.int/iris/bitstream/10665/42788/1/924154628X.pdf 
 
World Health Organization (WHO). (2003). Guidelines for the management of sexually transmitted infections. 

Geneva, Switzerland: WHO Press. http://apps.who.int/iris/bitstream/10665/42782/1/9241546263_eng.pdf 
 
World Health Organization (WHO). (2017). Policy brief: Consolidated guidelines on HIV prevention, diagnosis, 

treatment and care for key populations--2016 update. Geneva, Switzerland: WHO Press. 
http://apps.who.int/iris/bitstream/10665/258967/1/WHO-HIV-2017.05-eng.pdf?ua=1 

 
World Health Organization (WHO). (2016). WHO guidelines for the treatment of Chlamydia trachomatis. Geneva, 

Switzerland: WHO Press. https://apps.who.int/iris/bitstream/handle/10665/246165/9789241549714-
eng.pdf?sequence=1 

 
World Health Organization (WHO). (2016). WHO guidelines for the treatment of Neisseria gonorrhoeae. 

Geneva, Switzerland: WHO Press. https://apps.who.int/iris/bitstream/handle/10665/246114/9789241549691-
eng.pdf?sequence=1 

 
World Health Organization (WHO). (2016). WHO guidelines for the treatment of Treponema pallidum (syphilis). 

Geneva, Switzerland: WHO Press. https://apps.who.int/iris/bitstream/handle/10665/249572/9789241549806-
eng.pdf?sequence=1 

 
World Health Organization (WHO) & United Nations Office of Drugs & Crime (UNODC). (2015). Strengthening the 

medico-legal response to sexual violence. Geneva, Switzerland: WHO Press. 
https://www.unodc.org/documents/publications/UNODC_WHO_Sexual_Violence_toolkit_eng.pdf  
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https://www.nsvrc.org/sarts/toolkit
https://www.nsvrc.org/sarts/toolkit
https://clinicalinfo.hiv.gov/sites/default/files/guidelines/documents/AdultandAdolescentGL.pdf
https://clinicalinfo.hiv.gov/sites/default/files/guidelines/documents/AdultandAdolescentGL.pdf
https://www.ncjrs.gov/pdffiles1/nij/250384.pdf
https://www.ncjrs.gov/pdffiles1/nij/250384.pdf
https://www.ncjrs.gov/pdffiles1/nij/250384.pdf
https://www.ovcttac.gov/saneguide/introduction/
https://www.ovcttac.gov/saneguide/introduction/
https://www.ovcttac.gov/saneguide/introduction/
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf
https://www.cdc.gov/std/tg2015/tg-2015-print.pdf
https://www.cdc.gov/std/tg2015/tg-2015-print.pdf
http://www.cdc.gov/
http://apps.who.int/iris/bitstream/10665/42788/1/924154628X.pdf
http://apps.who.int/iris/bitstream/10665/42788/1/924154628X.pdf
http://apps.who.int/iris/bitstream/10665/42782/1/9241546263_eng.pdf
http://apps.who.int/iris/bitstream/10665/42782/1/9241546263_eng.pdf
http://apps.who.int/iris/bitstream/10665/258967/1/WHO-HIV-2017.05-eng.pdf?ua=1
http://apps.who.int/iris/bitstream/10665/258967/1/WHO-HIV-2017.05-eng.pdf?ua=1
http://apps.who.int/iris/bitstream/10665/258967/1/WHO-HIV-2017.05-eng.pdf?ua=1
https://apps.who.int/iris/bitstream/handle/10665/246165/9789241549714-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/246165/9789241549714-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/246165/9789241549714-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/246114/9789241549691-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/246114/9789241549691-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/246114/9789241549691-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/249572/9789241549806-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/249572/9789241549806-eng.pdf?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/249572/9789241549806-eng.pdf?sequence=1
https://www.unodc.org/documents/publications/UNODC_WHO_Sexual_Violence_toolkit_eng.pdf
https://www.unodc.org/documents/publications/UNODC_WHO_Sexual_Violence_toolkit_eng.pdf
https://www.unodc.org/documents/publications/UNODC_WHO_Sexual_Violence_toolkit_eng.pdf
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SANE-P® Test Content Outline 
 

Domain 1: Assessment and Documentation                                                             
34% 

0101 
Identify urgent/emergent medical problems (e.g., strangulation, head injury, wounds, 
drug/alcohol intoxication) that require medical treatment prior to and/or during the medical 
forensic examination. 

0102 Assess safety needs of the patient (e.g., bed rails, medical equipment, environment, patient 
identity) and implement safety measures during the SANE evaluation. 

0103 
Identify the acute and long-term emotional and psychological response (e.g., 
neurobiological, suicidal ideation, post-traumatic stress disorder) to sexual assault/abuse. 

0104 Obtain and document the health history (e.g., medical, psychosocial, developmental, 
behavioral). 

0105 Obtain and document the sexual assault/abuse history. 
0106 Assess the patient for indicators of alcohol- and/or drug-facilitated sexual assault/abuse. 

0107 
Assess the patient’s level of development (e.g., physical, psychological, cognitive, sexual 
maturation). 

0108 Assess the patient for sexually transmitted infections and/or exposure risk. 
0109 Assess the patient for pregnancy and/or pregnancy risk. 
0110 Assess the patient’s immunization status (e.g., tetanus, hepatitis B, HPV). 

0111 Conduct a comprehensive head-to-toe physical assessment and document findings (e.g., 
narrative, diagrammatic). 

0112 
Assess orifices involved in the sexual assault/abuse for trauma by using appropriate 
methods or adjuncts (e.g., speculum, anoscope, magnification, toluidine blue dye, catheter 
technique, positioning). 

0113 Distinguish trauma from normal and abnormal physical findings (e.g., normal variances, 
mimics of abuse). 

0114 Complete photographic documentation by using principles of forensic photography. 
Domain 2: Evidence Collection                                                                                 
14% 

0201 Identify items for evidence collection based on the circumstances or events (e.g., time 
frame, orifices involved, body contact). 

0202 
Collect biological and trace specimens from involved orifices and other body areas of 
contact by using appropriate methods or adjuncts (e.g., alternate light sources, toxicology 
kits, sexual assault evidence kits). 

0203 Collect reference samples (e.g., blood, buccal swab) for the patient's DNA. 

0204 Preserve forensic sample integrity (e.g., knowledge of biological degradation, chain of 
custody) 

0205 Document clothing and biological and trace specimens collected. 
Domain 3: Patient Management                                                                               
30% 

0301 Utilize appropriate communication resources (e.g., interpreters, technology, translation 
services) based on patient and/or caregiver needs. 

0302 Provide crisis intervention to the patient and family members/caregivers. 
0303 Provide the patient with developmentally appropriate control and consent. 
0304 Conduct the medical forensic examination by using trauma-informed care principles. 

0305 
Modify and document examination techniques (e.g., positioning) based on the patient’s 
specific needs (e.g., variations in anatomy, physical/cognitive impairments). 

0306 Educate the patient and/or caregiver about transmission of sexually transmitted infections. 

0307 Educate the patient and/or caregiver about testing, prophylaxis, and treatment for sexually 
transmitted infections. 



©2021 International Association of Forensic Nurses           CERTIFICATION EXAMINATION HANDBOOK 2021              15  

0308 Administer testing, prophylaxis, and treatment for sexually transmitted infections as 
indicated. 

0309 Educate the patient and/or caregiver on pregnancy risks and emergency contraception. 
0310 Administer pregnancy testing and emergency contraception as indicated. 

0311 
Educate the patient and/or caregiver about actions and side effects of prophylactic 
medications. 

0312 Consult with or refer to other healthcare providers regarding medical problems identified. 

0313 Refer the patient and/or caregiver for follow-up counseling, support, and/or advocacy 
services. 

0314 Create discharge and safety plans (i.e., intimate partner violence). 

0315 
Conduct follow-up based on medical forensic needs (e.g., wound healing, photography, 
lab results). 

Domain 4: Legal Issues and the Judicial Process                                                     
10% 
0401 Adhere to applicable mandatory reporting requirements as appropriate. 

0402 Respond to subpoenas and court orders for judicial proceedings (e.g., civil, criminal, 
administrative). 

0403 Testify as a fact or expert witness for the prosecution or defense. 
0404 Provide ethical and professional testimony (e.g., objective, evidence-based, accurate). 
Domain 5: Professional Practice                                                                              
12% 

0501 Implement safety measures (e.g., physical, environmental, equipment) for the safety of the 
SANE during and after the medical forensic examination. 

0502 Implement principles of confidentiality (e.g., privacy laws, release of information). 
0503 Implement principles of informed consent/assent and informed refusal. 

0504 Evaluate and utilize current evidence-based practice (e.g., research, professional 
development, guidelines). 

0505 Participate in peer review, case review, and quality improvement processes. 
0506 Implement strategies to collaborate with interprofessional team members. 
0507 Identify risks, prevention, and interventions for vicarious trauma. 

0508 
Incorporate ethical principles into professional practice (i.e., autonomy, beneficence, 
nonmalfeasance, justice). 

 

SANE-P® Reference List 
This reference list contains recommended resources to assist you in preparing for the certification examination. This list is not all-inclusive; 
other references may help you to study, including information in the Journal of Forensic Nursing and other peer-reviewed journals. 
 
Alexander, R., & Harper, N. S. (2019). Medical response to child sexual abuse: A resource for professionals working 

with children and families (2nd ed.). St. Louis, MO: STM Learning Inc. 
 
American Nurses Association & International Association of Forensic Nurses. (2017). Forensic nursing: Scope 

and standards of practice (2nd ed.). Silver Spring, MD: Nursesbooks.org. 
 
American Professional Society on the Abuse of Children. (2018). The APSAC handbook on child maltreatment (4th 

ed.). J. Bart Klika & J. R. Conte (Eds.). Thousand Oaks, CA: Sage Publications. 
 
Centers for Disease Control & Prevention. (2016). Updated guidelines for antiretroviral postexposure 

prophylaxis after sexual, injection drug use, or other nonoccupational exposure to HIV—United States, 
2016. Atlanta, GA: CDC. https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf 

 
Clements, P. T., Burgess, A. W., Fay-Hillier, T. M., & Giardino, A. P. (2015). Nursing approach to the evaluation 

of child maltreatment (2nd ed.). St. Louis, MO: STM Learning Inc. 
 
 

https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
https://www.cdc.gov/hiv/pdf/programresources/cdc-hiv-npep-guidelines.pdf
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Giardino, A. P., & Alexander, R. (2005). Child maltreatment: A clinical guide and photographic reference 

(3rd ed.). St. Louis, MO: GW Medical Publishing. 
 
International Association of Forensic Nurses. (2013). Atlas of sexual violence. T. Henry (Ed.). St. Louis, MO: 

Mosby.  
 
International Association of Forensic Nurses. (2018). Sexual assault nurse examiner (SANE) education guidelines. 

Elkridge, MD: IAFN. https://www.forensicnurses.org/page/EducationGuidelinesAccess  
 
Jenny, C. (2011). Child abuse and neglect: Diagnosis, treatment and evidence. Philadelphia, PA: Saunders. 
 
Lynch, V. A., & Duval, J. B. (2011). Forensic nursing science (2nd ed.). St. Louis, MO: Mosby. 
 
National Sexual Violence Resource Center. (2018). Sexual assault response team (SART) toolkit (2nd ed.). Harrisburg, 

PA: NSVRC. https://www.nsvrc.org/sarts/toolkit 
 
Panel on Antiretroviral Guidelines for Adults and Adolescents. (2019). Guidelines for the use of antiretroviral agents in 

adults and adolescents living with HIV. Washington, DC: Department of Health and Human Services. 
https://clinicalinfo.hiv.gov/sites/default/files/guidelines/documents/AdultandAdolescentGL.pdf 

 
Price, B., & Maguire, K. (2016). Core curriculum for forensic nursing. Philadelphia, PA: Lippincott Wolters Kluwer. 
 
US Department of Justice, Office of Justice Programs, National Institute of Justice. (2017). National best 

practices for sexual assault kits: A multidisciplinary approach. Washington, DC: US Department of Justice, 
Office of Justice Programs. https://www.ncjrs.gov/pdffiles1/nij/250384.pdf 

 
US Department of Justice, Office of Justice Programs, Office for Victims of Crime. (2018). SANE program 

development and operation guide. National Institute of Justice. Washington, DC: US Department of Justice, 
Office of Justice Programs. https://www.ovcttac.gov/saneguide/introduction/ 

 
US Department of Justice, Office on Violence Against Women. (2013). A national protocol for sexual assault 

medical forensic examinations: Adults/adolescents (2nd ed.). Washington, DC: US Department of 
Justice, Office on Violence Against Women. https://www.ncjrs.gov/pdffiles1/ovw/241903.pdf 

 
US Department of Justice, Office on Violence Against Women. (2016). A national protocol for sexual assault medical 

forensic examinations: Pediatric. Washington, DC: US Department of Justice, Office on Violence Against 
Women. https://www.justice.gov/ovw/file/846856/download     

 
Workowski, K. A., & Bolan, G. A., Centers for Disease Control & Prevention. (2015). Sexually transmitted diseases 

treatment guidelines, 2015. Morbidity & Mortality Weekly Report, 64(RR-03), 1-137. www.cdc.gov 
 
World Health Organization (WHO). (2003). Guidelines for medico-legal care for victims of sexual violence. 

Geneva, Switzerland: WHO Press. http://apps.who.int/iris/bitstream/10665/42788/1/924154628X.pdf 
 
World Health Organization (WHO). (2017). Policy brief: Consolidated guidelines on HIV prevention, diagnosis, 

treatment and care for key populations--2016 update. Geneva, Switzerland: WHO Press. 
http://apps.who.int/iris/bitstream/10665/258967/1/WHO-HIV-2017.05-eng.pdf?ua=1 
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Taking the Exam 
 
 

BEFORE LEAVING FOR THE TESTING SITE 
 

• Read the Test Day Instructions:  
https://www.scantron.com/programs/international-association-of-forensic-nurses/ 
 

• Locate, print out, and bring the email confirmation notice Scantron sent you that specifies your 
testing location, the time that you need to arrive at the testing center, and the list of items you 
need to bring. 

 
• Plan to arrive at the testing center at least 15 minutes before the start of the testing session. If you 

arrive late for the testing session, you will not be permitted to test. 
 
 

TO BE ADMITTED INTO THE TESTING SITE 
 

• Submit your email confirmation notice to the proctor. 
 

• Bring a current photo identification (ID) with signature. You will not be admitted without this. 
 

o Acceptable forms of ID: driver’s license, passport, or government-issued ID card 
with photograph. 

 
o Unacceptable forms of ID: gym membership card, warehouse membership card, school ID 

card, credit card, ID card with no photograph, etc. 
 

• Your first and last name on the confirmation notice must match exactly the first and last name on 
your ID card. 

 
• If your last name is hyphenated, the last name on your ID card and on your email confirmation 

notice both must be hyphenated for you to be admitted into the testing center. Presenting 
documentation at the testing center regarding a name change (e.g., a marriage license) is not 
acceptable. 

 
• Report on time. 

 
 
CLOSURE OF THE TESTING SITE DUE TO INCLEMENT WEATHER OR OTHER 
EMERGENCY 

 
Scantron takes best efforts to keep testing centers open regardless of weather conditions. However, a testing 
site may need to temporarily close due to inclement weather or other emergencies. If you are experiencing 
inclement weather in your area on or around your scheduled testing date, please access the Site Closures and 
Delays listing: https://www.scantron.com/programs/international-association-of-forensic-nurses/ 

 

https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.scantron.com/programs/international-association-of-forensic-nurses/
https://www.scantron.com/site-closures-delays/
https://www.scantron.com/site-closures-delays/
https://www.scantron.com/programs/international-association-of-forensic-nurses/
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After the Exam 
COMPLAINTS ABOUT YOUR EXAM PROCESS 
 
If you experience problems with the examination process at the testing center, please let the testing center 
know. After you complete your exam, ask the proctor to bring up the comment screen so you may document 
your concerns about your testing center experience.  

In addition, within 30 days of your testing date, please call or submit a complaint in writing via email to the 
CFNC c/o the Certification Director, who may forward the information to Scantron with a request to 
undertake an investigation. You will be notified promptly when Scantron returns the results of its 
investigation. 
 
 

NOTIFICATION ABOUT YOUR EXAM RESULTS 
 
IAFN will post all notices and updates about the exam results on IAFN’s SANE Certification Central web page. 
The CFNC endorses key verification, which allows the testing vendor’s psychometrician the time to analyze the 
statistical performance of the items prior to release of the exam results.  
 
Exam results typically arrive 6–8 weeks after the close of the testing window (i.e., late June or late 
November). 
 
If you achieve a passing score, your name will appear in the publicly available IAFN-Certified Nurses registry 
(SANE-A; SANE-P). You will also receive a certification packet from the Association, mailed to the address listed 
on your exam application. In the event you do not achieve a passing score, you will receive a confidential email 
sent to the email address listed on your exam application. That email will contain information about retesting 
and an attached score report, which will provide general feedback about your performance in each test domain. 
 
 

USE OF THE CREDENTIALS 
 
After achieving a passing score on the exam, you may use the designated credential in all correspondence 
and professional relations. The credential is typically placed after your name, following any academic 
degrees and licensure (e.g., Mary Smith, BSN, RN, SANE-A). If you have earned both the SANE-A and the 
SANE-P credentials, list them separately (e.g., Mary Smith, BSN, RN, SANE-A, SANE-P). You may use the 
credential as long as the certification remains valid, which is 3 years, barring disciplinary action. For more 
information on how to list your credentials, please see IAFN’s Use of Credentials web page. 
 
 

NONDISCRIMINATION POLICY 
 
The Association, the CFNC, and Scantron do not discriminate against any applicant or candidate for 
certification on the basis of race, color, creed, age, sex, national origin, country of residence, religion, 
disability, marital status, parental status, ancestry, sexual orientation, military discharge status, source of 
income, or otherwise as may be prohibited by federal and state law. Applicants/candidates for certification will 
be judged solely on the criteria determined by the CFNC. 
 
 

APPEALS PROCESS 
 
You have the right to appeal if you are deemed ineligible to sit for the examination and believe that a violation 
of CFNC policy may have contributed. You must submit your appeal in writing to the CFNC c/o the 
Certification Director within 30 days of your receipt of the determination of ineligibility. Your letter should 
outline the reason for your appeal. A reasonable administrative fee may be imposed. If the issue cannot be 
resolved, the CFNC will review the appeal and render a decision. The applicant will be notified of the CFNC’s 
decision within 2 months of the appeal submission. The decision of the CFNC is final. 

https://www.forensicnurses.org/page/Certification
https://www.forensicnurses.org/search/custom.asp?id=2093
https://www.forensicnurses.org/search/custom.asp?id=2096
https://www.forensicnurses.org/page/Credentials
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DISCIPLINARY AND COMPLAINTS POLICY 
In the event a certification candidate or certificant violates the CFNC certification requirements and/or 
policies, the CFNC may issue a reprimand, which may include revocation of the individual’s certification. The 
grounds for sanctions under these procedures may include, but are not necessarily limited to: 

 
• Any restrictions on the general or registered nursing license, such as revocation, suspension, 

probation, or other sanctions by a recognized nursing authority; 

• Violation of established CFNC requirements and/or policies; 

• Conviction of a felony or other crime of moral turpitude under federal or state law in a matter 
related to the practice of, or qualifications for, forensic nursing; 

• Gross negligence or willful misconduct in the performance of SANE-A and/or SANE-P 
professional services, or other unethical or unprofessional conduct based on the formal 
determination of a licensing body; 

• Fraud, falsification, or misrepresentation in an initial application or renewal application for 
certification; 

• Falsification of any material information requested by the CFNC; 

• Misrepresentation of SANE-A and/or SANE-P status; or 

• Cheating on any SANE-A and/or SANE-P certification examination. 
 

Actions taken under this policy do not constitute enforcement of the law, although referral to appropriate 
federal, state, or local government agencies may be made about the conduct of a certification candidate or 
certificant in appropriate situations. 

 
 
Contact Information 

CFNC c/o International Association of Forensic Nurses  
6755 Business Parkway, Ste 303  
Elkridge, MD 21075  
p 410.626.7805  
f 410.626.7804  
certification@ForensicNurses.org  
www.ForensicNurses.org 
 
Scantron (once accepted for testing) 
6001 Hospitality Court, Ste 100 
Morrisville, NC 27560 
p 919.572.6880 
f 919.361.2426 
candidatesupport@scantron.com 
https://www.scantron.com/programs/international-association-of-forensic-nurses/ 
 

 
Revised 12/31/20—KM 

mailto:certification@ForensicNurses.org
http://www.forensicnurses.org/
mailto:candidatesupport@scantron.com
https://www.scantron.com/programs/international-association-of-forensic-nurses/
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DEPARTMENT OF HEALTH AND 
HUMAN SERVICES 

Office of the Secretary 

45 CFR Parts 160 and 164 

RIN 0945–AA03 

Modifications to the HIPAA Privacy, 
Security, Enforcement, and Breach 
Notification Rules Under the Health 
Information Technology for Economic 
and Clinical Health Act and the Genetic 
Information Nondiscrimination Act; 
Other Modifications to the HIPAA 
Rules 

AGENCY: Office for Civil Rights, 
Department of Health and Human 
Services. 

ACTION: Final rule. 

SUMMARY: The Department of Health and 
Human Services (HHS or ‘‘the 
Department’’) is issuing this final rule 
to: Modify the Health Insurance 
Portability and Accountability Act 
(HIPAA) Privacy, Security, and 
Enforcement Rules to implement 
statutory amendments under the Health 
Information Technology for Economic 
and Clinical Health Act (‘‘the HITECH 
Act’’ or ‘‘the Act’’) to strengthen the 
privacy and security protection for 
individuals’ health information; modify 
the rule for Breach Notification for 
Unsecured Protected Health Information 
(Breach Notification Rule) under the 
HITECH Act to address public comment 
received on the interim final rule; 
modify the HIPAA Privacy Rule to 
strengthen the privacy protections for 
genetic information by implementing 
section 105 of Title I of the Genetic 
Information Nondiscrimination Act of 
2008 (GINA); and make certain other 
modifications to the HIPAA Privacy, 
Security, Breach Notification, and 
Enforcement Rules (the HIPAA Rules) to 
improve their workability and 
effectiveness and to increase flexibility 
for and decrease burden on the 
regulated entities. 

DATES: Effective date: This final rule is 
effective on March 26, 2013. 

Compliance date: Covered entities 
and business associates must comply 
with the applicable requirements of this 
final rule by September 23, 2013. 

FOR FURTHER INFORMATION CONTACT: 
Andra Wicks 202–205–2292. 

SUPPLEMENTARY INFORMATION: 

I. Executive Summary and Background 

A. Executive Summary 

i. Purpose of the Regulatory Action 

Need for the Regulatory Action 

This final rule is needed to strengthen 
the privacy and security protections 
established under the Health Insurance 
Portability and Accountability of 1996 
Act (HIPAA) for individual’s health 
information maintained in electronic 
health records and other formats. This 
final rule also makes changes to the 
HIPAA rules that are designed to 
increase flexibility for and decrease 
burden on the regulated entities, as well 
as to harmonize certain requirements 
with those under the Department’s 
Human Subjects Protections regulations. 
These changes are consistent with, and 
arise in part from, the Department’s 
obligations under Executive Order 
13563 to conduct a retrospective review 
of our existing regulations for the 
purpose of identifying ways to reduce 
costs and increase flexibilities under the 
HIPAA Rules. We discuss our specific 
burden reduction efforts more fully in 
the Regulatory Impact Analysis. 

This final rule is comprised of four 
final rules, which have been combined 
to reduce the impact and number of 
times certain compliance activities need 
to be undertaken by the regulated 
entities. 

Legal Authority for the Regulatory 
Action 

The final rule implements changes to 
the HIPAA Rules under a number of 
authorities. First, the final rule modifies 
the Privacy, Security, and Enforcement 
Rules to strengthen privacy and security 
protections for health information and 
to improve enforcement as provided for 
by the Health Information Technology 
for Economic and Clinical Health 
(HITECH) Act, enacted as part of the 
American Recovery and Reinvestment 
Act of 2009 (ARRA). The rule also 
includes final modifications to the 
Breach Notification Rule, which will 
replace an interim final rule originally 
published in 2009 as required by the 
HITECH Act. Second, the final rule 
revises the HIPAA Privacy Rule to 
increase privacy protections for genetic 
information as required by the Genetic 
Information Nondiscrimination Act of 
2008 (GINA). Finally, the Department 
uses its general authority under HIPAA 
to make a number of changes to the 
Rules that are intended to increase 
workability and flexibility, decrease 
burden, and better harmonize the 
requirements with those under other 
Departmental regulations. 

ii. Summary of Major Provisions 

This omnibus final rule is comprised 
of the following four final rules: 

1. Final modifications to the HIPAA 
Privacy, Security, and Enforcement 
Rules mandated by the Health 
Information Technology for Economic 
and Clinical Health (HITECH) Act, and 
certain other modifications to improve 
the Rules, which were issued as a 
proposed rule on July 14, 2010. These 
modifications: 

• Make business associates of covered 
entities directly liable for compliance 
with certain of the HIPAA Privacy and 
Security Rules’ requirements. 

• Strengthen the limitations on the 
use and disclosure of protected health 
information for marketing and 
fundraising purposes, and prohibit the 
sale of protected health information 
without individual authorization. 

• Expand individuals’ rights to 
receive electronic copies of their health 
information and to restrict disclosures 
to a health plan concerning treatment 
for which the individual has paid out of 
pocket in full. 

• Require modifications to, and 
redistribution of, a covered entity’s 
notice of privacy practices. 

• Modify the individual authorization 
and other requirements to facilitate 
research and disclosure of child 
immunization proof to schools, and to 
enable access to decedent information 
by family members or others. 

• Adopt the additional HITECH Act 
enhancements to the Enforcement Rule 
not previously adopted in the October 
30, 2009, interim final rule (referenced 
immediately below), such as the 
provisions addressing enforcement of 
noncompliance with the HIPAA Rules 
due to willful neglect. 

2. Final rule adopting changes to the 
HIPAA Enforcement Rule to incorporate 
the increased and tiered civil money 
penalty structure provided by the 
HITECH Act, originally published as an 
interim final rule on October 30, 2009. 

3. Final rule on Breach Notification 
for Unsecured Protected Health 
Information under the HITECH Act, 
which replaces the breach notification 
rule’s ‘‘harm’’ threshold with a more 
objective standard and supplants an 
interim final rule published on August 
24, 2009. 

4. Final rule modifying the HIPAA 
Privacy Rule as required by the Genetic 
Information Nondiscrimination Act 
(GINA) to prohibit most health plans 
from using or disclosing genetic 
information for underwriting purposes, 
which was published as a proposed rule 
on October 7, 2009. 
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1 The costs associated with breach notification 
will be incurred on an annual basis. All other costs 
are expected in the first year of implementation. 

iii. Costs and Benefits 

This final rule is anticipated to have 
an annual effect on the economy of $100 
million or more, making it an 
economically significant rule under 
Executive Order 12866. Accordingly, we 
have prepared a Regulatory Impact 
Analysis that presents the estimated 
costs and benefits of the proposed rule. 
The total cost of compliance with the 
rule’s provisions is estimated to be 
between $114 million and $225.4 
million in the first year of 
implementation and approximately 
$14.5 million annually thereafter. Costs 
associated with the rule include: (i) 
Costs to HIPAA covered entities of 

revising and distributing new notices of 
privacy practices to inform individuals 
of their rights and how their information 
is protected; (ii) costs to covered entities 
related to compliance with breach 
notification requirements; (iii) costs to a 
portion of business associates to bring 
their subcontracts into compliance with 
business associate agreement 
requirements; and (iv) costs to a portion 
of business associates to achieve full 
compliance with the Security Rule. We 
summarize these costs in Table 1 below 
and explain the components and 
distribution of costs in detail in the 
Regulatory Impact Analysis. 

We are not able to quantify the 
benefits of the rule due to lack of data 

and the impossibility of monetizing the 
value of individuals’ privacy and 
dignity, which we believe will be 
enhanced by the strengthened privacy 
and security protections, expanded 
individual rights, and improved 
enforcement enabled by the rule. We 
also believe that some entities affected 
by the rule will realize cost savings as 
a result of provisions that simplify and 
streamline certain requirements, and 
increase flexibility, under the HIPAA 
Rules. However, we are unable to 
quantify such cost savings due to a lack 
of data. We describe such benefits in the 
Regulatory Impact Analysis. 

TABLE 1—ESTIMATED COSTS OF THE FINAL RULE 

Cost element Approximate number of affected entities Total cost 

Notices of Privacy Practices ........... 700,000 covered entities ....................................................................... $55.9 million. 
Breach Notification Requirements .. 19,000 covered entities ......................................................................... 14.5 million.1 
Business Associate Agreements .... 250,000–500,000 business associates of covered entities ................... 21 million–42 million. 
Security Rule Compliance by Busi-

ness Associates.
200,000–400,000 business associates of covered entities ................... 22.6 million–113 million. 

Total ......................................... ................................................................................................................ 114 million–225.4 million. 

B. Statutory and Regulatory Background 

i. HIPAA and the Privacy, Security, and 
Enforcement Rules 

The HIPAA Privacy, Security, and 
Enforcement Rules implement certain of 
the Administrative Simplification 
provisions of title II, subtitle F, of the 
Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) 
(Pub. L. 104–191), which added a new 
part C to title XI of the Social Security 
Act (sections 1171–1179 of the Social 
Security Act, 42 U.S.C. 1320d–1320d– 
8). The HIPAA Administrative 
Simplification provisions provided for 
the establishment of national standards 
for the electronic transmission of certain 
health information, such as standards 
for certain health care transactions 
conducted electronically and code sets 
and unique identifiers for health care 
providers and employers. The HIPAA 
Administrative Simplification 
provisions also required the 
establishment of national standards to 
protect the privacy and security of 
personal health information and 
established civil money penalties for 
violations of the Administrative 
Simplification provisions. The 
Administrative Simplification 
provisions of HIPAA apply to three 
types of entities, which are known as 

‘‘covered entities’’: health care providers 
who conduct covered health care 
transactions electronically, health plans, 
and health care clearinghouses. 

The HIPAA Privacy Rule, 45 CFR Part 
160 and Subparts A and E of Part 164, 
requires covered entities to have 
safeguards in place to ensure the 
privacy of protected health information, 
sets forth the circumstances under 
which covered entities may use or 
disclose an individual’s protected 
health information, and gives 
individuals rights with respect to their 
protected health information, including 
rights to examine and obtain a copy of 
their health records and to request 
corrections. Covered entities that engage 
business associates to work on their 
behalf must have contracts or other 
arrangements in place with their 
business associates to ensure that the 
business associates safeguard protected 
health information, and use and 
disclose the information only as 
permitted or required by the Privacy 
Rule. 

The HIPAA Security Rule, 45 CFR 
Part 160 and Subparts A and C of Part 
164, applies only to protected health 
information in electronic form and 
requires covered entities to implement 
certain administrative, physical, and 
technical safeguards to protect this 
electronic information. Like the Privacy 
Rule, covered entities must have 
contracts or other arrangements in place 

with their business associates that 
provide satisfactory assurances that the 
business associates will appropriately 
safeguard the electronic protected 
health information they create, receive, 
maintain, or transmit on behalf of the 
covered entities. 

The HIPAA Enforcement Rule, 45 
CFR Part 160, Subparts C–E, establishes 
rules governing the compliance 
responsibilities of covered entities with 
respect to the enforcement process, 
including the rules governing 
investigations by the Department, rules 
governing the process and grounds for 
establishing the amount of a civil money 
penalty where a violation of a HIPAA 
Rule has been found, and rules 
governing the procedures for hearings 
and appeals where the covered entity 
challenges a violation determination. 

Since the promulgation of the HIPAA 
Rules, legislation has been enacted 
requiring modifications to the Rules. In 
particular, the Health Information 
Technology for Economic and Clinical 
Health (HITECH) Act, which was 
enacted on February 17, 2009, as title 
XIII of division A and title IV of division 
B of the American Recovery and 
Reinvestment Act of 2009 (ARRA), 
Public Law 111–5, modifies certain 
provisions of the Social Security Act 
pertaining to the HIPAA Rules, as well 
as requires certain modifications to the 
Rules themselves, to strengthen HIPAA 
privacy, security, and enforcement. The 
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Act also provides new requirements for 
notification of breaches of unsecured 
protected health information by covered 
entities and business associates. In 
addition, the Genetic Information 
Nondiscrimination Act of 2008 (GINA) 
calls for changes to the HIPAA Privacy 
Rule to strengthen privacy protections 
for genetic information. This final rule 
implements the modifications required 
by GINA, as well as most of the privacy, 
security, and enforcement provisions of 
the HITECH Act. This final rule also 
includes certain other modifications to 
the HIPAA Rules to improve their 
workability and effectiveness. 

ii. The Health Information Technology 
for Economic and Clinical Health Act 

The HITECH Act is designed to 
promote the widespread adoption and 
interoperability of health information 
technology. Subtitle D of title XIII, 
entitled ‘‘Privacy,’’ supports this goal by 
adopting amendments designed to 
strengthen the privacy and security 
protections for health information 
established by HIPAA. These provisions 
include extending the applicability of 
certain of the Privacy and Security 
Rules’ requirements to the business 
associates of covered entities; requiring 
that Health Information Exchange 
Organizations and similar organizations, 
as well as personal health record 
vendors that provide services to covered 
entities, shall be treated as business 
associates; requiring HIPAA covered 
entities and business associates to 
provide for notification of breaches of 
‘‘unsecured protected health 
information’’; establishing new 
limitations on the use and disclosure of 
protected health information for 
marketing and fundraising purposes; 
prohibiting the sale of protected health 
information; and expanding individuals’ 
rights to access their protected health 
information, and to obtain restrictions 
on certain disclosures of protected 
health information to health plans. In 
addition, subtitle D adopts provisions 
designed to strengthen and expand 
HIPAA’s enforcement provisions. 

We discuss these statutory provisions 
in more detail below where we describe 
section-by-section how this final rule 
implements the provisions. We do not 
address in this rulemaking the 
accounting for disclosures requirement 
in section 13405 of the Act, which is the 
subject of a separate proposed rule 
published on May 31, 2011, at 76 FR 
31426, or the penalty distribution 
methodology requirement in section 
13410(c) of the Act, which will be the 
subject of a future rulemaking. 

Since enactment of the HITECH Act a 
number of steps have been taken to 

implement the strengthened privacy, 
security, and enforcement provisions 
through rulemakings and related 
actions. On August 24, 2009, the 
Department published interim final 
regulations to implement the breach 
notification provisions at section 13402 
of the HITECH Act (74 FR 42740), 
which were effective September 23, 
2009. Similarly, the Federal Trade 
Commission (FTC) published final 
regulations implementing the breach 
notification provisions at section 13407 
for personal health record vendors and 
their third party service providers on 
August 25, 2009 (74 FR 42962), effective 
September 24, 2009. For purposes of 
determining to what information the 
HHS and FTC breach notification 
regulations apply, the Department also 
issued, first on April 17, 2009 
(published on April 27, 2009, 74 FR 
19006), and then later with its interim 
final rule, the guidance required by the 
HITECH Act under 13402(h) specifying 
the technologies and methodologies that 
render protected health information 
unusable, unreadable, or indecipherable 
to unauthorized individuals. 
Additionally, to conform the provisions 
of the Enforcement Rule to the HITECH 
Act’s tiered and increased civil money 
penalty structure, which became 
effective on February 18, 2009, the 
Department published an interim final 
rule on October 30, 2009 (74 FR 56123), 
effective November 30, 2009. 

The Department published a notice of 
proposed rulemaking (NPRM) on July 
14, 2010, (75 FR 40868) to implement 
many of the remaining privacy, security, 
and enforcement provisions of the 
HITECH Act. The public was invited to 
comment on the proposed rule for 60 
days following publication. The 
comment period closed on September 
13, 2010. The Department received 
about 300 comments on the NPRM. 

The NPRM proposed to extend the 
applicability of certain of the Privacy 
and Security Rules’ requirements to the 
business associates of covered entities, 
making business associates directly 
liable for violations of these 
requirements. Additionally, the NPRM 
proposed to define a subcontractor as a 
business associate to ensure any 
protected health information the 
subcontractor creates or receives on 
behalf of the business associate is 
appropriately safeguarded. The NPRM 
proposed to establish new limitations 
on the use and disclosure of protected 
health information for marketing and 
fundraising purposes and to prohibit the 
sale of protected health information 
without an authorization. The NPRM 
also proposed to expand an individual’s 
right to obtain an electronic copy of an 

individual’s protected health 
information, and the right to restrict 
certain disclosures of protected health 
information to a health plan for 
payment or health care operations 
purposes. In addition, the NPRM 
proposed to further modify the 
Enforcement Rule to implement more of 
the HITECH Act’s changes to HIPAA 
enforcement. 

In addition to the proposed 
modifications to implement the HITECH 
Act, the NPRM also proposed certain 
other modifications to the HIPAA Rules. 
The NPRM proposed to permit the use 
of compound authorizations for 
conditioned and unconditioned 
research activities and requested 
comment regarding permitting 
authorizations for future research. 
Additionally, the NPRM proposed to 
modify the Privacy Rule’s application to 
the individually identifiable health 
information of decedents and to permit 
covered entities that obtain the 
agreement of a parent to provide proof 
of immunization without written 
authorization to schools that are 
required to have such information. 

iii. The Genetic Information 
Nondiscrimination Act 

The Genetic Information 
Nondiscrimination Act of 2008 
(‘‘GINA’’), Pub. L. 110–233, 122 Stat. 
881, prohibits discrimination based on 
an individual’s genetic information in 
both the health coverage (Title I) and 
employment (Title II) contexts. In 
addition to the nondiscrimination 
provisions, section 105 of Title I of 
GINA contains new privacy protections 
for genetic information, which require 
the Secretary of HHS to revise the 
Privacy Rule to clarify that genetic 
information is health information and to 
prohibit group health plans, health 
insurance issuers (including HMOs), 
and issuers of Medicare supplemental 
policies from using or disclosing genetic 
information for underwriting purposes. 

On October 7, 2009, the Department 
published a proposed rule to strengthen 
the privacy protections for genetic 
information under the HIPAA Privacy 
Rule by implementing the protections 
for genetic information required by 
GINA and making related changes to the 
Rule. The 60-day public comment 
period for the proposed rule closed on 
December 7, 2009. The Department 
received about 25 comments on the 
proposed rule. 

II. Overview of the Final Rule 
In this final rule the Department 

finalizes the modifications to the HIPAA 
Privacy, Security, and Enforcement 
Rules to implement many of the 
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privacy, security, and enforcement 
provisions of the HITECH Act and make 
other changes to the Rules; modifies the 
Breach Notification Rule; finalizes the 
modifications to the HIPAA Privacy 
Rule to strengthen privacy protections 
for genetic information; and responds to 
the public comments received on the 
proposed and interim final rules. 
Section III below describes the effective 
and compliance dates of the final rule. 
Section IV describes the changes to the 
HIPAA Privacy, Security, and 
Enforcement Rules under the HITECH 
Act and other modifications that were 
proposed in July 2010, as well as the 
modifications to the Enforcement Rule 
under the HITECH Act that were 
addressed in the interim final rule 
published in October 2009. Section V 
describes the changes to the Breach 
Notification Rule. Section VI discusses 
the changes to the HIPAA Privacy Rule 
to strengthen privacy protections for 
genetic information. 

III. Effective and Compliance Dates 
With respect to the HITECH Act 

requirements, section 13423 of the Act 
provides that the provisions in subtitle 
D took effect one year after enactment, 
i.e., on February 18, 2010, except as 
specified otherwise. However, there are 
a number of exceptions to this general 
rule. For example, the tiered and 
increased civil money penalty 
provisions of section 13410(d) were 
effective for violations occurring after 
the date of enactment, and sections 
13402 and 13407 of the Act regarding 
breach notification required interim 
final rules within 180 days of 
enactment, with effective dates 30 days 
after the publication of such rules. Other 
provisions of the Act have later effective 
dates. For example, the provision at 
section 13410(a)(1) of the Act providing 
that the Secretary’s authority to impose 
a civil money penalty will only be 
barred to the extent a criminal penalty 
has been imposed, rather than in cases 
in which the offense in question merely 
constitutes an offense that is criminally 
punishable, became effective for 
violations occurring on or after February 
18, 2011. The discussion below 
generally pertains to the statutory 
provisions that became effective on 
February 18, 2010, or, in a few cases, on 
a later date. 

Proposed Rule 
We proposed that covered entities and 

business associates would have 180 
days beyond the effective date of the 
final rule to come into compliance with 
most of the rule’s provisions. We 
believed that a 180-day compliance 
period would suffice for future 

modifications to the HIPAA Rules, and 
we proposed to add a provision at 
§ 160.105 to address the compliance 
date generally for implementation of 
new or modified standards in the 
HIPAA Rules. We proposed that 
§ 160.105 would provide that with 
respect to new standards or 
implementation specifications or 
modifications to standards or 
implementation specifications in the 
HIPAA Rules, except as otherwise 
provided, covered entities and business 
associates would be required to comply 
with the applicable new or modified 
standards or implementation 
specifications no later than 180 days 
from the effective date of any such 
change. For future modifications to the 
HIPAA Rules necessitating a longer 
compliance period, we would specify a 
longer period in the regulatory text. 
Finally, we proposed to retain the 
compliance date provisions at 
§§ 164.534 and 164.318, which provide 
the compliance dates of April 14, 2003, 
and April 20, 2005, for initial 
implementation of the HIPAA Privacy 
and Security Rules, respectively, for 
historical purposes only. 

Overview of Public Comments 
Most of the comments addressing the 

proposed compliance periods as 
outlined above fell into three categories. 
First, several commenters supported the 
proposed compliance timelines and 
agreed that 180 days is sufficient time 
for covered entities, business associates, 
and subcontractors of all sizes to come 
into compliance with the final rule. 
Second, a few commenters supported 
the proposed 180-day compliance 
period, but expressed concern that the 
Department may wish to extend the 180- 
day compliance period in the future, if 
it issues modifications or new 
provisions that require a longer 
compliance period. Third, several 
commenters requested that the 
Department extend the 180-day 
compliance period both with regard to 
the modifications contained in this final 
rule and with regard to the more general 
proposed compliance deadline, as they 
believe 180 days is an insufficient 
amount of time for covered entities, 
business associates, and subcontractors 
to come into compliance with the 
modified rules, particularly with regard 
to changes in technology. 

Final Rule 
The final rule is effective on March 

26, 2013. Covered entities and business 
associates of all sizes will have 180 days 
beyond the effective date of the final 
rule to come into compliance with most 
of the final rule’s provisions, including 

the modifications to the Breach 
Notification Rule and the changes to the 
HIPAA Privacy Rule under GINA. We 
understand that some covered entities, 
business associates, and subcontractors 
remain concerned that a 180-day period 
does not provide sufficient time to come 
into compliance with the modifications. 
However, we believe not only that 
providing a 180-day compliance period 
best comports with section 1175(b)(2) of 
the Social Security Act, 42 U.S.C. 
1320d–4, and our implementing 
provision at § 160.104(c)(1), which 
require the Secretary to provide at least 
a 180-day period for covered entities to 
comply with modifications to standards 
and implementation specifications in 
the HIPAA Rules, but also that 
providing a 180-day compliance period 
best protects the privacy and security of 
patient information, in accordance with 
the goals of the HITECH Act. 

In addition, to make clear to the 
industry our expectation that going 
forward we will provide a 180-day 
compliance date for future 
modifications to the HIPAA Rules, we 
adopt the provision we proposed at 
§ 160.105, which provides that with 
respect to new or modified standards or 
implementation specifications in the 
HIPAA Rules, except as otherwise 
provided, covered entities and business 
associates must comply with the 
applicable new or modified standards or 
implementation specifications no later 
than 180 days from the effective date of 
any such change. In cases where a 
future modification necessitates a longer 
compliance period, the Department will 
expressly provide for one, as it has done 
in this rulemaking with respect to the 
time permitted for business associate 
agreements to be modified. 

For the reasons proposed, the final 
rule also retains the compliance date 
provisions at §§ 164.534 and 164.318, 
which provide the compliance dates of 
April 14, 2003, and April 20, 2005, for 
initial implementation of the HIPAA 
Privacy and Security Rules, 
respectively. We note that § 160.105 
regarding the compliance date of new or 
modified standards or implementation 
specifications does not apply to 
modifications to the provisions of the 
HIPAA Enforcement Rule, because such 
provisions are not standards or 
implementation specifications (as the 
terms are defined at § 160.103). Such 
provisions are in effect and apply at the 
time the final rule becomes effective or 
as otherwise specifically provided. In 
addition, as explained above, our 
general rule for a 180-day compliance 
period for new or modified standards 
would not apply where we expressly 
provide a different compliance period in 
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the regulation for one or more 
provisions. For purposes of this rule, the 
180-day compliance period would not 
govern the time period required to 
modify those business associate 
agreements that qualify for the longer 
transition period in § 164.532, as we 
discuss further below. 

Finally, the provisions of section 
13402(j) of the HITECH Act apply to 
breaches of unsecured protected health 
information discovered on or after 
September 23, 2009, the date of the 
publication of the interim final rule. 
Thus, during the 180 day period before 
compliance with this final rule is 
required, covered entities and business 
associates are still required to comply 
with the breach notification 
requirements under the HITECH Act 
and must continue to comply with the 
requirements of the interim final rule. 
We believe that this transition period 
provides covered entities and business 
associates with adequate time to come 
into compliance with the revisions in 
this final rule and at the same time to 
continue to fulfill their breach 
notification obligations under the 
HITECH Act. 

IV. Modifications to the HIPAA 
Privacy, Security, and Enforcement 
Rules Under the HITECH Act; Other 
Modifications to the HIPAA Rules 

The discussion below provides a 
section-by-section description of the 
final rule, as well as responds to public 
comments where substantive comments 
were received regarding particular 
provisions. 

A. Subparts A and B of Part 160: 
Statutory Basis and Purpose, 
Applicability, Definitions, and 
Preemption of State Law 

Subpart A of Part 160 of the HIPAA 
Rules contains general provisions that 
apply to all of the HIPAA Rules. Subpart 
B of Part 160 contains the regulatory 
provisions implementing HIPAA’s 
preemption provisions. We proposed to 
amend a number of these provisions. 
Some of the proposed, and now final, 
changes are necessitated by the statutory 
changes made by the HITECH Act and 
GINA, while others are of a technical or 
conforming nature. 

1. Subpart A—General Provisions, 
Section 160.101—Statutory Basis and 
Purpose 

This section sets out the statutory 
basis and purpose of the HIPAA Rules. 
We proposed and include in this final 
rule a technical change to include 
references to the provisions of GINA 
and the HITECH Act upon which most 

of the regulatory changes below are 
based. 

2. Subpart A—General Provisions, 
Section 160.102—Applicability 

This section sets out to whom the 
HIPAA Rules apply. We proposed to 
add and include in this final rule a new 
paragraph (b) to make clear, consistent 
with the HITECH Act, that certain of the 
standards, requirements, and 
implementation specifications of the 
subchapter apply to business associates. 

3. Subpart A—General Provisions, 
Section 160.103—Definitions 

Section 160.103 contains definitions 
of terms that appear throughout the 
HIPAA Rules. The final rule modifies a 
number of these definitions to 
implement the HITECH Act and make 
other needed changes. 

a. Definition of ‘‘Business Associate’’ 
The HIPAA Privacy and Security 

Rules permit a covered entity to disclose 
protected health information to a 
business associate, and allow a business 
associate to create, receive, maintain, or 
transmit protected health information 
on its behalf, provided the covered 
entity obtains satisfactory assurances in 
the form of a contract or other 
arrangement that the business associate 
will appropriately safeguard the 
information. The HIPAA Rules define 
‘‘business associate’’ generally to mean 
a person who performs functions or 
activities on behalf of, or certain 
services for, a covered entity that 
involve the use or disclosure of 
protected health information. We 
proposed a number of modifications to 
the definition of ‘‘business associate’’ to 
implement the HITECH Act, to conform 
the term to the statutory provisions of 
the Patient Safety and Quality 
Improvement Act of 2005 (PSQIA), 42 
U.S.C. 299b–21, et seq., and to make 
other changes to the definition. 

i. Inclusion of Patient Safety 
Organizations 

Proposed Rule 
We proposed to add patient safety 

activities to the list of functions and 
activities a person may undertake on 
behalf of a covered entity that give rise 
to a business associate relationship. 
PSQIA, at 42 U.S.C. 299b–22(i)(1), 
provides that Patient Safety 
Organizations (PSOs) must be treated as 
business associates when applying the 
Privacy Rule. PSQIA provides for the 
establishment of PSOs to receive reports 
of patient safety events or concerns from 
providers and provide analyses of 
events to reporting providers. A 
reporting provider may be a HIPAA 

covered entity and, thus, information 
reported to a PSO may include 
protected health information that the 
PSO may analyze on behalf of the 
covered provider. The analysis of such 
information is a patient safety activity 
for purposes of PSQIA and the Patient 
Safety Rule, 42 CFR 3.10, et seq. While 
the HIPAA Rules as written would treat 
a PSO as a business associate when the 
PSO was performing quality analyses 
and other activities on behalf of a 
covered health care provider, we 
proposed this change to the definition of 
‘‘business associate’’ to more clearly 
align the HIPAA and Patient Safety 
Rules. 

Overview of Public Comment 
Commenters on this topic supported 

the express inclusion of patient safety 
activities within the definition of 
‘‘business associate.’’ 

Final Rule 
The final rule adopts the proposed 

modification. 

ii. Inclusion of Health Information 
Organizations (HIO), E-Prescribing 
Gateways, and Other Persons That 
Facilitate Data Transmission; as Well as 
Vendors of Personal Health Records 

Proposed Rule 
Section 13408 of the HITECH Act 

provides that an organization, such as a 
Health Information Exchange 
Organization, E-prescribing Gateway, or 
Regional Health Information 
Organization, that provides data 
transmission of protected health 
information to a covered entity (or its 
business associate) and that requires 
access on a routine basis to such 
protected health information must be 
treated as a business associate for 
purposes of the Act and the HIPAA 
Privacy and Security Rules. Section 
13408 also provides that a vendor that 
contracts with a covered entity to allow 
the covered entity to offer a personal 
health record to patients as part of the 
covered entity’s electronic health record 
shall be treated as a business associate. 
Section 13408 requires that such 
organizations and vendors enter into a 
written business associate contract or 
other arrangement with the covered 
entity in accordance with the HIPAA 
Rules. 

In accordance with the Act, we 
proposed to modify the definition of 
‘‘business associate’’ to explicitly 
designate these persons as business 
associates. Specifically, we proposed to 
include in the definition: (1) A Health 
Information Organization, E-prescribing 
Gateway, or other person that provides 
data transmission services with respect 
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2 Department of Health and Human Services 
Office of the National Coordinator for Health 
Information Technology, The National Alliance for 
Health Information Technology Report to the Office 
of the National Coordinator for Health Information 
Technology: Defining Key Health Information 
Terms, Pg. 24 (2008). 

3 Id. at 25. 

to protected health information to a 
covered entity and that requires routine 
access to such protected health 
information; and (2) a person who offers 
a personal health record to one or more 
individuals on behalf of a covered 
entity. 

We proposed to refer to ‘‘Health 
Information Organization’’ in the NPRM 
rather than ‘‘Health Information 
Exchange Organization’’ as used in the 
Act because it is our understanding that 
‘‘Health Information Organization’’ is 
the more widely recognized and 
accepted term to describe an 
organization that oversees and governs 
the exchange of health-related 
information among organizations.2 The 
Act also specifically refers to Regional 
Health Information Organizations; 
however, we did not believe the 
inclusion of the term in the definition 
of ‘‘business associate’’ was necessary as 
a Regional Health Information 
Organization is simply a Health 
Information Organization that governs 
health information exchange among 
organizations within a defined 
geographic area.3 Further, the specific 
terms of ‘‘Health Information 
Organization’’ and ‘‘E-prescribing 
Gateway’’ were included as merely 
illustrative of the types of organizations 
that would fall within this paragraph of 
the definition of ‘‘business associate.’’ 
We requested comment on the use of 
these terms within the definition and 
whether additional clarifications or 
additions were necessary. 

Section 13408 also provides that the 
data transmission organizations that the 
Act requires to be treated as business 
associates are those that require access 
to protected health information on a 
routine basis. Conversely, data 
transmission organizations that do not 
require access to protected health 
information on a routine basis would 
not be treated as business associates. 
This is consistent with our prior 
interpretation of the definition of 
‘‘business associate,’’ through which we 
have stated that entities that act as mere 
conduits for the transport of protected 
health information but do not access the 
information other than on a random or 
infrequent basis are not business 
associates. See http://www.hhs.gov/ocr/ 
privacy/hipaa/faq/providers/business/ 
245.html. In contrast, entities that 
manage the exchange of protected 

health information through a network, 
including providing record locator 
services and performing various 
oversight and governance functions for 
electronic health information exchange, 
have more than ‘‘random’’ access to 
protected health information and thus, 
would fall within the definition of 
‘‘business associate.’’ 

Overview of Public Comments 
Commenters generally supported the 

inclusion of Health Information 
Organizations, personal health record 
vendors, and similar entities in the 
definition of ‘‘business associate.’’ 
However, commenters sought various 
clarifications as discussed below. 

Commenters generally supported use 
of the term Health Information 
Organization in lieu of more restrictive 
terms, such as Regional Health 
Information Organization. Some 
commenters suggested that the term 
Health Information Organization be 
defined, so as to avoid confusion as the 
industry develops, and suggested 
various alternatives for doing so. Several 
commenters recommended that the 
Office for Civil Rights (OCR) maintain a 
Web site link that lists current terms for 
entities that OCR considers to be Health 
Information Organizations. 

Other commenters requested 
clarification on what it means to have 
‘‘access on a routine basis’’ to protected 
health information for purposes of the 
definition and determining whether 
certain entities are excluded as mere 
conduits. For example, commenters 
asked whether the definition of business 
associate would include broadband 
suppliers or internet service providers, 
vendors that only have the potential to 
come into contact with protected health 
information, or entities contracted on a 
contingency basis that may at some 
point in the future have access to 
protected health information. Several 
document storage companies argued 
that entities like theirs should be 
characterized as conduits, as they do not 
view the protected health information 
they store. 

Several commenters sought 
clarification regarding when personal 
health record vendors would be 
considered business associates. For 
example, commenters asked whether 
personal health record vendors would 
be business associates when the vendor 
provided the personal health record in 
collaboration with the covered entity, 
when the personal health record is 
linked to a covered entity’s electronic 
health record, or when the personal 
health record is offered independently 
to the individual, among other 
scenarios. One commenter suggested 

that a vendor offering a personal health 
record to a patient on behalf of a 
covered entity only acts as a conduit 
because there is no access by the vendor 
to protected health information; another 
commenter suggested that personal 
health record vendors be business 
associates only when they have routine 
access to protected health information. 

Final Rule 
The final rule adopts the language 

that expressly designates as business 
associates: (1) A Health Information 
Organization, E-prescribing Gateway, or 
other person that provides data 
transmission services with respect to 
protected health information to a 
covered entity and that requires routine 
access to such protected health 
information; and (2) a person who offers 
a personal health record to one or more 
individuals on behalf of a covered 
entity. 

We decline to provide a definition for 
Health Information Organization. We 
recognize that the industry continues to 
develop and thus the type of entities 
that may be considered Health 
Information Organizations continues to 
evolve. For this reason, we do not think 
it prudent to include in the regulation 
a specific definition at this time. We 
anticipate continuing to issue guidance 
in the future on our web site on the 
types of entities that do and do not fall 
within the definition of business 
associate, which can be updated as the 
industry evolves. 

Regarding what it means to have 
‘‘access on a routine basis’’ to protected 
health information with respect to 
determining which types of data 
transmission services are business 
associates versus mere conduits, such a 
determination will be fact specific based 
on the nature of the services provided 
and the extent to which the entity needs 
access to protected health information 
to perform the service for the covered 
entity. The conduit exception is a 
narrow one and is intended to exclude 
only those entities providing mere 
courier services, such as the U.S. Postal 
Service or United Parcel Service and 
their electronic equivalents, such as 
internet service providers (ISPs) 
providing mere data transmission 
services. As we have stated in prior 
guidance, a conduit transports 
information but does not access it other 
than on a random or infrequent basis as 
necessary to perform the transportation 
service or as required by other law. For 
example, a telecommunications 
company may have occasional, random 
access to protected health information 
when it reviews whether the data 
transmitted over its network is arriving 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00007 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 

http://www.hhs.gov/ocr/privacy/hipaa/faq/providers/business/245.html
http://www.hhs.gov/ocr/privacy/hipaa/faq/providers/business/245.html
http://www.hhs.gov/ocr/privacy/hipaa/faq/providers/business/245.html


5572 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

at its intended destination. Such 
occasional, random access to protected 
health information would not qualify 
the company as a business associate. In 
contrast, an entity that requires access to 
protected health information in order to 
perform a service for a covered entity, 
such as a Health Information 
Organization that manages the exchange 
of protected health information through 
a network on behalf of covered entities 
through the use of record locator 
services for its participants (and other 
services), is not considered a conduit 
and, thus, is not excluded from the 
definition of business associate. We 
intend to issue further guidance in this 
area as electronic health information 
exchange continues to evolve. 

We note that the conduit exception is 
limited to transmission services 
(whether digital or hard copy), 
including any temporary storage of 
transmitted data incident to such 
transmission. In contrast, an entity that 
maintains protected health information 
on behalf of a covered entity is a 
business associate and not a conduit, 
even if the entity does not actually view 
the protected health information. We 
recognize that in both situations, the 
entity providing the service to the 
covered entity has the opportunity to 
access the protected health information. 
However, the difference between the 
two situations is the transient versus 
persistent nature of that opportunity. 
For example, a data storage company 
that has access to protected health 
information (whether digital or hard 
copy) qualifies as a business associate, 
even if the entity does not view the 
information or only does so on a 
random or infrequent basis. Thus, 
document storage companies 
maintaining protected health 
information on behalf of covered 
entities are considered business 
associates, regardless of whether they 
actually view the information they hold. 
To help clarify this point, we have 
modified the definition of ‘‘business 
associate’’ to generally provide that a 
business associate includes a person 
who ‘‘creates, receives, maintains, or 
transmits’’ (emphasis added) protected 
health information on behalf of a 
covered entity. 

Several commenters sought 
clarification on when a personal health 
record vendor would be providing a 
personal health record ‘‘on behalf of’’ a 
covered entity and thus, would be a 
business associate for purposes of the 
HIPAA Rules. As with data transmission 
services, determining whether a 
personal health record vendor is a 
business associate is a fact specific 
determination. A personal health record 

vendor is not a business associate of a 
covered entity solely by virtue of 
entering into an interoperability 
relationship with a covered entity. For 
example, when a personal health record 
vendor and a covered entity establish 
the electronic means for a covered 
entity’s electronic health record to send 
protected health information to the 
personal health record vendor pursuant 
to the individual’s written 
authorization, it does not mean that the 
personal health record vendor is 
offering the personal health record on 
behalf of the covered entity, even if 
there is an agreement between the 
personal health record vendor and the 
covered entity governing the exchange 
of data (such as an agreement specifying 
the technical specifications for 
exchanging of data or specifying that 
such data shall be kept confidential). In 
contrast, when a covered entity hires a 
vendor to provide and manage a 
personal health record service the 
covered entity wishes to offer its 
patients or enrollees, and provides the 
vendor with access to protected health 
information in order to do so, the 
personal health record vendor is a 
business associate. 

A personal health record vendor may 
offer personal health records directly to 
individuals and may also offer personal 
health records on behalf of covered 
entities. In such cases, the personal 
health record vendor is only subject to 
HIPAA as a business associate with 
respect to personal health records that 
are offered to individuals on behalf of 
covered entities. 

We also clarify that, contrary to one 
commenter’s suggestion, a personal 
health record vendor that offers a 
personal health record to a patient on 
behalf of a covered entity does not act 
merely as a conduit. Rather, the 
personal health record vendor is 
maintaining protected health 
information on behalf of the covered 
entity (for the benefit of the individual). 
Further, a personal health record vendor 
that operates a personal health record 
on behalf of a covered entity is a 
business associate if it has access to 
protected health information, regardless 
of whether the personal health record 
vendor actually exercises this access. 
We believe the revisions to the 
definition of ‘‘business associate’’ 
discussed above clarify these points. As 
with other aspects of the definition of 
‘‘business associate,’’ we intend to 
provide future guidance on when a 
personal health record vendor is a 
business associate for purposes of the 
HIPAA Rules. 

Response to Other Public Comments 
Comment: One commenter 

recommended that the term ‘‘person’’ 
used in describing who provides 
transmission services to a covered entity 
be clarified to apply also to entities and 
organizations. 

Response: The term ‘‘person’’ as 
defined at § 160.103 includes entities as 
well as natural persons. 

Comment: One commenter asked 
whether subcontractors that support 
business associates with personal health 
record related functions are subject to 
the breach notification requirements 
under the HIPAA Breach Notification 
Rule or that of the FTC. 

Response: As discussed below, a 
subcontractor that creates, receives, 
maintains, or transmits protected health 
information on behalf of a business 
associate, including with respect to 
personal health record functions, is a 
HIPAA business associate and thus, is 
subject to the HIPAA Breach 
Notification Rule and not that of the 
FTC. The analysis of whether a 
subcontractor is acting on behalf of a 
business associate is the same analysis 
as discussed above with respect to 
whether a business associate is acting 
on behalf of a covered entity. 

iii. Inclusion of Subcontractors 

Proposed Rule 
We proposed in the definition of 

‘‘business associate’’ to provide that 
subcontractors of a covered entity, i.e., 
those persons that perform functions for 
or provide services to a business 
associate other than in the capacity as 
a member of the business associate’s 
workforce, are also business associates 
to the extent that they require access to 
protected health information. We also 
proposed to define ‘‘subcontractor’’ in 
§ 160.103 as a person who acts on behalf 
of a business associate, other than in the 
capacity of a member of the workforce 
of such business associate. Even though 
we used the term ‘‘subcontractor,’’ 
which implies there is a contract in 
place between the parties, the definition 
would apply to an agent or other person 
who acts on behalf of the business 
associate, even if the business associate 
has failed to enter into a business 
associate contract with the person. We 
requested comment on the use of the 
term ‘‘subcontractor’’ and its proposed 
definition. 

The intent of the proposed extension 
of the Rules to subcontractors was to 
avoid having privacy and security 
protections for protected health 
information lapse merely because a 
function is performed by an entity that 
is a subcontractor rather than an entity 
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with a direct relationship with a 
covered entity. Allowing such a lapse in 
privacy and security protections could 
allow business associates to avoid 
liability imposed upon them by sections 
13401 and 13404 of the Act. Further, 
applying HIPAA privacy and security 
requirements directly to subcontractors 
also ensures that the privacy and 
security protections of the HIPAA Rules 
extend beyond covered entities to those 
entities that create or receive protected 
health information in order for the 
covered entity to perform its health care 
functions. Therefore, we proposed that 
downstream entities that work at the 
direction of or on behalf of a business 
associate and handle protected health 
information would also be required to 
comply with the applicable Privacy and 
Security Rule provisions in the same 
manner as the primary business 
associate, and likewise would incur 
liability for acts of noncompliance. This 
proposed modification would not 
require the covered entity to have a 
contract with the subcontractor; rather, 
the obligation would remain on each 
business associate to obtain satisfactory 
assurances in the form of a written 
contract or other arrangement that a 
subcontractor will appropriately 
safeguard protected health information. 
For example, if a business associate, 
such as a third party administrator, 
hires a company to handle document 
and media shredding to securely 
dispose of paper and electronic 
protected health information, then the 
shredding company would be directly 
required to comply with the applicable 
requirements of the HIPAA Security 
Rule (e.g., with respect to proper 
disposal of electronic media) and the 
Privacy Rule (e.g., with respect to 
limiting its uses and disclosures of the 
protected health information in 
accordance with its contract with the 
business associate). 

Overview of Public Comments 
While some commenters generally 

supported extending the business 
associate provisions of the Rules to 
subcontractors, many opposed such an 
extension arguing, among other things, 
that doing so was not the intent of 
Congress and beyond the statutory 
authority of the Department, that 
confusion may ensue with covered 
entities seeking to establish direct 
business associate contracts with 
subcontractors or prohibiting business 
associates from establishing 
subcontractor relationships altogether, 
and/or that creating direct liability for 
subcontractors will discourage such 
entities from operating and participating 
in the health care industry. Some 

commenters asked how far down the 
‘‘chain’’ of subcontractors do the HIPAA 
Rules apply—i.e., do the Rules apply 
only to the first tier subcontractor or to 
all subcontractors down the chain. 

In response to our request for 
comment on this issue, several 
commenters were concerned that use of 
the term subcontractor was confusing 
and instead suggested a different term 
be used, such as business associate 
contractor or downstream business 
associate, to avoid confusion between 
primary business associates of a covered 
entity and subcontractors. Other 
commenters suggested changes to the 
definition of subcontractor itself to 
better clarify the scope of the definition. 

Several commenters requested 
specific guidance on who is and is not 
a subcontractor under the definitions of 
‘‘business associate’’ and 
‘‘subcontractor.’’ For example, one 
commenter asked whether an entity that 
shreds documents for a business 
associate for the business associate’s 
activities and not for the covered entity, 
would qualify as a subcontractor. 
Another commenter asked whether 
disclosures by a business associate of 
protected health information for its own 
management and administration or legal 
needs creates a subcontractor 
relationship. Other commenters 
recommended that subcontractors 
without routine access to protected 
health information, or who do not 
access protected health information at 
all for their duties, not be considered 
business associates. 

Final Rule 
The final rule adopts the proposal to 

apply the business associate provisions 
of the HIPAA Rules to subcontractors 
and thus, provides in the definition of 
‘‘business associate’’ that a business 
associate includes a ‘‘subcontractor that 
creates, receives, maintains, or transmits 
protected health information on behalf 
of the business associate.’’ In response 
to comments, we clarify the definition 
of ‘‘subcontractor’’ in § 160.103 to 
provide that subcontractor means: ‘‘a 
person to whom a business associate 
delegates a function, activity, or service, 
other than in the capacity of a member 
of the workforce of such business 
associate.’’ Thus, a subcontractor is a 
person to whom a business associate has 
delegated a function, activity, or service 
the business associate has agreed to 
perform for a covered entity or business 
associate. A subcontractor is then a 
business associate where that function, 
activity, or service involves the creation, 
receipt, maintenance, or transmission of 
protected health information. We also 
decline to replace the term 

‘‘subcontractor’’ with another, as we 
were not persuaded by any of the 
alternatives suggested by commenters 
(e.g., ‘‘business associate contractor,’’ 
‘‘downstream business associate,’’ or 
‘‘downstream entity’’). 

We disagree with the commenters that 
suggested that applying the business 
associate provisions of the HIPAA Rules 
to subcontractors is beyond the 
Department’s statutory authority. In the 
HITECH Act, Congress created direct 
liability under the HIPAA Privacy and 
Security Rules for persons that are not 
covered entities but that create or 
receive protected health information in 
order for a covered entity to perform its 
health care functions, to ensure 
individuals’ personal health information 
remains sufficiently protected in the 
hands of these entities. As stated in the 
NPRM, applying the business associate 
provisions only to those entities that 
have a direct relationship with a 
covered entity does not achieve that 
intended purpose. Rather, it allows 
privacy and security protections for 
protected health information to lapse 
once a subcontractor is enlisted to assist 
in performing a function, activity, or 
service for the covered entity, while at 
the same time potentially allowing 
certain primary business associates to 
avoid liability altogether for the 
protection of the information the 
covered entity has entrusted to the 
business associate. Further, section 
13422 of the HITECH Act provides that 
each reference in the Privacy subtitle of 
the Act to a provision of the HIPAA 
Rules refers to such provision as in 
effect on the date of enactment of the 
Act or to the most recent update of such 
provision (emphasis added). Thus, the 
Act does not bar the Department from 
modifying definitions of terms in the 
HIPAA Rules to which the Act refers. 
Rather, the statute expressly 
contemplates that modifications to the 
terms may be necessary to carry out the 
provisions of the Act or for other 
purposes. 

Further, we do not agree that covered 
entities will be confused and seek to 
establish direct business associate 
contracts with subcontractors or will 
prohibit business associates from 
engaging subcontractors to perform 
functions or services that require access 
to protected health information. The 
final rule makes clear that a covered 
entity is not required to enter into a 
contract or other arrangement with a 
business associate that is a 
subcontractor. See §§ 164.308(b)(1) and 
164.502(e)(1)(i). In addition, as 
commenters did not present direct 
evidence to the contrary, we do not 
believe that covered entities will begin 
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prohibiting business associates from 
engaging subcontractors as a result of 
the final rule, in cases where they were 
not doing so before. Rather, we believe 
that making subcontractors directly 
liable for violations of the applicable 
provisions of the HIPAA Rules will help 
to alleviate concern on the part of 
covered entities that protected health 
information is not adequately protected 
when provided to subcontractors. 

The Department also believes that the 
privacy and security protections for an 
individual’s personal health information 
and associated liability for 
noncompliance with the Rules should 
not lapse beyond any particular 
business associate that is a 
subcontractor. Thus, under the final 
rule, covered entities must ensure that 
they obtain satisfactory assurances 
required by the Rules from their 
business associates, and business 
associates must do the same with regard 
to subcontractors, and so on, no matter 
how far ‘‘down the chain’’ the 
information flows. This ensures that 
individuals’ health information remains 
protected by all parties that create, 
receive, maintain, or transmit the 
information in order for a covered entity 
to perform its health care functions. For 
example, a covered entity may contract 
with a business associate (contractor), 
the contractor may delegate to a 
subcontractor (subcontractor 1) one or 
more functions, services, or activities 
the business associate has agreed to 
perform for the covered entity that 
require access to protected health 
information, and the subcontractor may 
in turn delegate to another 
subcontractor (subcontractor 2) one or 
more functions, services, or activities it 
has agreed to perform for the contractor 
that require access to protected health 
information, and so on. Both the 
contractor and all of the subcontractors 
are business associates under the final 
rule to the extent they create, receive, 
maintain, or transmit protected health 
information. 

With respect to requests for specific 
guidance on who is and is not a 
subcontractor, we believe the above 
changes to the definition provide further 
clarity. We also provide the following in 
response to specific comments. 
Disclosures by a business associate 
pursuant to § 164.504(e)(4) and its 
business associate contract for its own 
management and administration or legal 
responsibilities do not create a business 
associate relationship with the recipient 
of the protected health information 
because such disclosures are made 
outside of the entity’s role as a business 
associate. However, for such disclosures 
that are not required by law, the Rule 

requires that the business associate 
obtain reasonable assurances from the 
person to whom the information is 
disclosed that it will be held 
confidentially and used or further 
disclosed only as required by law or for 
the purposes for which it was disclosed 
to the person and the person notifies the 
business associate of any instances of 
which it is aware that the 
confidentiality of the information has 
been breached. See 
§ 164.504(e)(4)(ii)(B). 

In contrast, disclosures of protected 
health information by the business 
associate to a person who will assist the 
business associate in performing a 
function, activity, or service for a 
covered entity or another business 
associate may create a business 
associate relationship depending on the 
circumstances. For example, an entity 
hired by a business associate to 
appropriately dispose of documents that 
contain protected health information is 
also a business associate and subject to 
the applicable provisions of the HIPAA 
Rules. If the documents to be shredded 
do not contain protected health 
information, then the entity is not a 
business associate. We also clarify that 
the same interpretations that apply to 
determining whether a first tier 
contractor is a business associate also 
apply to determining whether a 
subcontractor is a business associate. 
Thus, our interpretation of who is and 
is not excluded from the definition of 
business associate as a conduit also 
applies in the context of subcontractors 
as well. We refer readers to the above 
discussion regarding transmission 
services and conduits. 

iv. Exceptions to Business Associate 

Proposed Rule 

Sections 164.308(b)(2) and 
164.502(e)(1)(ii) of the HIPAA Rules 
currently describe certain 
circumstances, such as when a covered 
entity discloses protected health 
information to a health care provider 
concerning the treatment of an 
individual, in which a covered entity is 
not required to enter into a business 
associate contract or other arrangement 
with the recipient of the protected 
health information. We proposed to 
move these provisions to the definition 
of ‘‘business associate’’ itself as 
exceptions to make clear that the 
Department does not consider the 
recipients of the protected health 
information in these circumstances to be 
business associates. The movement of 
these exceptions also was intended to 
help clarify that a person or an entity is 
a business associate if the person or 

entity meets the definition of ‘‘business 
associate,’’ even if a covered entity, or 
business associate with respect to a 
subcontractor, fails to enter into the 
required business associate contract 
with the person or entity. 

Final Rule 
The Department did not receive 

substantive public comment on this 
proposal. The final rule includes the 
exceptions within the definition of 
‘‘business associate.’’ 

v. Technical Changes to the Definition 

Proposed Rule 
For clarity and consistency, we also 

proposed to change the term 
‘‘individually identifiable health 
information’’ in the current definition of 
‘‘business associate’’ to ‘‘protected 
health information,’’ since a business 
associate has no obligation under the 
HIPAA Rules with respect to 
individually identifiable health 
information that is not protected health 
information. 

Final Rule 
The Department did not receive 

substantive public comment on this 
proposal. The final rule adopts the 
proposed modification to the definition. 
Additionally, as indicated above, we 
have revised the definition of business 
associate to clarify that a business 
associate includes an entity that 
‘‘creates, receives, maintains, or 
transmits’’ protected health information 
on behalf of a covered entity. This 
change is intended to make the 
definition more consistent with 
language at § 164.308(b) of the Security 
Rule and § 164.502(e) of the Privacy 
Rule, as well as to clarify that entities 
that maintain or store protected health 
information on behalf of a covered 
entity are business associates, even if 
they do not actually view the protected 
health information. 

vi. Response to Other Public Comments 
Comment: One commenter suggested 

that some covered entities do not treat 
third party persons that handle 
protected health information onsite as a 
business associate. 

Response: A covered entity may treat 
a contractor who has his or her duty 
station onsite at a covered entity and 
who has more than incidental access to 
protected health information as either a 
member of the covered entity’s 
workforce or as a business associate for 
purposes of the HIPAA Rules. 

Comment: A few commenters asked 
for confirmation that researchers are not 
considered business associates. In 
addition, the Secretary’s Advisory 
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Committee on Human Research 
Protections, in its November 23, 2010, 
letter to the Secretary providing 
comments on the NPRM, asked the 
Department to confirm that outsourced 
research review, approval, and 
continuing oversight functions (such as 
through using an external or 
independent Institutional Review 
Board) similarly do not give rise to a 
business associate relationship. 

Response: A person or entity is a 
business associate only in cases where 
the person or entity is conducting a 
function or activity regulated by the 
HIPAA Rules on behalf of a covered 
entity, such as payment or health care 
operations, or providing one of the 
services listed in the definition of 
‘‘business associate,’’ and in the 
performance of such duties the person 
or entity has access to protected health 
information. Thus, an external 
researcher is not a business associate of 
a covered entity by virtue of its research 
activities, even if the covered entity has 
hired the researcher to perform the 
research. See http://www.hhs.gov/ocr/ 
privacy/hipaa/faq/business_associates/ 
239.html. Similarly, an external or 
independent Institutional Review Board 
is not a business associate of a covered 
entity by virtue of its performing 
research review, approval, and 
continuing oversight functions. 

However, a researcher may be a 
business associate if the researcher 
performs a function, activity, or service 
for a covered entity that does fall within 
the definition of business associate, 
such as the health care operations 
function of creating a de-identified or 
limited data set for the covered entity. 
See paragraph (6)(v) of the definition of 
‘‘health care operations.’’ Where the 
researcher is also the intended recipient 
of the de-identified data or limited data 
set, the researcher must return or 
destroy the identifiers at the time the 
business associate relationship to create 
the data set terminates and the 
researcher now wishes to use the de- 
identified data or limited data set 
(subject to a data use agreement) for a 
research purpose. 

Comment: A few commenters asked 
for clarification as to whether the 
business associate provisions applied to 
banking and financial institutions. 
Commenters sought clarification as to 
whether the exemption at § 1179 of the 
HIPAA statute for financial institutions 
was applicable to subcontractors. 

Response: This final rule is not 
intended to affect the status of financial 
institutions with respect to whether 
they are business associates. The HIPAA 
Rules, including the business associate 
provisions, do not apply to banking and 

financial institutions with respect to the 
payment processing activities identified 
in § 1179 of the HIPAA statute, for 
example, the activity of cashing a check 
or conducting a funds transfer. Section 
1179 of HIPAA exempts certain 
activities of financial institutions from 
the HIPAA Rules, to the extent that 
these activities constitute authorizing, 
processing, clearing, settling, billing, 
transferring, reconciling, or collecting 
payments for health care or health plan 
premiums. However, a banking or 
financial institution may be a business 
associate where the institution performs 
functions above and beyond the 
payment processing activities identified 
above on behalf of a covered entity, 
such as performing accounts receivable 
functions on behalf of a health care 
provider. 

We clarify that our inclusion of 
subcontractors in the definition of 
business associate does not impact the 
exclusion of financial institutions from 
the definition of ‘‘business associates’’ 
when they are only conducting payment 
processing activities that fall under 
§ 1179 of the HIPAA statute. 
Accordingly, a business associate need 
not enter into a business associate 
agreement with a financial institution 
that is solely conducting payment 
activities that are excluded under 
§ 1179. 

Comment: One commenter sought 
clarification of the status of a risk 
management group or malpractice 
insurance company that receives 
protected health information when 
contracted with a covered entity to 
mitigate the covered entity’s risk and 
then contracts with legal groups to 
represent the covered entity during 
malpractice claims. 

Response: A business associate 
agreement is not required where a 
covered entity purchases a health plan 
product or other insurance, such as 
medical liability insurance, from an 
insurer. However, a business associate 
relationship could arise if the insurer is 
performing a function on behalf of, or 
providing services to, the covered entity 
that does not directly relate to the 
provision of insurance benefits, such as 
performing risk management or 
assessment activities or legal services 
for the covered entity, that involve 
access to protected health information. 

b. Definition of ‘‘Electronic Media’’ 

Proposed Rule 

The term ‘‘electronic media’’ was 
originally defined in the Transactions 
and Code Sets Rule issued on August 
17, 2000 (65 FR 50312) and was 
included in the definitions at § 162.103. 

That definition was subsequently 
revised and moved to § 160.103. The 
purpose of that revision was to clarify 
that the physical movement of 
electronic media from place to place is 
not limited to magnetic tape, disk, or 
compact disk, so as to allow for future 
technological innovation. We further 
clarified that transmission of 
information not in electronic form 
before the transmission (e.g., paper or 
voice) is not covered by this definition. 
See 68 FR 8339, Feb. 20, 2003. 

In the NPRM, we proposed to revise 
the definition of ‘‘electronic media’’ in 
the following ways. First, we proposed 
to revise paragraph (1) of the definition 
to replace the term ‘‘electronic storage 
media’’ with ‘‘electronic storage 
material’’ to conform the definition of 
‘‘electronic media’’ to its current usage, 
as set forth in the National Institute for 
Standards and Technology (NIST) 
‘‘Guidelines for Media Sanitization’’ 
(Definition of Medium, NIST SP 800–88, 
Glossary B, p. 27 (2006)). The NIST 
definition, which was updated 
subsequent to the issuance of the 
Privacy and Security Rules, was 
developed in recognition of the 
likelihood that the evolution of the 
development of new technology would 
make use of the term ‘‘electronic storage 
media’’ obsolete in that there may be 
‘‘storage material’’ other than ‘‘media’’ 
that house electronic data. Second, we 
proposed to add to paragraph (2) of the 
definition of ‘‘electronic media’’ a 
reference to intranets, to clarify that 
intranets come within the definition. 
Third, we proposed to change the word 
‘‘because’’ to ‘‘if’’ in the final sentence 
of paragraph (2) of the definition of 
‘‘electronic media.’’ The definition 
assumed that no transmissions made by 
voice via telephone existed in electronic 
form before transmission; the evolution 
of technology has made this assumption 
obsolete since some voice technology is 
digitally produced from an information 
system and transmitted by phone. 

Overview of Public Comments 
The Department received comments 

in support of the revised definition and 
the flexibility created to account for 
later technological developments. 
Certain other commenters raised 
concerns that changes to the definition 
could have unintended impacts when 
applied to the administrative 
transaction and code set requirements. 
One commenter specifically supported 
the change in language from ‘‘because’’ 
to ‘‘if,’’ noting the distinction was 
important to provide protection for 
digital audio recordings containing 
protected health information. One 
commenter suggested including the 
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word ‘‘immediately’’ in the final 
sentence of paragraph (2) to indicate 
that fax transmissions are excluded from 
the definition of electronic media if the 
information being exchanged did not 
exist in electronic form immediately 
before the transmission. Several 
commenters sought clarification as to 
whether data that is retained in office 
machines, such as facsimiles and 
photocopiers, is subject to the Privacy 
and Security Rules. 

Final Rule 
The final rule adopts the definition as 

proposed with two additional 
modifications. First, in paragraph (2) we 
remove the parenthetical language 
referring to ‘‘wide open’’ with respect to 
the Internet and ‘‘using Internet 
technology to link a business with 
information accessible only to 
collaborating parties’’ with respect to 
extranets and intranets. The 
parenthetical language initially helped 
clarify what was intended by key words 
within the definition. As these key 
words have become more generally 
understood and guidance has become 
available through the NIST regarding 
specific key terms, such as intranet, 
extranet, and internet, (see, for example, 
NIST IR 7298 Revision 1, Glossary of 
Key Information Security Terms, 
February 2011, available at http:// 
csrc.nist.gov/publications/nistir/ir7298- 
rev1/nistir-7298-revision1.pdf), we 
believe the parenthetical language is no 
longer helpful. Second, we do accept 
the recommendation that we alter the 
language in paragraph (2) to include the 
word ‘‘immediately,’’ to exclude 
transmissions when the information 
exchanged did not exist in electronic 
form immediately before transmission. 
This modification clarifies that a 
facsimile machine accepting a hardcopy 
document for transmission is not a 
covered transmission even though the 
document may have originated from 
printing from an electronic file. 

We do not believe these changes will 
have unforeseen impacts on the 
application of the term in the 
transactions and code sets requirements 
at Part 162. 

In response to commenters’ concerns 
that photocopiers, facsimiles, and other 
office machines may retain electronic 
data, potentially storing protected 
health information when used by 
covered entities or business associates, 
we clarify that protected health 
information stored, whether 
intentionally or not, in photocopier, 
facsimile, and other devices is subject to 
the Privacy and Security Rules. 
Although such devices are not generally 
relied upon for storage and access to 

stored information, covered entities and 
business associates should be aware of 
the capabilities of these devices to store 
protected health information and must 
ensure any protected health information 
stored on such devices is appropriately 
protected and secured from 
inappropriate access, such as by 
monitoring or restricting physical access 
to a photocopier or a fax machine that 
is used for copying or sending protected 
health information. Further, before 
removal of the device from the covered 
entity or business associate, such as at 
the end of the lease term for a 
photocopier machine, proper safeguards 
should be followed to remove the 
electronic protected health information 
from the media. 

c. Definition of ‘‘Protected Health 
Information’’ 

Proposed Rule 

For consistency with the proposed 
modifications to the period of protection 
for decedent information at § 164.502(f) 
(discussed below), the Department 
proposed to modify the definition of 
‘‘protected health information’’ at 
§ 160.103 to provide that the Privacy 
and Security Rules do not protect the 
individually identifiable health 
information of persons who have been 
deceased for more than 50 years. 

Overview of Public Comment 

The public comments received on this 
proposal are discussed and responded 
to below in the section describing the 
modifications to § 164.502(f). 

Final Rule 

For the reasons stated in the section 
regarding § 164.502(f), the final rule 
adopts the proposed modification to the 
definition of ‘‘protected health 
information.’’ 

d. Definition of ‘‘State’’ 

Proposed Rule 

The HITECH Act at section 13400 
includes a definition of ‘‘State’’ to mean 
‘‘each of the several States, the District 
of Columbia, Puerto Rico, the Virgin 
Islands, Guam, American Samoa, and 
the Northern Mariana Islands.’’ This 
definition varies from paragraph (2) of 
the HIPAA definition of ‘‘State’’ at 
§ 160.103, which does not include 
reference to American Samoa and the 
Northern Mariana Islands. Thus, for 
consistency with the definition applied 
to the HIPAA Rules by the HITECH Act, 
we proposed to add reference to 
American Samoa and the 
Commonwealth of the Northern Mariana 
Islands in paragraph (2) of the definition 
of ‘‘State’’ at § 160.103. 

Final Rule 
The Department did not receive 

substantive public comment on this 
proposal and the final rule adopts the 
proposed modifications to the definition 
of ‘‘State.’’ 

e. Other Changes to the Definitions in 
Section 160.103 

In addition to the changes discussed 
above, the final rule makes the 
following changes as proposed in the 
NPRM to various definitions in 
§ 160.103: 

(1) Relocates the definitions of 
‘‘administrative simplification 
provision,’’ ‘‘ALJ,’’ ‘‘civil money 
penalty,’’ ‘‘respondent,’’ and ‘‘violation 
or violate’’ from § 160.302 to § 160.103 
for ease of reference; 

(2) Adds a reference to sections 
13400–13424 of the HITECH Act to the 
definition of ‘‘administrative 
simplification provision’’; 

(3) Removes a comma from the 
definition of ‘‘disclosure’’ inadvertently 
inserted into the definition in a prior 
rulemaking; 

(4) Replaces the term ‘‘individually 
identifiable health information’’ with 
‘‘protected health information’’ in the 
definition of ‘‘standard’’ to better reflect 
the scope of the Privacy and Security 
Rules; 

(5) Adds a reference to ‘‘business 
associate’’ following the reference to 
‘‘covered entity’’ in the definitions of 
‘‘respondent’’ and ‘‘compliance date,’’ 
in recognition of the potential liability 
imposed on business associates for 
violations of certain provisions of the 
Privacy and Security Rules by sections 
13401 and 13404 of the Act; and 

(6) Revises the definition of 
‘‘workforce member’’ in § 160.103 to 
make clear that the term includes the 
employees, volunteers, trainees, and 
other persons whose conduct, in the 
performance of work for a business 
associate, is under the direct control of 
the business associate, because some 
provisions of the Act and the Privacy 
and Security Rules place obligations on 
the business associate with respect to 
workforce members. 

4. Subpart B—Preemption of State Law 

a. Section 160.201—Statutory Basis 

Proposed Rule 
We proposed to modify § 160.201 

regarding the statutory basis for the 
preemption of State law provisions to 
add a reference to section 264(c) of 
HIPAA, which contains the statutory 
basis for the exception to preemption at 
§ 160.203(b) for State laws that are more 
stringent than the HIPAA Privacy Rule. 
We also proposed to add a reference to 
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section 13421(a) of the HITECH Act, 
which applies HIPAA’s preemption 
rules to the HITECH Act’s privacy and 
security provisions. Finally, we 
proposed to re-title the provision to read 
‘‘Statutory basis’’ instead of 
‘‘Applicability.’’ 

Overview of Public Comments 

Several commenters expressed 
concerns about the lack of uniform 
Federal and State privacy laws and the 
resultant confusion and expense 
associated with determining which laws 
apply to a given circumstance, 
particularly as more and more health 
care entities operate across multiple 
state lines. Commenters recommended 
that the Department make efforts to 
engage States and other partners to 
examine divergent Federal and State 
requirements and to attempt to 
coordinate various disclosure rules to 
drive Federal-State consensus. 

Final Rule 

The final rule adopts the proposed 
modifications. In response to the 
comments concerned with the lack of 
uniform Federal and State privacy laws, 
we note that the preemption provisions 
of the HIPAA Rules are based on section 
1178 of the Social Security Act and 
section 264(c)(2) of HIPAA. Through 
these statutory provisions, Congress 
made clear that the HIPAA privacy 
requirements are to supersede only 
contrary provisions of State law, and not 
even in all such cases, such as where 
the provision of State law provides more 
stringent privacy protections than the 
HIPAA Privacy Rule. Accordingly, the 
HIPAA Privacy Rule provides a Federal 
floor of privacy protections, with States 
free to impose more stringent privacy 
protections should they deem 
appropriate. 

b. Section 160.202—Definitions 

i. Definition of ‘‘Contrary’’ 

Proposed Rule 

The term ‘‘contrary’’ is defined in 
§ 160.202 to make clear when the 
preemption provisions of HIPAA apply 
to State law. For the reasons set forth on 
page 40875 of the July 2010 NPRM, we 
proposed to amend the definition of 
‘‘contrary’’ by inserting references to 
business associates in paragraph (1) of 
the definition. We also expanded the 
reference to the HITECH statutory 
provisions in paragraph (2) of the 
definition to encompass all of the 
sections of subtitle D of the HITECH 
Act, rather than merely to section 
13402, which was added by the breach 
notifications interim final rule. These 

changes would give effect to section 
13421(a). 

Final Rule 
The Department did not receive 

substantive public comment on this 
proposal. The final rule adopts the 
proposed modifications. 

ii. Definition of ‘‘More Stringent’’ 

Proposed Rule 
The term ‘‘more stringent’’ is part of 

the statutory preemption language 
under HIPAA. HIPAA preempts State 
law that is contrary to a HIPAA privacy 
standard unless, among other 
exceptions, the State law is more 
stringent than the contrary HIPAA 
privacy standard. We proposed to 
amend the definition to add a reference 
to business associates. 

Final Rule 
The Department did not receive 

substantive public comment on this 
proposal. The final rule adopts the 
proposed modification. 

B. Subparts C and D of Part 160: 
Amendments to the Enforcement Rule 

Section 13410 of the HITECH Act 
made several amendments to the Social 
Security Act to strengthen the HIPAA 
Enforcement Rule, which applies to the 
Secretary’s enforcement of all of the 
HIPAA Administrative Simplification 
Rules, as well as the Breach Notification 
Rule. 

On October 30, 2009, the Department 
issued an interim final rule (IFR) 
revising the Enforcement Rule to 
incorporate the provisions of section 
13410(d) of the HITECH Act that took 
effect immediately to apply to violations 
of the HIPAA Rules occurring after the 
enactment date of February 18, 2009. 
See 74 FR 56123. In general, section 
13410(d) of the HITECH Act revised 
section 1176(a) of the Social Security 
Act to establish four categories of 
violations that reflect increasing levels 
of culpability and four corresponding 
tiers of penalty amounts that 
significantly increased the minimum 
penalty amount for each violation, with 
a maximum penalty amount of $1.5 
million annually for all violations of an 
identical provision. Section 13410(d) 
also amended section 1176(b) of the 
Social Security Act by removing the 
previous affirmative defense to the 
imposition of penalties if the covered 
entity did not know and with the 
exercise of reasonable diligence would 
not have known of the violation (these 
violations are now punishable under the 
lowest tier of penalties), and by 
providing a prohibition on the 
imposition of penalties for any violation 

that is timely corrected, as long as the 
violation was not due to willful neglect. 
The IFR updated the HIPAA 
Enforcement Rule to reflect these 
statutory amendments. The IFR did not 
make amendments with respect to those 
enforcement provisions of section 13410 
of the HITECH Act that were not 
effective immediately upon enactment. 

In its July 2010 NPRM, the 
Department proposed a number of 
additional modifications to the 
Enforcement Rule to reflect other 
provisions of section 13410 of the 
HITECH Act, some of which became 
effective on February 18, 2010, or were 
to become effective at a later date: (1) 
Requiring that the Secretary formally 
investigate complaints indicating 
violations due to willful neglect, and 
impose civil money penalties upon 
finding violations due to willful neglect; 
(2) making business associates of 
covered entities directly liable for civil 
money penalties for violations of certain 
provisions of the HIPAA Rules; (3) 
requiring the Secretary to determine 
civil money penalty amounts based 
upon the nature and extent of the harm 
resulting from a violation; and (4) 
providing that the Secretary’s authority 
to impose a civil money penalty will be 
barred only to the extent a criminal 
penalty has been imposed with respect 
to an act under Section 1177, rather 
than in cases in which the act 
constitutes an offense that is criminally 
punishable under Section 1177. 

The following discussion describes 
the enforcement provisions of the IFR 
and the NPRM, responds to public 
comment received by the Department on 
both rules, and describes the final 
modifications to the Enforcement Rule 
adopted by this final rule. In addition to 
the modifications discussed below, this 
final rule also adopts the NPRM 
proposal to add the term ‘‘business 
associate’’ to the following provisions of 
the Enforcement Rule: §§ 160.300; 
160.304; 160.306(a) and (c); 160.308; 
160.310; 160.312; 160.316; 160.401; 
160.402; 160.404(b); 160.406; 160.408(c) 
and (d); and 160.410(a) and (c). This is 
done to implement sections 13401 and 
13404 of the Act, which impose direct 
civil money penalty liability on 
business associates for their violations 
of certain provisions of the HIPAA 
Rules. 
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1. Subpart C of Part 160—Compliance 
and Investigations 

a. Sections 160.304, 160.306, 160.308, 
and 160.312—Noncompliance Due to 
Willful Neglect 

Proposed Rule 

Section 13410(a) of the HITECH Act 
adds a new subsection (c) to section 
1176 of the Social Security Act, which 
requires the Department to formally 
investigate a complaint if a preliminary 
investigation of the facts of the 
complaint indicates a possible violation 
due to willful neglect (section 
1176(c)(2)) and to impose a civil money 
penalty for a violation due to willful 
neglect (section 1176(c)(1)). The 
Department proposed a number of 
modifications to Subpart C of the 
Enforcement Rule to implement these 
provisions. 

First, § 160.306(c) of the Enforcement 
Rule currently provides the Secretary 
with discretion to investigate HIPAA 
complaints through the use of the word 
‘‘may.’’ As a practical matter, however, 
the Department currently conducts a 
preliminary review of every complaint 
received and proceeds with the 
investigation in every eligible case 
where its preliminary review of the facts 
indicates a possible violation of the 
HIPAA Rules. Nonetheless, to 
implement section 1176(c)(2), the 
Department proposed to add a new 
paragraph (1) to § 160.306(c) (and to 
make conforming changes to the 
remainder of § 160.306(c)) to make clear 
that the Secretary will investigate any 
complaint filed under this section when 
a preliminary review of the facts 
indicates a possible violation due to 
willful neglect. Under proposed 
§ 160.306(c)(2), the Secretary would 
have continued discretion with respect 
to investigating any other complaints. 

Second, the Department proposed to 
modify § 160.308 by adding a new 
paragraph (a) to provide that the 
Secretary will conduct a compliance 
review to determine whether a covered 
entity or business associate is 
complying with the applicable 
administrative simplification provision 
when a preliminary review of the facts 
indicates a possible violation due to 
willful neglect. Like § 160.306(c) with 
respect to complaints, the current 
§ 160.308(c) provides the Secretary with 
discretion to conduct compliance 
reviews. While section 13410(a) of the 
HITECH Act specifically mentions 
complaints and not compliance reviews 
with respect to willful neglect, the 
Department proposed to treat 
compliance reviews in the same manner 
because it believed doing so would 

strengthen enforcement with respect to 
potential violations of willful neglect 
and would ensure that investigations, 
whether or not initiated by a complaint, 
would be handled in a consistent 
manner. Under proposed § 160.308(b), 
the Secretary would continue to have 
discretion to conduct compliance 
reviews in circumstances not indicating 
willful neglect. 

Third, given the HITECH Act’s 
requirement that the Secretary impose a 
penalty for any violation due to willful 
neglect, the Department proposed 
changes to § 160.312, which currently 
requires the Secretary to attempt to 
resolve investigations or compliance 
reviews indicating noncompliance by 
informal means. The NPRM proposed to 
provide instead in § 160.312(a) that the 
Secretary ‘‘may’’ rather than ‘‘will’’ 
attempt to resolve investigations or 
compliance reviews indicating 
noncompliance by informal means. This 
change would permit the Department to 
proceed with a willful neglect violation 
determination as appropriate, while also 
permitting the Department to seek 
resolution of complaints and 
compliance reviews that did not 
indicate willful neglect violations by 
informal means (e.g., where the covered 
entity or business associate did not 
know and by exercising reasonable 
diligence would not have known of a 
violation, or where the violation is due 
to reasonable cause). 

Finally, the Department proposed a 
conforming change to § 160.304(a), 
which currently requires the Secretary 
to seek, to the extent practicable, the 
cooperation of covered entities in 
obtaining compliance with the HIPAA 
Rules. The NPRM proposed to clarify 
that the Secretary would continue to do 
so ‘‘consistent with the provisions of 
this subpart’’ in recognition of the new 
HITECH Act requirement to impose a 
civil money penalty for a violation due 
to willful neglect. While the Secretary 
often will still seek to correct 
indications of noncompliance through 
voluntary corrective action, there may 
be circumstances (such as 
circumstances indicating willful 
neglect), where the Secretary may 
proceed directly to formal enforcement. 

Overview of Public Comments 
One commenter supported 

maintaining the current language at 
§§ 160.306 and 160.308 of the 
Enforcement Rule, providing the 
Secretary with discretion to conduct 
complaint investigations and 
compliance reviews, regardless of 
indications of willful neglect. One 
commenter suggested that OCR look to 
whether facts indicate a ‘‘probable,’’ 

rather than ‘‘possible,’’ violation due to 
willful neglect to limit the likelihood of 
unnecessary formal investigations or 
compliance reviews. While one 
commenter supported the proposal to 
require a compliance review in 
circumstances indicating a possible 
violation due to willful neglect, others 
argued that requiring compliance 
reviews in such circumstances is not 
required by the statute, will detract from 
resources to investigate complaints, and 
will be duplicative if a formal complaint 
investigation is also underway. 

Several commenters expressed 
concern over the proposal at 
§ 160.312(a) to give the Secretary 
discretion, rather than to require the 
Secretary, to attempt to resolve 
investigations or compliance reviews 
indicating noncompliance by informal 
means, even in cases of noncompliance 
that did not involve willful neglect (e.g., 
cases involving reasonable cause or lack 
of knowledge of a violation). 
Commenters indicated support for the 
Department’s seeking compliance 
through voluntary corrective action as 
opposed to formal enforcement 
proceedings and argued that the 
Department should retain the 
requirement for the Secretary to attempt 
informal resolution in all circumstances 
except those involving willful neglect. 
One commenter recommended that the 
Secretary be able to assess penalties 
regardless of whether corrective action 
was obtained. 

Final Rule 
The final rule adopts the 

modifications to §§ 160.304, 160.306, 
160.308, and 160.312, as proposed in 
the NPRM. The Department believes 
these changes to the enforcement 
provisions to be appropriate given the 
HITECH Act’s requirements at section 
13410(a) with respect to circumstances 
indicating or involving noncompliance 
due to willful neglect. We do not 
provide in the Rule that the Secretary 
will investigate when a preliminary 
review of the facts indicates a 
‘‘probable’’ rather than ‘‘possible’’ 
violation due to willful neglect as the 
statute requires an investigation even in 
cases indicating a ‘‘possible’’ violation 
due to willful neglect. In response to 
commenters concerned about requiring 
the Secretary to conduct compliance 
reviews in circumstances in which facts 
indicate a possible violation due to 
willful neglect, we continue to believe 
that, while not expressly required by the 
statute, doing so appropriately 
strengthens enforcement with respect to 
violations due to willful neglect and 
ensures consistency in the handling of 
complaints and compliance reviews in 
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which violations due to willful neglect 
are indicated. We emphasize that the 
Department retains discretion to decide 
whether to conduct a compliance 
review (or complaint investigation) 
where a preliminary review of the facts 
indicates a degree of culpability less 
than willful neglect. Further, with 
respect to commenter concerns about 
duplication between complaint 
investigations and compliance reviews, 
we clarify that the Department generally 
conducts compliance reviews to 
investigate allegations of violations of 
the HIPAA Rules brought to the 
Department’s attention through a 
mechanism other than a complaint. For 
example, the Department may use a 
compliance review to investigate 
allegations of violations of the Rules 
brought to our attention through a 
media report, or from a State or another 
Federal agency. If the Department 
initiates an investigation of a complaint 
because its preliminary review of the 
facts indicates a possible violation due 
to willful neglect, the Department is not 
also required to initiate a compliance 
review under § 160.308 because doing 
so would initiate a duplicative 
investigation. 

With respect to § 160.312, where the 
Rule previously mandated that the 
Secretary attempt to resolve indicated 
violations of the HIPAA Rules by 
informal means, the final rule now 
provides the Secretary with the 
discretion to do so, to reflect Section 
13410 of the HITECH Act with regard to 
violations due to willful neglect. 
Nothing in Section 13410 of the 
HITECH Act limits the Secretary’s 
ability to resolve such cases by informal 
means. However, through its 
introduction of higher penalties and its 
mandate for formal investigations with 
regard to possible violations due to 
willful neglect, Section 13410 
strengthens enforcement and 
accordingly we have revised § 160.312 
so that the Secretary may move directly 
to a civil money penalty without 
exhausting informal resolution efforts at 
her discretion, particularly in cases 
involving willful neglect violations. 

Response to Other Public Comments 

Comment: A number of commenters 
requested further clarification on the 
scope and depth of what constitutes a 
‘‘preliminary review of the facts’’ for 
purposes of determining whether facts 
indicate a possible violation due to 
willful neglect and thus, warrant a 
formal complaint investigation or 
compliance review. Certain commenters 
suggested that a preliminary review of 
the facts should go beyond merely a 

review of the allegations asserted in a 
complaint. 

Response: As noted above, currently 
the Department conducts a preliminary 
review of every complaint received and 
proceeds with the investigation in every 
eligible case where its preliminary 
review of the facts indicates a possible 
violation of the HIPAA Rules. The 
Department anticipates that some 
complaints, on their face, or reports or 
referrals that form the basis of a 
potential compliance review, will 
contain sufficient information to 
indicate a possible violation due to 
willful neglect, and some may not. In 
any event, the Department may on a 
case-by-case basis expand the 
preliminary review and conduct 
additional inquiries for purposes of 
identifying a possible violation due to 
willful neglect. Notwithstanding the 
scope of a preliminary review, OCR will 
determine if an indicated violation was 
due to willful neglect based on the 
evidence from its investigation of the 
allegations, even if a violation due to 
willful neglect was not indicated at the 
preliminary review stage. 

b. Section 160.310—Protected Health 
Information Obtained by the Secretary 

Proposed Rule 

Section 160.310 requires that covered 
entities make information available to 
and cooperate with the Secretary during 
complaint investigations and 
compliance reviews. Section 
160.310(c)(3) provides that any 
protected health information obtained 
by the Secretary in connection with an 
investigation or compliance review will 
not be disclosed by the Secretary, except 
as necessary for determining and 
enforcing compliance with the HIPAA 
Rules or as otherwise required by law. 
In the proposed rule, we proposed to 
modify this paragraph to also allow the 
Secretary to disclose protected health 
information if permitted under the 
Privacy Act at 5 U.S.C. 552a(b)(7). 
Section 5 U.S.C. 552a(b)(7) permits the 
disclosure of a record on an individual 
contained within a government system 
of records protected under the Privacy 
Act to another agency or instrumentality 
of any governmental jurisdiction within 
or under the control of the United States 
for a civil or criminal law enforcement 
activity if the activity is authorized by 
law and if the agency has made a 
written request to the agency that 
maintains the record. The proposed 
change would permit the Secretary to 
coordinate with other law enforcement 
agencies, such as the State Attorneys 
General pursuing civil actions to enforce 
the HIPAA Rules on behalf of State 

residents pursuant to section 13410(e) of 
the Act, or the FTC pursuing remedies 
under other consumer protection 
authorities. 

Overview of Public Comments 
One commenter requested 

clarification and transparency on how 
or if Federal regulators such as OCR and 
the FTC will collaborate, when such 
information sharing will be initiated or 
occur as a routine process, or whether 
Federal and State agencies will work 
together to enforce suspected violations. 

Final Rule 
To facilitate cooperation between the 

Department and other law enforcement 
agencies, the final rule adopts the 
modifications to § 160.310(c)(3) as 
proposed in the NPRM. In response to 
the comment regarding transparency in 
how the Department is or will cooperate 
with other agencies in enforcement, we 
note that the Department’s web site at 
http://www.hhs.gov/ocr/enforcement/ 
contains information about how the 
Department coordinates with the 
Department of Justice to refer cases 
involving possible criminal HIPAA 
violations and how the Department has 
worked with the FTC to coordinate 
enforcement actions for violations that 
implicate both HIPAA and the FTC Act. 
Further, the Department will be working 
closely with State Attorneys General to 
coordinate enforcement in appropriate 
cases, as provided under section 
13410(e) of the HITECH Act. The 
Department will continue to update its 
web site as necessary and appropriate to 
maintain transparency with the public 
and the regulated community about 
these coordinated activities and its other 
enforcement actions and activities. 

2. Subpart D—Imposition of Civil 
Money Penalties 

a. Section 160.401—Definitions 
Section 160.401 defines ‘‘reasonable 

cause,’’ ‘‘reasonable diligence,’’ and 
‘‘willful neglect.’’ Given that section 
13410(d) of the HITECH Act uses these 
terms to describe the increasing levels of 
culpability for which increasing 
minimum levels of penalties may be 
imposed, the Department moved these 
definitions in the IFR from their prior 
placement at § 160.410, which pertains 
only to affirmative defenses, to 
§ 160.401, so that they would apply to 
the entirety of Subpart D of Part 160 and 
the provisions regarding the imposition 
of civil money penalties. The IFR did 
not modify the definitions themselves as 
the HITECH Act did not amend the 
definitions. 

Even though the HITECH Act did not 
amend the definitions of these terms, 
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the Department in its NPRM proposed 
certain modifications to the definition of 
‘‘reasonable cause’’ to clarify the mens 
rea (state of mind) required for this 
category of violations, and to avoid the 
situation where certain violations would 
not fall within one of the established 
penalty tiers. This modification is 
discussed below. The Department did 
not propose modifications to the 
definitions of ‘‘reasonable diligence’’ 
and ‘‘willful neglect.’’ 

In the NPRM, the Department also 
included examples and guidance as to 
how the Department planned to apply 
the definitions of ‘‘reasonable cause,’’ 
‘‘reasonable diligence,’’ and ‘‘willful 
neglect’’ to distinguish among the tiers 
of culpability. 75 FR 40877–40879. As 
commenters generally found this 
guidance helpful, the Department 
intends to publish the guidance on its 
web site. 

Modifications to the Definition of 
‘‘Reasonable Cause’’ 

Proposed Rule 

Reasonable cause is currently defined 
at § 160.401 to mean: ‘‘circumstances 
that would make it unreasonable for the 
covered entity, despite the exercise of 
ordinary business care and prudence, to 
comply with the administrative 
simplification provision violated.’’ This 
definition is consistent with the 
Supreme Court’s ruling in United States 
v. Boyle, 469 U.S. 241, 245 (1985), 
which focused on whether 
circumstances were beyond the 
regulated person’s control, thereby 
making compliance unreasonable. See 
70 FR 20224, 20238. Prior to the 
HITECH Act, section 1176 of the Social 
Security Act provided an affirmative 
defense to the imposition of a civil 
money penalty if the covered entity 
established that its violation was due to 
reasonable cause and not willful neglect 
and was corrected within a 30-day 
period (or such additional period 
determined by the Secretary to be 
appropriate). 

As described above, section 13410(d) 
of the HITECH Act revised section 1176 
of the Social Security Act to establish 
four tiers of increasing penalty amounts 
to correspond to the levels of culpability 
associated with the violation. The first 
category of violation (and lowest 
penalty tier) covers situations where the 
covered entity or business associate did 
not know, and by exercising reasonable 
diligence would not have known, of a 
violation. The second category of 
violation (and next highest penalty tier) 
applies to violations due to reasonable 
cause and not to willful neglect. The 
third and fourth categories apply to 

circumstances where the violation was 
due to willful neglect that is corrected 
within a certain time period (second 
highest penalty tier) and willful neglect 
that is not corrected (highest penalty 
tier). The mens rea, or state of mind, 
associated with the tiers is clear with 
respect to the first, third, and fourth 
categories, in that there is no mens rea 
with respect to the lowest category of 
violation, while the existence of mens 
rea is presumed with respect to the third 
and fourth categories of violation. 

However, the current definition of 
‘‘reasonable cause’’ does not address 
mens rea with respect to the second 
category of violations. Therefore, the 
Department proposed to amend the 
definition of ‘‘reasonable cause’’ at 
§ 160.401 to clarify the mens rea 
associated with the reasonable cause 
category of violations and to clarify the 
full scope of violations that will come 
within the category. Specifically, the 
Department proposed to modify the 
definition of ‘‘reasonable cause’’ to 
mean ‘‘an act or omission in which a 
covered entity or business associate 
knew, or by exercising reasonable 
diligence would have known, that the 
act or omission violated an 
administrative simplification provision, 
but in which the covered entity or 
business associate did not act with 
willful neglect.’’ Thus, the proposed 
definition would now include violations 
due both to circumstances that would 
make it unreasonable for the covered 
entity or business associate, despite the 
exercise of ordinary business care and 
prudence, to comply with the 
administrative simplification provision 
violated, as well as to other 
circumstances in which a covered entity 
or business associate has knowledge of 
a violation but lacks the conscious 
intent or reckless indifference 
associated with the willful neglect 
category of violations. 

Overview of Public Comments 
Commenters addressing the definition 

of ‘‘reasonable cause’’ expressed general 
support for the proposed clarifications 
to the scope of this category of 
violations. 

Final Rule 
The final rule adopts the proposed 

modifications to the definition. 

b. Section 160.402—Basis for a Civil 
Money Penalty 

Proposed Rule 
Section 160.402(a) states generally 

that the Secretary will impose a civil 
money penalty upon a covered entity if 
the Secretary determines that the 
covered entity violated an 

administrative simplification provision. 
Section 164.402, in paragraphs (b) and 
(c), provides the basis for a civil money 
penalty against a covered entity where 
more than one covered entity is 
responsible for a violation, where an 
affiliated covered entity is responsible 
for a violation, and where an agent of a 
covered entity is responsible for a 
violation. 

The proposed rule proposed to 
remove the exception at § 160.402(c) for 
covered entity liability for the acts of its 
agent in cases where the agent is a 
business associate, the relevant contract 
requirements have been met, the 
covered entity did not know of a pattern 
or practice of the business associate in 
violation of the contract, and the 
covered entity did not fail to act as 
required by the Privacy or Security Rule 
with respect to such violations. The 
proposed rule also proposed to add a 
parallel provision in a new paragraph 
(2) at § 160.402(c) that would provide 
for civil money penalty liability against 
a business associate for the acts of its 
agent. The existing language of 
§ 160.402(c) regarding the liability of 
covered entities for the acts of their 
agents would be re-designated as 
paragraph (1). 

These proposed changes would make 
covered entities and business associates 
liable under § 160.402(c) for the acts of 
their business associate agents, in 
accordance with the Federal common 
law of agency, regardless of whether the 
covered entity has a compliant business 
associate agreement in place. Section 
160.402(c) closely tracks the language in 
section 1128A(l) of the Social Security 
Act, which is made applicable to HIPAA 
by section 1176(a)(2) of such Act, which 
states that ‘‘a principal is liable for 
penalties * * * under this section for 
the actions of the principal’s agents 
acting within the scope of the agency.’’ 
One reason for removing the exception 
to the general provision at § 160.402(c), 
as we explained in the NPRM, is to 
ensure, where a covered entity or 
business associate has delegated out an 
obligation under the HIPAA Rules, that 
a covered entity or business associate 
would remain liable for penalties for the 
failure of its business associate agent to 
perform the obligation on the covered 
entity or business associate’s behalf. 

Overview of Public Comments 
Several commenters requested that 

the Department clarify and provide 
additional guidance regarding how the 
Federal common law of agency applies 
to business associate relationships. 
These commenters expressed an overall 
concern that applying the Federal 
common law of agency to business 
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associate relationships would add 
unnecessary confusion to and place an 
undue burden on business associate 
relationships. Several commenters 
argued that the proposed change would 
require covered entities and business 
associates to determine whether their 
business associates or business associate 
subcontractors are agents, resulting in 
costly and burdensome challenges when 
drafting business associate contracts and 
monitoring ongoing relationships. One 
commenter argued that the Federal 
common law of agency should not be 
applied to covered entity and business 
associate relationships because it does 
not generally control when the parties 
have entered into a contractual 
agreement that specifies their respective 
rights and obligations. Instead, the 
commenter argued, the contractual 
provisions control, and are interpreted 
and enforced in accordance with State 
law specified by the contract. 

Final Rule 
This final rule adopts the proposed 

modifications to § 160.402(c). We do not 
believe that this change will place an 
undue burden on covered entities and 
business associates. As we explained in 
the NPRM, a covered entity’s liability 
for acts of its agents is customary under 
common law. See 75 FR 40880. Further, 
section 1128A(l) of the Social Security 
Act, applicable to HIPAA covered 
entities and now business associates by 
section 1176(a)(2) of the Act, states that 
a principal is liable for civil money 
penalties for the actions of the 
principal’s agent acting within the scope 
of agency. Before the changes to 
§ 160.402(c) were finalized in this rule, 
if a covered entity failed to comply with 
the business associate provisions in the 
HIPAA Rules, a covered entity 
potentially would have been liable for 
the actions of its business associate 
agent. Thus, we believe that the notion 
that a principal is liable for the acts of 
its agent should not be an unfamiliar 
concept to covered entities and business 
associates. However, we appreciate and 
understand the commenters’ concerns 
and take this opportunity to provide 
additional guidance. 

While section 1128A(l) is silent as to 
how to define ‘‘principal,’’ ‘‘agent,’’ and 
‘‘scope of agency,’’ § 160.402(c) 
references the Federal common law of 
agency. As we explained in the 
Enforcement Rule preamble, 71 FR 
8390, 8403–04, adopting the Federal 
common law to determine the 
definitions and application of these 
terms achieves nationwide uniformity 
in the implementation of the HIPAA 
Rules. We believe that relying on the 
Federal common law is particularly 

important because of HIPAA’s express 
objective of furthering the efficiency and 
effectiveness of the health care system 
as a whole. Further, adopting the 
Federal common law here is consistent 
with the precept that Federal statutes 
are meant to have uniform nationwide 
application. Therefore, we disagree with 
the comment that argued that Federal 
common law should not be applied with 
respect to relationships between 
covered entities and business associates. 

An analysis of whether a business 
associate is an agent will be fact 
specific, taking into account the terms of 
a business associate agreement as well 
as the totality of the circumstances 
involved in the ongoing relationship 
between the parties. The essential factor 
in determining whether an agency 
relationship exists between a covered 
entity and its business associate (or 
business associate and its subcontractor) 
is the right or authority of a covered 
entity to control the business associate’s 
conduct in the course of performing a 
service on behalf of the covered entity. 
The right or authority to control the 
business associate’s conduct also is the 
essential factor in determining whether 
an agency relationship exists between a 
business associate and its business 
associate subcontractor. Accordingly, 
this guidance applies in the same 
manner to both covered entities (with 
regard to their business associates) and 
business associates (with regard to their 
subcontractors). 

The authority of a covered entity to 
give interim instructions or directions is 
the type of control that distinguishes 
covered entities in agency relationships 
from those in non-agency relationships. 
A business associate generally would 
not be an agent if it enters into a 
business associate agreement with a 
covered entity that sets terms and 
conditions that create contractual 
obligations between the two parties. 
Specifically, if the only avenue of 
control is for a covered entity to amend 
the terms of the agreement or sue for 
breach of contract, this generally 
indicates that a business associate is not 
acting as an agent. In contrast, a 
business associate generally would be 
an agent if it enters into a business 
associate agreement with a covered 
entity that granted the covered entity 
the authority to direct the performance 
of the service provided by its business 
associate after the relationship was 
established. For example, if the terms of 
a business associate agreement between 
a covered entity and its business 
associate stated that ‘‘a business 
associate must make available protected 
health information in accordance with 
§ 164.524 based on the instructions to be 

provided by or under the direction of a 
covered entity,’’ then this would create 
an agency relationship between the 
covered entity and business associate 
for this activity because the covered 
entity has a right to give interim 
instructions and direction during the 
course of the relationship. An agency 
relationship also could exist between a 
covered entity and its business associate 
if a covered entity contracts out or 
delegates a particular obligation under 
the HIPAA Rules to its business 
associate. As discussed above, whether 
or not an agency relationship exists in 
this circumstance again would depend 
on the right or authority to control the 
business associate’s conduct in the 
performance of the delegated service 
based on the right of a covered entity to 
give interim instructions. 

While these principles are well 
established under the Federal common 
law of agency, we again note that any 
analysis regarding scope of agency 
depends on the facts of each 
circumstance. Several factors are 
important to consider in any analysis to 
determine the scope of agency: (1) The 
time, place, and purpose of a business 
associate agent’s conduct; (2) whether a 
business associate agent engaged in a 
course of conduct subject to a covered 
entity’s control; (3) whether a business 
associate agent’s conduct is commonly 
done by a business associate to 
accomplish the service performed on 
behalf of a covered entity; and (4) 
whether or not the covered entity 
reasonably expected that a business 
associate agent would engage in the 
conduct in question. 

The terms, statements, or labels given 
to parties (e.g., independent contractor) 
do not control whether an agency 
relationship exists. Rather, the manner 
and method in which a covered entity 
actually controls the service provided 
decides the analysis. As mentioned 
above, an analysis of whether a business 
associate is an agent will be fact specific 
and consider the totality of the 
circumstances involved in the ongoing 
relationship between the parties. We 
note here several circumstances that are 
important. The type of service and skill 
level required to perform the service are 
relevant factors in determining whether 
a business associate is an agent. For 
example, a business associate that is 
hired to perform de-identification of 
protected health information for a small 
provider would likely not be an agent 
because the small provider likely would 
not have the expertise to provide 
interim instructions regarding this 
activity to the business associate. Also, 
an agency relationship would not likely 
exist when a covered entity is legally or 
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otherwise prevented from performing 
the service or activity performed by its 
business associate. For example, the 
accreditation functions performed by a 
business associate cannot be performed 
by a covered entity seeking 
accreditation because a covered entity 
cannot perform an accreditation survey 
or award accreditation. We also note 
that a business associate can be an agent 
of a covered entity: (1) Despite the fact 
that a covered entity does not retain the 
right or authority to control every aspect 
of its business associate’s activities; (2) 
even if a covered entity does not 
exercise the right of control but 
evidence exists that it holds the 
authority to exercise that right; and (3) 
even if a covered entity and its business 
associate are separated by physical 
distance (e.g., if a covered entity and 
business associate are located in 
different countries). 

Response to Other Public Comments 
Comment: One commenter asked 

whether the Department intends to 
eliminate the exceptions afforded by the 
Federal common law of agency. This 
commenter also argued that if a business 
associate were an agent of a covered 
entity, and a HIPAA compliant business 
associate agreement was in place, any 
deviation from the terms in the 
agreement would be by definition 
outside the scope of agency. 

Response: As we discussed above, 
§ 160.402(c) provides that covered 
entities and business associates are 
liable for the acts of their business 
associate agents, in accordance with the 
Federal common law of agency. Section 
160.402(c) is derived from section 
1128A(l) of the Social Security Act 
which states that ‘‘a principal is liable 
for penalties * * * under this section 
for the actions of the principal’s agents 
acting within the scope of the agency.’’ 
Accordingly, § 160.402(c) incorporates 
the Federal common law of agency, 
which includes the understanding that 
for a principal to be liable for the 
actions of an agent, the agent must be 
acting within the scope of agency. Thus, 
the exceptions to the Federal common 
law of agency (as the commenter 
identified them) are incorporated in the 
final rule at § 160.402(c). 

We do not agree with the commenter 
that any deviation from the terms in a 
business associate contract would be by 
definition outside the scope of agency. 
A business associate agent’s conduct 
generally is within the scope of agency 
when its conduct occurs during the 
performance of the assigned work or 
incident to such work, regardless of 
whether the work was done carelessly, 
a mistake was made in the performance, 

or the business associate disregarded a 
covered entity’s specific instruction. For 
example, a business associate agent 
would likely be acting within the scope 
of agency if it impermissibly disclosed 
more than the minimum necessary 
information to a health plan for 
purposes of payment, even if the 
disclosure is contrary to clear 
instructions of the covered entity. In 
contrast, a business associate agent’s 
conduct generally is outside the scope 
of agency when its conduct is solely for 
its own benefit (or that of a third party), 
or pursues a course of conduct not 
intended to serve any purpose of the 
covered entity. 

Comment: One commenter stated that 
the proposed change would impose 
strict liability on covered entities for the 
actions of third parties not under their 
control. Another commenter stated that 
an agent would always fall within the 
scope of a workforce member, which by 
definition is not a business associate. 

Response: We disagree with both 
comments and believe that the 
comments may reflect a 
misunderstanding of the proposed 
change. First, as explained above, 
§ 160.402(c) closely tracks the language 
in section 1128A(l) of the Social 
Security Act, which is made applicable 
to HIPAA by section 1176(a)(2) of such 
Act. It does not make a covered entity 
or business associate liable for the acts 
of third parties that are not under its 
control because such third parties are 
not its agents. With regard to the second 
comment, an agent could always fall 
within the definition of a workforce 
member because of the direct control 
requirement in that definition, but the 
definition of business associate excludes 
a workforce member. This definitional 
exclusion allows the covered entity to 
determine whether, for example, to 
provide training to the agent under the 
Privacy Rule. A covered entity would be 
required to provide training to a 
workforce member but not to a business 
associate agent. However, the covered 
entity is required to enter into a 
business associate agreement with a 
business associate agent that it does not 
treat as a workforce member. The 
proposed change to § 160.402(c) simply 
makes the covered entity or business 
associate liable for the acts of its agents 
acting within the scope of agency, 
whether the agents are workforce 
members or business associates. See the 
definitions of ‘‘business associate’’ and 
‘‘workforce member’’ at § 160.103. 

c. Section 160.404—Amount of a Civil 
Monetary Penalty 

Interim Final Rule 
The IFR amended § 160.404 to revise 

the range of potential civil money 
penalty amounts a covered entity (or 
business associate) will be subject to for 
violations occurring on or after February 
18, 2009, as a result of section 13410(d) 
of the HITECH Act. 

Prior to the HITECH Act, section 
1176(a) of the Social Security Act 
authorized the Secretary to impose a 
civil money penalty of not more than 
$100 for each violation, with the total 
amount imposed on a covered entity for 
all violations of an identical 
requirement or prohibition during a 
calendar year not to exceed $25,000. As 
described above, section 13410(d) of the 
HITECH Act modified section 1176(a) to 
establish tiers of increasing penalty 
amounts for violations based on 
increasing levels of culpability 
associated with each tier. 

Accordingly, the IFR adopted at 
§ 160.404(b) the new penalty scheme 
provided for at section 13410(d) of the 
HITECH Act for violations occurring on 
or after February 18, 2009. The IFR 
retained the pre-HITECH maximum 
penalty amounts of not more than $100 
per violation and $25,000 for identical 
violations during a calendar year, for 
violations occurring before February 18, 
2009. 

In adopting the HITECH Act’s penalty 
scheme, the Department recognized that 
section 13410(d) contained apparently 
inconsistent language (i.e., its reference 
to two penalty tiers ‘‘for each violation,’’ 
each of which provided a penalty 
amount ‘‘for all such violations’’ of an 
identical requirement or prohibition in 
a calendar year). To resolve this 
inconsistency, with the exception of 
violations due to willful neglect that are 
not timely corrected, the IFR adopted a 
range of penalty amounts between the 
minimum given in one tier and the 
maximum given in the second tier for 
each violation and adopted the amount 
of $1.5 million as the limit for all 
violations of an identical provision of 
the HIPAA rules in a calendar year. For 
violations due to willful neglect that are 
not timely corrected, the IFR adopted 
the penalty amount of $50,000 as the 
minimum for each violation and $1.5 
million for all such violations of an 
identical requirement or prohibition in 
a calendar year. 

Specifically, the IFR revised § 160.404 
to provide, for violations occurring on 
or after February 18, 2009, the new 
HITECH penalty scheme, as follows: (1) 
For violations in which it is established 
that the covered entity did not know 
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and, by exercising reasonable diligence, 
would not have known that the covered 
entity violated a provision, an amount 
not less than $100 or more than $50,000 
for each violation; (2) for a violation in 
which it is established that the violation 
was due to reasonable cause and not to 
willful neglect, an amount not less than 

$1000 or more than $50,000 for each 
violation; (3) for a violation in which it 
is established that the violation was due 
to willful neglect and was timely 
corrected, an amount not less than 
$10,000 or more than $50,000 for each 
violation; and (4) for a violation in 
which it is established that the violation 

was due to willful neglect and was not 
timely corrected, an amount not less 
than $50,000 for each violation; except 
that a penalty for violations of the same 
requirement or prohibition under any of 
these categories may not exceed 
$1,500,000 in a calendar year. See Table 
2 below. 

TABLE 2—CATEGORIES OF VIOLATIONS AND RESPECTIVE PENALTY AMOUNTS AVAILABLE 

Violation category—Section 1176(a)(1) Each violation 
All such violations of 
an identical provision 

in a calendar year 

(A) Did Not Know ............................................................................................................................. $100–$50,000 $1,500,000 
(B) Reasonable Cause .................................................................................................................... 1,000–50,000 1,500,000 
(C)(i) Willful Neglect-Corrected ........................................................................................................ 10,000–50,000 1,500,000 
(C)(ii) Willful Neglect-Not Corrected ................................................................................................ 50,000 1,500,000 

In applying these amounts, the 
Department will not impose the 
maximum penalty amount in all cases 
but rather will determine the penalty 
amounts as required by the statute at 
section 1176(a)(1) and the regulations at 
§ 160.408 (i.e., based on the nature and 
extent of the violation, the nature and 
extent of the resulting harm, and the 
other factors set forth at § 160.408). 

Further, for counting violations, the 
Department continues to utilize the 
methodology discussed in prior 
preambles of the Enforcement Rule. See 
70 FR 20224, 20233–55 (April 18, 2005) 
and 71 FR 8390, 8404–07 (February 16, 
2006). For violations that began prior to 
February 18, 2009, and continue after 
that date, the Department will treat 
violations occurring before February 18, 
2009, as subject to the penalties in effect 
prior to February 18, 2009, and 
violations occurring on or after February 
18, 2009, as subject to the penalties in 
effect on or after February 18, 2009. 

Overview of Public Comments 

Most comments on the civil money 
penalty amounts expressed concern 
with the new penalty structure set forth 
in the IFR. A few of these commenters 
expressed a generalized concern about 
the potential impact the available 
penalty amounts might have on covered 
entities, particularly smaller entities. 
One commenter argued that the 
Secretary should not fine entities for 
violations of which a covered entity had 
no knowledge or those due to 
reasonable cause, and that civil money 
penalties should only be imposed as a 
last resort. A few commenters expressed 
concern with the Secretary’s wide range 
of discretion in determining a civil 
money penalty amount and suggested 
that the regulations or guidance should 
further define how the Secretary would 
determine such an amount. 

Some commenters specifically 
expressed concern about the maximum 
penalty amounts set forth for each 
violation (i.e., $50,000) and for all 
violations of an identical provision in a 
calendar year ($1,500,000). Commenters 
argued that the IFR’s penalty scheme is 
inconsistent with the HITECH Act’s 
establishment of different tiers based on 
culpability because the outside limits 
were the same for all culpability 
categories and this ignored the outside 
limits set forth by the HITECH Act 
within the lower penalty tiers, rendering 
those limits meaningless. A few 
commenters expressed particular 
concern with what they believed to be 
the unfair ability of the Secretary to 
impose the maximum penalty amounts 
to violations falling within the two 
lowest categories of culpability (i.e., did 
not know violations and violations due 
to reasonable cause and not willful 
neglect). 

Final Rule 

This final rule retains the revised 
penalty structure in § 160.404(b) as 
implemented by the IFR. We continue to 
believe the penalty amounts are 
appropriate and reflect the most logical 
reading of the HITECH Act, which 
provides the Secretary with discretion 
to impose penalties for each category of 
culpability up to the maximum amount 
described in the highest penalty tier. 

With respect to those comments 
expressing concern about the discretion 
available to the Secretary under the 
adopted scheme we emphasize again 
that the Department will not impose the 
maximum penalty amount in all cases 
but will rather determine the amount of 
a penalty on a case-by-case basis, 
depending on the nature and extent of 
the violation and the nature and extent 
of the resulting harm, as required by the 
HITECH Act, as well as the other factors 

set forth at § 160.408. In response to 
those commenters particularly 
concerned about the impact of penalties 
on smaller entities, we note that the 
other factors include both the financial 
condition and size of the covered entity 
or business associate. These factors are 
discussed more fully below. 

In addition, with respect to comments 
expressing specific concern about 
fairness regarding those violations of 
which an entity did not know or by 
exercising reasonable diligence would 
not have known or for which there was 
a reasonable cause and not willful 
neglect, we note that in both cases an 
entity may establish that an affirmative 
defense applies under § 160.410, where 
the entity corrects the violation within 
30 days from the date the entity had 
knowledge of the violation or with the 
exercise of reasonable diligence would 
have had knowledge of the violation, or 
during a period determined appropriate 
by the Secretary based upon the nature 
and extent of the entity’s failure to 
comply. These affirmative defenses are 
described more fully below. 

In addition, Section 13410(d) of the 
HITECH Act and Section 1176(a) of the 
Social Security Act, give the Secretary 
further ability to waive a civil money 
penalty, in whole or in part, under 
certain circumstances. Thus, to the 
extent an entity fails to correct such 
violations within the mandated 
timeframe, the Secretary may also 
utilize her waiver authority provided for 
at § 160.412, to waive the penalty 
amount in whole or in part, to the extent 
that payment of the penalty would be 
excessive relative to the violation. 

Further, pursuant to 42 U.S.C. 1320a– 
7a(f), the Secretary always has the 
discretion to settle any issue or case or 
to compromise the amount of a civil 
money penalty assessed for a violation 
of the HIPAA Rules. 
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Finally, in the event an entity believes 
that a civil money penalty has been 
imposed unfairly, the entity could 
exercise its right under § 160.504 to 
appeal the imposition of a civil money 
penalty in a hearing before an 
administrative law judge. 

Response to Other Public Comments 

Comment: We received a few 
comments in response to the IFR and 
NPRM requesting clarification as to how 
the Secretary will count violations for 
purposes of calculating civil money 
penalties. One commenter requested 
clarification as to how the numbers of 
‘‘occurrences’’ are determined, 
suggesting that penalties could be very 
significant, and vary significantly, 
depending on the counting methodology 
utilized. The Department also received 
one comment asking whether a violation 
is defined as one event. This commenter 
queried, for example, whether the loss 
of unsecured electronic media would be 
considered as a single violation, even if 
the media contained several hundred 
records. The commenter also asked for 
confirmation that $1,500,000 is the 
aggregate limit of all fines for all 
violations in a given calendar year 
which would apply across an entire 
enterprise, regardless of violations 
occurring in different business units. 

Response: How violations are counted 
for purposes of calculating a civil 
money penalty vary depending on the 
circumstances surrounding the 
noncompliance. Generally speaking, 
where multiple individuals are affected 
by an impermissible use or disclosure, 
such as in the case of a breach of 
unsecured protected health information, 
it is anticipated that the number of 
identical violations of the Privacy Rule 
standard regarding permissible uses and 
disclosures would be counted by the 
number of individuals affected. Further, 
with respect to continuing violations, 
such as lack of appropriate safeguards 
for a period of time, it is anticipated that 
the number of identical violations of the 
safeguard standard would be counted on 
a per day basis (i.e., the number of days 
the entity did not have appropriate 
safeguards in place to protect the 
protected health information). Note also 
that in many breach cases, there will be 
both an impermissible use or disclosure, 
as well as a safeguards violation, for 
each of which the Department may 
calculate a separate civil money penalty. 
We refer readers to prior Enforcement 
Rule preambles for additional 
discussion on the counting 
methodology. See 70 FR 20224, 20233– 
55 (April 18, 2005) and 71 FR 8390, 
8404–07 (February 16, 2006). 

With respect to whether the aggregate 
CMP limit of $1.5 million would apply 
to all violations in a given calendar year, 
across an entire enterprise, regardless of 
violations occurring in different 
business units of the enterprise, we note 
that the Enforcement Rule’s penalty 
scheme, and thus the limit for identical 
violations in a calendar year applies to 
the legal entity that is a covered entity 
or business associate. However, as we 
indicated above, a covered entity or 
business associate may be liable for 
multiple violations of multiple 
requirements, and a violation of each 
requirement may be counted separately. 
As such, one covered entity or business 
associate may be subject to multiple 
violations of up to a $1.5 million cap for 
each violation, which would result in a 
total penalty above $1.5 million. 

d. Section 160.408—Factors Considered 
in Determining the Amount of a Civil 
Money Penalty 

Proposed Rule 

Section 160.408 implements section 
1176(a)(2) of the Social Security Act, 
which requires the Secretary, when 
imposing a civil money penalty, to 
apply the provisions of section 1128A of 
the Social Security Act ‘‘in the same 
manner as such provisions apply to the 
imposition of a civil money penalty 
under section 1128A.’’ In determining a 
penalty amount, section 1128A requires 
the Secretary to take into account the 
nature of the claims and the 
circumstances under which they were 
presented; the degree of culpability, 
history of prior offenses and financial 
condition of the person presenting the 
claims; and such other matters as justice 
may require. 

Section 160.408 adopted these factors 
and provided a more specific list of 
circumstances within each. Because the 
Enforcement Rule applies to a number 
of rules, which apply to an enormous 
number of entities and circumstances, 
the Secretary has the discretion to 
decide whether and how to consider the 
factors (i.e., as either aggravating or 
mitigating) in determining the amount 
of a civil money penalty. 

As previously indicated, section 
13410(d) of the HITECH Act modified 
section 1176(a)(1) of the Social Security 
Act to require that the Department base 
determinations of appropriate penalty 
amounts on the nature and extent of the 
violation and the nature and extent of 
the harm resulting from such violation. 
However, the HITECH Act did not 
modify section 1176(a)(2),which 
continues to require application of the 
factors in section 1128A. 

The proposed rule proposed to revise 
the structure and list of factors at 
§ 160.408 to make explicit the new 
HITECH Act requirement that the 
Secretary consider the nature and extent 
of the violation and the nature and 
extent of the harm resulting from the 
violation, in addition to those factors 
enumerated in section 1128A. We 
proposed to exclude, however, the 
factor at § 160.408(c) regarding the 
degree of culpability of the covered 
entity, which originated in section 
1128A, because culpability is now 
reflected in the penalty tiers. 

Specifically, the Department proposed 
to revise § 160.408(a) to identify ‘‘the 
nature and extent of the violation,’’ ‘‘the 
nature and extent of the harm resulting 
from the violation,’’ and the ‘‘history of 
prior compliance with the 
administrative simplification provision, 
including violations by the covered 
entity or business associate,’’ the 
‘‘financial condition of the covered 
entity or business associate,’’ and ‘‘such 
other matters as justice may require,’’ as 
the five general factors the Secretary 
will consider in determining a civil 
money penalty. Under each of these 
categories, we proposed to reorganize 
and list the specific factors that may be 
considered. 

In addition, in the first, second, and 
third factors, we proposed to add certain 
circumstances which may be considered 
in determining a penalty amount. Under 
the first factor, we proposed to add ‘‘the 
number of individuals affected’’ as 
relevant to the extent of a violation. 
Under the second factor, we proposed to 
add ‘‘reputational harm’’ to the specific 
circumstances which may be 
considered, to make clear that 
reputational harm is as cognizable a 
form of harm as physical or financial 
harm. Finally, in the third factor, the 
Department proposed to modify the 
phrase ‘‘prior violations’’ to 
‘‘indications of noncompliance,’’ 
because use of the term ‘‘violation’’ is 
generally reserved for instances where 
the Department has made a formal 
finding of a violation through a notice 
of proposed determination. However, a 
covered entity’s general history of 
HIPAA compliance is relevant in 
determining the amount of a civil 
money penalty within the penalty range. 

The Department did not propose to 
modify the Secretary’s discretion in how 
to apply the factors—i.e., as either 
mitigating or aggravating. 

Overview of Public Comments 
We received one comment requesting 

that the Department limit the number of 
mitigating factors it will consider when 
determining penalty amounts and apply 
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civil money penalties in every case of 
noncompliance, including where 
resolution and compliance have been 
achieved by informal means. The 
commenter also argued that a covered 
entity’s or business associate’s financial 
condition or financial difficulties 
should not be considered as mitigating 
factors in determining the amount of 
civil money penalties. The commenter 
recommended that penalties should 
apply to all violators except those who 
despite due diligence could not discover 
the violation, who reported the violation 
immediately, and who fully corrected 
the problem within 30 days of 
discovery. 

We received two comments in 
support of considering reputational 
harm in the computation of civil money 
penalties. One commenter emphasized 
that reputational harm addresses harm 
to individuals’ dignity interest and 
recommended the inclusion of ‘‘other’’ 
harm as well. However, another covered 
entity expressed concern that damages 
for reputational harm are difficult to 
quantify and, therefore, claims might 
lead to protracted litigation and 
expensive settlements, ultimately 
increasing the costs of health care. 
Finally, we received one comment 
requesting examples of situations 
involving a cognizable claim of 
reputational harm. 

We also received several comments 
requesting that the Department continue 
to consider the degree of culpability 
when determining the amount of a civil 
money penalty. One commenter 
specifically recommended that the 
Department consider whether 
unauthorized access has occurred when 
determining civil money penalty 
amounts. We also received one 
comment suggesting that the 
Department revise proposed 
§ 160.408(c) to recognize as a mitigating 
factor whether the current violation is 
inconsistent with an entity’s prior 
history of compliance. 

With respect to the evaluation of a 
covered entity’s or business associate’s 
history of prior compliance, we received 
a number of comments expressing 
concern that replacing ‘‘violations’’ with 
‘‘indications of noncompliance’’ would 
create ambiguity, and would not 
adequately inform covered entities and 
business associates of the factors that 
the Department will consider when 
determining civil money penalty 
amounts. The commenters expressed 
concern that expanding the evaluation 
of prior compliance beyond 
documented, formal findings of 
noncompliance would permit the 
Department to rely on information of 
dubious credibility. Commenters 

requested that, to prevent uncertainty, 
the Department either retain the term 
‘‘violations’’ or provide a clear 
definition, including examples, of 
‘‘indications of noncompliance.’’ 

Finally, we received several 
comments requesting additional 
examples and guidance on how the 
Department will apply the factors in 
assessing penalty amounts. 

Final Rule 
The final rule adopts the proposed 

modifications. We do not eliminate the 
factors concerning an entity’s financial 
condition, as such factors are based on 
the requirement in section 1128A(d) of 
the Social Security Act. We emphasize 
that the goal of enforcement is to ensure 
that violations do not recur without 
impeding access to care. Further, we 
note that an entity’s financial condition 
can affect a civil money penalty in 
either direction, that is, while an entity 
in poor financial condition may face a 
lesser penalty if its financial condition 
affected its ability to comply, an entity 
with greater financial resources could be 
subject to higher penalties for 
violations, in part because it had the 
resources to maintain compliance. 

When considering the nature of the 
violation, the Department intends to 
consider factors such as the time period 
during which the violation(s) occurred 
and the number of individuals affected. 
Such considerations reflect the nature of 
the violation, specifically with respect 
to potential violations that affect a large 
number of individuals, for example, 
where disclosure of protected health 
information in multiple explanation of 
benefits statements (EOBs) that were 
mailed to the wrong individuals 
resulted from one inadequate safeguard 
but affected a large number of 
beneficiaries. However, we do recognize 
that these specific circumstances might 
also be considered under § 160.406, 
with respect to counting violations. See 
71 FR 8390, 8409. 

Whether reputational harm is 
implicated in a HIPAA violation will be 
a fact-specific inquiry. We emphasize, 
however, that we do not consider 
reputational harm to arise solely from 
the unlawful disclosure of protected 
health information relating to medical 
diagnoses that may be considered 
especially sensitive, such as sexually 
transmitted infections or mental health 
disorders. Rather, the facts of the 
situation will determine whether 
reputational harm has occurred, such as 
whether the unlawful disclosure 
resulted in adverse effects on 
employment, standing in the 
community, or personal relationships. 
With respect to requests to consider 

‘‘other’’ harm or whether unauthorized 
access has occurred, we reiterate that, in 
determining the nature and extent of the 
harm involved, we may consider all 
relevant factors, not just those expressly 
included in the text of the regulation. 

Regarding the shift in terminology 
from ‘‘history of violations’’ to ‘‘prior 
indications of noncompliance,’’ we note 
that use of the terms ‘‘violation’’ or 
‘‘violate’’ generally indicates that the 
Department has made a formal finding 
of a violation through a notice of 
proposed determination. Because the 
Department has a number of 
enforcement tools, such as informal 
resolution through a corrective action 
plan, the number of ‘‘violations’’ 
incurred by a covered entity or business 
associate does not constitute an accurate 
picture of a covered entity’s or business 
associate’s general history of 
compliance with all HIPAA Rules, 
which is relevant in determining the 
amount of a civil money penalty within 
the penalty range. See 71 FR 8390, 8408. 
As such, the Department modified the 
provision to reflect the Department’s 
policy of considering the covered 
entity’s or business associate’s general 
history of compliance with the HIPAA 
Rules when determining a civil money 
penalty. 

With regard to the phrase ‘‘indications 
of noncompliance,’’ we first clarify that 
a mere complaint does not constitute an 
indication of noncompliance. Instead, 
prior indications of noncompliance may 
refer to the number of times the 
Department has investigated an entity in 
the past and discovered indications of 
noncompliance that the Department 
resolved by informal means, such as 
satisfactory corrective action voluntarily 
taken by the covered entity. Finally, we 
agree that an entity’s history of 
compliance—not only a history of 
noncompliance—is important, and will 
consider such a factor. 

e. Section 160.410—Affirmative 
Defenses 

Interim Final Rule and Proposed Rule 

As noted above, the IFR made changes 
to the affirmatives defenses found in the 
Enforcement Rule at § 160.410 to 
implement the modifications to section 
1176(b) of the Social Security Act made 
by section 13410(d) of the HITECH Act. 
Specifically, the IFR removed the 
previous affirmative defense to the 
imposition of penalties if the covered 
entity did not know and with the 
exercise of reasonable diligence would 
not have known of the violation (since 
such violations are now punishable 
under the lowest tier of penalties), and 
by providing a prohibition on the 
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imposition of penalties for any violation 
that is corrected within a 30-day time 
period, as long as the violation was not 
due to willful neglect. 

The proposed rule included 
additional modifications to § 160.410 to 
conform to the changes made to section 
1176(b) by the HITECH Act. 
Specifically, we proposed to implement 
the revision of section 1176(b)(1) of the 
Social Security Act by providing in 
§ 160.410(a)(1) and (2) that the 
affirmative defense of criminally 
‘‘punishable’’ is applicable to penalties 
imposed prior to February 18, 2011, and 
on or after February 18, 2011, the 
Secretary’s authority to impose a civil 
money penalty will only be barred to 
the extent a covered entity or business 
associate can demonstrate that a 
criminal penalty has been imposed. 
Additionally, the Department also 
proposed modifications to the 
affirmative defenses in § 160.410 for 
violations occurring prior to February 
18, 2009, to ensure the prior definition 
of ‘‘reasonable cause’’ continued to 
apply in such circumstances and 
avoiding any potential issues regarding 
a retroactive application of the revised 
term. 

Final Rule 
The final rule adopts the proposed 

modifications to § 160.410. The 
Department did not receive any 
comments in response to the NPRM’s 
proposed revisions to this section. 

f. Section 160.412—Waiver 
Prior to February 18, 2009, § 160.412 

stated that ‘‘[f]or violations described in 
§ 160.410(b)(3)(i) that are not corrected 
within the period described in 
§ 160.410(b)(3)(ii), the Secretary may 
waive the civil money penalty, in whole 
or in part, to the extent that payment of 
the penalty would be excessive relative 
to the violation.’’ This language 
implicitly recognized a covered entity’s 
ability to claim an affirmative defense to 
the imposition of a civil money penalty, 
under what was then § 160.410(b)(2), by 
establishing that it did not have 
knowledge of the violation, determined 
in accordance with the Federal common 
law of agency, and by exercising 
reasonable diligence, would not have 
known that the violation occurred. 
While section 13410(d) of the HITECH 
Act revised section 1176(b) of the Social 
Security Act to eliminate the affirmative 
defense for such violations, absent 
corrective action during a 30-day 
period, it did not revise the Secretary’s 
waiver authority. As a result, the 
Enforcement IFR amended § 160.412 to 
reflect the revisions made to § 160.410 
to provide that ‘‘[r]egardless of whether 

violations occur before, on, or after 
February 18, 2009, the Secretary had the 
authority to provide a waiver for 
violations due to reasonable cause and 
not willful neglect that are not timely 
corrected (pursuant to the correction 
period in revised § 160.410(a)(3)(ii) or 
(b)(2)(ii), as applicable).’’ See 74 FR 
56129. 

The proposed rule included 
conforming changes to § 160.412 to 
align the provision with the revisions to 
§ 160.410. See 75 FR 40881. The 
proposed revision would effectively 
provide the Secretary with the authority 
to waive a civil money penalty, in 
whole or in part, for violations 
described in § 160.410(b)(2) (occurring 
prior to February 18, 2009, and due to 
circumstances that would make it 
unreasonable for the covered entity, 
despite the exercise of ordinary business 
care and prudence, to comply with the 
administrative simplification provision 
violated) or § 160.410(c) (occurring on 
or after February 18, 2009, and 
involving an establishment to the 
satisfaction of the Secretary that the 
violation is not due to willful neglect) 
and that are not corrected within the 
period specified under such paragraphs. 

Overview of Public Comments 

The Department received a few 
comments in response to the IFR 
regarding the Secretary’s authority to 
waive the imposition of a civil money 
penalty for violations occurring on or 
after February 18, 2009, each of which 
urged that the Secretary’s waiver 
authority be extended to apply also to 
penalties for violations of which a 
covered entity did not know, or through 
the exercise of reasonable diligence, 
would not have known, in addition to 
reasonable cause violations, because 
‘‘did not know’’ violations are a less 
culpable category of violation than 
reasonable cause violations. 

Final Rule 

The final rule adopts the 
modifications to § 160.412 proposed in 
the NPRM, which addresses the 
concerns of the above commenters on 
the IFR. 

g. Section 160.418—Penalty Not 
Exclusive 

Proposed Rule 

We proposed to revise this section to 
incorporate a reference to the provision 
of PSQIA at 42 U.S.C. 299b–22 that 
provides that penalties are not to be 
imposed under both PSQIA and the 
HIPAA Privacy Rule for the same 
violation. 

Final Rule 

The Department did not receive 
substantive public comment on this 
proposal. The final rule adopts the 
proposed modification to § 160.418. 

h. Section 160.420—Notice of Proposed 
Determination 

Interim Final Rule 

The Enforcement IFR also amended 
§ 160.420(a)(4) to add the requirement 
that, in addition to the proposed penalty 
amount, the Secretary identify in a 
notice of proposed determination the 
applicable violation category in 
§ 160.404 upon which the proposed 
penalty amount is based. While not 
statutorily required, the Enforcement 
IFR included this amendment to 
provide covered entities and business 
associates with additional information 
that would increase their understanding 
of the violation findings in the notice of 
proposed determination. 

Overview of Public Comment 

The Department received three 
comments supporting this amendment. 

Final Rule 

The final rule retains the provision as 
modified in the IFR. 

i. Calculation of the 30-Day Cure Period 
for Willful Neglect Violations 

Interim Final Rule 

In its discussion of the HITECH Act’s 
revision of affirmative defenses, the 
Department noted that section 
1176(b)(2)(A) of the Social Security Act 
still operates to exclude violations due 
to willful neglect from those that, if 
timely corrected, would be exempt from 
the Secretary’s imposition of a civil 
money penalty. However, a covered 
entity’s timely action to correct still 
would be determinative with respect to 
which of the two tiers of willful neglect 
penalty amounts would apply. To 
determine the appropriate penalty tier 
for such violations, the Department 
stated it would calculate the 30-day cure 
period in the same manner as described 
for determining whether an affirmative 
defense applied. That is, the Department 
would look at when a covered entity 
first had actual or constructive 
knowledge of a violation due to willful 
neglect, based on evidence gathered 
during its investigation, on a case-by- 
case basis. See 74 FR 56128 (October 30, 
2009), 70 FR 20224, 20237–8 (April 18, 
2005) and 71 FR 8390, 8410 (February 
16, 2006) for prior, more detailed 
discussions about the Department’s 
determination of when knowledge 
exists. 
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Because the Department recognized 
that the minimum penalty amount 
under the HITECH Act of a violation 
due to willful neglect that is corrected 
during the 30-day cure period is 
significantly less than that for a 
violation due to willful neglect that is 
not timely corrected (equating to a 
$40,000 minimum penalty amount 
difference), the IFR specifically 
requested comment on whether there 
are alternative approaches to calculating 
the beginning of the 30-day cure period 
for this purpose. 

Overview of Public Comments 
While a few commenters expressed 

support for utilizing the current scheme 
in determining which tier should apply 
to a violation due to willful neglect, 
other commenters expressed concerns 
with this approach due to the 
uncertainty with determining exactly 
when the cure period begins and that a 
business associate’s knowledge of a 
violation could be imputed to the 
covered entity prior to the business 
associate notifying the covered entity, as 
well as concerns if the Secretary does 
not notify an entity of a potential 
violation in a timely manner. A few 
commenters suggested that the 30-day 
cure period begin once the Department 
notifies the covered entity of a 
complaint. 

Final Rule 
The final rule retains the policy that 

the 30-day cure period for violations 
due to willful neglect, like those not due 
to willful neglect, begins on the date 
that an entity first acquires actual or 
constructive knowledge of the violation 
and will be determined based on 
evidence gathered by the Department 
during its investigation, on a case-by- 
case basis. 

First, the requirement that an entity 
have knowledge that a ‘‘violation’’ has 
occurred, and not only of the facts 
underlying the violation, is a higher 
standard than that which is often 
required by other law. Also, as a 
practical matter, the date an entity has 
actual or constructive knowledge of a 
violation will vary depending on the 
circumstances involved, and may be the 
result of notice by a workforce member 
or business associate, a complaint 
received by a health care consumer, or 
notification by the Department that a 
complaint has been filed. However, 
other sources of information exist that 
could establish knowledge, including 
internal indications of a potential 
noncompliance such as unusual access 
or audit log activity. 

While we understand commenters’ 
concerns relating to the uncertainty 

inherent to constructive knowledge, we 
believe that it provides an appropriate 
incentive that is consistent with the 
strengthened enforcement of the HIPAA 
Rules, as provided in the HITECH Act. 
Reliance on notification by a 
complainant or the Department would 
not encourage self-correction or an 
entity’s establishment of a compliance 
program that proactively prevents, 
detects and corrects indications of 
noncompliance. If the cure period were 
solely based on external notification, it 
is quite possible that entities would 
have little or no incentive to make 
corrections of noncompliance until long 
after an incident occurred, if ever. In 
response to concerns that constructive 
knowledge may be imputed to the 
principal when an agent fails to notify 
the responsible entity, we note that an 
agent must be acting within the scope of 
agency for a covered entity or a business 
associate to be liable for the agent’s acts 
or failures to act. An agent that fails to 
notify a covered entity or business 
associate may be acting outside its scope 
of authority as an agent. In such a 
circumstance, the agent’s knowledge is 
not imputed to the principal under the 
Federal Common Law of Agency. 

Finally, an entity will have the 
opportunity to submit evidence 
establishing its knowledge or lack of 
knowledge, during the Department’s 
investigation. Entities will also have a 
right to request a hearing to appeal a 
finding about knowledge in a notice of 
proposed determination to the extent 
they believe the finding is not based on 
a preponderance of the evidence. An 
administrative law judge would then 
review the finding and affirm or modify 
it. 

Response to Other Public Comments 
Comment: A few commenters 

suggested that 30 days may not be 
sufficient for a covered entity to 
complete corrective action, particularly 
with respect to large organizations with 
complex systems, structures and 
relationships. One commenter suggested 
there should be a process available to 
allow an organization to apply for a 
reasonable extension to complete the 
cure. 

Response: In response to commenters’ 
concern about the length of the 30-day 
cure period, we note that this time 
period is defined by statute at section 
1176(b) of the Social Security Act, and 
was not modified by section 13410(d) of 
the HITECH Act. Thus, we believe there 
is no authority upon which to base a 
modification to the length of the cure 
period. 

Comment: One commenter requested 
that the Department clarify whether the 

new enforcement provisions will apply 
to violations of all HIPAA 
Administrative Simplification 
provisions or just to the privacy and 
security requirements. 

Response: The enforcement 
regulations at 45 CFR Part 160, Subparts 
C, D, and E, relate to compliance with, 
and the enforcement of, all of the 
Administrative Simplification 
regulations adopted under subtitle F of 
Title II of HIPAA, including the 
Standards for Electronic Transactions 
and Code Sets (Transactions and Code 
Sets Rule(s) (referred to in both a 
singular and plural sense); Standards for 
Privacy of Individually Identifiable 
Health Information (HIPAA Privacy 
Rule); Standard Unique Employer 
Identifier (EIN Rule); Security Standards 
(HIPAA Security Rule); and Standard 
Unique Health Identifier for Health Care 
Providers (NPI Rule). In addition, the 
Enforcement Rule applies to the Breach 
Notification Rule for HIPAA covered 
entities and business associates. 

C. Subparts A and C of Part 164: 
General Provisions and Modifications to 
the Security Rule 

We proposed implementing 
modifications to the Security Rule as a 
result of the HITECH Act and to make 
certain other changes. Below we 
respond to comments received on the 
proposed changes as well as describe 
the final rule provisions. We also 
discuss the final technical and 
conforming changes to the general 
provisions in Subpart A of Part 164, 
which applies to the Security, Privacy, 
and Breach Notification Rules, and 
respond to comments where substantive 
comments were received on these 
changes. 

1. Technical Changes to Subpart A— 
General Provisions 

a. Section 164.102—Statutory Basis 
This section sets out the statutory 

basis of Part 164. We proposed and 
include in this final rule a technical 
change to include a reference to the 
provisions of sections 13400 through 
13424 of the HITECH Act upon which 
the regulatory changes discussed below 
are based. 

b. Section 164.104—Applicability 
This section sets out to whom Part 

164 applies. We proposed to replace the 
existing paragraph (b) with an 
applicability statement for business 
associates, consistent with the 
provisions of the HITECH Act. 
Paragraph (b) makes clear that, where 
provided, the standards, requirements, 
and implementation specifications of 
the HIPAA Privacy, Security, and 
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Breach Notification Rules apply to 
business associates. We also proposed to 
remove as unnecessary the existing 
language in § 164.104(b) regarding the 
obligation of a health care clearinghouse 
to comply with § 164.105 relating to 
organizational requirements of covered 
entities. This final rule adopts these 
changes as proposed. 

c. Section 164.105—Organizational 
Requirements 

Section 164.105 outlines the 
organizational requirements and 
implementation specifications for health 
care components of covered entities and 
for affiliated covered entities. As 
§ 164.105 now also applies to Subpart D 
of Part 164 regarding breach notification 
for unsecured protected health 
information, we proposed to remove 
several specific references to Subparts C 
and E throughout this section to make 
clear that the provisions of this section 
also apply to Subpart D of Part 164. The 
final rule adopts these modifications. 

In addition, we proposed the 
following modifications to this section. 

i. Section 164.105(a)(2)(ii)(C)–(E) 

Proposed Rule 
As a covered entity’s obligation to 

ensure that a health care component 
complies with the Privacy and Security 
Rules is already set out at 
§ 164.105(a)(2)(ii), we proposed to 
modify this section to remove as 
unnecessary paragraphs (C) and (D), 
which pertain to the obligation of a 
covered entity to ensure that any 
component that performs business 
associate-like activities and is included 
in the health care component complies 
with the requirements of the Privacy 
and Security Rules, and to re-designate 
paragraph (E) as (C). Additionally, we 
requested comment on whether we 
should require, rather than permit as 
was the case at § 164.105(a)(2)(iii)(C), a 
covered entity that is a hybrid entity to 
include a component that performs 
business associate-like activities within 
its health care component so that such 
components are directly subject to the 
Rules. 

Overview of Public Comments 
Several commenters recommended 

that hybrid entities should retain the 
flexibility to either include or exclude 
business associates from the healthcare 
component. Two of these commenters 
stated this option would allow the 
covered entity to distinguish the 
functions and responsibilities of the 
business associate as separate from the 
health care component, which would 
result in better compliance, as covered 
entities would evaluate each business 

associate separately for compliance 
purposes. Further, commenters argued 
that, as the covered entity is ultimately 
legally liable for compliance on the part 
of the organization, such a modification 
is not necessary. 

Additionally, several commenters 
stated that requiring a hybrid entity to 
include business associate departments 
is excessive and burdensome. Some of 
these commenters further stated that 
business associate departments of a 
hybrid entity will likely commit limited 
time, personnel, and staff hours to 
Privacy and Security Rule compliance 
and suggested that the hybrid entity 
should implement applicable entity- 
wide policies and procedures and 
separately ensure that business associate 
departments implement specific 
practices scaled to the business 
associate’s use or disclosure of protected 
health information. 

In contrast, several commenters 
supported the proposed change. Several 
of these commenters suggested that the 
modification would better facilitate 
compliance, because requiring the 
covered entity to include the business 
associate department in the health care 
component would better protect the 
protected health information held by the 
business associate and would ensure 
consistent standards within the health 
care component of the covered entity. 

Final Rule 
Many covered entities perform both 

covered and non-covered functions as 
part of their business operations. For 
such covered entities, the entire entity 
is generally required to comply with the 
Privacy Rule. However, the hybrid 
entity provisions of the HIPAA Rules 
permit the entity to limit the application 
of the Rules to the entity’s components 
that perform functions that would make 
the component a ‘‘covered entity’’ if the 
component were a separate legal entity. 
Specifically, this provision allows an 
entity to designate a health care 
component by documenting the 
components of its organization that 
perform covered entity functions. The 
effect of such a designation is that most 
of the requirements of the HIPAA Rules 
apply only to the designated health care 
component of the entity and not to the 
functions the entity performs that are 
not included in the health care 
component. While most of the HIPAA 
Rules’ requirements apply only to the 
health care component, the hybrid 
entity retains certain oversight, 
compliance, and enforcement 
obligations. 

We explained in the preamble to the 
2002 modifications to the Privacy Rule 
that the Rule provides hybrid entities 

with discretion as to whether or not to 
include business associate divisions 
within the health care component. 
However, a disclosure of protected 
health information from the health care 
component to any other division that is 
not part of the health care component, 
including a business associate division, 
is treated the same as a disclosure 
outside the covered entity. As a result, 
because an entity generally cannot have 
a business associate agreement with 
itself, a disclosure from the health care 
component to the business associate 
division(s) of the entity likely would 
require individual authorization. See 67 
FR 53182, 53205 (Aug. 14, 2002). 

Importantly, after this final rule, 
business associates, by definition, are 
separately and directly liable for 
violations of the Security Rule and for 
violations of the Privacy Rule for 
impermissible uses and disclosures 
pursuant to their business associate 
contracts. With respect to a hybrid 
entity, however, not including business 
associate functions within the health 
care component of a hybrid entity could 
avoid direct liability and compliance 
obligations for the business associate 
component. Thus, we agree with the 
commenters that supported requiring 
inclusion of business associate 
functions inside the health care 
component of a hybrid entity. As such, 
the final rule requires that the health 
care component of a hybrid entity 
include all business associate functions 
within the entity. 

Response to Other Public Comments 
Comment: One commenter requested 

that the Department revise the 
definitions of ‘‘hybrid entity’’ to permit 
business associates to designate a health 
care component. 

Response: A business associate 
performs one or more functions on 
behalf of a covered entity (or, in this 
final rule, another business associate). 
As a business associate is only subject 
to the HIPAA Rules with respect to the 
protected health information it 
maintains, uses, or discloses on behalf 
of a covered entity (or business 
associate) and not to other information 
it may maintain, including health 
information, there is no need for a 
business associate to designate one or 
more health care components. 

Comment: One commenter asked 
whether an employer that operates an 
on-site clinic for the treatment of 
employees functions as a hybrid entity. 

Response: An entity that maintains an 
on-site clinic to provide health care to 
one or more employees may be a HIPAA 
covered provider to the extent the clinic 
performs one or more covered 
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transactions electronically, such as 
billing a health plan for the services 
provided. If covered, the entity need not 
become a hybrid entity so as to avoid 
applying the Privacy Rule to health 
information the entity holds in its role 
as employer, such as sick leave requests 
of its employees. Such information is 
already excluded from the definition of 
‘‘protected health information’’ as 
employment records and thus, the 
Privacy Rule does not apply to this 
information. However, the identifiable 
health information the entity holds as a 
covered health care provider (e.g., the 
information the clinic holds about 
employees who have received 
treatment) is protected health 
information and generally may not be 
shared with the employer for 
employment purposes without the 
individual’s authorization. 

ii. Section 164.105(a)(2)(iii)(C) 

We proposed to modify this section to 
re-designate § 164.105(a)(2)(iii)(C) as 
(D), and to include a new paragraph (C), 
which makes clear that, with respect to 
a hybrid entity, the covered entity itself, 
and not merely the health care 
component, remains responsible for 
complying with §§ 164.314 and 164.504 
regarding business associate 
arrangements and other organizational 
requirements. Hybrid entities may need 
to execute legal contracts and conduct 
other organizational matters at the level 
of the legal entity rather than at the level 
of the health care component. The final 
rule adopts this change. 

iii. Section 164.105(b)(1) 

The final rule fixes a minor 
typographical error in this paragraph by 
redesignating the second paragraph (1) 
as paragraph (2). 

iv. Section 164.105(b)(2)(ii) 

The final rule simplifies this 
paragraph by collapsing subparagraphs 
(A), (B), and (C) regarding the 
obligations of an affiliated entity to 
comply with the Privacy and Security 
Rules into one provision. 

d. Section 164.106—Relationship to 
Other Parts 

The final rule adds a reference in this 
provision to business associates, 
consistent with their inclusion 
elsewhere throughout the other HIPAA 
Rules. 

2. Modifications to the HIPAA Security 
Rule in Subpart C 

a. Business Associates 

Proposed Rule 
Before the HITECH Act, the Security 

Rule did not directly apply to business 
associates of covered entities. However, 
section 13401 of the HITECH Act 
provides that the Security Rule’s 
administrative, physical, and technical 
safeguards requirements in §§ 164.308, 
164.310, and 164.312, as well as the 
Rule’s policies and procedures and 
documentation requirements in 
§ 164.316, apply to business associates 
in the same manner as these 
requirements apply to covered entities, 
and that business associates are civilly 
and criminally liable for violations of 
these provisions. 

To implement section 13401 of the 
HITECH Act, we proposed to insert 
references in Subpart C to ‘‘business 
associate’’ following references to 
‘‘covered entity,’’ as appropriate, to 
make clear that these provisions of the 
Security Rule also apply to business 
associates. In addition, we proposed 
additional changes to §§ 164.306, 
164.308, 164.312, 164.314, and 164.316 
of the Security Rule, as discussed 
below. 

Overview of Public Comments 
Some commenters argued that the 

time, implementation expense, 
transaction cost, and liability cost 
burdens on business associates and 
subcontractors to comply with the 
Security Rule, especially small and mid- 
size entities, would be significant. Other 
commenters supported the direct 
application of the Security Rule to 
business associates and subcontractors. 

Final Rule 
We adopt the modifications to the 

Security Rule as proposed to implement 
the HITECH Act’s provisions extending 
direct liability for compliance with the 
Security Rule to business associates. In 
response to the concerns raised 
regarding the costs of compliance, we 
note that the Security Rule currently 
requires a covered entity to establish a 
business associate agreement that 
requires business associates to 
implement administrative, physical, and 
technical safeguards that reasonably and 
appropriately protect the 
confidentiality, integrity, and 
availability of the electronic protected 
health information that they create, 
receive, maintain, or transmit on behalf 
of the covered entity as required by the 
Security Rule; and to ensure that any 
agent, including a subcontractor, to 
whom they provide such information 

agrees to implement reasonable and 
appropriate safeguards to protect it. See 
§ 164.314(a). Consequently, business 
associates and subcontractors should 
already have in place security practices 
that either comply with the Security 
Rule, or that require only modest 
improvements to come into compliance 
with the Security Rule requirements. 

Moreover, the requirements of the 
Security Rule were designed to be 
technology neutral and scalable to all 
different sizes of covered entities and 
business associates. Covered entities 
and business associates have the 
flexibility to choose security measures 
appropriate for their size, resources, and 
the nature of the security risks they face, 
enabling them to reasonably implement 
any given Security Rule standard. In 
deciding which security measures to 
use, a covered entity or business 
associate should take into account its 
size, capabilities, the costs of the 
specific security measures, and the 
operational impact. Thus, the costs of 
implementing the Security Rule for 
large, mid-sized, or small business 
associates will be proportional to their 
size and resources. 

Notwithstanding the above, based on 
the comments, we acknowledge that 
some business associates, particularly 
the smaller or less sophisticated 
business associates that may have access 
to electronic protected health 
information for limited purposes, may 
not have engaged in the formal 
administrative safeguards such as 
having performed a risk analysis, 
established a risk management program, 
or designated a security official, and 
may not have written policies and 
procedures, conducted employee 
training, or documented compliance as 
the statute and these regulations would 
now require. For these business 
associates, we include an estimate for 
compliance costs below in the 
regulatory impact analysis. We also refer 
these business associates to our 
educational papers and other guidance 
on compliance with the HIPAA Security 
Rule found at: http://www.hhs.gov/ocr/ 
privacy/hipaa/administrative/ 
securityrule. These materials provide 
guidance on conducting risk analyses 
and implementing the other 
administrative safeguards required by 
the Security Rule, which may prove 
helpful to these business associates and 
facilitate their compliance efforts. 

b. Section 164.306—Security Standards: 
General Rules 

Proposed Rule 

Section 164.306 sets out the general 
rules that apply to all of the security 
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standards and implementation 
specifications that follow in the Security 
Rule. We proposed technical revisions 
to § 164.306(e) to more clearly indicate 
that covered entities and business 
associates must review and modify 
security measures as needed to ensure 
the continued provision of reasonable 
and appropriate protection of electronic 
protected health information, and 
update documentation of such security 
measures accordingly. 

Final Rule 

The Department did not receive 
substantive public comment on this 
proposal. The final rule adopts the 
modifications to § 164.306 as proposed. 

c. Section 164.308—Administrative 
Safeguards 

Proposed Rule 

We proposed a technical change to 
§ 164.308(a)(3)(ii)(C) regarding security 
termination procedures for workforce 
members, to add the words ‘‘or other 
arrangement with’’ after ‘‘employment 
of’’ in recognition of the fact that not all 
workforce members are employees (e.g., 
some may be volunteers) of a covered 
entity or business associate. We also 
proposed a number of modifications to 
§ 164.308(b) to conform to modifications 
proposed in the definition of ‘‘business 
associate.’’ Section 164.308(b) provides 
that a covered entity may permit a 
business associate to create, receive, 
maintain, or transmit electronic 
protected health information only if the 
covered entity has a contract or other 
arrangement in place to ensure the 
business associate will appropriately 
safeguard the protected health 
information. Section164.308(b)(2) 
contains several exceptions to this 
general rule for certain situations that 
do not give rise to a business associate 
relationship, such as where a covered 
entity discloses electronic protected 
health information to a health care 
provider concerning the treatment of an 
individual. We proposed to remove 
these exceptions from this provision, 
since as discussed above, they would 
now be established as exceptions to the 
definition of ‘‘business associate.’’ 

In addition, we proposed to modify 
§ 164.308(b)(1) and (2) to clarify that 
covered entities are not required to 
obtain satisfactory assurances in the 
form of a contract or other arrangement 
with a business associate that is a 
subcontractor; rather, it is the business 
associate that must obtain the required 
satisfactory assurances from the 
subcontractor to protect the security of 
electronic protected health information. 

Finally, we proposed to remove the 
provision at § 164.308(b)(3), which 
provides that a covered entity that 
violates the satisfactory assurances it 
provided as a business associate of 
another covered entity will be in 
noncompliance with the Security Rule’s 
business associate provisions, as a 
covered entity’s actions as a business 
associate of another covered entity 
would now be directly regulated by the 
Security Rule’s provisions that apply to 
business associates. 

Overview of Public Comments 
One commenter asked for 

confirmation that the changes to 
§ 164.308 would require a covered 
entity to enter into a business associate 
agreement with its own business 
associate and not any subcontractors of 
those business associates. 

Final Rule 
The final rule adopts the proposed 

modifications to § 164.308. Section 
164.308(b) expressly provides that a 
covered entity is not required to enter 
into a business associate agreement with 
a business associate that is a 
subcontractor; rather, this is the 
obligation of the business associate that 
has engaged the subcontractor to 
perform a function or service that 
involves the use or disclosure of 
protected health information. 

d. Section 164.314—Organizational 
Requirements 

Proposed Rule 
While Section 13401 of the HITECH 

Act does not expressly include 
§ 164.314 among the provisions for 
which business associates are directly 
liable, it states that § 164.308 of the 
Security Rule applies to business 
associates ‘‘in the same manner’’ that 
the provision applies to covered 
entities. Section 164.308(b) requires a 
covered entity’s business associate 
agreements to conform to the 
requirements of § 164.314. Accordingly, 
in order for § 164.308(b) to apply to 
business associates in the same manner 
as it applies to covered entities, we 
proposed to revise § 164.314 to reflect 
that it is also applicable to agreements 
between business associates and 
subcontractors that create, receive, 
maintain, or transmit electronic 
protected health information. 

We also proposed a number of 
modifications to streamline the 
requirements of § 164.314. First, since a 
business associate for purposes of the 
Security Rule is also always a business 
associate for purposes of the Privacy 
Rule, we proposed to remove contract 
provisions that were merely duplicative 

of parallel provisions in the Privacy 
Rule’s business associate contract 
provisions at § 164.504. We also 
proposed to remove the specific 
requirements under § 164.314(a)(2)(ii) 
for other arrangements, such as a 
memorandum of understanding when 
both a covered entity and business 
associate are governmental entities, and 
instead simply refer to the parallel 
Privacy Rule requirements at 
§ 164.504(e)(3). 

Second, we proposed conforming 
modifications to the remaining contract 
requirements in § 164.314(a)(2)(i) to 
provide that such contracts must require 
a business associate to comply with the 
Security Rule, to ensure any 
subcontractors enter into a contract or 
other arrangement to protect the 
security of electronic protected health 
information; and with respect to the 
reporting of security incidents by 
business associates to covered entities, 
to report to the covered entity breaches 
of unsecured protected health 
information as required by § 164.410 of 
the breach notification rules. 

Third, we proposed to add a provision 
at § 164.314(a)(2)(iii) that provides that 
the requirements of this section for 
contracts or other arrangements between 
a covered entity and business associate 
would apply in the same manner to 
contracts or other arrangements between 
business associates and subcontractors 
required by the proposed requirements 
of § 164.308(b)(4). For example, under 
these provisions, a business associate 
contract between a business associate 
and a business associate subcontractor 
would need to provide that the 
subcontractor report any security 
incident of which it becomes aware, 
including breaches of unsecured 
protected health information as required 
by § 164.410, to the business associate. 
This would mean that if a breach of 
unsecured protected health information 
occurs at or by a second tier 
subcontractor, the subcontractor must 
notify the business associate 
subcontractor with which it contracts of 
the breach, which then must notify the 
business associate which contracts with 
the covered entity of the breach, which 
then must notify the covered entity of 
the breach. The covered entity then 
notifies the affected individuals, the 
Secretary, and, if applicable, the media, 
of the breach, unless it has delegated 
such responsibilities to a business 
associate. Finally, we proposed to 
remove the reference to subcontractors 
in § 164.314(b)(2)(iii) regarding 
amendment of group health plan 
documents as a condition of disclosure 
of protected health information to a plan 
sponsor, as unnecessary and to avoid 
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confusion with the use of the term 
subcontractor when referring to 
subcontractors that are business 
associates. 

Final Rule 
The Department did not receive 

substantive public comment on these 
proposed changes. The final rule adopts 
the modifications as proposed. 

Response to Other Public Comments 
Comment: One commenter suggested 

that business associate agreements 
should be an ‘‘addressable’’ requirement 
under the Security Rule. 

Response: The HITECH Act does not 
remove the requirements for business 
associate agreements under the HIPAA 
Rules. Therefore, we decline to make 
the execution of business associate 
agreements an ‘‘addressable’’ 
requirement under the Security Rule. 

Comment: One commenter 
recommended that the Department 
remove the ‘‘addressable’’ designation 
from the Security Rule, because such 
designations lead to ambiguity in the 
application of the Security Rule in the 
health care industry. 

Response: We decline to adopt this 
recommendation. The Security Rule is 
structured to be both scalable and 
flexible, so that entities of different 
types and sizes can implement the 
standards and implementation 
specifications in a manner that is 
reasonable and appropriate for their 
circumstances. We do not mandate the 
use of specific technologies, or require 
uniform policies and procedures for 
compliance, because we recognize the 
diversity of regulated entities and 
appreciate the unique characteristics of 
their environments. 

Comment: Two commenters suggested 
providing subcontractors with 
additional time to comply with the 
provisions of the Security Rule. 

Response: We decline to delay 
application of the requirements under 
the Security Rule to subcontractors 
beyond the compliance dates provided 
by this final rule. As we emphasized 
above, the Security Rule already 
requires covered entities to establish 
business associate agreements that 
require business associates to ensure 
that their subcontractors implement 
reasonable and appropriate safeguards 
to protect the security of electronic 
protected health information they 
handle. 

Comment: A few commenters 
proposed alternative ways to apply 
security requirements to subcontractors, 
such as exempting subcontractors from 
compliance with the Security Rule if 
they have already completed security 

assessments and met the security 
requirements under other State and 
Federal laws or only requiring 
subcontractors to comply with the 
minimum necessary standard and to 
utilize ‘‘reasonable’’ security measures 
with regard to protected health 
information. 

Response: We decline to adopt an 
exemption or otherwise limit 
subcontractors’ responsibility to 
safeguard individuals’ electronic 
protected health information. To ensure 
appropriate and strong security 
protections for electronic protected 
health information, subcontractors are 
required to comply with the Security 
Rule to the same extent as business 
associates with a direct relationship 
with a covered entity. 

D. Subpart E of Part 164: Modifications 
to the Privacy Rule 

The NPRM proposed a number of 
changes to the Privacy Rule to 
implement certain provisions of the 
HITECH Act, as well as certain 
modifications to improve the 
workability and effectiveness of the 
Rule and to conform the Privacy Rule to 
PSQIA. The section-by-section 
description below of the final rule 
discusses the proposed and final 
changes and responds to public 
comments 

1. Section 164.500—Applicability 

Section 13404 of the HITECH Act 
makes specific requirements of the 
Privacy Rule applicable to business 
associates and creates direct liability for 
noncompliance by business associates 
with regard to those requirements. 

Proposed Rule 

In accordance with section 13404 of 
the HITECH Act, we proposed language 
in § 164.500 to clarify that, where 
provided, the standards, requirements, 
and implementation specifications of 
the Privacy Rule apply to business 
associates. 

Overview of Public Comments 

One commenter suggested that the 
Department expand the applicability of 
the Privacy Rule to all entities that 
handle individually identifiable health 
information. Some commenters 
requested clarification as to which 
provisions of the Privacy Rule apply 
directly to business associates, and one 
commenter recommended applying all 
of the provisions of the Privacy Rule to 
business associates, including requiring 
business associates to implement 
reasonable safeguards, train employees, 
and designate a privacy official. 

Final Rule 

The final rule implements the 
proposed revisions to § 164.500. While 
we understand commenters’ concerns 
regarding the uses and disclosures of 
health information by entities not 
covered by the Privacy Rule, the 
Department is limited to applying the 
HIPAA Rules to those entities covered 
by HIPAA (i.e., health plans, health care 
clearinghouses, and health care 
providers that conduct covered 
transactions) and to business associates, 
as provided under the HITECH Act. 

As we discuss further below, section 
13404 of the HITECH Act creates direct 
liability for impermissible uses and 
disclosures of protected health 
information by a business associate of a 
covered entity ‘‘that obtains or creates’’ 
protected health information ‘‘pursuant 
to a written contract or other 
arrangement described in 
§ 164.502(e)(2)’’ and for compliance 
with the other privacy provisions in the 
HITECH Act. Section 13404 does not 
create direct liability for business 
associates with regard to compliance 
with all requirements under the Privacy 
Rule (i.e., does not treat them as covered 
entities). Therefore, under the final rule, 
a business associate is directly liable 
under the Privacy Rule for uses and 
disclosures of protected health 
information that are not in accord with 
its business associate agreement or the 
Privacy Rule. In addition, a business 
associate is directly liable for failing to 
disclose protected health information 
when required by the Secretary to do so 
for the Secretary to investigate and 
determine the business associate’s 
compliance with the HIPAA Rules, and 
for failing to disclose protected health 
information to the covered entity, 
individual, or individual’s designee, as 
necessary to satisfy a covered entity’s 
obligations with respect to an 
individual’s request for an electronic 
copy of protected health information. 
See § 164.502(a)(3) and (a)(4). Further, a 
business associate is directly liable for 
failing to make reasonable efforts to 
limit protected health information to the 
minimum necessary to accomplish the 
intended purpose of the use, disclosure, 
or request. See § 164.502(b). Finally, 
business associates are directly liable for 
failing to enter into business associate 
agreements with subcontractors that 
create or receive protected health 
information on their behalf. See 
§ 164.502(e)(1)(ii). As was the case 
under the Privacy Rule before the 
HITECH Act, business associates remain 
contractually liable for all other Privacy 
Rule obligations that are included in 
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their contracts or other arrangements 
with covered entities. 

2. Section 164.501—Definitions 

a. Definition of ‘‘Health Care 
Operations’’ 

Proposed Rule 
PSQIA provides, among other things, 

that Patient Safety Organizations (PSOs) 
are to be treated as business associates 
of covered health care providers. 
Further, PSQIA provides that the patient 
safety activities of PSOs are deemed to 
be health care operations of covered 
health care providers under the Privacy 
Rule. See 42 U.S.C. 299b–22(i). To 
conform to these statutory provisions, 
we proposed to amend paragraph (1) of 
the definition of ‘‘health care 
operations’’ to include an express 
reference to patient safety activities, as 
defined in the PSQIA implementing 
regulation at 42 CFR 3.20. Many health 
care providers participating in the 
voluntary patient safety program 
authorized by PSQIA are HIPAA 
covered entities. PSQIA acknowledges 
that such providers must also comply 
with the Privacy Rule and deems patient 
safety activities to be health care 
operations under the Privacy Rule. 
While such types of activities are 
already encompassed within paragraph 
(1) of the definition, which addresses 
various quality activities, we proposed 
to expressly include patient safety 
activities within paragraph (1) of the 
definition of health care operations to 
conform the definition to PSQIA and to 
eliminate the potential for confusion. 
This modification also addresses public 
comments the Department received 
during the rulemaking period for the 
PSQIA implementing regulations, which 
urged the Department to modify the 
definition of ‘‘health care operations’’ in 
the Privacy Rule to expressly reference 
patient safety activities so that the 
intersection of the Privacy and PSQIA 
Rules would be clear. See 73 FR 70732, 
70780 (Nov. 21, 2008). 

Overview of Public Comments 
The Department received comments 

supporting the inclusion of patient 
safety activities in the definition of 
‘‘health care operations.’’ 

Final Rule 
The final rule adopts the proposed 

modification. 

b. Definition of ‘‘Marketing’’ 

Proposed Rule 
The Privacy Rule requires covered 

entities to obtain a valid authorization 
from individuals before using or 
disclosing protected health information 

to market a product or service to them. 
See § 164.508(a)(3). Section 164.501 
defines ‘‘marketing’’ as making a 
communication about a product or 
service that encourages recipients of the 
communication to purchase or use the 
product or service. Paragraph (1) of the 
definition includes a number of 
exceptions to marketing for certain 
health-related communications: (1) 
Communications made to describe a 
health-related product or service (or 
payment for such product or service) 
that is provided by, or included in a 
plan of benefits of, the covered entity 
making the communications, including 
communications about: The entities 
participating in a healthcare provider 
network or health plan network; 
replacement of, or enhancements to, a 
health plan; and health-related products 
or services available only to a health 
plan enrollee that add value to, but are 
not part of, a plan of benefits; (2) 
communications made for the treatment 
of the individual; and (3) 
communications for case management 
or care coordination for the individual, 
or to direct or recommend alternative 
treatments, therapies, health care 
providers, or settings of care to the 
individual. A covered entity is 
permitted to make these excepted 
communications without an 
individual’s authorization as either 
treatment or health care operations 
communications, as appropriate, under 
the Privacy Rule. In addition, the 
Privacy Rule does not require a covered 
entity to obtain individual authorization 
for face-to-face communications or to 
provide only promotional gifts of 
nominal value to the individual. See 
§ 164.508(a)(3)(i). However, a covered 
entity must obtain prior written 
authorization from an individual to 
send communications to the individual 
about non-health related products or 
services or to give or sell the 
individual’s protected health 
information to a third party for 
marketing. Still, concerns have 
remained about the ability under these 
provisions for a third party to pay a 
covered entity to send health-related 
communications to an individual about 
the third party’s products or services. 

Section 13406(a) of the HITECH Act 
limits the health-related 
communications that may be considered 
health care operations and thus, that are 
excepted from the definition of 
‘‘marketing’’ under the Privacy Rule, to 
the extent a covered entity receives or 
has received direct or indirect payment 
in exchange for making the 
communication. In cases where the 
covered entity would receive such 

payment, the HITECH Act at section 
13406(a)(2)(B) and (C) requires that the 
covered entity obtain the individual’s 
valid authorization prior to making the 
communication, or, if applicable, prior 
to its business associate making the 
communication on its behalf in 
accordance with its written contract. 
Section 13406(a)(2)(A) of the HITECH 
Act includes an exception to the 
payment limitation for communications 
that describe only a drug or biologic that 
is currently being prescribed to the 
individual as long as any payment 
received by the covered entity in 
exchange for making the 
communication is reasonable in 
amount. Section 13406(a)(3) of the Act 
provides that the term ‘‘reasonable in 
amount’’ shall have the meaning given 
to such term by the Secretary in 
regulation. Finally, section 13406(a)(4) 
of the Act clarifies that the term ‘‘direct 
or indirect payment’’ does not include 
any payment for treatment of the 
individual. We believe Congress 
intended that these provisions curtail a 
covered entity’s ability to use the 
exceptions to the definition of 
‘‘marketing’’ in the Privacy Rule to send 
communications to the individual that 
are motivated more by commercial gain 
or other commercial purpose rather than 
for the purpose of the individual’s 
health care, despite the communication 
being about a health-related product or 
service. 

To implement the marketing 
limitations of the HITECH Act, we 
proposed a number of modifications to 
the definition of ‘‘marketing’’ at 
§ 164.501. In paragraph (1) of the 
definition of ‘‘marketing,’’ we proposed 
to maintain the general concept that 
‘‘marketing’’ means ‘‘to make a 
communication about a product or 
service that encourages recipients of the 
communication to purchase or use the 
product or service.’’ In paragraph (2) of 
the definition, we proposed to include 
three exceptions to this definition to 
encompass certain treatment and health 
care operations communications about 
health-related products or services. 
First, we proposed to exclude from the 
definition of ‘‘marketing’’ certain health 
care operations communications, except 
where, as provided by the HITECH Act, 
the covered entity receives financial 
remuneration in exchange for making 
the communication. This would 
encompass communications to describe 
a health-related product or service (or 
payment for such product or service) 
that is provided by, or included in a 
plan of benefits of, the covered entity 
making the communication, as well as 
communications for case management 
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or care coordination, contacting of 
individuals with information about 
treatment alternatives, and related 
functions (to the extent these activities 
did not constitute ‘‘treatment’’). 

Although the HITECH Act uses the 
term ‘‘direct or indirect payment’’ to 
describe the limitation on permissible 
health care operations disclosures, the 
proposed rule substituted the term 
‘‘financial remuneration’’ to avoid 
confusion with the term ‘‘payment,’’ 
which is defined in the Privacy Rule to 
mean payment for health care, and for 
consistency with the Privacy Rule’s 
current authorization requirement for 
marketing at § 164.508(a)(3), which uses 
the term ‘‘remuneration.’’ We proposed 
to define ‘‘financial remuneration’’ in 
paragraph (3) of the definition of 
‘‘marketing’’ to mean direct or indirect 
payment from or on behalf of a third 
party whose product or service is being 
described. We also proposed to make 
clear, in accordance with section 
13406(a)(4) of the HITECH Act, that 
financial remuneration does not include 
any direct or indirect payment for the 
treatment of an individual. 

Additionally, because the HITECH 
Act refers expressly to ‘‘payment,’’ 
rather than remuneration more 
generally, the proposed rule specified 
that only the receipt of financial 
remuneration in exchange for making a 
communication, as opposed to in-kind 
or any other type of remuneration, is 
relevant for purposes of the definition of 
marketing. We also proposed a 
conforming change to the required 
authorization provisions for marketing 
communications at § 164.508(a)(3) to 
add the term ‘‘financial’’ before 
‘‘remuneration’’ and to refer to the new 
definition of ‘‘financial remuneration.’’ 

The proposed rule emphasized that 
financial remuneration for purposes of 
the definition of ‘‘marketing’’ must be in 
exchange for making the 
communication itself and be from or on 
behalf of the entity whose product or 
service is being described. Thus, under 
these proposed provisions, an 
authorization would be required prior to 
a covered entity making a 
communication to its patients regarding 
the acquisition of, for example, new 
state of the art medical equipment if the 
equipment manufacturer paid the 
covered entity to send the 
communication to its patients; but not if 
a local charitable organization, such as 
a breast cancer foundation, funded the 
covered entity’s mailing to patients 
about new state of the art 
mammography screening equipment. 
Furthermore, it would not constitute 
marketing and no authorization would 
be required if a hospital sent flyers to its 

patients announcing the opening of a 
new wing where the funds for the new 
wing were donated by a third party, 
since the financial remuneration to the 
hospital from the third party was not in 
exchange for the mailing of the flyers. 

Second, we proposed to include the 
statutory exception to marketing at 
section 13406(a)(2)(A) for 
communications regarding refill 
reminders or otherwise about a drug or 
biologic that is currently being 
prescribed for the individual, provided 
any financial remuneration received by 
the covered entity for making the 
communication is reasonably related to 
the covered entity’s cost of making the 
communication. The Act expressly 
identifies these types of 
communications as being exempt from 
the remuneration limitation only to the 
extent that any payment received for 
making the communication is 
reasonable in amount. We requested 
comment on the scope of this exception, 
that is, whether communications about 
drugs that are related to the drug 
currently being prescribed, such as 
communications regarding generic 
alternatives or new formulations of the 
drug, should fall within the exception. 
We also requested comment on the 
types and amount of costs that should 
be allowed under this provision. We 
noted that we had considered proposing 
a requirement that a covered entity 
could only receive financial 
remuneration for making such a 
communication to the extent it did not 
exceed the actual cost to make the 
communication. However, because we 
were concerned that such a requirement 
would impose the additional burden of 
calculating the costs of making each 
communication, we proposed to allow 
costs that are reasonably related to a 
covered entity’s cost of making the 
communication. 

Third, we proposed to exclude from 
marketing treatment communications 
about health-related products or 
services by a health care provider to an 
individual, including communications 
for case management or care 
coordination for the individual, or to 
direct or recommend alternative 
treatments, therapies, health care 
providers, or settings of care to the 
individual, provided, however, that if 
the communications are in writing and 
financial remuneration is received in 
exchange for making the 
communications, certain notice and opt 
out conditions are met. While section 
13406(a) of the HITECH Act expressly 
provides that a communication to an 
individual about a health-related 
product or service where the covered 
entity receives payment from a third 

party in exchange for making the 
communication shall not be considered 
a health care operation (emphasis 
added) under the Privacy Rule, and thus 
is marketing, it is unclear how Congress 
intended these provisions to apply to 
treatment communications between a 
health care provider and a patient. 
Specifically, it is unclear whether 
Congress intended to restrict only those 
subsidized communications about 
products and services that are less 
essential to an individual’s health care 
(i.e., those classified as health care 
operations communications) or all 
subsidized communications about 
products and services, including 
treatment communications. Given this 
ambiguity and to avoid undue 
interference with treatment 
communications between the individual 
and a health care provider, we proposed 
to continue to allow subsidized 
treatment communications, but 
conditioned on providing the individual 
with notice and an opportunity to opt 
out of receiving such communications. 
Specifically, to ensure the individual is 
aware that he or she may receive 
subsidized treatment communications 
from his or her provider and has the 
opportunity to elect not to receive them, 
the proposed rule would have required 
at § 164.514(f)(2) that: (1) The covered 
health care provider’s notice of privacy 
practices include a statement informing 
individuals that the provider may send 
treatment communications to the 
individual concerning treatment 
alternatives or other health-related 
products or services where the provider 
receives financial remuneration from a 
third party in exchange for making the 
communication, and the individual has 
a right to opt out of receiving such 
communications; and (2) the treatment 
communication itself disclose the fact of 
remuneration and provide the 
individual with a clear and conspicuous 
opportunity to elect not to receive any 
further such communications. We 
requested comment on how the opt out 
should apply to future subsidized 
treatment communications (i.e., should 
the opt out prevent all future subsidized 
treatment communications by the 
provider or just those dealing with the 
particular product or service described 
in the current communication?). We 
also requested comment on the 
workability of requiring health care 
providers that intend to send subsidized 
treatment communications to 
individuals to provide an individual 
with the opportunity to opt out of 
receiving such communications prior to 
the individual receiving the first 
communication and what mechanisms 
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could be put into place to implement 
such a requirement. 

Given that the new marketing 
limitations on the receipt of 
remuneration by a covered entity would 
apply differently depending on whether 
a communication is for treatment or 
health care operations purposes, and 
that distinguishing such 
communications may in many cases call 
for close judgments, we requested 
comment on the alternatives of 
excluding treatment communications 
altogether even if they involve financial 
remuneration from a third party or 
requiring individual authorization for 
both treatment and health care 
operations communications made in 
exchange for financial remuneration. 

Finally, we proposed to remove the 
language defining as marketing an 
arrangement between a covered entity 
and any other entity in which the 
covered entity discloses protected 
health information to the other entity, in 
exchange for remuneration, for the other 
entity or its affiliate to make a 
communication about its own product 
or service that encourages recipients of 
the communication to purchase or use 
that product or service, since such 
activity would now constitute a 
prohibited ‘‘sale’’ of protected health 
information under section 13405(d) of 
the HITECH Act and the proposed rule. 

Overview of Public Comments 
Several commenters asked as a 

general matter that the final rule retain 
the current definition of ‘‘marketing’’ 
and that no changes to this provision be 
implemented. With respect to 
subsidized treatment communications, 
many commenters expressed support for 
the decision in the NPRM to not require 
authorizations for such 
communications, and several argued for 
removing even the opt out requirement. 
Other commenters believed that all 
communications in which the covered 
entity receives financial remuneration 
for making the communication, 
regardless of whether the 
communication is for treatment 
purposes, should be considered 
marketing and require authorization. 

While many commenters were 
generally in support of not requiring 
authorization for treatment 
communications, at the same time, 
several commenters expressed concern 
with the difficulty of distinguishing 
between treatment communications and 
communications for health care 
operations purposes. These commenters 
stated that additional clarification 
regarding this distinction would be 
needed to be able to implement the 
NPRM’s marketing provisions. Several 

commenters stated that while the 
distinction may be clear in some limited 
circumstances, there are other 
circumstances where it may be difficult 
for covered entities to determine what 
type of communication they are sending 
and whether authorization or just 
disclosure in the notice of privacy 
practices and the opportunity to opt out 
would be required. For example, while 
the NPRM stated that whether a 
communication is being made for 
treatment purposes or for health care 
operations purposes would depend on 
the extent to which the covered entity 
is making the communication in a 
population-based fashion (health care 
operations) or to further the treatment of 
a particular individual’s health care 
status or condition (treatment), many 
commenters stated that there may be 
circumstances in which a covered entity 
provides a population-based 
communication to further the treatment 
of the health care status or condition of 
an entire group of individuals. Other 
commenters suggested that the 
distinction between communications for 
treatment and those for health care 
operations purposes should be made 
based on the entity providing the 
communication: If a health care 
provider is providing the 
communication, it should be deemed for 
treatment purposes; however, if the 
communication is made by a covered 
entity other than a health care provider, 
the determination should be based on 
whether the communication is 
individual (treatment) or population 
based (health care operations). 

With respect to the subsidized 
treatment communications, commenters 
opposed to the opt out notification 
generally took one of three positions: 
All such communications should 
require authorizations to best protect 
patient privacy; an opt in method would 
better permit individuals to make more 
informed choices about whether to 
receive such communications; or a 
covered entity should be permitted to 
make these communications without an 
opportunity to opt out, because of 
unintended effects that may adversely 
affect the quality of care provided. Some 
commenters asked, if the opt out 
requirement is retained, that OCR 
ensure that covered entities are given 
significant flexibility in determining 
how best to implement the opt out 
requirement. 

Additionally, the vast majority of 
commenters did not believe there 
should be an opportunity to opt out of 
receiving subsidized treatment 
communications prior to receipt of the 
first such communication. The 
commenters believed that requiring an 

opportunity to opt out prior to the first 
communication would be too costly and 
burdensome for most covered entities. 
Many also noted that the statement in 
the notice of privacy practices, which 
would inform individuals of their 
option to opt out of receiving subsidized 
treatment communications, could serve 
as an opportunity to opt out before the 
first communication. Some commenters 
expressed concern even with including 
a statement in the notice of privacy 
practices because of the cost associated 
with modifying notices to do so. 

With respect to the scope of the 
proposed opt out, most commenters 
believed that the opt out should apply 
only to subsidized treatment 
communications related to a specific 
product or service and should not apply 
universally to all similar future 
communications from the covered 
entity. These commenters stated that it 
would be difficult for an individual to 
elect, in a meaningful way, not to 
receive all future subsidized treatment 
communications because he or she 
would not know exactly what he or she 
is opting out of without receiving at 
least one communication. Other 
commenters believed that while a 
product or service-specific application 
of the opt out would be ideal, it is 
simply unrealistic and infeasible for 
covered entities to be able to implement 
such a policy. These commenters stated 
that a universal opt out, which would 
apply to all future subsidized treatment 
communications, would be much 
simpler and easier for covered entities 
to implement. Additionally, while some 
commenters believed that individuals 
should be able to decide whether they 
want to opt out of specific subsidized 
treatment communications or all future 
such communications, most 
commenters supported giving covered 
entities the flexibility to determine the 
scope of this opt out provision based on 
their own specific capabilities. Many of 
these commenters also suggested that 
the final rule permit individuals who 
have opted out of receiving such 
communications to opt back in to 
receive future notices using the same 
methods through which the individuals 
had opted out. 

The Department also received several 
comments on the definition of 
‘‘financial remuneration.’’ Several 
commenters supported the NPRM’s 
definition of ‘‘financial remuneration’’; 
however, many commenters asked for 
clarification regarding the scope of the 
definition and the meaning of the 
phrase ‘‘direct or indirect payment.’’ For 
example, some commenters asked for 
confirmation that non-financial benefits 
did not constitute financial 
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remuneration, while other commenters 
wanted the exception for refill 
reminders (that is, the communication is 
not marketing as long as the financial 
remuneration does not exceed the 
related costs of the communication) to 
apply more broadly to all marketing 
communications. Additionally, some 
commenters suggested that the final rule 
clarify that only financial remuneration 
in exchange for sending a 
communication triggers either the 
authorization or the statement of notice 
and opt out requirement and not the 
exchange of financial remuneration for 
the development or funding for 
programs, which may include the 
sending of a communication. These 
commenters generally suggested that the 
final rule give covered entities the 
flexibility to determine whether the 
financial remuneration received is truly 
in exchange for making the 
communication. 

We received a great deal of public 
comment on the exception to the 
definition of ‘‘marketing’’ for providing 
refill reminders or to otherwise 
communicate about a drug or biologic 
currently being prescribed for the 
individual where the only financial 
remuneration received by the covered 
entity in exchange for making the 
communication is reasonably related to 
the covered entity’s cost of making the 
communication. In general, most 
commenters supported this exception; 
however, a few commenters disagreed 
with the exception and felt that refill 
reminders should be treated as 
treatment communications requiring a 
statement in the notice and an 
opportunity to opt out if the 
communication is subsidized. Many 
commenters expressed the need for 
guidance on the scope of this exception 
and stated that certain communications 
should fall into the exception, such as 
communications about generic 
alternatives and drug adherence, and 
communications related to every 
component of a drug or biologic 
delivery system (especially where 
patients must self-administer 
medication). Some commenters 
specifically asked that the final rule 
exclude certain types of 
communications from this exception. 

With respect to the proposed cost 
limitation on the refill reminder 
exception, while some commenters 
suggested that the cost be limited to 
either the actual cost or the fair market 
value of providing the communication, 
generally, most commenters supported 
the position that reasonably related 
costs should not be limited to actual 
costs. Many of the commenters in 
support of a broad interpretation of 

costs ‘‘reasonably related’’ to providing 
the communication suggested specific 
costs that should be permitted under 
this exception, such as costs of 
personnel, data storage, data processing, 
data analysis, data security, software, 
hardware, employee training, message 
content development, clinical review, 
postage, materials, drug adherence 
program development, formulary 
development, and the creation and 
implementation of analytics to measure 
the effectiveness of the communication. 
Several commenters noted that it would 
be unrealistic to expect a covered entity 
to perform such non-essential functions 
as sending refill reminders and other 
related communications if they could 
not recoup both their direct and indirect 
costs as well as a modest profit. 

Final Rule 
The final rule significantly modifies 

the proposed rule’s approach to 
marketing by requiring authorization for 
all treatment and health care operations 
communications where the covered 
entity receives financial remuneration 
for making the communications from a 
third party whose product or service is 
being marketed. Many of the comments 
we received in response to the proposed 
marketing provisions concerned the 
distinction between communications for 
treatment and those for health care 
operations purposes and sought 
clarification on the line between such 
communications. We acknowledge that 
the distinction between what constitutes 
a treatment versus a health care 
operations communication may be 
difficult to make with precision in all 
cases, placing covered entities at risk for 
violating the authorization requirement 
for marketing communications. We, 
therefore, believe that requiring 
authorizations for all subsidized 
communications that market a health 
related product or service is the best 
policy. Such a policy will ensure that all 
such communications are treated as 
marketing communications, instead of 
requiring covered entities to have two 
processes in place based on whether the 
communication provided to individuals 
is for a treatment or a health care 
operations purpose. We decline to retain 
the Privacy Rule’s definition of what 
constitutes ‘‘marketing’’ unchanged, as 
suggested by some commenters, as 
doing so would be inconsistent with the 
provisions of the Section 13406(a) of the 
HITECH Act. 

Because the final rule treats 
subsidized treatment communications 
as marketing communications that 
require authorization, we have not 
adopted the notice requirement at 
proposed § 164.520(b)(1)(iii)(A) that a 

covered entity’s notice of privacy 
practices include a statement informing 
individuals that the provider may send 
treatment communications to the 
individual concerning treatment 
alternatives or other health-related 
products or services where the provider 
receives financial remuneration from a 
third party in exchange for making the 
communication, and the individual has 
a right to opt out of receiving such 
communications. We also do not retain 
the notice requirement that existed at 
§ 164.520(b)(1)(iii) prior to this final rule 
that a covered entity include in its 
notice of privacy practices a statement 
that the covered entity may contact the 
individual to provide appointment 
reminders or information about 
treatment alternatives or other health- 
related benefits and services that may be 
of interest to the individual. Where the 
sending of such communications 
involves financial remuneration, the 
individual will be notified of such 
communications through the 
authorization process. Other 
communications for such purposes that 
do not involve financial remuneration 
are adequately captured in a covered 
entity’s description in its notice of 
privacy practices of treatment and 
health care operations. However, 
covered entities that wish to continue to 
include such a specific statement in 
their notices of privacy practices may do 
so. For further discussion about the 
Notice of Privacy Practices, please see 
the discussion addressing the provisions 
at § 164.520 below. 

We adopt the term ‘‘financial 
remuneration’’ and its definition as 
proposed without modification in the 
final rule. Most commenters were 
generally satisfied with the proposed 
use of the term and its definition. There 
was, however, some confusion among 
commenters as to what constitutes 
direct or indirect payment from or on 
behalf of a third party. We clarify that 
under this provision direct payment 
means financial remuneration that flows 
from the third party whose product or 
service is being described directly to the 
covered entity. In contrast, indirect 
payment means financial remuneration 
that flows from an entity on behalf of 
the third party whose product or service 
is being described to a covered entity. 

We also clarify that where a business 
associate (including a subcontractor), as 
opposed to the covered entity itself, 
receives financial remuneration from a 
third party in exchange for making a 
communication about a product or 
service, such communication also 
requires prior authorization from the 
individual. The HITECH Act at Section 
13406(a)(2)(C) provides that a business 
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associate may make such 
communications on behalf of a covered 
entity if consistent with the written 
contract required by the Privacy Rule 
between the business associate and 
covered entity. The Privacy Rule a 
§ 164.504(e)(2)(i) provides that the 
contract may not authorize the business 
associate to further use or disclose the 
protected health information in a 
manner that would violate the Rule if 
done by the covered entity (except in 
two limited circumstances not relevant 
here). Thus, individual authorization 
also must be obtained if a business 
associate is to send these 
communications instead of the covered 
entity. 

We also confirm, in response to 
comments, that the term ‘‘financial 
remuneration’’ does not include non- 
financial benefits, such as in-kind 
benefits, provided to a covered entity in 
exchange for making a communication 
about a product or service. Rather, 
financial remuneration includes only 
payments made in exchange for making 
such communications. In addition, we 
continue to emphasize that the financial 
remuneration a covered entity receives 
from a third party must be for the 
purpose of making a communication 
and such communication must 
encourage individuals to purchase or 
use the third party’s product or service. 
If the financial remuneration received 
by the covered entity is for any purpose 
other than for making the 
communication, then this marketing 
provision does not apply. For example, 
if a third party provides financial 
remuneration to a covered entity to 
implement a program, such as a disease 
management program, the covered 
entity could provide individuals with 
communications about the program 
without obtaining individual 
authorization as long as the 
communications are about the covered 
entity’s program itself. There, the 
communications would only be 
encouraging individuals to participate 
in the covered entity’s disease 
management program and would not be 
encouraging individuals to use or 
purchase the third party’s product or 
service. 

Under the final rule, for marketing 
communications that involve financial 
remuneration, the covered entity must 
obtain a valid authorization from the 
individual before using or disclosing 
protected health information for such 
purposes, and such authorization must 
disclose the fact that the covered entity 
is receiving financial remuneration from 
a third party. See § 164.508(a)(3). The 
scope of the authorization need not be 
limited only to subsidized 

communications related to a single 
product or service or the products or 
services of one third party, but rather 
may apply more broadly to subsidized 
communications generally so long as the 
authorization adequately describes the 
intended purposes of the requested uses 
and disclosures (i.e., the scope of the 
authorization) and otherwise contains 
the elements and statements of a valid 
authorization under § 164.508. This 
includes making clear in the 
authorization that the individual may 
revoke the authorization at any time he 
or she wishes to stop receiving the 
marketing material. 

Because the final rule will treat all 
subsidized treatment communications 
as marketing communications for which 
an authorization is required, the final 
rule also removes the language at 
proposed § 164.514(f)(2), which 
proposed to require that such 
communications be accompanied by a 
statement in the notice and an 
opportunity for the individual to opt out 
of receiving such communications. We 
believe that the removal of the notice 
and opt out requirements for such 
communications and the addition of the 
requirement to obtain an authorization 
will provide covered entities with a 
more uniform system for treating all 
remunerated communications. Because 
the individual must now sign an 
authorization before the covered entity 
can make subsidized treatment 
communications, there is no longer any 
need to require each such 
communication to contain a clear and 
conspicuous opportunity for the 
individual to elect not to receive any 
more of these communications. Where 
the individual signs an authorization to 
receive such communications, the 
covered entity may use and disclose the 
individual’s protected health 
information for the purposes of making 
such communications unless or until 
the individual revokes the authorization 
pursuant to § 164.508(a)(5). If the 
individual does not authorize the 
covered entity to use and disclose the 
individual’s protected health 
information for the purposes of making 
subsidized treatment communications, 
then the covered entity is prohibited 
from doing so. 

We clarify that the final rule does 
nothing to modify the exceptions to the 
authorization requirement for marketing 
communications at § 164.508(a)(3)(i)(A) 
and (B). Therefore, no authorization is 
required where a covered entity receives 
financial remuneration from a third 
party to make a treatment or health care 
operations communication (or other 
marketing communication), if the 
communication is made face-to-face by 

a covered entity to an individual or 
consists of a promotional gift of nominal 
value provided by the covered entity. 
For example, a health care provider 
could, in a face to face conversation 
with the individual, recommend, 
verbally or by handing the individual 
written materials such as a pamphlet, 
that the individual take a specific 
alternative medication, even if the 
provider is otherwise paid by a third 
party to make such communications. 
However, communications made over 
the phone (as well as all 
communications sent through the mail 
or via email) do not constitute face to 
face communications, and as such, these 
communications require individual 
authorization where the covered entity 
receives remuneration in exchange for 
making the communications. 

With respect to the exception for refill 
reminders or to otherwise communicate 
about a drug or biologic currently being 
prescribed to the individual, we adopt 
the exception as proposed. We continue 
to provide a stand-alone exception for 
refill reminders, given that the HITECH 
Act expressly does so. We therefore 
decline to adopt the suggestions of 
commenters to consider these 
communications to specifically be 
treatment communications (which 
would have required, under the 
provisions of the proposed rule, notice 
and an opportunity to opt out where the 
covered entity receives financial 
remuneration), or health care operations 
communications (which require 
authorization if financial remuneration 
is received). 

Many commenters asked for guidance 
and clarification regarding the scope of 
this exception, and we received a wide 
array of examples of communications 
that commenters suggested should fall 
within this exception. At this time, we 
clarify that we consider 
communications about the generic 
equivalent of a drug being prescribed to 
an individual as well as adherence 
communications encouraging 
individuals to take their prescribed 
medication as directed fall within the 
scope of this exception. Additionally, 
we clarify that where an individual is 
prescribed a self-administered drug or 
biologic, communications regarding all 
aspects of a drug delivery system, 
including, for example, an insulin 
pump, fall under this exception. With 
respect to the array of other examples 
and suggestions provided by 
commenters as to what should fall 
within or outside of the exception, we 
intend to provide future guidance to 
address these questions. 

The proposed rule contained the Act’s 
limitation that the financial 
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remuneration received in exchange for 
providing a refill reminder or to 
otherwise communicate about a drug or 
biologic currently being prescribed to 
the individual must be ‘‘reasonable in 
amount,’’ by providing that such 
remuneration must be reasonably 
related to the covered entity’s cost of 
making the communication for the 
exception from marketing to apply. We 
adopt this provision in the final rule. In 
response to comments regarding what 
types of costs fall within permissible 
remuneration, we clarify that we 
consider permissible costs for which a 
covered entity may receive 
remuneration under this exception are 
those which cover only the costs of 
labor, supplies, and postage to make the 
communication. Where the financial 
remuneration a covered entity receives 
in exchange for making the 
communication generates a profit or 
includes payment for other costs, such 
financial remuneration would run afoul 
of the Act’s ‘‘reasonable in amount’’ 
language. Thus, under this final rule, if 
a pharmacy receives financial 
remuneration from a drug manufacturer 
to provide refill reminders to 
individuals taking a particular drug that 
covers only the pharmacy’s cost of 
drafting, printing, and mailing the refill 
reminders, the exception would apply 
and no authorization would be required. 
However, where the drug manufacturer 
also provides the pharmacy with a 
financial incentive beyond the cost of 
making the communication to 
encourage the pharmacy’s continued 
willingness to send such 
communications on behalf of the drug 
manufacturer, the exception would not 
apply and the pharmacy must obtain 
individual authorization. We note, 
however, that if a pharmacy provides 
refill reminders to individuals only 
when they visit the pharmacy (in face to 
face encounters), such communications 
would be permitted under 
§ 164.508(a)(3)(i)(A) and thus, 
authorization would not be required 
even if the pharmacy receives financial 
remuneration above and beyond what is 
reasonably related to the pharmacy’s 
cost of making the communication. 

Finally, in addition to the 
communications that fall within the 
refill reminder exception, two other 
types of communications continue to be 
exempt from the marketing provisions. 
First, as explained in the NPRM, 
communications promoting health in 
general and that do not promote a 
product or service from a particular 
provider, such as communications 
promoting a healthy diet or encouraging 
individuals to get certain routine 

diagnostic tests, such as annual 
mammograms, do not constitute 
marketing and thus, do not require 
individual authorization. 

Second, communications about 
government and government-sponsored 
programs do not fall within the 
definition of ‘‘marketing’’ as there is no 
commercial component to 
communications about benefits through 
public programs. Therefore, a covered 
entity may use and disclose protected 
health information to communicate with 
individuals about eligibility for 
programs, such as Medicare, Medicaid, 
or the State Children’s Health Insurance 
Program (CHIP) without obtaining 
individual authorization. 

Response to Other Public Comments 

Comment: One commenter asked 
whether it is marketing where an entity 
promotes its discounts on covered 
benefits or member-exclusive value- 
added health products and services by 
paying a mailing house that is the health 
plan’s business associate to send its 
written promotional material to health 
plan members. The commenter stated 
that only the mailing house, and not the 
covered entity, is paid to send the 
communications. 

Response: Even where a business 
associate of a covered entity, such as a 
mailing house, rather than the covered 
entity itself, receives the financial 
remuneration from the entity whose 
product or service is being promoted to 
health plan members, the 
communication is a marketing 
communication for which prior 
authorization is required. As stated 
above, under the Privacy Rule, a 
business associate generally may not use 
or disclose protected health information 
in a manner that would be 
impermissible if done by the covered 
entity. We note, however, that non- 
financial or in-kind remuneration may 
be received by the covered entity or its 
business associate and it would not 
implicate the new marketing 
restrictions. Thus, if the materials 
describing a member-exclusive value- 
added health product or service were 
provided by the entity to the health plan 
or its business associate and no payment 
was made by the entity relating to the 
mailing or distribution of the materials, 
the covered entity or its business 
associate would be able to provide the 
material to its members without 
requiring an authorization. 

3. Business Associates 

a. Section 164.502(a) and (b)—Permitted 
and Required Uses and Disclosures and 
Minimum Necessary 

Before the HITECH Act, the Privacy 
Rule did not govern business associates 
directly. However, section 13404 of the 
HITECH Act makes specific 
requirements of the Privacy Rule 
applicable to business associates, and 
creates direct liability for 
noncompliance by business associates 
with regard to those Privacy Rule 
requirements. Specifically, section 
13404(a) of the HITECH Act creates 
direct liability for uses and disclosures 
of protected health information by 
business associates that do not comply 
with its business associate contract or 
other arrangement under the Privacy 
Rule. Additionally, section 13404(a) 
applies the other privacy requirements 
of the HITECH Act directly to business 
associates just as they apply to covered 
entities. Section 13404(b) applies the 
provision of § 164.504(e)(1)(ii) regarding 
knowledge of a pattern of activity or 
practice that constitutes a material 
breach or violation of a contract to 
business associates. Finally, section 
13404(c) applies the HIPAA civil and 
criminal penalties to business 
associates. We discuss the modifications 
to the Privacy Rule pursuant to 
paragraphs (a) and (b) of section 13404 
of the HITECH Act below. We address 
the modifications made to the 
Enforcement Rule by section 13404(c) 
regarding the application of penalties to 
violations by business associates above 
in the discussion of the changes to the 
Enforcement Rule. 

We note that we have not added 
references to ‘‘business associate’’ to all 
provisions of the Privacy Rule that 
address uses and disclosures by covered 
entities. Such additions to the Privacy 
Rule are unnecessary, as a business 
associate generally may only use or 
disclose protected health information in 
the same manner as a covered entity. 
Therefore, any Privacy Rule limitation 
on how a covered entity may use or 
disclose protected health information 
automatically extends to a business 
associate. 

i. Permitted and Required Uses and 
Disclosures 

Proposed Rule 
We proposed to modify § 164.502(a) 

of the Privacy Rule containing the 
general rules for uses and disclosures of 
protected health information to address 
the permitted and required uses and 
disclosures of protected health 
information by business associates. 
First, we proposed to modify 
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§ 164.502(a) to provide that a business 
associate, like a covered entity, may not 
use or disclose protected health 
information except as permitted or 
required by the Privacy Rule or the 
Enforcement Rule. Second, we proposed 
to add new provisions at § 164.502(a)(4) 
and (5) to specify the permitted and 
required uses and disclosures of 
protected health information by 
business associates. 

In accordance with section 13404(a) 
of the HITECH Act, we proposed in 
§ 164.502(a)(4) to allow business 
associates to use or disclose protected 
health information only as permitted or 
required by their business associate 
contracts or other arrangements 
pursuant to § 164.504(e) or as required 
by law. Any other use or disclosure 
would violate the Privacy Rule. 
Proposed § 164.502(a)(4) also provided 
that a business associate would not be 
permitted to use or disclose protected 
health information in a manner that 
would violate the Privacy Rule if done 
by the covered entity, except that the 
business associate would be permitted 
to use or disclose protected health 
information for the proper management 
and administration of the business 
associate and to provide data 
aggregation services for the covered 
entity, as specified at 
§ 164.504(e)(2)(i)(A) and (B), if such 
uses and disclosures are permitted by its 
business associate contract or other 
arrangement. 

In § 164.502(a)(5), we proposed to 
require that a business associate 
disclose protected health information 
either: (1) When required by the 
Secretary under Subpart C of Part 160 to 
investigate or determine the business 
associate’s compliance with this 
subchapter; or (2) to the covered entity, 
individual, or individual’s designee, as 
necessary to satisfy a covered entity’s 
obligations under § 164.524(c)(2)(ii) and 
(3)(ii), as modified, with respect to an 
individual’s request for an electronic 
copy of protected health information. 
Section 13405(e) of the HITECH Act 
requires covered entities that maintain 
protected health information in an 
electronic health record to provide an 
individual, or the individual’s designee, 
with a copy of such information in an 
electronic format, if the individual so 
chooses. We proposed to include a 
similar direct requirement on business 
associates in § 164.502(a)(5), as section 
13404(a) of the HITECH Act also applies 
section 13405(e) to business associates. 

We also proposed a conforming 
change to revise the titles of 
§ 164.502(a)(1) and (a)(2) to make clear 
that these provisions setting out 
permitted uses and disclosures of 

protected health information apply only 
to covered entities, as well as a 
technical change to § 164.502(a)(2)(ii) to 
replace the term ‘‘subpart’’ with 
‘‘subchapter’’ to make clear that a 
covered entity is required to disclose 
protected health information to the 
Secretary as needed to determine 
compliance with any of the HIPAA 
Rules and not just the Privacy Rule. 

Overview of Public Comments 
Several commenters expressed 

concern about the increased liability for 
business associates under the rule and 
requested clarification on when 
business associate liability for 
impermissible uses and disclosures 
would attach. Several commenters 
asked for clarification as to what a 
business associate is directly liable for 
under the Privacy Rule, and some 
expressed specific confusion regarding 
the liability of business associates for 
the provision of e-access under the rule. 

Final Rule 
The final rule adopts the proposed 

modifications to § 164.502(a). The 
provisions specifying a business 
associate’s permitted and required uses 
and disclosures of protected health 
information are renumbered from 
§ 164.502(a)(4) and (a)(5), as proposed, 
to § 164.502(a)(3) and (a)(4), as 
§ 164.502(a)(5) of the final rule now 
includes provisions to address 
prohibited uses and disclosures. Section 
164.502(a)(5) is discussed below in the 
sections describing the prohibitions on 
the sale of protected health information 
and the use or disclosure of genetic 
information for underwriting purposes. 

In response to specific comments 
asking for clarification regarding when 
business associate liability would 
attach, we provide the following. As we 
discussed above, the final rule provides 
that a business associate is a person who 
performs functions or activities on 
behalf of, or certain services for, a 
covered entity or another business 
associate that involve the use or 
disclosure of protected health 
information. The final rule establishes 
that a person becomes a business 
associate by definition, not by the act of 
contracting with a covered entity or 
otherwise. Therefore, liability for 
impermissible uses and disclosures 
attaches immediately when a person 
creates, receives, maintains, or transmits 
protected health information on behalf 
of a covered entity or business associate 
and otherwise meets the definition of a 
business associate. 

Liability also does not depend on the 
type of protected health information 
that a business associate creates, 

receives, maintains, or transmits on 
behalf of a covered entity or another 
business associate, or on the type of 
entity performing the function or 
service, except to the extent the entity 
falls within one of the exceptions at 
paragraph 4 of the definition of business 
associate. First, protected health 
information created, received, 
maintained, or transmitted by a business 
associate may not necessarily include 
diagnosis-specific information, such as 
information about the treatment of an 
individual, and may be limited to 
demographic or other information not 
indicative of the type of health care 
services provided to an individual. If 
the information is tied to a covered 
entity, then it is protected health 
information by definition since it is 
indicative that the individual received 
health care services or benefits from the 
covered entity, and therefore it must be 
protected by the business associate in 
accordance with the HIPAA Rules and 
its business associate agreement. 
Second, the definition of business 
associate is contingent on the fact that 
the business associate performs certain 
activities or functions on behalf of, or 
provides certain services to, a covered 
entity or another business associate that 
involve the use or disclosure of 
protected health information. Therefore, 
any person, defined in the HIPAA Rules 
as a natural person, trust or estate, 
partnership, corporation, professional 
association or corporation, or other 
entity, public or private, who performs 
these functions or activities or services 
is a business associate for purposes of 
the HIPAA Rules, regardless of whether 
such person has other professional or 
privilege-based duties or 
responsibilities. 

Finally, while we understand 
commenters’ concerns about the 
increased liability for business 
associates under the HIPAA Rules, such 
direct liability for violations of certain 
HIPAA provisions is expressly provided 
for by the HITECH Act. 

In response to comments requesting 
clarification on with which HIPAA 
provisions a business associate is 
directly liable for compliance, we 
provide the following. Business 
associates are directly liable under the 
HIPAA Rules for impermissible uses 
and disclosures,4 for a failure to provide 
breach notification to the covered 
entity,5 for a failure to provide access to 
a copy of electronic protected health 
information to either the covered entity, 
the individual, or the individual’s 
designee (whichever is specified in the 
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8 See 76 FR 31426 (May 31, 2011). 
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business associate agreement),6 for a 
failure to disclose protected health 
information where required by the 
Secretary to investigate or determine the 
business associate’s compliance with 
the HIPAA Rules,7 for a failure to 
provide an accounting of disclosures,8 
and for a failure to comply with the 
requirements of the Security Rule.9 
Business associates remain 
contractually liable for other 
requirements of the business associate 
agreement (see below for a discussion of 
the business associate agreement 
provisions). 

With respect to a business associate’s 
direct liability for a failure to provide 
access to a copy of electronic protected 
health information, business associates 
are liable for providing electronic access 
in accordance with their business 
associate agreements. Therefore, 
business associates may provide 
electronic access directly to individuals 
or their designees, or may provide the 
electronic protected health information 
to the covered entity (which then 
provides the electronic access to 
individuals or their designees). As with 
many other provisions in the HIPAA 
Rules, the Department leaves the details 
to the contracting parties, and is 
concerned only that access is provided 
to the individual, not with which party 
provides the access. 

ii. Minimum Necessary 

Proposed Rule 

We proposed to modify the minimum 
necessary standard at § 164.502(b) to 
require that when business associates 
use, disclose, or request protected 
health information from another 
covered entity, they limit protected 
health information to the minimum 
necessary to accomplish the intended 
purpose of the use, disclosure, or 
request. Applying the minimum 
necessary standard is a condition of the 
permissibility of many uses and 
disclosures of protected health 
information. Thus, a business associate 
is not making a permitted use or 
disclosure under the Privacy Rule if it 
does not apply the minimum necessary 
standard, where appropriate. 
Additionally, the HITECH Act at section 
13405(b) addresses the application of 
minimum necessary and, in accordance 
with 13404(a), also applies such 
requirements to business associates. 

Overview of Public Comments 
While the Department received 

general support for application of the 
minimum necessary standard to 
requests and uses and disclosures by 
business associates, several commenters 
requested clarification on such 
application. 

Final Rule 
The final rule adopts the proposal to 

apply the minimum necessary standard 
directly to business associates when 
using or disclosing protected health 
information or when requesting 
protected health information from 
another covered entity. The final rule 
also makes clear that requests directed 
to another business associate, in 
addition to those directed to another 
covered entity, must also be limited to 
the minimum necessary. Covered 
entities and business associates 
disclosing protected health information 
in response may reasonably rely on such 
requests as requesting the minimum 
necessary for the disclosure. 

How a business associate will apply 
the minimum necessary standard will 
vary based on the circumstances. As is 
the case today, a business associate 
agreement must limit the business 
associate’s uses and disclosures of 
protected health information to be 
consistent with the covered entity’s 
minimum necessary policies and 
procedures. We leave it to the discretion 
of the parties to determine to what 
extent the business associate agreement 
will include specific minimum 
necessary provisions to ensure a 
business associate’s uses and 
disclosures and requests for protected 
health information are consistent with 
the covered entity’s minimum necessary 
policies and procedures. The 
Department intends to issue future 
guidance on the minimum necessary 
standard in accordance with section 
13405(b) of the HITECH Act that will 
consider the specific questions posed by 
commenters with respect to business 
associates’ application of the minimum 
necessary standard. 

b. Sections 164.502(e) and 164.504(e)— 
Business Associate Agreements 

Proposed Rule 
Section 164.502(e) permits a covered 

entity to disclose protected health 
information to a business associate and 
may allow a business associate to create 
or receive protected health information 
on its behalf, if the covered entity 
obtains satisfactory assurances, in the 
form of a written contract or other 
written arrangement with the business 
associate that meets the requirements of 

§ 164.504(e), that the business associate 
will appropriately safeguard the 
information. We proposed a parallel 
provision in § 164.502(e) that would 
allow a business associate to disclose 
protected health information to a 
business associate that is a 
subcontractor, and to allow the 
subcontractor to create or receive 
protected health information on its 
behalf, if the business associate obtains 
similar satisfactory assurances that the 
subcontractor will appropriately 
safeguard the information. Consistent 
with the proposal with respect to 
Security Rule requirements and 
business associates, we proposed to 
make clear in § 164.502(e) that a covered 
entity would not be required to obtain 
satisfactory assurances from business 
associates that are subcontractors. 
Rather, a business associate would be 
required to obtain such assurances from 
a subcontractor. Thus, the proposed 
provisions would not change the parties 
to the contracts. For example, a covered 
entity may choose to contract with a 
business associate (contractor) to use or 
disclose protected health information on 
its behalf, the business associate may 
choose to obtain the services of (and 
exchange protected health information 
with) a subcontractor (subcontractor 1), 
and that subcontractor may, in turn, 
contract with another subcontractor 
(subcontractor 2) for services involving 
protected health information. The 
contractor and subcontractors 1 and 2 
would now be business associates with 
direct liability under the HIPAA Rules, 
and would be required to obtain 
business associate agreements with the 
parties with whom they contract for 
services that involve access to protected 
health information. (Note, however, as 
discussed above with respect to the 
definition of ‘‘business associate,’’ direct 
liability under the HIPAA Rules would 
attach regardless of whether the 
contractor and subcontractors have 
entered into the required business 
associate agreements.) 

We also proposed to remove 
§ 164.502(e)(1)(iii), which provides that 
a covered entity that violates the 
satisfactory assurances it provided as a 
business associate of another covered 
entity will be in noncompliance with 
the Privacy Rule’s business associate 
agreement provisions, given that 
proposed changes to § 164.502 would 
now restrict directly the uses and 
disclosures of protected health 
information by a business associate, 
including a covered entity acting as a 
business associate, to those uses and 
disclosures permitted by its business 
associate agreement. 
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Finally, as discussed above with 
respect to the definition of business 
associate, we proposed to move the 
current exceptions to business associate 
to the definition itself in § 160.103. 

Section 164.504(e) contains the 
specific requirements for business 
associate contracts and other 
arrangements. We proposed a number of 
modifications to § 164.504(e) to 
implement section 13404 of the HITECH 
Act and to reflect the Department’s new 
regulatory authority with respect to 
business associates, as well as to reflect 
a covered entity’s and business 
associate’s new obligations under 
Subpart D of Part 164 of the Privacy 
Rule to provide for notification in the 
case of breaches of unsecured protected 
health information. 

Section 164.504(e)(1)(ii) provides that 
a covered entity is not in compliance 
with the business associate 
requirements if the covered entity knew 
of a pattern of activity or practice of the 
business associate that constituted a 
material breach or violation of the 
business associate’s obligation under the 
contract or other arrangement, unless 
the covered entity took reasonable steps 
to cure the breach or end the violation, 
as applicable, and if such steps were 
unsuccessful, terminated the contract or 
arrangement or, if termination is not 
feasible, reported the problem to the 
Secretary. We proposed to remove the 
requirement that covered entities report 
to the Secretary when termination of a 
business associate agreement is not 
feasible. In light of a business associate’s 
direct liability for civil money penalties 
for certain violations of the business 
associate agreement and both a covered 
entity’s and business associate’s 
obligations under Subpart D to report 
breaches of unsecured protected health 
information to the Secretary, we have 
other mechanisms through which we 
expect to learn of such breaches and 
misuses of protected health information 
by a business associate. 

We also proposed to add a new 
provision at § 164.504(e)(1)(iii) 
applicable to business associates with 
respect to subcontractors to mirror the 
requirements on covered entities at 
§ 164.504(e)(1)(ii) (minus the 
requirement to report to the Secretary if 
termination of a contract is not feasible). 
Thus, a business associate that is aware 
of noncompliance by its business 
associate subcontractor would be 
required to respond to the situation in 
the same manner as a covered entity 
that is aware of noncompliance by its 
business associate. We believe this 
provision would implement section 
13404(b) of the HITECH Act, and would 
align the requirements for business 

associates with regard to business 
associate subcontractors with the 
requirements for covered entities with 
regard to their business associates. 

We also proposed changes to the 
specific business associate agreement 
provisions at § 164.504(e). First, we 
proposed to revise § 164.504(e)(2)(ii)(B) 
through (D) to provide that the contract 
will require that: in (B), business 
associates comply, where applicable, 
with the Security Rule with regard to 
electronic protected health information; 
in (C), business associates report 
breaches of unsecured protected health 
information to covered entities, as 
required by § 164.410; and in (D), in 
accordance with § 164.502(e)(1)(ii), 
business associates ensure that any 
subcontractors that create or receive 
protected health information on behalf 
of the business associate agree to the 
same restrictions and conditions that 
apply to the business associate with 
respect to such information. These 
revisions were proposed to align the 
requirements for the business associate 
agreement with the requirements in the 
HITECH Act and elsewhere within the 
HIPAA Rules. 

Additionally, we proposed to add a 
new agreement provision at 
§ 164.504(e)(2)(ii)(H) (and to renumber 
the current paragraphs (H) and (I) 
accordingly) to requires that, to the 
extent the business associate is to carry 
out a covered entity’s obligation under 
this subpart, the business associate must 
comply with the requirements of the 
Privacy Rule that apply to the covered 
entity in the performance of such 
obligation. This provision would clarify 
that when a covered entity delegates a 
responsibility under the Privacy Rule to 
the business associate, the business 
associate would be contractually 
required to comply with the 
requirements of the Privacy Rule in the 
same manner as they apply to the 
covered entity. For example, if a third 
party administrator, as a business 
associate of a group health plan, fails to 
distribute the plan’s notice of privacy 
practices to participants on a timely 
basis, the third party administrator 
would not be directly liable under the 
HIPAA Rules, but would be 
contractually liable, for the failure. 
However, even though the business 
associate is not directly liable under the 
HIPAA Rules for failure to provide the 
notice, the covered entity remains 
directly liable for failure to provide the 
individuals with its notice of privacy 
practices because it is the covered 
entity’s ultimate responsibility to do so, 
despite its having hired a business 
associate to perform the function. 

We also proposed to add a new 
§ 164.504(e)(5) that would apply the 
requirements at § 164.504(e)(2) through 
(e)(4) to the contract or other 
arrangement between a business 
associate and its business associate 
subcontractor as required by 
§ 164.502(e)(1)(ii) in the same manner as 
such requirements apply to contracts or 
other arrangements between a covered 
entity and its business associate. Thus, 
a business associate would be required 
by § 164.502(e)(1)(ii) and by this section 
to enter into business associate 
agreements or other arrangements that 
comply with the Privacy and Security 
Rules with their business associate 
subcontractors, in the same manner that 
covered entities are required to enter 
into contracts or other arrangements 
with their business associates. 

Finally, we proposed a few other 
minor changes. We proposed in 
§ 164.504(e)(3) regarding other 
arrangements for governmental entities 
to include references to the Security 
Rule requirements for business 
associates to avoid having to repeat such 
provisions in the Security Rule. We also 
proposed to remove the reference to 
subcontractors in § 164.504(f)(2)(ii)(B) 
(regarding disclosures to plan sponsors) 
and in § 164.514(e)(4)(ii)(C)(4) 
(regarding data use agreements for 
limited data sets) to avoid confusion 
since the term ‘‘subcontractor’’ is now a 
defined term under the HIPAA Rules 
with a particular meaning that is related 
to business associates. The proposed 
removal of the term was not intended as 
a substantive change to the provisions. 

Overview of Public Comments 

Several commenters expressed 
confusion regarding the need for 
business associate agreements, 
considering the provisions for direct 
liability from the HITECH Act and in 
the proposed rule. Many of these 
commenters suggested that all of the 
requirements of the Privacy Rule apply 
to business associates, as is the case 
with the Security Rule. 

A few commenters requested 
clarification about what constitutes 
‘‘satisfactory assurances’’ pursuant to 
the rule, asking whether, for example, 
there were expectations on covered 
entities to ensure that business 
associates (including subcontractors) 
have appropriate controls in place 
besides business associate agreements or 
whether a covered entity must obtain 
from a business associate satisfactory 
assurance that any business associate 
subcontractors are complying with the 
Rules. Several commenters requested 
clarification on the appropriateness of 
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indemnification clauses in business 
associate agreements. 

Finally, several commenters requested 
that the Department provide a model 
business associate agreement. 

Final Rule 
The final rule adopts the proposed 

modifications to §§ 164.502(e) and 
164.504(e). As we discussed above, 
while section 13404 of the HITECH Act 
provides that business associates are 
now directly liable for civil money 
penalties under the HIPAA Privacy Rule 
for impermissible uses and disclosures 
and for the additional HITECH 
requirements in Subtitle D that are made 
applicable to covered entities, it does 
not apply all of the requirements of the 
Privacy Rule to business associates and 
thus, the final rule does not. Therefore, 
business associates are not required to 
comply with other provisions of the 
Privacy Rule, such as providing a notice 
of privacy practices or designating a 
privacy official, unless the covered 
entity has chosen to delegate such a 
responsibility to the business associate, 
which would then make it a contractual 
requirement for which contractual 
liability would attach. 

Concerning commenters’ questions 
about the continued need for business 
associate agreements given the new 
direct liability on business associates for 
compliance, we note that section 13404 
of the HITECH Act expressly refers and 
ties business associate liability to 
making uses and disclosures in 
accordance with the uses and 
disclosures laid out in such agreements, 
rather than liability for compliance with 
the Privacy Rule generally. Further, 
section 13408 of the HITECH Act 
requires certain data transmission and 
personal health record vendors to have 
in place business associate agreements 
with the covered entities they serve. We 
also continue to believe that, despite the 
business associate’s direct liability for 
certain provisions of the HIPAA Rules, 
the business associate agreement is 
necessary to clarify and limit, as 
appropriate, the permissible uses and 
disclosures by the business associate, 
given the relationship between the 
parties and the activities or services 
being performed by the business 
associate. The business associate 
agreement is also necessary to ensure 
that the business associate is 
contractually required to perform 
certain activities for which direct 
liability does not attach (such as 
amending protected health information 
in accordance with § 164.526). In 
addition, the agreement represents an 
opportunity for the parties to clarify 
their respective responsibilities under 

the HIPAA Rules, such as by 
establishing how the business associate 
should handle a request for access to 
protected health information that it 
directly receives from an individual. 
Finally, the business associate 
agreement serves to notify the business 
associate of its status under the HIPAA 
Rules, so that it is fully aware of its 
obligations and potential liabilities. 

With respect to questions about 
‘‘satisfactory assurances,’’ § 164.502(e) 
provides that covered entities and 
business associates must obtain and 
document the ‘‘satisfactory assurances’’ 
of a business associate through a written 
contract or other agreement, such as a 
memorandum of understanding, with 
the business associate that meets the 
applicable requirements of § 164.504(e). 
As discussed above, § 164.504(e) 
specifies the provisions required in the 
written agreement between covered 
entities and business associates, 
including a requirement that a business 
associate ensure that any subcontractors 
agree to the same restrictions and 
conditions that apply to the business 
associate by providing similar 
satisfactory assurances. Beyond the 
required elements at § 164.504(e), as 
with any contracting relationship, 
business associates and covered entities 
may include other provisions or 
requirements that dictate and describe 
their business relationship, and that are 
outside the governance of the Privacy 
and Security Rules. These may or may 
not include additional assurances of 
compliance or indemnification clauses 
or other risk-shifting provisions. 

We also clarify with respect to the 
satisfactory assurances to be provided 
by subcontractors, that the agreement 
between a business associate and a 
business associate that is a 
subcontractor may not permit the 
subcontractor to use or disclose 
protected health information in a 
manner that would not be permissible if 
done by the business associate. For 
example, if a business associate 
agreement between a covered entity and 
a contractor does not permit the 
contractor to de-identify protected 
health information, then the business 
associate agreement between the 
contractor and a subcontractor (and the 
agreement between the subcontractor 
and another subcontractor) cannot 
permit the de-identification of protected 
health information. Such a use may be 
permissible if done by the covered 
entity, but is not permitted by the 
contractor or any subcontractors if it is 
not permitted by the covered entity’s 
business associate agreement with the 
contractor. In short, each agreement in 
the business associate chain must be as 

stringent or more stringent as the 
agreement above with respect to the 
permissible uses and disclosures. 

Finally, in response to the comments 
requesting a model business associate 
agreement, we note that the Department 
has published sample business associate 
provisions on its web site. The sample 
language is designed to help covered 
entities comply with the business 
associate agreement requirements of the 
Privacy and Security Rules. However, 
use of these sample provisions is not 
required for compliance with the Rules, 
and the language should be amended as 
appropriate to reflect actual business 
arrangements between the covered 
entity and the business associate (or a 
business associate and a subcontractor). 

Response to Other Public Comments 

Comment: Commenters requested 
guidance on whether a contract that 
complies with the requirements of the 
Graham Leach Bliley Act (GLBA) and 
incorporates the required elements of 
the HIPAA Rules may satisfy both sets 
of regulatory requirements. The 
commenters urged the Department to 
permit a single agreement rather than 
requiring business associates and 
business associate subcontractors to 
enter into separate GLBA agreements 
and business associate agreements. 

Response: While meeting the 
requirements of the GLBA does not 
satisfy the requirements of the HIPAA 
Rules, covered entities may use one 
agreement to satisfy the requirements of 
both the GLBA and the HIPAA Rules. 

Comment: A few commenters 
recommended adding an exception to 
having a business associate agreement 
for a person that receives a limited 
dataset and executes a data use 
agreement for research, health care 
operations, or public health purposes. 

Response: We have prior guidance 
that clarifies that if only a limited 
dataset is released to a business 
associate for a health care operations 
purpose, then a data use agreement 
suffices and a business associate 
agreement is not necessary. To make 
this clear in the regulation itself, we are 
adding to § 164.504(e)(3) a new 
paragraph (iv) that recognizes that a data 
use agreement may qualify as a business 
associate’s satisfactory assurance that it 
will appropriately safeguard the covered 
entity’s protected health information 
when the protected health information 
disclosed for a health care operations 
purpose is a limited data set. A similar 
provision is not necessary or 
appropriate for disclosures of limited 
data sets for research or public health 
purposes since such disclosures would 
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not otherwise require business associate 
agreements. 

Comment: A few commenters 
requested that the Department delete 
§ 164.504(e)(2)(ii)(H), which provides 
that to the extent the business associate 
is to carry out a covered entity’s 
obligation under the HIPAA Rules, the 
business associate must comply with 
the requirements of the HIPAA Rules 
that apply to the covered entity in the 
performance of the obligation on behalf 
of the covered entity. Alternatively, 
commenters suggested that the 
Department clarify that the 
requirements of the section need not be 
included in business associate 
agreements and that this section does 
not limit the ability of covered entities 
and business associates to negotiate 
responsibilities with regard to other 
sections of the Privacy Rule. 

Response: The Department declines to 
delete § 164.504(e)(2)(ii)(H). If a 
business associate contracts to provide 
services to the covered entity with 
regard to fulfilling individual rights or 
other obligations of the covered entity 
under the Privacy Rule, then the 
business associate agreement must 
require the business associate to fulfill 
such obligation in accordance with the 
Privacy Rule’s requirements. We do 
clarify, however, that if the covered 
entity does not delegate any of its 
responsibilities under the Privacy Rule 
to the business associate, then 
§ 164.504(e)(2)(ii)(H) is not applicable 
and the parties are not required to 
include such language. 

Comment: One commenter requested 
that the Department modify 
§ 164.502(a)(4)(i) to permit business 
associates to use and disclose protected 
health information for their own health 
care operations purposes, and another 
commenter requested that the 
Department clarify whether 
§ 164.504(e)(4) provides that a business 
associate may use or disclose protected 
health information as a covered entity 
would use or disclose the information. 

Response: The Department declines to 
make the suggested modification. 
Business associates do not have their 
own health care operations (see the 
definition of health care operations at 
§ 164.501, which is limited to activities 
of the covered entity). While a business 
associate does not have health care 
operations, it is permitted by 
§ 164.504(e)(2)(i)(A) to use and disclose 
protected health information as 
necessary for its own management and 
administration if the business associate 
agreement permits such activities, or to 
carry out its legal responsibilities. Other 
than the exceptions for the business 
associate’s management and 

administration and for data aggregation 
services relating to the health care 
operations of the covered entity, the 
business associate may not use or 
disclose protected health information in 
a manner that would not be permissible 
if done by the covered entity (even if 
such a use or disclosure is permitted by 
the business associate agreement). 

Comment: One commenter suggested 
requiring subcontractors to return or 
destroy all protected health information 
received from or created for a business 
associate when the contract with the 
business associate is terminated. 

Response: The final rule at 
§ 164.504(e)(5) does apply the 
requirements at § 164.504(e)(2) through 
(4) (which set forth the requirements for 
agreements between covered entities 
and their business associates) to 
agreements between business associates 
and their subcontractors. This includes 
§ 164.504(e)(2)(ii)(J), which requires the 
business associate to return or destroy 
all protected health information 
received from, or created or received on 
behalf of, the covered entity at the 
termination of the contract, if feasible. 
When this requirement is applied to the 
agreement between the business 
associate and its business associate 
subcontractor, the effect is a contractual 
obligation for the business associate 
subcontractor to similarly return or 
destroy protected health information at 
the termination of the contract, if 
feasible. 

Comment: One commenter suggested 
requiring a business associate to 
disclose all subcontractors of the 
business associate to a covered entity 
within thirty days of the covered 
entity’s request. 

Response: The Department declines to 
adopt this suggestion as a requirement 
of the HIPAA Rules, because such a 
requirement would impose an undue 
disclosure burden on business 
associates. However, covered entities 
and business associates may include 
additional terms and conditions in their 
contracts beyond those required by 
§ 164.504. 

Comment: One commenter suggested 
establishing a certification process of 
business associates and subcontractors 
with regard to HIPAA compliance. 

Response: The Department declines to 
establish or endorse a certification 
process for HIPAA compliance for 
business associates and subcontractors. 
Business associates and subcontractors 
are free to enlist the services of outside 
entities to assess their compliance with 
the HIPAA Rules and certification may 
be a useful compliance tool for entities, 
depending on the rigor of the program. 
However, certification does not 

guarantee compliance and therefore 
‘‘certified’’ entities may still be subject 
to enforcement by OCR. 

Comment: One commenter requested 
clarification on when it is not feasible 
for a business associate to terminate a 
contract with a subcontractor. 

Response: Whether it is feasible for a 
business associate to terminate an 
agreement with a business associate 
subcontractor is a very fact-specific 
inquiry that must be examined on a 
case-by-case basis. For example, 
termination is not feasible for a business 
associate with regard to a subcontractor 
relationship where there are no other 
viable business alternatives for the 
business associate (when the 
subcontractor, for example, provides a 
unique service that is necessary for the 
business associate’s operations). See our 
prior guidance on this issue as it applies 
to covered entities and business 
associates in Frequently Asked Question 
#236, available at http://www.hhs.gov/ 
ocr/privacy/hipaa/faq/ 
business_associates/236.html. 

c. Section 164.532—Transition 
Provisions 

Proposed Rule 

We understand that covered entities 
and business associates are concerned 
with the anticipated administrative 
burden and cost to implement the 
revised business associate agreement 
provisions of the Privacy and Security 
Rules. Covered entities may have 
existing contracts that are not set to 
terminate or expire until after the 
compliance date of the modifications to 
the Rules, and we understand that a six 
month compliance period may not 
provide enough time to reopen and 
renegotiate all contracts. In response to 
these concerns, we proposed to relieve 
some of the burden on covered entities 
and business associates in complying 
with the revised business associate 
provisions by adding a transition 
provision to grandfather certain existing 
contracts for a specified period of time. 
The Department’s authority to add the 
transition provision is set forth in 
§ 160.104(c), which allows the Secretary 
to establish the compliance date for any 
modified standard or implementation 
specification, taking into account the 
extent of the modification and the time 
needed to comply with the 
modification. The proposed transition 
period would prevent rushed and hasty 
changes to thousands of on-going 
existing business associate agreements. 
We addressed the issue of the business 
associate transition provisions as 
follows. 
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We proposed new transition 
provisions at § 164.532(d) and (e) to 
allow covered entities and business 
associates (and business associates and 
business associate subcontractors) to 
continue to operate under certain 
existing contracts for up to one year 
beyond the compliance date of the 
revisions to the Rules. The additional 
transition period would be available to 
a covered entity or business associate if, 
prior to the publication date of the 
modified Rules, the covered entity or 
business associate had an existing 
contract or other written arrangement 
with a business associate or 
subcontractor, respectively, that 
complied with the prior provisions of 
the HIPAA Rules and such contract or 
arrangement was not renewed or 
modified between the effective date and 
the compliance date of the 
modifications to the Rules. The 
proposed provisions were intended to 
allow those covered entities and 
business associates with valid contracts 
with business associates and 
subcontractors, respectively, to continue 
to disclose protected health information 
to the business associate or 
subcontractor, or to allow the business 
associate or subcontractor to continue to 
create or receive protected health 
information on behalf of the covered 
entity or business associate, for up to 
one year beyond the compliance date of 
the modifications, regardless of whether 
the contract meets the applicable 
contract requirements in the 
modifications to the Rules. With respect 
to business associates and 
subcontractors, the proposal would 
grandfather existing written agreements 
between business associates and 
subcontractors entered into pursuant to 
§ 164.504(e)(2)(ii)(D) (which requires the 
business associate to ensure that its 
agents with access to protected health 
information agree to the same 
restrictions and conditions that apply to 
the business associate). The Department 
proposed to deem such contracts to be 
compliant with the modifications to the 
Rules until either the covered entity or 
business associate has renewed or 
modified the contract following the 
compliance date of the modifications, or 
until the date that is one year after the 
compliance date, whichever is sooner. 

In cases where a contract renews 
automatically without any change in 
terms or other action by the parties (also 
known as ‘‘evergreen contracts’’), the 
Department intended that such 
evergreen contracts would be eligible for 
the extension and that deemed 
compliance would not terminate when 
these contracts automatically rolled 

over. These transition provisions would 
have applied to covered entities and 
business associates only with respect to 
written contracts or other written 
arrangements as specified above, and 
not to oral contracts or other 
arrangements. 

These transition provisions would 
have only applied to the requirement to 
amend contracts; they would not affect 
any other compliance obligations under 
the HIPAA Rules. For example, 
beginning on the compliance date of 
this rule, a business associate may not 
use or disclose protected health 
information in a manner that is contrary 
to the Privacy Rule, even if the business 
associate’s contract with the covered 
entity has not yet been amended. 

Overview of Public Comments 
Many commenters supported the 1- 

year extended timeframe for compliance 
with the business associate agreement 
provisions. Some commenters suggested 
longer timeframes, citing cost and 
resource limitations. Some commenters 
suggested that the Department should 
deem compliant all business associate 
agreements that have been renegotiated 
in good faith to meet the February 2010 
effective date of the applicable 
provisions in the HITECH Act. Some 
commenters suggested that the 
Department recognize as compliant 
business associate agreements with 
provisions requiring compliance with 
all applicable laws. 

Final Rule 
The final rule adopts the proposal, 

adding new transition provisions at 
§ 164.532(d) and (e) to allow covered 
entities and business associates (and 
business associates and business 
associate subcontractors) to continue to 
operate under certain existing contracts 
for up to one year beyond the 
compliance date of the revisions to the 
Rules. 

We decline to provide a longer time 
for compliance with the business 
associate agreement provisions. We 
provided a similar transition period for 
revising agreements in the 2002 
modifications to the HIPAA Rules, and 
it was our experience that such time 
was sufficient to ease burden on the 
entities and allow most agreements to be 
modified at the time they would 
otherwise come up for renewal or 
renegotiation. 

With respect to those business 
associate agreements that already have 
been renegotiated in good faith to meet 
the applicable provisions in the HITECH 
Act, covered entities should review 
such agreements to determine whether 
they meet the final rule’s provisions. If 

they do not, these covered entities then 
have the transition period to make 
whatever additional changes are 
necessary to conform to the final rule. 
The transition period is also available to 
those agreements that require 
compliance with all applicable laws (to 
the extent the agreements were 
otherwise in compliance with the 
HIPAA Rules prior to this final rule), 
but that do not fully meet the new 
requirements in this final rule. 
However, we do not deem such 
contracts as compliant beyond the 
transition period because they would 
not sufficiently reflect the new 
requirements. 

4. Section 164.508—Uses and 
Disclosures for Which an Authorization 
Is Required 

a. Sale of Protected Health Information 

Proposed Rule 
Section 164.508 of the Privacy Rule 

permits a covered entity to use and 
disclose protected health information 
for purposes not otherwise permitted by 
the Rule if it has obtained a valid 
written authorization from the 
individual who is the subject of the 
information. This section also specifies 
two circumstances in which 
authorization from the individual must 
be obtained: (1) Most uses and 
disclosures of psychotherapy notes; and 
(2) uses and disclosures for marketing 
purposes. 

Section 13405(d) of the HITECH Act 
added a third circumstance that requires 
authorization, specifically the sale of 
protected health information. Section 
13405(d)(1) prohibits a covered entity or 
business associate from receiving direct 
or indirect remuneration in exchange for 
the disclosure of protected health 
information unless the covered entity 
has obtained an individual’s 
authorization pursuant to § 164.508 that 
states whether the protected health 
information can be further exchanged 
for remuneration by the entity receiving 
the information. 

Section 13405(d)(2) contains several 
exceptions to the authorization 
requirement for circumstances where 
the purpose of the exchange is for: (1) 
Public health activities, as described at 
§ 164.512(b) of the Privacy Rule; (2) 
research purposes as described at 
§§ 164.501 and 164.512(i) of the Rule, if 
the price charged for the information 
reflects the cost of preparation and 
transmittal of the data; (3) treatment of 
the individual; (4) the sale, transfer, 
merger or consolidation of all or part of 
a covered entity and for related due 
diligence; (5) services rendered by a 
business associate pursuant to a 
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business associate agreement and at the 
specific request of the covered entity; (6) 
providing an individual with access to 
his or her protected health information 
pursuant to § 164.524; and (7) other 
purposes as the Secretary deems 
necessary and appropriate by regulation. 
Section 13405(d)(4) of the Act provides 
that the prohibition on sale of protected 
health information applies to 
disclosures occurring six months after 
the date of the promulgation of the final 
regulations implementing this section. 

To implement section 13405(d) of the 
HITECH Act, we proposed to add a 
general rule at § 164.508(a)(4) requiring 
a covered entity to obtain an 
authorization for any disclosure of 
protected health information in 
exchange for direct or indirect 
remuneration from or on behalf of the 
recipient of the information and to 
require that the authorization state that 
the disclosure will result in 
remuneration to the covered entity. 
Consistent with the HITECH Act, the 
NPRM proposed to exclude several 
disclosures of protected health 
information made in exchange for 
remuneration from this general rule. As 
provided in the Act, these requirements 
would also apply to business associates 
of covered entities. 

In the NPRM we did not include 
language at § 164.508(a)(4) to require 
that the authorization under § 164.508 
specify whether the protected health 
information disclosed by the covered 
entity for remuneration could be further 
exchanged for remuneration by the 
entity receiving the information. The 
statute refers to obtaining a valid 
authorization that includes a 
remuneration statement in accordance 
with § 164.508. The remuneration 
statement required by § 164.508 is 
whether remuneration will be received 
by the covered entity with respect to the 
disclosures subject to the authorization. 
This puts the individual on notice that 
the disclosure involves remuneration 
and thus, enables the individual to 
make an informed decision as to 
whether to sign the authorization. Thus, 
we interpreted the statute to mean that 
the authorization must include a 
statement that the covered entity is 
receiving direct or indirect 
remuneration in exchange for the 
protected health information. We note 
that these exact words do not need to be 
used in the statement. We provide 
discretion for covered entities to craft 
appropriate language that reflects, for 
example, the specific type of 
remuneration they receive. As we 
explained in the NPRM, with respect to 
the recipient of the information, if 
protected health information is 

disclosed for remuneration by a covered 
entity or business associate to another 
covered entity or business associate in 
compliance with the authorization 
requirements at proposed 
§ 164.508(a)(4)(i), the recipient covered 
entity or business associate could not 
redisclose the protected health 
information in exchange for 
remuneration unless a valid 
authorization was obtained in 
accordance with proposed 
§ 164.508(a)(4)(i). We requested 
comment on these provisions. 

At proposed § 164.508(a)(4)(ii), we set 
forth the exceptions to the authorization 
requirement. We proposed the 
exceptions provided for by section 
13405(d)(2) of the HITECH Act, and also 
proposed to exercise the authority 
granted to the Secretary in section 
13405(d)(2)(G) to include additional 
exceptions that we deemed to be 
similarly necessary and appropriate. 
These exceptions are discussed below. 
We requested comment on whether 
there were additional exceptions that 
should be included in the final 
regulation. 

First, we proposed to include an 
exception to cover exchanges for 
remuneration for public health activities 
pursuant to §§ 164.512(b) or 164.514(e). 
We added the reference to § 164.514(e) 
of the Privacy Rule to ensure that 
disclosures of protected health 
information for public health activities 
in limited data set form would also be 
excepted from the authorization 
requirement, in addition to disclosures 
that may occur under § 164.512(b) with 
more identifiable information. With 
respect to the exception for public 
health disclosures, section 
13405(d)(3)(A) of the HITECH Act 
requires that the Secretary evaluate the 
impact on public health activities of 
restricting this exception to require that 
the price charged for the data reflects 
only the costs of preparation and 
transmittal of the data, including those 
conducted by or for the use of the Food 
and Drug Administration (FDA). Section 
13405(d)(3)(B) further provides that if 
the Secretary finds that such further 
restriction will not impede public 
health activities, the restriction may 
then be included in the regulations. We 
did not propose to include such a 
restriction on remuneration in the Rule, 
but requested public comment to assist 
us in evaluating the impact of doing so. 

The NPRM also included an 
exception for disclosures of protected 
health information for research 
purposes, pursuant to §§ 164.512(i) or 
164.514(e), in exchange for which the 
covered entity receives only a 
reasonable, cost based fee to cover the 

cost to prepare and transmit the 
information for research purposes. Like 
the public health exception, we 
proposed to add a reference to 
§ 164.514(e) to ensure that this 
exception would also apply to the 
disclosure of protected health 
information in limited data set form for 
research purposes. We requested public 
comment on the types of costs that 
should be permitted under this 
provision. 

We proposed to create an exception 
from the authorization requirement for 
disclosures of protected health 
information for treatment and payment 
purposes. Though the Act only 
addressed treatment, we proposed to 
also except disclosures for payment for 
health care from the remuneration 
prohibition to make clear that the 
exchange of protected health 
information to obtain ‘‘payment,’’ as 
such term is defined in the Privacy Rule 
at § 164.501, would not be considered a 
sale of protected health information. 

Consistent with section 
13405(d)(2)(D) of the HITECH Act, we 
proposed to except from the 
authorization requirement disclosures 
described in paragraph (6)(iv) of the 
definition of health care operations at 
§ 164.501, that is, disclosures for the 
sale, transfer, merger, or consolidation 
of all or part of a covered entity, or an 
entity that following such activity will 
become a covered entity, and due 
diligence related to such activity. 

We proposed to provide an exception 
from the authorization requirement for 
disclosures of protected health 
information to or by a business associate 
for activities that the business associate 
undertakes on behalf of a covered entity 
pursuant to §§ 164.502(e) and 164.504(e) 
of the Privacy Rule, as long as the only 
remuneration provided is by the 
covered entity to the business associate 
for the performance of such activities. 
This exception would exempt from the 
authorization requirement at 
§ 164.508(a)(4)(i) a disclosure of 
protected health information by a 
covered entity to a business associate or 
by a business associate to a third party 
on behalf of the covered entity as long 
as any remuneration received by the 
business associate was for the activities 
performed by the business associate 
pursuant to a business associate 
contract. 

We proposed to except from the 
authorization requirement disclosures of 
protected health information by a 
covered entity to an individual when 
requested under §§ 164.524 (providing a 
right to access protected health 
information) or 164.528 (providing a 
right to receive an accounting of 
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disclosures). While section 
13405(d)(2)(F) of the HITECH Act 
explicitly refers only to disclosures 
under § 164.524, we exercised our 
authority under section 13405(d)(2)(G) 
of the HITECH Act to likewise include 
in the exception disclosures to the 
individual under § 164.528. Section 
164.524 permits a covered entity to 
impose a reasonable, cost-based fee for 
the provision of access to an 
individual’s protected health 
information upon request. Section 
164.528 requires a covered entity to 
provide a requesting individual with an 
accounting of disclosures without 
charge in any 12-month period but 
permits a covered entity to impose a 
reasonable, cost-based fee for each 
subsequent request for an accounting of 
disclosures during that 12-month 
period. Therefore, a disclosure of 
protected health information under 
§ 164.528 is similar to a disclosure 
under § 164.524 in that a covered entity 
may be paid a fee for making the 
disclosure. 

Pursuant to the authority granted to 
the Secretary in section 13405(d)(2)(G) 
of the HITECH Act, we proposed an 
additional exception for disclosures that 
are required by law as permitted under 
§ 164.512(a) of the Privacy Rule. 

Finally, we proposed an exception, 
pursuant to the authority granted to the 
Secretary in section 13405(d)(2)(G), for 
disclosures of protected health 
information for any other purpose 
permitted by and in accordance with the 
applicable requirements of the Privacy 
Rule, as long as the only remuneration 
received by the covered entity is a 
reasonable, cost based fee to cover the 
cost to prepare and transmit the 
protected health information for such 
purpose or is a fee otherwise expressly 
permitted by other law. We proposed 
this exception to ensure that the 
authorization requirement would not 
deter covered entities from disclosing 
protected health information for 
permissible purposes under the Privacy 
Rule just because they routinely receive 
payment equal to the cost of preparing, 
producing, and transmitting the 
protected health information. We 
emphasized that this proposed 
exception would not apply if a covered 
entity received remuneration above the 
actual cost incurred to prepare, produce, 
and transmit the protected health 
information for the permitted purpose, 
unless such fee is expressly permitted 
by other law. 

As explained in the NPRM, we 
recognize that many States have laws in 
place to limit the fees a health care 
provider can charge to prepare, copy, 
and transmit medical records. Under 

these laws, there is great variation 
regarding the types of document 
preparation activities for which a 
provider can charge as well as the 
permissible fee schedules for such 
preparation activities. Some States 
simply require any reasonable costs 
incurred by the provider in making 
copies of the medical records to be paid 
for by the requesting party, while other 
States set forth specific cost limitations 
with respect to retrieval, labor, supplies, 
and copying costs and allow charges 
equal to actual mailing or shipping 
costs. Many of these State laws set 
different cost limitations based on the 
amount and type of information to be 
provided, taking into account whether 
the information is in paper or electronic 
form as well as whether the requested 
material includes x-rays, films, disks, 
tapes, or other diagnostic imaging. The 
proposed exception would permit 
recoupment of fees expressly permitted 
by these other laws. 

Overview of Public Comments 
Many commenters asked for 

clarification on the scope of activities 
that constitute a ‘‘sale of protected 
health information.’’ Several of these 
commenters asked that the final rule 
include a definition of ‘‘sale of protected 
health information’’ and argued that the 
proposed language at § 164.508(a)(4) 
was too broad and had the potential to 
capture a number of activities that 
should not constitute a ‘‘sale’’ of 
protected health information. 
Commenters made a variety of 
suggestions in this regard, including 
suggesting that a definition of sale 
should focus on the transfer of 
ownership of protected health 
information and thus exclude 
disclosures pursuant to an access 
agreement, license, or lease that 
appropriately limits a recipient’s uses or 
disclosures of the information; or that a 
definition of sale should more clearly 
capture those disclosures where 
remuneration is provided in exchange 
for protected health information, rather 
than all disclosures that may involve 
remuneration. A number of commenters 
were concerned that fees paid for 
services or programs that involve the 
disclosure of protected health 
information but that are not fees to 
purchase the data themselves 
nonetheless would turn such disclosure 
into a sale of protected health 
information. For example, some 
commenters were concerned that the 
disclosure of research results to a 
research sponsor would be a sale of 
protected health information because 
the sponsor paid the covered entity for 
its services in conducting the research 

study or project. Other commenters 
expressed concern about the 
authorization requirements for the sale 
of protected health information 
applying to programs for which a 
covered entity receives funding and, as 
a condition of that funding, is required 
to report data, such as under the 
Medicare and Medicaid incentive 
payment programs for meaningful users 
of certified electronic health record 
technology and certain State grant 
programs. A few commenters were 
concerned that the exchange of 
protected health information through a 
health information exchange (HIE) that 
is paid for through fees assessed on HIE 
participants could be considered sale of 
protected health information. 

Commenters also asked for 
clarification on the meaning and scope 
of the term ‘‘direct and indirect 
remuneration,’’ and some were 
particularly concerned that ‘‘indirect 
remuneration’’ meant nonfinancial 
benefits provided in exchange for 
protected health information could turn 
a disclosure into a sale of protected 
health information. Some commenters 
stated that prohibiting the receipt of 
indirect remuneration or nonfinancial 
benefits may eliminate any incentive for 
covered entities to participate in certain 
collaborative research or quality 
activities, in which covered entities 
contribute data to a centralized database 
to create aggregate data sets and in 
return may receive a number of 
nonfinancial benefits, such as the ability 
to use the aggregated information for 
research or access to quality assurance/ 
quality improvement tools. Certain 
commenters argued that the term 
indirect in the statute modifies the 
‘‘receipt’’ of remuneration (i.e., that the 
statute also applies to the situation 
where the remuneration is provided by 
a third party on behalf of the recipient 
of the protected health information) and 
not the type of remuneration. 

The public health exception to the 
remuneration prohibition received a 
significant amount of support from 
commenters. Several commenters 
expressed specific support for the 
proposal to expand the exception to also 
apply to disclosures of limited data sets 
for public health purposes. With respect 
to the request for comment on the 
impact of restricting this exception to 
require that the price charged for the 
data reflects on the costs of preparing 
and transmitting the data, commenters 
were generally opposed to imposing 
such a restriction. Commenters stated 
that it may be difficult and burdensome 
to determine if some of a covered 
entity’s routine public health reporting 
involve any type of remuneration and 
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that a cost-based restriction on 
remuneration would discourage and 
impede covered entities from making 
important public health disclosures. 
One commenter was opposed to the 
public health exception altogether, 
stating that it is a privacy loophole that 
eliminates consumer control over their 
protected health information. 

Many respondents to the proposed 
sale prohibition commented on the 
proposed exception for research. While 
most commenters supported including 
an exception for research disclosures, 
including disclosures of limited data 
sets for research, many argued that the 
exception should not be limited to the 
receipt of a reasonable cost-based fee to 
prepare and transmit the data as such a 
fee limitation could impede important 
research efforts. A number of 
commenters specifically opposed 
imposing a fee limitation on the 
disclosure of limited data sets. If a fee 
limitation were retained, commenters 
argued that it should be broadly 
construed. The majority of commenters 
on this issue supported the proposed 
exceptions to the remuneration 
prohibition for treatment and health 
care payment purposes, as necessary so 
as not to impede these core health care 
functions. Overall, support was also 
expressed by those who commented on 
the exception for the sale, transfer, 
merger, or consolidation of a covered 
entity. Further, commenters generally 
agreed that a covered entity should be 
permitted to disclose protected health 
information without individual 
authorization as required by law, even 
if remuneration is received in exchange 
for the disclosure. 

Commenters also submitted a number 
of comments and questions regarding 
the ability of business associates to 
receive fees under both the proposed 
exception specifically for fees paid by a 
covered entity to a business associate 
and the general exception that would 
allow a covered entity to receive a 
reasonable, cost-based fee to cover the 
costs to prepare and transmit the data or 
a fee otherwise expressly permitted by 
other law for any disclosure permitted 
by the Privacy Rule. While commenters 
generally supported these exceptions, 
commenters were concerned that these 
exceptions appeared not to cover the 
common situation where a business 
associate, rather than the covered entity, 
receives remuneration from a third party 
for making a permitted disclosure under 
the Privacy Rule. For example, a 
number of commenters stated that 
covered entities often outsource to 
release of information (ROI) vendors the 
processing of requests for copies of 
medical records from third parties and 

that these vendors and not the covered 
entities bill for the reasonable costs of 
providing the records to the requestors. 
Commenters asked that the final rule 
clarify that business associates can 
continue to receive payment of costs 
from third parties for providing this 
service on behalf of covered entities. 
Another commenter requested that the 
final rule clarify that the exception for 
remuneration to a business associate for 
activities performed on behalf of a 
covered entity also applies to 
remuneration received by 
subcontractors performing services on 
behalf of business associates. 

Finally, several commenters also 
responded to the proposed rule’s 
request for comment on the general 
exception at § 164.508(a)(4)(ii)(H) by 
suggesting costs that they believed 
should be permitted, including but not 
limited to costs for: preparing, 
producing, and transmitting protected 
health information; retrieval, labor, 
supplies, and copying costs; personnel 
and overhead costs; investments and 
indirect costs; and any costs that are in 
compliance with State law. 

Final Rule 
The final rule adopts the HITECH 

Act’s prohibition on the sale of 
protected health information but makes 
certain changes to the provisions in the 
proposed rule to clarify the scope of the 
provisions and otherwise address 
certain of commenters’ concerns. First, 
we have moved the general prohibition 
on the sale of protected health 
information by a covered entity or 
business associate to § 164.502(a)(5)(ii) 
and created a definition of ‘‘sale of 
protected health information.’’ 
Numerous commenters requested that 
the Privacy Rule include a definition of 
sale to better clarify what types of 
transactions fall within the scope of the 
provisions. Accordingly, 
§ 164.502(a)(5)(ii)(B)(1) defines ‘‘sale of 
protected health information’’ to 
generally mean ‘‘a disclosure of 
protected health information by a 
covered entity or business associate, if 
applicable, where the covered entity or 
business associate directly or indirectly 
receives remuneration from or on behalf 
of the recipient of the protected health 
information in exchange for the 
protected health information.’’ Section 
164.502(a)(5)(ii)(B)(2) then excludes 
from the definition the various 
exceptions that were in the proposed 
rule (discussed further below). 

We do not limit a ‘‘sale’’ to those 
transactions where there is a transfer of 
ownership of protected health 
information as some commenters 
suggested. The HITECH Act does not 

include such a limitation and the 
Privacy Rule rights and protections 
apply to protected health information 
without regard to ownership interests 
over the data. Thus, the sale provisions 
apply to disclosures in exchange for 
remuneration including those that are 
the result of access, license, or lease 
agreements. 

In addition, we do not consider sale 
of protected health information in this 
provision to encompass payments a 
covered entity may receive in the form 
of grants, or contracts or other 
arrangements to perform programs or 
activities, such as a research study, 
because any provision of protected 
health information to the payer is a 
byproduct of the service being provided. 
Thus, the payment by a research 
sponsor to a covered entity to conduct 
a research study is not considered a sale 
of protected health information even if 
research results that may include 
protected health information are 
disclosed to the sponsor in the course of 
the study. Further, the receipt of a grant 
or funding from a government agency to 
conduct a program is not a sale of 
protected health information, even if, as 
a condition of receiving the funding, the 
covered entity is required to report 
protected health information to the 
agency for program oversight or other 
purposes. (Certain of these disclosures 
would also be exempt from the sale 
requirements, depending on whether 
the requirement to report data was 
included in regulation or other law.) 
Similarly, we clarify that the exchange 
of protected health information through 
a health information exchange (HIE) that 
is paid for through fees assessed on HIE 
participants is not a sale of protected 
health information; rather the 
remuneration is for the services 
provided by the HIE and not for the data 
itself. (Such disclosures may also be 
exempt from these provisions under the 
exception for disclosures to or by a 
business associate that is being 
compensated by a covered entity for its 
services.) In contrast, a sale of protected 
health information occurs when the 
covered entity primarily is being 
compensated to supply data it maintains 
in its role as a covered entity (or 
business associate). Thus, such 
disclosures require the individual’s 
authorization unless they otherwise fall 
within an exception at 
§ 164.502(a)(5)(ii)(B)(2). For example, a 
disclosure of protected health 
information by a covered entity to a 
third party researcher that is conducting 
the research in exchange for 
remuneration would fall within these 
provisions, unless the only 
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remuneration received is a reasonable, 
cost-based fee to cover the cost to 
prepare and transmit the data for such 
purposes (see below). 

In response to questions by 
commenters, we also clarify the scope of 
the term ‘‘remuneration.’’ The statute 
uses the term ‘‘remuneration,’’ and not 
‘‘payment,’’ as it does in the marketing 
provisions at section 13406(a). Because 
the statute uses different terms, we do 
not believe that remuneration as applied 
to the sale provisions is limited to 
financial payment in the same way it is 
so limited in the marketing provisions. 
Thus, the prohibition on sale of 
protected health information applies to 
the receipt of nonfinancial as well as 
financial benefits. In response to 
commenters who indicated that the 
statute’s terms ‘‘direct and indirect’’ 
apply to how the remuneration is 
received rather than the remuneration 
itself, we agree and have moved the 
terms in the definition to further make 
clear that the provisions prohibit the 
receipt of remuneration not only from 
the third party that receives the 
protected health information but also 
from another party on behalf of the 
recipient of the protected health 
information. However, this does not 
change the scope of the term 
‘‘remuneration.’’ As discussed above, 
we interpret the statute to mean that 
nonfinancial benefits are included in 
the prohibition. Thus, a covered entity 
or business associate may not disclose 
protected health information in 
exchange for in kind benefits, unless the 
disclosure falls within one of the 
exceptions discussed below. Consider, 
for example, a covered entity that is 
offered computers in exchange for 
disclosing protected health information. 
The provision of protected health 
information in exchange for the 
computers would not be considered a 
sale of protected health information if 
the computers were solely used for the 
purpose of preparing and transmitting 
protected health information to the 
person collecting it and were returned 
when such disclosure was completed. 
However, if the covered entity is 
permitted to use the computers for other 
purposes or to keep the computers even 
after the disclosures have been made, 
then the covered entity has received in 
kind remuneration in exchange for the 
protected health information above 
what is needed to make the actual 
disclosures. 

We retain in the final rule the broad 
exception for disclosures for public 
health purposes made pursuant to 
§§ 164.512(b) and 164.514(e). Based on 
the concerns from the public comment 
that narrowing the exception could 

discourage voluntary public health 
reporting, we do not limit the exception 
to only those disclosures where all the 
covered entity receives as remuneration 
is a cost-based fee to cover the cost to 
prepare and transmit the data. 

With respect to the exception for 
research disclosures, the final rule 
adopts the language as proposed, 
including the cost-based fee limitation 
provided for in the HITECH Act. Thus, 
disclosures for research purposes are 
excepted from the remuneration 
prohibition to the extent that the only 
remuneration received by the covered 
entity or business associate is a 
reasonable cost-based fee to cover the 
cost to prepare and transmit the 
protected health information for such 
purposes. We do not remove the fee 
limitation as requested by some 
commenters; the statutory language 
included in Section 13405(d)(2)(B) of 
the HITECH Act clearly states that any 
remuneration received in exchange for 
research disclosures must reflect only 
the cost of preparation and transmittal 
of the data for such purpose. 

In response to comments about the 
types of costs that are permitted in the 
reasonable cost-based fee to prepare and 
transmit the data, we clarify that this 
may include both direct and indirect 
costs, including labor, materials, and 
supplies for generating, storing, 
retrieving, and transmitting the 
protected health information; labor and 
supplies to ensure the protected health 
information is disclosed in a 
permissible manner; as well as related 
capital and overhead costs. However, 
fees charged to incur a profit from the 
disclosure of protected health 
information are not allowed. We believe 
allowing a profit margin would not be 
consistent with the language contained 
in Section 13405 of the HITECH Act. We 
intend to work with the research 
community to provide guidance and 
help the research community reach a 
common understanding of appropriate 
cost-based limitations on remuneration. 

We retain the exceptions proposed for 
treatment and payment disclosures 
without modification and agree with 
commenters that these exceptions are 
necessary to make clear that these core 
health care functions may continue. 
Similarly, we retain the exception to the 
remuneration prohibition for 
disclosures for the transfer, merger, or 
consolidation of all or part of a covered 
entity with another covered entity, or an 
entity that following such activity will 
become a covered entity, and related 
due diligence, to ensure that such 
disclosures may continue to occur in 
accordance with the Privacy Rule. We 
retain the proposed exception for 

disclosures that are otherwise required 
by law to ensure a covered entity can 
continue to meet its legal obligations 
without imposing an authorization 
requirement. We also retain the 
exception for disclosures to the 
individual to provide the individual 
with access to protected health 
information or an accounting of 
disclosures, where the fees charged for 
doing so are in accord with the Privacy 
Rule. 

We adopt the exceptions for 
remuneration paid by a covered entity 
to a business associate for activities 
performed on behalf of a covered entity, 
as well as the general exception 
permitting a covered entity to receive 
remuneration in the form of a 
reasonable, cost-based fee to cover the 
cost to prepare and transmit the 
protected health information for any 
disclosure otherwise permitted by the 
Privacy Rule. However, we make a 
number of clarifications to address 
commenters questions and concerns 
regarding the ability of a business 
associate rather than a covered entity to 
receive the permitted remuneration. 
First, we add the term ‘‘business 
associate’’ in the general exception 
permitting reasonable, cost-based fees to 
prepare and transmit data (or fees 
permitted by State laws) to make clear 
that business associates may continue to 
recoup fees from third party record 
requestors for preparing and 
transmitting records on behalf of a 
covered entity, to the extent such fees 
are reasonable, cost-based fees to cover 
the cost to prepare and transmit the 
protected health information or 
otherwise expressly permitted by other 
law. Second, we clarify in the business 
associate exception that the exception 
would also cover remuneration by a 
business associate to its subcontractor 
for activities performed by the 
subcontractor on behalf of the business 
associate. Finally, we add the term 
‘‘business associate’’ to the general 
prohibition on sale of protected health 
information for consistency, even 
though, without the addition, a business 
associate still would not be permitted to 
sell protected health information as a 
business associate may generally only 
make uses and disclosures of protected 
health information in manners in which 
a covered entity would be permitted 
under the Privacy Rule. 

With respect to the types of costs that 
would be permitted as part of a 
reasonable, cost-based fee under this 
provision, we clarify that the final rule 
permits the same types of costs under 
this exception as the research exception, 
as well as costs that are in compliance 
with a fee schedule provided by State 
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law or otherwise expressly permitted by 
other applicable law. Thus, costs may 
include the direct and indirect costs to 
prepare and transmit the data, including 
labor, materials, and supplies, but not a 
profit margin. We intend to continue to 
work with interested stakeholders to 
develop more guidance on direct and 
indirect costs and on remuneration. 

Response to Other Public Comments 
Comment: Several commenters 

suggested that we make clear in the final 
rule that redisclosures of information by 
a recipient covered entity or business 
associate even for remuneration that are 
set forth in the original authorization are 
not restricted by this provision. Another 
commenter argued that the original 
authorization form should indicate 
whether the recipient of the protected 
health information will further 
exchange the information for 
remuneration. 

Response: It is expected to be the 
usual case that if a covered entity or 
business associate that receives 
protected health information in 
exchange for remuneration wishes to 
further disclose that information in 
exchange for remuneration, then an 
additional authorization in accordance 
with § 164.508 must be obtained 
because such disclosures will not be 
encompassed by the original 
authorization. However, it may be 
possible that redisclosures of 
information for remuneration by a 
recipient covered entity or business 
associate do not require an additional 
authorization, provided it is sufficiently 
clear to the individual in the original 
authorization that the recipient covered 
entity or business associate will further 
disclose the individual’s protected 
health information in exchange for 
remuneration. In response to the 
commenter that argued that the original 
authorization form should indicate 
whether the recipient of the protected 
health information will further 
exchange the information for 
remuneration, as explained above we 
believe the language included in Section 
13405 of the HITECH Act was to alert 
the individual as to whether the 
disclosures he or she was authorizing at 
the time involved remuneration. Where 
the recipient of protected health 
information pursuant to an 
authorization is a third party that is not 
a covered entity or business associate, 
we do not have authority to require that 
entity to disclose to the disclosing 
covered entity or business associate 
whether it plans to further exchange the 
protected health information for 
remuneration for purposes of including 
such information on the authorization 

form. However, covered entities that are 
informed of such information may 
include it on the authorization form if 
they wish to. In any event, the Privacy 
Rule retains the requirement that an 
authorization inform the individual of 
the potential for information disclosed 
pursuant to the authorization to be 
subject to redisclosure by the recipient 
and to no longer be subject to the 
Privacy Rule. 

Comment: Several commenters asked 
for clarification on the effect the final 
rule will have on existing research 
efforts and some suggested that HHS 
should grandfather in all Privacy Rule 
authorizations for research obtained 
under existing law before the effective 
date of the final rule. These commenters 
believed addressing current research 
would be necessary to ensure the rule 
would not frustrate ongoing research 
efforts. 

Response: We agree that ongoing 
research studies that are based on a 
prior permission under the Privacy Rule 
for the research use or disclosure of 
protected health information should be 
grandfathered so as not to disrupt these 
ongoing studies. We have added a 
reference to the authorization 
requirements that apply to the sale of 
protected health information at 
§ 164.508(a)(4) to make clear that the 
transition provisions in § 164.532 apply 
to permissions existing prior to the 
applicable compliance date of the Rule. 
Thus, a covered entity may continue to 
rely on an authorization obtained from 
an individual prior to the compliance 
date even if remuneration is involved 
but the authorization does not indicate 
that the disclosure is in exchange for 
remuneration. This would apply to 
authorizations for any permissible 
purpose under the Rule and not just for 
research purposes. Further, in the 
research context, where a covered entity 
obtained documentation of a waiver of 
authorization from an Institutional 
Review Board or Privacy Board prior to 
the compliance date for this final rule, 
the covered entity may continue to rely 
on that documentation to release 
protected health information to a 
researcher, even if the covered entity 
receives remuneration in the form of 
more than a reasonable, cost based fee 
to prepare and transmit the data. 
Finally, we also provide at new 
§ 164.532(f) that a covered entity may 
continue to use or disclose a limited 
data set in accordance with an existing 
data use agreement that meets the 
requirements of § 164.514(e), including 
for research purposes, until the data use 
agreement is renewed or modified or 
until one year from the compliance date 
of this final rule, whichever is earlier, 

even if such disclosure would otherwise 
constitute a sale of protected health 
information upon the effective date of 
this rule. 

Comment: Some commenters were 
concerned that the sale prohibition 
would apply to a covered entity’s sale 
of accounts receivable including 
protected health information to a 
collection agency, arguing that such 
disclosures should remain permissible 
without authorization as a payment 
disclosure. 

Response: Disclosures of protected 
health information for payment 
collection activities are permitted 
without authorization as a payment 
disclosure under the Privacy Rule (see 
§§ 164.501 and 164.506(a)) and thus, are 
excepted from the remuneration 
prohibition at 
§ 164.502(a)(5)(ii)(B)(2)(iii). 

Comment: A few commenters asked 
that the final rule clarify that transfers 
of value among entities under common 
control does not implicate the 
authorization requirements. Similarly, 
some commenters sought clarification 
on whether business transfers on the 
books for internal reorganization would 
also be excluded under the transfer, 
merger, and consolidation exception to 
the final rule. 

Response: First, we clarify that uses of 
protected health information within a 
covered entity that is a single legal 
entity are not implicated by the 
remuneration prohibition as the 
prohibition applies only to disclosures 
outside of a covered entity. Second, the 
use of protected health information 
among legally separate covered entities 
under common ownership or control 
that have designated themselves as an 
affiliated covered entity (i.e., a single 
covered entity for purposes of 
compliance with the HIPAA Rules) is 
not implicated. See the requirements for 
affiliated covered entities at 
§ 164.105(b). Thus, to the extent that 
what the commenters contemplate is an 
otherwise permissible use of protected 
health information within a single legal 
entity that is a covered entity or an 
affiliated covered entity, such use of 
data is not impacted by these 
provisions. Third, disclosures of 
protected health information for the 
sale, transfer, merger, or consolidation 
of all or part of a covered entity with 
another covered entity, or with an entity 
that following such activity will become 
a covered entity and due diligence 
related to such activity are excepted 
from the definition of sale of protected 
health information at 
§ 164.502(a)(5)(ii)(B)(2)(iv). 

Comment: Some commenters 
expressed concern over the role the 
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Institutional Review Board will play in 
determining reasonable costs, and 
several commenters asked that the final 
rule clarify that the Institutional Review 
Board is not responsible for making a 
determination regarding the 
permissibility of the fees paid in 
exchange for a disclosure of protected 
health information for research 
purposes. 

Response: We clarify that a covered 
entity, or business associate if 
applicable, is responsible for 
determining whether any fees paid to 
the entity in exchange for protected 
health information covers the covered 
entity’s or business associate’s costs to 
prepare and transmit protected health 
information for research. 

Comment: A few commenters sought 
clarification on how to differentiate 
access to protected health information 
from access to statistical data, 
particularly when remuneration is 
provided for access to a database but the 
party is solely interested in a population 
study, not an individual’s protected 
health information. 

Response: Disclosures of health 
information that has been de-identified 
in accordance with the Privacy Rule at 
§ 164.514(b)–(d) are not subject to the 
remuneration prohibition as such 
information is not protected health 
information under the Rule. However, a 
covered entity that allows a third party 
access to a database containing 
protected health information in 
exchange for remuneration is subject to 
these provisions unless an exception 
applies (e.g., the remuneration received 
is limited to a reasonable, cost-based fee 
to prepare and make available the data). 

Comment: A number of commenters 
argued that limited data sets should be 
exempted entirely from the 
remuneration prohibition because they 
are not fully identifiable data sets and 
are subject to protections under data use 
agreements. 

Response: We decline to completely 
exempt limited data sets from these 
provisions as, unlike de-identified data, 
they are still protected health 
information. However, disclosures of 
limited data sets for purposes permitted 
under the Rule would be exempt from 
the authorization requirements to the 
extent the only remuneration received 
in exchange for the data is a reasonable, 
cost-based fee to prepare and transmit 
the data or a fee otherwise expressly 
permitted by other law. We also provide 
at new § 164.532(f) that a covered entity 
may continue to use or disclose a 
limited data set in accordance with an 
existing data use agreement that meets 
the requirements of § 164.514(e), 
including for research purposes, until 

the data use agreement is renewed or 
modified or until one year from the 
compliance date of this final rule, 
whichever is earlier, even if such 
disclosure would otherwise constitute a 
sale of protected health information 
upon the effective date of this rule. 

b. Research 

i. Compound Authorizations 

Proposed Rule 
Section 164.508(b)(4) of the Privacy 

Rule prohibits covered entities from 
conditioning treatment, payment, 
enrollment in a health plan, or 
eligibility for benefits on the provision 
of an authorization. This limitation is 
intended to ensure that authorization 
from an individual for a use or 
disclosure of protected health 
information is voluntarily provided. 
However, there are exceptions to this 
general rule for certain circumstances, 
including in the research context, where 
a covered entity may condition the 
provision of research-related treatment, 
such as in a clinical trial, on obtaining 
the individual’s authorization for the 
use or disclosure of protected health 
information for such research. 
Permitting the use of protected health 
information is part of the decision to 
receive care through a clinical trial, and 
health care providers conducting such 
trials are able to condition research- 
related treatment on the individual’s 
willingness to authorize the use or 
disclosure of protected health 
information for research associated with 
the trial. 

Section 164.508(b)(3) generally 
prohibits what are termed ‘‘compound 
authorizations,’’ i.e., where an 
authorization for the use and disclosure 
of protected health information is 
combined with any other legal 
permission. However, § 164.508(b)(3)(i) 
carves out an exception to this general 
prohibition, permitting the combining of 
an authorization for a research study 
with any other written permission for 
the same study, including another 
authorization or informed consent to 
participate in the research. Nonetheless, 
§ 164.508(b)(3)(iii) prohibits combining 
an authorization that conditions 
treatment, payment, enrollment in a 
health plan, or eligibility for benefits 
(conditioned authorization) with an 
authorization for another purpose for 
which treatment, payment, enrollment, 
or eligibility may not be conditioned 
(unconditioned authorization). This 
limitation on certain compound 
authorizations was intended to help 
ensure that individuals understand that 
they may decline the activity described 
in the unconditioned authorization yet 

still receive treatment or other benefits 
or services by agreeing to the 
conditioned authorization. 

The impact of these authorization 
requirements and limitations can be 
seen during clinical trials that are 
associated with a corollary research 
activity, such as when protected health 
information is used or disclosed to 
create or to contribute to a central 
research database or repository. For 
example, § 164.508(b)(3)(iii) prohibits 
covered entities from obtaining a single 
authorization for the use or disclosure of 
protected health information for a 
research study that includes both 
treatment as part of a clinical trial and 
tissue banking of specimens (and 
associated protected health information) 
collected, since the individual generally 
must sign the authorization for the use 
of his or her protected health 
information in the clinical trial in order 
to receive the research-related treatment 
(conditioned authorization) but whether 
the individual also signs the tissue 
banking authorization is completely 
voluntary and will not affect the 
individual receiving the research-related 
treatment (unconditioned 
authorization). Thus, covered entities 
must obtain separate authorizations 
from research participants for a clinical 
trial that also collects specimens with 
associated protected health information 
for a central repository. 

As stated in the NPRM, various 
groups, including researchers and 
professional organizations, have 
expressed concern at this lack of 
integration. A number of persons in the 
research community have stated that 
requiring separate forms for these 
corollary research activities is 
inconsistent with current practice under 
the Common Rule (45 CFR Part 46) with 
respect to obtaining informed consent 
and creates unnecessary documentation 
burdens. Persons have also indicated 
that the multiple authorization forms 
are potentially confusing to research 
subjects and/or may dissuade them 
altogether from participating in a 
clinical trial, and that redundant 
information on the forms diverts an 
individual’s attention from other 
content that describes how and why the 
personal health information may be 
used. In light of these concerns, the 
Secretary’s Advisory Committee on 
Human Research Protections in 2004 
(Recommendation V, in a letter to the 
Secretary of HHS, available at http:// 
www.hhs.gov/ohrp/sachrp/ 
hipaalettertosecy090104.html), as well 
as the Institute of Medicine in its 2009 
Report, ‘‘Beyond the HIPAA Privacy 
Rule: Enhancing Privacy, Improving 
Health Through Research’’ 
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(Recommendation II.B.2), made specific 
recommendations to allow combined 
authorizations for clinical trials and 
biospecimen storage. 

To address these concerns and 
streamline the process in the Privacy 
Rule for obtaining an individual’s 
authorization for research, we proposed 
to amend § 164.508(b)(3)(i) and (iii) to 
allow a covered entity to combine 
conditioned and unconditioned 
authorizations for research, provided 
that the authorization clearly 
differentiates between the conditioned 
and unconditioned research 
components and clearly allows the 
individual the option to opt in to the 
unconditioned research activities. These 
provisions would allow covered entities 
to combine authorizations for the use 
and disclosure of protected health 
information for clinical trials and 
related biospecimen banking activities, 
as well as other scenarios that often 
occur in research studies. 

While we did not propose to alter the 
core elements or required statements 
integral to a valid authorization, we 
stated that covered entities would have 
some flexibility with respect to how 
they met the authorization 
requirements. For example, covered 
entities could facilitate an individual’s 
understanding of a compound 
authorization by describing the 
unconditioned research activity on a 
separate page of a compound 
authorization and could also cross- 
reference relevant sections of a 
compound authorization to minimize 
the potential for redundant language. In 
addition, a covered entity could use a 
separate check-box for the 
unconditioned research activity to 
signify whether an individual has 
opted-in to the unconditioned research 
activity, while maintaining one 
signature line for the authorization, or 
alternatively provide a distinct signature 
line for the unconditioned authorization 
to signal that the individual is 
authorizing optional research that will 
not affect research-related treatment. We 
requested comment on additional 
methods that would clearly differentiate 
to the individual the conditioned and 
unconditioned research activities on the 
compound authorization. 

Overview of Public Comments 
Almost all commenters on this topic 

strongly supported the proposal to allow 
combined authorizations for 
conditioned and unconditioned 
research activities. Many commenters 
supported allowing flexibility for 
institutions to determine how best to 
differentiate the unconditioned 
authorization for the voluntary research 

activity, including whether to use a 
check box with a single signature line, 
or separate signature lines. Several 
commenters suggested that an opt out 
method should be permitted as an 
alternative to an opt in approach. 

A few commenters opposed the 
proposal to allow compound 
authorizations for conditioned and 
unconditioned research activities. These 
commenters generally felt that separate 
authorizations are appropriate and that 
there is not sufficient evidence to 
suggest that combining the forms will be 
beneficial to individuals. 

The Secretary’s Advisory Committee 
on Human Research Protections, in its 
letter of comment on the Department’s 
NPRM, indicated its support for the 
proposal to permit compound 
authorizations for conditioned and 
unconditioned research activities, and 
expressed particular appreciation for the 
goal of harmonization with the Common 
Rule. The Secretary’s Advisory 
Committee on Human Research 
Protections also supported flexibility in 
the manner that the conditioned and 
unconditioned research activities are 
differentiated. The Secretary’s Advisory 
Committee on Human Research 
Protections requested clarification that 
the compound authorizations permitted 
under this proposal would be 
permissible for any type of combined 
research studies, and not exclusively for 
clinical trials with a biospecimen 
banking component. 

Final Rule 
The final rule adopts the proposal to 

amend § 164.508(b)(3)(i) and (iii) to 
allow a covered entity to combine 
conditioned and unconditioned 
authorizations for research, provided 
that the authorization clearly 
differentiates between the conditioned 
and unconditioned research 
components and clearly allows the 
individual the option to opt in to the 
unconditioned research activities. We 
intend this provision to allow for the 
use of compound authorizations for any 
type of research activities, and not 
solely to clinical trials and biospecimen 
banking, except to the extent the 
research involves the use or disclosure 
of psychotherapy notes. For research 
that involves the use or disclosure of 
psychotherapy notes, an authorization 
for a use or disclosure of psychotherapy 
notes may only be combined with 
another authorization for a use or 
disclosure of psychotherapy notes. See 
§ 164.508(b)(3)(ii). Thus, aside from the 
use of psychotherapy notes, combined 
authorizations could be obtained for the 
use of protected health information in a 
clinical trial and optional sub-studies, 

as well as for biospecimen banking that 
also permits future secondary use of the 
data (to the extent the future use 
authorization is aligned with the 
discussion in the following section 
regarding authorizations for future 
research). Also, this provision continues 
to allow for a covered entity to combine 
such authorizations with informed 
consent documents for the research 
studies. 

The final rule provides covered 
entities, institutions, and Institutional 
Review Boards with flexibility to 
determine the best approach for clearly 
differentiating the conditioned and 
unconditioned research activities and 
giving research participants the option 
to opt in to the unconditioned research 
activities. We decline to permit a 
combined authorization that only allows 
the individual the option to opt out of 
the unconditioned research activities 
(e.g., ‘‘check here if you do NOT want 
your data provided to the biospecimen 
bank’’) because an opt out option does 
not provide individuals with a clear 
ability to authorize the optional research 
activity, and may be viewed as coercive 
by individuals. The final rule does not 
remove the requirement that an 
individual affirmatively authorize the 
unconditioned research activities; it 
merely provides flexibility to streamline 
the authorization process by combining 
the forms. 

With respect to the commenters that 
believed there is insufficient evidence 
that combining conditioned and 
unconditioned research activities into a 
compound authorization would be 
beneficial, and that such compound 
authorizations may be confusing for 
patients, as indicated above, there have 
been anecdotal reports to the 
Department that the use of multiple 
authorization forms has caused 
confusion among research subjects. 
Further, we note that these 
modifications do not remove the 
required elements of an authorization 
that are necessary to inform the 
individual about the study (e.g., 
description of the information to be 
used or disclosed, description of the 
purpose, etc.); they merely introduce 
flexibility to avoid redundant language 
that would otherwise be necessary to 
include in the authorizations for the 
multiple research activities. In addition, 
these changes are intended to align the 
HIPAA Privacy Rule’s authorization 
requirements with what has been 
common and ongoing practice in terms 
of the informed consent form under the 
Common Rule. 

We note that covered entities are 
permitted but not required by the 
modifications adopted at 
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§ 164.508(b)(3)(i) and (iii) to create 
compound authorizations for 
conditioned and unconditioned 
research activities. Previously approved, 
ongoing studies may continue to rely on 
the separate authorization forms that 
were obtained under the prior 
provisions. For new studies, covered 
entities and researchers may continue to 
use separate authorizations for 
conditioned and unconditioned 
research activities, or may transition to 
compound authorizations as they deem 
appropriate, which can be used 
beginning on the effective date of this 
rule. 

Response to Other Public Comments 
Comment: The Secretary’s Advisory 

Committee on Human Research 
Protections asked whether the following 
approaches for distinguishing between 
conditioned and unconditioned 
research activities would be acceptable: 
Using (1) a combined consent/ 
authorization form for a clinical trial 
and optional banking component, with 
a check-box for the individual to have 
the choice to opt in to the optional 
banking component, and one signature; 
(2) a combined consent/authorization 
form for a clinical trial and optional 
banking component, with one signature 
for the clinical trial and another 
signature to indicate the individual 
agrees to the optional banking 
component; and (3) a combined 
consent/authorization form for a clinical 
trial and optional banking component, 
with a check box for the individual to 
have the choice to opt in to the banking 
component, and one signature, but with 
detailed information about the banking 
component presented in a separate 
brochure or information sheet that is 
referenced directly in the consent/ 
authorization form. 

Response: Covered entities and 
researchers have flexibility in the 
methods used to distinguish the 
conditioned and unconditioned 
research activities and to provide the 
individual with a clear opportunity to 
opt in to the unconditioned portion, and 
all of the above approaches would be 
acceptable provided, with respect to the 
third approach, that the brochure or 
information sheet is incorporated by 
reference into the authorization/consent 
form such that it is considered to be part 
of the form (even if not physically 
attached to the form). In addition, if the 
brochure or information sheet includes 
required elements of the authorization 
(or informed consent), and 
authorization/consent has not been 
altered by an Institutional Review 
Board, then the brochure or information 
sheet must be made available to 

potential research participants before 
they are asked to sign the authorization/ 
consent document (unless the 
authorization form itself includes the 
required elements). Finally, in such 
cases, a covered entity must keep not 
only the signed authorization/consent 
form, but also a copy of the brochure or 
information sheet, in order to be in 
compliance with the documentation 
requirements at § 164.530(j). 

Comment: The Secretary’s Advisory 
Committee on Human Research 
Protections requested confirmation that 
the compound authorization proposal 
would not affect the waiver provisions 
currently existing in the Privacy Rule, 
such that such provisions could be 
used, if appropriate, for new studies 
distinct from both the original study and 
the banking activity. 

Response: The new compound 
authorization provision does not affect 
the waiver of authorization provisions 
in the Privacy Rule. A covered entity 
may continue to use or disclose 
protected health information for 
research purposes based on 
documentation that meets the 
requirements at § 164.512(i), indicating 
that an Institutional Review Board or 
Privacy Board has waived the obtaining 
of individual authorization for such 
purposes, based on a determination that 
(1) the use or disclosure of protected 
health information involves no more 
than a minimal risk to the privacy of 
individuals; (2) the research could not 
practicably be conducted without the 
waiver; and (3) the research could not 
practicably be conducted without access 
to and use of the protected health 
information. 

Comment: The Secretary’s Advisory 
Committee on Human Research 
Protections requested clarification on 
the effect of revoking only one part of 
a compound authorization. For 
example, if an individual signs a 
combined authorization for conditioned 
and unconditioned research activities 
and later specifically revokes only the 
unconditioned research activity (e.g., 
the banking component), then the 
covered entity may continue to act in 
reliance on the authorization for the 
conditioned component (e.g., the 
clinical trial). 

Response: Where it is clear that an 
individual is revoking only one part of 
a compound authorization, such 
revocation does not equate to a 
revocation of the entire authorization to 
include the other studies. However, 
where it is not clear exactly to which 
research activities the individual’s 
revocation applies, written clarification 
must be obtained from the individual in 
order for the revocation to apply only to 

certain of the research activities 
identified in the authorization, or the 
entire authorization must be treated as 
revoked. Further, such revocations must 
be maintained and documented in a 
manner that will ensure uses and 
disclosures of protected health 
information for the activity to which the 
revocation applies discontinue, except 
to the extent the covered entity has 
already acted in reliance on the 
authorization, which would permit 
certain limited, continued use and 
disclosure, such as necessary to 
maintain the integrity of the research 
study. 

ii. Authorizing Future Research Use or 
Disclosure 

Prior Interpretation 

Research often involves obtaining 
health information and biological 
specimens to create a research database 
or repository for future research. For 
example, this frequently occurs where 
clinical trials are paired with corollary 
research activities, such as the creation 
of a research database or repository 
where information and specimens 
obtained from a research participant 
during the trial are transferred and 
maintained for future research. It is our 
understanding that Institutional Review 
Boards in some cases may approve an 
informed consent document for a 
clinical trial that also asks research 
participants to permit future research on 
their identifiable information or 
specimens obtained during the course of 
the trial. It is also our understanding 
that an Institutional Review Board may 
in some cases review an informed 
consent for a prior clinical trial to 
determine whether a subsequent 
research use is encompassed within the 
original consent. 

The Department has previously 
interpreted the Privacy Rule, however, 
to require that authorizations for 
research be study specific for purposes 
of complying with the Rule’s 
requirement at § 164.508(c)(1)(iv) that 
an authorization must include a 
description of each purpose of the 
requested use or disclosure. See 67 FR 
53182, 53226, Aug. 14, 2002. In part, the 
Department’s interpretation was based 
on a concern that patients could lack 
necessary information in the 
authorization to make an informed 
decision about the future research. In 
addition, it was recognized that not all 
uses and disclosures of protected health 
information for a future research 
purpose would require a covered entity 
to re-contact the individual to obtain 
another authorization (e.g., uses or 
disclosures with a waiver of 
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authorization from an Institutional 
Review Board or Privacy Board as 
provided under § 164.512(i) or of a 
limited data set pursuant to a data use 
agreement under § 164.514(e) for the 
future research purpose). 

Subsequent to issuing this 
interpretation, the Department heard 
concerns from covered entities and 
researchers that the Department’s 
interpretation encumbers secondary 
research, and limits an individual’s 
ability to agree to the use or disclosure 
of their protected health information for 
future research. In addition, many 
commenters noted that the Department’s 
interpretation limiting the scope of a 
HIPAA authorization for research 
appeared to diverge from the current 
practice under the Common Rule with 
respect to the ability of a researcher to 
seek subjects’ informed consent to 
future research so long as the future 
research uses are described in sufficient 
detail to allow an informed consent. 
These commenters, as well as the 
Secretary’s Advisory Committee on 
Human Research Protections in 2004 
(Recommendation IV, in a letter to the 
Secretary of HHS, available at http:// 
www.hhs.gov/ohrp/sachrp/ 
hipaalettertosecy090104.html) and the 
Institute of Medicine in its 2009 Report 
entitled ‘‘Beyond the HIPAA Privacy 
Rule: Enhancing Privacy, Improving 
Health Through Research’’ 
(Recommendation II.B.1), had urged the 
Department to allow the HIPAA 
authorization to permit future research 
use and disclosure of protected health 
information. 

Given these concerns, the Department 
explained in the NPRM that it was 
considering a number of options 
regarding authorizations for future 
research, including whether the Privacy 
Rule should: permit an authorization for 
uses and disclosures of protected health 
information for future research purposes 
to the extent such purposes are 
adequately described in the 
authorization such that it would be 
reasonable for the individual to expect 
that his or her protected health 
information could be used or disclosed 
for such future research; or permit an 
authorization for future research but 
require certain specific elements or 
statements with respect to the future 
research, particularly where the future 
research may encompass certain types 
of sensitive research activities, such as 
research involving genetic analyses or 
mental health research, that may alter 
an individual’s willingness to 
participate in the research. We 
requested comment on these options 
and on how a revocation would operate 

with respect to future downstream 
research studies. 

Overview of Public Comments 
Almost all commenters on this topic 

supported the proposal to allow 
authorizations for future research. Many 
commenters indicated this flexibility to 
be important, particularly considering 
evolving technologies and discoveries. 

About half of these commenters 
specifically advocated for providing 
investigators and Institutional Review 
Boards with the maximum flexibility to 
determine the appropriateness of the 
descriptions for future research and felt 
that this would best align with the 
Common Rule. These commenters were 
thus against requiring specific 
statements in the Privacy Rule about the 
future research, including for sensitive 
research. Other commenters were in 
favor of requiring the additional 
statements about sensitive categories of 
research, stating that this would better 
inform individuals and give them 
greater choice in determining their 
willingness to participate in certain 
types of future research. A couple of 
these commenters recommended 
working with National Committee on 
Vital and Health Statistics on the 
categories of sensitive research, however 
no further examples of specific types of 
research were given beyond the 
examples provided in the proposed rule 
(genetic analyses or mental health 
research). Several commenters 
specifically advised against requiring 
specific statements for sensitive 
research, citing concerns of variability 
in what is considered sensitive 
information and practicality challenges 
due to the changing nature of the 
concept over time. 

A few commenters opposed the 
proposal to allow authorizations for 
future research altogether. Some of these 
commenters felt strongly that study- 
specific authorizations are critical to 
protect patients, and are the only way 
that individuals can make a truly 
informed decision. These commenters 
suggested that outreach to patients and 
potential research participants to solicit 
feedback, as well as a study on the 
potential burdens that enhanced 
authorizations may have on 
stakeholders, were necessary before any 
changes were made. 

In its comment letter on the NPRM, 
the Secretary’s Advisory Committee on 
Human Research Protections supported 
the proposal to harmonize HIPAA 
authorizations with the Common Rule 
informed consent requirements, and 
also requested consultation with the 
FDA to ensure that authorizations for 
future research align not only with the 

Common Rule standards but also FDA 
standards for informed consent. They 
indicated that the authorization should 
be reasonably specific such that 
individuals are aware of the types of 
research that may be conducted. 
However, the Secretary’s Advisory 
Committee on Human Research 
Protections emphasized the need for 
flexibility to rely on Institutional 
Review Board judgment and 
recommended against requiring 
prescribed statements about certain 
types of ‘‘sensitive’’ research, since 
these concepts change over time and 
requiring prescribed authorization 
statements may conflict with 
Institutional Review Boards’ judgments 
about how to appropriately describe the 
research in the informed consent. 

Modified Interpretation 
We modify the prior Departmental 

interpretation that research 
authorizations must be study specific. 
This modification does not make any 
changes to the authorization 
requirements at § 164.508. A HIPAA 
authorization for future research must 
still address each of the core elements 
and statements required at § 164.508(c). 
However, the Department no longer 
interprets the ‘‘purpose’’ provision at 
§ 164.508(c)(1)(iv) as requiring that an 
authorization for the use or disclosure of 
protected health information for 
research purposes be study specific. In 
order to satisfy the requirement that an 
authorization include a description of 
each purpose of the requested use or 
disclosure, an authorization for uses and 
disclosures of protected health 
information for future research purposes 
must adequately describe such purposes 
such that it would be reasonable for the 
individual to expect that his or her 
protected health information could be 
used or disclosed for such future 
research. This could include specific 
statements with respect to sensitive 
research to the extent such research is 
contemplated. However, we do not 
prescribe specific statements in the 
Rule. We agree that it is difficult to 
define what is sensitive and that this 
concept changes over time. We also 
agree with commenters that this 
approach best harmonizes with practice 
under the Common Rule regarding 
informed consent for future research, 
and allows covered entities, researchers 
and Institutional Review Boards to have 
flexibility in determining what 
adequately describes a future research 
purpose depending on the 
circumstances. We have consulted with 
Office for Human Research Protections 
(OHRP) and the FDA on this approach 
to ensure consistency and 
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harmonization with the HHS and FDA 
human subjects protections regulations, 
where appropriate. 

With respect to commenters that 
stated it is impossible for individuals to 
be truly informed about future research, 
we note that we are aligning with 
existing practice under the Common 
Rule in regard to informed consent and 
still require that all required elements of 
authorization be included in an 
authorization for future research, even if 
they are to be described in a more 
general manner than is done for specific 
studies. 

Pursuant to this modified 
interpretation, covered entities that 
wish to obtain individual authorization 
for the use or disclosure of protected 
health information for future research 
may do so at any time after the effective 
date of this final rule. Alternatively, 
covered entities may continue to use 
only study-specific authorizations for 
research if they choose. 

Response to Other Public Comments 
Comment: The Secretary’s Advisory 

Committee on Human Research 
Protections requested flexibility 
regarding the description in the 
authorization of the information to be 
used or disclosed for future research as 
well as to whom the covered entity may 
make the requested use or disclosure as 
there may be some uncertainty of the 
identity of future researchers. The 
Secretary’s Advisory Committee on 
Human Research Protections also 
suggested that the description of 
information to be collected be allowed 
to reference information beyond the 
time of the original study, for example 
‘‘your future medical records [at 
Hospital]’’ or ‘‘your future medical 
records [relating to diseases/ 
conditions].’’ 

Response: Covered entities and 
researchers have flexibility to describe 
the information to be used or disclosed 
for the future research, so long as it is 
reasonable from such description to 
believe that the individual would expect 
the information to be used or disclosed 
for the future research. We also clarify 
that a description of the protected 
health information to be used for the 
future research may include information 
collected beyond the time of the original 
study. Further, the Privacy Rule 
authorization requirements allow a 
‘‘class of persons’’ to be described for 
purposes of identifying in the 
authorization the recipients of the 
protected health information. Thus, 
covered entities and researchers have 
flexibility in the manner in which they 
describe the recipients of the protected 
health information for the future 

research, so long as it is reasonable from 
such description to believe that the 
individual would expect his or her 
protected health information to be 
shared with such persons for the future 
research. 

Comment: The Secretary’s Advisory 
Committee on Human Research 
Protections requested that the 
Department allow for grandfathering of 
existing, ongoing studies that involve 
the possibility of future/secondary 
research, if an Institutional Review 
Board-approved consent reasonably 
informed the individuals of the future 
research. In these situations, researchers 
would have needed to obtain a study- 
specific authorization or waiver of 
authorization before commencing the 
future/secondary research that was 
encompassed in the original informed 
consent. 

Response: Covered entities and 
researchers may rely on an Institutional 
Review Board-approved consent 
obtained prior to the effective date of 
this final rule that reasonably informed 
individuals of the future research, 
provided the informed consent was 
combined with a HIPAA authorization 
(even though the authorization itself 
was specific to the original study or 
creation and maintenance of a 
repository). 

Comment: One commenter advocated 
for the use of time-limited 
authorizations for future research. 

Response: This modification in 
Departmental interpretation does not 
change the requirement at 
§ 164.508(c)(1)(v), which states that an 
authorization must contain an 
expiration date or an expiration event 
that relates to the individual or the 
purpose of the use or disclosure. This 
statement may be a specific time limit, 
or be ‘‘end of the research study,’’ 
‘‘none,’’ or similar language for a 
research study. 

Comment: Several commenters 
suggested that revocation of 
authorizations should continue to be 
permitted in the same manner that it is 
currently allowed under the Privacy 
Rule. The Secretary’s Advisory 
Committee on Human Research 
Protections recommended that 
revocations of authorization for future 
research be permitted orally, rather than 
in writing, as is currently required for 
all authorizations under §§ 164.508(b)(5) 
and (c)(2)(i) of the Rule. 

Response: Covered entities may 
continue to rely on existing guidance 
regarding how revocations of 
authorizations operate in the research 
context. Such guidance is published in 
several materials available at http:// 
www.hhs.gov/ocr/privacy/hipaa/ 

understanding/special/research/ 
index.html (see, e.g., the fact sheet 
entitled, ‘‘Health Services Research and 
the HIPAA Privacy Rule’’). The 
Department may issue additional 
guidance in the future with respect to 
revocation policies in the context of 
authorizations that specify, and under 
which protected health information has 
been disclosed for, future research uses. 

In response to the Secretary’s 
Advisory Committee on Human 
Research Protections recommendation, 
we also clarify that while the Privacy 
Rule requires that a revocation of 
authorization from an individual be in 
writing, uses and disclosures pursuant 
to an authorization are permissive and 
not required, and thus, a covered entity 
may cease using or disclosing protected 
health information pursuant to an 
authorization based on an individual’s 
oral request if it chooses to do so. 

5. Protected Health Information About 
Decedents 

a. Section 164.502(f)—Period of 
Protection for Decedent Information 

Proposed Rule 
Section 164.502(f) requires covered 

entities to protect the privacy of a 
decedent’s protected health information 
generally in the same manner and to the 
same extent that is required for the 
protected health information of living 
individuals. Thus, if an authorization is 
required for a particular use or 
disclosure of protected health 
information, a covered entity may use or 
disclose a decedent’s protected health 
information in that situation only if the 
covered entity obtains an authorization 
from the decedent’s personal 
representative. The personal 
representative for a decedent is the 
executor, administrator, or other person 
who has authority under applicable law 
to act on behalf of the decedent or the 
decedent’s estate. The Department heard 
a number of concerns since the 
publication of the Privacy Rule that it 
can be difficult to locate a personal 
representative to authorize the use or 
disclosure of the decedent’s protected 
health information, particularly after an 
estate is closed. Furthermore, archivists, 
biographers, and historians had 
expressed frustration regarding the lack 
of access to ancient or old records of 
historical value held by covered entities, 
even when there are likely few 
surviving individuals concerned with 
the privacy of such information. 
Archives and libraries may hold 
medical records, as well as 
correspondence files, physician diaries 
and casebooks, and photograph 
collections containing fragments of 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00049 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 

http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/index.html


5614 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

identifiable health information, that are 
centuries old. Currently, to the extent 
such information is maintained by a 
covered entity, it is subject to the 
Privacy Rule. 

Accordingly, we proposed to amend 
§ 164.502(f) to require a covered entity 
to comply with the requirements of the 
Privacy Rule with regard to the 
protected health information of a 
deceased individual for a period of 50 
years following the date of death. We 
also proposed to modify the definition 
of ‘‘protected health information’’ at 
§ 160.103 to make clear that the 
individually identifiable health 
information of a person who has been 
deceased for more than 50 years is not 
protected health information under the 
Privacy Rule. We proposed 50 years to 
balance the privacy interests of living 
relatives or other affected individuals 
with a relationship to the decedent, 
with the difficulty of obtaining 
authorizations from personal 
representatives as time passes. A 50- 
year period of protection had also been 
suggested at a National Committee for 
Vital and Health Statistics (the public 
advisory committee which advises the 
Secretary on the implementation of the 
Administrative Simplification 
provisions of HIPAA, among other 
issues) meeting, at which committee 
members heard testimony from 
archivists regarding the problems 
associated with applying the Privacy 
Rule to very old records. See http:// 
ncvhs.hhs.gov/050111mn.htm. We 
requested public comment on the 
appropriateness of this time period. 

Overview of Public Comments 
The majority of public comment on 

this proposal was in favor of limiting 
the period of protection for decedent 
health information to 50 years past the 
date of death. Some of these 
commenters specifically cited the 
potential benefits to research. A few 
commenters stated that the 50-year 
period was too long and should be 
shortened to, for example, 25 years. 
Some supporters of limiting privacy 
protection for decedent information 
indicated that the date of death is often 
difficult to determine, and thus 
suggested an alternative time period 
(e.g., 75, 100, 120, 125 years) starting 
from the last date in the medical record, 
if the date of death is unknown. 

Some commenters were opposed to 
limiting the period of protection for 
decedent health information due to the 
continued privacy interests of living 
relatives as well as the decedent, 
particularly when highly sensitive 
information is involved, including HIV/ 
AIDS status, or psychiatric or substance 

abuse treatment. A couple of 
commenters recommended that there 
should be no time limit on the 
protection of psychotherapy notes. One 
commenter expressed concern that this 
modification may encourage covered 
entities to retain records that they 
would not have otherwise in order to 
profit from the data after the 50-year 
period. One commenter suggested that 
the period of protection should be 
extended to 100 years, if protections are 
to be limited at all. A few commenters 
were opposed to the 50-year period of 
protection because they interpreted this 
provision to be a proposed record 
retention requirement. 

Final Rule 
After considering the public 

comments, the final rule adopts the 
proposal. We believe 50 years is an 
appropriate period of protection for 
decedent health information, taking into 
account the remaining privacy interests 
of living individuals after the span of 
approximately two generations have 
passed, and the difficulty of obtaining 
authorizations from a personal 
representative of a decedent as the same 
amount of time passes. For the same 
reason, we decline to shorten the period 
of protection as suggested by some 
commenters or to adopt a 100-year 
period of protection for decedent 
information. We also believe the 50-year 
period of protection to be long enough 
so as not to provide an incentive for 
covered entities to change their record 
retention policies in order to profit from 
the data about a decedent once 50 years 
has elapsed. 

With respect to commenters’ concerns 
regarding protected health information 
about decedents that is sensitive, such 
as HIV/AIDS, substance abuse, or 
mental health information, or that 
involves psychotherapy notes, we 
emphasize that the 50-year period of 
protection for decedent health 
information under the Privacy Rule does 
not override or interfere with State or 
other laws that provide greater 
protection for such information, or the 
professional responsibilities of mental 
health or other providers. Covered 
entities may continue to provide privacy 
protections to decedent information 
beyond the 50-year period, and may be 
required to do so under other applicable 
laws or as part of their professional 
responsibility. Alternatively, covered 
entities may choose to destroy decedent 
information although other applicable 
law may prescribe or limit such 
destruction. 

We also decline to limit protections 
under the Privacy Rule to a certain 
period beyond the last date in the 

medical record. While we appreciate the 
challenges that may be present in 
determining the date of death of an 
individual in cases in which it is not 
sufficiently clear from the age of the 
record whether the individual is 
deceased, we believe that this 
determination is necessary in closer 
cases to protect the individual, as well 
as living relatives and others, who may 
be affected by disclosure of the 
information. Further, as we stated in the 
NPRM, this modification has no impact 
on a covered entity’s disclosures 
permitted under other provisions of the 
Privacy Rule. For example, a covered 
entity is permitted to disclose protected 
health information of decedents for 
research that is solely on the 
information of decedents in accordance 
with § 164.512(i)(1)(iii), without regard 
to how long the individual has been 
deceased. 

Finally, we clarify that the 50-year 
period of protection is not a record 
retention requirement. The HIPAA 
Privacy Rule does not include medical 
record retention requirements and 
covered entities may destroy such 
records at the time permitted by State or 
other applicable law. (We note that 
covered entities are subject to the 
accounting requirements at § 164.528 
and, thus, would need to retain or 
record certain information regarding 
their disclosures of protected health 
information.) However, if a covered 
entity does maintain decedent health 
information for longer than 50 years 
following the date of death of the 
individual, this information will no 
longer be subject to the Privacy Rule. 

b. Section 164.510(b)—Disclosures 
About a Decedent to Family Members 
and Others Involved in Care 

Proposed Rule 

Section 164.510(b) describes how a 
covered entity may use or disclose 
protected health information to persons, 
such as family members or others, who 
are involved in an individual’s care or 
payment related to the individual’s 
health care. The Department had 
received a number of questions about 
the scope of the section, specifically 
with regard to disclosing protected 
health information when the individual 
who is the subject of the information 
was deceased. We had additionally 
heard concerns that family members, 
relatives, and others, many of whom 
may have had access to the health 
information of the deceased individual 
prior to death, have had difficulty 
obtaining access to such information 
after the death of the individual, 
because many do not qualify as a 
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‘‘personal representative’’ of the 
decedent under the Privacy Rule at 
§ 164.502(g)(4). 

As such, we proposed to amend 
§ 164.510(b) to add a new paragraph (5), 
which would permit covered entities to 
disclose a decedent’s information to 
family members and others who were 
involved in the care or payment for care 
of the decedent prior to death, unless 
doing so is inconsistent with any prior 
expressed preference of the individual 
that is known to the covered entity. We 
emphasized that these modifications 
would not change the authority of a 
decedent’s personal representative with 
regard to the decedent’s protected 
health information. Thus, a personal 
representative would continue to have a 
right to access the decedent’s protected 
health information relevant to such 
personal representation, and have 
authority to authorize uses and 
disclosures of the decedent’s protected 
health information that are not 
otherwise permitted or required by the 
Privacy Rule. We requested comment on 
any unintended consequences that this 
proposed disclosure provision might 
cause. 

Overview of Public Comments 
Most commenters supported the 

proposal to permit disclosures to family 
members and others involved in the 
care or payment for care of the decedent 
prior to death, unless doing so is 
inconsistent with any prior expressed 
preference of the individual that is 
known to the covered entity. These 
commenters felt that such permissive 
disclosures would help facilitate 
important and appropriate 
communications with family members 
and others who had been involved in 
the individual’s care or payment for 
health care prior to the individual’s 
death but who may not rise to the level 
of personal representative. Some 
commenters stated that the provision 
recognizes the legitimate interest that 
family members may have in a 
decedent’s health information as it 
affects their own health care. 

A few commenters opposed the 
proposal to expressly permit 
communications with family members 
and other persons who had been 
involved with the individual’s care or 
payment for care prior to death. Two 
commenters felt it would be a large 
burden on covered entities to determine 
the legitimacy of a requestor as a family 
member or individual involved in the 
care or payment for care. One 
commenter questioned the need for 
family members to have access to 
decedent health information and the 
likelihood of anyone other than the 

personal representative to have been 
meaningfully involved in the care or 
payment for care of the decedent. 

Final Rule 
The final rule adopts the proposal to 

amend § 164.510(b) to permit covered 
entities to disclose a decedent’s 
protected health information to family 
members and others who were involved 
in the care or payment for care of the 
decedent prior to death, unless doing so 
is inconsistent with any prior expressed 
preference of the individual that is 
known to the covered entity. 

In response to commenters who 
opposed this provision, we believe the 
provision strikes the appropriate 
balance in allowing communications 
with family members and other persons 
who were involved in the individual’s 
care or payment for care prior to death, 
unless doing so is inconsistent with the 
prior expressed wishes of the 
individual. This will ensure family 
members and others can find out about 
the circumstances surrounding the 
death of their loved ones, unless the 
individual prior to his or her death 
objected to the covered entity making 
such communications. Further, the 
Privacy Rule limits such disclosures, 
similar to the other disclosures 
permitted under § 164.510(b), to the 
protected health information relevant to 
the family member or other person’s 
involvement in the individual’s health 
care or payment for health care. For 
example, a covered health care provider 
could describe the circumstances that 
led to an individual’s passing with the 
decedent’s sister who is asking about 
her sibling’s death. In addition, a 
covered health care provider could 
disclose billing information to a family 
member of a decedent who is assisting 
with wrapping up the decedent’s estate. 
However, in both of these cases, the 
provider generally should not share 
information about past, unrelated 
medical problems. Finally, these 
disclosures are permitted and not 
required, and thus, a covered entity that 
questions the relationship of the person 
to the decedent or otherwise believes, 
based on the circumstances, that 
disclosure of the decedent’s protected 
health information would not be 
appropriate, is not required to make the 
disclosure. 

Response to Other Public Comments 
Comment: Commenters requested 

guidance on what it means for a person 
to have been ‘‘involved in the care’’ of 
the decedent prior to death. One 
commenter suggested including 
language in the final rule that would put 
the burden of proof of ‘‘involvement in 

the individual’s care’’ on the requestor 
and not the covered entity, and would 
hold the covered entity harmless when 
disclosing decedent information in good 
faith in accordance with this new 
permission. 

Response: We interpret this phrase in 
the same manner as we have with 
respect to disclosures of protected 
health information of living individuals 
under § 164.510(b). See the 
Department’s existing guidance at 
http://www.hhs.gov/ocr/privacy/hipaa/ 
understanding/coveredentities/ 
provider_ffg.pdf. Subject to the specified 
conditions, disclosures may be made 
under this provision to family members, 
as well as to other persons provided the 
covered entity has reasonable assurance 
the individual prior to death was 
involved in the individual’s care or 
payment for care. Depending on the 
circumstances, this could include 
disclosures to spouses, parents, 
children, domestic partners, other 
relatives, or friends of a decedent. As 
with similar disclosures concerning 
living individuals under 
§ 164.510(b)(1)(i), this provision does 
not generally apply to disclosures to 
health care providers, health plans, 
public health authorities, law 
enforcement officials, and others whose 
access to protected health information is 
governed by other provisions of the 
Privacy Rule. 

We decline to include language in the 
final rule placing the burden of proof on 
the requestor to demonstrate they were 
involved in the individual’s care. In 
some cases, it will be readily apparent 
to the covered entity that a person is a 
family member or was involved in the 
individual’s care prior to death because 
the person would have made themselves 
known to the covered entity prior to the 
individual’s death by either visiting 
with or inquiring about the individual, 
or the individual would have identified 
such person as being involved in their 
care or payment for care to a member of 
the covered entity’s workforce. In other 
cases, the covered entity need just have 
reasonable assurance that the person is 
a family member of the decedent or 
other person who was involved in the 
individual’s care or payment for care 
prior to death. For example, the person 
may indicate to the covered entity how 
he or she is related to the decedent or 
offer sufficient details about the 
decedent’s circumstances prior to death 
to indicate involvement in the 
decedent’s care prior to death. As stated 
above, a covered entity that is 
uncomfortable disclosing protected 
health information under this provision 
because of questions about the person’s 
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10 We note that once a student’s immunization 
records are obtained and maintained by an 
educational institution or agency to which the 
Family Educational Rights and Privacy Act (FERPA) 
applies, the records are protected by FERPA, rather 
than the HIPAA Privacy Rule. See paragraphs (2)(i) 
and (2)(ii) of the definition of ‘‘protected health 
information’’ at § 160.103, which exclude from 
coverage under the Privacy Rule student records 
protected by FERPA. In addition, for more 
information on the intersection of FERPA and 
HIPAA, readers are encouraged to consult the Joint 
HHS/ED Guidance on the Application of FERPA 
and HIPAA to Student Health Records, available at 
http://www.hhs.gov/ocr/privacy/hipaa/ 
understanding/coveredentities/ 
hipaaferpajointguide.pdf. 

relationship to the decedent is not 
required to do so. 

Comment: Several commenters 
requested and offered suggested 
clarifications on the scope of the terms 
‘‘personal representative’’ and ‘‘family 
member.’’ 

Response: The Privacy Rule already 
identifies the persons who qualify as a 
personal representative of a decedent at 
§ 164.502(g)(4). Further, this final rule 
includes a definition of ‘‘family 
member’’ at § 160.103. 

Comment: A few commenters 
suggested extending this provision to 
allow disclosures to the decedent’s 
health care ‘‘proxy,’’ ‘‘medical power of 
attorney,’’ ‘‘power of attorney,’’ and 
‘‘estate executor.’’ 

Response: We decline to expand the 
provision as suggested. Under the 
Privacy Rule, a person with authority 
under applicable law to act on behalf of 
the decedent or the decedent’s estate is 
the personal representative of the 
decedent. Thus, certain of these 
persons, such as the executor of the 
estate, already have a right of access to 
the decedent’s protected health 
information. In cases where a person 
does not rise to the level of a personal 
representative, the final rule at 
§ 164.510(b) permits, subject to any 
prior expressed preference of the 
individual, a covered entity to disclose 
relevant protected health information of 
the decedent to family members of the 
decedent or persons who otherwise 
were involved in the individual’s care 
or payment for care prior to the 
individual’s death, which may include 
persons who held a health care proxy 
for the individual or a medical power of 
attorney. 

6. Section 164.512(b)—Disclosure of 
Student Immunizations to Schools 

Proposed Rule 

The Privacy Rule, at § 164.512(b), 
recognizes that covered entities must 
balance protecting the privacy of health 
information with sharing health 
information with those responsible for 
ensuring public health and safety, and 
permits covered entities to disclose the 
minimum necessary protected health 
information to public health authorities 
or other designated persons or entities 
without an authorization for public 
health purposes specified by the Rule. 

Schools play an important role in 
preventing the spread of communicable 
diseases among students by ensuring 
that students entering classes have been 
immunized. Most States have ‘‘school 
entry laws’’ which prohibit a child from 
attending school unless the school has 
proof that the child has been 

appropriately immunized. Some States 
allow a child to enter school 
provisionally for a certain period of time 
while the school waits for the necessary 
immunization information. Typically, 
schools ensure compliance with those 
requirements by requesting the 
immunization records from parents 
(rather than directly from a health care 
provider). However, where a covered 
health care provider is requested to send 
the immunization records directly to a 
school, the Privacy Rule generally 
requires written authorization by the 
child’s parent before a covered health 
care provider may do so. 

Since the Privacy Rule went into 
effect, we had heard concerns that the 
requirement for covered entities to 
obtain authorization before disclosing 
student immunization information may 
make it more difficult for parents to 
provide, and for schools to obtain, the 
necessary immunization documentation 
for students, which may prevent 
students’ admittance to school. The 
National Committee on Vital and Health 
Statistics submitted these concerns to 
the HHS Secretary and recommended 
that HHS regard disclosure of 
immunization records to schools to be a 
public health disclosure, thus 
eliminating the requirement for 
authorization. See http:// 
www.ncvhs.hhs.gov/04061712.html. As 
such, we proposed to amend 
§ 164.512(b)(1) by adding a new 
paragraph that permits covered entities 
to disclose proof of immunization to 
schools in States that have school entry 
or similar laws.10 While written 
authorization that complies with 
§ 164.508 would no longer have been 
required for disclosure of such 
information under the proposal, the 
covered entity would still have been 
required to obtain agreement, which 
may have been oral, from a parent, 
guardian or other person acting in loco 
parentis for the individual, or from the 
individual him- or herself, if the 
individual is an adult or emancipated 
minor. Because the proposed provision 
would have permitted a provider to 

accept a parent’s oral agreement to 
disclose immunization results to a 
school—as opposed to a written 
agreement—the NPRM acknowledged a 
potential for a miscommunication and 
later objection by the parent. We, 
therefore, requested comment on 
whether the Privacy Rule should require 
that a provider document any oral 
agreement under this provision to help 
avoid such problems, or whether a 
requirement for written documentation 
would be overly cumbersome, on 
balance. We also requested comment on 
whether the rule should mandate that 
the disclosures go to a particular school 
official and if so, who that should be. 

In addition, the Privacy Rule does not 
define the term ‘‘school’’ and the types 
of schools subject to the school entry 
laws may vary by State. For example, 
depending on the State, such laws may 
apply to public and private elementary 
or primary schools and secondary 
schools (kindergarten through 12th 
grade), as well as daycare and preschool 
facilities, and post-secondary 
institutions. Thus, we requested 
comment on the scope of the term 
‘‘school’’ for the purposes of this section 
and whether we should include a 
specific definition of ‘‘school’’ within 
the regulation itself. In addition, we 
requested comment on the extent to 
which schools that may not be subject 
to these school entry laws but that may 
also require proof of immunization have 
experienced problems that would 
warrant their being included in this 
category of public health disclosures. 

Overview of Public Comments 
Most commenters were generally in 

favor of permitting covered entities to 
disclose student immunization records 
based on obtaining agreement, which 
may be oral, from a parent, guardian or 
other person acting in loco parentis for 
the individual, or from the individual 
himself or herself, if the individual is an 
adult or emancipated minor, rather than 
written authorization. Commenters 
supported the intent to facilitate the 
transmission of immunization records to 
ease the burden on parents, schools and 
covered entities, and to minimize the 
amount of school missed by students. 

Some commenters opposed the 
proposal to require oral or written 
agreement, claiming that a new form of 
‘‘agreement’’ would introduce 
unnecessary complexity and confusion, 
and would not help to reduce burden. 
These commenters asserted that covered 
entities would document the verbal 
agreements for their own liability 
purposes, even if not required by the 
Privacy Rule. In this manner, the 
documentation burden would still be 
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present. Some commenters 
recommended that instead of an oral 
agreement or authorization requirement, 
disclosure of immunization records to 
schools should be considered an exempt 
public health disclosure. A small 
minority of commenters felt that the 
current authorization system should be 
maintained as it is the best way to 
ensure patient safety and privacy while 
avoiding miscommunications and 
misunderstandings. 

Commenters were divided on the 
issue of requiring written 
documentation of the agreement. Some 
commenters were in favor of 
documenting oral agreements, citing 
that the documentation would be less 
cumbersome than obtaining written 
authorizations while also helping to 
avoid miscommunications. On the other 
hand, some commenters felt that 
requiring written documentation would 
be burdensome and would eliminate the 
benefits introduced by permitting oral 
agreements. Some commenters also 
requested flexibility for covered entities 
to determine whether or not written 
documentation is appropriate and 
necessary for their purposes. 

The majority of commenters requested 
that a designated recipient of the 
student immunization records not be 
defined, and that schools be allowed 
flexibility to identify the appropriate 
individual(s) that can act as the school 
official permitted to receive the records. 
Commenters indicated that while the 
disclosures would ideally be made to a 
nurse or licensed health professional at 
the school, such a health professional 
may not always be present. In such 
instances, it should be permissible that 
the immunization records be disclosed 
to another official designated by the 
school as a suitable representative. One 
commenter recommended that the 
school nurse be designated as the 
recipient and custodian of the records. 

Most commenters recommended that 
the definition of ‘‘school’’ be interpreted 
broadly in order to best support public 
health efforts. Commenters provided 
suggestions on the types of schools that 
should be included, for example, K–12 
schools, public and private schools, and 
post-secondary schools. Many 
commenters also suggested that daycare, 
preschool and nursery school facilities 
be encompassed in the definition of 
school. One commenter expressly 
recommended that child care facilities 
or day care programs not be included in 
the definition of school, despite 
acknowledging the need to protect the 
health of these children, due to the fact 
that many States have different laws for 
these settings and are separate from 
school systems. Two commenters 

suggested defining schools as being 
open to children up to age 18, since 
students become adults at age 18 and 
can authorize the disclosure of their 
own information. A few commenters 
suggested that the definition include all 
schools that require immunization 
documentation as a prerequisite to 
enrollment, not just those that are 
subject to State entry laws, in order to 
protect public health in all school 
settings, since the threat of un- 
immunized children exists regardless of 
State school entry laws. Additionally, 
some commenters recommended that 
the term ‘‘school’’ not be defined in the 
Privacy Rule due to the variation across 
States in the types of schools that are 
subject to the entry laws. 

Final Rule 
The final rule adopts the proposal to 

amend § 164.512(b)(1) by adding a new 
paragraph that permits a covered entity 
to disclose proof of immunization to a 
school where State or other law requires 
the school to have such information 
prior to admitting the student. While 
written authorization will no longer be 
required to permit this disclosure, 
covered entities will still be required to 
obtain agreement, which may be oral, 
from a parent, guardian or other person 
acting in loco parentis for the 
individual, or from the individual 
himself or herself, if the individual is an 
adult or emancipated minor. We believe 
that the option to provide oral 
agreement for the disclosure of student 
immunization records will relieve 
burden on parents, schools, and covered 
entities, and greatly facilitate the role 
that schools play in public health, while 
still giving parents the opportunity to 
consider whether to agree to the 
disclosure of this information. 

The final rule additionally requires 
that covered entities document the 
agreement obtained under this 
provision. The final rule does not 
prescribe the nature of the 
documentation and does not require 
signature by the parent, allowing 
covered entities the flexibility to 
determine what is appropriate for their 
purposes. The documentation must only 
make clear that agreement was obtained 
as permitted under this provision. For 
example, if a parent or guardian submits 
a written or email request to a covered 
entity to disclose his or her child’s 
immunization records to the child’s 
school, a copy of the request would 
suffice as documentation of the 
agreement. Likewise, if a parent or 
guardian calls the covered entity and 
requests over the phone that his or her 
child’s immunization records be 
disclosed to the child’s school, a 

notation in the child’s medical record or 
elsewhere of the phone call would 
suffice as documentation of the 
agreement. We emphasize that the 
agreement is not equivalent to a HIPAA- 
compliant authorization, and covered 
entities are not required to document a 
signature as part of this requirement. We 
disagree with comments that 
documentation would be as burdensome 
on covered entities as written 
authorization, since an authorization 
form contains many required statements 
and elements, including a signature by 
the appropriate individual, which are 
not required for the agreement and 
documentation contemplated here. 
Furthermore, we believe that 
documentation of oral agreements will 
help to prevent miscommunications and 
potential future objections by parents or 
individuals, and the concerns that 
covered entities may have regarding 
liability, penalty or other enforcement 
actions for disclosures made pursuant to 
an oral agreement. 

Several commenters recommended 
that in lieu of an oral agreement, 
disclosure of immunization records to 
schools are presumed to be permitted, 
while giving individuals the option to 
opt out of this presumption or request 
a restriction to the disclosure. One 
commenter advocated for this public 
health exemption for disclosure of 
immunization records as being 
particularly critical for children who 
may be, for example, homeless, living 
with someone other than a parent or 
legal guardian, or living with a parent 
that does not speak English. We remove 
the written authorization requirement to 
help facilitate these disclosures with as 
much flexibility as possible. However, 
we do not intend this provision to 
change the current practice of parents, 
guardians, or other persons acting in 
loco parentis contacting a child’s health 
care provider to request proof of 
immunization be sent to the child’s 
school. Therefore, we still require active 
agreement from the appropriate 
individual, and a health care provider 
may not disclose immunization records 
to a school under this provision without 
such agreement. The agreement must be 
an affirmative assent or request by a 
parent, guardian, or other person acting 
in loco parentis (or by an adult 
individual or emancipated minor, if 
applicable) to the covered entity, which 
may be oral and over the phone, to 
allow the disclosure of the 
immunization records. A mere request 
by a school to a health care provider for 
the immunization records of a student 
would not be sufficient to permit 
disclosure under this provision (and 
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such a request by a school might also 
raise implications under other laws, 
such as FERPA). 

We decline to include definitions of 
‘‘school official’’ and ‘‘school’’ in the 
final rule. The motivation for this new 
permissive disclosure is to promote 
public health by reducing the burden 
associated with providing schools with 
student immunization records and we 
do not wish to create additional 
difficulties or confusion in doing so. We 
therefore agree with commenters that 
schools are best equipped to determine 
the appropriate individual to receive 
student immunization records at their 
location and will benefit from having 
this flexibility. We also agree with 
commenters that ‘‘school’’ should 
remain undefined in the Privacy Rule 
due to the variation across States in the 
types of schools that are subject to the 
entry laws. We believe that this will best 
align with State law and cause the least 
amount of confusion. We did not 
receive sufficient comment regarding 
the breadth of schools that are not 
subject to school entry laws or the 
burden that these institutions face to 
justify expanding this provision to allow 
disclosure of proof of immunization to 
such schools without an authorization. 

Response to Other Public Comments 
Comment: Several commenters raised 

concerns about the dynamic between 
the Privacy Rule requirements and State 
law requirements regarding 
immunization disclosures. Commenters 
indicated that some State laws require 
providers to directly share 
immunization records with schools and 
provide parents with the opportunity to 
opt out of this direct sharing. 
Commenters also indicated the use of 
State immunization registries in many 
States, to which schools are permitted 
direct access. One commenter suggested 
that the Privacy Rule permit State law 
to determine what is the minimum 
necessary for proof of immunization. 

Response: We take this opportunity to 
clarify that the Privacy Rule at 
§ 164.512(a) permits a covered entity to 
use or disclose protected health 
information to the extent that such use 
or disclosure is required by law and the 
use or disclosure complies with and is 
limited to the relevant requirements of 
such law. As such, the Privacy Rule 
does not prohibit immunization 
disclosures that are mandated by State 
law, nor does it require authorization for 
such disclosures. With regard to State 
laws that require covered entities to 
disclose immunization records to 
schools and allow parents to opt out, 
this is not in any way prohibited by the 
Privacy Rule. However, with regard to 

State laws that permit but do not require 
covered entities to disclose 
immunization records to schools, this 
does not meet the requirements of the 
provisions at § 164.512(a), and 
disclosures of immunization records are 
subject to the Privacy Rule agreement 
and documentation requirements 
described in this part. We also note that 
the Privacy Rule at § 164.512(b) permits 
a covered entity to disclose protected 
health information for public health 
activities. Disclosures of protected 
health information to State 
immunization registries are therefore 
permitted by the Privacy Rule and also 
do not require authorization. The 
Privacy Rule at § 164.514(d)(3)(iii)(A) 
provides that a covered entity, when 
making a permitted disclosure pursuant 
to § 164.512 to a public official, may 
determine, if such a determination is 
reasonable under the circumstances, 
that information requested by a public 
official is the minimum necessary 
information for the stated purpose, if the 
public official represents that the 
information requested is the minimum 
necessary for the stated purpose(s). 
Under this provision, a covered entity 
may rely on State law or a State 
official’s determination of the minimum 
necessary information required for proof 
of immunization, unless such 
determination is unreasonable. 

Comment: Commenters requested 
guidance on when and how often to 
obtain agreement for immunization 
disclosures. 

Response: We anticipate that covered 
entities will obtain agreement for the 
disclosure of immunization records on a 
case-by-case basis as needed. For 
example, a parent may call and request 
that a covered entity provide his or her 
child’s immunization records before the 
child begins elementary school, if 
required by State school entry laws. If 
that child moves to a different school 
and is unable to transfer their 
immunization records to the new 
school, the parent may need to request 
that the covered entity provide his or 
her child’s immunization records to the 
new school, if required by State school 
entry laws. A parent might also 
generally indicate to a covered entity 
that he or she affirmatively agrees to the 
immediate or future disclosure of his or 
her child’s immunization records to the 
child’s school as necessary, or the 
continued disclosure of such 
information if, for example, updates are 
required by the school when a series of 
vaccinations have been completed. 

Comment: Commenters requested 
clarification on the length of time an 
agreement may be relied upon. 

Response: An agreement to permit the 
disclosure of immunization records is 
considered effective until revoked by 
the parent, guardian or other person 
acting in loco parentis for the 
individual, or by the individual himself 
or herself, if the individual is an adult 
or emancipated minor. 

Comment: Commenters requested 
clarification regarding any requirement 
for schools to maintain the 
immunization records. 

Response: The Privacy Rule does not 
require schools to keep student 
immunization records; however 
individual State or other laws may 
require this. 

7. Section 164.514(f)—Fundraising 

Proposed Rule 

Section 164.514(f)(1) of the Privacy 
Rule permits a covered entity to use, or 
disclose to a business associate or an 
institutionally related foundation, the 
following protected health information 
about an individual for the covered 
entity’s fundraising from that individual 
without the individual’s authorization: 
(1) Demographic information relating to 
an individual; and (2) the dates of 
health care provided to an individual. 
Section 164.514(f)(2) of the Privacy Rule 
requires a covered entity that plans to 
use or disclose protected health 
information for fundraising under this 
paragraph to inform individuals in its 
notice of privacy practices that it may 
contact them to raise funds for the 
covered entity. In addition, 
§ 164.514(f)(2) requires that a covered 
entity include in any fundraising 
materials it sends to an individual a 
description of how the individual may 
opt out of receiving future fundraising 
communications and that a covered 
entity must make reasonable efforts to 
ensure that individuals who do opt out 
are not sent future fundraising 
communications. 

Section 13406(b) of the HITECH Act 
requires the Secretary to provide by rule 
that a covered entity provide the 
recipient of any fundraising 
communication with a clear and 
conspicuous opportunity to opt out of 
receiving any further fundraising 
communications. Additionally, section 
13406(b) states that if an individual 
does opt out of receiving further 
fundraising communications, the 
individual’s choice to opt out must be 
treated as a revocation of authorization 
under § 164.508 of the Privacy Rule. 

In the NPRM, we proposed a number 
of changes to the Privacy Rule’s 
fundraising requirements to implement 
the statutory provisions. First, we 
proposed to strengthen the opt out by 
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requiring that a covered entity provide, 
with each fundraising communication 
sent to an individual under these 
provisions, a clear and conspicuous 
opportunity for the individual to elect 
not to receive further fundraising 
communications. To satisfy this 
requirement, we also proposed to 
require that the method for an 
individual to elect not to receive further 
fundraising communications may not 
cause the individual to incur an undue 
burden or more than nominal cost. We 
encouraged covered entities to consider 
the use of a toll-free phone number, an 
email address, or similar opt out 
mechanism that would provide 
individuals with a simple, quick, and 
inexpensive way to opt out of receiving 
future communications. We noted that 
we considered requiring individuals to 
write a letter to opt out to constitute an 
undue burden on the individual. 

We also proposed to provide that a 
covered entity may not condition 
treatment or payment on an individual’s 
choice with respect to receiving 
fundraising communications. We 
believed this modification would 
implement the language in section 
13406(b) of the HITECH Act that 
provides that an election by an 
individual not to receive further 
fundraising communications shall be 
treated as a revocation of authorization 
under the Privacy Rule. 

Further, we proposed to provide that 
a covered entity may not send 
fundraising communications to an 
individual who has elected not to 
receive such communications. This 
would strengthen the current 
requirement at § 164.514(f)(2)(iii) that a 
covered entity make ‘‘reasonable 
efforts’’ to ensure that those individuals 
who have opted out of receiving 
fundraising communications are not 
sent such communications. The NPRM 
proposed stronger language to make 
clear the expectation that covered 
entities abide by an individual’s 
decision not to receive fundraising 
communications, as well as to make the 
fundraising opt out operate more like a 
revocation of authorization, consistent 
with the statutory language and 
legislative history of section 13406(b) of 
the HITECH Act discussed above. 

With respect to the operation of the 
opt out, we requested comment 
regarding to what fundraising 
communications the opt out should 
apply (i.e., should the opt out apply to 
all future fundraising communications 
or should and can the opt out be 
structured in a way to apply only to the 
particular fundraising campaign 
described in the letter). We also 
requested comment on whether the Rule 

should allow a similar method, short of 
the individual signing an authorization, 
by which an individual who has 
previously opted out can put his or her 
name back on an institution’s 
fundraising list. 

We proposed to retain the 
requirement that a covered entity that 
intends to contact the individual to raise 
funds under these provisions include a 
statement to that effect in its notice of 
privacy practices. However, we 
proposed that the required statement 
also inform individuals that they have a 
right to opt out of receiving such 
communications. 

In addition to the above 
modifications, we requested public 
comment on the requirement at 
§ 164.514(f)(1) which limits the 
information a covered entity may use or 
disclose for fundraising to demographic 
information about and dates of health 
care service provided to an individual. 
Since the promulgation of the Privacy 
Rule, we acknowledged that certain 
covered entities have raised concerns 
regarding this limitation, maintaining 
that the Privacy Rule’s prohibition on 
the use or disclosure of certain 
treatment information without an 
authorization, such as the department of 
service where care was received and 
outcomes information, impedes their 
ability to raise funds from often willing 
and grateful patients because they are 
unable to target their fundraising efforts 
and avoid inappropriate solicitations to 
individuals who may have had a bad 
treatment outcome. Such entities have 
argued that obtaining an individual’s 
authorization for fundraising as the 
individual enters or leaves the hospital 
for treatment is often impracticable or 
inappropriate. The proposed rule also 
discussed the fact that the National 
Committee on Vital and Health 
Statistics held a hearing and heard 
public testimony on this issue in July 
2004 and recommended to the Secretary 
that the Privacy Rule should allow 
covered entities to use or disclose 
information related to the patient’s 
department of service (broad 
designations, such as surgery or 
oncology, but not narrower designations 
or information relating to diagnosis or 
treating physician) for fundraising 
activities without patient authorization. 
The National Committee on Vital and 
Health Statistics also recommended that 
a covered entity’s notice of privacy 
practices inform patients that their 
department of service information may 
be used in fundraising, and that patients 
should be afforded the opportunity to 
opt out of the use of their department 
of service information for fundraising or 
all fundraising contacts altogether. See 

http://www.ncvhs.hhs.gov/ 
040902lt1.htm. 

In light of these concerns and the 
prior recommendation of the National 
Committee on Vital and Health 
Statistics, we asked for public comment 
on whether and how the current 
restriction on what information may be 
used and disclosed should be modified 
to allow covered entities to more 
effectively target fundraising and avoid 
inappropriate solicitations to 
individuals, as well as to reduce the 
need to send solicitations to all patients. 
In particular, we solicited comment on: 
(1) Whether the Privacy Rule should 
allow additional categories of protected 
health information to be used or 
disclosed for fundraising, such as 
department of service or similar 
information, and if so, what those 
categories should be; (2) the adequacy of 
the minimum necessary standard to 
appropriately limit the amount of 
protected health information that may 
be used or disclosed for fundraising 
purposes; or (3) whether the current 
limitation should remain unchanged. 
We also solicited comment on whether, 
if additional information is permitted to 
be used or disclosed for fundraising 
absent an authorization, covered entities 
should be required to provide 
individuals with an opportunity to opt 
out of receiving any fundraising 
communications before making the first 
fundraising solicitation, in addition to 
the opportunity to opt out with every 
subsequent communication. We invited 
public comment on whether such a pre- 
solicitation opt out would be workable 
for covered entities and individuals and 
what mechanisms could be put into 
place to implement the requirement. 

Overview of Public Comments 
In general, the public comments 

received in response to the NPRM were 
supportive of the proposed 
modifications but many asked that the 
final rule give covered entities 
flexibility with respect to 
operationalizing these requirements. 
Several commenters provided examples 
of routine communications and 
expressed the need for guidance and 
clarification about what constitutes a 
fundraising communication. 

Generally, most commenters 
supported the NPRM’s proposed 
requirement that the method through 
which the covered entity permits 
individuals to opt out of receiving 
future fundraising communications not 
cause individuals to incur an undue 
burden or more than a nominal cost. 
Many commenters stated that the final 
rule should give covered entities the 
flexibility to determine which opt out 
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methods will work best given their 
circumstances, instead of requiring all 
covered entities to employ specific opt 
out methods. These commenters noted 
that depending on the size of the 
covered entity and type of population it 
serves, certain opt out methods might 
not be feasible, such as one that requires 
the establishment of a toll-free number, 
which may be cost prohibitive for some 
small entities. Similarly, some 
commenters noted that because not all 
individuals have access to a computer 
and the Internet, providing individuals 
with the opportunity to opt out via 
email alone may not be sufficient. 

With respect to the scope of the opt 
out, the commenters were generally 
split on whether the opt out should 
apply to communications related to a 
specific fundraising campaign or to all 
future fundraising communications. The 
commenters in support of applying the 
opt out to a specific fundraising 
campaign stated that it would be too 
difficult for individuals to make a 
meaningful decision about whether they 
wanted to opt out of all future 
fundraising communications, and 
allowing individuals to opt out of all 
futurefundraising communications 
would greatly hinder a covered entity’s 
ability to raise funds. Those commenters 
in favor of implementing an all or 
nothing opt out stated that it would be 
too difficult for covered entities, 
especially large facilities, to track 
campaign-specific opt outs for each 
individual, so applying the opt out 
universally would make it much easier 
for covered entities to implement. Other 
commenters asked that the final rule 
take a flexible approach and permit 
covered entities to decide the scope of 
the opt out, while others stated that the 
final rule should require covered 
entities to include both opt out options 
on each fundraising communication 
leaving the decision to individuals. 

Additionally, while most commenters 
supported the prohibition on 
conditioning treatment or payment on 
an individual’s choice regarding the 
receipt of fundraising communications, 
most commenters opposed the NPRM’s 
proposal that prohibited covered 
entities from sending future fundraising 
communications to those individuals 
who had opted out and stated that it 
was too strict. The majority of these 
commenters suggested that the final rule 
retain the Privacy Rule’s original 
‘‘reasonable efforts’’ language and stated 
that while covered entities have every 
incentive not to send fundraising 
communications to those individuals 
who have opted out of receiving them, 
it is very difficult for covered entities to 
ensure 100 percent accuracy with this 

policy. Several commenters stated that 
there are lag times between the period 
of time in which a fundraising mailing 
list is compiled and the time in which 
a fundraising communication is sent 
out, so if an individual has opted out 
during the interim time period, covered 
entities may not be able to prevent the 
prepared fundraising communication 
from being sent. Other commenters 
stated that it may be difficult to 
implement an opt out across all records 
belonging to that individual where 
complications, such as name changes 
and variation, address changes, and 
multiple addresses are involved. 

For those individuals who have opted 
out of receiving fundraising 
communications, commenters generally 
supported allowing those individuals to 
opt back in to receiving such 
communications. Some suggested that 
individuals be able to opt back in using 
the same methods they used to opt out, 
while others suggested that any 
communication indicating a willingness 
to resume receiving fundraising 
communications, such as making a 
donation to the covered entity, should 
function as an opt in. Other commenters 
suggested that the final rule limit the 
amount of time that an individual can 
opt out, such that after this period of 
time the individual automatically begins 
receiving fundraising communications 
again. A few commenters were opposed 
to permitting individuals to opt back in 
to receive fundraising communications, 
stating that this would be too costly and 
burdensome for covered entities to 
track. 

With respect to the requests for public 
comments regarding the potential use or 
disclosure of additional protected health 
information to provide more targeted 
fundraising communications, the vast 
majority of commenters supported 
allowing the use or disclosure of 
additional protected health information 
for fundraising. These commenters 
stated that the use of additional 
protected health information would 
streamline their fundraising efforts and 
ensure that individuals were sent 
communications about campaigns that 
would be meaningful to their 
experiences. These commenters also 
stated that it would eliminate the 
concern of sending a communication to 
an individual or family that suffered a 
negative outcome. Commenters 
suggested several categories of protected 
health information that covered entities 
should be able to use to target their 
fundraising efforts, including 
department or site of service, generic 
area of treatment, department where last 
seen, outcome information, treating 
physician, diagnosis, whether the 

individual was a pediatric or adult 
patient, medical record number, Social 
Security number, or other unique 
identifier, and any other information 
that reflects the fact that the individual 
was served by the covered entity. 

With respect to the minimum 
necessary standard, a few commenters 
supported its use to limit any additional 
categories of protected health 
information that can be used to target a 
covered entity’s fundraising efforts. 
These commenters supported the use of 
the standard because of how familiar 
and comfortable most covered entities 
are at applying the minimum necessary 
standard. However, another commenter 
was opposed to the use of the minimum 
necessary standard, stating that it is not 
uniformly applied across covered 
entities. 

Despite the general support for the 
use of additional protected health 
information, a small minority of 
commenters opposed allowing the use 
of additional protected health 
information to target fundraising efforts, 
citing privacy concerns with doing so. 
One commenter opposed expanding the 
information that could be used for 
fundraising in cases where outside 
fundraising entities are used, including 
those with whom the covered entity has 
executed business associate agreements. 

All commenters were opposed to 
requiring covered entities to provide a 
pre-solicitation opt out to individuals 
and stated that permitting individuals to 
opt out in the first fundraising 
communication is sufficient. Several 
commenters noted that the proposed 
revision to the notice of privacy 
practices to require a covered entity to 
inform individuals of their right to opt 
out of receiving fundraising 
communications effectively functions as 
a pre-solicitation opt out, so individuals 
who wish to opt out of receiving such 
communications immediately can do so 
upon receipt of the notice. 

Final Rule 
We generally adopt the proposals in 

the final rule, as well as allow certain 
additional types of protected health 
information to be used or disclosed for 
fundraising purposes. 

With respect to the commenters who 
expressed confusion over what 
constitutes a fundraising 
communication, we emphasize that the 
final rule does nothing to modify the 
types of communications that are 
currently considered to be for 
fundraising purposes. A communication 
to an individual that is made by a 
covered entity, an institutionally related 
foundation, or a business associate on 
behalf of the covered entity for the 
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purpose of raising funds for the covered 
entity is a fundraising communication 
for purposes of § 164.514(f). The 
Department has stated that 
‘‘[p]ermissible fundraising activities 
include appeals for money, sponsorship 
of events, etc. They do not include 
royalties or remittances for the sale of 
products of third parties (except 
auctions, rummage sales, etc.).’’ See 65 
FR 82718. Additionally, the Privacy 
Rule has always required that such 
communications contain a description 
of how the individual may opt out of 
receiving further fundraising 
communications (§ 164.514(f)(2)(ii)). 

With respect to the proposed 
requirement that the method for an 
individual to elect not to receive further 
fundraising communications should not 
cause the individual to incur an undue 
burden or more than a nominal cost, we 
generally agree with the commenters 
who suggested that the final rule be 
flexible and not prescriptive. Under the 
final rule, covered entities are free to 
decide what methods individuals can 
use to opt out of receiving further 
fundraising communications, as long as 
the chosen methods do not impose an 
undue burden or more than a nominal 
cost on individuals. Covered entities 
should consider the use of a toll-free 
phone number, an email address, or 
similar opt out mechanisms that provide 
individuals with simple, quick, and 
inexpensive ways to opt out of receiving 
further fundraising communications. 
Covered entities may employ multiple 
opt out methods, allowing individuals 
to determine which opt out method is 
the simplest and most convenient for 
them, or a single method that is 
reasonably accessible to all individuals 
wishing to opt out. 

In response to commenters who 
expressed concern about the cost of 
setting up a toll-free phone number, we 
clarify that covered entities may require 
individuals who wish to opt out of 
further fundraising communications to 
do so through other methods, (e.g., 
through the use of a local phone 
number), where appropriate, as long as 
the method or methods adopted do not 
impose an undue burden or cost on the 
individual. We encourage covered 
entities to consider the size of the 
population to which they are sending 
the communications, the geographic 
distribution, and any other factors that 
may help determine which opt out 
method(s) is most appropriate and least 
burdensome to individuals. 

We continue to consider requiring 
individuals to write and send a letter to 
the covered entity asking not to receive 
further fundraising communications to 
constitute an undue burden. However, 

requiring that individuals opt out of 
further fundraising communications by 
simply mailing a pre-printed, pre-paid 
postcard would not constitute an undue 
burden under the final rule and is an 
appropriate alternative to the use of a 
phone number or email address. 

Regarding the scope of the opt out, the 
commenters were split on whether the 
opt out should apply to all future 
fundraising communications or to a 
specific fundraising campaign. The final 
rule leaves the scope of the opt out to 
the discretion of covered entities. For 
those covered entities that expressed 
concern about the ability to track 
campaign-specific opt outs, they have 
the discretion to apply the opt out to all 
future fundraising communications. 
Likewise, those covered entities that 
prefer, and have the ability to track, 
campaign-specific opt outs are free to 
apply the opt out to specific fundraising 
campaigns only. Covered entities are 
also free to provide individuals with the 
choice of opting out of all future 
fundraising communications or just 
campaign-specific communications. 
Whatever method is employed, the 
communication should clearly inform 
individuals of their options and any 
consequences of electing to opt out of 
further fundraising communications. 

Despite the commenters who did not 
support the strengthened language in 
the NPRM prohibiting covered entities 
from sending further fundraising 
communications to those individuals 
who have already opted out, the final 
rule adopts this provision without 
modification. While many commenters 
supported the current ‘‘reasonable 
efforts’’ standard and cited several 
reasons that may make it difficult to 
attain the proposed standard, we adopt 
the proposed standard because it is 
consistent with the statute and more 
protective of an individual’s right to 
elect not to receive further fundraising 
communications. For example, some 
commenters cited lag times between the 
creation of mailing lists and the receipt 
or update of opt out lists and difficulty 
in accurately identifying individuals on 
the fundraising lists due to name 
changes or variations and multiple 
addresses. These issues are common to 
the management of the medical or 
billing records and effectuating 
revocations of authorization, requests 
for access, and other general 
communications between the entity and 
the individual. We expect the same care 
and attention to the handling of 
protected health information in 
fundraising communications as is 
necessary for the proper handling of this 
information in all other health care 
operations performed by the covered 

entity. Covered entities voluntarily 
choosing to send fundraising 
communications to individuals must 
have data management systems and 
processes in place to timely track and 
flag those individuals who have opted 
out of receiving fundraising 
communications to ensure that they are 
not sent additional fundraising 
communications. 

The majority of commenters 
supported allowing a process for 
individuals who have opted out of 
receiving further fundraising 
communications to opt back in and the 
final rule at § 164.514(f)(2)(v) permits 
covered entities have one. Like the 
discretion given to covered entities 
regarding the methods through which 
an individual can opt out, the final rule 
gives covered entities the discretion to 
determine how individuals should be 
able to opt back in. For example, a 
covered entity could include as a part of 
a routine newsletter sent to all patients 
a phone number individuals can call to 
be put on a fundraising list. 

While some commenters suggested 
that opt outs should be time limited 
such that an individual automatically 
opts back in after a certain period of 
time, we do not believe that an 
individual’s election not to receive 
further fundraising communications is 
something that should automatically 
lapse. Because the individual has 
actively chosen to opt out, only a 
similar active decision by the individual 
to opt back in will suffice. Additionally, 
where an individual who has opted out 
of fundraising communications makes a 
donation to a covered entity, it does not 
serve, absent a separate election to opt 
back in, to automatically add the 
individual back onto the mailing list for 
fundraising communications. 

The Privacy Rule currently permits 
covered entities to use or disclose only 
demographic information relating to the 
individual and dates of health care 
provided to the individual for 
fundraising communications. In 
response to several commenters who 
asked for clarification regarding the 
scope of demographic information, the 
final rule, at § 164.514(f)(1)(i), clarifies 
that demographic information relating 
to an individual includes names, 
addresses, other contact information, 
age, gender, and dates of birth. Although 
much of this information was listed in 
the preamble to the 2000 final rule (65 
FR 82718) as being demographic 
information with respect to the 
fundraising provisions, we have added 
this information to the regulatory text 
for clarity. Additionally, we have 
included date of birth as demographic 
information, instead of merely age. We 
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believe that date of birth may be useful 
to covered entities because they are 
more likely to maintain a record of an 
individual’s date of birth, rather than 
his or her static age. We also note that 
the 2000 preamble identifies insurance 
status as falling within the category of 
demographic information. The final rule 
continues to allow covered entities to 
use or disclose information about an 
individual’s health insurance status for 
fundraising purposes; however, we list 
this category of information separately 
in the regulatory text, as we do not 
believe this information truly 
constitutes demographic information. 

In addition to demographic 
information, health insurance status, 
and dates of health care provided to the 
individual (which is currently permitted 
under the Rule), this final rule also 
allows covered entities to use and 
disclose department of service 
information, treating physician 
information, and outcome information 
for fundraising purposes. These three 
categories of information were most 
frequently identified by commenters as 
the most needed for covered entities to 
further target fundraising 
communications to appropriate 
individuals. Although we do not define 
these terms, we clarify that department 
of service information includes 
information about the general 
department of treatment, such as 
cardiology, oncology, or pediatrics. 
Additionally, we clarify that outcome 
information includes information 
regarding the death of the patient or any 
sub-optimal result of treatment or 
services. In permitting its use for 
fundraising purposes, we intend for it to 
be used by the covered entity itself to 
screen and eliminate from fundraising 
solicitations those individuals 
experiencing a sub-optimum outcome, 
and for its disclosure to a business 
associate or institutionally related 
foundation only where such screening 
function is done by those parties. We 
also emphasize that as with any use or 
disclosure under the Privacy Rule, a 
covered entity must apply the minimum 
necessary standard at § 164.502(b) to 
ensure that only the minimum amount 
of protected health information 
necessary to accomplish the intended 
purpose is used or disclosed. 

We adopt in the final rule the 
provision prohibiting the conditioning 
of treatment or payment on an 
individual’s choice with respect to the 
receipt of fundraising communications. 
We also adopt at § 164.520(b)(1)(iii)(A) 
the requirement that the notice of 
privacy practices inform individuals 
that a covered entity may contact them 
to raise funds for the covered entity and 

an individual has a right to opt out of 
receiving such communications. The 
final rule does not require covered 
entities to send pre-solicitation opt outs 
to individuals prior to the first 
fundraising communication. We believe 
that because the individual will be on 
notice of the opportunity to opt out of 
receiving fundraising communications 
through the notice of privacy practices 
and the first fundraising communication 
itself will contain a clear and 
conspicuous opportunity to opt out, 
there is no need to require covered 
entities to incur the additional burden 
and cost of sending pre-solicitation opt 
outs. 

Under the Privacy Rule fundraising 
communications can take many forms, 
including communications made over 
the phone. Despite the fact that the 
HITECH Act refers only to written 
fundraising communications, because 
the Privacy Rule applies to 
communications made over the phone, 
we believe it would be counterintuitive 
to apply the strengthened opt out 
requirement to only written fundraising 
communications. Therefore, like 
fundraising communications made in 
writing, covered entities that make 
fundraising communications over the 
phone must clearly inform individuals 
that they have a right to opt out of 
further solicitations. Accordingly, to 
make clear that the opt out requirement 
applies to fundraising solicitations 
made over the phone, the final rule 
provides that the opt out requirement 
applies to each fundraising 
communication ‘‘made’’ rather than 
‘‘sent’’ to an individual. 

We also emphasize that the notice and 
opt out requirements for fundraising 
communications apply only where the 
covered entity is using or disclosing 
protected health information to target 
the fundraising communication. If the 
covered entity does not use protected 
health information to send fundraising 
materials, then the notice and opt out 
requirements do not apply. For 
example, if a covered entity uses a 
public directory to mail fundraising 
communications to all residents in a 
particular geographic service area, the 
notice and opt out requirements are not 
applicable. 

Response to Other Public Comments 

Comment: A few commenters 
suggested that, to better protect an 
individual’s privacy, particularly where 
sensitive health information may be 
used to target solicitations, the final rule 
should require an opt in process rather 
than an opt out process for consenting 
to fundraising communications. 

Response: We decline to require an 
opt in process. The HITECH Act did not 
replace the right to opt out of 
fundraising communications with an 
opt in process. Further, we continue to 
believe that the opt out process, 
particularly as it has been strengthened 
by the HITECH Act and this final rule, 
provides individuals with appropriate 
control over the use of their information 
for these purposes. 

Comment: One commenter asked that 
if an individual opts out of receiving 
further fundraising communications 
through a mailed communication, must 
the covered entity also remove the 
individual’s name from the list through 
which the covered entity sends email 
fundraising communications, or must 
the individual opt out of receiving such 
email communications separately. 

Response: A covered entity may 
choose to provide individuals with the 
opportunity to select their preferred 
method for receiving fundraising 
communications. If an individual elects 
to opt out of future fundraising 
communications, then the opt out is 
effective for all forms of fundraising 
communications. Thus, the individual 
must be removed from all such lists. 

8. Section 164.520—Notice of Privacy 
Practices for Protected Health 
Information 

Proposed Rule 

Section 164.520 of the Privacy Rule 
sets out the requirements for most 
covered entities to have and distribute 
a notice of privacy practices (NPP). The 
NPP must describe the uses and 
disclosures of protected health 
information a covered entity is 
permitted to make, the covered entity’s 
legal duties and privacy practices with 
respect to protected health information, 
and the individual’s rights concerning 
protected health information. 

Section 164.520(b)(1)(ii) requires a 
covered entity to include separate 
statements about permitted uses and 
disclosures that the covered entity 
intends to make, including uses and 
disclosures for certain treatment, 
payment, or health care operations 
purposes. Further, § 164.520(b)(1)(ii)(E) 
currently requires that the NPP contain 
a statement that any uses and 
disclosures other than those permitted 
by the Privacy Rule will be made only 
with the written authorization of the 
individual, and that the individual has 
the right to revoke an authorization 
pursuant to § 164.508(b)(5). 

We proposed to amend 
§ 164.520(b)(1)(ii)(E) to require that the 
NPP describe the uses and disclosures 
of protected health information that 
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require an authorization under 
§ 164.508(a)(2) through (a)(4) (i.e., 
including a statement that most uses 
and disclosures of psychotherapy notes 
and of protected health information for 
marketing purposes and the sale of 
protected health information require an 
authorization), and provide that other 
uses and disclosures not described in 
the notice will be made only with the 
individual’s authorization. 

Section 164.520(b)(1)(iii) requires a 
covered entity to include in its NPP 
separate statements about certain 
activities if the covered entity intends to 
engage in any of the activities. In 
particular, § 164.520(b)(1)(iii) requires a 
separate statement in the notice if the 
covered entity intends to contact the 
individual to provide appointment 
reminders or information about 
treatment alternatives or other health- 
related benefits or services; to contact 
the individual to fundraise for the 
covered entity; or, with respect to a 
group health plan, to disclose protected 
health information to the plan sponsor. 

First, with respect to this provision, 
the NPRM proposed to modify 
§ 164.520(b)(1)(iii)(A) to align the 
required statement with the proposed 
modifications related to marketing and 
subsidized treatment communications. 
The provision would have required a 
covered health care provider that 
intends to send treatment 
communications to individuals and has 
received financial remuneration in 
exchange for making the 
communication to, in its NPP, notify 
individuals of this intention and to 
inform them that they can opt out of 
receiving such communications. 
Second, at § 164.520(b)(1)(iii)(B) we 
proposed to require that if a covered 
entity intends to contact the individual 
to raise funds for the entity as permitted 
under § 164.514(f)(1), the covered entity 
must not only inform the individual in 
the NPP of this intention but also must 
inform the individual that he or she has 
the right to opt out of receiving such 
communications. 

Section 164.520(b)(1)(iv) requires that 
the NPP contain statements regarding 
the rights of individuals with respect to 
their protected health information and a 
brief description of how individuals 
may exercise such rights. Section 
164.520(b)(1)(iv)(A) currently requires a 
statement and a brief description 
addressing an individual’s right to 
request restrictions on the uses and 
disclosures of protected health 
information pursuant to § 164.522(a), 
including the fact that the covered 
entity is not required to agree to this 
request. 

The NPRM proposed to modify 
§ 164.520(b)(1)(iv)(A) to require a 
statement explaining that the covered 
entity is required to agree to a request 
to restrict disclosure of protected health 
information to a health plan if the 
disclosure is for payment or health care 
operations and pertains to a health care 
item or service for which the individual 
has paid out of pocket in full, as 
provided at § 164.522(a)(1)(vi). 

Under Subpart D of Part 164, covered 
entities now have new breach 
notification obligations. We requested 
comment on whether the Privacy Rule 
should require a specific statement 
regarding this new legal duty and what 
particular aspects of this new duty 
would be important for individuals to 
be notified of in the NPP. 

The NPRM stated that modifications 
to § 164.520 would represent material 
changes to covered entities’ NPPs. 
Section 164.520(b)(3) requires that when 
there is a material change to the NPP, 
covered entities must promptly revise 
and distribute the NPP as outlined at 
§ 164.520(c). Section 164.520(c)(1)(i)(C) 
requires that health plans provide notice 
to individuals covered by the plan 
within 60 days of any material revision 
to the NPP. Because we acknowledged 
that revising and redistributing a NPP 
may be costly for health plans, we 
requested comment on ways to inform 
individuals of this change to privacy 
practices without unduly burdening 
health plans. We requested comment on 
options for informing individuals in a 
timely manner of this proposed or other 
material changes to the NPP. We also 
requested comment on this issue in the 
proposed changes to the Privacy Rule 
pursuant to the Genetic Information 
Nondiscrimination Act (GINA), as 
discussed below in Section VI. In 
particular, the Department requested 
comment on the following options: (1) 
Replace the 60-day requirement with a 
requirement for health plans to revise 
their NPPs and redistribute them (or at 
least notify members of the material 
change to the NPP and how to obtain 
the revised NPP) in their next annual 
mailing to members after a material 
revision to the NPP, such as at the 
beginning of the plan year or during the 
open enrollment period; (2) provide a 
specified delay or extension of the 60- 
day timeframe for health plans (3) retain 
the provision generally to require health 
plans to provide notice within 60 days 
of a material revision but provide that 
the Secretary will waive the 60-day 
timeframe in cases where the timing or 
substance of modifications to the 
Privacy Rule call for such a waiver; or 
(4) make no change and thus, require 
that health plans that perform 

underwriting provide notice to 
individuals within 60 days of the 
material change to the NPP that would 
be required by this proposed rule. The 
Department requested comment on 
these options, as well as any other 
options for informing individuals in a 
timely manner of material changes to 
the NPP. 

Section 164.520(c)(2)(iv) requires that 
when a health care provider with a 
direct treatment relationship with an 
individual revises the NPP, the health 
care provider must make the NPP 
available upon request on or after the 
effective date of the revision and must 
comply with the requirements of 
§ 164.520(c)(2)(iii) to have the NPP 
available at the delivery site and to post 
the notice in a clear and prominent 
location. We did not propose changes to 
these provisions because we did not 
believe these requirements to be overly 
burdensome but we requested comment 
on the issue. 

Overview of Public Comments 
We received several comments 

expressing support for the proposed 
requirement that the NPP include a 
statement about the uses and 
disclosures that require authorization. 
However, other commenters opposed 
this requirement, arguing that because 
not all uses and disclosures will apply 
to every individual, the statement will 
cause confusion and unnecessary 
concern. Additionally, these 
commenters argued that the cost of 
listing all of the situations requiring 
authorization would be significant. 

We received several comments in 
support of the proposed requirement 
that the NPP include a specific 
statement about authorization for uses 
and disclosures of psychotherapy notes. 
Some of these commenters requested 
that the final rule require covered 
providers to describe in their NPPs their 
recordkeeping practices with regard to 
psychotherapy notes and how those 
practices affect what information can be 
used and disclosed. Several commenters 
argued that only covered entities that 
record psychotherapy notes should be 
required to include a statement about 
the authorization requirement for 
psychotherapy notes in their NPPs. 

We also received several comments 
expressing concern regarding the 
proposed requirement to include 
information in the NPP about the 
individual’s right to opt out of receiving 
certain communications. These 
commenters argued that information 
notifying individuals that they could 
opt out of receiving further subsidized 
treatment or fundraising 
communications would provide little 
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value to individuals at a significant cost 
to covered entities. These commenters 
felt that including this information 
would be unnecessary because all 
subsidized treatment and fundraising 
communications themselves will 
include an opt-out mechanism, and as 
such, including the information in the 
NPP may cause unnecessary concern for 
consumers. 

We received one comment in support 
of the requirement to include in the NPP 
a statement about an individual’s right 
to restrict certain uses and disclosures 
of protected health information if the 
individual pays for treatment or services 
out-of-pocket in full. We also received 
one comment suggesting that only 
health care providers should be required 
to include such a statement in their 
NPP. 

We received a number of comments 
supporting a requirement to include a 
statement in the NPP about the right to 
be notified following a breach of 
unsecured protected health information. 
One commenter suggested that 
explaining breach notification 
requirements in the NPP would help 
entities handle customer service issues 
that arise when customers become upset 
upon receipt of such a breach 
notification. However, a number of 
other commenters expressed opposition 
to this proposal due to concern that 
such a statement would cause 
unnecessary concern and fear among 
individuals who may believe that 
covered entities cannot appropriately 
secure their protected health 
information. Finally, we received one 
comment requesting that HHS specify 
the required elements of a breach 
notification statement for a NPP. 

We also received several comments 
arguing that the proposed changes 
should not constitute material changes 
to privacy practices requiring a new 
NPP, particularly where covered entities 
have already revised their NPPs to 
comply with the HITECH Act or State 
law requirements. Two additional 
commenters argued that each covered 
entity should determine whether a 
change is material or not, depending on 
its existing privacy practices. 

We received a number of comments 
regarding the appropriate timing and 
manner for distributing new NPPs. The 
majority of the comments received 
generally fell into three categories: (1) 
Support for a requirement to revise and 
distribute notices within 60 days of a 
material change; (2) a recommendation 
for HHS to require that covered entities 
promptly post a revised NPP on their 
Web site in conjunction with a 
requirement to send a notice of the 
change by mail within a specified 

period; and (3) a request for HHS to 
extend the compliance deadline and 
permit the distribution of the revised 
NPP through a quarterly newsletter, 
annual mailing, after 18 months of 
transition, or in a triennial mailing. In 
addition, many commenters supported 
electronic distribution of an NPP or a 
notice of material changes to the NPP. 

While not proposed, some 
commenters suggested eliminating or 
alternatives to the current requirements 
for health care providers with direct 
treatment relationships to hand the NPP 
to every individual patient and make a 
good faith attempt to obtain 
acknowledgement of receipt. 

A few commenters also expressed 
concern regarding the cost burden 
associated with revising and 
distributing a new NPP. One commenter 
argued that considerations of cost do not 
justify a delay in distributing a revised 
NPP. 

Final Rule 
First, the final rule adopts the 

modification to § 164.520(b)(1)(ii)(E), 
which requires certain statements in the 
NPP regarding uses and disclosures that 
require authorization. We note that, 
contrary to some commenter concerns, 
the final rule does not require the NPP 
to include a list of all situations 
requiring authorization. Instead, the 
NPP must contain a statement 
indicating that most uses and 
disclosures of psychotherapy notes 
(where appropriate), uses and 
disclosures of protected health 
information for marketing purposes, and 
disclosures that constitute a sale of 
protected health information require 
authorization, as well as a statement 
that other uses and disclosures not 
described in the NPP will be made only 
with authorization from the individual. 

The final rule does not require the 
NPP to include a description of a 
covered entity’s recordkeeping practices 
with respect to psychotherapy notes; 
however, covered entities are free to 
include such additional information in 
their NPP if they choose. Additionally, 
in response to requests by some 
commenters, we clarify that covered 
entities that do not record or maintain 
psychotherapy notes are not required to 
include a statement in their NPPs about 
the authorization requirement for uses 
and disclosures of psychotherapy notes. 

Second, because the final rule treats 
all subsidized treatment 
communications as marketing 
communications, we have not adopted 
the proposal to require a statement in 
the NPP about such communications 
and the ability of an individual to opt 
out. For further discussion on the 

decision to treat all subsidized 
treatment communications as marketing 
communications requiring an 
authorization, please see the above 
discussion regarding § 164.501. 

The final rule, however, adopts the 
proposed requirement for a statement in 
the NPP regarding fundraising 
communications and an individual’s 
right to opt out of receiving such 
communications, if a covered entity 
intends to contact an individual to raise 
funds for the covered entity. Because 
individuals will be provided the 
opportunity to opt out of fundraising 
communications with each solicitation, 
the final rule does not require the NPP 
to include the mechanism for 
individuals to opt out of receiving 
fundraising communications, although 
covered entities are free to include such 
information if they choose to do so. 

The final rule also adopts the 
proposal that the NPP inform 
individuals of their new right to restrict 
certain disclosures of protected health 
information to a health plan where the 
individual pays out of pocket in full for 
the health care item or service. Only 
health care providers are required to 
include such a statement in the NPP; 
other covered entities may retain the 
existing language indicating that a 
covered entity is not required to agree 
to a requested restriction. 

The final rule also requires covered 
entities to include in their NPP a 
statement of the right of affected 
individuals to be notified following a 
breach of unsecured protected health 
information. We believe that individuals 
should be informed of their right to 
receive and the obligations of covered 
entities to provide notification following 
a breach. We disagree with the 
commenters who argued that such a 
statement would cause individuals 
unnecessary concern and would create 
unfounded fear that covered entities 
cannot appropriately secure protected 
health information. Such advance notice 
of their rights should provide helpful 
context for individuals should they later 
receive a breach notification. In 
response to comments, we also clarify 
that a simple statement in the NPP that 
an individual has a right to or will 
receive notifications of breaches of his 
or her unsecured protected health 
information will suffice for purposes of 
this requirement. We do not intend for 
this requirement to add undue 
complexity or length to a covered 
entity’s NPP. Thus, the statement need 
not be entity-specific, such as by 
describing how the covered entity will 
conduct a risk assessment, include the 
regulatory descriptions of ‘‘breach’’ or 
‘‘unsecured PHI,’’ or describe the types 
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of information to be provided in the 
actual breach notification to the 
individual. However, covered entities 
that wish to include additional or more 
detailed information may do so. 

These changes represent material 
changes to the NPP of covered entities. 
We disagree with the few commenters 
who argued that such modifications to 
§ 164.520 do not constitute material 
changes of privacy practices requiring 
the distribution of new NPPs. The 
modifications to § 164.520 are 
significant and are important to ensure 
that individuals are aware of the 
HITECH Act changes that affect privacy 
protections and individual rights 
regarding protected health information. 

Section 164.520(c)(1) of the final rule 
requires a health plan that currently 
posts its NPP on its Web site in 
accordance with § 164.520(c)(3)(i) to: (1) 
Prominently post the material change or 
its revised notice on its web site by the 
effective date of the material change to 
the notice (e.g., the compliance date of 
this final rule) and (2) provide the 
revised notice, or information about the 
material change and how to obtain the 
revised notice, in its next annual 
mailing to individuals then covered by 
the plan, such as at the beginning of the 
plan year or during the open enrollment 
period. Health plans that do not have 
customer service web sites are required 
to provide the revised NPP, or 
information about the material change 
and how to obtain the revised notice, to 
individuals covered by the plan within 
60 days of the material revision to the 
notice. These requirements apply to all 
material changes including, where 
applicable, the rule change adopted 
pursuant to GINA to prohibit most 
health plans from using or disclosing 
genetic information for underwriting 
purposes. 

We believe these distribution 
requirements best balance the right of 
individuals to be informed of their 
privacy rights with the burden on health 
plans to provide the revised NPP. We 
also note that health plans should 
provide both paper- and web-based 
notices in a way accessible to all 
beneficiaries, including those 
individuals with disabilities. These 
modifications provide an avenue for an 
individual to be informed of material 
changes upon their effective date while 
better aligning the NPP distribution 
with health plans’ normal mailings to 
individuals. 

For health care providers, the final 
rule does not modify the current 
requirements to distribute revisions to 
the NPP. As such, § 164.520(c)(2)(iv) 
requires that when a health care 
provider with a direct treatment 

relationship with an individual revises 
the NPP, the health care provider must 
make the NPP available upon request on 
or after the effective date of the revision 
and must comply with the requirements 
of § 164.520(c)(2)(iii) to have the NPP 
available at the delivery site and to post 
the notice in a clear and prominent 
location. In response to several 
comments expressing concern about 
printing costs for new NPPs, we clarify 
that providers are not required to print 
and hand out a revised NPP to all 
individuals seeking treatment; providers 
must post the revised NPP in a clear and 
prominent location and have copies of 
the NPP at the delivery site for 
individuals to request to take with them. 
Providers are only required to give a 
copy of the NPP to, and obtain a good 
faith acknowledgment of receipt from, 
new patients. As a result, we do not 
believe that the current requirement is 
overly burdensome to providers, nor is 
it overly costly. We also clarify that 
while health care providers are required 
to post the NPP in a clear and 
prominent location at the delivery site, 
providers may post a summary of the 
notice in such a location as long as the 
full notice is immediately available 
(such as on a table directly under the 
posted summary) for individuals to pick 
up without any additional burden on 
their part. It would not be appropriate, 
however, to require the individual to 
have to ask the receptionist for a copy 
of the full NPP. 

To the extent that some covered 
entities have already revised their NPPs 
in response to the enactment of the 
HITECH Act or State law requirements, 
we clarify that as long as a covered 
entity’s current NPP is consistent with 
this final rule and individuals have been 
informed of all material revisions made 
to the NPP, the covered entity is not 
required to revise and distribute another 
NPP upon publication of this final rule. 
Finally, we note that to the extent a 
covered entity is required to comply 
with Section 504 of the Rehabilitation 
Act of 1973 or the Americans with 
Disabilities Act of 1990, the covered 
entity has an obligation to take steps 
that may be necessary to ensure 
effective communication with 
individuals with disabilities, which 
could include making the revised NPP 
or notice of material changes to the NPP 
available in alternate formats, such as 
Braille, large print, or audio. 

Response to Other Public Comments 
Comment: One commenter expressed 

concern about the addition of more 
information to the NPP when it is 
already very long and complex, while 
several commenters recommended that 

the final rule require NPPs to be 
shortened, simplified, and written in a 
clear, easily understandable manner. In 
addition, while a few commenters 
suggested that HHS provide a sample or 
standard NPP, many more commenters 
requested flexibility in developing the 
content of their respective NPPs. 

Response: We believe that the 
additions to the NPP required by the 
final rule are necessary to fully inform 
individuals of the covered entity’s 
privacy practices and their rights. The 
NPP should be provided in a clear, 
concise, and easy to understand 
manner, and we clarify that covered 
entities may use a ‘‘layered notice’’ to 
implement the Rule’s provisions, so 
long as the elements required at 
§ 164.520(b) are included in the 
document that is provided for the 
individual. For example, a covered 
entity may satisfy the NPP provisions by 
providing the individual with both a 
short notice that briefly summarizes the 
individual’s rights, as well as other 
information, and a longer notice, 
layered beneath the short notice that 
contains all the elements required by 
the Rule. Additionally, the Privacy Rule 
requires that the NPP be written in plain 
language, and we note that some 
covered entities may have obligations 
under other laws with respect to their 
communication with affected 
individuals. For example, to the extent 
a covered entity is obligated to comply 
with Title VI of the Civil Rights Act of 
1964, the covered entity must take 
reasonable steps to ensure meaningful 
access for Limited English Proficient 
persons to the services of the covered 
entity, which could include translating 
the NPP into frequently encountered 
languages. In addition, we agree with 
the commenters who suggested that 
covered entities have flexibility and 
discretion to determine how to draft and 
prepare their NPPs. Because each NPP 
will vary based on the functions of the 
individual covered entity, there is no 
‘‘one size fits all’’ approach. However, 
we continue to explore options for 
making model or best practice language 
available. 

Comment: One commenter requested 
elimination of the requirement that 
covered entities obtain agreement from 
individuals (an opt in) before electronic 
distribution while another commenter 
requested that HHS clarify that a 
covered entity may obtain an electronic 
agreement from an individual to receive 
an NPP electronically. 

Response: The Privacy Rule permits 
covered entities to distribute their NPPs 
or notices of material changes by email, 
provided the individual has agreed to 
receive an electronic copy. Although 
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internet access is a convenience of daily 
life for many individuals, maintaining 
the opt-in requirement ensures that 
individuals who are not able to or 
choose not to receive information 
electronically are fully informed of how 
their protected health information is 
being used and disclosed and of their 
individual rights with respect to this 
information. We clarify that agreement 
to receive electronic notice can be 
obtained electronically pursuant to the 
requirements at § 164.520(c)(3). 

9. Section 164.522(a)—Right To Request 
a Restriction of Uses and Disclosures 

Section 164.522(a) of the Privacy Rule 
requires covered entities to permit 
individuals to request that a covered 
entity restrict uses or disclosures of 
their protected health information for 
treatment, payment, and health care 
operations purposes, as well as for 
disclosures to family members and 
certain others permitted under 
§ 164.510(b). While covered entities are 
not required to agree to such requests 
for restrictions, if a covered entity does 
agree to restrict the use or disclosure of 
an individual’s protected health 
information, the covered entity must 
abide by that restriction, except in 
emergency circumstances when the 
information is required for the treatment 
of the individual. Section 164.522 also 
includes provisions for the termination 
of such a restriction and requires that 
covered entities that have agreed to a 
restriction document the restriction in 
writing. 

Proposed Rule 
Section 13405(a) of the HITECH Act 

sets forth certain circumstances in 
which a covered entity now must 
comply with an individual’s request for 
restriction of disclosure of his or her 
protected health information. 
Specifically, section 13405(a) of the 
HITECH Act requires that when an 
individual requests a restriction on 
disclosure pursuant to § 164.522, the 
covered entity must agree to the 
requested restriction unless the 
disclosure is otherwise required by law, 
if the request for restriction is on 
disclosures of protected health 
information to a health plan for the 
purpose of carrying out payment or 
health care operations and if the 
restriction applies to protected health 
information that pertains solely to a 
health care item or service for which the 
health care provider has been paid out 
of pocket in full. 

To implement section 13405(a) of the 
HITECH Act, we proposed a number of 
changes to the Privacy Rule’s provisions 
regarding an individual’s right to 

request restrictions of certain uses and 
disclosures. First, we proposed at 
§ 164.522(a)(1)(vi) to require a covered 
entity to agree to a request by an 
individual to restrict the disclosure of 
protected health information about the 
individual to a health plan if: (A) the 
disclosure is for the purposes of 
carrying out payment or health care 
operations and is not otherwise required 
by law; and (B) the protected health 
information pertains solely to a health 
care item or service for which the 
individual, or person on behalf of the 
individual other than the health plan, 
has paid the covered entity in full. In 
recognition that there are many 
situations in which family members or 
other persons may pay for the 
individual’s treatment, we proposed to 
include language to the provision to 
ensure that this requirement not be 
limited to solely the individual paying 
for the health care item or service but 
would also include payment made by 
another person, other than the health 
plan, on behalf of the individual. 

We proposed to modify 
§ 164.522(a)(1)(ii), which states that a 
covered entity is not required to agree 
to a restriction, to refer to this exception 
to that general rule. We noted in the 
NPRM that in cases where an individual 
has exercised his or her right to restrict 
disclosure to a health plan under the 
above circumstances, the covered entity 
is also prohibited from making such 
disclosures to a business associate of the 
health plan, because a covered entity 
may only disclose protected health 
information to a business associate of 
another covered entity if the disclosure 
would be permitted directly to the other 
covered entity. We also proposed 
conforming modifications to 
§ 164.522(a)(2) and (3) regarding 
terminating restrictions and 
documentation of restrictions to reflect 
these new requirements, and to make 
clear that, unlike other agreed to 
restrictions, a covered entity may not 
unilaterally terminate a required 
restriction to a health plan under 
§ 164.522(a)(1)(ii). 

We provided a number of 
clarifications, and solicited public 
comment on a number of issues, 
regarding these proposed provisions, as 
follows. We stated that we interpret 
section 13405(a) as giving the individual 
a right to determine for which health 
care items or services the individual 
wishes to pay out of pocket and restrict. 
Thus, section 13405(a) would not 
permit a covered entity to require 
individuals who wish to restrict 
disclosures about only certain health 
care items or services to a health plan 
to restrict disclosures of protected 

health information regarding all health 
care to the health plan. We requested 
comment on the types of treatment 
interactions between individuals and 
covered entities that would make 
implementing a restriction more 
difficult and ways to address such 
difficult situations, such as where an 
individual wishes to restrict a 
disclosure regarding a prescription to a 
health plan but because the provider 
electronically sends prescriptions to the 
pharmacy to be filled, the pharmacy 
may have already billed the health plan 
by the time the patient arrives at the 
pharmacy. We requested comment 
generally on whether covered health 
care providers that know of a restriction 
should inform other health care 
providers downstream of such 
restriction, including pharmacies, and 
whether technology could facilitate 
such notification. We requested 
comment on examples of the types of 
disclosures that may fall under this 
‘‘required by law’’ exception. With 
respect to an individual, or someone on 
behalf of the individual, paying out of 
pocket for the health care item or 
service, we noted that the individual 
should not expect that this payment 
would count towards the individual’s 
out of pocket threshold with respect to 
his or her health plan benefits. We 
requested comment on how this 
provision will function with respect to 
HMOs, given our understanding that 
under most current HMO contracts with 
providers an individual could not pay 
the provider in full for the treatment or 
service received. We clarified in the 
NPRM that if an individual’s out of 
pocket payment for a health care item or 
service is not honored (e.g., the 
individual’s check bounces), the 
covered entity is not obligated to 
continue to abide by the requested 
restriction because the individual has 
not fulfilled the requirements necessary 
to obtain the restriction. Additionally, 
we stated our expectation in such cases 
that covered entities make some attempt 
to resolve any payment issues with the 
individual prior to sending the 
protected health information to the 
health plan, such as by notifying the 
individual that his or her payment did 
not go through and giving the individual 
an opportunity to submit payment and 
requesting comment on the extent to 
which covered entities must make 
reasonable efforts to secure payment 
from the individual prior to billing the 
health plan. We requested comment on 
the scope of a restriction and in what 
circumstances it should apply to a 
subsequent, but related, treatment 
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encounter, such as follow-up care for 
treatment of a particular condition. 

Overview of Public Comments 

We received many comments on these 
proposed provisions and our questions 
as to how they should apply. A number 
of commenters generally supported the 
provisions as being an important right 
for health care consumers. However, 
many commenters expressed concerns 
with these new requirements. Many 
commenters raised concerns with, and 
requested guidance on, how to 
operationalize a restriction. Several 
commenters were concerned with 
having to create separate records to 
ensure that restricted data is not 
inadvertently sent to or accessible by 
the health plan or to manually redact 
information from the medical record 
prior to disclosure to a health plan. 
Commenters argued that having to 
segregate restricted and unrestricted 
information or redact restricted 
information prior to disclosure would 
be burdensome as such a process would 
generally have to occur manually, and 
may result in difficulties with ensuring 
that treating providers continue to have 
access to the entire medical record. 
Some commenters were concerned 
specifically with having to manually 
redact or create separate records prior to 
a health plan audit, or otherwise with 
withholding information from a plan 
during an audit, to ensure a health plan 
would not see restricted information. 

With respect to the exception to a 
restriction for disclosures that are 
required by law, several commenters 
supported this exception but requested 
clarification on how such an exception 
would affect providers’ existing legal 
obligations. Many commenters 
suggested that providers would be 
prohibited from receiving cash payment 
from individuals for items or services 
otherwise covered by State or Federally 
funded programs, such as Medicare and 
Medicaid, and thus, requested that 
disclosures to such State or Federally 
funded programs not be eligible for 
restriction. Similarly, some commenters 
sought clarification on the effect of this 
provision where certain State laws 
prohibit ‘‘balance billing,’’ making it 
illegal for the provider to bill the patient 
for any covered services over and above 
any permissible copayment, 
coinsurance or deductible amounts. 
Some commenters asked that we clarify 
that the ‘‘required by law’’ exception 
allows providers to disclose protected 
health information subject to a 
restriction for Medicare and Medicaid 
audits, because those insurers require 
complete, accurate records for audits. 

Other commenters were concerned 
with applying a restriction to only 
certain health care items or services 
provided during a single patient 
encounter or visit. Commenters argued 
that split billing is not possible for most 
providers or that it may be obvious to 
a health plan if one item or service out 
of a bundle is restricted and that 
unbundling services may be costly. One 
commenter suggested that individuals 
should only be able to restrict certain 
types of services/treatment (e.g., 
cosmetic surgery and family planning 
services) as such services are more 
easily segregable from other health care 
services. 

In response to our question regarding 
available electronic methods through 
which a prescribing provider could alert 
a pharmacy that an individual intends 
to pay out of pocket for a prescription 
and restrict disclosure to a health plan, 
commenters indicated they were 
generally unaware of any system that 
would alert a pharmacy of restrictions 
electronically, and many agreed that the 
cost and burden of flagging records 
manually would not be feasible for all 
covered entities. In general, commenters 
agreed that paper prescriptions would 
provide individuals with an opportunity 
to request a restriction when they arrive 
at the pharmacy. However, commenters 
also noted that returning to the use of 
paper prescriptions over electronic 
prescribing would be a step in the 
wrong direction, as there are many 
benefits to electronic prescribing, and it 
is important not to limit these benefits. 

Almost all of the comments we 
received regarding the obligation 
generally of health care providers that 
know of a restriction to inform 
downstream health care providers of the 
restriction argued that it should be the 
individual’s and not the provider’s 
responsibility to inform downstream 
providers of any requested restriction. 
While a few commenters stated that the 
provider should bear this responsibility, 
the majority believed that this obligation 
would be difficult and burdensome for 
a provider. Some commenters 
acknowledged that in time, more 
advanced electronic and automated 
systems may allow providers to notify 
other providers downstream of a 
restriction, but these commenters 
stressed that such systems are not 
widely available at this time. 

With respect to the requirement’s 
application to health care providers 
providing care within an HMO context, 
many commenters expressed support for 
the suggestion that HMO patients would 
have to use an out-of-network provider 
for treatment to ensure that the 
restricted information would not be 

disclosed to the HMO. Some 
commenters indicated that State laws 
and/or provider contracts with an HMO 
may prohibit the provider from 
receiving a cash payment from an HMO 
patient above the patient’s cost-sharing 
amount for the health care item or 
service. Conversely, some commenters 
stated that individuals should not have 
to go out-of-network when requesting a 
restriction and instead, providers could 
and should treat the services as non- 
covered services and accept payment 
directly from the patient. Several 
commenters also suggested that 
managed care contracts would have to 
be revised or renegotiated in order to 
comply with this provision and as such, 
ample time for renegotiation should be 
provided. 

Commenters generally supported the 
language in the proposed rule making 
clear that a restriction would apply 
where an individual requests a 
restriction, but someone other than the 
individual (other than the health plan), 
such as a family member, pays for the 
individual’s care on behalf of the 
individual. One commenter asked for 
clarification that payment by any health 
plan would not constitute payment out 
of pocket by the individual. The 
commenter stated that such clarification 
was necessary to avoid the situation 
where an individual has coverage under 
multiple plans, pays for care with a 
secondary plan, requests a restriction on 
disclosure to the primary plan, and then 
the secondary plan proceeds to obtain 
reimbursement from the primary plan 
disclosing the protected health 
information at issue. Another 
commenter asked that we clarify that a 
clinical research participant whose 
health care services are paid for by a 
research grant can still qualify for a 
restriction to the individual’s health 
plan. 

Most commenters supported not 
having to abide by a requested 
restriction in cases where the 
individual’s method of payment is 
returned or otherwise does not go 
through. A few commenters suggested 
that a covered entity should include 
information to this effect in its notice of 
privacy practices. A number of 
commenters expressed concern with the 
ability of a provider to bill a health plan 
for services following an individual’s 
inability to pay. For example, a provider 
may find it difficult to be reimbursed for 
services if the provider did not obtain 
the plan’s required pre-certification for 
services because the individual initially 
agreed to pay out of pocket for the 
services. 

Several commenters asked for 
guidance on what constitutes a 
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‘‘reasonable effort’’ to obtain payment 
from an individual prior to billing a 
health plan for health care services 
where an individual’s original form of 
payment fails, and argued that the effort 
required should not be too burdensome 
on providers. A number of commenters 
suggested various alternatives. A few 
commenters suggested that providers 
should be able to set a deadline for 
payment and then bill the plan if the 
patient fails to pay; others requested 
that the regulation set a specific 
timeframe in which providers must be 
paid or the requested restriction is 
terminated. Some commenters 
suggested that a ‘‘reasonable effort’’ 
should be based upon a covered entity 
making one or two attempts to contact 
the patient and obtain payment. 
Another commenter recommended that 
reasonable efforts should require the 
provider to make a good faith effort to 
obtain payment based on their usual 
debt collection practices. Other 
commenters requested clarification that 
reasonable efforts would not require a 
provider sending a bill to a collection 
agency. Some commenters were 
generally concerned with requiring a 
provider to wait too long for payment, 
as the provider could risk the plan not 
paying for the treatment if it is billed too 
late. Certain commenters argued that 
providers should not have to engage in 
any attempts to resolve payment issues 
if an individual’s payment fails prior to 
billing the health plan for the services. 
Finally, a number of commenters asked 
whether a provider could require 
payment in full at the time of the 
request for a restriction to avoid 
payment issues altogether. 

Finally, many commenters responded 
to the NPRM’s approach to follow-up 
care. The majority of commenters 
supported the idea that if an individual 
does not request a restriction and pay 
out of pocket for follow up care, then 
the covered entity may disclose the 
protected health information necessary 
to obtain payment from the health plan 
for such follow up care, recognizing that 
some of the protected health 
information may relate to and/or 
indicate that the individual received the 
underlying health care item or service to 
which a restriction applied. A few 
commenters asked whether individual 
authorization would be required to 
disclose previously restricted protected 
health information to a health plan if 
the individual does not want to restrict 
the follow up care. A number of 
commenters expressed support for 
providers counseling patients on the 
consequences of not restricting follow- 
up care. A few commenters were 

concerned as to how a provider would 
know when such counseling was 
needed and what it should include, and 
asked whether giving the individual a 
written statement explaining the 
consequences would suffice. 

Final Rule 
We adopt the modifications to 

§ 164.522 as proposed in the NPRM to 
implement section 13405(a) of the 
HITECH Act. In response to questions 
and comments regarding how to 
operationalize these requirements, we 
provide the following clarifications. We 
clarify that these provisions do not 
require that covered health care 
providers create separate medical 
records or otherwise segregate protected 
health information subject to a restricted 
health care item or service. Covered 
health care providers will, however, 
need to employ some method to flag or 
make a notation in the record with 
respect to the protected health 
information that has been restricted to 
ensure that such information is not 
inadvertently sent to or made accessible 
to the health plan for payment or health 
care operations purposes, such as audits 
by the health plan. Covered entities 
should already have in place, and thus 
be familiar with applying, minimum 
necessary policies and procedures, 
which require limiting the protected 
health information disclosed to a health 
plan to the amount reasonably necessary 
to achieve the purpose of the disclosure. 
Thus, covered entities should already 
have mechanisms in place to 
appropriately limit the protected health 
information that is disclosed to a health 
plan. 

With respect to commenters who were 
concerned about providers being able to 
continue to meet their legal obligations, 
such as disclosing protected health 
information to Medicare or Medicaid for 
required audits, we note that the statute 
and final rule continue to allow 
disclosures that are otherwise required 
by law, notwithstanding that an 
individual has requested a restriction on 
such disclosures. Thus, a covered entity 
may disclose the protected health 
information necessary to meet the 
requirements of the law. Under the 
Privacy Rule, ‘‘required by law’’ is 
defined at § 164.103 as a mandate 
contained in law that compels a covered 
entity to make a use or disclosure of 
protected health information and that is 
enforceable in a court of law. For 
purposes of this definition, ‘‘required by 
law’’ includes Medicare conditions of 
participation with respect to health care 
providers participating in the program, 
and statutes and regulations that require 
the production of information if 

payment is sought under a government 
program providing public benefits. 
Therefore, if a covered entity is required 
by law to submit protected health 
information to a Federal health plan, it 
may continue to do so as necessary to 
comply with that legal mandate. With 
respect to commenters’ concerns with 
prohibitions in State law and under 
Medicare and Medicaid that prevent 
providers from billing, and receiving 
cash payment from, an individual for 
covered services over and above any 
permissible cost sharing amounts, we 
provide the following guidance. If a 
provider is required by State or other 
law to submit a claim to a health plan 
for a covered service provided to the 
individual, and there is no exception or 
procedure for individuals wishing to 
pay out of pocket for the service, then 
the disclosure is required by law and is 
an exception to an individual’s right to 
request a restriction to the health plan 
pursuant to § 154.522(a)(1)(vi)(A) of the 
Rule. With respect to Medicare, it is our 
understanding that when a physician or 
supplier furnishes a service that is 
covered by Medicare, then it is subject 
to the mandatory claim submission 
provisions of section 1848(g)(4) of the 
Social Security Act (the Act), which 
requires that if a physician or supplier 
charges or attempts to charge a 
beneficiary any remuneration for a 
service that is covered by Medicare, 
then the physician or supplier must 
submit a claim to Medicare. However, 
there is an exception to this rule where 
a beneficiary (or the beneficiary’s legal 
representative) refuses, of his/her own 
free will, to authorize the submission of 
a bill to Medicare. In such cases, a 
Medicare provider is not required to 
submit a claim to Medicare for the 
covered service and may accept an out 
of pocket payment for the service from 
the beneficiary. The limits on what the 
provider may collect from the 
beneficiary continue to apply to charges 
for the covered service, notwithstanding 
the absence of a claim to Medicare. See 
the Medicare Benefit Policy Manual, 
Internet only Manual pub. 100–2, ch. 
15, sect. 40, available at http:// 
www.cms.gov/manuals/Downloads/ 
bp102c15.pdf. Thus, if a Medicare 
beneficiary requests a restriction on the 
disclosure of protected health 
information to Medicare for a covered 
service and pays out of pocket for the 
service (i.e., refuses to authorize the 
submission of a bill to Medicare for the 
service), the provider must restrict the 
disclosure of protected health 
information regarding the service to 
Medicare in accordance with 
§ 164.522(a)(1)(vi). 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00064 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 

http://www.cms.gov/manuals/Downloads/bp102c15.pdf
http://www.cms.gov/manuals/Downloads/bp102c15.pdf
http://www.cms.gov/manuals/Downloads/bp102c15.pdf


5629 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

Certain commenters raised concerns 
with an individual requesting a 
restriction with respect to only one of 
several health care items or services 
provided in a single patient encounter, 
and a provider being prohibited from 
unbundling, or it being more costly to 
unbundle, the services for purposes of 
billing a health plan. In such cases, we 
expect providers to counsel patients on 
the ability of the provider to unbundle 
the items or services and the impact of 
doing so (e.g., the health plan still may 
be able to determine that the restricted 
item or service was performed based on 
the context). If a provider is able to 
unbundle the items or services and 
accommodate the individual’s wishes 
after counseling the individual on the 
impact of unbundling, it should do so. 
If a provider is not able to unbundle a 
group of items or services, the provider 
should inform the individual and give 
the individual the opportunity to 
restrict and pay out of pocket for the 
entire bundle of items or services. 
Where a provider is not able to 
unbundle a group of bundled items or 
services, we view such group of 
bundled items or services as one item or 
service for the purpose of applying 
§ 164.522(a)(1)(v). However, we would 
expect a provider to accommodate an 
individual’s request for a restriction for 
separable and unbundled health care 
items or services, even if part of the 
same treatment encounter, such as in 
the prior example with respect to the 
patient receiving both treatment for 
asthma and diabetes. Thus, we decline 
to provide as a general rule that an 
individual may only restrict either all or 
none of the health care items or services 
that are part of one treatment encounter. 

In response to the question we posed 
in the NPRM regarding methods through 
which a provider could electronically 
(such as through an e-prescribing tool) 
notify a pharmacist of an individual’s 
restriction request, the majority of 
commenters indicated that there 
currently is not a widely available 
method for electronically notifying a 
pharmacy that a patient has requested a 
restriction. Further, commenters 
generally argued that it would be costly, 
burdensome, and unworkable for a 
provider to attempt to notify all 
subsequent providers of an individual’s 
restriction request, particularly given 
the lack of automated tools to make 
such notifications, and thus, it should 
remain the obligation of the individual 
to notify downstream providers if the 
individual wants to restrict protected 
health information to a health plan. We 
agree that it would be unworkable at 
this point, given the lack of automated 

technologies to support such a 
requirement, to require health care 
providers to notify downstream 
providers of the fact that an individual 
has requested a restriction to a health 
plan. However, we do encourage 
providers to counsel patients that they 
would need to request a restriction and 
pay out of pocket with other providers 
for the restriction to apply to the 
disclosures by such providers. In the 
case of an individual who wants to 
restrict disclosures to a health plan 
concerning a prescribed medication, the 
prescribing provider can provide the 
patient with a paper prescription to 
allow the individual an opportunity to 
request a restriction and pay for the 
prescription with the pharmacy before 
the pharmacy has submitted a bill to the 
health plan. However, while we do not 
require it, providers are permitted and 
encouraged to assist individuals as 
feasible in alerting downstream 
providers of the individual’s desire to 
request a restriction and pay out of 
pocket for a particular health care item 
or service. 

For example, consider an individual 
who is meeting with her primary 
physician and requests a restriction on 
tests that are being administered to 
determine if she has a heart condition. 
If, after conducting the tests, the 
patient’s primary physician refers the 
patient to a cardiologist, it is the 
patient’s obligation to request a 
restriction from the subsequent 
provider, the cardiologist, if she wishes 
to pay out of pocket rather than have her 
health plan billed for the visit. Although 
the primary physician in this example 
would not be required to alert the 
cardiologist of the patient’s potential 
desire to request a restriction, we 
encourage providers to do so if feasible 
or in the very least, to engage in a 
dialogue with the patient to ensure that 
he or she is aware that it is the patient’s 
obligation to request restrictions from 
subsequent providers. In response to 
commenters who were confused about 
whether the individual or the provider 
would have the obligation of notifying 
subsequent providers when a Health 
Information Exchange is involved, we 
clarify that the responsibility to notify 
downstream providers of a restriction 
request in this situation also remains 
with the individual, and not the 
provider. 

With respect to HMOs, we clarify that 
a provider providing care in such a 
setting should abide by an individual’s 
requested restriction unless doing so 
would be inconsistent with State or 
other law. Thus, if a provider within an 
HMO is prohibited by law from 
accepting payment from an individual 

above the individual’s cost-sharing 
amount (i.e., the provider cannot accept 
an out of pocket payment from the 
individual for the service), then the 
provider may counsel the individual 
that he or she will have to use an out- 
of-network provider for the health care 
item or service in order to restrict the 
disclosure of protected health 
information to the HMO for the health 
care. Providers operating within an 
HMO context and who are able under 
law to treat the health care services to 
which the restriction would apply as 
out-of-network services should do so in 
order to abide by the requested 
restriction. We would not consider a 
contractual requirement to submit a 
claim or otherwise disclose protected 
health information to an HMO to 
exempt the provider from his or her 
obligations under this provision. 
Further, the final rule provides a 180- 
day compliance period beyond the 
effective date of these revisions to the 
Privacy Rule, during which provider 
contracts with HMOs can be updated as 
needed to be consistent with these new 
requirements. 

As proposed in the NPRM, under the 
final rule, a covered entity must apply 
a restriction not only where an 
individual pays in full for the healthcare 
item or service, but also where a family 
member or other person pays for the 
item or service on behalf of the 
individual. We decline to modify the 
regulation, as suggested by one 
commenter, to provide that payment 
from ‘‘any’’ health plan, rather than the 
one to which the disclosure is restricted, 
should not constitute payment on behalf 
of the individual. In response to the 
commenter’s concern about difficulties 
in coordination of benefits for 
individuals with coverage under 
multiple plans, we note that this 
provision does not impede a health 
plan’s ability to disclose protected 
health information as necessary to 
another health plan for coordination of 
benefits. Thus, health plans may 
continue to make such disclosures. 

Many commenters supported the 
discussion in the NPRM regarding not 
abiding by a restriction if an 
individual’s payment is dishonored. In 
such cases, we continue to expect that 
providers will make a reasonable effort 
to contact the individual and obtain 
payment prior to billing a health plan. 
We do not prescribe the efforts a health 
care provider must make but leave that 
up to the provider’s policies and 
individual circumstances. While we 
require the provider to make a 
reasonable effort to secure payment 
from the individual, this requirement is 
not intended to place an additional 
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burden on the provider but is instead 
intended to align with its current 
policies for contacting individuals to 
obtain an alternative form of payment to 
one that was dishonored. We do not 
require that the individual’s debt be 
placed in collection before a provider is 
permitted to bill a health plan for the 
health care services. Further, a provider 
may choose to require payment in full 
at the time of the request for a 
restriction to avoid payment issues 
altogether. Similarly, where 
precertification is required for a health 
plan to pay for services, a provider may 
require the individual to settle 
payments for the care prior to providing 
the service and implementing a 
restriction to avoid the situation where 
the provider is unable to be reimbursed 
by either the individual or the health 
plan. 

We also recognize that a provider may 
not be able to implement a restriction 
where an individual waits until care has 
been initiated to make such a request, 
such as in the case of a hospital stay, in 
which case the individual’s protected 
health information may have already 
been disclosed to the health plan. 

With respect to restrictions and 
follow-up care, we continue to maintain 
the approach discussed in the NPRM. If 
an individual has a restriction in place 
with respect to a health care service but 
does not pay out of pocket and request 
a restriction with regard to follow-up 
treatment, and the provider needs to 
include information that was previously 
restricted in the bill to the health plan 
in order to have the service deemed 
medically necessary or appropriate, 
then the provider is permitted to 
disclose such information so long as 
doing so is consistent with the 
provider’s minimum necessary policies 
and procedures. We also clarify that 
such a disclosure would continue to be 
permitted for payment purposes and 
thus, would not require the individual’s 
written authorization. However, as we 
did in the NPRM, we highly encourage 
covered entities to engage in open 
dialogue with individuals to ensure that 
they are aware that previously restricted 
protected health information may be 
disclosed to the health plan unless they 
request an additional restriction and pay 
out of pocket for the follow-up care. 

Response to Other Public Comments 
Comment: Several commenters asked 

that the provision be limited to just 
providers and not to covered entities in 
general. Commenters also asked for 
clarification on whether the restriction 
prohibits providers from giving 
protected health information to health 
plans solely for payment or health care 

operations purposes in such cases or all 
entities that may receive protected 
health information for payment or 
health care operations. 

Response: We clarify that this 
provision, in effect, will apply only to 
covered health care providers. However, 
the provisions of § 164.522(a) apply to 
covered entities generally and thus, we 
decline to alter the regulatory text. In 
response to commenters’ concerns 
regarding disclosure for payment or 
health care operations purposes to 
entities other than the health plan, we 
clarify that this provision does not affect 
disclosures to these other entities as 
permitted by the Privacy Rule. 

Comment: Commenters asked what 
the liability is for a provider who 
discloses restricted protected health 
information to a plan. 

Response: A provider who discloses 
restricted protected health information 
to the health plan is making a disclosure 
in violation of the Privacy Rule and the 
HITECH Act, which, as with other 
impermissible disclosures is subject to 
the imposition of possible criminal 
penalties, civil money penalties, or 
corrective action. 

Comment: Several commenters asked 
that we clarify that the ‘‘required by 
law’’ exception allows providers to 
respond to subpoenas, court orders, and 
judicial proceedings. 

Response: The ‘‘required by law’’ 
exception in § 164.522(a)(1)(vi) does 
allow health care providers to respond 
to court orders and subpoenas issued by 
a court requiring disclosure of protected 
health information to a health plan. See 
the definition of ‘‘required by law’’ at 
§ 164.103. Further, § 164.522(a)(1)(vi) 
does not affect the disclosure of 
protected health information to entities 
that are not health plans and thus, 
disclosures to these other entities made 
as required by law, for judicial and 
administrative proceedings, or for law 
enforcement activities in accordance 
with §§ 164.512(a), 164.512(e), and 
164.512(f), respectively, continue to be 
permitted. 

Comment: Several commenters 
suggested that the final rule be written 
to ensure that there are no conflicts with 
the Fair Debt Collection Practices Act 
and similar State laws regarding the 
legal obligation to validate a debt that is 
disputed by a debtor. Commenters 
sought clarification on whether the 
provider can still disclose protected 
health information for the recovery of 
debts. 

Response: The final rule does not 
impact a provider’s ability to disclose 
protected health information for 
payment purposes to a collection agency 
or otherwise for collection activities 

related to an individual’s debt to the 
provider. Section 164.522(a) restricts 
disclosures to a health plan for payment 
purposes where the individual has paid 
out of pocket for the health care item or 
service that is the subject of the 
disclosure and requests such a 
restriction. 

Comment: Commenters asked that we 
clarify whether payment with a Flexible 
Spending Account (FSA) or Health 
Savings Account (HSA) is considered a 
payment by a person on behalf of the 
individual. 

Response: An individual may use an 
FSA or HSA to pay for the health care 
items or services that the individual 
wishes to have restricted from another 
plan; however, in doing so the 
individual may not restrict a disclosure 
to the FSA or HSA necessary to 
effectuate that payment. 

Comment: When a restriction is 
requested, the provider is also 
prohibited from making disclosures of 
the restricted protected health 
information to the business associate of 
the health plan. One commenter 
suggested that the final rule make it the 
priority of the business associate to 
inform the provider that they are acting 
as the business associate of the health 
plan to ensure provider compliance 
with the rule. Other comments 
misconstrued the preamble statements 
on this issue and commented that a 
provider should be allowed to provide 
restricted protected health information 
to its own business associates. 

Response: A provider that is 
prohibited from disclosing protected 
health information to a health plan may 
not disclose such information to the 
health plan’s business associate. We do 
not include a requirement that the 
business associate inform the provider 
that they are acting as a business 
associate of the health plan as it is the 
provider’s responsibility to know to 
whom and for what purposes it is 
making a disclosure. We also clarify that 
a provider is not prohibited from 
disclosing protected health information 
restricted from a health plan to its own 
business associates for the provider’s 
own purposes. 

Comment: One commenter expressed 
concern about the number of workforce 
members who must know about the 
restriction and indicated that this may 
create a risk for potential error with 
regard to the information. 

Response: Covered entities must 
identify those workforce members or 
class of persons who need access to 
particular protected health information, 
and appropriately train their workforce 
members as necessary to comply with 
these new requirements. 
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10. Section 164.524—Access of 
Individuals to Protected Health 
Information 

Proposed Rule 
Section 164.524 of the Privacy Rule 

currently establishes, with limited 
exceptions, an enforceable means by 
which individuals have a right to review 
or obtain copies of their protected 
health information to the extent such 
information is maintained in the 
designated record set(s) of a covered 
entity. An individual’s right of access 
exists regardless of the format of the 
protected health information, and the 
standards and implementation 
specifications that address individuals’ 
requests for access and timely action by 
the covered entity (i.e., provision of 
access, denial of access, and 
documentation) apply to an electronic 
environment in a similar manner as they 
do to a paper-based environment. See 
The HIPAA Privacy Rule’s Right of 
Access and Health Information 
Technology (providing guidance with 
respect to how § 164.524 applies in an 
electronic environment and how health 
information technology can facilitate 
providing individuals with this 
important privacy right), available at: 
http://www.hhs.gov/ocr/privacy/hipaa/ 
understanding/special/healthit/ 
eaccess.pdf. 

Section 13405(e) of the HITECH Act 
strengthens the Privacy Rule’s right of 
access with respect to covered entities 
that use or maintain an electronic health 
record (EHR) on an individual. Section 
13405(e) provides that when a covered 
entity uses or maintains an EHR with 
respect to protected health information 
of an individual, the individual shall 
have a right to obtain from the covered 
entity a copy of such information in an 
electronic format and the individual 
may direct the covered entity to 
transmit such copy directly to the 
individual’s designee, provided that any 
such choice is clear, conspicuous, and 
specific. Section 13405(e) also provides 
that any fee imposed by the covered 
entity for providing such an electronic 
copy shall not be greater than the 
entity’s labor costs in responding to the 
request for the copy. 

Section 13405(e) applies by its terms 
only to protected health information in 
EHRs. However, incorporating these 
new provisions in such a limited 
manner in the Privacy Rule could result 
in a complex set of disparate 
requirements for access to protected 
health information in EHR systems 
versus other types of electronic records 
systems. As such, the Department 
proposed to use its authority under 
section 264(c) of HIPAA to prescribe the 

rights individuals should have with 
respect to their individually identifiable 
health information to strengthen the 
right of access as provided under 
section 13405(e) of the HITECH Act 
more uniformly to all protected health 
information maintained in one or more 
designated record sets electronically, 
regardless of whether the designated 
record set is an EHR. The public 
comments and final regulation on the 
scope are discussed here. The proposed 
amendments to each provision 
implicated by section 13405(e), together 
with the public comments and final 
regulation, are discussed more 
specifically in separate sections below. 

Overview of Public Comments 
Most commenters were opposed to 

the proposal to expand the scope of the 
individual access provision to include 
all electronic designated record sets and 
favored limiting the requirement to 
EHRs. These commenters felt that 
limiting the access provision to EHRs 
was consistent with congressional intent 
and questioned the authority of the 
Department to expand the scope. 
Commenters also argued that having 
disparate requirements for different 
systems would not be confusing, and 
requiring electronic access to electronic 
designated record sets that are not EHRs 
would be highly burdensome for 
covered entities. Specifically, 
commenters stated that the proposed 
requirement for electronic access would 
include numerous types of legacy 
systems, many of which are incapable of 
producing reports in easily readable 
formats that can be transmitted 
electronically. These commenters 
indicated that a significant amount of 
information technology development 
and investment would be needed to 
comply with this requirement if it 
applies to all electronic designated 
record sets. 

A number of consumer advocates 
supported the expanded scope to 
include all electronic designated records 
sets in addition to EHRs. These 
commenters felt that this would provide 
complete transparency for consumers, 
help individuals gain access to their 
medical records and make better- 
informed decisions about their health 
care, and promote consistent and 
uniform practices. 

Final Rule 
The final rule adopts the proposal to 

amend the Privacy Rule at 
§ 164.524(c)(2)(ii) to require that if an 
individual requests an electronic copy 
of protected health information that is 
maintained electronically in one or 
more designated record sets, the covered 

entity must provide the individual with 
access to the electronic information in 
the electronic form and format 
requested by the individual, if it is 
readily producible, or, if not, in a 
readable electronic form and format as 
agreed to by the covered entity and the 
individual. In such cases, to the extent 
possible, we expect covered entities to 
provide the individual with a machine 
readable copy of the individual’s 
protected health information. The 
Department considers machine readable 
data to mean digital information stored 
in a standard format enabling the 
information to be processed and 
analyzed by computer. For example, 
this would include providing the 
individual with an electronic copy of 
the protected health information in the 
format of MS Word or Excel, text, 
HTML, or text-based PDF, among other 
formats. 

We disagree with commenters that 
questioned the Department’s authority 
to extend the strengthened electronic 
access right to all protected health 
information maintained electronically 
in designated record sets, and believe 
that this extended electronic right of 
access is important for individuals as 
covered entities increasingly transition 
from paper to electronic records. With 
regard to the additional burdens on 
covered entities, we note that providing 
access to protected health information 
held in electronic designated record sets 
was already required under the Privacy 
Rule at § 164.524, which applies to 
protected health information in both 
paper and electronic designated record 
sets, and which requires providing the 
copy in the form and format requested 
by the individual, including 
electronically, if it is readily producible 
in such form and format. We anticipate 
the additional burden to be small due to 
the flexibility permitted in satisfying 
this new requirement, as discussed in 
the section on Form and Format. 

Response to Other Public Comments 
Comment: Some commenters worried 

that giving individuals access to 
administrative systems (in contrast to 
clinical systems) would present a 
security concern to covered entities. 

Response: Covered entities are not 
required by this provision to provide 
individuals with direct access to their 
systems. They must only provide 
individuals with an electronic copy of 
their protected health information. 

Comment: Commenters requested 
clarification on what constitutes an 
EHR. 

Response: Under this final rule, the 
requirement to provide individuals with 
access to an electronic copy includes all 
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protected health information 
maintained in an electronic designated 
record set held by a covered entity. 
Because we are not limiting the right of 
electronic access to EHRs, we do not 
believe there is a need to define or 
further clarify the term at this time. 

Comment: One commenter requested 
clarification that this electronic access 
requirement preempts State laws that 
diminish, block, or limit individual 
access to their records. 

Response: We clarify that this HIPAA 
electronic right of access requirement 
does preempt contrary State law unless 
such law is more stringent. In the case 
of right of access, more stringent means 
that such State law permits greater 
rights of access to the individual. 

Comment: Several commenters sought 
clarification of how the new e-access 
provisions would apply to business 
associates. One commenter asked 
whether business associates could 
continue to provide patients access to 
records when permitted and acting on 
behalf of a covered entity. Another 
commenter asked whether business 
associates are required to provide 
information to covered entities and not 
to individuals directly. One commenter 
was opposed to direct access from a 
business associate because of security 
concerns and increased burden on 
business associates if corrections are 
needed. 

Response: How and to what extent a 
business associate is to support or fulfill 
a covered entity’s obligation to provide 
individuals with electronic access to 
their records will be governed by the 
business associate agreement between 
the covered entity and the business 
associate. For example, the business 
associate agreement may provide for the 
business associate to give copies of the 
requested information directly to the 
individual, or to the covered entity for 
the covered entity to provide the copies 
to the individual. There is no separate 
requirement on business associates to 
provide individuals with direct access 
to their health records, if that is not 
what has been agreed to between the 
covered entity and the business 
associate in the business associate 
agreement. 

a. Form and Format 

Proposed Rule 

Section 164.524(c)(2) of the Privacy 
Rule currently requires a covered entity 
to provide the individual with access to 
the protected health information in the 
form or format requested by the 
individual, if it is readily producible in 
such form or format, or, if not, in a 
readable hard copy form or such other 

form or format as agreed to by the 
covered entity and the individual. 
Section 13405(e) of the HITECH Act 
expands this requirement by explicitly 
requiring a covered entity that uses or 
maintains an EHR with respect to 
protected health information to provide 
the individual with a copy of such 
information in an electronic format. 

We proposed to implement this 
statutory provision, in conjunction with 
our broader authority under section 
264(c) of HIPAA, by requiring, in 
proposed § 164.524(c)(2)(ii), that if the 
protected health information requested 
is maintained electronically in one or 
more designated record sets, the covered 
entity must provide the individual with 
access to the electronic information in 
the electronic form and format 
requested by the individual, if it is 
readily producible, or, if not, in a 
readable electronic form and format as 
agreed to by the covered entity and the 
individual. This provision would 
require any covered entity that 
electronically maintains the protected 
health information about an individual, 
in one or more designated record sets, 
to provide the individual with an 
electronic copy of such information (or 
summary or explanation if agreed to by 
the individual in accordance with 
proposed § 164.524(c)(2)(iii)) in the 
electronic form and format requested or 
in an otherwise agreed upon electronic 
form and format. While an individual’s 
right of access to an electronic copy of 
protected health information is 
currently limited under the Privacy Rule 
by whether the form or format requested 
is readily producible, covered entities 
that maintain such information 
electronically in a designated record set 
would be required under these proposed 
modifications to provide some type of 
electronic copy, if requested by an 
individual. 

Because we did not want to bind 
covered entities to standards that may 
not yet be technologically mature, we 
proposed to permit covered entities to 
make some other agreement with 
individuals as to an alternative means 
by which they may provide a readable 
electronic copy to the extent the 
requested means is not readily 
producible. If, for example, a covered 
entity received a request to provide 
electronic access via a secure web-based 
portal, but the only readily producible 
version of the protected health 
information was in portable document 
format (PDF), proposed 
§ 164.524(c)(2)(ii) would require the 
covered entity to provide the individual 
with a PDF copy of the protected health 
information, if agreed to by the covered 
entity and the individual. We noted that 

while a covered entity may provide 
individuals with limited access rights to 
their EHR, such as through a secure 
web-based portal, nothing under the 
current Rule or proposed modifications 
would require a covered entity to have 
this capability. 

We noted that the option of arriving 
at an alternative agreement that satisfies 
both parties is already part of the 
requirement to provide access under 
§ 164.524(c)(2)(i), so extension of such a 
requirement to electronic access should 
present few implementation difficulties. 
Further, as with other disclosures of 
protected health information, in 
providing the individual with an 
electronic copy of protected health 
information through a web-based portal, 
email, on portable electronic media, or 
other means, covered entities should 
ensure that reasonable safeguards are in 
place to protect the information. We 
also noted that the proposed 
modification presumes that covered 
entities have the capability of providing 
an electronic copy of protected health 
information maintained in their 
designated record set(s) electronically 
through a secure web-based portal, via 
email, on portable electronic media, or 
other manner. We invited public 
comment on this presumption. 

Overview of Public Comments 
We received many comments and 

requests for clarification and guidance 
regarding the permitted methods for 
offering protected health information on 
electronic media, and the acceptable 
form and format of the electronic copy. 
Several commenters suggested that 
covered entities be permitted flexibility 
in determining available electronic 
formats and requested clarification on 
what is considered ‘‘readily 
producible.’’ These commenters 
expressed concerns that a limited 
number of permissible electronic 
formats may result in a situation where 
protected health information could not 
be converted from a particular 
electronic system. Other commenters 
indicated that there should be minimum 
standards and clearly defined media 
that are permissible to meet this 
requirement. One commenter felt that 
this requirement is important but 
should be deferred until covered entities 
have improved their technological 
capabilities. 

Many commenters requested guidance 
on how to proceed if a covered entity 
and an individual are unable to come to 
an agreement on the medium of choice 
and what is expected in terms of 
accommodating the individual’s 
medium of choice. Some commenters 
suggested various alternate solutions if 
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an agreement cannot be reached, 
including any readily producible 
format, PDF, or hard copy protected 
health information. Some covered 
entities felt that individuals should not 
have an unlimited choice in terms of the 
electronic media they are willing to 
accept, and should only be permitted to 
confine their choices of electronic 
media to a couple of options that the 
covered entity has available. 

Final Rule 
The final rule adopts the proposal to 

require covered entities to provide 
electronic information to an individual 
in the electronic form and format 
requested by the individual, if it is 
readily producible, or, if not, in a 
readable electronic form and format as 
agreed to by the covered entity and the 
individual. We recognize that what is 
available in a readable electronic form 
and format will vary by system and that 
covered entities will continue to 
improve their technological capabilities 
over time. We therefore allow covered 
entities the flexibility to provide readily 
producible electronic copies of 
protected health information that are 
currently available on their various 
systems. A covered entity is not 
required to purchase new software or 
systems in order to accommodate an 
electronic copy request for a specific 
form that is not readily producible by 
the covered entity at the time of the 
request, provided that the covered entity 
is able to provide some form of 
electronic copy. We note that some 
legacy or other systems may not be 
capable of providing any form of 
electronic copy at present and anticipate 
that some covered entities may need to 
make some investment in order to meet 
the basic requirement to provide some 
form of electronic copy. 

We agree with covered entities that 
individuals should not have an 
unlimited choice in the form of 
electronic copy requested. However, 
covered entities must still provide 
individuals with some kind of readable 
electronic copy. If an individual 
requests a form of electronic copy that 
the covered entity is unable to produce, 
the covered entity must offer other 
electronic formats that are available on 
their systems. If the individual declines 
to accept any of the electronic formats 
that are readily producible by the 
covered entity, the covered entity must 
provide a hard copy as an option to 
fulfill the access request. While we 
remain neutral on the type of 
technology that covered entities may 
adopt, a PDF is a widely recognized 
format that would satisfy the electronic 
access requirement if it is the 

individual’s requested format or if the 
individual agrees to accept a PDF 
instead of the individual’s requested 
format. Alternatively, there may be 
circumstances where an individual 
prefers a simple text or rich text file and 
the covered entity is able to 
accommodate this preference. A hard 
copy of the individual’s protected 
health information would not satisfy the 
electronic access requirement. However, 
a hard copy may be provided if the 
individual decides not to accept any of 
the electronic formats offered by the 
covered entity. 

Response to Other Public Comments 
Comment: Several covered entities 

commented on the form of a request for 
access to electronic protected health 
information. Some expressed 
appreciation for permitting an electronic 
request process, including e-signatures 
and authentication. Some expressed 
opposition to the requirement for a 
signed request in writing, as it would be 
highly burdensome and cause delays. 
Covered entities sought guidance on 
elements that would be required or 
permitted in a request form for 
individuals. 

Response: We clarify that the 
requirement at § 164.524(b)(1), which 
states that the covered entity may 
require individuals to make requests for 
access in writing, provided that it 
informs individuals of such a 
requirement, remains unchanged. 
Therefore, covered entities may at their 
option require individuals to make 
requests for electronic copies of their 
protected health information in writing. 
We note that the Privacy Rule allows for 
electronic documents to qualify as 
written documents, as well as electronic 
signatures to satisfy any requirements 
for a signature, to the extent the 
signature is valid under applicable law. 
If the covered entity chooses to require 
a written request, it has flexibility in 
determining what information to put 
into the request form. However, the 
request form may not be in any way 
designed to discourage an individual 
from exercising his or her right. A 
covered entity may also choose to 
accept an individual’s oral request for 
an electronic copy of their protected 
health information without written 
signature or documentation. 

Comment: We received several 
comments on the content that covered 
entities are required to provide in 
response to an electronic access request. 
Some commenters felt that there should 
be a defined minimum set of data 
elements to satisfy this requirement, 
particularly for non-EHR data. Covered 
entities also requested clarification on 

how to handle links to images or other 
data. 

Response: We clarify that just as is 
currently required for hard copy 
protected health information access 
requests, covered entities must provide 
an electronic copy of all protected 
health information about the individual 
in an electronically maintained 
designated record set, except as 
otherwise provided at § 164.524(a). If 
the designated record set includes 
electronic links to images or other data, 
the images or other data that is linked 
to the designated record set must also be 
included in the electronic copy 
provided to the individual. The 
electronic copy must contain all 
protected health information 
electronically maintained in the 
designated record set at the time the 
request is fulfilled. The individual may 
request, however, only a portion of the 
protected health information 
electronically maintained in the 
designated record set, in which case the 
covered entity is only required to 
provide the requested information. 

Comment: One commenter asserted 
that the request for protected health 
information should only apply to 
protected health information the 
covered entity has at the time of the 
request, not any additional protected 
health information that it obtains while 
processing the request. 

Response: We clarify that the 
electronic copy must reflect all 
electronic protected health information 
held by the covered entity in a 
designated record set, or the subset of 
electronic protected health information 
specifically requested by the individual, 
at the time the request is fulfilled. 

Comment: One commenter asked for 
confirmation that the new electronic 
requirement does not include a 
requirement to scan paper and provide 
electronic copies of records held in 
paper form. 

Response: We clarify that covered 
entities are not required to scan paper 
documents to provide electronic copies 
of records maintained in hard copy. We 
note that for covered entities that have 
mixed media, it may in some cases be 
easier to scan and provide all records in 
electronic form rather than provide a 
combination of electronic and hard 
copies, however this is in no way 
required. 

Comment: Many commenters 
expressed security concerns related to 
this new requirement. Covered entities 
felt that they should not have to use 
portable devices brought by individuals 
(particularly flash drives), due to the 
security risks that this would introduce 
to their systems. Some covered entities 
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additionally asserted that requiring the 
use of individually-supplied media is 
prohibited by the Security Rule, based 
on the risk analysis determination of an 
unacceptable risk to the confidentiality, 
integrity and availability of the covered 
entity’s electronic protected health 
information. 

Response: We acknowledge these 
security concerns and agree with 
commenters that it may not be 
appropriate for covered entities to 
accept the use of external portable 
media on their systems. Covered entities 
are required by the Security Rule to 
perform a risk analysis related to the 
potential use of external portable media, 
and are not required to accept the 
external media if they determine there 
is an unacceptable level of risk. 
However, covered entities are not then 
permitted to require individuals to 
purchase a portable media device from 
the covered entity if the individual does 
not wish to do so. The individual may 
in such cases opt to receive an 
alternative form of the electronic copy 
of the protected health information, 
such as through email. 

Comment: Several commenters 
specifically commented on the option to 
provide electronic protected health 
information via unencrypted email. 
Covered entities requested clarification 
that they are permitted to send 
individuals unencrypted emails if they 
have advised the individual of the risk, 
and the individual still prefers the 
unencrypted email. Some felt that the 
‘‘duty to warn’’ individuals of risks 
associated with unencrypted email 
would be unduly burdensome on 
covered entities. Covered entities also 
requested clarification that they would 
not be responsible for breach 
notification in the event that 
unauthorized access of protected health 
information occurred as a result of 
sending an unencrypted email based on 
an individual’s request. Finally, one 
commenter emphasized the importance 
that individuals are allowed to decide if 
they want to receive unencrypted 
emails. 

Response: We clarify that covered 
entities are permitted to send 
individuals unencrypted emails if they 
have advised the individual of the risk, 
and the individual still prefers the 
unencrypted email. We disagree that the 
‘‘duty to warn’’ individuals of risks 
associated with unencrypted email 
would be unduly burdensome on 
covered entities and believe this is a 
necessary step in protecting the 
protected health information. We do not 
expect covered entities to educate 
individuals about encryption 
technology and the information 

security. Rather, we merely expect the 
covered entity to notify the individual 
that there may be some level of risk that 
the information in the email could be 
read by a third party. If individuals are 
notified of the risks and still prefer 
unencrypted email, the individual has 
the right to receive protected health 
information in that way, and covered 
entities are not responsible for 
unauthorized access of protected health 
information while in transmission to the 
individual based on the individual’s 
request. Further, covered entities are not 
responsible for safeguarding information 
once delivered to the individual. 

b. Third Parties 

Proposed Rule 

Section 164.524(c)(3) of the Privacy 
Rule currently requires the covered 
entity to provide the access requested by 
the individual in a timely manner, 
which includes arranging with the 
individual for a convenient time and 
place to inspect or obtain a copy of the 
protected health information, or mailing 
the copy of protected health information 
at the individual’s request. The 
Department had previously interpreted 
this provision as requiring a covered 
entity to mail the copy of protected 
health information to an alternative 
address requested by the individual, 
provided the request was clearly made 
by the individual and not a third party. 
Section 13405(e)(1) of the HITECH Act 
provides that if the individual chooses, 
he or she has a right to direct the 
covered entity to transmit an electronic 
copy of protected health information in 
an EHR directly to an entity or person 
designated by the individual, provided 
that such choice is clear, conspicuous, 
and specific. 

Based on section 13405(e)(1) of the 
HITECH Act and our authority under 
section 264(c) of HIPAA, we proposed 
to expand § 164.524(c)(3) to expressly 
provide that, if requested by an 
individual, a covered entity must 
transmit the copy of protected health 
information directly to another person 
designated by the individual. This 
proposed amendment is consistent with 
the Department’s prior interpretation on 
this issue and would apply without 
regard to whether the protected health 
information is in electronic or paper 
form. We proposed to implement the 
requirement of section 13405(e)(1) that 
the individual’s ‘‘choice [be] clear, 
conspicuous, and specific’’ by requiring 
that the individual’s request be ‘‘in 
writing, signed by the individual, and 
clearly identify the designated person 
and where to send the copy of protected 
health information.’’ We noted that the 

Privacy Rule allows for electronic 
documents to qualify as written 
documents for purposes of meeting the 
Rule’s requirements, as well as 
electronic signatures to satisfy any 
requirements for a signature, to the 
extent the signature is valid under 
applicable law. Thus, a covered entity 
could employ an electronic process for 
receiving an individual’s request to 
transmit a copy of protected health 
information to his or her designee under 
this proposed provision. Whether the 
process is electronic or paper-based, a 
covered entity must implement 
reasonable policies and procedures 
under § 164.514(h) to verify the identity 
of any person who requests protected 
health information, as well as 
implement reasonable safeguards under 
§ 164.530(c) to protect the information 
that is used or disclosed. 

Overview of Public Comments 
Commenters requested clarification 

regarding the proposal to transmit an 
electronic copy of protected health 
information to another person 
designated by the individual. In 
particular, covered entities sought 
clarification on whether or not an 
authorization is required prior to 
transmitting the requested electronic 
protected health information to a third 
party designated by the individual. 
Some commenters supported the ability 
to provide electronic protected health 
information access to third parties 
without individual authorization, while 
others felt that authorization should be 
required. Covered entities requested 
clarification that they are not liable 
when making reasonable efforts to verify 
the identity of a third party recipient 
identified by the individual. 

Final Rule 
The final rule adopts the proposed 

amendment § 164.524(c)(3) to expressly 
provide that, if requested by an 
individual, a covered entity must 
transmit the copy of protected health 
information directly to another person 
designated by the individual. In contrast 
to other requests under § 164.524, when 
an individual directs the covered entity 
to send the copy of protected health 
information to another designated 
person, the request must be made in 
writing, signed by the individual, and 
clearly identify the designated person 
and where to send the copy of the 
protected health information. If a 
covered entity has decided to require all 
access requests in writing, the third 
party recipient information and 
signature by the individual can be 
included in the same written request; no 
additional or separate written request is 
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required. This written request for 
protected health information to be sent 
to a designated person is distinct from 
an authorization form, which contains 
many additional required statements 
and elements (see § 164.508(c)). Covered 
entities may rely on the information 
provided in writing by the individual 
when providing protected health 
information to a third party recipient 
identified by the individual, but must 
also implement reasonable policies and 
procedures under § 164.514(h) to verify 
the identity of any person who requests 
protected health information, as well as 
implement reasonable safeguards under 
§ 164.530(c) to protect the information 
that is used or disclosed. For example, 
reasonable safeguards would not require 
the covered entity to confirm that the 
individual provided the correct email 
address of the third party, but would 
require reasonable procedures to ensure 
that the covered entity correctly enters 
the email address into its system. 

c. Fees 

Proposed Rule 

Section 164.524(c)(4) of the Privacy 
Rule currently permits a covered entity 
to impose a reasonable, cost-based fee 
for a copy of protected health 
information (or a summary or 
explanation of such information). 
However, such a fee may only include 
the cost of: (1) The supplies for, and 
labor of, copying the protected health 
information; (2) the postage associated 
with mailing the protected health 
information, if applicable; and (3) the 
preparation of an explanation or 
summary of the protected health 
information, if agreed to by the 
individual. With respect to providing a 
copy (or summary or explanation) of 
protected health information from an 
EHR in electronic form, however, 
section 13405(e)(2) of the HITECH Act 
provides that a covered entity may not 
charge more than its labor costs in 
responding to the request for the copy. 

In response to section 13405(e)(2) of 
the HITECH Act, we proposed to amend 
§ 164.524(c)(4)(i) to identify separately 
the labor for copying protected health 
information, whether in paper or 
electronic form, as one factor that may 
be included in a reasonable cost-based 
fee. While we did not propose more 
detailed considerations for this factor 
within the regulatory text, we retained 
all prior interpretations of labor with 
respect to paper copies—that is, that the 
labor cost of copying may not include 
the costs associated with searching for 
and retrieving the requested 
information. With respect to electronic 
copies, we asserted that a reasonable 

cost-based fee includes costs 
attributable to the labor involved to 
review the access request and to 
produce the electronic copy, which we 
expected would be negligible. However, 
we did not consider a reasonable cost- 
based fee to include a standard 
‘‘retrieval fee’’ that does not reflect the 
actual labor costs associated with the 
retrieval of the electronic information or 
that reflects charges that are unrelated to 
the individual’s request (e.g., the 
additional labor resulting from technical 
problems or a workforce member’s lack 
of adequate training). We invited public 
comment on this aspect of our 
rulemaking, specifically with respect to 
what types of activities related to 
managing electronic access requests 
should be compensable aspects of labor. 

We also proposed to amend 
§ 164.524(c)(4)(ii) to provide separately 
for the cost of supplies for creating the 
paper copy or electronic media (i.e., 
physical media such as a compact disc 
(CD) or universal serial bus (USB) flash 
drive), if the individual requests that the 
electronic copy be provided on portable 
media. This reorganization and the 
addition of the phrase ‘‘electronic 
media’’ reflected our understanding that 
since section 13405(e)(2) of the HITECH 
Act permits only the inclusion of labor 
costs in the charge for electronic copies, 
it by implication excludes charging for 
the supplies that are used to create an 
electronic copy of the individual’s 
protected health information, such as 
the hardware (computers, scanners, etc.) 
or software that is used to generate an 
electronic copy of an individual’s 
protected health information in 
response to an access request. We noted 
that this limitation is in contrast to a 
covered entity’s ability to charge for 
supplies for hard copies of protected 
health information (e.g., the cost of 
paper, the prorated cost of toner and 
wear and tear on the printer). See 65 FR 
82462, 82735, Dec. 28, 2000 (responding 
to a comment seeking clarification on 
‘‘capital cost for copying’’ and other 
supply costs by indicating that a 
covered entity was free to recoup all of 
their reasonable costs for copying). We 
asserted that this interpretation was 
consistent with the fact that, unlike a 
hard copy, which generally exists on 
paper, an electronic copy exists 
independent of media, and can be 
transmitted securely via multiple 
methods (e.g., email, a secure web-based 
portal, or an individual’s own electronic 
media) without accruing any ancillary 
supply costs. We also noted, however, 
that our interpretation of the statute 
would permit a covered entity to charge 
a reasonable and cost-based fee for any 

electronic media it provided, as 
requested or agreed to by an individual. 

While we proposed to renumber the 
remaining factors at § 164.524(c)(4), we 
did not propose to amend their 
substance. With respect to 
§ 164.524(c)(4)(iii), however, we noted 
that our interpretation of the statute 
would permit a covered entity to charge 
for postage if an individual requests that 
the covered entity transmit portable 
media containing an electronic copy 
through mail or courier (e.g., if the 
individual requests that the covered 
entity save protected health information 
to a CD and then mail the CD to a 
designee). 

Overview of Public Comments 
Commenters generally supported and 

appreciated the inclusion of a 
reasonable, cost-based fee that includes 
both labor and, in some cases, supply 
costs to support the new electronic 
access requirement. Several commenters 
disagreed that the cost related to 
reviewing and responding to requests 
would be negligible, particularly if the 
scope includes information in 
designated record sets and not only 
EHRs, since more technically trained 
staff would be necessary to perform this 
function. 

Commenters provided many 
suggestions of costs that should be 
permitted in the fees, including those 
associated with labor, materials, 
systems, retrieval (particularly for old 
data maintained in archives, backup 
media or legacy systems), copying, 
transmission, and capital to recoup the 
significant investments made for data 
access, storage and infrastructure. 
Commenters offered additional 
suggestions on labor-related costs, 
including: skilled technical staff time; 
time spent recovering, compiling, 
extracting, scanning and burning 
protected health information to media, 
and distributing the media; and 
preparation of an explanation or 
summary if appropriate. Suggestions of 
materials-related costs included: CDs, 
flash drives, tapes or other portable 
media; new types of technology needed 
to comply with individual requests; 
office supplies; and mail copies. 
Systems-related costs included: software 
necessary to conduct protected health 
information searches; and 
implementation and maintenance of 
security systems and secure 
connectivity. 

Final Rule 
The final rule adopts the proposed 

amendment at § 164.524(c)(4)(i) to 
identify separately the labor for copying 
protected health information, whether 
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in paper or electronic form, as one factor 
that may be included in a reasonable 
cost-based fee. We acknowledge 
commenters’ assertions that the cost 
related to searching for and retrieving 
electronic protected health information 
in response to requests would be not be 
negligible, as opposed to what we had 
anticipated, particularly in regards to 
designated record set access that will 
require more technically trained staff to 
perform this function. We clarify that 
labor costs included in a reasonable 
cost-based fee could include skilled 
technical staff time spent to create and 
copy the electronic file, such as 
compiling, extracting, scanning and 
burning protected health information to 
media, and distributing the media. This 
could also include the time spent 
preparing an explanation or summary of 
the protected health information, if 
appropriate. 

The final rule also adopts the 
proposed amendment at 
§ 164.524(c)(4)(ii) to provide separately 
for the cost of supplies for creating the 
paper copy or electronic media (i.e., 
physical media such as a compact disc 
(CD) or universal serial bus (USB) flash 
drive), if the individual requests that the 
electronic copy be provided on portable 
media. We do not require that covered 
entities obtain new types of technology 
needed to comply with specific 
individual requests, and therefore the 
cost of obtaining such new technologies 
is not a permissible fee to include in the 
supply costs. 

With respect to § 164.524(c)(4)(iii), we 
clarify that a covered entity is permitted 
to charge for postage if an individual 
requests that the covered entity transmit 
portable media containing an electronic 
copy through mail or courier (e.g., if the 
individual requests that the covered 
entity save protected health information 
to a CD and then mail the CD to a 
designee). 

Fees associated with maintaining 
systems and recouping capital for data 
access, storage and infrastructure are not 
considered reasonable, cost-based fees, 
and are not permissible to include 
under this provision. Covered entities 
are not required to adopt or purchase 
new systems under this provision, and 
thus any costs associated with 
maintaining them are present regardless 
of the new electronic access right. 
Additionally, although the proposed 
rule indicated that a covered entity 
could charge for the actual labor costs 
associated with the retrieval of 
electronic information, in this final rule 
we clarify that a covered entity may not 
charge a retrieval fee (whether it be a 
standard retrieval fee or one based on 
actual retrieval costs). This 

interpretation will ensure that the fee 
requirements for electronic access are 
consistent with the requirements for 
hard copies, which do not allow 
retrieval fees for locating the data. 

Response to Other Public Comments 

Comment: Commenters requested 
clarification on how to proceed when 
State laws designate fees. 

Response: When a State law provides 
a limit on the fee that a covered entity 
may charge for a copy of protected 
health information, this is relevant in 
determining whether a covered entity’s 
fee is ‘‘reasonable’’ under 
§ 164.524(c)(4). A covered entity’s fee 
must be both reasonable and cost-based. 
For example, if a State permits a charge 
of 25 cents per page, but a covered 
entity is able to provide an electronic 
copy at a cost of five cents per page, 
then the covered entity may not charge 
more than five cents per page (since that 
is the reasonable and cost-based 
amount). Similarly, if a covered entity’s 
cost is 30 cents per page but the State 
law limits the covered entity’s charge to 
25 cents per page, then the covered 
entity may not charge more than 25 
cents per page (since charging 30 cents 
per page would be the cost-based 
amount, but would not be reasonable in 
light of the State law). 

Comment: One commenter suggested 
that labor-related costs should include 
preparation of an affidavit certifying 
that the information is a true and correct 
copy of the records. 

Response: We do not consider the cost 
to prepare an affidavit to be a copying 
cost. Thus, where an individual requests 
that an affidavit accompany the copy of 
protected health information requested 
by the individual for litigation purposes 
or otherwise, a covered entity may 
charge the individual for the 
preparation of such affidavit and is not 
subject to the reasonable, cost-based fee 
limitations of § 164.524(c)(4). However, 
a covered entity may not withhold an 
individual’s copy of his or her protected 
health information for failure by the 
individual to pay any fees for services 
above and beyond the copying, such as 
for preparing an affidavit. 

Comment: Some commenters 
recommended defining the following 
terms: ‘‘preparing,’’ ‘‘producing,’’ and 
‘‘transmitting.’’ 

Response: We decline to define the 
terms ‘‘preparing,’’ ‘‘producing,’’ and 
‘‘transmitting,’’ as we believe the terms 
have been adequately understood and 
utilized in the context of hard copy 
access to protected health information. 

d. Timeliness 

Proposed Rule 
We requested comment on one aspect 

of the right to access and obtain a copy 
of protected health information which 
the HITECH Act did not amend. In 
particular, the HITECH Act did not 
change the timeliness requirements for 
provision of access at § 164.524(b). 
Under the current requirements, a 
request for access must be approved or 
denied, and if approved, access or a 
copy of the information provided, 
within 30 days of the request. In cases 
where the records requested are only 
accessible from an off-site location, the 
covered entity has an additional 30 days 
to respond to the request. In extenuating 
circumstances where access cannot be 
provided within these timeframes, the 
covered entity may have a one-time 30- 
day extension if the individual is 
notified of the need for the extension 
within the original timeframes. 

With regard to the timeliness of the 
provision of access, we recognized that 
with the advance of EHRs, there is an 
increasing expectation and capacity to 
provide individuals with almost 
instantaneous electronic access to the 
protected health information in those 
records through personal health records 
or similar electronic means. On the 
other hand, we did not propose to limit 
the right to electronic access of 
protected health information to certified 
EHRs, and the variety of electronic 
systems that are subject to this proposed 
requirement would not all be able to 
comply with a timeliness standard 
based on personal health record 
capabilities. It was our assumption that 
a single timeliness standard that would 
address a variety of electronic systems, 
rather than having a multitude of 
standards based on system capacity, 
would be the preferred approach to 
avoid workability issues for covered 
entities. Even under a single standard, 
nothing would prevent users of EHR 
systems from exceeding the Privacy 
Rule’s timeliness requirements for 
providing access to individuals. 
Additionally, the Medicare and 
Medicaid EHR Incentive Programs (the 
‘‘meaningful use’’ programs) require 
users of Certified EHR Technology to 
provide individuals with expedited 
access to information. Based on the 
assumption that a single standard would 
be the preferred approach under the 
Privacy Rule, we requested public 
comment on an appropriate, common 
timeliness standard for the provision of 
access by covered entities with 
electronic designated record sets 
generally. We specifically requested 
comment on aspects of existing systems 
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that would create efficiencies in 
processing of requests for electronic 
information, as well as those aspects of 
electronic systems that would provide 
little change from the time required for 
processing a paper record. Alternatively, 
we requested comment on whether the 
current standard could be altered for all 
systems, paper and electronic, such that 
all requests for access should be 
responded to without unreasonable 
delay and not later than 30 days. 

We also requested public comment on 
whether, contrary to our assumption, a 
variety of timeliness standards based on 
the type of electronic designated record 
set is the preferred approach and if so, 
how such an approach should be 
implemented. 

Finally, we requested comment on the 
time necessary for covered entities to 
review access requests and make 
necessary determinations, such as 
whether the granting of access would 
endanger the individual or other 
persons so as to better understand how 
the time needed for these reviews 
relates to the overall time needed to 
provide the individual with access. 
Further, we requested comment 
generally on whether the provision 
which allows a covered entity an 
additional 30 days to provide access to 
the individual if the protected health 
information is maintained off-site 
should be eliminated altogether for both 
paper and electronic records, or at least 
for protected health information 
maintained or archived electronically 
because the physical location of 
electronic data storage is not relevant to 
its accessibility. 

Overview of Public Comments 
Commenters generally supported 

maintaining the same timeframe for 
response for both paper and electronic 
records and not modifying the existing 
timeframes for response. Commenters 
espoused many rationales for 
maintaining a single standard and the 
existing response standards, including 
that off-site electronic storage with back- 
up tapes will require time to obtain the 
electronic media, multiple electronic 
systems may need to be accessed, some 
systems may not have data stored in 
useable formats requiring time to 
convert data, and time may be required 
to obtain data from business associates 
and subcontractors. 

Some commenters acknowledged that 
electronic records may be easier to 
access, but review of records and 
verification processes would still 
require time that cannot be shortcut 
because a record is electronic. One 
commenter acknowledged that shorter 
times may be achievable when specific 

data set standards are established and 
covered entities have electronic records 
in place. One commenter believed that 
electronic records could be furnished in 
a much shorter timeframe, such as two 
business days. 

Several commenters suggested 
responses be done in much shorter 
timeframes, such as instantly, within 
one day or three days. One commenter 
noted that meaningful use standards 
required access within three days for 50 
percent of patients. These commenters 
suggested alternative timeframes for 
adoption, such as allowing 60 days for 
response due to off-site storage issues 
and potential for multiple requests. One 
commenter suggested 30 and 60 day 
times were unworkable and another 
commenter suggested eliminating the 30 
day extension for off-site record storage. 
One commenter suggested 30 days may 
be longer than is necessary, but 
cautioned against mandates that would 
unreasonably divert provider resources 
(e.g., five days would be unreasonable 
when a provider must take time to 
include explanatory notes). 

Final Rule 
The final rule modifies the timeliness 

requirements for right to access and to 
obtain a copy of protected health 
information at § 164.524(b). We remove 
the provision at § 164.524(b)(2)(ii) that 
permits 60 days for timely action when 
protected health information for access 
is not maintained or accessible to the 
covered entity on-site. We retain and 
renumber as necessary the provision at 
§ 164.524(b)(2)(iii) that permits a 
covered entity a one-time extension of 
30 days to respond to the individual’s 
request (with written notice to the 
individual of the reasons for delay and 
the expected date by which the entity 
will complete action on the request). 

We believe the 30 day timeframe for 
access is appropriate and achievable by 
covered entities given the increasing 
expectation and capacity to provide 
individuals with almost instantaneous 
electronic access to the protected health 
information in those records through 
personal health records or similar 
electronic means. While a covered 
entity is permitted 30 days to provide 
access (with a 30-day extension when 
necessary), we encourage covered 
entities to provide individuals with 
access to their information sooner, and 
to take advantage of technologies that 
provide individuals with immediate 
access to their health information. 
Nevertheless, for covered entities that 
continue to make use of off-site storage 
or have additional time constraints to 
providing access, the 30 day extension 
remains available for a covered entity to 

exercise. This means, for example, that 
a covered entity must provide an 
individual with access to off-site records 
within 30 days of the individual’s 
request when possible, with a 30-day 
extension available (for a total of 60 
days, in contrast to the current law that 
permits up to 90 days to provide the 
individual with access to such records). 

We decline to establish separate 
timeframes for timely access based upon 
whether the protected health 
information to be accessed is paper or 
electronic. Commenters generally 
supported adoption of a single standard 
rather than differing standards based 
upon whether a record is paper or 
electronic and no comments provided 
compelling reasons to establish differing 
standards. 

Response to Other Public Comments 

Comment: One commenter asked for 
clarification as to when the time period 
for responding to a response begins if 
the parties spend significant time 
attempting to reach agreement on the 
format of the electronic copy. 

Response: We confirm that the time 
period for responding to a request for 
access begins on the date of the request. 
Covered entities that spend significant 
time before reaching agreement on the 
electronic format for a response are 
using part of the 30 days permitted for 
response. 

Comment: One commenter suggested 
there should be a transition period for 
those covered entities that do not 
currently have the capability to meet the 
electronic access requirement. 

Response: We decline to implement a 
transition period for access to electronic 
copies of protected health information. 
Covered entities are already subject to 
the hard copy access requirement for all 
information held in designated record 
sets, including electronic designated 
record sets, and the new requirement for 
electronic copies gives covered entities 
the flexibility to provide an electronic 
copy in a form that is readily 
producible. We do not believe 
additional time is needed to provide 
electronic copies of protected health 
information that are readily producible. 

11. Other Technical Changes and 
Conforming Changes 

Proposed Rule 

We proposed to make a number of 
technical and conforming changes to the 
Privacy Rule to fix minor problems, 
such as incorrect cross-references, 
mistakes of grammar, and typographical 
errors. These changes are shown in 
Table 3 below. 
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TABLE 3—TECHNICAL AND CONFORMING CHANGES 

Regulation section Current language Proposed change Reason for change 

164.510(b)(2)(iii) .................. ‘‘based the exercise of professional 
Judgment’’.

Insert ‘‘on’’ after ‘‘based’’ ................. Correct typographical error. 

164.512(b)(1) ...................... ‘‘Permitted disclosures’’ and ‘‘may 
disclose’’.

Insert ‘‘uses and’’ and ‘‘use or’’ be-
fore ‘‘disclosures’’ and ‘‘disclose,’’ 
respectively.

Correct inadvertent omission. 

164.512(e)(1)(iii) .................. ‘‘seeking protecting health informa-
tion’’.

Change ‘‘protecting’’ to ‘‘protected’’ Correct typographical error. 

164.512(e)(1)(vi) .................. ‘‘paragraph (e)(1)(iv) of this section’’ Change ‘‘(e)(1)(iv)’’ to ‘‘(e)(1)(v)’’ ..... Correct cross-reference. 
164.512(k)(3) ....................... ‘‘authorized by 18 U.S.C. 3056, or to 

foreign heads of state, or to for 
the conduct of investigations’’.

Remove the comma after ‘‘U.S.C. 
3056’’ and the ‘‘to’’ before ‘‘for’’.

Correct typographical errors. 

In addition to the above technical 
changes, we proposed to make a few 
clarifications to existing text in various 
provisions of the regulation not 
otherwise addressed in the above 
preamble. These are as follows. 

1. Section 164.506(c)(5) permits a 
covered entity to disclose protected 
health information ‘‘to another covered 
entity that participates in the organized 
health care arrangement.’’ We proposed 
to change the words ‘‘another covered 
entity that participates’’ to ‘‘other 
participants’’ because not all 
participants in an organized health care 
arrangement may be covered entities; for 
example, some physicians with staff 
privileges at a hospital may not be 
covered entities. 

2. Section 164.510(a)(1)(ii) permits the 
disclosure of directory information to 
members of the clergy and other persons 
who ask for the individual by name. We 
proposed to add the words ‘‘use or’’ to 
this permission, to cover the provision 
of such information to clergy who are 
part of a facility’s workforce. 

3. Section 164.510(b)(3) covers uses 
and disclosures of protected health 
information when the individual is not 
present to agree or object to the use or 
disclosure, and, as pertinent here, 
permits disclosure to persons only of 
‘‘the protected health information that is 
directly relevant to the person’s 
involvement with the individual’s 
health care.’’ We proposed to delete the 
last two quoted words and substitute the 
following: ‘‘care or payment related to 
the individual’s health care or needed 
for notification purposes.’’ This change 
aligns the text of paragraph (b)(3) with 
the permissions provided for at 
paragraph (b)(1) of this section. 

4. Where an employer needs protected 
health information to comply with 
workplace medical surveillance laws, 
such as the Occupational Safety and 
Health Administration or Mine Safety 
and Health Administration 
requirements, § 164.512(b)(1)(v)(A) 
permits a covered entity to disclose, 

subject to certain conditions, protected 
health information of an individual to 
the individual’s employer if the covered 
entity is a covered health care provider 
‘‘who is a member of the workforce of 
such employer or who provides health 
care to the individual at the request of 
the employer.’’ We proposed to amend 
the quoted language by removing the 
words ‘‘who is a member of the 
workforce of such employer or,’’ as the 
language is unnecessary. 

5. At § 164.512(k)(1)(ii), we proposed 
to replace the word ‘‘Transportation’’ 
with ‘‘Homeland Security.’’ The 
language regarding a component of the 
Department of Transportation was 
included to refer to the Coast Guard; 
however, the Coast Guard was 
transferred to the Department of 
Homeland Security in 2003. 

6. At § 164.512(k)(5), which permits a 
covered entity to disclose to a 
correctional institution or law 
enforcement official having lawful 
custody of an inmate or other individual 
protected health information about the 
inmate or individual in certain 
necessary situations, we proposed to 
replace the word ‘‘and’’ after the 
semicolon in paragraph (i)(E) with the 
word ‘‘or.’’ The intent of 
§ 164.512(k)(5)(i) is not that the 
existence of all of the conditions is 
necessary to permit the disclosure, but 
rather that the existence of any would 
permit the disclosure. 

Overview of Public Comments 
One commenter requested 

clarification about whether business 
associates may participate in an 
organized health care arrangement 
(OHCA) under § 164.506(c)(5). Another 
commenter recommended against 
changing the language of § 164.506(c)(5), 
arguing that such a change could bring 
entities like employers and 
pharmaceutical companies into OHCAs 
that should not otherwise have access to 
protected health information, and 
suggested that the Department change 
the language to make clear that an 

OHCA may include only professional 
staff members. 

Final Rule 

The final rule implements the 
technical, conforming, and clarifying 
changes as proposed. In response to the 
comments regarding which entities may 
participate in an OHCA, we clarify that 
a covered entity participating in an 
OHCA or the OHCA itself may contract 
with a business associate to provide 
certain functions, activities, or services 
on its behalf that involve access to 
protected health information, provided 
the applicable requirements of 
§§ 164.502(e), 164.504(e), 164.308(b) 
and 164.314(a) are met. Further, the 
definition of an organized health care 
arrangement (OHCA) at § 160.103 
includes a clinically integrated care 
setting in which individuals typically 
receive health care from more than one 
health care provider. We modified 
§ 164.506(c)(5) as discussed above in 
recognition of the fact that not all 
participants in a clinically integrated 
care setting may be covered entities 
(e.g., hospital with physicians with staff 
privileges that are not workforce 
members). Such change does not permit 
employers and pharmaceutical 
representatives to receive access to 
protected health information from or 
through an OHCA in a manner they 
would otherwise be prohibited from 
now. 

V. Modifications to the Breach 
Notification Rule Under the HITECH 
Act 

A. Background 

Section 13402 of the HITECH Act 
requires HIPAA covered entities to 
provide notification to affected 
individuals and to the Secretary of HHS 
following the discovery of a breach of 
unsecured protected health information. 
In some cases, the Act requires covered 
entities also to provide notification to 
the media of breaches. In the case of a 
breach of unsecured protected health 
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information at or by a business associate 
of a covered entity, the Act requires the 
business associate to notify the covered 
entity of the breach. Finally, the Act 
requires the Secretary to post on an HHS 
Web site a list of covered entities that 
experience breaches of unsecured 
protected health information involving 
more than 500 individuals. 

Section 13400(1) of the Act defines 
‘‘breach’’ to mean, generally, the 
unauthorized acquisition, access, use, or 
disclosure of protected health 
information which compromises the 
security or privacy of such information. 
The Act includes three exceptions to 
this definition to encompass situations 
Congress clearly intended not to 
constitute breaches: (1) Unintentional 
acquisition, access, or use of protected 
health information by an employee or 
other person acting under the authority 
of a covered entity or business associate 
if such acquisition, access, or use was 
made in good faith and within the 
course and scope of the employment or 
other professional relationship of such 
person with the covered entity or 
business associate and such information 
is not further acquired, accessed, used, 
or disclosed by any person (section 
13400(1)(B)(i)); (2) inadvertent 
disclosure of protected health 
information from one person authorized 
to access protected health information at 
a facility operated by a covered entity or 
business associate to another person 
similarly situated at the same facility 
and the information received is not 
further acquired, accessed, used or 
disclosed without authorization by any 
person (section 13400(1)(B)(ii) and (iii)); 
and (3) unauthorized disclosures in 
which an unauthorized person to whom 
protected health information is 
disclosed would not reasonably have 
been able to retain the information 
(section 13400(1)(A)). 

Further, section 13402(h) of the Act 
defines ‘‘unsecured protected health 
information’’ as ‘‘protected health 
information that is not secured through 
the use of a technology or methodology 
specified by the Secretary in guidance’’ 
and provides that the guidance specify 
the technologies and methodologies that 
render protected health information 
unusable, unreadable, or indecipherable 
to unauthorized individuals. Covered 
entities and business associates that 
implement the specified technologies 
and methodologies with respect to 
protected health information are not 
required to provide notifications in the 
event of a breach of such information— 
that is, the information is not 
considered ‘‘unsecured’’ in such cases. 
As required by the Act, the Secretary 
initially issued this guidance on April 

17, 2009 (it was subsequently published 
at 74 FR 19006 on April 27, 2009). The 
guidance listed and described 
encryption and destruction as the two 
technologies and methodologies for 
rendering protected health information 
unusable, unreadable, or indecipherable 
to unauthorized individuals. 

In cases in which notification is 
required, the Act at section 13402 
prescribes the timeliness, content, and 
methods of providing the breach 
notifications. 

Section 13402 required HHS to issue 
within 180 days of enactment interim 
final regulations to implement these 
breach notification requirements. The 
Department issued an interim final rule 
on August 24, 2009, with a 60-day 
public comment period (74 FR 42740). 
The interim final rule became effective 
on September 23, 2009. In the preamble 
to the interim final rule, the Department 
also re-issued without substantive 
change its Guidance Specifying the 
Technologies and Methodologies That 
Render Protected Health Information 
Unusable, Unreadable, or 
Indecipherable to Unauthorized 
Individuals that was initially issued on 
April 17, 2009. The Guidance continues 
to specify encryption and destruction as 
the two methods for rendering protected 
health information unusable, 
unreadable, or indecipherable to 
unauthorized individuals—or 
‘‘secured’’—and thus, exempt from the 
breach notification obligations. See 74 
FR 42741–43. 

B. Overview of the Interim Final Rule 
The interim final rule added a new 

subpart D to part 164 of title 45 of the 
Code of Federal Regulations (CFR) to 
implement the breach notification 
provisions of section 13402 of the 
HITECH Act. In developing the interim 
final rule, the Department consulted 
closely with the Federal Trade 
Commission (FTC), which administers 
similar breach notification requirements 
on vendors of personal health records 
(PHRs) and their third party service 
providers under section 13407 of the 
HITECH Act. The interim final rule and 
FTC’s Health Breach Notification Rule 
(74 FR 42962, published August 25, 
2009) made clear that entities operating 
as HIPAA covered entities and business 
associates are subject to HHS’, and not 
the FTC’s, breach notification rule. 
Second, to address those limited cases 
where an entity may be subject to both 
HHS’ and the FTC’s rules, such as a 
vendor that offers PHRs to customers of 
a HIPAA covered entity as a business 
associate and also offers PHRs directly 
to the public, both sets of regulations 
were harmonized by including the same 

or similar language, within the 
constraints of the statutory language. 

The 60-day public comment period on 
the interim final rule closed on October 
23, 2009. The Department received 
approximately 120 comments during the 
comment period from a variety of 
entities, including health care providers, 
hospital and medical associations, 
health plans, educational institutions, 
information technology companies, 
privacy and security advocates, 
consumer groups, state agencies, and 
several members of Congress. The 
provisions of the interim final rule are 
discussed in more detail below, along 
with the public comments received, and 
the provisions of this final rule. 

C. Section-by-Section Description of 
Final Rule and Response to Comments 

1. Section 164.402—Definitions 

a. Definition of ‘‘Breach’’ 

Interim Final Rule 

Section 13400(1)(A) of the Act defines 
‘‘breach’’ as the ‘‘unauthorized 
acquisition, access, use, or disclosure of 
protected health information which 
compromises the security or privacy of 
such information, except where an 
unauthorized person to whom such 
information is disclosed would not 
reasonably have been able to retain such 
information.’’ Section 13400(1)(B) of the 
Act provides two additional exceptions 
to the definition of ‘‘breach.’’ The 
interim final rule at 45 CFR 164.402 
defined a ‘‘breach’’ to mean generally 
‘‘the acquisition, access, use, or 
disclosure of protected health 
information in a manner not permitted 
[by the Privacy Rule] which 
compromises the security or privacy of 
the protected health information.’’ The 
definition included the statutory 
exceptions to the definition (discussed 
below) and clarified that 
‘‘unauthorized’’ for purposes of the 
statute meant in a manner not permitted 
by the Privacy Rule. 

In addition, for purposes of this 
definition, the rule provided that 
‘‘compromises the security or privacy of 
the protected health information’’ 
means poses a significant risk of 
financial, reputational, or other harm to 
the individual. The Department 
included this standard regarding a 
significant risk of harm to the individual 
(i.e., harm standard) after considering 
public comment received in response to 
the Department’s request for 
information on the HITECH Act’s breach 
notification provisions. See 74 FR 
19006. The inclusion of the harm 
standard was intended to align the 
Department’s rule with many State 
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breach notification laws, as well as 
existing obligations on Federal agencies 
pursuant to OMB Memorandum M–07– 
16, that have similar standards for 
triggering breach notification. In 
addition, the standard was intended to 
ensure that consumers were not flooded 
with breach notifications for 
inconsequential events, which could 
cause unnecessary anxiety and eventual 
apathy among consumers. 

To determine whether an 
impermissible use or disclosure of 
protected health information constitutes 
a breach under this standard, covered 
entities and business associates were 
required to perform a risk assessment to 
determine if there is a significant risk of 
harm to the individual as a result of the 
impermissible use or disclosure. In 
conducting the risk assessment, covered 
entities and business associates were to 
consider a number or combination of 
factors, including who impermissibly 
used the information or to whom the 
information was impermissibly 
disclosed; whether the covered entity or 
business associate had taken steps to 
mitigate or eliminate the risk of harm; 
whether the protected health 
information was actually accessed; and 
what type or amount of protected health 
information was impermissibly used or 
disclosed. 

The rule provided further that an 
impermissible use or disclosure of 
protected health information that 
qualifies as a limited data set but also 
excludes dates of birth and zip codes 
(both identifiers that may otherwise be 
included in a limited data set) does not 
compromise the security or privacy of 
the protected health information. The 
Department included this narrow 
exception in the belief that it would be 
very difficult to re-identify a limited 
data set that excludes dates of birth and 
zip codes. Thus, a breach of such 
information would pose a low level of 
risk of harm to an individual. 

The interim final rule also included 
the three statutory exceptions to the 
definition of breach. To implement 
section 13400(1)(B)(i) of the Act, the 
first regulatory exception provided that 
a breach excludes any unintentional 
acquisition, access, or use of protected 
health information by a workforce 
member or person acting under the 
authority of a covered entity or business 
associate, if such acquisition, access, or 
use was made in good faith and within 
the scope of authority and does not 
result in further use or disclosure in a 
manner not permitted by the Privacy 
Rule. We substituted the term 
‘‘workforce members’’ for the statutory 
term ‘‘employees’’ because ‘‘workforce 
member’’ is a defined term for purposes 

of the HIPAA Rules and means 
employees, volunteers, trainees, and 
other persons whose conduct, in the 
performance of work for a covered 
entity or business associate, is under the 
direct control of such covered entity or 
business associate. 

In addition to unintentional, good 
faith access to protected health 
information by workforce members, this 
exception covers similar access by a 
business associate of a covered entity or 
subcontractor with respect to a business 
associate or other person acting on 
behalf of a covered entity or business 
associate. The exception does not, 
however, cover situations involving 
snooping employees, because access as 
a result of such snooping would be 
neither unintentional nor done in good 
faith. 

To implement section 13400(1)(B)(ii) 
and (iii) of the Act, the second 
regulatory exception provided that a 
breach excludes inadvertent disclosures 
of protected health information from a 
person who is authorized to access 
protected health information at a 
covered entity or business associate to 
another person authorized to access 
protected health information at the same 
covered entity, business associate, or 
organized health care arrangement in 
which the covered entity participates. 
The regulatory exception includes 
reference to an ‘‘organized health care 
arrangement’’ to capture, among other 
things, clinically integrated care settings 
in which individuals typically receive 
health care from more than one health 
care provider, such as a hospital, and 
the health care providers who have staff 
privileges at the hospital. 

In this regulatory exception, we also 
interpreted the statutory limitations that 
the disclosure be to ‘‘another person 
similarly situated at the same facility’’ 
to mean that the disclosure be to 
another person authorized to access 
protected health information (even if the 
two persons may not be authorized to 
access the same types of protected 
health information) at the same covered 
entity, business associate, or organized 
health care arrangement in which the 
covered entity participates (even if the 
covered entity, business associate, or 
organized health care arrangement has 
multiple facilities or locations across the 
country). 

Finally, to implement section 
13400(1)(A) of the Act, the interim final 
rule exempted disclosures of protected 
health information where a covered 
entity or a business associate has a good 
faith belief that an unauthorized person 
to whom the disclosure was made 
would not reasonably have been able to 
retain such information. For example, if 

a covered entity, due to a lack of 
reasonable safeguards, sends a number 
of explanations of benefits (EOBs) to the 
wrong individuals and a few of the 
EOBs are returned by the post office, 
unopened, as undeliverable, the covered 
entity can conclude that the improper 
addressees could not reasonably have 
retained the information. The EOBs that 
were not returned as undeliverable, 
however, and that the covered entity 
knows were sent to the wrong 
individuals, should be treated as 
potential breaches. As another example, 
if a nurse mistakenly hands a patient the 
discharge papers belonging to another 
patient, but she quickly realizes her 
mistake and recovers the protected 
health information from the patient, this 
would not constitute a breach if the 
nurse can reasonably conclude that the 
patient could not have read or otherwise 
retained the information. 

With respect to any of the three 
exceptions discussed above, a covered 
entity or business associate has the 
burden of proof, pursuant to 
§ 164.414(b) (discussed below), for 
showing why breach notification was 
not required. Accordingly, the covered 
entity or business associate must 
document why the impermissible use or 
disclosure falls under one of the above 
exceptions. 

Overview of Public Comments 
Of the approximately 85 public 

comments received on the interim final 
rule addressing the definition of breach, 
approximately 70 of those comments 
addressed the harm standard and risk 
assessment approach in the interim final 
rule. We received approximately 60 
comments in support of the harm 
standard and the risk assessment 
approach. The commenters in support 
of this approach included providers, 
health plans, professional associations, 
and certain members of Congress. These 
commenters argued that the inclusion of 
the harm standard and accompanying 
risk assessment was consistent with the 
statutory language, aligned the interim 
final rule with many State breach 
notification laws and Federal policies, 
and appropriately placed the obligation 
to determine if a breach had occurred on 
covered entities and business associates 
since they had the requisite knowledge 
of the incident to best assess the likely 
impact of the impermissible use or 
disclosure. 

The proponents of the harm standard 
and risk assessment approach also 
argued that its removal would increase 
the cost and burden of implementing 
the rule for covered entities, business 
associates, as well as HHS, and may 
cause unnecessary anxiety and eventual 
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apathy among consumers if notifications 
are sent when there is no risk of harm 
to the individual. 

We also received approximately 10 
comments opposed to the harm 
standard. Generally, the commenters 
opposed to this approach were members 
of Congress and consumer advocacy 
groups. Some opponents of the harm 
standard argued that its addition to the 
interim final rule set too high a bar for 
triggering breach notification, which 
was contrary to statutory intent. These 
commenters argued that the final rule 
should adopt a bright line standard for 
breach notification to ensure that 
individuals are aware of all 
impermissible uses and disclosures of 
their health information regardless of 
the potential risk and to make 
implementation and enforcement of the 
rule more uniform by removing the 
discretion and judgment given to 
covered entities in the interim final rule. 
These commenters argued that such 
transparency would better breed 
consumer trust and would allow 
individuals to assess the risk of harm 
themselves and take necessary measures 
to mitigate an impermissible use or 
disclosure of their health information. 

Other commenters, while opposed to 
a harm standard to trigger breach 
notification, nonetheless agreed that 
breach notification should not be 
required following every impermissible 
use or disclosure of unsecured protected 
health information no matter how 
inconsequential the breach. These 
commenters argued that, rather than a 
subjective standard measuring the risk 
of harm to an individual, the final rule 
should include a more objective 
standard against which entities would 
be required to assess risk. These 
commenters suggested that the risk 
assessment should focus on the risk that 
the protected health information was 
compromised instead of on the risk of 
harm to the individual. Additionally, 
these commenters proposed four factors 
that should be considered to determine 
whether the information was 
compromised: (1) To whom the 
information was impermissibly 
disclosed; (2) whether the information 
was actually accessed or viewed; (3) the 
potential ability of the recipient to 
identify the subjects of the data; and (4) 
in cases where the recipient is the 
disclosing covered entity’s business 
associate or is another covered entity, 
whether the recipient took appropriate 
mitigating action. 

Some commenters stated that the 
default function of the rule was unclear. 
In particular, these commenters 
questioned whether the rule required 
notification of a breach unless it is 

determined that a significant risk of 
harm does not exist, or alternatively, 
required notification only in cases 
where significant risk of harm can be 
demonstrated. Other commenters 
suggested that we include in the 
definition an express presumption of a 
breach unless an entity can show 
otherwise. 

Additionally, many commenters 
responded to the treatment of limited 
data sets in the interim final rule. 
Although many commenters expressed 
support for the assertion that limited 
data sets that do not contain dates of 
birth and zip codes do not compromise 
the security or privacy of protected 
health information, most of these 
commenters expressed concern that the 
interim final rule did not go far enough 
and should exempt even those limited 
data sets that contain dates of birth and/ 
or zip codes from the breach notification 
requirements. These commenters argued 
that no impermissible use or disclosure 
of a limited data set should trigger 
breach notification obligations because 
without the 16 direct identifiers that the 
Privacy Rule requires to be stripped 
from the information, there is minimal 
risk of harm to the individual. 
Additionally, commenters indicated it 
would be costly and burdensome for 
entities to have to re-identify the 
information in a limited data set to 
provide notification and that re- 
identifying the information could also 
pose an additional risk of harm to the 
affected individuals. Finally, other 
commenters noted that because 
researchers commonly rely on limited 
data sets that contain dates of birth and 
zip codes, researchers would not be able 
to take advantage of the exception for 
certain limited data sets in the interim 
final rule, which may have the effect of 
deterring research. 

In contrast, some commenters 
expressed concern regarding the 
inclusion of even the limited exception 
to the definition of breach for limited 
data sets that do not include dates of 
birth and zip codes. These commenters 
supported requiring entities to perform 
a risk assessment to determine whether 
an impermissible use or disclosure of 
such information compromised the 
security or privacy of the information, 
as there may be a risk of re- 
identification of this information 
depending on who received the 
information. 

Final Rule 
After considering the public 

comments on the definition, the 
Department in this final rule amends the 
definition of ‘‘breach’’ at 45 CFR 
164.402. Based on the comments, we 

recognize that the language used in the 
interim final rule and its preamble 
could be construed and implemented in 
manners we had not intended. 
Accordingly, this final rule modifies 
and clarifies the definition of breach 
and the risk assessment approach 
outlined in the interim final rule. 

First, we have added language to the 
definition of breach to clarify that an 
impermissible use or disclosure of 
protected health information is 
presumed to be a breach unless the 
covered entity or business associate, as 
applicable, demonstrates that there is a 
low probability that the protected health 
information has been compromised. We 
recognize that some persons may have 
interpreted the risk of harm standard in 
the interim final rule as setting a much 
higher threshold for breach notification 
than we intended to set. As a result, we 
have clarified our position that breach 
notification is necessary in all situations 
except those in which the covered entity 
or business associate, as applicable, 
demonstrates that there is a low 
probability that the protected health 
information has been compromised (or 
one of the other exceptions to the 
definition of breach applies). We believe 
that the express statement of this 
presumption in the final rule will help 
ensure that all covered entities and 
business associates interpret and apply 
the regulation in a uniform manner and 
also responds to commenters that 
indicated the default function of the 
rule was unclear. This new language is 
also consistent with § 164.414, which 
provides that covered entities and 
business associates have the burden of 
proof to demonstrate that all 
notifications were provided or that an 
impermissible use or disclosure did not 
constitute a breach (such as by 
demonstrating through a risk assessment 
that there was a low probability that the 
protected health information had been 
compromised) and must maintain 
documentation sufficient to meet that 
burden of proof. 

Second, to further ensure that this 
provision is applied uniformly and 
objectively by covered entities and 
business associates, we have removed 
the harm standard and modified the risk 
assessment to focus more objectively on 
the risk that the protected health 
information has been compromised. 
Thus, breach notification is not required 
under the final rule if a covered entity 
or business associate, as applicable, 
demonstrates through a risk assessment 
that there is a low probability that the 
protected health information has been 
compromised, rather than demonstrate 
that there is no significant risk of harm 
to the individual as was provided under 
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11 We caution that many forms of health 
information, not just information about sexually 
transmitted diseases or mental health or substance 
abuse, are sensitive. 

12 Information that has been de-identified in 
accordance with 45 CFR 164.514(a)–(c) is not 
protected health information, and thus, any 
inadvertent or unauthorized use or disclosure of 
such information is not considered a breach for 
purposes of this rule. 

the interim final rule. The final rule also 
identifies the more objective factors 
covered entities and business associates 
must consider when performing a risk 
assessment to determine if the protected 
health information has been 
compromised and breach notification is 
necessary. 

Although some commenters urged us 
to implement a bright line standard, 
requiring notification for all 
impermissible uses and disclosures 
without any assessment of risk, we 
believe that a risk assessment is 
necessary. The statute acknowledges, by 
including a specific definition of breach 
and identifying exceptions to this 
definition, as well as by providing that 
an unauthorized acquisition, access, 
use, or disclosure of protected health 
information must compromise the 
security or privacy of such information 
to be a breach, that there are several 
situations in which unauthorized 
acquisition, access, use, or disclosure of 
protected health information is so 
inconsequential that it does not warrant 
notification. In addition to the statutory 
exceptions that have been included in 
both the interim final rule and this final 
rule, there may be other similar 
situations that do not warrant breach 
notification. We agree with commenters 
that providing notification in such cases 
may cause the individual unnecessary 
anxiety or even eventual apathy if 
notifications of these types of incidents 
are sent routinely. For example, if a 
covered entity misdirects a fax 
containing protected health information 
to the wrong physician practice, and 
upon receipt, the receiving physician 
calls the covered entity to say he has 
received the fax in error and has 
destroyed it, the covered entity may be 
able to demonstrate after performing a 
risk assessment that there is a low risk 
that the protected health information 
has been compromised. Although this 
scenario does not fit into any of the 
statutory or regulatory exceptions, we 
believe that, like the exceptions to 
breach, notification should not be 
required if the covered entity 
demonstrates a low probability that the 
data has been compromised. 

Commenters argued that a rule 
containing a bright line standard for 
notification would be easier for both the 
regulated entities to implement and for 
HHS to enforce. We disagree. Although 
a rule that required notification 
following every impermissible use or 
disclosure may appear easier for 
covered entities and business associates 
to implement—as no determination of 
the risk that the protected health 
information has been compromised 
would be required—in effect, a bright 

line standard would be extremely 
burdensome and costly for entities to 
implement. With no risk assessment 
following an impermissible use or 
disclosure, entities may be required to 
provide many notices each year for 
incidents that did not compromise the 
security or privacy of an individual’s 
protected health information. 

Although we do not believe a bright 
line approach to breach notification is 
appropriate, we do agree with the 
commenters who expressed concern 
that the risk assessment focus on ‘‘harm 
to an individual’’ in the interim final 
rule was too subjective and would lead 
to inconsistent interpretations and 
results across covered entities and 
business associates. As a result, instead 
of assessing the risk of harm to the 
individual, covered entities and 
business associates must assess the 
probability that the protected health 
information has been compromised 
based on a risk assessment that 
considers at least the following factors: 
(1) The nature and extent of the 
protected health information involved, 
including the types of identifiers and 
the likelihood of re-identification; (2) 
the unauthorized person who used the 
protected health information or to 
whom the disclosure was made; (3) 
whether the protected health 
information was actually acquired or 
viewed; and (4) the extent to which the 
risk to the protected health information 
has been mitigated. We believe that the 
use of these factors, which are derived 
from the factors listed in the interim 
final rule as well as many of the factors 
suggested by commenters, will result in 
a more objective evaluation of the risk 
to the protected health information and 
a more uniform application of the rule. 

As we have modified and 
incorporated the factors that must be 
considered when performing a risk 
assessment into the regulatory text, 
covered entities and business associates 
should examine their policies to ensure 
that when evaluating the risk of an 
impermissible use or disclosure they 
consider all of the required factors. In 
addition, given the circumstances of the 
impermissible use or disclosure, 
additional factors may need to be 
considered to appropriately assess the 
risk that the protected health 
information has been compromised. We 
note that, although we have included 
this risk assessment in the final rule, 
this type of assessment of risk should 
not be a new or different exercise for 
covered entities and business associates. 
Similar assessments of risk that data 
have been compromised must be 
performed routinely following security 

breaches and to comply with certain 
State breach notification laws. 

The first factor requires covered 
entities and business associates to 
evaluate the nature and the extent of the 
protected health information involved, 
including the types of identifiers and 
the likelihood of re-identification of the 
information. To assess this factor, 
entities should consider the type of 
protected health information involved 
in the impermissible use or disclosure, 
such as whether the disclosure involved 
information that is of a more sensitive 
nature. For example, with respect to 
financial information, this includes 
credit card numbers, social security 
numbers, or other information that 
increases the risk of identity theft or 
financial fraud. With respect to clinical 
information, this may involve 
considering not only the nature of the 
services or other information 11 but also 
the amount of detailed clinical 
information involved (e.g., treatment 
plan, diagnosis, medication, medical 
history information, test results). 
Considering the type of protected health 
information involved in the 
impermissible use or disclosure will 
help entities determine the probability 
that the protected health information 
could be used by an unauthorized 
recipient in a manner adverse to the 
individual or otherwise used to further 
the unauthorized recipient’s own 
interests. Additionally, in situations 
where there are few, if any, direct 
identifiers in the information 
impermissibly used or disclosed, 
entities should determine whether there 
is a likelihood that the protected health 
information released could be re- 
identified based on the context and the 
ability to link the information with 
other available information.12 For 
example, if a covered entity 
impermissibly disclosed a list of patient 
names, addresses, and hospital 
identification numbers, the protected 
health information is obviously 
identifiable, and a risk assessment likely 
would determine that there is more than 
a low probability that the information 
has been compromised, dependent on 
an assessment of the other factors 
discussed below. Alternatively, if the 
covered entity disclosed a list of patient 
discharge dates and diagnoses, the 
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entity would need to consider whether 
any of the individuals could be 
identified based on the specificity of the 
diagnosis, the size of the community 
served by the covered entity, or whether 
the unauthorized recipient of the 
information may have the ability to 
combine the information with other 
available information to re-identify the 
affected individuals (considering this 
factor in combination with the second 
factor discussed below). We emphasize, 
however, that the entity must evaluate 
all the factors, including those 
discussed below, before making a 
determination about the probability of 
risk that the protected health 
information has been compromised. 

The second factor requires covered 
entities and business associates to 
consider the unauthorized person who 
impermissibly used the protected health 
information or to whom the 
impermissible disclosure was made. 
Entities should consider whether the 
unauthorized person who received the 
information has obligations to protect 
the privacy and security of the 
information. For example, as discussed 
in the interim final rule, if protected 
health information is impermissibly 
disclosed to another entity obligated to 
abide by the HIPAA Privacy and 
Security Rules or to a Federal agency 
obligated to comply with the Privacy 
Act of 1974 and the Federal Information 
Security Management Act of 2002, there 
may be a lower probability that the 
protected health information has been 
compromised since the recipient of the 
information is obligated to protect the 
privacy and security of the information 
in a similar manner as the disclosing 
entity. We also emphasize that this 
factor should be considered in 
combination with the factor discussed 
above regarding the risk of re- 
identification. If the information 
impermissibly used or disclosed is not 
immediately identifiable, entities 
should determine whether the 
unauthorized person who received the 
protected health information has the 
ability to re-identify the information. 
For example, if information containing 
dates of health care service and 
diagnoses of certain employees was 
impermissibly disclosed to their 
employer, the employer may be able to 
determine that the information pertains 
to specific employees based on other 
information available to the employer, 
such as dates of absence from work. In 
this case, there may be more than a low 
probability that the protected health 
information has been compromised. 

Several commenters suggested that a 
risk assessment need be completed 
following only impermissible 

disclosures of protected health 
information, since information 
impermissibly ‘‘used’’ remains within 
the covered entity or business associate. 
We disagree. The final rule requires a 
risk assessment to be performed 
following both impermissible uses and 
disclosures (that do not otherwise fall 
within the other enumerated exceptions 
to breach). However, the fact that 
information only is impermissibly used 
within a covered entity or business 
associate and the impermissible use 
does not result in further impermissible 
disclosure outside the entity, is 
something that may be taken into 
account in conducting the risk 
assessment and may reduce the 
probability that the protected health 
information has been compromised. 

The third factor requires covered 
entities and business associates to 
investigate an impermissible use or 
disclosure to determine if the protected 
health information was actually 
acquired or viewed or, alternatively, if 
only the opportunity existed for the 
information to be acquired or viewed. 
For example, as we discussed in the 
interim final rule, if a laptop computer 
was stolen and later recovered and a 
forensic analysis shows that the 
protected health information on the 
computer was never accessed, viewed, 
acquired, transferred, or otherwise 
compromised, the entity could 
determine that the information was not 
actually acquired by an unauthorized 
individual even though the opportunity 
existed. In contrast, however, if a 
covered entity mailed information to the 
wrong individual who opened the 
envelope and called the entity to say 
that she received the information in 
error, then, in this case, the 
unauthorized recipient viewed and 
acquired the information because she 
opened and read the information to the 
extent that she recognized it was mailed 
to her in error. 

The final factor included in the final 
rule requires covered entities and 
business associates to consider the 
extent to which the risk to the protected 
health information has been mitigated. 
Covered entities and business associates 
should attempt to mitigate the risks to 
the protected health information 
following any impermissible use or 
disclosure, such as by obtaining the 
recipient’s satisfactory assurances that 
the information will not be further used 
or disclosed (through a confidentiality 
agreement or similar means) or will be 
destroyed, and should consider the 
extent and efficacy of the mitigation 
when determining the probability that 
the protected health information has 
been compromised. We note that this 

factor, when considered in combination 
with the factor regarding the 
unauthorized recipient of the 
information discussed above, may lead 
to different results in terms of the risk 
to the protected health information. For 
example, a covered entity may be able 
to obtain and rely on the assurances of 
an employee, affiliated entity, business 
associate, or another covered entity that 
the entity or person destroyed 
information it received in error, while 
such assurances from certain third 
parties may not be sufficient. As 
described above, certain commenters 
suggested that mitigation should only be 
considered where the recipient of the 
information is a business associate of 
the covered entity or another covered 
entity. We do not in this rule limit this 
factor to those circumstances but, as 
discussed above, acknowledge that the 
recipient of the information will have an 
impact on whether the covered entity 
can conclude that an impermissible use 
or disclosure has been appropriately 
mitigated. 

A covered entity’s or business 
associate’s analysis of the probability 
that protected health information has 
been compromised following an 
impermissible use or disclosure must 
address each factor discussed above. 
Other factors may also be considered 
where necessary. Covered entities and 
business associates must then evaluate 
the overall probability that the protected 
health information has been 
compromised by considering all the 
factors in combination, and we expect 
these risk assessments to be thorough, 
completed in good faith, and for the 
conclusions reached to be reasonable. If 
an evaluation of the factors discussed 
above fails to demonstrate that there is 
a low probability that the protected 
health information has been 
compromised, breach notification is 
required. We do note, however, that a 
covered entity or business associate has 
the discretion to provide the required 
notifications following an impermissible 
use or disclosure of protected health 
information without performing a risk 
assessment. Because the final rule 
clarifies the presumption that a breach 
has occurred following every 
impermissible use or disclosure of 
protected health information, entities 
may decide to notify without evaluation 
of the probability that the protected 
health information has been 
compromised. In the future, we will 
issue additional guidance to aid covered 
entities and business associates in 
performing risk assessments with 
respect to frequently occurring 
scenarios. 
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In addition to the removal of the harm 
standard and the creation of more 
objective factors to evaluate the 
probability that protected health 
information has been compromised, we 
have removed the exception for limited 
data sets that do not contain any dates 
of birth and zip codes. In the final rule, 
following the impermissible use or 
disclosure of any limited data set, a 
covered entity or business associate 
must perform a risk assessment that 
evaluates the factors discussed above to 
determine if breach notification is not 
required. 

The vast majority of commenters were 
not supportive of the exception for 
certain limited data sets outlined in the 
interim final rule, either because they 
believed the exception did not go far 
enough and would chill research that 
needed access to birth dates and zip 
codes in limited data sets, or because of 
concerns regarding the re-identifiability 
of the limited information to which the 
exception applied. Based on the 
comments, we believe it is appropriate 
to require the impermissible use or 
disclosure of a limited data set, even 
those that do not contain dates of birth 
and zip codes, to be subject to a risk 
assessment to demonstrate that breach 
notification is not required. The final 
rule expressly includes a factor that 
would require consideration of the re- 
identifiability of the information, as 
well a factor that requires an assessment 
of the unauthorized person who used 
the protected health information or to 
whom the disclosure was made (i.e., 
whether this person has the ability to re- 
identify the affected individuals). Thus, 
the factors are particularly suited to 
address the probability that a data set 
without direct identifiers has been 
compromised following an 
impermissible use or disclosure. 
Further, we believe in most cases that 
the result would be the same under this 
final rule as under the interim final rule 
with respect to whether an 
impermissible use or disclosure of a 
limited data set that also excludes dates 
of birth and zip codes constitutes a 
breach for which notification is 
required. Due to the lack of identifiers 
present in the protected health 
information, entities may reasonably 
determine that there is a low probability 
of risk that the information has been 
compromised; however, we stress that 
this is a fact specific determination to be 
made based on the circumstances of the 
impermissible use or disclosure. 

We encourage covered entities and 
business associates to take advantage of 
the safe harbor provision of the breach 
notification rule by encrypting limited 
data sets and other protected health 

information pursuant to the Guidance 
Specifying the Technologies and 
Methodologies that Render Protected 
Health Information Unusable, 
Unreadable, or Indecipherable to 
Unauthorized Individuals (74 FR 42740, 
42742). If protected health information 
is encrypted pursuant to this guidance, 
then no breach notification is required 
following an impermissible use or 
disclosure of the information. 

In addition to the comments 
discussed above, it was suggested that 
covered entities be required to include 
in their notice of privacy practices 
information about how a risk 
assessment will be conducted or their 
internal policies for determining 
whether a breach has occurred and 
notification is warranted. It was also 
suggested that the breach notice to the 
individual following discovery of a 
breach of unsecured protected health 
information contain information about 
the covered entity or business 
associate’s risk assessment to help the 
individual better assess the level of 
threat posed by the breach and to better 
determine the appropriate steps, if any, 
to take. 

We decline to require that the covered 
entity’s notice of privacy practices 
include a description of how a risk 
assessment will be conducted, although 
covered entities may include such 
information in their notice of privacy 
practices if they choose. While each risk 
assessment will differ depending on the 
specific facts and circumstances 
surrounding the impermissible use or 
disclosure, we believe that the 
modifications in this final rule will help 
ensure that covered entities and 
business associates perform risk 
assessments more uniformly and 
objectively. We also note that the 
content requirements for the notice to 
the individual outlined in § 164.404(c) 
already require that the individual be 
notified of the circumstances of a 
breach, as well as what steps 
individuals should take to protect 
themselves from potential harm 
resulting from the breach. 

One commenter suggested that we 
require a covered entity to hire an 
independent organization to assess the 
risk of an impermissible use or 
disclosure to determine if breach 
notification is required. We do not 
believe such a requirement is necessary, 
although covered entities are free to 
engage independent organizations to 
assist in making such determinations 
provided that, if access to protected 
health information is required, business 
associate agreements are entered into to 
protect the information. Further, we 
believe the modifications in this final 

rule are conducive to more uniform risk 
assessments across covered entities and 
business associates. Additionally, as 
with the interim final rule, we note that 
covered entities and business associates 
have the burden of proof, pursuant to 
§ 164.414, to demonstrate that all 
notifications were provided or that an 
impermissible use or disclosure did not 
constitute a breach and to maintain 
documentation (e.g., of the risk 
assessment demonstrating that there 
was a low probability that the protected 
health information had been 
compromised or of the assessment that 
the impermissible use or disclosure falls 
within one of the other exceptions to 
breach), pursuant to 45 CFR 
164.530(j)(1)(iv), as necessary to meet 
this burden of proof. Thus, covered 
entities and business associates have 
adequate incentive to conduct 
reasonable and diligent risk 
assessments. 

Finally, after reviewing and 
considering the comments received 
regarding the exceptions to the 
definition of breach in the interim final 
rule, the Department adopts these 
exceptions without modification in this 
final rule. Although the substance of 
these exceptions has not changed, these 
exceptions are now located at paragraph 
(1) of the definition of breach instead of 
paragraph (2) to accommodate the 
modifications discussed above. We 
respond to the public comments 
addressing these exceptions, as well as 
other comments received on the 
definition of ‘‘breach,’’ below. 

Response to Other Public Comments 
Comment: Many commenters 

expressed concern that violations of the 
minimum necessary standard may 
trigger breach notification obligations. 

Response: We do not believe it would 
be appropriate to exempt minimum 
necessary violations from the breach 
notification obligations as we do not 
believe that all minimum necessary 
violations present a low probability that 
the protected health information has 
been compromised. Thus, uses or 
disclosures that impermissibly involve 
more than the minimum necessary 
information, in violation of 
§§ 164.502(b) and 164.514(d), may 
qualify as breaches. Such incidents 
must be evaluated as any other 
impermissible uses or disclosures to 
determine whether breach notification 
is not required. 

As explained above, there are several 
factors to be considered when 
determining the probability that the 
protected health information involved 
in an impermissible use or disclosure 
has been compromised, including the 
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unauthorized person who used the 
information or to whom the disclosure 
was made. Thus, where a minimum 
necessary violation occurs in a 
disclosure to a business associate or as 
an internal use within a covered entity 
or business associate, the fact that the 
information was not acquired by a third 
party would be considered as part of the 
risk assessment and may help lead to 
the conclusion that there is a low 
probability that the protected health 
information has been compromised. 
Alternatively, covered entities and 
business associates may determine that 
certain minimum necessary violations 
fall within the exceptions to the 
definition of breach at § 164.402(1)(i) or 
(1)(ii). 

We note that the Privacy Rule’s 
minimum necessary standard requires a 
covered entity to make reasonable 
efforts to limit access to protected health 
information to those persons or classes 
of persons who need access to protected 
health information to carry out their 
duties and to disclose an amount of 
protected health information reasonably 
necessary to achieve the purpose of a 
disclosure. The Privacy Rule requires 
covered entities to determine and define 
in their policies and procedures how the 
minimum necessary standard applies to 
their own uses and disclosures. Thus, 
covered entities are in a good position 
to know when such policies and 
procedures have been violated and to 
assess the probability that the incident 
has compromised the security or 
privacy of the information. Finally, we 
will consider including further guidance 
regarding the interaction between the 
minimum necessary standard and the 
breach notification requirements in the 
guidance required by section 
13405(b)(1)(B) of the HITECH Act. 

Comment: Several commenters asked 
that we clarify the differences between 
‘‘acquisition,’’ ‘‘access,’’ ‘‘use,’’ and 
‘‘disclosure’’ in the exceptions in the 
final rule. These commenters expressed 
confusion regarding the use of these 
terms in the first two exceptions to the 
definition of breach, stating that the 
term ‘‘acquisition’’ connotes a 
disclosure of information, and thus, the 
exception regarding unintentional 
acquisition, access, or use of protected 
health information by a workforce 
member or person acting under the 
authority of a covered entity or business 
associate implicitly includes disclosures 
of protected health information. 

Response: While the Privacy Rule 
uses the terms ‘‘use’’ and ‘‘disclosure,’’ 
we included both ‘‘acquisition’’ and 
‘‘access’’ in the regulatory text for 
consistency with the statutory language. 
We interpret ‘‘acquisition’’ and ‘‘access’’ 

to information based on their plain 
meanings and believe that both terms 
are encompassed within the current 
definitions of ‘‘use’’ and ‘‘disclosure’’ in 
the HIPAA Rules. For example, an 
acquisition may be a ‘‘use’’ or 
‘‘disclosure’’ depending on who 
acquired the information—i.e., a 
workforce member or someone outside 
the covered entity, such as a business 
associate. 

Comment: Several commenters 
supported our interpretations of the 
statutory terms ‘‘employee,’’ ‘‘same 
facility,’’ and ‘‘similarly situated 
individual’’ with respect to the 
exceptions to the definition of breach. 

Response: We retain these 
clarifications in this final rule. 

Comment: Some commenters asked 
that we use the term ‘‘use’’ instead of 
‘‘disclosure’’ to describe the type of 
information exchange contemplated by 
the exception for certain inadvertent 
disclosures among persons similarly 
authorized to access protected health 
information at a covered entity or 
business associate since the information 
must be shared within a covered entity 
or business associate for the exception 
to apply. 

Response: We clarify that the 
exception at paragraph (1)(ii) of the 
definition of ‘‘breach’’ is intended to 
apply to certain ‘‘disclosures’’ that may 
occur ‘‘at’’ a covered entity, business 
associate, or organized health care 
arrangement in which the covered entity 
participates—e.g., to persons onsite at a 
covered entity’s facility that are not 
workforce members, such as physicians 
with staff privileges at a hospital. For 
impermissible ‘‘uses’’ of protected 
health information among workforce 
members of a covered entity or a 
business associate, a covered entity or 
business associate should determine 
whether the exception to breach at 
paragraph (1)(i) regarding certain 
unintentional acquisition, access, or use 
by a workforce member or person acting 
under the authority of a covered entity 
or business associate applies. 

Comment: One commenter asked if 
breach notification is required in cases 
where an impermissible use or 
disclosure originally qualifies for either 
of the exceptions to breach at 
§ 164.402(1)(i) or (1)(ii) at the time the 
incident occurs but later no longer fits 
within the exception because the 
protected health information is further 
used or disclosed in an impermissible 
manner. 

Response: The applicability of an 
exception to breach must be judged at 
the time the incident is discovered and 
evaluated. If an exception to breach is 
determined to apply such that 

notification is not warranted, the 
inquiry into that breach ends; however, 
the covered entity or business associate 
should take appropriate steps to ensure 
that the information is not further used 
or disclosed impermissibly. If, sometime 
after making the determination that the 
exception applied, the information is 
impermissibly used or disclosed, the 
covered entity or business associate 
should treat that incident as a separate 
impermissible use or disclosure that 
warrants evaluation as a breach on its 
own. As explained more fully below, we 
treat a breach as having occurred at the 
time of the impermissible use or 
disclosure, which in the case of the first 
two exceptions to breach, is at the time 
of the ‘‘further’’ impermissible use or 
disclosure. 

Comment: One commenter asked that 
we broaden the application of the 
inadvertent disclosure exception to 
apply to all routine disclosures between 
covered entities. Other commenters 
asked that the rule exempt from the 
breach notification obligations 
situations in which a covered entity 
discloses information to a business 
associate or another covered entity. 
Commenters noted that because covered 
entities and business associates are 
required to protect the privacy of 
protected health information, there is 
little risk that even an impermissible 
disclosure between such entities would 
compromise the security or privacy of 
the information. 

Response: We do not agree that such 
situations warrant a blanket exception 
from the breach notification rules. In 
appropriate cases, some of these 
impermissible disclosures among 
covered entities and covered entities 
and business associates may fall within 
the existing exceptions to breach at 
paragraphs (1)(i) and (ii) of the 
definition. Otherwise, such disclosures 
must be evaluated as to the probability 
that the protected health information 
has been compromised based on a risk 
assessment of a number of factors. 
While the fact that the recipient of an 
impermissible disclosure is a covered 
entity or business associate with 
obligations to protect the privacy and 
security of protected health information 
is a consideration with respect to 
assessing the risk that the protected 
health information has been 
compromised, it is not the only factor. 
For example, a covered entity or 
business associate must also evaluate 
the extent to which the risk to the 
protected health information has been 
mitigated. 

Comment: Several commenters 
suggested that the exceptions to breach 
should not apply to situations where 
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workforce members or employees 
further use or disclose information they 
unintentionally or inadvertently 
acquired, accessed, or used, even if such 
further use or disclosure is permitted 
under the Privacy Rule. Additionally, 
these commenters suggested that the 
breach exceptions should apply only in 
cases in which the workforce member or 
employee has taken appropriate steps to 
mitigate the unintentional acquisition, 
access, or use of protected health 
information, such as by alerting the 
sender of the misdirected information, if 
applicable, and returning or destroying 
it. 

Response: We do not believe it is 
appropriate to prohibit the sharing of 
protected health information for 
permissible purposes following an 
unintentional or inadvertent error by a 
workforce member or an employee. 
Doing so would restrict access and 
disclosure of the protected health 
information for necessary treatment and 
other important purposes to the extent 
the workforce member or employee 
needed access to the information in the 
future for authorized purposes, which 
would adversely affect health care 
delivery. We believe that the rule strikes 
an appropriate balance by not allowing 
workforce member errors to be excepted 
from the definition of breach in cases 
where the workforce member takes the 
information he or she has mistakenly 
obtained and then misuses it. 

With respect to requiring workforce 
members or employees to take 
appropriate steps to mitigate their 
unintentional access to protected health 
information, we note that the Privacy 
Rule already requires covered entities to 
ensure as part of their minimum 
necessary policies and procedures that 
workforce members have appropriate 
access to protected health information. 
Therefore, covered entities should 
ensure that workforce members who 
gain access in an unauthorized manner 
to protected health information do not 
continue to have such unauthorized 
access. This may require having policies 
which require workforce members to 
return or destroy the information to 
which they obtained unauthorized 
access. Further, covered entities must 
implement reasonable safeguards to 
protect against impermissible uses and 
disclosures, including further 
impermissible uses and disclosures by a 
workforce member who has gained 
unauthorized access to protected health 
information. 

Comment: One commenter asked that 
we include an exception in the final 
rule for situations in which a laptop is 
lost and recovered and a forensic 
analysis shows that the protected health 

information on the computer was not 
accessed. The commenter stated that 
because the forensic analysis showed 
that the information was not 
compromised, a risk assessment should 
not be required. 

Response: We do not include an 
explicit exception for this particular 
scenario. As we explained above, in 
cases where a lost laptop is recovered, 
the fact that a forensic analysis of the 
computer shows that its information 
was not accessed is a relevant 
consideration for the risk assessment, 
and entities in such situations may be 
able to demonstrate a low probability 
that the information has been 
compromised. However, covered 
entities and business associates still 
must document their risk assessments in 
these cases. We also note, as we did in 
the interim final rule, if a computer is 
lost or stolen, we do not consider it 
reasonable to delay breach notification 
based on the hope that the computer 
will be recovered. 

Comment: Some commenters asked 
that we create an exception to breach to 
cover certain routine impermissible 
disclosures of protected health 
information. For example, commenters 
asked that we except from notification 
disclosures made as a result of the 
covered entity mailing information to a 
patient’s old address, faxing information 
to the wrong number, disclosures made 
as a result of leaving a voice message at 
the wrong number reminding a patient 
of an upcoming appointment, or, in 
situations where patients have identical 
or similar names, contacting the wrong 
patient to inform him or her that lab 
results were ready. 

Response: We decline to create such 
an exception. The ability of a covered 
entity or business associate to 
demonstrate that a particular situation 
poses a low probability that the 
protected health information was 
compromised is very fact specific and 
will depend on an assessment of all of 
the factors discussed above, such as to 
whom the information was disclosed, 
what information was disclosed, and 
what mitigation has taken place. We 
also note that, in some cases, some of 
the situations contemplated by the 
commenters may fall within an existing 
exception. For example, if a covered 
entity mails protected health 
information about an individual to a 
wrong address, the impermissible 
disclosure may fall into the exception at 
paragraph (1)(iii) of the definition of 
breach if the information is returned, 
undelivered and unopened, to the 
covered entity, such that an 
unauthorized recipient could not 
reasonably have retained the 

information. If, however, the 
information was not returned or if the 
covered entity was informed by the 
unauthorized recipient that he had 
received and opened the mail in error, 
the covered entity would need to 
complete a risk assessment to determine 
the probability that the protected health 
information had been compromised as a 
result of the impermissible disclosure. 

Comment: Several commenters asked 
that we harmonize the final rule with 
the FTC’s Health Breach Notification 
final rule. 

Response: Although the FTC and HHS 
breach notification rules generally apply 
to different entities, HHS has worked 
closely with the FTC to ensure both sets 
of regulations were harmonized to the 
greatest extent possible by including the 
same or similar requirements within the 
constraints of the statutory language. In 
addition, in the few situations where an 
entity provides PHRs to customers of a 
HIPAA covered entity through a 
business associate arrangement but also 
provides PHRs directly to the public 
and a breach of its records occurs, in 
certain cases, the FTC will deem 
compliance with certain provisions of 
HHS’ rule as compliance with FTC’s 
rule. See 74 FR 42964. In particular, in 
such situations, it may be appropriate 
for the vendor to provide the same 
breach notice to all its PHR customers 
since it has a direct relationship with all 
the affected individuals. Thus, in those 
limited circumstances where a vendor 
of PHRs (1) provides notice to 
individuals on behalf of a HIPAA 
covered entity, (2) has dealt directly 
with these individuals in managing 
their PHR accounts, and (3) provides 
notice to its customers at the same time, 
the FTC will deem compliance with 
HHS requirements governing the timing, 
method, and content of notice to be 
compliance with the corresponding FTC 
rule provisions. Note, however, that the 
PHR vendor still must comply with all 
other FTC rule requirements, including 
the requirement to notify the FTC 
within ten business days after 
discovering the breach. 

b. Definition of ‘‘Unsecured Protected 
Health Information’’ 

Interim Final Rule 

Section 13402(h)(1)(A) of the Act 
defines ‘‘unsecured protected health 
information’’ as ‘‘protected health 
information’’ that is not secured through 
the use of a technology or methodology 
specified by the Secretary in guidance 
issued under [section 13402(h)(2)].’’ The 
Act at section 13402(h)(2) requires that 
the Secretary specify in the guidance the 
technologies and methodologies that 
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render protected health information 
unusable, unreadable, or indecipherable 
to unauthorized individuals. 
Accordingly, the interim final rule 
defined ‘‘unsecured protected health 
information’’ as protected health 
information that is not rendered 
unusable, unreadable, or indecipherable 
to unauthorized individuals through the 
use of a technology or methodology 
specified by the Secretary in guidance. 
This guidance, which was published in 
updated form within the preamble to 
the interim final rule and made 
available on the HHS Web site, specifies 
that only encryption and destruction, 
consistent with National Institute of 
Standards and Technology (NIST) 
guidelines, renders protected health 
information unusable, unreadable, or 
indecipherable to unauthorized 
individuals such that notification is not 
required in the event of a breach of such 
information. 

Overview of Public Comments 
While we received a number of 

technical and other comments on the 
guidance, we did not receive any 
comments on the language of the above 
definition itself. We intend to address 
the comments on the guidance in our 
next update to the guidance. 

Final Rule 
The final rule modifies the interim 

final rule’s definition of ‘‘unsecured 
protected health information’’ to replace 
the term ‘‘unauthorized individuals’’ in 
the definition with ‘‘unauthorized 
persons.’’ The term ‘‘individual’’ is 
defined in § 160.103 to mean the person 
who is the subject of the protected 
health information, which is not what is 
intended with the reference to 
‘‘individual’’ in the definition of 
‘‘unsecured protected health 
information.’’ Accordingly, the final 
rule uses more appropriately the term 
‘‘unauthorized persons.’’ The final rule 
also modifies the definition to remove 
the term ‘‘on the HHS Web site’’ as 
unnecessary language. While we remove 
the reference to the HHS Web site from 
the regulatory text, we do plan to 
continue to post updates to the guidance 
on the Web site as they are issued. 

2. Section 164.404—Notification to 
Individuals 

Interim Final Rule 
Section 13402(a) of the Act provides 

that a covered entity that accesses, 
maintains, retains, modifies, records, 
stores, destroys, or otherwise holds, 
uses, or discloses unsecured protected 
health information shall, in the case of 
a breach of such information that is 
discovered by the covered entity, notify 

each affected individual whose 
unsecured protected health information 
has been, or is reasonably believed by 
the covered entity to have been, 
accessed, acquired, or disclosed as a 
result of such breach. Accordingly, 
§ 164.404(a)(1) of the interim final rule 
included the general rule that a covered 
entity shall, following the discovery of 
a breach of unsecured protected health 
information, notify each individual 
whose unsecured protected health 
information has been, or is reasonably 
believed to have been accessed, 
acquired, used, or disclosed as a result 
of such breach. 

Breaches Treated as Discovered 
Section 13402(c) of the HITECH Act 

states that a breach shall be treated as 
discovered by a covered entity or 
business associate as of the first day on 
which such breach is known or should 
reasonably have been known to the 
covered entity or business associate. 
The Act also specifies that this 
discovery is triggered as soon as any 
person, other than the individual 
committing the breach, who is an 
employee, officer, or other agent of the 
covered entity or business associate 
knows or should reasonably have 
known of the breach. 

Section 164.404(a)(2) of the interim 
final rule implemented the Act’s 
discovery provision, with respect to 
covered entities by stating that a breach 
shall be treated as discovered by a 
covered entity on the first day the 
breach is known to the covered entity, 
or by exercising reasonable diligence 
would have been known to the covered 
entity. The interim final rule 
incorporated the term ‘‘by exercising 
reasonable diligence,’’ which is used in 
the HIPAA Enforcement Rule and 
defined to mean the ‘‘business care and 
prudence expected from a person 
seeking to satisfy a legal requirement 
under similar circumstances.’’ 

Section 164.404(a)(2) of the interim 
final rule further provided, in 
accordance with the Act, that a covered 
entity is deemed to have knowledge of 
a breach if such breach is known, or by 
exercising reasonable diligence would 
have been known, to any person other 
than the person committing the breach, 
who is a workforce member or agent of 
the covered entity. Thus, the breach is 
treated as discovered by the covered 
entity at the time the workforce member 
or other agent has knowledge of the 
breach. The rule also clarified that the 
federal common law of agency controls 
in determining who is an agent of the 
covered entity, which is consistent with 
how agency liability is determined 
under the HIPAA Rules. 

Overview of Public Comments 

Several commenters argued that a 
breach should be treated as discovered 
by a covered entity only after 
management has been notified of the 
incident. Commenters stated that the 
Department should not hold an entity 
responsible for knowing of a breach if 
an appropriately trained employee fails 
to inform the proper persons within the 
entity of a breach. Other commenters 
asked for guidance and more 
clarification regarding what it means for 
a covered entity or business associate to 
be exercising reasonable diligence, such 
as what frequency of monitoring for 
breaches is expected or what types of 
systems must covered entities and 
business associates have in place to 
detect breaches. 

Final Rule 

We retain § 164.404(a)(2) in this final 
rule without modification. We decline 
to adopt the suggestion that a covered 
entity be deemed to have discovered a 
breach only when management is 
notified of the breach. The HITECH Act 
itself provides that a breach is to be 
treated as discovered by a covered entity 
or business associate if ‘‘any person, 
other than the individual committing 
the breach, that is an employee, officer, 
or other agent of such entity or 
associate’’ knows or should reasonably 
have known of the breach. This concept 
is also consistent with the HIPAA 
Enforcement Rule and the Federal 
common law of agency. We encourage 
covered entities and business associates 
to ensure their workforce members and 
other agents are adequately trained on 
the importance of prompt reporting of 
privacy and security incidents. 

With respect to those commenters 
asking for guidance on what it means for 
a covered entity to be exercising 
reasonable diligence, we note that the 
term reasonable diligence, as defined in 
§ 160.401, means the business care and 
prudence expected from a person 
seeking to satisfy a legal requirement 
under similar circumstances. The 
determination of whether a person acted 
with reasonable diligence is generally a 
factual one, since what is reasonable 
depends on the circumstances. Factors 
to be considered include whether a 
covered entity or business associate took 
reasonable steps to learn of breaches 
and whether there were indications of 
breaches that a person seeking to satisfy 
the Rule would have investigated under 
similar circumstances. Covered entities 
and business associates may wish to 
look to how other covered entities and 
business associates operating under 
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similar circumstances conduct 
themselves for a standard of practice. 

Timeliness 
Section 13402(d) of the Act and the 

implementing regulations at 
§ 164.404(b) require covered entities to 
notify individuals of a breach without 
unreasonable delay but in no case later 
than 60 calendar days from the 
discovery of the breach, except in 
certain circumstances where law 
enforcement has requested a delay. 
Under this rule, the time period for 
breach notification begins when the 
incident is first known, not when the 
investigation of the incident is 
complete, even if it is initially unclear 
whether the incident constitutes a 
breach as defined in the rule. A covered 
entity is expected to make the 
individual notifications as soon as 
reasonably possible after the covered 
entity takes a reasonable time to 
investigate the circumstances 
surrounding the breach in order to 
collect and develop the information 
required to be included in the notice to 
the individual. The 60 days is an outer 
limit and therefore, in some cases, it 
may be an ‘‘unreasonable delay’’ to wait 
until the 60th day to provide 
notification. 

Overview of Public Comments 
While some commenters generally 

were supportive of this provision in the 
interim final rule, others argued that the 
60-day timeframe for notification to 
individuals is unreasonable and 
requested more time, such as 120 days, 
to provide the notifications. Some 
commenters argued that the clock on the 
60-day timeframe should not begin to 
run until after a covered entity has 
completed its investigation and 
determined that a breach has occurred. 
Another commenter expressed the need 
for clarification about the types of 
delays in notifying individuals that 
would be considered reasonable and 
whether a covered entity’s resources 
would be taken into account in 
determining whether any delay was 
reasonable. 

Final Rule 
We retain § 164.404(b) in this final 

rule without modification. This is the 
standard expressly provided for in the 
statute and we otherwise do not believe 
it necessary or prudent to extend the 
timeframe. Covered entities and 
business associates have been operating 
under this timeliness standard since the 
issuance of the interim final rule and we 
believe a longer time period to notify 
individuals of breaches of unsecured 
protected health information could 

adversely impact affected individuals 
and the ability to mitigate adverse 
consequences. For the same reasons, we 
continue to provide that the time period 
begins to run when the incident 
becomes known, not when it is 
determined that a breach as defined by 
the rule has occurred. There is sufficient 
time within this standard both to 
conduct a prompt investigation of the 
incident and to notify affected 
individuals. 

With respect to what constitutes a 
reasonable versus unreasonable delay 
within the 60-day timeframe, such 
determinations are fact specific and 
there are many factors that may be 
relevant, including the nature of the 
breach, number of individuals affected, 
and resources of the covered entity. 

Content of the Notification 
Section 13402(f) of the HITECH Act 

set forth the content requirements for 
the breach notice to the individual. 
Section 164.404(c) of the interim final 
rule incorporated the statutory 
elements, requiring the following 
information be included in the notices, 
to the extent possible: (1) A brief 
description of what happened, 
including the date of the breach and the 
date of the discovery of the breach, if 
known; (2) a description of the types of 
unsecured protected health information 
that were involved in the breach (such 
as whether full name, social security 
number, date of birth, home address, 
account number, diagnosis, disability 
code, or other types of information were 
involved); (3) any steps individuals 
should take to protect themselves from 
potential harm resulting from the 
breach; (4) a brief description of what 
the covered entity involved is doing to 
investigate the breach, mitigate the harm 
to individuals, and to protect against 
any further breaches; and (5) contact 
procedures for individuals to ask 
questions or learn additional 
information, which shall include a toll- 
free telephone number, an email 
address, Web site, or postal address. 

The interim final rule added the term 
‘‘diagnosis,’’ to the parenthetical listing 
of examples of types of protected health 
information, which was not in the 
statute, to make clear that, where 
appropriate, a covered entity may need 
to indicate in the notification to the 
individual whether and what types of 
treatment information were involved in 
a breach. In addition, with respect to a 
covered entity’s mitigation, the interim 
final rule replaced the statutory term 
‘‘mitigate losses’’ with ‘‘mitigate harm to 
individuals’’ to make clear that the 
notification should describe the steps 
the covered entity is taking to mitigate 

potential harm to individuals resulting 
from the breach and that such harm is 
not limited to economic loss. 

To address the readability and 
accessibility of the notice, the interim 
final rule made a number of 
clarifications. First, the Department 
included in the interim final rule a 
requirement that the breach notices be 
written in plain language so that 
individuals will be able to understand 
them more easily, which means the 
notice should be written at an 
appropriate reading level, using clear 
language and syntax, and not include 
any extraneous material that might 
diminish the message it is trying to 
convey. 

Second, the interim final rule 
explained that some covered entities 
may have obligations under other laws 
with respect to their communication 
with affected individuals. For example, 
to the extent a covered entity is 
obligated to comply with Title VI of the 
Civil Rights Act of 1964, the covered 
entity must take reasonable steps to 
ensure meaningful access for Limited 
English Proficient persons to the 
services of the covered entity, which 
could include translating the notice into 
frequently encountered languages. 
Similarly, to the extent that a covered 
entity is required to comply with 
Section 504 of the Rehabilitation Act of 
1973 or the Americans with Disabilities 
Act of 1990, the covered entity has an 
obligation to take steps that may be 
necessary to ensure effective 
communication with individuals with 
disabilities, which could include 
making the notice available in alternate 
formats, such as Braille, large print, or 
audio. 

Overview of Public Comments 
Several commenters stated that the 

content requirements for breach 
notification were too vague. Some 
commenters asked that we provide 
templates or sample notices to be used 
by covered entities. Other commenters 
asked for more specific guidance about 
particular required content elements of 
the notice, such as what information 
should be provided to individuals about 
a covered entity’s or business associate’s 
mitigation efforts and regarding any 
employee sanctions, particularly if a 
company has policies that require 
certain employment actions be kept 
confidential. It was also suggested that 
we publish a list of actions to be 
included in the notices based on the 
type of breach with respect to the steps 
individuals should take to protect 
themselves from harm. Some 
commenters also asked that the 
Department clarify that the requirement 
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to include ‘‘a brief description of what 
happened’’ would not require the 
covered entity or business associate to 
describe how the breach occurred such 
that it would create a roadmap for future 
breaches. 

Final Rule 
We retain § 164.404(c) in this final 

rule without modification. The content 
requirements in the Rule generally 
mirror the content requirements in the 
statute and each element is an important 
component of the notice to ensure 
individuals receive the information they 
need to protect themselves to the extent 
possible from the consequences of a 
breach and to learn what is being done 
to mitigate the breach and prevent 
future breaches. At the same time, the 
content provisions are sufficiently 
flexible to allow covered entities and 
business associates to tailor the breach 
notices based on the circumstances 
surrounding the breach and of the 
entity. In our experience in 
administering the Rule since 2009, the 
Rule provides sufficient flexibility to 
describe to the individual the 
circumstances surrounding the breach 
in a more general manner that still 
provides the individual with pertinent 
information but that does not provide a 
roadmap to third parties for future 
breaches. For example, the notice need 
not explain the exact type of 
vulnerability in the security of a covered 
entity’s electronic records system that 
led to unauthorized access and how that 
vulnerability was exploited. Similarly, a 
covered entity has flexibility in 
describing what the covered entity is 
doing in response to a breach. Where 
employee sanctions are relevant based 
on the circumstances of the breach, a 
covered entity may determine that it 
wants to describe the sanctions imposed 
more generally and nothing in the Rule 
would require that the notice include 
the names of the employees involved. 
For example, a covered entity may want 
to indicate generally that the employees 
involved have been appropriately 
disciplined, particularly if multiple 
employees received varying levels of 
sanctions based on their degrees of 
involvement in the breach. In other 
cases, it may benefit the covered entity 
to be more specific so as to better assure 
individuals that the entity is 
appropriately addressing the situation, 
such as indicating that an employee 
who improperly accessed and sold 
patient information was promptly 
terminated. 

With respect to templates, examples, 
or other guidance, the Department 
anticipates providing additional 
guidance in the future. 

Methods of Notification 

Section 13402(e)(1) of the HITECH 
Act provides for both actual written 
notice to affected individuals, as well as 
substitute notice to affected individuals 
if contact information is insufficient or 
out-of-date. Specifically, the statute 
requires breach notifications to be sent 
by first-class mail at the last known 
address of the individual or next of kin 
if the individual is deceased, or by 
electronic mail if specified as the 
preferred method by the individual. The 
Act also provides that the notification 
may be provided in one or more 
mailings as the information becomes 
available. Where there is insufficient or 
out-of-date contact information that 
precludes direct written notice to the 
individual, the statute requires that a 
substitute form of notice be provided to 
the individual. If there is insufficient 
contact information for 10 or more 
individuals, the Act requires that the 
substitute notice be a conspicuous 
posting on the home page of the covered 
entity’s Web site or notice in major print 
or broadcast media in the geographic 
areas where the affected individuals 
likely reside, and in either case, that a 
toll-free number be included where 
individuals can learn whether their 
information was possibly included in 
the breach. Finally, the Act provides 
that a covered entity may provide notice 
by telephone or other means to 
individuals, in addition to direct written 
notice by first-class mail or email, in 
urgent situations involving possible 
imminent misuse of the individual’s 
information. 

Section 164.404(d) of the interim final 
rule set forth these methods for 
providing breach notification to affected 
individuals. Section 164.404(d)(1)(i) of 
the interim final rule required a covered 
entity to provide breach notice to an 
affected individual in written form by 
first-class mail at the individual’s last 
known address. The interim final rule 
also permitted covered entities to 
provide this written notice in the form 
of electronic mail if the individual has 
agreed to receive electronic notice and 
that agreement has not been withdrawn. 

The Department clarified that, 
consistent with § 164.502(g) of the 
Privacy Rule, where the individual 
affected by a breach is a minor or 
otherwise lacks legal capacity due to a 
physical or mental condition, notice to 
the parent or other person who is the 
personal representative of the 
individual would satisfy the 
requirements of § 164.404(d)(1). 
Additionally, with respect to deceased 
individuals, the interim final rule at 
§ 164.404(d)(1)(ii) provided that notice 

of a breach be sent to either the 
individual’s next of kin or personal 
representative, as such term is used for 
purposes of the Privacy Rule, 
recognizing that in some cases, a 
covered entity may have contact 
information for a personal 
representative of a deceased individual 
rather than the next of kin. To address 
administrative and privacy concerns 
with a covered entity being required to 
obtain contact information for the next 
of kin of a deceased patient in cases 
where the individual did not otherwise 
provide the information while alive, the 
interim final rule also clarified that a 
covered entity is only required to 
provide notice to the next of kin or 
personal representative if the covered 
entity both knows the individual is 
deceased and has the address of the next 
of kin or personal representative of the 
decedent. 

If a covered entity does not have 
sufficient contact information for some 
or all of the affected individuals, or if 
some notices are returned as 
undeliverable, the interim final rule 
required a covered entity to provide 
substitute notice for the unreachable 
individuals in accordance with 
§ 164.404(d)(2). The interim final rule 
required that substitute notice be 
provided as soon as reasonably possible 
after the covered entity is aware that it 
has insufficient or out-of-date contact 
information for one or more affected 
individuals and that the notice contain 
all the elements that § 164.404(c) 
requires be included in the direct 
written notice to individuals. With 
respect to decedents, however, the 
interim final rule provided that a 
covered entity is not required to provide 
substitute notice for the next of kin or 
personal representative in cases where 
the covered entity either does not have 
contact information or has out-of-date 
contact information for the next of kin 
or personal representative. 

Section 164.404(d)(2) of the interim 
final rule required that, whatever 
method used, the substitute form of 
notice be reasonably calculated to reach 
the individuals for whom it is being 
provided. If there are fewer than 10 
individuals for whom the covered entity 
has insufficient or out-of-date contact 
information to provide the written 
notice, § 164.404(d)(2)(i) of the interim 
final rule permitted the covered entity 
to provide substitute notice to such 
individuals through an alternative form 
of written notice, by telephone, or other 
means. For example, if a covered entity 
learned that the home address it has for 
one of its patients was out-of-date, but 
it had the patient’s email address or 
telephone number, it could provide 
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substitute notice by email (even if the 
patient had not agreed to electronic 
notice) or by phone. Alternatively, 
posting a notice on the Web site of the 
covered entity or at another location 
may be appropriate if the covered entity 
lacks any current contact information 
for the patients, so long as the posting 
is done in a manner that is reasonably 
calculated to reach the individuals. 

If a covered entity has insufficient or 
out-of-date contact information for 10 or 
more individuals, then 
§ 164.404(d)(2)(ii) of the interim final 
rule required the covered entity to 
provide substitute notice through either 
a conspicuous posting for a period of 90 
days on the home page of its Web site 
or conspicuous notice in major print or 
broadcast media in geographic areas 
where the individuals affected by the 
breach likely reside. For either method 
involving 10 or more individuals, the 
covered entity was also required to have 
a toll-free phone number, active for 90 
days, where an individual can learn 
whether the individual’s unsecured 
protected health information may be 
included in the breach and to include 
the number in the notice. 

If a covered entity chooses to provide 
substitute notice on its Web site, the 
covered entity may provide all the 
information described at § 164.404(c) 
directly on its home page (‘‘home page’’ 
includes the home page for visitors to 
the covered entity’s Web site and the 
landing page or login page for existing 
account holders) or may provide a 
prominent hyperlink on its home page 
to the notice containing such 
information. 

If the covered entity does not have or 
does not wish to use a Web site for the 
substitute notice, the interim final rule 
required the covered entity to provide 
substitute notice of the breach in major 
print or broadcast media in geographic 
areas where the individuals affected by 
the breach likely reside. What is 
considered major print or broadcast 
media for a metropolitan area may be 
very different from what is considered 
major print or broadcast media in a rural 
area, such that the use of local, city, or 
state-wide media may be appropriate 
depending on the circumstances. 
Further, multiple media outlets may 
need to be utilized to reasonably reach 
individuals in different regions or 
States. In any event, substitute media 
notice, as with substitute Web notice, 
must be conspicuous and thus, covered 
entities should consider the location 
and duration of the notice to ensure the 
notice is reasonably calculated to reach 
the affected individuals. 

Finally, we clarified that covered 
entities with out-of-date or insufficient 

contact information for some 
individuals can attempt to update the 
contact information so that they can 
provide direct written notification, in 
order to limit the number of individuals 
for whom substitute notice is required 
and, thus, potentially avoid the 
obligation to provide substitute notice 
through a Web site or major print or 
broadcast media under 
§ 164.404(d)(2)(ii). 

In accordance with the statute, 
§ 164.404(d)(3) makes clear that notice 
to the individual by telephone or other 
means may be provided, in addition to 
the direct written notice required by 
§ 164.404(d)(1), in cases deemed by the 
covered entity to require urgency 
because of possible imminent misuse of 
unsecured protected health information. 

Overview of Public Comments 
Several commenters questioned 

which entity has the responsibility for 
providing notifications to individuals 
when a breach occurs at or by a business 
associate and whether a covered entity 
could delegate its breach notification 
obligations to a business associate. 
Some commenters asked about the 
notification obligations in cases where a 
covered entity’s business associate that 
experiences a breach is also a covered 
entity itself. Others requested 
clarification regarding the obligations 
for providing breach notification where 
multiple covered entities and business 
associates are involved in health 
information exchange and it may be 
unclear where a breach occurred and/or 
which entity has responsibility for the 
breach. 

Additionally, many commenters 
suggested that covered entities be 
permitted to provide notification to 
individuals via telephone or orally 
instead of via written communication, 
or at a work address instead of a home 
address, if the individual has specified 
one of these alternative methods or 
locations as preferred for receiving 
breach notification. Commenters raised 
potential privacy concerns with 
communicating with individuals via 
mail to their home, particularly where 
the individual has received highly 
confidential medical services, such as 
substance abuse or mental health 
services, and others who may have 
access to the mail may not otherwise be 
aware of such condition or treatment. 
Some commenters argued that because 
the Privacy Rule requires covered 
entities to accommodate reasonable 
requests by individuals to receive 
communications by alternative means or 
at alternative locations, the same 
standard should apply to the provision 
of breach notification. 

Finally, several commenters 
expressed concern over the substitute 
notice required in cases in which the 
covered entity has insufficient or out-of- 
date contact information for affected 
individuals. Many of these commenters 
stated that providing notification via 
Web posting or media publication is an 
inappropriate method of providing 
substitute notice, except in cases in 
which the covered entity can reasonably 
define the universe of affected 
individuals. In other cases, such notice 
will not give individuals who view the 
notice enough information to determine 
if they are affected by a breach, and may 
cause unaffected individuals 
unnecessary alarm. Some commenters 
recommended that covered entities 
instead be required to use reasonable 
efforts to identify alternative means of 
providing direct notice to the affected 
individuals, such as by phone or email, 
or to only require substitute media or 
Web notice when a covered entity 
cannot reach 10 or more individuals 
directly by mail, phone, or email. Other 
commenters argued that the substitute 
notice requirements, particularly the 
requirement to establish a toll-free 
number, may be cost prohibitive to 
smaller covered entities. It was also 
suggested that smaller covered entities, 
particularly those in rural areas, should 
be allowed to provide substitute notice 
via handouts or postings at the covered 
entity’s physical location even in cases 
where the entity has insufficient contact 
information for more than 10 
individuals. 

Final Rule 
We retain § 164.404(d) in this final 

rule without modification. In response 
to questions raised with respect to a 
breach at or by a business associate, we 
note that the covered entity ultimately 
maintains the obligation to notify 
affected individuals of the breach under 
§ 164.404, although a covered entity is 
free to delegate the responsibility to the 
business associate that suffered the 
breach or to another of its business 
associates. This is the case even if the 
breach of the covered entity’s protected 
health information occurred at or by a 
business associate that is also a covered 
entity. For example, if a covered 
provider (Provider A) hires another 
covered provider’s practice (Provider B) 
as a business associate to perform his 
billing and other back office functions, 
and a breach of Provider A’s protected 
health information occurs at Provider B 
while performing these functions for 
Provider A, it remains Provider A’s 
responsibility to provide breach 
notification to the affected individuals, 
although Provider A may delegate this 
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responsibility to Provider B as its 
business associate. 

Covered entities and business 
associates should consider which entity 
is in the best position to provide notice 
to the individual, which may depend on 
various circumstances, such as the 
functions the business associate 
performs on behalf of the covered entity 
and which entity has the relationship 
with the individual. 

Similarly, when multiple covered 
entities participate in electronic health 
information exchange and there is a 
breach of unsecured protected health 
information at a Health Information 
Organization (HIO), the obligation to 
notify individuals of the breach falls to 
the covered entities. We recognize that 
it may be difficult to determine what 
breached information is attributable to 
which covered entity’s individuals. For 
example, an HIO may store centralized 
electronic health records (EHRs) for a 
community, with each EHR including 
information generated by multiple 
covered entities. In such circumstances, 
it may be necessary for the HIO to notify 
all potentially affected covered entities 
and for those covered entities to 
delegate to the HIO the responsibility of 
sending the required notifications to the 
affected individuals. This would avoid 
the confusion of individuals receiving 
more than one notification about the 
same breach. 

In response to the commenters who 
suggested that covered entities be 
permitted to accommodate reasonable 
requests by individuals to receive 
breach notifications by alternative 
means or at alternative locations, we 
provide the following guidance. The 
HITECH Act requires a covered entity to 
provide breach notification to an 
affected individual in written form 
either at the last known address of the 
individual or email address, if the 
individual agrees to receive notice 
electronically, where the covered entity 
has sufficient contact information to do 
so. The Act and this rule do not prohibit 
a covered entity from sending a breach 
notice to an alternative address rather 
than a home address, such as a work 
address or post office box, or the 
individual’s email address of choice, if 
the individual requests communications 
be sent to such an address. Further, a 
covered health care provider (and health 
plan, if potential endangerment is raised 
by the individual) is required by the 
Privacy Rule at § 164.522 to 
accommodate any such reasonable 
requests. 

In response to those commenters who 
urged that we allow breach notices to be 
provided orally or via telephone to 
individuals receiving highly 

confidential treatment services where 
the individual has requested to receive 
communications in such a manner, we 
note that the HITECH Act specifically 
refers to ‘‘written’’ notice to be provided 
to individuals. However, we understand 
the privacy concerns raised. We, thus, 
clarify that in the limited circumstances 
in which an individual has agreed only 
to receive communications from a 
covered health care provider orally or 
by telephone, the provider is permitted 
under the Rule to telephone the 
individual to request and have the 
individual pick up their written breach 
notice from the provider directly. In 
cases in which the individual does not 
agree or wish to travel to the provider 
to pick up the written breach notice, the 
health care provider should provide all 
of the information in the breach notice 
over the phone to the individual, 
document that it has done so, and the 
Department will exercise enforcement 
discretion in such cases with respect to 
the ‘‘written notice’’ requirement. We 
stress that our enforcement discretion 
applies only to cases where the 
individual affirmatively chooses not to 
receive communications from a covered 
health care provider at any written 
addresses or email addresses, and not to 
situations where providing telephonic 
notice is simply less burdensome or 
easier on a provider and the entity has 
a valid address, or email address if 
applicable, on file for the affected 
individual. 

Finally, with respect to commenters 
who expressed concerns with the 
substitute media and Web notice 
provisions of the interim final rule, we 
emphasize that these are statutory 
requirements that have been 
incorporated into the Rule. Section 
13402(e)(1)(B) of the HITECH Act 
expressly requires that a covered entity 
that has insufficient or out-of-date 
contact information for 10 or more 
individuals provide substitute 
notification to such individuals via 
posting on their Web site or notification 
in major print or broadcast media in the 
areas in which the affected individuals 
likely reside. Additionally, the statute 
requires such ‘‘notice in media or web 
posting will include a toll-free phone 
number where an individual can learn 
whether or not the individual’s 
unsecured protected health information 
is possibly included in the breach.’’ 
Thus, we retain these requirements in 
this final rule. 

Response to Other Public Comments 
Comment: One commenter expressed 

concern about providing breach 
notification to individuals by first-class 
mail because it could require some 

entities, such as those that have Web- 
based relationships with individuals, to 
collect more information about 
individuals (e.g., physical addresses) 
than they currently do. 

Response: The Rule allows a covered 
entity to provide written breach notice 
to an affected individual by email if the 
individual agrees to electronic notice 
and such agreement has not been 
withdrawn. We would expect that 
covered entities that have primarily or 
solely an online relationship with 
individuals would ask and encourage 
individuals to receive breach notices by 
email and that generally individuals 
would agree. However, an individual 
that does not affirmatively agree to 
receive breach notices by email, or that 
withdraws a prior agreement, has a right 
to notice by first-class mail. 

Comment: One commenter suggested 
that we excuse a covered entity from 
providing notification of a breach to an 
individual where a licensed health care 
professional has determined in the 
exercise of professional judgment that 
the provision of such notice is likely to 
cause substantial harm to the 
individual. The commenter appeared to 
be concerned due to the nature of the 
services it provides—mental health 
services—and the distress breach 
notification could cause for certain of its 
patients. 

Response: The statute does not 
include such an exception to the 
provision of breach notification, and we 
do not include one in this Rule. An 
affected individual has a right to be 
informed of breaches of unsecured 
protected health information so the 
individual can take steps if appropriate 
to protect themselves from the 
consequences. In situations where a 
health care provider believes that the 
provision of written breach notification 
to an individual may cause extreme 
anguish or distress, based on the 
individual’s mental state or other 
circumstances, the provider may 
telephone the individual prior to the 
time the breach notice is mailed or have 
them come into the provider’s office to 
discuss the situation. However, we note 
that the breach notification must still be 
mailed without unreasonable delay and 
in no case later than 60 calendar days 
after discovery of the breach. Where a 
provider is aware that an individual has 
a personal representative due to 
incapacity or other health condition, the 
breach notification may be sent to the 
personal representative. 

Comment: Many commenters 
expressed support for allowing covered 
entities to provide breach notification to 
a deceased individual’s personal 
representative instead of to the next of 
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kin. One commenter suggested that we 
also allow covered entities to provide 
breach notification to the emergency 
contact provided by a deceased 
individual prior to death as this is the 
information they collect from 
individuals and yet this person may not 
be the next of kin or a personal 
representative of the deceased 
individual. 

Response: We do not believe it 
appropriate to permit covered entities to 
send breach notifications to a deceased 
individual’s emergency contact where 
such person is not a personal 
representative (such as an executor or 
administrator of the decedent’s estate) 
or next of kin of the decedent, as such 
notices may convey information about 
the decedent’s care the decedent never 
wished the emergency contact to have 
and/or may go to a person who has no 
authority to act on the notice. 

Comment: To reduce the costs 
associated with sending breach 
notifications, one commenter asked that 
we adopt the Department of Labor’s 
standard for providing COBRA Election 
Notices to allow a covered entity to: (1) 
Where a breach affects both a plan 
participant and the participant’s spouse, 
send one breach notice addressed to 
both if both spouses reside at the same 
address; and (2) where a breach affects 
a dependent child (of any age) under a 
plan, send a breach notice to either the 
plan participant and/or the participant’s 
spouse, provided the dependent child 
resides at the same address. The 
commenter stated the notice should 
clearly identify the individuals or 
classes of individuals to whom the 
notice applies. 

Response: A covered entity is 
permitted to send one breach notice 
addressed to both a plan participant and 
the participant’s spouse or other 
dependents under the plan who are 
affected by a breach, so long as they all 
reside at a single address and the 
covered entity clearly identifies on the 
notice the individuals to which the 
notice applies. Further, a covered entity 
may send a notice regarding the breach 
of a dependent child’s protected health 
information addressed to the plan 
participant and/or participant’s spouse 
living with the dependent child, so long 
as the participant and/or participant’s 
spouse are the personal representatives 
of the dependent child and the notice 
clearly identifies to whom it applies. 
Such notices by first-class mail would 
meet the written notice requirements of 
§ 164.404(d)(1)(i). However, one breach 
notice covering both the plan 
participant and the dependents under 
the plan mailed to the plan participant’s 
address would not suffice if the address 

of one or more dependents affected by 
the breach was different than the 
participant’s address. Further, where a 
plan participant (and/or spouse) is not 
the personal representative of a 
dependent under the plan, a covered 
entity must address a breach notice to 
the dependent himself or herself. 

Comment: Several commenters 
expressed support for the 
acknowledgment in the preamble to the 
interim final rule that some covered 
entities may have obligations under 
Civil Rights laws to ensure that breach 
notifications are provided to individuals 
in alternative languages, and in 
alternative formats, such as Braille, large 
print, or audio, where appropriate. 
Some commenters requested additional 
guidance regarding how to ensure 
compliance with these laws with 
respect to breach notifications. 

Response: Additional guidance on 
how to comply with Title VI of the Civil 
Rights Act of 1964, Section 504 of the 
Rehabilitation Act of 1973, and the 
Americans with Disabilities Act of 1990, 
is available on the OCR Web site at 
http://www.hhs.gov/ocr/civilrights/. 
Further, covered entities with questions 
on how to comply may contact one of 
OCR’s ten regional offices. Contact 
information is available at http:// 
www.hhs.gov/ocr/office/about/rgn- 
hqaddresses.html. 

Comment: Some commenters 
suggested that the final rule adopt a 
substitute notification provision similar 
to that in many State laws that allows 
for substitute notification, rather than 
direct written notice, to the individual 
in the event of breaches affecting a very 
large number of individuals, such as 
over 250,000 or 500,000, where the costs 
of notification would be extremely high. 

Response: The Act does not waive 
direct written notice to the individual 
when a breach has affected a threshold 
number of individuals and we do not do 
so in this rule. 

Comment: One commenter requested 
confirmation that a covered entity could 
make multiple attempts to provide 
direct written notice to individuals 
within the 60-day timeframe before the 
individual counts towards the 10 or 
more threshold for providing substitute 
Web or media notice. 

Response: We clarify that a covered 
entity can attempt to cure out-of-date 
contact information on individuals 
when notices are returned as 
undeliverable by the United States 
Postal Service to avoid substitute notice 
so long as a covered entity does so 
promptly upon receiving the returned 
notices and no later than 60 calendar 
days from discovery of the breach. 
However, at the time the covered entity 

is aware that it will be unable to reach 
10 or more individuals with direct 
written notice, the covered entity 
should provide substitute Web or media 
notice as soon as reasonably possible 
thereafter, which may be prior to the 
end of the 60-day period depending on 
the circumstances. 

Comment: One commenter stated that 
the required content of the breach notice 
itself, when made available to the public 
through the Web or media, could lead 
to the identification of individuals 
affected by the breach in some cases, 
undermining the intent of HIPAA’s 
privacy and security protections. 

Response: It is unclear the 
circumstances to which the commenter 
refers. For example, the notification 
must include the types of protected 
health information involved (e.g., social 
security numbers, dates of birth, full 
names). However, this is not a 
requirement to include in the notice the 
actual names or other identifiers of the 
affected individuals. We believe covered 
entities are able to post breach notices 
in a manner that does not identify 
particular individuals affected by a 
breach and thus, must do so. 

Comment: One commenter asked that 
OCR engage in an educational campaign 
to ensure that covered entities and 
business associates understand their 
obligations under the breach 
notification rule. 

Response: Published guidance is the 
primary method that the Department 
uses to educate and provide technical 
assistance to covered entities and 
business associates. We intend to issue 
guidance on these requirements in the 
future as questions are raised or 
clarifications sought. 

3. Section 164.406—Notification to the 
Media 

Section 13402(e)(2) of the HITECH 
Act, implemented at § 164.406 of the 
interim final rule, requires that a 
covered entity provide notice of a 
breach to prominent media outlets 
serving a State or jurisdiction, following 
the discovery of a breach if the 
unsecured protected health information 
of more than 500 residents of such State 
or jurisdiction is, or is reasonably 
believed to have been, accessed, 
acquired, or disclosed during such 
breach. This media notice is in addition 
to, not a substitute for, individual 
notice. In accordance with the Act, 
§ 164.406(b) of the interim final rule 
required covered entities to notify 
prominent media outlets without 
unreasonable delay and in no case later 
than 60 calendar days after discovery of 
the breach. Section 164.406(c) of the 
interim final rule required that the 
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notification to the media include the 
same information required to be 
included in the notification to the 
individual under § 164.404(c). 

The interim final rule did not define 
‘‘prominent media outlet’’ because what 
constitutes a prominent media outlet 
will differ depending upon the State or 
jurisdiction affected. For a breach 
affecting more than 500 individuals 
across a particular state, a prominent 
media outlet may be a major, general 
interest newspaper with a daily 
circulation throughout the entire state. 
In contrast, a newspaper serving only 
one town and distributed on a monthly 
basis, or a daily newspaper of 
specialized interest (such as sports or 
politics) would not be viewed as a 
prominent media outlet. Where a breach 
affects more than 500 individuals in a 
limited jurisdiction, such as a city, then 
a prominent media outlet may be a 
major, general-interest newspaper with 
daily circulation throughout the city, 
even though the newspaper does not 
serve the whole State. 

With regard to the term ‘‘State,’’ the 
existing definition of ‘‘State’’ at 
§ 160.103 of the HIPAA Rules applies. 
Section § 160.103 defines ‘‘State’’ to 
mean ‘‘any one of the several States, the 
District of Columbia, the 
Commonwealth of Puerto Rico, the 
Virgin Islands, and Guam.’’ We also 
expressly provided in the regulation 
that ‘‘State’’ for purposes of notice to the 
media includes American Samoa and 
the Northern Mariana Islands, because 
they were included in the HITECH Act’s 
definition of ‘‘State’’ in addition to what 
appears in the definition at § 160.103. 
With respect to what was meant by 
‘‘jurisdiction’’ as opposed to a ‘‘State,’’ 
jurisdiction is a geographic area smaller 
than a state, such as a county, city, or 
town. 

The interim final rule also clarified 
that some breaches involving more than 
500 individuals who are residents in 
multiple States may not require notice 
to the media. For example, if a covered 
entity discovers a breach of 600 
individuals, 200 of which reside in 
Virginia, 200 of which reside in 
Maryland, and 200 of which reside in 
the District of Columbia, the breach did 
not affect more than 500 residents of 
any one State or jurisdiction, and as 
such, notification is not required to be 
provided to the media pursuant to 
§ 164.406. However, individual 
notification under § 164.404 would be 
required, as would notification to the 
Secretary under § 164.408 because the 
breach involved 500 or more 
individuals. 

The Department also recognized that 
in some cases a breach may occur at a 

business associate and involve the 
protected health information of multiple 
covered entities. In such cases, a 
covered entity involved would only be 
required to provide notification to the 
media if the information breached 
included the protected health 
information of more than 500 
individuals located in any one State or 
jurisdiction. For example, if a business 
associate discovers a breach affecting 
800 individuals in a State, the business 
associate must notify the appropriate 
covered entity (or covered entities) 
subject to § 164.410 (discussed below). 
If 450 of the affected individuals are 
patients of one covered entity and the 
remaining 350 are patients of another 
covered entity, because the breach has 
not affected more than 500 individuals 
at either covered entity, there is no 
obligation to provide notification to the 
media under this section. 

Section 164.406(c) requires that the 
notice to the media include the same 
content as that required for notification 
to the individual under § 164.404(c), 
and we emphasized that this provision 
does not replace either direct written or 
substitute notice to the individual under 
§ 164.404. 

Overview of Public Comments 
In general, we received few comments 

on this provision of the interim final 
rule. One commenter expressed general 
support for this provision because it 
does not require the covered entity to 
incur the cost of printing or running the 
media notice and asked for clarification 
that this policy places no requirement 
on the media to publically report the 
information provided by a covered 
entity. Another commenter asked 
whether a covered entity could fulfill 
the requirements for providing media 
notification by posting a press release 
on the covered entity’s Web site. 

Final Rule 
We retain § 164.406 in this final rule 

with one minor change. As described in 
Section IV above, to align the definition 
of ‘‘State’’ in the HIPAA Rules with the 
definition of the same term used in the 
HITECH Act, the Department has 
modified the definition of ‘‘State’’ at 
§ 160.103 to include reference to 
American Samoa and the Northern 
Mariana Islands. Given this change, it is 
not necessary to include specific 
reference to American Samoa and the 
Northern Mariana Islands at § 164.406 
and we remove it in this final rule. 

In response to public comments, we 
clarify that § 164.406 does not require a 
covered entity to incur any cost to print 
or run media notice about a breach of 
unsecured protected health information 

(unlike the obligations for providing 
substitute notice to individuals in 
§ 164.404(d)(2) if there is insufficient or 
out-of-date contact information for 10 or 
more affected individuals) nor does it 
obligate prominent media outlets who 
receive notification of a breach from a 
covered entity to print or run 
information about the breach. We also 
emphasize that posting a press release 
regarding a breach of unsecured 
protected health information on the 
home page of the covered entity’s Web 
site will not fulfill the obligation to 
provide notice to the media (although 
covered entities are free to post a press 
release regarding a breach on their Web 
site). To fulfill the obligation, 
notification, which may be in the form 
of a press release, must be provided 
directly to prominent media outlets 
serving the State or jurisdiction where 
the affected individuals reside. 

4. Section 164.408—Notification to the 
Secretary 

Section 13402(e)(3) of the HITECH 
Act requires covered entities to notify 
the Secretary of breaches of unsecured 
protected health information. The Act 
requires covered entities to report 
breaches affecting 500 or more 
individuals to the Secretary 
immediately. For breaches affecting 
fewer than 500 individuals, covered 
entities may maintain a log of all such 
breaches occurring during the year and 
annually submit such log to the 
Secretary. 

To implement the statutory 
provisions, § 164.408(a) contains the 
general rule that requires a covered 
entity to notify the Secretary following 
the discovery of a breach of unsecured 
protected health information. With 
respect to breaches involving 500 or 
more individuals, we interpreted the 
term ‘‘immediately’’ in the statute to 
require notification be sent to the 
Secretary concurrently with the 
notification sent to the individual under 
§ 164.404 (i.e., without unreasonable 
delay but in no case later than 60 
calendar days following discovery of a 
breach). The rule provided that these 
notifications be provided in a manner to 
be specified on the HHS Web site. 
Further, as required by section 
13402(e)(4) of the Act, the interim final 
rule stated that the Secretary would 
begin to post and maintain on the HHS 
Web site a list of covered entities that 
submit reports of breaches of unsecured 
protected health information involving 
more than 500 individuals. 

Under these provisions, covered 
entities must notify the Secretary of all 
discovered breaches involving more 
than 500 individuals, without regard to 
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whether the breach involved more than 
500 residents of a particular State or 
jurisdiction (the threshold for triggering 
notification to the media under 
§ 164.406 of the interim final rule). 
Thus, where a covered entity has 
discovered a breach involving 600 
individuals, 300 of which reside in 
Maryland and 300 of which reside in 
the District of Columbia, notification of 
the breach must be provided to the 
Secretary concurrently with notification 
to the affected individuals. However, in 
this example, the breach would not 
trigger the requirement to notify the 
media under § 164.406 because the 
breach did not involve more than 500 
residents of any one State or 
jurisdiction. 

For breaches involving less than 500 
individuals, § 164.408(c) requires a 
covered entity to maintain a log or other 
documentation of such breaches and to 
submit information annually to the 
Secretary for breaches occurring during 
the preceding calendar year. The 
interim final rule required the 
submission of this information to the 
Secretary no later than 60 days after the 
end of each calendar year. As with 
notification of the larger breaches, the 
interim final rule required that 
information about breaches involving 
less than 500 individuals be provided to 
the Secretary in the manner specified on 
the HHS Web site. 

Although covered entities need only 
provide notification to the Secretary of 
breaches involving less than 500 
individuals annually, they must still 
provide notification of such breaches to 
affected individuals without 
unreasonable delay and not later than 
60 days after discovery of the breach 
pursuant to § 164.404. In addition, 
pursuant to § 164.414(a), a covered 
entity must follow the documentation 
requirements that otherwise apply to the 
HIPAA Privacy Rule under § 164.530 
with respect to the requirements of this 
rule. Thus, pursuant to § 164.530(j)(2), 
covered entities must maintain the 
internal log or other documentation for 
six years. Further, as with other 
required documentation, a covered 
entity must make such information 
available to the Secretary upon request 
for compliance and enforcement 
purposes in accordance with § 160.310. 

Overview of Public Comments 
Some commenters expressed concern 

regarding the timing of providing 
notification to the Secretary of breaches 
affecting fewer than 500 individuals. 
These commenters asked when 
notification should be provided if a 
covered entity discovers, after the 
reporting deadline, a breach that 

occurred in the previous year. Several 
others commented on the interim final 
rule’s process for providing the 
Secretary with breach notification. 
Some commenters asked that this 
process be revised to allow covered 
entities to maintain a log of all breaches 
affecting fewer than 500 individuals and 
then submit that log, via attachment 
(such as an Excel spreadsheet), to the 
Secretary on an annual basis. These 
commenters stated that submitting 
reports of these smaller breaches in this 
manner would be much less 
burdensome than submitting the reports 
individually. Other commenters asked 
that we provide a template log for 
entities to use to document smaller 
breaches for annual submission to the 
Secretary. Additionally, several 
commenters suggested that there be 
access or authentication controls for 
submitting breach reports because of 
concerns of false breach reports being 
submitted to the Secretary without the 
covered entity’s knowledge. 

Final Rule 
The final rule retains § 164.408(c) 

with one modification. The 
modification clarifies that covered 
entities are required to notify the 
Secretary of all breaches of unsecured 
protected health information affecting 
fewer than 500 individuals not later 
than 60 days after the end of the 
calendar year in which the breaches 
were ‘‘discovered,’’ not in which the 
breaches ‘‘occurred.’’ We recognize that 
there may be situations where, despite 
having reasonable and appropriate 
breach detection systems in place, a 
breach may go undetected for some 
time. In these cases, if a breach of 
unsecured protected health information 
affecting fewer than 500 individuals that 
occurred in the previous year is 
discovered, the covered entity has until 
60 days after the end of the calendar 
year in which the breach was 
discovered to provide notice to the 
Secretary. We emphasize, however, that 
this modification does not alter a 
covered entity’s obligation to promptly 
report the breach to affected individuals 
without unreasonable delay but in no 
cases later than 60 calendar days after 
discovery of the breach. 

In response to the comments 
suggesting that covered entities be 
permitted to submit a log of all smaller 
breaches to the Secretary instead of 
submitting each breach individually 
through the online form, we agree that 
the current process may be burdensome 
for some entities and are considering 
alternative ways to receive such reports. 

With respect to the commenters who 
asked that access or authentication 

controls be added to the breach 
reporting form, we do not believe this is 
necessary at the present time. Since the 
Department began receiving and 
processing breach reports on September 
23, 2009, we have not yet received a 
report that has been falsely submitted by 
an individual or entity not acting on 
behalf of the covered entity. 
Additionally, we emphasize that 
following receipt of a breach report that 
affects 500 or more individuals, we 
contact the covered entity identified in 
the breach report and verify the 
information in the report before we post 
any information about the breach on the 
HHS Web site. If circumstances change 
in the future, we will explore options 
for modifying the process. 

Response to Other Public Comments 
Comment: One commenter asked that 

the final rule should not interpret the 
term ‘‘immediately’’ in the statute to 
mean without unreasonable delay, but 
in no case later than 60 days, but rather 
to mean as soon as the breach is 
discovered. Another commenter asked 
that the final rule expand the timeframe 
for providing notification to the 
Secretary to no later than 120 days after 
discovery of a breach. 

Response: We believe that our 
interpretation of ‘‘immediately’’ with 
respect to notification to the Secretary 
for breaches affecting 500 or more 
individuals is reasonable and 
appropriate and thus, retain the 
provision that requires such notice be 
provided contemporaneously with 
notice to the individual. Requiring 
contemporaneous notice allows the 
notice to the Secretary to include all of 
the information provided in the notice 
to the individual and better ensures that 
a covered entity does not report 
information to the Secretary that later 
turns out to be incorrect because the 
entity did not have sufficient time to 
conduct an investigation into the facts 
surrounding the breach. In addition, this 
interpretation satisfies the statutory 
requirement that notifications of larger 
breaches be provided to the Secretary 
immediately (as they occur) as 
compared to the reports of smaller 
breaches the statute allows be reported 
annually to the Secretary. 

Comment: Some commenters asked 
for further guidance on submitting 
online breach notifications to the 
Secretary. Additionally, some 
commenters asked that HHS provide a 
confirmation to submitters that an 
initial breach report or an addendum to 
a breach report has been successfully 
submitted. 

Response: Since the publication of the 
interim final rule, OCR has posted 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00090 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 



5655 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

instructions for filling out and 
submitting the breach form on its Web 
site: http://www.hhs.gov/ocr/privacy/ 
hipaa/administrative/ 
breachnotificationrule/ 
brinstruction.html. We will continue to 
examine the instructions for submitting 
breach notification to the Secretary and 
will update this information, as 
necessary, to ensure that covered 
entities are able to navigate and submit 
the form easily. The Department has 
also made changes to the process to 
ensure that covered entities receive a 
confirmation following their submission 
of breach notification to the Secretary. 
Additionally, we note that the breach 
reporting form does include an option 
for indicating that a submission is an 
addendum to a previous submission. 
OCR updates the original breach report, 
as appropriate, with any additional or 
modified information submitted in an 
addendum. 

Comment: With respect to the posting 
of breaches affecting 500 or more 
individuals on the HHS Web site, some 
commenters stated that these breach 
submissions must be verified with the 
covered entity before they are posted 
publicly. Other commenters asked for 
clarification of what information will be 
posted, while another commenter asked 
that we post only the name of the 
covered entity involved in the breach. 
Finally, one commenter suggested that 
we only post these breaches on our Web 
site for a six month period. 

Response: To provide helpful 
information to the public, OCR 
currently posts the following 
information regarding breaches affecting 
500 or more individuals: name of the 
covered entity (and if applicable, the 
business associate) involved; State 
where the covered entity is located; 
number of individuals affected by the 
breach; the date of the breach; type of 
breach (e.g., theft, loss, unauthorized 
access/disclosure); and location of the 
breached information (e.g., laptop, 
paper records, desktop computer). Prior 
to posting this information, OCR verifies 
the information in the breach 
notification report with the covered 
entity. We do not believe it would serve 
the public to only disclose the name of 
the covered entity involved in each of 
the breaches, because the additional 
information enables members of the 
public to understand the nature of the 
breach and to determine if the breach 
affects them directly. In terms of how 
long information about each of the 
breaches is to remain posted, we intend 
to maintain the information on our Web 
site for as long as there is public interest 
and the data can remain posted in a 

manner that gives the public access 
effectively and efficiently. 

5. Section 164.410—Notification by a 
Business Associate 

Interim Final Rule 

Section 13402(b) of the HITECH Act 
requires a business associate of a 
covered entity that accesses, maintains, 
retains, modifies, records, destroys, or 
otherwise holds, uses, or discloses 
unsecured protected health information 
to notify the covered entity when it 
discovers a breach of such information. 
The Act requires business associates to 
provide such notification to covered 
entities without unreasonable delay and 
in no case later than 60 days from 
discovery of the breach. Additionally, 
the Act requires business associates to 
provide covered entities with the 
identity of each individual whose 
unsecured protected health information 
has, or is reasonably believed to have 
been, affected by the breach. Section 
164.410(a) implements section 13402(b) 
of the Act. 

A business associate is required to 
notify the covered entity of the breach 
of unsecured protected health 
information so that the covered entity 
can notify affected individuals. In the 
interim final rule, we clarified that a 
business associate that maintains the 
protected health information of multiple 
covered entities need notify only the 
covered entity(s) to which the breached 
information relates. However, in cases 
in which a breach involves the 
unsecured protected health information 
of multiple covered entities and it is 
unclear to whom the breached 
information relates, it may be necessary 
to notify all potentially affected covered 
entities. 

Section 164.410(a)(2) provides that a 
breach shall be treated as discovered by 
a business associate as of the first day 
on which such breach is known to the 
business associate or, by exercising 
reasonable diligence, would have been 
known to the business associate. As 
with a covered entity, a business 
associate shall be deemed to have 
knowledge of a breach if the breach is 
known, or by exercising reasonable 
diligence would have been known, to 
any person, other than the person 
committing the breach, who is an 
employee, officer, or other agent of the 
business associate (determined in 
accordance with the Federal common 
law of agency). Similarly, as with 
knowledge imputed to covered entities, 
the Federal common law of agency 
controls in determining who is an agent 
of the business associate. 

Section 164.410(b) requires that a 
business associate provide notice of a 
breach of unsecured protected health 
information to a covered entity without 
unreasonable delay and in no case later 
than 60 days following the discovery of 
a breach. With respect to timing, if a 
business associate is acting as an agent 
of a covered entity, then, pursuant to 
§ 164.404(a)(2), the business associate’s 
discovery of the breach will be imputed 
to the covered entity. In such 
circumstances, the covered entity must 
provide notifications under § 164.404(a) 
based on the time the business associate 
discovers the breach, not from the time 
the business associate notifies the 
covered entity. In contrast, if the 
business associate is not an agent of the 
covered entity, then the covered entity 
is required to provide notification based 
on the time the business associate 
notifies the covered entity of the breach. 
We encouraged covered entities and 
business associates to address the 
timing of this notification in their 
business associate contracts. 

Section 164.410(c)(1) requires 
business associates, to the extent 
possible, to provide covered entities 
with the identity of each individual 
whose unsecured protected health 
information has been, or is reasonably 
believed to have been, breached. 
Depending on the circumstances, 
business associates could provide the 
covered entity with immediate 
notification of the breach and then 
follow up with the required information 
in § 164.410(c) when available but 
without unreasonable delay and within 
60 days. 

Section 164.410(c)(1) requires 
business associates to provide this 
information ‘‘to the extent possible,’’ 
recognizing that there may be situations 
in which a business associate may be 
unaware of the identification of the 
individuals whose unsecured protected 
health information was breached. For 
example, a business associate that is a 
record storage company that holds 
hundreds of boxes of paper medical 
records on behalf of a covered entity 
may be unaware of the names of the 
individuals whose records are stored. 
Thus, if the business associate discovers 
that several boxes are missing, it may be 
unable to provide the covered entity 
with a list of the individuals whose 
information has been breached. In such 
circumstances, it is not our intent that 
the business associate delay notification 
of the breach to the covered entity, 
when the covered entity may be better 
able to identify the individuals affected. 

Depending on the circumstances 
surrounding a breach of unsecured 
protected health information, a business 
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associate may be in the best position to 
gather the information the covered 
entity is required by § 164.404(c) to 
include in the notification to the 
individual about the breach. Therefore, 
in addition to the identification of 
affected individuals, § 164.410(c)(2) 
requires a business associate to provide 
the covered entity with any other 
available information that the covered 
entity is required to include in the 
notification to the individual under 
§ 164.404(c), either at the time it 
provides notice to the covered entity of 
the breach or promptly thereafter as 
information becomes available. Because 
we allow this information to be 
provided to a covered entity after the 
initial notification of the breach as it 
becomes available, a business associate 
should not delay the initial notification 
to the covered entity of the breach in 
order to collect information needed for 
the notification to the individual. To 
ensure the covered entity is aware of all 
the available facts surrounding a breach, 
the Rule also requires that a business 
associate provide this information even 
if it becomes available after notifications 
have been sent to affected individuals or 
after the 60-day period specified in 
§ 164.410(b) has elapsed. 

We clarified that business associates 
and covered entities would continue to 
have the flexibility to set forth specific 
obligations for each party, such as who 
will provide notice to individuals and 
when the notification from the business 
associate to the covered entity will be 
required, following a breach of 
unsecured protected health information, 
so long as all required notifications are 
provided and the other requirements of 
the interim final rule were met. We 
encouraged the parties to consider 
which entity is in the best position to 
provide notice to the individual, which 
may depend on circumstances, such as 
the functions the business associate 
performs on behalf of the covered entity 
and which entity has the relationship 
with the individual. We also encouraged 
the parties to ensure the individual does 
not receive notifications from both the 
covered entity and the business 
associate about the same breach, which 
may be confusing to the individual. 

Overview of Public Comments 
Many commenters expressed concern 

over the interim final rule’s treatment of 
a covered entity’s knowledge of a breach 
that occurs at or by a business associate. 
Some commenters stated that a covered 
entity’s knowledge of a breach should 
begin when the business associate 
notifies them of the breach, regardless of 
whether the business associate is an 
agent of the covered entity or a non- 

agent independent contractor. If 
knowledge is imputed when the 
business associate discovers the breach, 
one commenter argued that a covered 
entity would not have sufficient time to 
provide the required notifications to 
individuals in a timely manner. Other 
commenters argued that all business 
associates should be treated as agents of 
the covered entity, such that the 
business associate’s knowledge of a 
breach is imputed to the covered entity. 
Finally, some commenters asked for 
more guidance on when a business 
associate is acting as an agent versus as 
an independent contractor and how to 
determine this status under the Federal 
common law of agency. 

Final Rule 
The final rule modifies § 164.410 only 

to make the following technical and 
non-substantive correction: in paragraph 
(a)(2) of § 164.410, the first sentence is 
revised to refer to paragraph (a)(1) rather 
than paragraph (1). 

With respect to the commenters who 
expressed concern that a covered 
entity’s knowledge of a breach depends 
not only on a business associate’s 
discovery of the breach but also on the 
covered entity’s relationship with the 
business associate, we acknowledge that 
there are many different types of 
relationships that can develop between 
covered entities and business associates 
based upon the function the business 
associate performs on behalf of the 
covered entity. In some situations, a 
business associate will be acting as an 
agent of the covered entity, and as such, 
it makes sense to treat the business 
associate’s knowledge of a breach 
analogous to the knowledge of one of 
the covered entity’s own employees. 
However, in other situations, because a 
business associate may not be an agent 
of the covered entity, it would not be 
reasonable to impute the business 
associate’s knowledge directly to the 
covered entity, and therefore, the 
covered entity’s knowledge depends on 
notification from the business associate. 

Furthermore, the use of the Federal 
common law of agency to determine the 
business associate’s status with respect 
to the covered entity is consistent with 
the approach taken in the Enforcement 
Rule for determining agency liability 
under the HIPAA Rules. Thus, we 
believe the use of the standard is 
appropriate here and should be familiar 
to most entities. We provide additional 
guidance regarding who is an agent 
above in our response to comments on 
the HITECH modifications to the HIPAA 
Enforcement Rule. Because of the 
agency implications on the timing of 
breach notifications, we encourage 

covered entities to discuss and define in 
their business associate agreements the 
requirements regarding how, when, and 
to whom a business associate should 
notify the covered entity of a potential 
breach. 

Response to Other Public Comments 
Comment: Several commenters asked 

OCR to provide sample business 
associate agreement language to outline 
the covered entity’s and business 
associate’s obligations following a 
breach of unsecured protected health 
information. 

Response: A covered entity’s and 
business associate’s obligations 
following a breach of unsecured 
protected health information will vary 
depending on the relationship. For 
example, whether a business associate 
will send the breach notices to affected 
individuals and/or to notify the 
Secretary (and media, if applicable) on 
behalf of a covered entity is a business 
decision of the parties and how quickly 
a business associate is to notify a 
covered entity of a breach within the 
required timeframe may be based on a 
number of factors, such as whether the 
business associate is an agent of the 
covered entity. However, to help 
covered entities and business associates 
implement the new business associate 
agreement requirements generally under 
the HITECH modifications to the HIPAA 
Rules, the Department has published 
sample business associate agreement 
provisions on its web site. 

Comment: Some commenters asked 
what happens if a covered entity and a 
business associate disagree about 
whether an impermissible use or 
disclosure is a breach that requires 
notification. These commenters asked if 
both parties must be in agreement before 
breach notification obligations are 
triggered. 

Response: The covered entity is 
ultimately responsible for providing 
individuals with notification of 
breaches and, as indicated above, the 
clock for notifying individuals of 
breaches begins upon knowledge of the 
incident, even if it is not yet clear 
whether the incident qualifies as a 
breach for purposes of this rule. Further, 
this final rule clarifies that the default 
presumption is that an impermissible 
use or disclosure is a breach unless it 
can be determined through a risk 
assessment that there is a low 
probability that the data may be 
compromised. This standard should 
allow for more uniform application of 
the risk assessment approach across 
covered entities and business associates. 

Comment: One commenter stated that 
the requirement that a business 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00092 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 



5657 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

associate notify a covered entity of a 
breach of unsecured protected health 
information is duplicative of a business 
associate’s other obligations to notify 
the covered entity of privacy violations 
and security incidents. 

Response: Business associates are 
required to report to covered entities 
any security incidents or uses or 
disclosures of protected health 
information not provided for by their 
business associate agreements, which 
include but are broader than breaches of 
unsecured protected health information 
under this Rule. For example, a security 
incident need not lead to unauthorized 
access to protected health information 
(and thus, is not a breach) but is still an 
event that should be reported to the 
covered entity. Further, when a security 
incident occurs that does rise to the 
level of a breach, the breach notice to 
the covered entity suffices to meet the 
requirement to report the security 
incident to the covered entity (however, 
a covered entity may require through 
the business associate agreement that 
additional information be reported). 
Therefore, these requirements are not 
duplicative. 

6. Law Enforcement Delay 

Interim Final Rule 

Section 13402(g) of the HITECH Act 
provides that if a law enforcement 
official determines that a notification, 
notice, or posting required under this 
section would impede a criminal 
investigation or cause damage to 
national security, such notification, 
notice, or posting shall be delayed in the 
same manner as provided under 45 CFR 
164.528(a)(2) of the Privacy Rule in the 
case of a disclosure covered under such 
section. Section 164.412 implements 
section 13402(g) of the Act, requiring a 
covered entity or business associate to 
temporarily delay notification to the 
individual, the media (if applicable), to 
a covered entity by a business associate, 
and to the Secretary if instructed to do 
so by a law enforcement official. 

Section 164.412(a), based on the 
requirements of 45 CFR 164.528(a)(2)(i) 
of the Privacy Rule, provides for a 
temporary delay of notification in 
situations in which a law enforcement 
official provides a statement in writing 
that the delay is necessary because 
notification would impede a criminal 
investigation or cause damage to 
national security, and specifies the time 
for which a delay is required. In such 
instances, the covered entity is required 
to delay the notification, notice, or 
posting for the time period specified by 
the official. 

Similarly, § 164.412(b), based on 45 
CFR 164.528(a)(2)(ii) of the Privacy 
Rule, requires a covered entity or 
business associate to temporarily delay 
a notification, notice, or posting if a law 
enforcement official states orally that a 
notification would impede a criminal 
investigation or cause damage to 
national security. However, in this case, 
the covered entity or business associate 
must document the statement and the 
identity of the official and delay 
notification for no longer than 30 days, 
unless a written statement meeting the 
above requirements is provided during 
that time. We interpreted these 
provisions as tolling the time within 
which notification is required under 
§§ 164.404, 164.406, 164.408, and 
164.410, as applicable. 

Final Rule 

The Department did not receive 
public comments on this provision of 
the interim final rule. We retain 
§ 164.412 in this final rule without 
modification. 

7. Section 164.414—Administrative 
Requirements and Burden of Proof 

Interim Final Rule 

Section 164.414(a) requires covered 
entities to comply with the 
administrative requirements of 
§ 164.530(b), (d), (e), (g), (h), (i), and (j) 
of the Privacy Rule with respect to the 
breach notification provisions of this 
subpart. These Privacy Rule provisions, 
for example, require covered entities 
and business associates to develop and 
document policies and procedures, train 
workforce members on and have 
sanctions for failure to comply with 
these policies and procedures, permit 
individuals to file complaints regarding 
these policies and procedures or a 
failure to comply with them, and 
require covered entities to refrain from 
intimidating or retaliatory acts. Thus, a 
covered entity is required to consider 
and incorporate the breach notification 
requirements with respect to its 
administrative compliance and other 
obligations. 

Section 164.414(b) provides that, 
following an impermissible use or 
disclosure under the Privacy Rule, 
covered entities and business associates 
have the burden of demonstrating that 
all notifications were made as required 
by this subpart. Additionally, as part of 
demonstrating that all required 
notifications were made, a covered 
entity or business associate, as 
applicable, also must be able to 
demonstrate that an impermissible use 
or disclosure did not constitute a 
breach, as such term is defined at 

§ 164.402, in cases where the covered 
entity or business associate determined 
that notifications were not required. To 
conform to these provisions, § 160.534 
of the HIPAA Enforcement Rule makes 
clear that, during any administrative 
hearing, the covered entity has the 
burden of going forward and the burden 
of persuasion with respect to these 
issues. 

Thus, when a covered entity or 
business associate knows of an 
impermissible use or disclosure of 
protected health information, it should 
maintain documentation that all 
required notifications were made, or, 
alternatively, to demonstrate that 
notification was not required: (1) Its risk 
assessment (discussed above in 
§ 164.402) demonstrating a low 
probability that the protected health 
information has been compromised by 
the impermissible use or disclosure or 
(2) the application of any other 
exceptions to the definition of ‘‘breach.’’ 

Overview of Public Comments 
One commenter stated that it is 

critical that all employees are trained 
and knowledgeable about what 
constitutes a breach, so that the covered 
entity or business associate can provide 
the required notifications within the 
required timeframe. The commenter 
also maintained that OCR should 
emphasize the necessity of this training. 

With respect to the burden of proof 
placed upon covered entities and 
business associates, one commenter 
agreed that covered entities and 
business associates should have the 
burden to demonstrate that all 
notifications were provided following a 
breach of unsecured protected health 
information. However, the commenter 
asked that we include a presumption 
that an impermissible use or disclosure 
of protected health information did not 
constitute a breach if a covered entity or 
business associate has implemented a 
breach notification policy, completed a 
risk assessment, and documented that it 
followed its policy in reaching a 
conclusion that breach notification was 
not required. 

Final Rule 
We retain § 164.414 in this final rule 

without modification. We emphasize 
the importance of ensuring that all 
workforce members are appropriately 
trained and knowledgeable about what 
constitutes a breach and on the policies 
and procedures for reporting, analyzing, 
and documenting a possible breach of 
unsecured protected health information. 
We note that because this final rule 
modifies the definition of breach as 
stated in the interim final rule, covered 
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entities will need to update their 
policies and procedures and retrain 
workforce members as necessary to 
reflect such modifications. 

With respect to this burden of proof, 
section 13402 of the statute places the 
burden of proof on a covered entity or 
business associate, if applicable, to 
demonstrate that all notifications were 
made as required. Therefore, section 
164.530(j)(1)(iv) requires covered 
entities to maintain documentation to 
meet this burden of proof. This includes 
documentation that all required 
notifications have been provided or that 
no breach occurred and notification was 
not necessary. If a covered entity’s 
determination with respect to whether a 
breach occurred is called into question, 
the covered entity should produce the 
documentation that demonstrates the 
reasonableness of its conclusions based 
on the findings of its risk assessment. 

8. Technical Corrections 

The interim final rule made several 
technical changes to align the HIPAA 
Rules in light of the new breach 
notification requirements of subpart D. 
See 74 FR 42755–56. We did not receive 
comments on these changes. We retain 
the technical corrections made in the 
interim final rule and also make an 
additional technical correction by 
adding ‘‘and’’ to the end of 
§ 160.534(b)(1)(iii) to make clear the 
relationship between § 160.534(b)(1)(iii) 
and the new § 160.534(b)(1)(iv). 

9. Preemption 

Interim Final Rule 

The interim final rule clarified that 
contrary State law will be preempted by 
these breach notification regulations. 
Section 1178 of the Social Security Act, 
42 U.S.C. 1320d–7, which was added by 
HIPAA, provides that HIPAA 
administrative simplification provisions 
generally preempt conflicting State law. 
Section 160.203 states that a standard, 
requirement, or implementation 
specification that is adopted as 
regulation at 45 CFR parts 160, 162, or 
164 and that is ‘‘contrary to a provision 
of State law preempts the provision of 
State law.’’ Thus, whether a State law is 
contrary to these breach notification 
regulations is to be determined based on 
the definition of ‘‘contrary’’ at § 160.202, 
which states that a State law is contrary 
if ‘‘[a] covered entity would find it 
impossible to comply with both the 
State and Federal requirements’’ or if 
the State law ‘‘stands as an obstacle to 
the accomplishment and execution of 
the full purposes and objectives’’ of the 
breach notification provisions in the 
Act. Covered entities must analyze 

relevant State laws with respect to the 
breach requirements to understand the 
interaction and apply this preemption 
standard appropriately. 

In the interim final rule, we stated our 
belief that, in general, covered entities 
can comply with both the applicable 
State laws and this regulation and that 
in most cases, a single notification can 
satisfy the notification requirements 
under State laws and this regulation. 
For example, if a State breach 
notification law requires notification be 
sent to the individual in a shorter time 
frame than is required by this 
regulation, a covered entity that sends 
the notice within the time frame 
required by the State law will also be in 
compliance with this regulation’s 
timeliness requirements. 

Additionally, since the Act and rule 
are flexible in terms of how the 
elements are to be described, and do not 
prohibit additional elements from being 
included in the notice, in general, 
Federal requirements contain flexibility 
for covered entities to develop a notice 
that satisfies both laws. 

Overview of Public Comments 
While some commenters were pleased 

that the breach notification rule 
preempts conflicting State law, other 
commenters expressed confusion or 
concern with this preemption standard. 
Many commenters stated that despite 
the fact that in most cases a covered 
entity may only need to provide one 
notification to satisfy both State and 
Federal law, there will be some cases in 
which a covered entity will have to 
provide multiple notices to the same 
individual to ensure compliance with 
all relevant laws. This will result in 
confusion for the individual and 
increased costs for the covered entity. 
Some of these commenters suggested 
that this Federal breach notification law 
should preempt all State breach 
notification laws, or alternatively, that 
HHS should work with Congress and 
the States to harmonize the breach 
notification laws such that only one 
notice is required following a breach. 

Final Rule 
We maintain the preemption standard 

discussed in the interim final rule, 
which is based on section 1128 of the 
Social Security Act and applies to the 
HITECH Act’s breach notification 
provisions by virtue of section 13421 of 
the HITECH Act. We continue to believe 
that, generally, covered entities are able 
to comply with both State and Federal 
requirements for providing breach 
notification with one breach notice 
based on the flexibility provided to 
entities in this Rule. However, even in 

the exceptional case, we do not have 
authority to preempt a State breach 
notification law that is not contrary to 
this Rule. 

10. Responses to Other Public 
Comments 

Comment: One commenter asked 
whether penalties are automatically 
assessed following a violation of the 
breach notification rule or if this is done 
at OCR’s discretion and whether civil 
money penalties can be assessed for the 
underlying cause of a breach of 
unsecured protected health information 
where a covered entity has provided all 
required breach notifications. 

Response: OCR’s enforcement of the 
breach notification rule will be carried 
out pursuant to the Enforcement Rule. 
Pursuant to the Enforcement Rule, OCR 
may impose a civil money penalty for a 
failure to comply with the breach 
notification rule. OCR also has the 
discretion to work with the covered 
entity to achieve voluntary compliance 
through informal resolution, except in 
cases in which it has found a violation 
due to willful neglect. Because every 
breach of unsecured protected health 
information must have an underlying 
impermissible use or disclosure under 
the Privacy Rule, OCR also has the 
authority to impose a civil money 
penalty for the underlying Privacy Rule 
violation, even in cases where all 
required breach notifications were 
provided. 

VI. Modifications to the HIPAA Privacy 
Rule Under GINA 

A. Background 

The Genetic Information 
Nondiscrimination Act of 2008 
(‘‘GINA’’), Public Law 110–233, 122 
Stat. 881, prohibits discrimination based 
on an individual’s genetic information 
in both the health coverage and 
employment contexts. With respect to 
health coverage, Title I of GINA 
generally prohibits discrimination in 
premiums or contributions for group 
coverage based on genetic information, 
proscribes the use of genetic 
information as a basis for determining 
eligibility or setting premiums in the 
individual and Medicare supplemental 
(Medigap) insurance markets, and limits 
the ability of group health plans, health 
insurance issuers, and Medigap issuers 
to collect genetic information or to 
request or require that individuals 
undergo genetic testing. Title II of GINA 
generally prohibits use of genetic 
information in the employment context, 
restricts employers and other entities 
covered by Title II from requesting, 
requiring, or purchasing genetic 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00094 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 



5659 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

13 The Departments of Labor (Employee Benefits 
Security Administration), Treasury (Internal 
Revenue Service), and HHS (Centers for Medicare 
& Medicaid Services (CMS)) have issued regulations 
in a separate rulemaking (at 74 FR 51664) to 
implement sections 101–103 of GINA, which 
amended: section 702 of the Employee Retirement 
Income Security Act of 1974 (29 U.S.C. 1182); 
section 2702 of the Public Health Service Act (42 
U.S.C. 300gg–1) (renumbered as section 2705 by the 
Affordable Care Act); and section 9802 of the 
Internal Revenue Code of 1986. Section 104 of 
GINA applies to Medigap issuers, which are subject 
to the provisions of section 1882 of the Social 
Security Act that are implemented by CMS, and 
which incorporate by reference certain provisions 
in a model regulation of the National Association 
of Insurance Commissioners (NAIC). The NAIC 
amended its model regulation on September 24, 
2008, to conform to section 104 of GINA, and the 
amended regulation was published by CMS in the 
Federal Register on April 24, 2009, at 74 FR 18808. 
With respect to Title II of GINA, the EEOC issued 
final regulations on November 9, 2010, at 75 FR 
68912. 

14 Section 105 of GINA, entitled ‘‘Privacy and 
Confidentiality,’’ amends Part C of Title XI of the 
Social Security Act by adding section 1180 to 
address the application of the HIPAA Privacy Rule 
to genetic information. 

15 Any reference in this preamble to GINA is a 
reference to Title I of GINA, except as otherwise 
indicated. 

16 The public comments are available at http:// 
www.regulations.gov. 

information, and strictly limits such 
entities from disclosing genetic 
information. The Departments of Labor, 
Treasury, and Health and Human 
Services (HHS) are responsible for 
administering and enforcing the GINA 
Title I nondiscrimination provisions, 
and the Equal Employment Opportunity 
Commission (EEOC) is responsible for 
administering and enforcing the GINA 
Title II nondiscrimination provisions.13 

In addition to these 
nondiscrimination provisions, section 
105 of Title I of GINA contains new 
privacy protections for genetic 
information, which require the 
Secretary of HHS to revise the Privacy 
Rule to clarify that genetic information 
is health information and to prohibit 
group health plans, health insurance 
issuers (including HMOs), and issuers of 
Medicare supplemental policies from 
using or disclosing genetic information 
for underwriting purposes.14 

B. Overview of the Proposed Rule 
On October 7, 2009, the Department 

published a notice of proposed 
rulemaking (NPRM or ‘‘proposed rule’’) 
to strengthen the privacy protections for 
genetic information under the HIPAA 
Privacy Rule by implementing the 
protections for genetic information 
required by GINA 15 and making related 
changes to the Rule. In particular, in 
accordance with section 105 of GINA 
and the Department’s general authority 
under sections 262 and 264 of HIPAA, 
the Department proposed to: (1) 
Explicitly provide that genetic 
information is health information for 

purposes of the Privacy Rule; (2) 
prohibit all health plans covered by the 
HIPAA Privacy Rule from using or 
disclosing protected health information 
that is genetic information for 
underwriting purposes; (3) revise the 
provisions relating to the Notice of 
Privacy Practices for health plans that 
perform underwriting; (4) make a 
number of conforming changes to 
definitions and other provisions of the 
Rule; and (5) make technical corrections 
to update the definition of ‘‘health 
plan.’’ 

The 60-day public comment period 
for the proposed rule closed on 
December 7, 2009, and the Department 
received approximately twenty-five 
comments in response to its proposal.16 
After considering the public comments, 
the Department is issuing this final rule 
to strengthen the privacy protections for 
genetic information in accordance with 
GINA and the Department’s general 
authority under sections 262 and 264 of 
HIPAA. In developing this rule, the 
Department consulted with the 
Departments of Labor and Treasury, as 
required by section 105(b)(1) of GINA, 
to ensure, to the extent practicable, 
consistency across the regulations. In 
addition, the Department coordinated 
with the EEOC in the development of 
these regulations. 

The provisions of the proposed rule 
and the public comments received that 
were within the scope of the proposed 
rule are described in more detail below 
in the section-by-section description of 
the final rule. 

C. Section-by-Section Description of 
Final Rule and Response to Public 
Comments 

1. Scope: Extension of Required 
Protections to All Health Plans Subject 
to the HIPAA Privacy Rule 

Proposed Rule 
Section 105 of GINA requires HHS to 

modify the Privacy Rule to prohibit ‘‘a 
covered entity that is a group health 
plan, health insurance issuer that issues 
health insurance coverage, or issuer of 
a medicare [sic] supplemental policy’’ 
from using or disclosing genetic 
information for underwriting purposes. 
Section 105 of GINA provides that the 
terms ‘‘group health plan’’ and ‘‘health 
insurance coverage’’ have the meanings 
given such terms under section 2791 of 
the Public Health Service Act (PHSA) 
(42 U.S.C. 300gg–91), and that the term 
‘‘medicare [sic] supplemental policy’’ 
has the meaning given such term in 
section 1882(g) of the Social Security 

Act. In addition, the term ‘‘health 
insurance issuer,’’ as defined at 42 
U.S.C. 300gg–91, includes a health 
maintenance organization (HMO). These 
four types of entities (i.e., group health 
plans, health insurance issuers, and 
health maintenance organizations, as 
defined in the PHSA, as well as issuers 
of Medicare supplemental policies), 
correspond to the types of covered 
entities listed at subparagraphs (i) 
through (iii) and (vi) of paragraph (1) of 
the definition of ‘‘health plan’’ at 
§ 160.103 in the HIPAA Privacy Rule, 
issued under HIPAA’s Administrative 
Simplification provisions. These also 
are the entities to which HIPAA’s 
nondiscrimination provisions apply and 
to which the nondiscrimination 
provisions of GINA Title I were 
directed. 

However, in addition to these four 
types of entities, the HIPAA Privacy 
Rule also includes a number of other 
entities within the definition of ‘‘health 
plan’’: (1) Long-term care policies 
(excluding nursing home fixed- 
indemnity policies); (2) employee 
welfare benefit plans or other 
arrangements that are established or 
maintained for the purpose of offering 
or providing health benefits to the 
employees of two or more employers (to 
the extent that they are not group health 
plans or health insurance issuers); (3) 
high risk pools that are mechanisms 
established under State law to provide 
health insurance coverage or 
comparable coverage to eligible 
individuals; (4) certain public benefit 
programs, such as Medicare Part A and 
B, Medicaid, the military and veterans’ 
health care programs, the Indian Health 
Service program, and others; as well as 
(5) any other individual or group plan, 
or combination of individual or group 
plans that provides or pays for the cost 
of medical care (as the term ‘‘medical 
care’’ is defined in section 2791(a)(2) of 
the PHSA, 42 U.S.C. 300gg–91(a)(2)). 
This last category includes, for example, 
certain ‘‘excepted benefits’’ plans 
described at 42 U.S.C. 300gg–91(c)(2), 
such as limited scope dental or vision 
benefits plans. See the definition of 
‘‘health plan’’ at § 160.103. 

In the NPRM, the Department, using 
both its authority under GINA as well as 
its broad authority under HIPAA, 
proposed to apply the prohibition on 
using and disclosing protected health 
information that is genetic information 
for underwriting to all health plans that 
are subject to the Privacy Rule, rather 
than solely to the plans GINA explicitly 
requires be subject to the prohibition. 
As explained in the proposed rule, the 
HIPAA Administrative Simplification 
provisions provide the Secretary with 
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broad authority to craft privacy 
standards that uniformly apply to all 
health plans, regardless of whether such 
health plans are governed by other 
portions of the HIPAA statute. In 
addition, the Department indicated in 
the proposed rule that nothing in GINA 
explicitly or implicitly curtails this 
broad authority of the Secretary to 
promulgate privacy standards for any 
and all health plans that are governed 
by the HIPAA Administrative 
Simplification provisions. 

Under the Privacy Rule, and 
consistent with HIPAA, an individual’s 
privacy interests and rights with respect 
to the use and disclosure of protected 
health information are protected 
uniformly without regard to the type of 
health plan that holds the information. 
Thus, under the Privacy Rule, 
individuals can expect and benefit from 
privacy protections that do not diminish 
based on the type of health plan from 
which they obtain health coverage. In 
developing the proposed rule, the 
Department believed that individuals’ 
interests in uniform protection under 
the Privacy Rule against the use or 
disclosure of their genetic information 
for underwriting purposes would 
outweigh any adverse impact on health 
plans that are not covered by GINA, 
particularly since it was not expected 
that all of the health plans subject to the 
Privacy Rule use or disclose protected 
health information that is genetic 
information for underwriting (or even 
perform underwriting generally, in the 
case of some of the public benefit 
plans). For these reasons, the 
Department proposed to apply the 
prohibition on using or disclosing 
protected health information that is 
genetic information for underwriting 
purposes to all health plans that are 
HIPAA covered entities. 

Overview of Public Comments 
The Department received comments 

both in support of and against the 
proposed application of the prohibition 
on using or disclosing genetic 
information for underwriting purposes 
to all health plans covered by the 
Privacy Rule. Several commenters 
agreed that the extension of the 
proposed requirements to all health 
plans is an appropriate exercise of the 
Secretary’s discretion under HIPAA and 
is necessary to protect the privacy 
interests of all individuals without 
regard to the type of health plan holding 
individuals’ health information, and 
stated that such an extension would 
further encourage individuals to take 
advantage of genetic services. In 
addition, one commenter in support of 
the proposal indicated that sixteen 

States also regulate the use of genetic 
information in disability insurance, and 
ten States regulate its use in long-term 
care insurance, and it is expected that 
these numbers will continue to increase. 
The commenter stated that as States 
move forward in this area it was 
appropriate for the Federal government 
to do so as well. However, this and one 
other commenter, while generally in 
support of extending the prohibition on 
using or disclosing genetic information 
for underwriting to all health plans, also 
recommended that the Department 
monitor the impact of such a 
prohibition on long-term care insurers. 

A few commenters did not support 
the Department’s proposal and argued 
that the prohibition against using or 
disclosing genetic information for 
underwriting purposes in the Privacy 
Rule should apply only to those plans 
to which GINA expressly applies. 
Commenters argued that applying the 
prohibition beyond the health plans 
identified in GINA was contrary to 
GINA and its intent. 

Certain commenters expressed 
particular disagreement and concern 
with applying the prohibition on the use 
of genetic information for underwriting 
to long-term care insurers. One 
commenter argued that there was clear 
Congressional intent in the legislative 
history of GINA to exempt ‘‘excepted 
benefits,’’ particularly long-term care 
insurance, from any prohibitions under 
GINA and thus, the Privacy Rule should 
not apply the prohibition on 
underwriting with genetic information 
to issuers of long term care policies. The 
commenter also argued that the GINA 
prohibition should not apply to long- 
term care insurers because long-term 
care plans have different characteristics 
from other health plans and applying 
the GINA prohibition to long-term care 
insurers would jeopardize the ability of 
long-term care insurers to adequately 
underwrite and thus, the viability of the 
long-term care insurance market. The 
commenter explained that this would be 
due to the fact that when underwriting, 
long term care insurers look to 
determine an individual’s probability of 
needing long-term care in the future and 
diagnosis of a particular condition is not 
the only way this may be determined 
and in some cases may not even be 
relevant to such a determination. The 
Department also heard similar concerns 
about the potential negative impact of 
an underwriting prohibition on the 
economic viability of the long-term 
market, from certain members of 
Congress who wrote to the Secretary on 
this issue, as well as from certain 
outside parties during fact finding 
meetings held by the Department. 

Final Rule 
The final rule adopts the approach of 

the proposed rule to apply the 
prohibition on using or disclosing 
protected health information that is 
genetic information for underwriting 
purposes to all health plans that are 
covered entities under the HIPAA 
Privacy Rule, including those to which 
GINA does not expressly apply, except 
with regard to issuers of long term care 
policies. We continue to disagree with 
the commenters that stated such an 
extension would conflict with GINA 
and is outside the scope of our 
authority. As explained more fully in 
the proposed rule, the Department has 
broad authority under HIPAA to 
regulate a health plan’s uses and 
disclosures of protected health 
information, including genetic 
information, to protect an individual’s 
privacy interests. See 74 FR 51698, 
51699–51700. It does not follow that by 
exempting ‘‘excepted benefits’’ from the 
prohibitions under GINA that Congress 
intended to restrict the Department’s 
broad authority under HIPAA. Further, 
there is no conflict with GINA in 
extending the same privacy protections 
outlined in GINA to those health plans 
that are not covered by GINA but are 
otherwise covered by the HIPAA 
Privacy Rule. GINA and section 264 of 
HIPAA are not irreconcilably 
inconsistent but rather operate 
concurrently without conflict. Lastly, 
GINA did not override HIPAA, and did 
not displace the Department’s authority 
to prohibit uses and disclosures of 
genetic information that GINA does not 
otherwise prohibit. Therefore, nothing 
in GINA explicitly or implicitly curtails 
the broad authority of the Secretary to 
promulgate privacy standards for any 
and all health plans that are governed 
by the HIPAA Administrative 
Simplification provisions. 

We also continue to believe that 
individuals have a strong privacy 
interest in not having their genetic 
information used in an adverse manner 
for underwriting purposes and to 
believe that this privacy interest 
outweighs any adverse impact on most 
health plans covered by the Privacy 
Rule. With respect to most health plans 
not subject to GINA, the public 
comment did not indicate that a 
prohibition on using genetic 
information for underwriting would 
have significant adverse impacts on the 
viability of these plans. Nor did the 
public comment generally provide 
information showing that these health 
plans actually use or disclose protected 
health information that is genetic 
information for underwriting, or plan to 
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17 See, e.g., Frequently Asked Question number 
354, available at http://www.hhs.gov/ocr/privacy/ 
hipaa/faq/protected_health_information/354.html, 
which states: Question: Does the HIPAA Privacy 
Rule protect genetic information? Answer: Yes, 
genetic information is health information protected 
by the Privacy Rule. Like other health information, 
to be protected it must meet the definition of 
protected health information: it must be 
individually identifiable and maintained by a 
covered health care provider, health plan, or health 
care clearinghouse. See also 45 CFR 160.103. 

do so in the future (or even perform 
underwriting generally, in the case of 
some of the public benefit plans). 

However, as indicated above, the 
Department did hear from a number of 
sources about the potential adverse 
impact a prohibition on using genetic 
information for underwriting would 
have on the ability of a long-term care 
insurer to effectively underwrite and 
thus, on the viability of the long-term 
care insurance market generally. The 
Department recognizes the importance 
of long-term care insurance coverage 
and the need to ensure its continued 
availability. The Department also 
acknowledges that, at this time, it does 
not have the information necessary to 
more precisely and carefully measure 
the extent of such an impact on the 
long-term market in order to 
appropriately balance an individual’s 
privacy interests with such an impact. 
Thus, this final rule excludes long-term 
care plans from the underwriting 
prohibition. 

While we exempt long-term care 
plans from the underwriting prohibition 
in this final rule, we continue to believe 
an individual has a strong privacy 
interest in the way his or her genetic 
information is used for the underwriting 
of long-term care insurance. At the 
current time, however, we do not have 
sufficient information to determine the 
proper balance between the individual’s 
privacy interests and the industry’s 
concerns about the cost effects of 
excluding genetic information. For that 
reason, we are looking into ways to 
obtain further information on this issue, 
such as through a study by the National 
Association of Insurance Commissioners 
(NAIC) on the tension between the use 
of genetic information for underwriting 
and the associated privacy concerns in 
the context of their model long-term 
care rules. Based on the information the 
Department may obtain, the Department 
will reassess how best to move forward 
in this area in the future. 

Long-term care plans, while not 
subject to the underwriting prohibition, 
continue to be bound by the Privacy 
Rule, as are all other covered health 
plans, to protect genetic information 
from improper uses and disclosures, 
and to only use or disclose genetic 
information as required or expressly 
permitted by the Rule, or as otherwise 
authorized by the individual who is the 
subject of the genetic information. 

2. Section 160.101—Statutory Basis and 
Purpose 

We have revised § 160.101, which 
describes the statutory basis of the 
HIPAA Rules, to include a reference to 
section 1180 of the Social Security Act, 

as added by section 105 of GINA (Pub. 
L. 110–233). 

3. Section 160.103—Definitions 
The final rule modifies § 160.103 of 

the Privacy Rule to: (1) Revise the 
definition of ‘‘health information’’ to 
make clear that the term includes 
‘‘genetic information;’’ (2) add 
definitions for the GINA-related terms of 
‘‘family member,’’ ‘‘genetic 
information,’’ ‘‘genetic services,’’ 
‘‘genetic test,’’ and ‘‘manifestation or 
manifested;’’ and (3) make technical 
corrections to the definition of ‘‘health 
plan.’’ With respect to the GINA-related 
terms, the final rule adopts definitions 
that are generally consistent with the 
definitions of such terms promulgated 
in the implementing regulations for 
sections 101–103 of GINA. This will 
facilitate compliance for those health 
plans subject to both the privacy as well 
as the nondiscrimination provisions of 
GINA. 

a. Definition of ‘‘Health information’’ 

Proposed Rule 
Prior to enactment of GINA, the 

Department issued guidance that genetic 
information is health information 
protected by the Privacy Rule to the 
extent that such information is 
individually identifiable and held by a 
covered entity (subject to the general 
exclusions from the definition of 
‘‘protected health information’’).17 
Section 105 of GINA requires the 
Secretary to revise the Privacy Rule to 
make clear that genetic information is 
health information under the Rule. 
Thus, the Department proposed to 
modify the definition of ‘‘health 
information’’ at § 160.103 to explicitly 
provide that such term includes genetic 
information. 

Overview of Public Comments 
The Department received a few 

comments expressing specific support 
for and one comment against the 
proposed inclusion of the term ‘‘genetic 
information’’ in the definition of ‘‘health 
information.’’ The commenters 
supporting the revision to the definition 
of ‘‘health information’’ indicated that 
such an inclusion was necessary to 
clarify that genetic information is health 

information. The commenter against the 
proposed inclusion to the definition 
argued that although GINA directs the 
Department to treat genetic information 
as health information, the language of 
GINA does not require a change to the 
definition of ‘‘health information,’’ and 
this change would create costs for 
health plans, which would have to 
update all their policies and procedures 
to reflect the change. 

Final Rule 

The final rule adopts the proposed 
modification to the definition of ‘‘health 
information’’ at § 160.103. This 
modification to the definition is a 
necessary clarification to the Privacy 
Rule based on the statutory language. 
Given that revising the definition of 
‘‘health information’’ to include genetic 
information does not substantively 
change the scope of the Privacy Rule, it 
is unclear why such a change alone 
would require revisions to a health 
plan’s policies and procedures. Health 
plans that perform underwriting will 
otherwise need to revise their policies 
and procedures as necessary to comply 
with this final rule, as well as the 
modifications to the HIPAA Rules 
required by the Health Information 
Technology for Economic and Clinical 
Health (HITECH) Act. Thus, to the 
extent the concern about this 
modification stems from the fact that a 
health plan’s policies and procedures 
quote the prior regulatory definition of 
‘‘health information,’’ the health plan 
can revise the definition at the time it 
is otherwise updating its policies and 
procedures to comply with these rules. 

b. Definition of ‘‘Genetic Information’’ 

Proposed Rule 

The term ‘‘genetic information’’ is 
defined in GINA and establishes what 
information is protected by the statute. 
Section 105 of GINA provides that the 
term ‘‘genetic information’’ in section 
105 shall have the same meaning given 
the term in section 2791 of the PHSA 
(42 U.S.C. 300gg–91), as amended by 
section 102 of GINA. Section 102(a)(4) 
of GINA defines ‘‘genetic information’’ 
to mean, with respect to any individual, 
information about: (1) Such individual’s 
genetic tests; (2) the genetic tests of 
family members of such individual; and 
(3) the manifestation of a disease or 
disorder in family members of such 
individual (i.e., family medical history). 
GINA also provides that the term 
‘‘genetic information’’ includes, with 
respect to any individual, any request 
for, or receipt of, genetic services, or 
participation in clinical research which 
includes genetic services, by such 
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individual or family member of such 
individual. GINA expressly provides 
that the term ‘‘genetic information’’ 
shall not include information about the 
sex or age of any individual. This basic 
definition of ‘‘genetic information’’ in 
section 102(a)(4) of GINA (and that is to 
apply for purposes of section 105) is 
also expanded by section 102(a)(3), 
which provides that any reference to 
genetic information concerning an 
individual or family member in the 
PHSA shall include: with respect to an 
individual or family member of an 
individual who is a pregnant woman, 
the genetic information of any fetus 
carried by such pregnant woman; and 
with respect to an individual or family 
member utilizing an assisted 
reproductive technology, the genetic 
information of any embryo legally held 
by the individual or family member. 
The Department proposed to include 
this statutory definition of ‘‘genetic 
information’’ in § 160.103. 

Overview of Public Comments 
Most commenters did not address the 

proposed definition of ‘‘genetic 
information’’ in their comments on the 
proposed rule. However, one 
commenter stated that it was unclear 
what information may fall within the 
scope of the term ‘‘genetic information’’ 
and whether such term may be 
construed to include traditional medical 
information or medical tests used in 
underwriting today. 

Final Rule 
The final rule adopts without 

modification the definition of ‘‘genetic 
information’’ proposed in the NPRM. 
This definition is consistent with the 
definition found in the implementing 
regulations for sections 101–103 of 
GINA and with which compliance is 
already required by most health plans. 
The term ‘‘genetic information’’ 
includes information about the genetic 
tests of the individual or of the 
individual’s family members and about 
diseases or disorders manifested in an 
individual’s family members (i.e., 
family health history). Thus, 
information about manifested diseases, 
disorders, or conditions of the 
individual or medical tests that do not 
meet the rule’s definition of ‘‘genetic 
test,’’ such as HIV tests, complete blood 
counts, cholesterol or liver function 
tests, or tests to detect for the presence 
of alcohol or drugs, are not genetic 
information, and such information may 
be used or disclosed for underwriting 
purposes. Conversely, family health 
histories and information about genetic 
tests, such as tests to determine whether 
an individual or family member has a 

gene variant associated with breast 
cancer, are genetic information, and 
such information may not be used or 
disclosed for underwriting purposes. 
The definitions of ‘‘manifestation or 
manifested’’ and ‘‘genetic test’’ are 
discussed more fully below. 

c. Definition of ‘‘Genetic Test’’ 

Proposed Rule 

As explained above, GINA provides 
that the term ‘‘genetic information’’ 
includes information about an 
individual’s genetic tests or the genetic 
tests of family members of the 
individual. Section 105 of GINA 
provides that the term ‘‘genetic test’’ 
shall have the same meaning as the term 
has in section 2791 of the PHSA (42 
U.S.C. 300gg–91), as amended by 
section 102 of GINA. Section 102(a)(4) 
of GINA amends section 2791(d) of the 
PHSA to define ‘‘genetic test’’ to mean 
‘‘an analysis of human DNA, RNA, 
chromosomes, proteins, or metabolites, 
that detects genotypes, mutations, or 
chromosomal changes.’’ GINA further 
clarifies that the term ‘‘genetic test’’ 
does not include an analysis of proteins 
or metabolites that does not detect 
genotypes, mutations, or chromosomal 
changes, nor does it include an analysis 
of proteins or metabolites that is directly 
related to a manifested disease, 
disorder, or pathological condition that 
could reasonably be detected by a health 
care professional with appropriate 
training and expertise in the field of 
medicine involved. 

Consistent with the statutory 
definition, the Department proposed to 
define ‘‘genetic test’’ at § 160.103 as an 
analysis of human DNA, RNA, 
chromosomes, proteins, or metabolites, 
if the analysis detects genotypes, 
mutations, or chromosomal changes, 
and to provide in the definition that 
‘‘genetic test’’ does not include an 
analysis of proteins or metabolites that 
is directly related to a manifested 
disease, disorder, or pathological 
condition. While the statute refers to a 
‘‘manifested’’ disease as one that could 
reasonably be detected by a health care 
professional with appropriate training 
and expertise in the field of medicine 
involved, the statute does not define 
‘‘manifested.’’ Consequently, for clarity, 
the Department proposed a definition of 
‘‘manifested,’’ as described below. 

Overview of Public Comments 

The Department received one 
comment requesting that the 
Department include examples within 
the regulatory text of the definition and 
another comment stated that it is not 

clear what constitutes a genetic test 
under the definition. 

Final Rule 
The final rule adopts without 

modification the definition of ‘‘genetic 
test’’ as proposed in the NPRM. This 
definition is consistent with the 
definition found in the implementing 
regulations for sections 101–103 of 
GINA and with which compliance is 
already required by most health plans. 
Under this definition, a test to 
determine whether an individual has a 
gene variant associated with breast 
cancer (such as the BRCA1 or BRCA2 
variant) is a genetic test. Similarly, a test 
to determine whether an individual has 
a genetic variant associated with 
hereditary nonpolyposis colorectal 
cancer is a genetic test. Such tests are 
genetic in nature because they detect 
genotypes, mutations, or chromosomal 
changes. In contrast, medical tests that 
do not detect genotypes, mutations, or 
chromosomal changes, are not genetic 
tests. For example, HIV tests, complete 
blood counts, cholesterol tests, liver 
function tests, or tests for the presence 
of alcohol or drugs are not genetic tests. 
Consistent with the approach taken 
generally with the HIPAA Privacy Rule, 
the Department declines to include 
these examples in the regulatory text. 
The Department intends to issue future 
guidance on its web site about this 
issue. 

d. Definition of ‘‘Genetic Services’’ 

Proposed Rule 
GINA provides that the term ‘‘genetic 

information’’ includes, with respect to 
any individual, any request for, or 
receipt of, genetic services, or 
participation in clinical research which 
includes genetic services, by such 
individual or any family member of 
such individual. Section 102(a)(4) of 
GINA defines ‘‘genetic services’’ to 
mean: (1) A genetic test; (2) genetic 
counseling (including obtaining, 
interpreting, or assessing genetic 
information); or (3) genetic education. 
Thus, the fact that an individual or a 
family member of the individual 
requested or received a genetic test, 
counseling, or education is information 
protected under GINA. Genetic 
counseling and education are means by 
which individuals can obtain 
information and support about potential 
risks for genetic diseases and disorders. 
The Department proposed to add the 
statutory definition of ‘‘genetic services’’ 
to the Privacy Rule. 

Overview of Public Comments 
The Department received one 

comment requesting that the 
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18 See House Report 110–28, Part 2 at 27. 

19 We note that the Affordable Care Act, enacted 
on March 23, 2010, includes a provision effective 
for plan years beginning on or after January 1, 2014, 
that prohibits insurers from discriminating against 
individuals or charging individuals higher rates 
based on pre-existing conditions. See Public Law 
111–148. 

Department add language to the 
definition to make clear that the genetic 
tests, genetic counseling, or genetic 
education of a family member of an 
individual are specifically covered by 
the term. 

Final Rule 

The final rule adopts without 
modification the definition of ‘‘genetic 
services’’ proposed in the NPRM. This 
definition is consistent with the 
definition found in the implementing 
regulations for sections 101–103 of 
GINA and with which compliance is 
already required by most health plans. 
The Department does not believe it 
necessary to add the term ‘‘family 
member’’ to the definition of ‘‘genetic 
services’’ because the definition of 
‘‘genetic information’’ makes clear that 
information about any request for, or 
receipt of, genetic services by a family 
member of an individual is protected 
information. 

e. Definition of ‘‘Family Member’’ 

Proposed Rule 

The term ‘‘family member’’ is used in 
the definition of ‘‘genetic information’’ 
in GINA to indicate that an individual’s 
genetic information also includes 
information about the genetic tests of 
the individual’s family members, as 
well as family medical history. Section 
105 of GINA states that the term ‘‘family 
member’’ shall have the meaning given 
such term in section 2791 of the PHSA 
(42 U.S.C. 300gg–91), as amended by 
GINA section 102(a)(4), which defines 
‘‘family member’’ to mean, with respect 
to any individual: (1) A dependent (as 
such term is used for purposes of 
section 2701(f)(2) of the PHSA, 42 
U.S.C. 300gg(f)(2)) of such individual; or 
(2) any other individual who is a first- 
degree, second-degree, third-degree, or 
fourth-degree relative of such individual 
or of a dependent of the individual. 
Section 2701(f)(2) of the PHSA uses the 
term ‘‘dependent’’ to mean an 
individual who is or may become 
eligible for coverage under the terms of 
a group health plan because of a 
relationship to the plan participant. 

The Department proposed to 
incorporate GINA’s definition of ‘‘family 
member’’ into the Privacy Rule. The 
proposed rule also clarified within the 
definition that relatives by affinity (such 
as by marriage or adoption) are to be 
treated the same as relatives by 
consanguinity (that is, relatives who 
share a common biological ancestor) 
and that, in determining the degree of 
relationship, relatives by less than full 
consanguinity (such as half-siblings, 
who share only one parent) are treated 

the same as relatives by full 
consanguinity (such as siblings who 
share both parents). The NPRM 
explained that this broad interpretation 
of ‘‘family member’’ was consistent with 
GINA’s legislative history, which 
suggests that the term ‘‘family member’’ 
is to be broadly construed to provide the 
maximum protection against 
discrimination.18 In addition, the 
Department proposed to include in the 
definition of ‘‘family member’’ non- 
exhaustive lists of persons who are 
first-, second-, third-, or fourth-degree 
relatives. Finally, within the definition 
of ‘‘family member,’’ the Department 
proposed to refer to the definition of 
‘‘dependent’’ contained in the 
implementing regulations at 45 CFR 
144.103 rather to the PHSA directly. 

Overview of Public Comments 
One commenter expressed support for 

including relatives by affinity and by 
less than full consanguinity, agreeing 
that this interpretation is consistent 
with Congressional intent and provides 
the most privacy protection for 
individuals. This commenter also was 
supportive of including non-exhaustive 
lists of persons who are first-, 
second-, third-, and fourth-degree 
relatives to add clarity to the definition. 

Final Rule 
As we received only support with 

regard to the definition of ‘‘family 
member,’’ the final rule adopts without 
modification the definition of ‘‘family 
member’’ proposed in the NPRM. This 
definition also is consistent with the 
definition found in the implementing 
regulations for sections 101–103 of 
GINA and with which compliance is 
already required by most health plans. 

f. Definition of ‘‘Manifestation or 
Manifested’’ 

Proposed Rule 
Although not separately defined by 

GINA, the terms ‘‘manifestation’’ or 
‘‘manifested’’ are used in GINA in three 
important contexts. First, GINA uses the 
term ‘‘manifestation’’ to incorporate 
‘‘family medical history’’ into the 
definition of ‘‘genetic information’’ by 
stating that ‘‘genetic information’’ 
includes, with respect to an individual, 
the manifestation of a disease or 
disorder in family members of such 
individual. Second, GINA uses the term 
‘‘manifested’’ to exclude from the 
definition of ‘‘genetic test’’ those tests 
that analyze a physical malady rather 
than genetic makeup by excluding from 
the definition analyses of proteins or 
metabolites that are directly related to a 

manifested disease, disorder, or 
pathological condition. Third, GINA 
uses the term ‘‘manifestation’’ to clarify 
that nothing in Title I of GINA should 
be construed to limit the ability of a 
health plan to adjust premiums or 
contribution amounts for a group health 
plan based on the manifestation of a 
disease or disorder of an individual 
enrolled in the plan.19 However, GINA 
provides that, in such case, the 
manifestation of a disease or disorder in 
one individual cannot also be used as 
genetic information about other group 
members and to further increase the 
premium for the plan. Similarly, for the 
individual health insurance market, 
GINA clarifies that it does not prohibit 
a health plan from establishing rules for 
eligibility for an individual to enroll in 
coverage or from adjusting premium or 
contribution amounts for an individual 
based on the manifestation of a disease 
or disorder in that individual or in a 
family member of such individual 
where such family member is covered 
under the individual’s policy. However, 
under GINA, the manifestation of a 
disease or disorder in one individual 
cannot also be used as genetic 
information about other individuals and 
to further increase premiums or 
contribution amounts. 

Given the importance of the term 
‘‘manifested’’ or ‘‘manifestation,’’ the 
Department proposed to define the term. 
Although GINA does not define the 
term, it is clear from the statutory 
definition of ‘‘genetic test’’ that a 
manifested disease or disorder is one 
‘‘that could reasonably be detected by a 
health care professional with 
appropriate training and expertise in the 
field of medicine involved.’’ 
Accordingly, the proposed rule defined 
the term ‘‘manifestation or manifested’’ 
to mean, with respect to a disease, 
disorder, or pathological condition, that 
an individual has been or could 
reasonably be diagnosed with the 
disease, disorder, or pathological 
condition by a health care professional 
with appropriate training and expertise 
in the field of medicine involved. The 
proposed definition also provided that a 
disease, disorder, or pathological 
condition is not manifested if the 
diagnosis is based principally on genetic 
information. This clarification was 
included due to the fact that variants of 
genes associated with diseases have 
varying degrees of predictive power for 
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later development of the disease. In 
some cases, an individual may have a 
genetic variant for a disease and yet 
never develop the disease. In other 
cases, the presence of a genetic variant 
indicates that the individual will 
eventually develop the disease, such as 
is the case with Huntington’s disease. 
However, an individual may obtain a 
positive test that shows the genetic 
variant for Huntington’s disease decades 
before any clinical symptoms appear. 
Under the proposed definition, the 
presence of a genetic variant alone 
would not constitute the diagnosis of a 
disease even in cases where it is certain 
the individual possessing the genetic 
variant will eventually develop the 
disease, such as with Huntington’s 
disease. 

Overview of Public Comments 
A few commenters expressed support 

for adopting the proposed definition of 
‘‘manifestation or manifested’’ because 
it would provide clarity to the rule and 
the scope of the underwriting 
prohibition. One commenter requested 
that the Department include the 
examples provided in the preamble to 
the proposed rule directly within the 
regulatory definition. A few commenters 
raised concerns about the inclusion in 
the proposed definition of the 
clarification that ‘‘a disease, disorder, or 
pathological condition is not manifested 
if the diagnosis is based principally on 
genetic information.’’ It was argued that 
the proposed definition was too narrow 
because, for some diseases, disorders, or 
pathological conditions, a genetic test is 
the primary means of diagnosing the 
condition and further that genetic tests 
will more frequently be used to 
diagnose diseases or conditions in the 
future given the continuing evolution of 
genetics. It was also argued that the 
proposed definition went beyond GINA 
by indicating how a manifested disease 
or disorder is diagnosed. 

Final Rule 
The final rule adopts without 

modification the definition of 
‘‘manifestation or manifested’’ proposed 
in the NPRM. The definition is 
consistent with the definition of 
‘‘manifestation or manifested’’ found in 
the implementing regulations for the 
non-discrimination provisions of 
sections 101–103 of GINA and with 
which compliance is already required 
for most health plans. In developing this 
definition, the agencies consulted with 
technical experts at the National Human 
Genome Research Institute within the 
National Institutes of Health (NIH). In 
addition, for the reasons stated above 
regarding the varying degrees of 

predictive power genes provide in terms 
of ultimate development of a disease, as 
well as of the fact that a genetic test for 
a disease may precede clinical signs or 
symptoms by years or even decades, the 
Department does not believe that the 
definition is too narrow but rather that 
it is consistent with the provisions of 
GINA that protect genetic information 
from being used for health coverage 
determinations. Finally, the definition 
does not preclude a health care provider 
from performing one or more genetic 
tests to confirm a diagnosis so long as 
the diagnosis is not based solely or 
principally on the result of the genetic 
test. 

To illustrate the definition, we 
provide the following examples, which 
were also included in the NPRM: 

• An individual may have a family 
member that has been diagnosed with 
Huntington’s disease and also have a 
genetic test result that indicates the 
presence of the Huntington’s disease 
gene variant in the individual. However, 
when the individual is examined by a 
neurologist (a physician with 
appropriate training and expertise for 
diagnosing Huntington’s disease) 
because the individual has begun to 
suffer from occasional moodiness and 
disorientation (symptoms which are 
associated with Huntington’s disease), 
and the results of the examination do 
not support a diagnosis of Huntington’s 
disease, then Huntington’s disease is not 
manifested with respect to the 
individual. In contrast, if the individual 
exhibits additional neurological and 
behavioral symptoms, and the results of 
the examination support a diagnosis of 
Huntington’s disease by the neurologist, 
then Huntington’s disease is manifested 
with respect to the individual. 

• An individual has had several 
family members with colon cancer, one 
of whom underwent genetic testing 
which detected a mutation in the MSH2 
gene associated with hereditary 
nonpolyposis colorectal cancer 
(HNPCC). On the recommendation of 
his physician (a health care professional 
with appropriate training and expertise 
in the field of medicine involved), the 
individual undergoes a targeted genetic 
test to look for the specific mutation 
found in the family member of the 
individual to determine if the 
individual himself is at increased risk 
for cancer. The genetic test shows that 
the individual also carries the mutation 
but the individual’s colonoscopy 
indicates no signs of disease and the 
individual has no symptoms. Because 
the individual has no signs or symptoms 
of colorectal cancer that could be used 
by the individual’s physician to 
diagnose the cancer, HNPCC is not a 

manifested disease with respect to the 
individual. In contrast, if the individual 
undergoes a colonoscopy or other 
medical tests that indicate the presence 
of HNPCC, and the individual’s 
physician makes a diagnosis of HNPCC, 
HNPCC is a manifested disease with 
respect to the individual. 

• If a health care professional with 
appropriate expertise makes a diagnosis 
based on the symptoms of the patient, 
and uses genetic tests to confirm the 
diagnosis, the disease will be 
considered manifested, despite the use 
of genetic information. For example, if 
a neurologist sees a patient with 
uncontrolled movements, a loss of 
intellectual faculties, and emotional 
disturbances, and the neurologist 
suspects the presence of Huntington’s 
disease, the neurologist may confirm the 
diagnosis with a genetic test. While 
genetic information is used as part of 
the diagnosis, the genetic information is 
not the sole or principal basis for the 
diagnosis, and, therefore, the 
Huntington’s disease would be 
considered a manifested disease of the 
patient. 

As with the definition of ‘‘genetic 
test,’’ the Department declines to 
include these examples in the regulatory 
text as this is inconsistent with the 
approach generally taken in the HIPAA 
Privacy Rule. The Department intends 
to issue future guidance on its web site 
with respect to the Rule’s protections for 
genetic information. 

g. Definition of ‘‘Health Plan’’ 

Proposed Rule 

The Department proposed to make 
technical corrections to update the 
definition of ‘‘health plan’’ by revising 
and renumbering the definition to: 
Include specific reference to the 
Voluntary Prescription Drug Benefit 
Program under Part D of title XVIII of 
the Social Security Act, 42 U.S.C. 
1395w–101 through 1395w–152; remove 
the specific reference to the Civilian 
Health and Medical Program of the 
Uniformed Services (CHAMPUS) (as 
defined in 10 U.S.C. 1072(4)), as this 
program is now part of the TRICARE 
health care program under title 10 of the 
United States Code, and revise the 
reference to the title 10 health care 
program accordingly to read more 
generally ‘‘health care program for the 
uniformed services’’ rather than ‘‘health 
care program for active military 
personnel’’; and reflect that Part C of 
title XVIII of the Social Security Act, 42 
U.S.C. 1395w–21 through 1395w–28, is 
now called the Medicare Advantage 
program. 
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20 See 74 FR 51669, footnote 12. 
21 See Q14 at http://www.dol.gov/ebsa/faqs/faq- 

GINA.html. 

Overview of Public Comments 

The Department did not receive any 
comments on the proposed technical 
corrections to the definition of ‘‘health 
plan.’’ 

Final Rule 

The final rule incorporates the 
technical corrections to the definition. 

4. Section 164.501—Definitions 

The Department proposed to modify 
§ 164.501 to add a definition of 
‘‘underwriting purposes’’ and to make 
conforming changes to the definitions of 
‘‘payment’’ and ‘‘health care 
operations.’’ 

a. Definition of ‘‘Underwriting 
Purposes’’ 

Proposed Rule 

Section 105 of GINA provides that the 
term ‘‘underwriting purposes’’ means, 
with respect to a group health plan, 
health insurance coverage, or Medicare 
supplemental policy: (A) Rules for, or 
determination of, eligibility (including 
enrollment and continued eligibility) 
for, or determination of, benefits under 
the plan, coverage, or policy; (B) the 
computation of premium or 
contribution amounts under the plan, 
coverage, or policy; (C) the application 
of any pre-existing condition exclusion 
under the plan, coverage, or policy; and 
(D) other activities related to the 
creation, renewal, or replacement of a 
contract of health insurance or health 
benefits. 

The Department proposed to adopt 
GINA’s statutory definition of 
‘‘underwriting purposes’’ in § 164.501 of 
the Privacy Rule, but also proposed to 
include certain clarifications for 
consistency with the regulations 
promulgated to implement the 
nondiscrimination provisions in 
sections 101 through 103 of GINA. In 
particular, the Department proposed to 
include a parenthetical to explain that 
the rules for, or determination of 
eligibility for, or determination of, 
benefits under the plan include changes 
in deductibles or other cost-sharing 
mechanisms in return for activities such 
as completing a health risk assessment 
or participating in a wellness program. 
The proposed rule also included a 
parenthetical to make clear that the 
computation of premium or 
contribution amounts under the plan, 
coverage, or policy includes discounts, 
rebates, payments in kind, or other 
premium differential mechanisms in 
return for activities such as completing 
a health risk assessment or participating 
in a wellness program. Finally, we 
proposed a provision within the 

definition to clarify that ‘‘underwriting 
purposes’’ does not include 
determinations of medical 
appropriateness where an individual 
seeks a benefit under the plan, coverage, 
or policy. 

Overview of Public Comments 

About ten commenters addressed the 
proposed definition of ‘‘underwriting 
purposes.’’ Four commenters generally 
supported the proposed definition. 
Other commenters expressed concern 
with the definition’s inclusion of 
discounts, rebates, payments in kind, or 
other premium differential mechanisms 
in return for activities such as 
completing a health risk assessment 
(HRA) or participating in a wellness 
program. These commenters were 
concerned that prohibiting the use of 
genetic information, particularly family 
health history, for such purposes would 
have a detrimental impact on wellness 
and disease management programs. One 
commenter was concerned that the 
definition would prohibit dental 
insurance plans from offering 
preventive prognostic features to 
enrollees as part of the plan that test for 
susceptibility to dental decay and 
periodontal diseases. Enrollees that test 
positive would be provided with 
additional plan benefits as a supplement 
to the standard benefits to cover more 
aggressive preventive services. Finally, a 
few commenters were concerned that 
the broad definition of ‘‘underwriting 
purposes’’ would preclude plans from 
using HRAs and offering wellness 
programs even if no genetic information 
is requested or used. For example, one 
commenter was concerned that the 
definition would prohibit the use of 
‘‘personal habit’’ information, such as 
information about smoking, or alcohol 
or drug use. 

Final Rule 

The final rule adopts the proposed 
definition of ‘‘underwriting purposes’’ 
but moves the definition to within the 
underwriting prohibition at 
§ 164.502(a)(5)(i). This makes clear that 
the definition applies only for purposes 
of the prohibition on a health plan’s use 
or disclosure of genetic information for 
underwriting purposes. As discussed 
more fully below with respect to the 
definition of ‘‘health care operations,’’ 
we move the definition of 
‘‘underwriting purposes’’ and retain the 
term ‘‘underwriting’’ within the 
definition of ‘‘health care operations’’ in 
response to several public comments 
expressing concern that the proposed 
rule would no longer allow health plans 
to use or disclose any protected health 

information (i.e., even non-genetic 
information) for underwriting. 

The adopted definition is consistent 
with the definition promulgated in the 
interim final regulations to implement 
sections 101–103 of GINA and with 
which compliance is already required 
by most health plans. We decline to 
exclude wellness programs and the use 
of HRAs from the definition because, as 
discussed in the interim final 
regulations issued by DOL, Treasury, 
and HHS, GINA Title I does not include 
an exception for wellness programs.20 
However, we emphasize that health 
plans may continue to provide 
incentives for completing HRAs and 
participating in wellness programs in 
manners that do not involve the use or 
disclosure of genetic information. For 
example, ‘‘personal habit’’ information 
about an individual, such as smoking 
status and alcohol and drug use, is not 
genetic information and thus, may be 
used by health plans for underwriting 
purposes. Further, DOL has issued 
guidance which makes clear that health 
plans may continue to collect family 
health history through the use of HRAs 
that are not tied to any reward.21 

In addition, the definition of 
‘‘underwriting purposes’’ includes an 
exception for determinations of medical 
appropriateness where an individual 
seeks a benefit under the plan, coverage, 
or policy. Thus, to the extent that an 
individual is seeking a particular benefit 
under the plan and the health plan 
needs genetic information to determine 
the medical appropriateness of 
providing the benefit to the individual, 
the plan may use or disclose the 
minimum necessary genetic information 
to determine the medical 
appropriateness of providing the 
benefit. For example, if a health plan 
covers yearly mammograms for 
individuals under age 40 only in cases 
where the individual can demonstrate 
she is at increased risk for breast cancer, 
the plan can ask an individual under 
age 40 to provide the results of a genetic 
test or family health history and use 
such information to determine medical 
appropriateness prior to paying a claim 
for the mammogram. The medical 
appropriateness exception would also 
cover situations where a dental plan 
requires the results of a genetic test 
prior to offering a supplemental benefit 
for more aggressive preventive services 
to the extent the individual seeks such 
a benefit. For example, a dental plan 
may provide information to all of its 
enrollees about how to take advantage of 
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such a benefit, and when an enrollee 
contacts the plan about obtaining the 
benefit, may require the individual to 
take and provide the results of a genetic 
test to determine the medical 
appropriateness of providing the 
supplemental benefit to the individual. 

b. Definition of ‘‘Health Care 
Operations’’ 

Proposed Rule 
The definition of ‘‘health care 

operations’’ at § 164.501 includes at 
paragraph (3) ‘‘underwriting, premium 
rating, and other activities relating to 
the creation, renewal or replacement of 
a contract of health insurance or 
benefits * * *.’’ To avoid confusion 
with the use of both ‘‘underwriting’’ and 
‘‘underwriting purposes’’ in the Privacy 
Rule, and in recognition of the fact that 
the proposed definition of 
‘‘underwriting purposes’’ includes 
activities that fall within both the 
definitions of ‘‘payment’’ and ‘‘health 
care operations’’ in the Rule, the 
Department proposed to remove the 
term ‘‘underwriting’’ from the definition 
of ‘‘health care operations.’’ We also 
proposed to add the term ‘‘enrollment’’ 
to the express list of health care 
operations activities to make clear that 
the removal of the term ‘‘underwriting’’ 
would not impact the use or disclosure 
of protected health information that is 
not genetic information for enrollment 
purposes. These proposed revisions 
were not intended to be substantive 
changes to the definition and thus, 
health plans would be permitted to 
continue to use or disclose protected 
health information, except genetic 
information, for underwriting purposes. 

Overview of Public Comments 
The Department received a few 

comments on the proposed revisions to 
the definition of ‘‘health care 
operations.’’ One commenter supported 
the inclusion of the word ‘‘enrollment.’’ 
A few commenters, however, expressed 
concern and confusion that the removal 
of the term ‘‘underwriting’’ from the 
definition of ‘‘health care operations’’ 
would no longer permit uses or 
disclosures of even non-genetic 
protected health information for 
underwriting. 

Final Rule 
Due to the confusion and concern 

expressed by the commenters regarding 
the removal of the term ‘‘underwriting’’ 
from the definition, we retain the term 
‘‘underwriting’’ within the definition of 
‘‘health care operations’’ at § 164.501 
However, to make clear that a health 
plan may continue to use or disclose 
only protected health information that is 

not genetic information for 
underwriting, we include a reference to 
the prohibition on using or disclosing 
genetic information for underwriting 
purposes within the definition. The 
final rule also retains the term 
‘‘enrollment’’ within the definition 
because we believe it is helpful to 
clarify that this is a permitted health 
care operations activity. 

c. Definition of ‘‘Payment’’ 

Proposed Rule 

The definition of ‘‘payment’’ in the 
Privacy Rule at § 164.501 includes 
activities, such as ‘‘determinations of 
eligibility or coverage’’ by a health plan, 
some of which may fall within the 
definition of ‘‘underwriting purposes.’’ 
To avoid any implication that a health 
plan would be permitted to use or 
disclose protected health information 
for ‘‘payment’’ purposes that are 
otherwise prohibited by the 
underwriting prohibition, we proposed 
to include a cross-reference in the 
definition of ‘‘payment’’ to the 
prohibition. Further, we believed the 
inclusion of such a cross-reference to be 
necessary to properly align the 
definition of ‘‘payment’’ in the Privacy 
Rule with the nondiscrimination 
provisions of GINA Title I and their 
implementing regulations. GINA 
provides a rule of construction at 
section 102(a)(2), which adds paragraph 
2702(c)(3) of the PHSA, to make clear 
that health plans are not prohibited 
from obtaining and using the results of 
a genetic test in making determinations 
regarding payment, as such term is 
defined by the HIPAA Privacy Rule. 
Thus, the proposed exception would 
make clear that GINA’s rule of 
construction regarding payment does 
not allow a health plan to use the results 
of genetic tests for activities that would 
otherwise constitute ‘‘underwriting 
purposes,’’ such as for determinations of 
eligibility for benefits. 

Overview of Public Comments 

The Department received two 
comments on the proposed change to 
the definition of ‘‘payment,’’ one 
supporting the change and one 
indicating it is unnecessary. 

Final Rule 

For the reasons described above, the 
final rule adopts the proposed change to 
the definition of ‘‘payment.’’ 

5. Section 164.502(a)—Uses and 
Disclosures of Protected Health 
Information: General Rules 

a. Prohibition 

Proposed Rule 
To implement section 105 of GINA, 

the Department proposed a new 
prohibition on health plans using or 
disclosing protected health information 
that is genetic information for 
underwriting purposes at 
§ 164.502(a)(3). We made clear that such 
a provision would operate 
notwithstanding the other provisions in 
the Privacy Rule permitting uses and 
disclosures, and proposed a conforming 
change to § 164.502(a)(1)(iv) to clarify 
further that an authorization could not 
be used to permit a use or disclosure of 
genetic information for underwriting 
purposes. 

Overview of Public Comments 
Some commenters expressly 

supported the proposed modification to 
the Privacy Rule to include the 
prohibition, and the proposed 
clarification that an authorization 
cannot be used to otherwise permit a 
prohibited use or disclosure of genetic 
information. One commenter suggested 
adding the examples from the preamble 
to the regulatory text, as well as 
language to the regulatory text to clarify 
that the prohibition applies to genetic 
information obtained by a health plan 
prior to the passage of GINA. 

Final Rule 
The final rule adopts the proposed 

prohibition on a health plan’s use or 
disclosure of genetic information for 
underwriting purposes, except with 
regard to health plans that are issuers of 
long term care policies, as explained 
above in section VI.C.1 regarding to 
which plans the final rule applies. This 
prohibition, located in this final rule at 
§ 164.502(a)(5), applies to all genetic 
information from the compliance date of 
these modifications forward, regardless 
of when or where the genetic 
information originated. We do not 
believe a clarification of this fact in the 
regulatory text is necessary. 

Consistent with Sec. 101(a) of the 
statute, this prohibition should not be 
construed to limit the ability of a health 
plan to adjust premiums or contribution 
amounts for a group health plan based 
on the manifestation of a disease or 
disorder of an individual enrolled in the 
plan, even though a health plan cannot 
use the manifestation of a disease or 
disorder in one individual as genetic 
information about other group members 
and to further increase the premium for 
the plan. Similarly, for the individual 
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health insurance market, a health plan 
is not prohibited from establishing rules 
for eligibility for an individual to enroll 
in coverage or from adjusting premium 
or contribution amounts for an 
individual based on the manifestation of 
a disease or disorder in that individual 
or in a family member of such 
individual where such family member is 
covered under the individual’s policy, 
even though the health plan cannot use 
the manifestation of a disease or 
disorder in one individual as genetic 
information about other individuals to 
further increase premiums or 
contribution amounts for those other 
individuals. 

To illustrate how the prohibition 
operates, we reiterate the following 
examples (but for the reasons explained 
above, decline to include them in the 
regulatory text). If a health insurance 
issuer, with respect to an employer- 
sponsored group health plan, uses an 
individual’s family medical history or 
the results of genetic tests maintained in 
the group health plan’s claims 
experience information to adjust the 
plan’s blended, aggregate premium rate 
for the upcoming year, the issuer would 
be using protected health information 
that is genetic information for 
underwriting purposes in violation of 
§ 164.502(a)(5)(i). Similarly, if a group 
health plan uses family medical history 
provided by an individual incidental to 
the collection of other information on a 
health risk assessment to grant a 
premium reduction to the individual, 
the group health plan would be using 
genetic information for underwriting 
purposes in violation of 
§ 164.502(a)(5)(i). 

The prohibition is limited to health 
plans. A health care provider may use 
or disclose genetic information as it sees 
fit for treatment of an individual. If a 
covered entity, such as an HMO, acts as 
both a health plan and health care 
provider, it may use genetic information 
for purposes of treatment, to determine 
the medical appropriateness of a benefit, 
and as otherwise permitted by the 
Privacy Rule, but may not use such 
genetic information for underwriting 
purposes. Such covered entities, in 
particular, should ensure that 
appropriate staff members are trained on 
the permissible and impermissible uses 
of genetic information. 

6. Section 164.504(f)(1)(ii)— 
Requirements for Group Health Plans 

Proposed Rule 

Section 164.504(f)(1)(ii) permits a 
group health plan, or health insurance 
issuer or HMO with respect to the group 
health plan, to disclose summary health 

information to the plan sponsor if the 
plan sponsor requests the information 
for the purpose of obtaining premium 
bids from health plans for providing 
health insurance coverage under the 
group health plan, or for modifying, 
amending, or terminating the group 
health plan. As this provision permits 
activities that constitute ‘‘underwriting 
purposes,’’ as defined by GINA and the 
proposed rule, the Department proposed 
to modify § 164.504(f)(1)(ii) to clarify 
that § 164.504(f)(1)(ii) would not allow a 
disclosure of protected health 
information that is otherwise prohibited 
by the underwriting prohibition. 

Overview of Public Comments 
The Department received one 

comment in support of this 
modification. 

Final Rule 
The final rule adopts the modification 

to § 164.504(f)(1)(ii). 

7. Section 164.506—Uses and 
Disclosures To Carry Out Treatment, 
Payment, or Health Care Operations 

Proposed Rule 
Section 164.506(a) of the Privacy Rule 

sets out the uses and disclosures a 
covered entity is permitted to make to 
carry out treatment, payment, or health 
care operations. In light of the fact that 
the proposed definition of 
‘‘underwriting purposes’’ encompasses 
activities that fall both within the 
definitions of ‘‘payment’’ and ‘‘health 
care operations’’ under the Privacy Rule, 
the Department proposed to add a cross- 
reference in § 164.506(a) to the new 
underwriting prohibition to make clear 
that § 164.506 of the Privacy Rule would 
not permit health plans to use or 
disclose an individual’s protected 
health information that is genetic 
information for underwriting, even 
though such a use or disclosure is 
considered payment or health care 
operations. 

Overview of Public Comments 
The Department received one 

comment in support of this 
modification. 

Final Rule 
The final rule adopts the modification 

to § 164.506(a). 

8. Section 164.514(g)—Uses and 
Disclosures for Activities Relating to the 
Creation, Renewal, or Replacement of a 
Contract of Health Insurance or Health 
Benefits 

Proposed Rule 
Section 164.514(g) of the Privacy Rule 

prohibits a health plan that receives 

protected health information for 
underwriting, premium rating, or other 
activities relating to the creation, 
renewal, or replacement of a contract for 
health insurance or health benefits, from 
using or disclosing such protected 
health information for any other 
purpose (except as required by law) if 
the health insurance or health benefits 
are not placed with the health plan. The 
Department proposed conforming 
amendments to § 164.514(g) to: (1) 
Remove the term ‘‘underwriting’’ to 
avoid confusion given the new 
definition of ‘‘underwriting purposes,’’ 
which encompasses the activities 
described above; and (2) make clear that 
a health plan that receives protected 
health information that is genetic 
information for the above purposes is 
not permitted to use or disclose such 
information for underwriting purposes. 
The proposed removal of the term 
‘‘underwriting’’ from § 164.514(g) was 
not intended as a substantive change to 
the scope of the provision. 

Overview of Public Comments 
One commenter suggested that the 

Department reconsider the removal of 
the term ‘‘underwriting’’ from this 
section as it could be viewed as a 
substantive change to the scope of the 
provision, and expressed concern that 
the modification would prohibit a 
health plan from using or disclosing 
genetic information as required by other 
law. 

Final Rule 
The final rule modifies § 164.514(g) to 

refer to the prohibition, now at 
§ 164.502(a)(5). However, as with the 
definition of ‘‘health care operations,’’ 
we do not remove the term 
‘‘underwriting’’ to avoid unnecessary 
confusion. We also clarify that a health 
plan may continue to use or disclose 
protected health information that is 
genetic information as required by other 
law, except to the extent doing so would 
be inconsistent with the prohibition in 
GINA and this final rule at 
§ 164.502(a)(5)(i) against using or 
disclosing genetic information for 
underwriting purposes. 

9. Section 164.520—Notice of Privacy 
Practices for Protected Health 
Information 

Proposed Rule 
As discussed above in Section IV with 

regard to the changes made to § 164.520 
pursuant to the HITECH Act, § 164.520 
of the Privacy Rule sets out the 
requirements for most covered entities 
to have and distribute a Notice of 
Privacy Practices (NPP). With respect to 
the NPP, the Department believes that 
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individuals should be informed of their 
new rights and protections under this 
rule with respect to genetic information 
in the health coverage context. Thus, the 
Department proposed in 
§ 164.520(b)(1)(iii)(D) to require health 
plans that use or disclose protected 
health information for underwriting to 
include a statement in their NPP that 
they are prohibited from using or 
disclosing protected health information 
that is genetic information about an 
individual for such purposes. Without 
such a specific statement, individuals 
would not be aware of this restriction 
and the general statements regarding 
permitted uses and disclosures for 
treatment, payment, and health care 
operations in the NPP of a health plan 
that performs underwriting would not 
be accurate (i.e., the NPP would state 
that the health plan may use or disclose 
PHI for purposes of payment and health 
care operations, which would not be 
true with respect to genetic information 
when the use or disclosure is for 
underwriting purposes). 

The preamble explained that the 
proposed prohibition on using or 
disclosing genetic information for 
underwriting and the proposed 
requirement to explicitly include a 
statement regarding the prohibition 
would represent a material change to 
the NPP of health plans that perform 
underwriting, and the Privacy Rule 
requires at § 164.520(c)(1)(i)(C) that 
plans provide notice to individuals 
covered by the plan within 60 days of 
any material revision to the NPP. As in 
the NPRM issued to implement HITECH 
Act provisions, the Department 
requested comment on ways to inform 
individuals of this change to privacy 
practices without unduly burdening 
health plans and provided several 
possible alternatives. The Department 
also explained that the obligation to 
revise the NPP for the reasons described 
above would fall only on health plans 
that intend to use or disclose protected 
health information for activities that 
constitute ‘‘underwriting purposes.’’ 
Thus, health care providers, as well as 
health plans that do not perform 
underwriting, would not be required to 
revise their NPPs. 

Overview of Public Comments 
One commenter supported informing 

individuals in the NPP that health plans 
are prohibited from using or disclosing 
genetic information for underwriting 
purposes. One commenter asked the 
Department to clarify that where a 
health plan has already made a change 
to the NPP to comply with a statute, 
such as with GINA, and has sent the 
revised NPP to members, the health 

plan would not be required to make 
another change to its NPP to comply 
with the regulation. 

A number of comments addressed the 
issue of the timing and manner of 
distributing revised NPPs. In general, 
commenters recommended various 
alternatives, including: (1) Require 
health plans to provide a revised NPP to 
members in the next annual mailing; (2) 
require health plans to provide either a 
revised NPP or a supplement to 
members in the next annual mailing and 
to post the revised NPP or supplement 
on the health plan Web site 
immediately; (3) retain the existing 60- 
day deadline for providing a revised 
NPP to individuals or provide for a 30- 
day extension; and (4) allow for 
distribution via electronic processes for 
more efficient delivery of NPPs to 
members. 

Final Rule 
The final rule adopts the requirement 

for health plans that perform 
underwriting to include in their NPPs a 
statement that they are prohibited from 
using or disclosing genetic information 
for such purposes, except with regard to 
issuers of long term care policies, which 
are not subject to the underwriting 
prohibition. Health plans that have 
already modified and redistributed their 
NPPs to reflect the statutory prohibition 
are not required to do so again, provided 
the changes to the NPP are consistent 
with this rule. We also modify the NPP 
distribution requirements for health 
plans where there are material changes. 
These modifications are discussed 
above in Section IV with regard to 
material changes to the NPP resulting 
from changes pursuant to the HITECH 
Act. 

10. Other Comments 
Comment: One commenter requested 

clarification on preemption with regard 
to the new underwriting prohibition. 

Response: Pursuant to subpart B of 
Part 160 of the HIPAA Administrative 
Simplification Rules, to the extent that 
a provision of State law requires a use 
or disclosure of genetic information for 
an activity that would otherwise 
constitute ‘‘underwriting purposes,’’ 
such State law would be preempted by 
the Privacy Rule unless an exception at 
§ 160.203 applies. In contrast, State laws 
that provide greater privacy protection 
for genetic information than the Privacy 
Rule continue to remain in place. 

Comment: One commenter asked how 
a health care provider should ensure 
that releasing an individual’s 
information to a health plan will not 
result in an inappropriate disclosure to 
the health plan for underwriting 

purposes. This commenter also asked 
what the rules are for access to 
protected health information about an 
individual by the individual’s extended 
family members seeking to determine if 
they are affected by a genetic trait. 

Response: With respect to the first 
question, these rules do not apply to 
health care providers. A covered health 
provider may continue to disclose 
protected health information, including 
genetic information, where doing so 
meets the minimum necessary standard, 
to health plans for payment purposes. 
Under this Rule, the onus is on the 
health plan to not use or disclose 
protected health information it receives 
for such purposes for prohibited 
underwriting purposes. Further, health 
plans continue to be required by the 
Privacy Rule to limit requests of 
protected health information to the 
minimum necessary when requesting 
such information from other covered 
entities. The regulations implementing 
sections 101–103 of GINA also restrict 
the ability of health plans covered by 
those rules to request genetic 
information. 

With respect to the second question, 
to the extent that an individual’s genetic 
information is needed for the treatment 
purposes of a family member, a covered 
health care provider is permitted to 
disclose such information, subject to 
any agreed-upon restriction, to another 
provider for the treatment of the family 
member. See FAQ #512 at http:// 
www.hhs.gov/ocr/privacy/hipaa/faq/ 
right_to_request_a_restriction/512.html, 
which makes clear that a health care 
provider may share genetic information 
about an individual with providers 
treating family members of the 
individual who are seeking to identify 
their own genetic health risks, provided 
the individual has not requested and the 
health care provider has not agreed to a 
restriction on such disclosure. 

Comment: One commenter requested 
that the rule require that health plans 
conducting or sponsoring research 
involving genetic information provide 
research participants with an explicit 
statement to ensure the individuals 
understand that such information may 
not and will not be used for 
underwriting purposes. 

Response: We decline to require such 
a statement. The regulations 
implementing sections 101–103 of GINA 
already require a statement to that effect 
as a condition of the health plan 
requesting that a research participant 
undergo a genetic test as part of the 
research. See, e.g., 45 CFR 144.122(c)(5). 
Further, this rule requires that health 
plans that perform underwriting inform 
individuals through their NPPs that the 
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22 The breach notification provisions are the 
rule’s only source of ongoing, annual costs. 
Therefore, with respect to breach, we annualize 
costs incurred on an annual basis. For the other 
provisions, we calculate annualized opportunity 
costs based on costs expended only in the first year 
of implementation. 

plans may not use or disclose genetic 
information for such purposes. 

Comment: One commenter asked that 
the HIPAA de-identification standard be 
strengthened to provide better 
protection for health information, 
including genetic information. 

Response: The Privacy Rule’s de- 
identification standard is outside the 
scope of this rulemaking. 

VII. Regulatory Analyses 

A. Introduction 

We have prepared a regulatory impact 
statement in compliance with Executive 
Order 12866 (September 1993, 
Regulatory Planning and Review), 
Executive Order 13563 (January 2011, 
Improving Regulation and Regulatory 
Review), the Regulatory Flexibility Act 
(RFA) (September 19, 1980, Pub. L. 96– 
354), the Unfunded Mandates Reform 
Act of 1995 (UMRA) (March 22, 1995, 
Pub. L. 104–4), and Executive Order 
13132 on Federalism. We begin with a 
discussion of Executive Orders 12866 
and 13563 and then present a more 
detailed analysis of costs and benefits. 
Finally, relying on information 
explained in the cost-benefit analysis, 
we discuss issues related to the RFA, 
UMRA, and Federalism considerations. 

1. Executive Order 12866 and Executive 
Order 13563 

Executive Orders 12866 and 13563 
direct agencies to assess all costs and 
benefits of available regulatory 
alternatives and, if regulation is 
necessary, to select regulatory 
approaches that maximize net benefits 
(including potential economic, 
environmental, public health and safety 
effects, distributive impacts, and 
equity). Executive Order 13563 
emphasizes the importance of 
quantifying both costs and benefits, of 
reducing costs, of harmonizing rules, 
and of promoting flexibility. A 
regulatory impact analysis must be 
prepared for major rules that have 
economically significant effects ($100 
million or more in any one year) or 
adversely affect in a material way the 
economy, a sector of the economy, 
productivity, competition, jobs, the 
environment, public health or safety, or 
State, local, or Tribal government or 
communities (58 FR 51741). Based on 
the following analysis, this rule has 
been designated as an economically 
significant regulatory action within the 
meaning of section 3(f)(4) of Executive 
Order 12866. Accordingly, the rule has 
been reviewed by the Office of 
Management and Budget. 

To summarize, we estimate that the 
rule will result in new first-year costs of 

between $114 million and $225.4 
million. Annualizing the midpoints of 
our cost estimates at three and seven 
percent over ten years produces costs of 
$35.2 million and $42.8 million, 
respectively.22 

We estimate that the effects of the 
requirement for covered entities 
(including indirect costs incurred by 
third party administrators, which 
frequently send out notices on behalf of 
health plans) to issue new notices of 
privacy practices, as a result of the final 
changes to the HIPAA Privacy Rule 
under both the HITECH Act and GINA, 
will result in new costs of $55.9 million 
within 12 months of the effective date 
of the final rule. Annualizing the costs 
over 10 years at 3 percent and 7 percent 
results in annual NPP costs of 
approximately $6.6 million and $8 
million, respectively. We have revised 
our cost estimate for NPP revisions 
since the proposed rule to reflect the 
increased flexibility provided in the 
final rule, which allows health plans to 
include their new NPPs in their usual, 
annual mailing rather than send them to 
individuals in a separate mailing. We 
also note that combining GINA and 
HITECH requirements into a single rule 
results in lower costs than would be 
incurred if covered entities were 
required to revise their NPPs multiple 
times to comply with separate 
rulemakings. 

Additionally, we have revised the 
annual estimated cost to comply with 
the final breach notification provisions. 
As we discuss below, we acknowledge 
there may still be some underreporting 
of breaches, however we do anticipate 
that the overall number of breaches will 
decrease in the future. As such, Table 2 
below shows the costs of complying 
with the provisions of the breach 
notification final rule, which have been 
revised based on our experience with 
the number of breach notifications we 
have received from covered entities 
during calendar years 2010 and 2011. 
We estimate the total annual cost for the 
breach notification rule to be 
approximately $14.5 million. 
Annualizing over 10 years at 3% and 
7% produces annual breach 
implementation costs of approximately 
$17 million and $20.6 million. 

With regard to the business associate 
provisions of the final rule, we assume 
that business associates currently 
comply with the HIPAA Privacy Rule 

use and disclosure provisions as 
required by their business associate 
contracts. However, with regard to the 
Security Rule, while we continue to 
believe that most business associates 
have implemented security protections 
that meet the Security Rule 
requirements as part of the assurances 
provided to covered entities through 
their contracts, we recognize that some 
smaller or less sophisticated business 
associates may not have engaged in the 
formal administrative safeguards 
required by the HIPAA Security Rule, 
and may not have written policies and 
procedures for compliance. For these 
business associates, we estimate that the 
costs to come into compliance with the 
Security Rule will be between 
approximately $22.6 million and $113 
million. Annualizing the midpoint 
estimate ($67.8 million) at 3 percent and 
7 percent produces costs of $7.9 million 
and $9.7 million, respectively. 

Although we also continue to believe 
that most business associates have made 
a good faith attempt to conform their 
agreements with subcontractors to 
HIPAA requirements, we acknowledge 
the possibility that some business 
associates may make such efforts for the 
first time now that they and their 
subcontractors are subject to direct 
liability under the Rules. For this 
fraction of business associates, we 
estimate that the costs to bring 
subcontracts into compliance with the 
business associate agreement 
requirements will be between $21 
million and $42 million. Annualizing 
the midpoint of those estimates ($31.5 
million) at 3 percent and 7 percent 
results in costs of $3.7 million and $4.5 
million, respectively. 

There may be other costs we are not 
able to monetize because we lack data, 
and the rule may produce savings that 
may offset some or all of the added 
costs. We discuss these unquantified 
costs and benefits of the rule at the end 
of the Regulatory Impact Analysis. 

As a result of the economic impact, 
and other costs that are described but 
not quantified in the regulatory analysis 
below, OMB has determined that this 
rule is an economically significant 
regulatory action within the meaning of 
section 3(f)(4) of Executive Order 12866. 
We present our analysis of the costs and 
benefits of the rule in sections C and D 
below. 

2. Entities Subject to the Rule 
This rule impacts covered health care 

providers, health insurance issuers, and 
third party administrators acting on 
behalf of health plans, which we 
estimate to total 698,238 entities. The 
rule also applies to approximately 1–2 
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23 Although we do not have data on the numbers 
of business associates, our enforcement experience 
leads us to believe that each covered entity has, on 
average, two to three business associates, for a total 
of 1–2 million business associates. This number 
likely overestimates the number of business 
associates, as some entities may be business 
associates to multiple covered entities. We do not 

have a basis for estimating the number of 
subcontractors that will be subject to the rule. 

24 Office of Advocacy, SBA, http://www.sba.gov/ 
advo/research/data.html. 

25 Because the vast majority of covered providers 
are small entities, we include all providers in our 
estimates of small providers. 

26 Centers for Medicare & Medicaid Services 
covered entities. 

27 The Chain Pharmacy Industry http://
www.nacds.org/wmspage.cfm?parm1=507. 

28 Source: HHS ASPE analysis of 2010 NAIC 
Supplemental Health Care Exhibit data. 

29 We include third party administrators in our 
count of covered entities, although they are 
business associates, because the nature of their 
representation of the majority of ERISA plans makes 
them an appropriate ‘‘surrogate’’ for those plans. 

million business associates and an 
unknown number of subcontractors.23 

Table 1 below shows the number of 
covered entities by class of provider and 
insurer that will be affected by the Rule. 

TABLE 1—NUMBER OF COVERED ENTITIES BY NAICS CODE 24 

NAICS Providers/suppliers Number of 
entities 

Estimated 
number of small 

entities 25 

622 ................................................................................... Hospitals (General Medical and Surgical, Psy-
chiatric, Substance Abuse, Other Specialty).

4,060 4,060 

623 ................................................................................... Nursing Facilities (Nursing Care Facilities, 
Residential Mental Retardation Facilities, 
Residential Mental Health and Substance 
Abuse Facilities, Community Care Facilities 
for the Elderly, Continuing Care Retirement 
Communities).

34,400 34,400 

6211–6213 ....................................................................... Office of MDs, DOs, Mental Health Practi-
tioners, Dentists, PT, OT, ST, Audiologists.

419,286 419,286 

6214 ................................................................................. Outpatient Care Centers (Family Planning 
Centers, Outpatient Mental Health and Drug 
Abuse Centers, Other Outpatient Health 
Centers, HMO Medical Centers, Kidney Di-
alysis Centers, Freestanding Ambulatory 
Surgical and Emergency Centers, All Other 
Outpatient Care Centers).

13,962 13,962 

6215 ................................................................................. Medical Diagnostic, and Imaging Service Cov-
ered Entities.

7,879 7,879 

6216 ................................................................................. Home Health Service Covered Entities ............ 15,329 15,329 
6219 ................................................................................. Other Ambulatory Care Service Covered Enti-

ties (Ambulance and Other).
5,879 5,879 

N/A ................................................................................... Durable Medical Equipment Suppliers 26 .......... 107,567 107,567 
4611 ................................................................................. Pharmacies 27 ................................................... 88,396 88,396 
524114 ............................................................................. Health Insurance Carriers 28 ............................. 730 276 
524292 ............................................................................. Third Party Administrators Working on Behalf 

of Covered Health Plans 29.
750 750 

Total Entities ............................................................. ........................................................................... 698,238 697,784 

B. Why is this rule needed? 

This final rule is needed to strengthen 
and expand the privacy and security 
protections for individuals’ health 
information and privacy rights 
established under the HIPAA, as 
mandated by the HITECH Act and 
GINA. These enhancements are 
necessary to ensure continued adequate 
protections for health information, as 
well as trust in the health care system, 
particularly as the adoption and use of 
electronic health records increases. 
Importantly, among other changes, the 
rule makes business associates of 
covered entities directly liable for 
Federal penalties for failures to comply 
with certain provisions of the rule. This 
expansion in liability closes a large gap 
in protection that existed prior to these 

modifications with respect to business 
associates, which are the cause of many 
of the security breaches for which the 
Department receives breach reports. 

The final rule also lays out standards 
for when individuals and the Secretary 
must be informed that a breach of 
protected health information has 
occurred so that individuals may take 
measures to protect themselves from 
risks associated with the breach. By 
establishing requirements for notifying 
individuals and making business 
associates directly liable for complying 
with certain provisions of the Privacy 
and Security rules, we expect the 
number of breaches of protected health 
information to decline over time. 

This final rule also makes changes to 
the HIPAA rules, such as those that 
streamline the research authorization 
process, that are designed to increase 

flexibility for, and decrease burden on, 
the regulated entities, as well as to 
harmonize certain requirements with 
those under the Department’s Human 
Subjects Protections regulations. 

C. Costs 

1. Breach Notification Costs 
The preamble to the interim final rule 

published on August 24, 2009, 
contained a regulatory impact statement 
estimating the economic burden of 
implementing the rule. We are revising 
that impact statement in this final rule 
based upon our experience with 
collecting breach notifications from 
covered entities during calendar years 
2010 and 2011. 

The analysis that follows is very 
similar to the analysis set forth in the 
preamble to the interim final rule; 
however, instead of using information 
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from http://www.datalossdb.org to 
estimate the number of breaches that 
would occur each year, we have used 
the breach notifications provided to the 
Secretary during calendar years 2010 
and 2011 to project the ongoing, annual 
costs to covered entities for 
implementing the breach notification 
provisions. Several commenters noted 
that significantly more breaches would 
occur each year than the interim final 
rule anticipated, and we acknowledge 
that the estimates provided in the 
interim final rule were significantly 
lower than our experience has been to 
date. As such, we believe that relying on 
our experience receiving notifications 
addresses the concerns of the 
commenters who thought we were 
underestimating the number of breaches 
that would occur each year. Based upon 
this information, we have revised the 
projected annual cost to implement 
these breach notification provisions. 

We acknowledge that there may still 
be some underreporting of breaches as 
the obligations of the regulation may not 
yet have penetrated down to all covered 
entities and business associates. At the 
same time, we expect that some types of 
incidents being reported today may not 
in the future as covered entities and 
business associates become more 
familiar with the definition of breach 
and more adept at performing risk 
assessments and determining whether a 
breach has occurred. We have received 
breach notifications from covered 
entities in several situations in which 
notification was not necessary, such as 
where there was no underlying 
impermissible use or disclosure under 
the Privacy Rule or where one of the 
exceptions to breach clearly applied to 
the situation. This is the type of over- 
reporting that we expect to diminish in 
the future. Additionally, covered 
entities and business associates are 

beginning to recognize areas of potential 
weakness and to take systemic actions 
to prevent breaches from occurring in 
the future, such as encrypting portable 
devices to avoid having to provide 
breach notifications in the event the 
device is lost or stolen. 

Table 2 shows the costs of the 
provisions of the final rule based on the 
breach notifications we have received 
from covered entities during calendar 
years 2010 and 2011. We also present 
the costs required for investigating 
breaches and the amount of time we 
anticipate individuals will spend calling 
the toll-free number for substitute 
notice. We estimate the total cost for the 
breach notification rule to be 
approximately $14.5 million. 
Discounting at 3 percent and 7 percent 
and annualizing over 10 years results in 
costs of $17 million and $20.6 million, 
respectively. 

TABLE 2—SUMMARY OF ANNUAL COMPLIANCE COST FOR BREACH NOTIFICATION IN 2011 DOLLARS 

Cost elements Number of 
breaches 

Number of 
affected 

individuals 
Cost/breach Cost/affected 

individuals Cost 

E-mail and 1st Class Mail .................................................... 19,000 6,710,000 $182 $0.517 $3,467,122 
Substitute Notices: Media Notice ......................................... 1,190 6,605,500 480 0.086 571,200 
Substitute Notices: Toll-Free Number ................................. 1,190 30 660,550 1,526 2.750 1,816,379 
Imputed cost to affected individuals who call the toll-free 

line .................................................................................... 1,190 660,550 1,725 3.108 2,052,665 
Notice to Media of Breach: Over 500 .................................. 250 6,600,000 62 0.002 15,420 
Report to the Secretary: 500 or More ................................. 250 6,600,000 62 0.002 15,420 
Investigation Costs: Under 500 ........................................... 18,750 324,050 281 16.29 5,277,456 
Investigation Costs: 500 or More ......................................... 250 6,600,000 3,350 0.127 837,500 
Annual Report to the Secretary: Under 500 ........................ 18,750 110,000 23 3.84 422,438 

Total Cost ..................................................................... ........................ ........................ ........................ ........................ 14,475,600 

30 As we explain below in the section on substitute notice, we project that 6,605,500 individuals will be affected by breaches that may require 
substitute notice, but we expect that at most 10% of affected individuals will call the toll-free line for information. 

In this revised analysis, we rely 
entirely on our experience with breach 
notifications received by the Secretary 
during calendar years 2010 and 2011, 
for projecting the ongoing, annual costs 
of the breach notification rule. Based on 
our experience in those years, we 
project the likely number of breaches, 
number of affected individuals, and 
costs associated with this regulation. We 
have not attempted to predict future 
costs because, as discussed above, while 
we anticipate the overall number of 
breaches and the overall costs of 
implementing the breach notification 
provisions to fall over time, we do not 
currently have enough data to establish 
such a trend. 

Affected Entities 

The entities affected by the breach 
notification regulation are outlined in 
the impact statement of the interim final 

rule. HIPAA covered entities and their 
business associates must comply with 
these regulations. We estimate that 
approximately 700,000 HIPAA covered 
entities will be subject to the final rule, 
although many fewer will experience a 
breach requiring them to fulfill the 
breach notification requirements. 

How many breaches will require 
notification? 

Although this final rule modifies the 
definition of breach at § 164.402 to 
remove the harm standard, we do not 
believe that this will have a significant 
effect on the number of breaches 
reported to HHS or on the number of 
individuals affected. As discussed in 
Section V above, this final rule removes 
the harm standard and implements a 
more objective risk assessment for 
evaluating whether an impermissible 
use or disclosure is a breach. As a result, 

covered entities must still perform a risk 
assessment following an impermissible 
use or disclosure of protected health 
information to determine the probability 
that the protected health information 
has been compromised. Events such as 
hacking into an unencrypted database 
and theft of unsecured protected health 
information would in almost all cases 
constitute a breach in this final rule, just 
as they would under the interim final 
rule’s definition of breach. However, 
given the further clarity in this rule as 
to the standard and factors to be 
considered, other incidents that may not 
have been considered a breach under 
the interim final rule may be considered 
a breach under this final rule (or in 
some cases, vice versa). 

Instead of relying on data from 
http://www.datalossdb.org to estimate 
the number of breaches and the number 
of individuals affected by such breaches 
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31 Department of Labor, Occupational 
Employment Statistics; Healthcare Practitioner and 

Technical Occupations. Available at http:// 
www.bls.gov/oes/current/oes_nat.htm. 

each year, this final rule uses breach 
notification reports submitted to the 
Secretary by covered entities to revise 
our previous estimates. We believe these 
reports provide us with much more 
complete information from which to 
project the overall cost of implementing 
this regulation. 

Beginning September 23, 2009, 
covered entities were obligated to notify 
the Secretary of all breaches of protected 
health information occurring on or after 
that date. As of September 23, 2009, 
covered entities must report breaches 
affecting 500 or more individuals to the 
Secretary without unreasonable delay 
and in no case later than 60 days from 
discovery of the breach, while breaches 
affecting fewer individuals must be 
reported to the Secretary within 60 days 
of the end of the calendar year in which 
the breach occurred. 

Based on our experience receiving 
breach notifications during calendar 
years 2010 and 2011, we project that 
HHS will receive approximately 19,000 
breach notifications from covered 
entities annually or, on average, 
approximately 1,583 breach 
notifications each month. 
Approximately 250 such notifications 
will report breaches affecting 500 or 
more individuals and the remaining 
18,750 reported breaches will affect 
fewer than 500 individuals. 

We project that approximately 6.71 
million individuals will be affected by 
the 19,000 breaches reported to HHS 
each year, which is, on average, roughly 
353 affected individuals per breach. 

As in the interim final rule, we have 
assumed that no State has a notification 
requirement, despite the fact that this 
will overestimate the burden imposed 
on covered entities because covered 
entities have trained their staffs and 
have prepared procedures to follow 
when a breach occurs to comply with 
existing breach notification 
requirements of most of the States. To 
ameliorate the overstatement of our cost 
estimate somewhat, we have assumed 
the costs for training personnel and for 
developing procedures for the most part 
have already been expended and are 
therefore in the baseline. We did not 
include these costs in our analysis of the 
annual costs. 

We have followed the same approach 
to estimating the costs as outlined in the 
interim final rule. We examined the cost 
of notifying affected individuals by first 
class mail, issuing substitute notice in 
major media or on a Web site along with 
a toll-free phone number, notifying 
prominent media in the event of a 

breach involving more than 500 
individuals, and notifying the Secretary 
of a breach, as well as the costs of 
investigating and documenting 
breaches. Some commenters requested 
that we include the cost of modifying 
contracts with business associates to 
potentially define the breach 
notification obligations between the 
parties. We note that costs to modify 
business associate agreements generally 
to comply with the new HITECH 
provisions are discussed elsewhere in 
this impact analysis. 

Cost of Notifying Affected Individuals 
by First Class Mail or Email 

Section 164.404 requires all covered 
entities to notify affected individuals of 
a breach either by first class mail, or if 
the individual has agreed, by email. In 
the interim final rule, we assumed that 
approximately one half of notices sent 
to affected individuals would be sent 
via first-class mail, while the rest would 
be sent via email. By comparison, in the 
Federal Trade Commission’s (FTC) final 
breach notification rule, the FTC 
assumed that 90 percent of the notices 
sent to individuals affected by a breach 
requiring notification under the FTC 
rule would be emailed and only 10 
percent would be sent by regular first 
class mail. Since the firms that the FTC 
regulates are primarily web-based, 
assuming that the vast majority of 
communications would be conducted 
through email is a reasonable 
assumption. For HIPAA covered 
entities, however, 90 percent of which 
are small businesses or nonprofit 
organizations that engage the entire U.S. 
population in providing health care 
services, we believed that notification 
through email would be much more 
limited than in the case of the entities 
the FTC regulates. Some physician 
offices have been slow to adopt email 
communication with their patients for 
various reasons. We, therefore, assumed 
that only 50 percent of individuals 
affected as a result of a breach of 
unsecured protected health information 
would receive email notices. As we did 
not receive any comments on this 
assumption, we retain it here. 

As discussed in our analysis in the 
interim final rule, there will be certain 
costs that both email and first-class mail 
notification will share. The cost of 
drafting and preparing the notice will 
apply to both forms. The median hourly 
wage for the labor category of a 
healthcare practitioner and technical 
worker in 2011 was approximately 
$42.96, including 50 percent for fringe 

benefits.31 If we assume 30 minutes per 
breach for composing the letter, the cost 
equals $21.48. We assume that it will 
also take 30 minutes per breach for an 
administrative assistant to prepare the 
letter in either email or printed formats 
and to document the letter to comply 
with §§ 164.414(a) and 164.530(j). The 
median hourly wage for office and 
administrative support staff is $22.53, 
including 50 percent for benefits. For 
the 30 minutes, we estimate $11.27 per 
breach. The combined labor cost for 
composing and preparing the document 
is approximately $32.75 per breach. Half 
of this cost will be allocated to the first- 
class letter and the other half to the 
emails. 

Although computer costs for sending 
email will be insignificant, it will take 
staff time to select the email address 
from the entity’s mailing list. We 
assume that an office worker could 
process and send 200 emails per hour at 
a cost of $22.53 per hour. For each 
mailed notice, we assume $0.06 for 
paper and envelope and $0.45 for a first 
class stamp, totaling $0.51 per letter. We 
estimate another $22.53 per hour to 
prepare the mailing by hand at a rate of 
100 letters per hour. 

Based on our revised estimate of the 
number of breaches that will occur in a 
year, we can multiply the number of 
breaches by the cost of composing and 
preparing a notice (19,000 × $32.75) 
equals $622,250. Allocating half the 
costs to emailing and the same amount 
to regular mail yields $311,125 to each 
category. 

Splitting our estimate of the number 
of affected individuals evenly between 
email and regular mail gives us 
3,355,000 affected individuals for each 
notice category. As we did in the 
interim final rule, for emails we divide 
affected individuals by the number of 
emails processed in an hour (200) and 
multiply the result (16,775 hours) by the 
hourly cost of $22.53, giving us 
$377,940. To this number we add the 
$311,125 giving us an estimated cost for 
email notices of $689,066. 

We follow the same method for 
estimating the cost of mailing notices 
using postal mail plus the cost of 
postage and supplies. Dividing 100 
letters per hour into 3,355,000 yields 
33,550 hours, which is then multiplied 
by $22.53 to reach $755,882 in labor 
costs to prepare the mailing. Adding to 
that the costs of postage and supplies 
($1,711,050) and the costs of composing 
and drafting ($311,125) equals 
$2,778,057. Summing the cost of email 
and postal mail notices equals 
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32 This number includes all individuals affected 
by breaches involving 500 or more individuals 

(6,600,000) and 5 percent of individuals affected by breaches involving less than 500 individuals 
(5,500). 

$3,467,122. Table 3 presents the results of our analysis in the order they are 
discussed above. 

TABLE 3—COST OF E-MAIL AND FIRST CLASS MAIL TO AFFECTED INDIVIDUALS IN 2011 DOLLARS 

(Annual) Mail Email Total 

Number of breaches ........................................................................................ 9,500 ......................... 9,500 ......................... 19,000 
Number of affected individuals or records ....................................................... 3,355,000 .................. 3,355,000 .................. 6,710,000 
Hours to compose and document notice ........................................................ 9,500 (1 hr per 

breach).
9,500 (1 hr per 

breach).
19,000 

Cost to compose and document notice ........................................................... $311,125 ................... $311,125 ................... $622,250 
Hours to prepare mailing ................................................................................. 33,550 ....................... 16,775 ....................... 50,325 
Cost to prepare mailing ................................................................................... $755,882 ................... $377,940 ................... $1,133,822 
Postage and supplies ...................................................................................... $1,711,050 ................ N/A ............................ $1,711,050 

Total .......................................................................................................... $2,778,057 ................ $689,066 ................... $3,467,122 

Cost of Substitute Notice 

In the event that a HIPAA covered 
entity is not able to contact an affected 
individual through email or postal mail, 
it must attempt to contact the person 
through some other means. If the 
number of individuals who cannot be 
reached through the mailings is less 
than ten, the entity may attempt to reach 
them by some other written means, or 
by telephone. 

In the event that the covered entity is 
unable to contact 10 or more affected 
individuals through email or postal 
mail, the rule requires the entity to (1) 
publish a notice in the media 
(newspaper, television, or radio) or post 
a notice on its Web site, containing the 
same information contained in the 
mailed notice, and (2) set up a toll-free 
number. The toll-free number is to be 
included in the media notice or notice 
on the Web site. 

Based on the breach notification 
reports received by the Secretary during 
calendar years 2010 and 2011, we 
project that approximately 1,190 
breaches affecting 10 or more 
individuals will require substitute 
notice (including 5% of breaches 
involving fewer than 500 individuals, 
and all 250 breaches involving 500 or 
more individuals). While several 
breaches affecting only 1 individual 
have also required substitute notice, as 
stated in the interim final rule, we 
believe the costs for notifying fewer 
than 10 individuals through alternative 
written means or by telephone would be 
very small and as a result we have not 
attempted to estimate those costs. 

The interim final rule estimated that 
it would cost approximately $240 to 
publish a public notice in a newspaper. 
Assuming the covered entity will 
publish two notices, the cost is $480. 

Multiplying this amount by the 1,190 
estimated breaches yields $571,200. 
Also, as noted in the interim final rule, 
if a HIPAA covered entity has a Web 
site, we assume there will be no cost to 
post the notice to the Web site. We 
believe this overestimates the overall 
cost of publishing a notice, as many 
covered entities will elect to post the 
public notice only on their Web site, 
and not in a newspaper. 

As outlined in the interim final rule, 
the cost of setting up a toll-free phone 
number is a straight forward process of 
contacting any one of a number of 
service providers who offer toll-free 
service. The interim final rule found 
that the prices for toll-free service range 
from $0.027 per minute for a basic mail 
box arrangement to $0.07 per minute. A 
major, national phone service company 
offers toll-free service for $15 per month 
per toll-free number and per minute 
charge of $0.07. There is a one-time 
charge of $15. As in the interim final 
rule, we use the costs of $15 per month 
plus $15 activation fee and $0.07 per 
minute. 

Since the regulation requires 
providers to maintain a toll-free number 
for three months, the monthly charge 
plus initial fee per breach will be $60. 
To estimate the number of calls to the 
toll-free number, the interim final rule 
assumed that more individuals than 
those affected by the breach requiring 
substitute notice would call out of 
concern that their protected health 
information might have been 
compromised. The interim final rule 
estimated that a number equal to all 
affected individuals of all breaches 
would call the toll-free number. Based 
on our experience to date, and given 
that many individuals involved in 
breaches requiring substitute notice will 

receive regular notice, we now assume 
that less than 10 percent of individuals 
affected by breaches requiring substitute 
notice will call the toll-free line. 
Therefore, as we anticipate 6,605,500 
total individuals will be affected by 
breaches requiring substitute notice,32 
we assume that no more than 10 
percent, or 660,550, will call the toll- 
free number to determine if they are 
affected by the breach. We note that 
while this revision significantly reduces 
the overall cost to covered entities for 
providing substitute notice in situations 
in which there is insufficient or out-of- 
date contact information for 10 or more 
individuals, we believe this estimate is 
much more appropriate based on the 
information we have received from 
covered entities thus far. 

Using this number and assuming that 
a call averages five minutes at $0.07 per 
minute, we estimate the total direct 
calling costs to equal $231,193. Added 
to this is $345,000 that represents the 
monthly fee per breach (1,190 breaches) 
for three months plus the one-time fee 
(totaling $60 per breach). This brings the 
total cost of setting up and maintaining 
toll-free lines to $576,193. 

To this cost, we must also include the 
office staff time to answer the incoming 
calls at $22.53 per hour. Based on an 
average of five minutes per call, a staff 
person could handle 12 calls per hour. 
Dividing 12 into 660,550 equals 
approximately 55,046 hours and then 
multiplied by $22.53 equals $1,240,186. 
Summing all cost elements yields a total 
cost of $1,816,379. 

To the degree that entities already 
maintain toll-free phone lines, our 
estimate overstates the costs of setting 
up a toll-free line as required under the 
rule. Table 4 presents our cost analysis 
for the toll-free line. 
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33 Department of Labor, Occupational 
Employment Statistics. http://www.bls.gov/oes/ 
current/oes_nat.htm. 34 http://www.bls.gov/oes/current/oes_nat.htm. 

35 See www.bls.gov/oes/current/oes_nat.htm for 
All Management Occupations. 

TABLE 4—ANNUAL COST FOR SETTING UP A TOLL-FREE LINE FOR THREE MONTHS IN 2011 DOLLARS 

Costs 

Number 
of breaches 

affecting 
fewer than 
500 (5,500) 

Number of 
breaches 500 

+ (250) 

Number of 
calls Total 

Monthly Charges for 3 months + 1-time Charge ($60/breach) ....................... $330,000 $15,000 N/A $345,000 
Direct Calling Charges @ $.07/min × 5 minutes ............................................. ........................ ........................ 660,550 $231,193 
Labor cost @ $22.53/hr × 5 min per call ........................................................ ........................ ........................ 660,550 $1,240,186 
Cost to individuals @ $24.86/hr × 7.5 min per call ......................................... ........................ ........................ 660,550 $2,052,665 

Total .......................................................................................................... ........................ ........................ ........................ $3,869,044 

As in the interim final rule, we have 
also imputed a cost to the time 
individuals will spend calling the toll- 
free number. In estimating the time 
involved, we assumed that a person will 
spend five minutes per call. However, 
the person may not get through the first 
time and thus may have to call back a 
second time which could add another 5 
minutes. Taking the average between 5 
and 10 minutes, we used an average 
time of 7.5 minutes per caller. 

For purposes of imputing cost to an 
individual’s time, we took the median 
compensation amount from the Bureau 
of Labor Statistics of $24.86 33 for all 
occupations. Dividing 60 by 7.5 minutes 
yields 8 calls per hour. Dividing the 
number of calls per hour into 660,550 
calls and then multiplying by $24.86, 
gives us a cost of $2,052,665. 

Cost of Breaches Involving More Than 
500 Individuals 

If a covered entity experiences a 
breach of protected health information 
affecting more than 500 individuals of a 
State or jurisdiction, § 164.406 of the 
rule requires the entity to notify the 
media in the jurisdiction or State in 
which the individuals reside. In 
addition, § 164.408 of the rule requires 
the entity to notify the Secretary 
contemporaneously with notice to 
affected individuals in cases where 500 
or more individuals are affected by a 
breach. 

As stated in the interim final rule, we 
anticipate that a covered entity will 
issue a press release when it must notify 
the media under § 164.406. The tasks 
involved in issuing the press release 
will be the drafting of the statement and 
clearing it through the entity. As 
discussed in the interim final rule, we 
assume that drafting a one-page 
statement will contain essentially the 
same information provided in the notice 
to affected individuals and will take 1 
hour of an equivalent to a GS–12 

Federal employee, earning $29 per hour. 
Adding 50 percent to account for 
benefits equals $43.50. Approval of the 
release involves reading the document. 
We expect this activity to take 15 
minutes. The median hourly rate for a 
public relations manager is 
approximately $44.86 in 2011.34 Adding 
50 percent for benefits equals $67.29, so 
one quarter of an hour equals $16.82 for 
approving the release. The total cost of 
the release equals $61.68, and 
multiplying this amount by the number 
of breaches affecting more than 500 
individuals (250) equals $15,420. This 
amount is lower than our previous 
estimate because we have adopted the 
more customary and realistic approach 
of adding 50 percent to wages for 
benefits, rather than doubling standard 
wage rates to account for benefits. It 
should be noted that even this amount 
may overstate the actual costs of issuing 
a notice to the media. 

The report to the Secretary that must 
be sent contemporaneously with the 
sending of the notices to the affected 
individuals will contain essentially the 
same information as the notice sent to 
the affected individuals. As stated in the 
interim final rule, we anticipate the time 
and cost to prepare the report will be 
the same as that required for issuing a 
notice to the media. The cost for 
reporting to the Secretary the 250 
breaches affecting 500 or more 
individuals is $15,420. 

Cost of Investigating a Breach 

As a prerequisite to issuing a notice 
to individuals, to the media, and to the 
Secretary, the covered entity will need 
to conduct an investigation to determine 
the nature and cause of the breach. We 
estimate that the 95 percent of breaches 
in the under 500 category that affect 
fewer than 10 individuals will require 4 
hours of investigation. The other 5 
percent of under 500 breaches, which 
affect between 10 and 499 individuals, 
may require up to 8 hours to investigate. 

At an office manager’s 35 time at $67 per 
hour ($44.65 median wage plus 50 
percent for benefits) multiplied by 4 and 
8 hours, results in per breach costs of 
approximately $268 and $536, 
respectively. Multiplying $268 by the 
number of breaches affecting fewer than 
10 individuals (17,800 breaches) results 
in investigation costs of $4,773,616. We 
then multiply $536 by the number of 
breaches affecting 10 to 499 individuals 
(940 breaches), which produces 
investigation costs of $503,840. Adding 
the totals for the two groups results in 
investigation costs of $5,277,456 per 
year for breaches affecting less than 500 
individuals. This estimate includes the 
time required to produce the 
documentation required by § 164.414(a). 
We note that this estimate is 
significantly higher than that in the 
interim final rule; however, this is due 
entirely to the revised estimate that 
there will be approximately 18,750 
breaches affecting fewer than 500 
individuals per year. 

As stated in the interim final rule, for 
breaches involving 500 or more 
individuals, the breach investigation 
may take up to 100 hours to complete; 
however, we assume that the average 
investigation will take only 50 hours. At 
an office manager’s time of $67 per hour 
multiplied by 50 hours, this cost equals 
$3,350 per breach. Multiplying this by 
the number of breaches (250) yields 
$837,500. 

Cost of Submitting the Annual Breach 
Summary to HHS 

Under § 164.408, covered entities 
must notify the Secretary of all 
breaches; however, covered entities 
reporting breaches affecting fewer than 
500 individuals may report these 
breaches to the Secretary annually. 
Since the material for the submission 
has already been gathered and organized 
for the issuance of the notices to the 
affected individuals, we expect that 
notifying the Department will require at 
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36 See http://www.bls.gov/oes/current/ 
naics3_541000.htm#23–0000 for lawyers. Note that 
we generally calculate labor costs based on the 
median hourly rate, which for lawyers is $56.21 per 
hour. We add 50 percent to account for fringe 
benefits, resulting in an estimated hourly cost of 
$84.32. 

37 We identified 698,238 entities that must 
prepare and deliver NPPs that are shown in Table 
1 above. This includes 696,758 HIPAA covered 
entities that are health care providers, including 
hospitals, nursing facilities, doctor offices, 
outpatient care centers, medical diagnostic, imaging 
service, home health service and other ambulatory 
care service covered entities, medical equipment 
suppliers, and pharmacies. For the purposes of our 
calculation, we have rounded this number to 
697,000. Table 1 also includes 730 health insurance 
carriers and 750 third party administrators working 
on behalf of covered health plans. The cost 
estimates for these entities are addressed later. 

most an hour of office staff time once 
per year. At $22.53 per hour multiplied 
by the total number of breaches (18,750) 
affecting fewer than 500 individuals, 
this cost equals $422,438. 

2. Notifying Individuals of Their New 
Privacy Rights 

Covered entities must provide 
individuals with NPPs that detail how 
the covered entity may use and disclose 
protected health information and 
explain individuals’ rights with respect 
to their own health information. 
Because of changes to the HIPAA Rules 
as a result of the HITECH Act and GINA, 
the final rule requires covered entities to 
modify their NPPs and distribute them 
to individuals to advise them of the 
following: (1) For health plans that 
underwrite, the prohibition against 
health plans using or disclosing PHI that 
is genetic information about an 
individual for underwriting purposes; 
(2) the prohibition on the sale of 
protected health information without 
the express written authorization of the 
individual, as well as the other uses and 
disclosures for which the rule expressly 
requires the individual’s authorization 
(i.e., marketing and disclosure of 
psychotherapy notes, as appropriate); 
(3) the duty of a covered entity to notify 
affected individuals of a breach of 
unsecured protected health information; 
(4) for entities that have stated their 
intent to fundraise in their notice of 
privacy practices, the individual’s right 
to opt out of receiving fundraising 
communications from the covered 
entity; and (5) the right of the individual 
to restrict disclosures of protected 
health information to a health plan with 
respect to health care for which the 
individual has paid out of pocket in full. 

For providers, the costs related to the 
NPP consist of developing and drafting 
the revised NPP, and, as discussed 
below, the potential to incur out-of- 
cycle printing costs for the revised 
notice. There are no new costs 
attributable to the distribution of the 
revised notice as providers have an 
ongoing obligation to hand out the NPPs 
when first-time patients come for their 
appointments. We estimate that drafting 
the updated NPPs will require 
approximately one-third of an hour of 
professional, legal time at a cost of about 
$28.36 The total cost for attorneys for the 

approximately 697,000 37 health care 
providers in the U.S. is, therefore, 
expected to be approximately $20 
million. Printing the NPPs involves 
production and supplies at a cost of 
$0.10 per notice. Based on our prior 
estimates, health care providers are 
currently required to print and provide 
the NPP to approximately 613 million 
new patients annually. We assume that 
most health care providers will spread 
the printing of their notices throughout 
the year, producing copies on a 
quarterly, monthly, or even more 
frequent schedule. Further, providers 
will have 8 months from the publication 
of the final rule before they will need to 
produce the revised NPPs, and, 
therefore, can use that time to adjust 
their inventory and printing schedule to 
transition to the revised notice without 
any additional expense. Thus, assuming 
a worst case scenario in which all 
providers would need to replace at most 
4 months of old inventory with the 
revised notice, the need for off-schedule 
printing of the revised notice for this 4 
month period would be attributed to 
this provision. We estimate, therefore, 
that providers will print not more than 
204 million revised NPPs over and 
above their existing printing obligations 
(4/12 × 613 million = 204 million). 
Printing costs for 204 million NPPs will 
be $20.4 million (204 million × $0.10 = 
$20.4 million). Therefore, the total cost 
for providers is approximately $40.4 
million ($20 million + $20.4 million = 
$40.4 million). 

For health plans, the costs related to 
the NPP consist of developing and 
drafting the revised NPP, and, for 
certain health plans, the costs of 
printing and mailing the notice out-of- 
cycle because the revision is a material 
change. See § 164.520(c)(1)(v)(A). With 
the exception of a few large health 
plans, most health plans do not self- 
administer their plans. Most plans are 
either health insurance issuers 
(approximately 730) or utilize third 
party administrators that act on their 
behalf in the capacity of business 
associates. We identified approximately 
750 third party administrators acting as 
business associates for ERISA plans. We 

have revised our earlier estimate of 
3,500 third party administrators after 
learning that the majority of these 
entities act as welfare administrators 
and do not administer health plans. In 
addition, some public non-Federal 
health plans may use third party 
administrators. Almost all of the public 
and ERISA plans, we believe, employ 
third party administrators to administer 
their health plans. While the third party 
administrators will bear the direct costs 
of issuing the revised NPPs, the costs 
will generally be passed on to the plans 
that contract with them. Those plans 
that self-administer their own plans will 
also incur the costs of issuing the 
revised NPPs. We do not know how 
many plans administer as well as 
sponsor health plans and invited 
comments on the number of self- 
administered plans. As we did not 
receive comments on this issue, we 
assume that there are not enough self- 
administered plans to have an effect on 
these estimates. 

Each of the approximately 1,500 
health insurance issuers and health plan 
administrators will experience the same 
kinds of costs as we estimated for 
providers for drafting ($28 per entity) 
and printing ($0.10 per notice) the 
NPPs. However, health insurers and 
plan administrators will have to mail 
the NPPs to policy holders. We 
recognize that, under the existing 
requirement to send new NPPs in a 
separate mailing to all policy holders, 
the costs of distributing new NPPs, 
including clerical time and in some 
cases, postage, constituted the majority 
of the overall costs of the rule to covered 
entities. However, in the proposed rule, 
we requested comments on alternative 
ways to inform individuals of material 
changes to their rights and protections 
that would be less burdensome and 
costly. Based on the comments and 
consistent with E.O. 13563, in this final 
rule, we have adopted an alternative to 
the requirement to send the new NPP to 
all policy holders within 60 days. After 
consideration, we decided to permit 
health plans and third party 
administrators working for health plans 
to include the revised NPP in their next 
annual mailing, rather than within 60 
days of the material change, if they have 
a Web site with an NPP. See 
§ 164.520(c)(1)(v)(A). We anticipate that 
most, if not all, affected entities will 
take advantage of this option and will 
not send the NPP in a separate mailing. 
As such, we expect that the vast 
majority of health insurers will not 
incur any out-of-cycle NPP 
dissemination costs. 

Nonetheless, to account for any costs 
that might be incurred by a small 
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38 Health care clearinghouses function almost 
exclusively as business associates with respect to 

the protected health information they maintain and 
process, and therefore have no NPP requirements. 

minority of health insurers to distribute 
the revised NPPs in a separate mailing, 
we have calculated the costs to these 
entities of doing so. We describe our 
methodology in the following 
paragraphs, beginning with an estimated 
total number of NPP recipients. We then 
calculate the costs of printing and 
sending the revised NPP by separate 
mailings to all recipients and estimate 
that no more than 10 percent of these 
costs will actually be incurred. 

Because the Privacy Rule requires that 
only the named insured or policy holder 
is notified of changes to the health 
plans’ privacy practices even if that 
policy also covers dependents, we 
expect that only policy holders will 
receive the revised NPPs mandated by 
this rule. This assumption is consistent 
with the practices of public programs, 
such as Medicare, which has a policy of 
mailing one notice or a set of program 
materials to a household of four or fewer 
beneficiaries at the same address. As a 
result, although there are 50.7 million 
individual Medicare beneficiaries, the 
program only sends out approximately 
36 million pieces of mail per mailing. 

Actuarial Research Corporation 
(ARC), our consultant, estimated the 
number of policy holders for all classes 
of insurance products to be 
approximately 183.6 million, including 
all public programs. The data comes 
from the Medical Expenditure Panel 
Survey from 2004–2006 projected to 
2010. ARC estimated 112.6 million 
private sector policy holders and 71.0 
million public ‘‘policy holders.’’ The 
total, including more recent Medicare 
data, is 188.3 million persons (which 
results in roughly a split of 60 percent 
private policy holders and 40 percent 
public ‘‘policy holders’’), whom we 
expect to receive NPPs from their plans. 
The estimates do not capture policy 
holders who are in hospitals or nursing 
homes at the time of the survey, or 
individuals who may have been insured 
under more than one plan in a year, for 

example, because their job status 
changed, they have supplemental 
policies, or they have more than one 
employer, creating duplicate coverage. 
Therefore, ARC recommended we use 
200 million for the number of NPPs that 
will actually be sent. 

We estimate the costs of drafting, 
printing, and distributing the NPP to all 
potential recipients to be the following. 
First, drafting the NPP is estimated to 
require one-third hour of legal services 
at a cost of $28 × 1,500 insurance plans 
and insurance administrative entities, 
which equals $42,000. Second, we need 
to calculate printing and distribution 
costs for all potential recipients 
assuming the revised notice would be 
sent in a separate mailing. As with 
providers, we estimate the cost of 
printing the NPP, which includes the 
cost of paper and actual printing, to be 
$0.10 per notice. Therefore, we estimate 
the cost of printing 200 million notices 
for mail distribution at $20 million. 
Further, we estimate the cost of 
distributing the NPPs, including clerical 
time and postage in the same manner as 
these costs were estimated for the 
Breach Notification for Unsecured 
Protected Health Information 
Regulations. Thus, we assume that an 
office worker could process and send 
100 mailings per hour at a cost of $22.53 
per hour, plus a postage cost of $0.45 
per mailing. If notices were required to 
be mailed to the 200 million 
beneficiaries in the sixty-day timeframe, 
the distribution costs would be $135 
million (200 million/100 per hour × 
$22.53 = $45 million + $90 million (200 
million × $0.45)). Total printing and 
distribution cost would have been $155 
million, if all policy holders received 
separate NPP mailings. Third, as 
discussed above, we expect that nearly 
all plans and third party administrators 
will be able to avoid having to do a 
separate mailing of the revised notice 
under the new distribution provisions 
in this final rule, and that only 10 

percent of these plans will incur the 
printing and distribution costs. Using 
the above estimates, we assume for this 
purpose that 20 million notices (200 
million total notices × 10%) will be 
need to be printed and sent through a 
separate mailing, at a total cost of $15.5 
million ($2 million printing + $13.5 
million mailing). Therefore, the total 
cost to all plans for drafting, printing, 
and distributing the NPP is 
approximately $15.5 million. We note 
that even this total may be an 
overestimation of the costs because 
many insurers may use bulk mailing 
rates to distribute their NPPs which 
would reduce their mailing costs. 

The total estimated cost for both 
providers and health plans to notify 
individuals and policy holders of 
changes in their privacy rights is 
approximately $55.9 million in the first 
year following implementation of the 
rule. 

A number of commenters expressed 
general concern regarding the costs of 
printing and distributing new NPPs but 
did not provide estimates of the costs 
they anticipated or question our 
calculations. Two health plan 
commenters estimated that the costs of 
printing and mailing NPPs to their 
members could reach up to $100,000. 
However, they did not provide 
information about the facts and 
assumptions underlying their analyses, 
including the number of beneficiaries or 
mailings they anticipated, so we were 
unable to evaluate their estimates. We 
have addressed some of this concern by 
permitting health plans that maintain a 
notice on their web sites to include their 
NPPs in their annual mailings, rather 
than separately mailing the NPPs within 
60 days of the material changes. 

Table 5 below presents our analysis of 
costs to the providers, insurers, and 
third party administrators that are 
required to issue NPPs under the rule.38 

TABLE 5—SUMMARY OF COMPLIANCE COST FOR NOTICES OF PRIVACY PRACTICES 

Cost elements Providers 
Health insurers & 

third party adminis-
trators 

Total 
(approx.) 

Drafting NPPs ..................................................................................................... $20 million .............. $42,000 .................. $20 million. 
Printing NPPs ..................................................................................................... $20.4 million ........... $2 million ............... $22.4 million. 
Mailing NPPs ...................................................................................................... N/A ......................... $13.5 million ........... $13.5 million. 

Total (approx.) ............................................................................................. $40.4 million .......... $15.5 million ........... $55.9 million. 
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3. Business Associates and Covered 
Entities and Their Contractual 
Relationships 

The rule extends liability for failure to 
comply with certain provisions of the 
Privacy and Security Rules directly to 
business associates and business 
associate subcontractors. Prior to this 
rule and HITECH, these obligations 
applied to business associates and their 
subcontractors indirectly through 
§§ 164.504(e) and 164.314(a), which 
require that covered entities by contract 
require business associates to limit uses 
and disclosures and implement Security 
Rule-like safeguards. 

This final rule implements Section 
13401 of HITECH Act, which makes 
business associates directly liable for 
compliance with many of the same 
standards and implementation 
specifications, and applies the same 
penalties to business associates that 
apply to covered entities, under the 
Security Rule. Additionally, in accord 
with Section 13404 of the HITECH Act, 
the rule requires business associates to 
comply with many of the same 
requirements, and applies the same 
penalties to business associates that 
apply to covered entities, under the 
Privacy Rule. Business associates must 
also obtain satisfactory assurances in the 
form of a business associate agreement 
from subcontractors that the 
subcontractors will safeguard any 
protected health information in their 
possession. Finally, business associates 
must furnish any information the 
Secretary requires to investigate 
whether the business associate is in 
compliance with the regulations. 

In the proposed rule, we assumed that 
business associates’ compliance with 
their contracts range from the minimal 
compliance to avoid contract 
termination to being fully compliant. 
Further, we assumed that business 
associates in compliance with their 
contracts would have already 
designated personnel to be responsible 
for formulating the organization’s 
privacy and security policies, performed 
a risk analysis, and invested in 
hardware and software to prevent and 
monitor for internal and external 
breaches of protected health 
information. 

We also stated in the proposed rule 
that while business associates were 
previously required to comply with the 
HIPAA Rules according to the terms of 
their contracts with covered entities, 
and we expected that most business 
associates did so already, the risk of 
criminal and/or civil monetary penalties 
may spur some business associates to 
increase their efforts to comply with the 

Rules. We explained that we have no 
information on the degree of contract 
enforcement and compliance among 
business associates, and lack 
information regarding the size or type of 
business associates that contract with 
covered entities. We have only rough 
estimates as to the overall number of 
business associates, which range from 
approximately one million to two 
million depending on the number of 
business associates that serve multiple 
covered entities. 

While we did not have specific 
information in this regard, we assumed 
that some business associates and 
subcontractors already comply with 
existing privacy and security standards 
in accordance with their indirect and 
contractual obligations. For them, the 
proposed rule would impose only a 
limited burden. For other business 
associates, depending on the current 
level of compliance, the proposed rule 
could impose significant burdens. We 
requested comments regarding the 
amount of burden and the number of 
affected business associates. 

Several commenters stated that 
requiring business associates to 
undertake compliance with the rule in 
the same way as covered entities is 
excessive and burdensome, especially 
because in some cases business 
associates do not have the same type of 
relationship with individuals. Several 
commenters pointed to the burden on 
covered entities and business associates 
to renegotiate business associate 
agreements and train staff, and many 
specifically mentioned that compliance 
with the Security Rule is particularly 
costly. One commenter stated that it was 
a business associate party to ‘‘tens of 
thousands’’ of business associate 
contracts, with a significant cost to bring 
all into compliance. 

We continue to expect that most 
business associates and subcontractors 
have made and continue to make a 
good-faith effort to follow the terms of 
their contracts. The burden of the rule 
on business associates and 
subcontractors depends on the terms of 
the contracts between covered entities 
and business associates and between the 
business associates and subcontractors, 
and the degree to which business 
associates and subcontractors 
established privacy policies and 
adopted security measures that comport 
with the HIPAA Rules. For business 
associates and subcontractors that have 
already taken HIPAA-compliant 
measures to protect the privacy and 
security of the protected health 
information in their possession, as 
required by their existing contracts, the 
rule imposes limited burden. We 

estimate the costs to other business 
associates later in this section. 

A few commenters cited concerns 
about unfair competition for smaller 
business associate entities that they 
believe will not be able to compete with 
larger business associate entities, 
especially with regard to contract 
negotiations including indemnification 
and other risk allocation issues. 

We understand that many small 
business associates are concerned about 
the allocation of risk and 
indemnification in conjunction with 
their business associate contracts. 
However, as we discuss in section IV D 
above, as with any contracting 
relationship, business associates and 
covered entities may include other 
provisions that dictate and describe 
their business relationship. While these 
may or may not include indemnification 
clauses or other risk-shifting provisions, 
these contractual provisions and 
relationships are outside the governance 
of the HIPAA Rules. 

Because we understand that covered 
entities and business associates remain 
concerned with the cost to bring their 
business associate agreements into 
compliance with the final rule, we allow 
contracts to be phased in over one year 
from the compliance date or 20 months 
from the publication date of the final 
rule, and we expect and encourage 
covered entities and business associates 
to incorporate the costs of modifying 
contracts into the normal renegotiation 
of contracts as the contracts expire. As 
we did not receive comments to the 
contrary, we believe that most contracts 
will be renegotiated over the phase-in 
period. In addition, the Department has 
issued on its web site revised sample 
business associate provisions, which 
should lessen the costs associated with 
contract modifications. 

As we believe covered entities 
generally are operating under HIPAA 
compliant contracts with their business 
associates, the transition period and 
availability of sample contract 
provisions should make it possible for 
these entities to incorporate any minor 
contract modifications into normal 
contract renegotiations without any 
appreciable added costs. We continue to 
believe that all covered entities have 
established business associate 
agreements with their business 
associates that are consistent with the 
requirements of the HIPAA Rules, as 
covered entities have been subject to 
direct liability under the Rules since 
their inception and have had more than 
half a dozen years to make their 
contracts compliant. However, to the 
extent that some contracts between 
covered entities and business associates 
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39 See http://www.bls.gov/oes/current/ 
naics3_541000.htm#23–0000 for lawyers. Note that 
we generally calculate labor costs based on the 
median hourly rate, which for lawyers is $56.21 per 
hour. We add 50 percent to account for fringe 
benefits, resulting in an estimated hourly cost of 
$84.32. 

are not currently in full compliance 
with the business associate agreement 
provisions, these entities may 
experience limited costs to revise their 
contracts. 

Although we are less certain about the 
current state of business associate- 
subcontractor relationships, we believe 
that most business associates have made 
a good faith attempt to include the 
appropriate contractual requirements. 
Still, we anticipate that some small 
business associates, now that they are 
subject to direct liability under the 
rules, might establish or significantly 
modify their subcontracts to come into 
compliance for the first time. Such 
business associates would not be 
eligible for the extended transition 
period and, as a result, would incur the 
costs of creating new contracts or 
renegotiating contracts out of cycle. In 
the Final Privacy Rule published in 
2002, we estimated that entities would 
need between one and two hours to 
develop and tailor a business associate 
agreement to their particular needs. See 
67 FR 53182, 53257. Taking the average 
of the lower and upper estimates 
provided in the earlier rulemaking, we 
estimate that developing and tailoring 
contract language normally would take 
approximately 90 minutes of 
professional legal services at $84.32 per 
hour.39 However, as in the 2002 Final 
Privacy Rule (67 FR 53257), we estimate 
that providing model language will 
reduce the time required to develop 
contract language by at least one third. 
Thus, we estimate that each new or 
significantly modified contract between 
a business associate and its 
subcontractors will require, at most, one 
hour of a lawyer’s time at a cost of 
$84.32. 

We believe that no more than 25 
percent of 1–2 million business 
associates, or 250,000–500,000 entities, 
would not have already made good faith 
efforts to achieve compliance and will 
need to create or significantly modify 
subcontracts, resulting in total costs of 
between $21 million and $42 million. 

We expect that each business 
associate’s lawyer will draw up one 
standard contract to use for all of its 
subcontracts. We do not attribute 
contract revision costs to subcontractors 
because the required contract provisions 
are not negotiable and subcontractors 
will need to only sign the agreement. 
We note that our estimated cost likely 

is an overestimate because the group of 
small business associates that may be 
less likely than others to have compliant 
contracts in place with subcontractors 
are, because of their size, also less likely 
to have any subcontractors at all. 

Finally, in response to the 
commenters concerned with the cost 
and burden on business associates to 
come into full compliance with the 
Security Rule, we have taken another 
look at the underlying assumptions in 
the proposal. We continue to believe 
that business associates have engaged in 
privacy practices in compliance with 
their contractual obligations to use and 
disclose protected health information as 
limited by the Privacy Rule and their 
particular contracts with covered 
entities. Therefore, as we have stated 
above, we do not believe that the 
extension of liability for compliance 
with Privacy Rule requirements as 
identified in this rulemaking will 
impose any new costs or burdens. 

With regard to the Security Rule, 
which was of particular concern to 
commenters as to the compliance costs 
on business associates, we also continue 
to believe that business associates, in 
providing their adequate assurances to 
safeguard electronic protected health 
information through their business 
associate contracts, have implemented 
security protections that meet the 
standards and required implementation 
specifications in the Security Rule. 
Further, we continue to believe that 
business associates have made the 
necessary investment in hardware and 
software to secure the electronic 
protected health information as part of 
the investment in the hardware and 
software needed for their management 
and processing of this information to 
perform their business associate 
functions and comply with the contract 
requirements at § 164.314(a). However, 
based on the comments, we now believe 
that some business associates, 
particularly smaller business associates 
that may have access to electronic 
protected health information for limited 
purposes, may not have engaged in 
certain of the formal administrative 
safeguards. For example, these entities 
may not have performed a risk analysis, 
established a risk management program, 
or designated a security official, and 
may not have written policies and 
procedures, conducted employee 
training, or documented compliance as 
required under §§ 164.308 and 164.316 
of the Security Rule. 

We do not have information on what 
percentage of business associates may 
have to engage in efforts to comply with 
some of the administrative safeguard 
standards, including documenting their 

policies and procedures and training 
their employees on the policies and 
procedures, nor did the comments on 
the impact statement offer any specific 
information to provide an estimate. We 
assume that up to 80 percent of the 1– 
2 million business associates, or 
between 800,000 and 1.6 million 
business associates, may handle 
electronic protected health information 
and thus may have to document their 
existing security protocols. Further, of 
these business associates, we assume 
that no more than 25 percent are likely 
to incur some cost to document their 
administrative safeguards and their 
policies and procedures as now required 
by statute and these regulations. We 
believe that our original assumption of 
compliance with all Security Rule 
requirements remains sound for the rest 
of the business associates, and we 
received no substantive comments to 
the contrary. 

The costs of coming into full 
compliance with the administrative 
safeguard procedures, such as 
performance of a risk analysis and 
development of a risk management plan, 
will vary depending on the size and 
complexity of the business associate, the 
scope of their duties for the covered 
entity and the protected health 
information they must secure, and the 
degree to which their prior 
documentation of their security 
protocols falls short of compliance with 
the standards in the Security Rule. In 
the original Security Rule, we estimated 
that covered entities would need 
approximately 16 hours to document 
their policies and procedures. See 68 FR 
8334, 8368. As these policies and 
procedures are the reflection of the risk 
management plan, which in turn is 
based on the risk analysis, we believe 
that this estimate would be inclusive of 
that time. We believe it will take 
business associates on average much 
less time to document their security 
related policies and procedures, because 
they have likely already engaged in 
most of the analysis associated with the 
adoption of security protocols, even if 
they may not have formally reduced all 
such protocols to writing, and because 
the scope of their responsibilities will 
generally be much more constrained 
than that of the covered entity with 
whom they have contracted. In addition, 
while covered entities must perform 
these tasks with respect to their entire 
business, generally only a small part of 
any business associate is involved with 
electronic protected health information. 

Extrapolating from our estimate in the 
original Security Rule that entities 
would require approximately 16 hours 
to implement and document Security 
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40 We have used the median wage rate described 
by the U.S. Bureau of Labor Statistics in its 2011 
National Compensation Survey for the category of 

Management Analysts (including responsibilities 
for designing systems and procedures), which is 
approximately $37.74/hr. See http://www.bls.gov/ 

oes/current/oes_nat.htm . To this wage rate we have 
added 50 percent for benefits, which results in a 
total cost of $56.61/hr. 

Rule compliance measures for the first 
time, and applying the assumption that 
most of these measures already are in 
place, we estimate that these business 
associates will need only between 2 and 
5 hours to formalize or update their 
applicable administrative safeguards. 
We would cost the time needed to come 
into compliance at $56.61/hour.40 
According to these assumptions, the 
range of costs that any one business 
associate would incur to comply with 
the new statutory and regulatory 

requirements would be between $113 
and $283, as first year, one-time costs. 
Assuming that businesses associates 
with access to electronic protected 
health information represent 80 percent 
of 1 to 2 million total business 
associates (or 800,000 to 1.6 million 
total), the aggregated costs for all 
business associates are estimated to be 
between approximately $22.6 million 
and $113 million. (25 percent of 800,000 
business associates = 200,000; 200,000 × 
$113 (2 hr @ $56.61/hr) = $22.6 million. 

25 percent of 1.6 million business 
associates = 400,000; 400,000 × $283 (5 
hr @ $56.61/hr) = $113 million.) These 
costs represent one time first year costs 
for full compliance by business 
associates with the Security Rule 
requirements. 

Table 6 below presents the range of 
our estimates of the costs to business 
associates of achieving compliance with 
the rules. 

TABLE 6—BUSINESS ASSOCIATE COST ESTIMATES IN 2011 DOLLARS 

Data element Security rule compliance 
documentation 

BAA between business as-
sociates and subcontractors 

Estimated number of affected entities ........................................................................... 200,000–400,000 BAs ........ 250,000–500,000 BAs. 
Hours needed to complete compliance activities .......................................................... 2–5 hours per BA ............... 1 hour per BA. 
Cost per hour ................................................................................................................. $56.61 ................................ $84.32. 
Total cost ....................................................................................................................... $22.6 million–$113 million .. $21 million–$42 million. 

Response to Other Public Comments 

Comment: One commenter suggested 
that business associates will be reluctant 
to contract with covered entities due to 
perceived increased risks associated 
with such contracts, and covered 
entities will be forced to hire more staff 
at additional costs. 

Response: While the HIPAA Rules 
now impose direct liability with regard 
to compliance, business associates were 
previously contractually liable for 
compliance with these provisions. 
Further, whether a covered entity uses 
workforce members or business 
associates to perform its operations 
remains a decision for the covered 
entity. As this commenter did not 
provide specific information about his 
concerns, we cannot quantify the costs 
associated with this comment, nor do 
we have a basis for concluding that 
business associates will refuse to 
contract with covered entities as a result 
of this rule. 

Comment: One commenter suggested 
that requiring business associate 
agreements will increase the costs of 
litigation. 

Response: As business associate 
agreements were required under the 
HIPAA Rules previously, and as the 
commenter did not include specific 
information about what costs he 
believes will increase, we do not believe 
such a requirement will increase 
litigation generally. 

4. Qualitative Analysis of Unquantified 
Costs 

a. Authorization for Uses and 
Disclosures of Protected Health 
Information for Marketing and Sale of 
Protected Health Information 

The final rule modifies the definition 
of ‘‘marketing’’ to encompass treatment 
and health care operations 
communications to individuals about 
health-related products or services if the 
covered entity receives financial 
remuneration in exchange for making 
the communication from or on behalf of 
the third party whose product or service 
is being described. A covered entity 
must obtain an individual’s written 
authorization prior to sending marketing 
communications to the individual. 

In the proposed rule, we requested 
comment on the extent to which 
covered entities currently receive 
financial remuneration from third 
parties in exchange for sending 
information to individuals about the 
third parties’ health-related products or 
services. In general, commenters did not 
indicate that complying with the final 
rule would be administratively 
burdensome, but some commenters 
expressed a general concern over the 
potential loss of revenue given the new 
restrictions on receiving financial 
remuneration from a third party to send 
health-related communications to an 
individual. These comments appear to 
indicate that most covered entities 
would not attempt to obtain 
authorizations for the now prohibited 
communications but rather would forgo 

making them altogether. We 
acknowledge the potential for some lost 
revenue due to these modifications in 
cases where covered entities are 
currently receiving financial 
remuneration from third parties to send 
health-related communications to 
individuals. However, as we do not 
know to what extent covered entities 
today currently operate in this manner, 
and commenters did not include 
specific information in this regard, we 
do not have data that could inform 
quantifying such loss. 

The final rule also requires an 
individual’s authorization before a 
covered entity may disclose protected 
health information in exchange for 
remuneration (i.e., ‘‘sell’’ protected 
health information), even if the 
disclosure is for an otherwise permitted 
disclosure under the Privacy Rule. The 
final rule includes several exceptions to 
this authorization requirement. In the 
proposed rule, we stated that on its face, 
this new prohibition would appear to 
increase the burden to covered entities 
by requiring them to obtain 
authorizations in situations in which no 
authorization is currently required. 
However, we believed such a scenario to 
be unlikely. We believed most 
individuals would not authorize 
disclosures of their protected health 
information when they were informed 
the covered entity would be 
remunerated for the disclosure. Thus, 
we believed covered entities would 
simply discontinue making such 
disclosures as it would not be 
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worthwhile for covered entities to 
continue to attempt to obtain such 
authorizations. We requested comment 
on these assumptions. 

As noted above, the requirement to 
obtain authorization to receive 
remuneration to make a disclosure of 
protected health information contains 
several exceptions. In the proposed rule, 
we expressed our belief that covered 
entities would not incur additional costs 
to continue making most of the excepted 
disclosures as such exceptions were not 
constrained or limited in any way and 
thus, would not change the status quo. 
However, we recognized that the 
exception for research disclosures may 
impose additional burden on 
researchers as it was, consistent with 
the statute, a conditional exception. 
Covered entities would be able to 
disclose protected health information 
under the research exception only to the 
extent any remuneration received in 
exchange for the information did not 
exceed the cost to produce and transmit 
the information. Thus, we recognized 
that researchers who purchase data from 
covered entities may now incur 
additional costs as a result of the final 
rule, in order to obtain newly required 
authorizations, if they are currently 
paying a covered entity more than the 
cost to produce and transmit the 
protected health information (e.g., an 
incentive payment to produce the data) 
and the covered entity is not willing to 
accept only the costs to prepare and 
transmit the data. It was also recognized 
that some research may be jeopardized 
to the extent that authorizations for the 
entity to receive these incentive 
payments could not be obtained from 
subjects. On the other hand, to the 
extent covered entities agreed to receive 
only the costs to prepare and transmit 
the data, these entities would 
experience a loss of revenue while 
researchers would experience a 
corresponding decrease in costs, and 
current disclosures for research 
purposes could continue without 
authorization. While we acknowledged 
the potential costs under this provision, 
we stated that we have no information 
on the amounts currently paid to 
covered entities by researchers for 
protected health information, and thus, 
had no way to estimate the impact of the 
provision. We solicited comment in this 
area. 

Overall, commenters did not indicate 
that obtaining authorization prior to 
disclosing protected health information 
in exchange for remuneration would 
result in an increased burden or cost for 
the covered entity. However, one 
commenter did estimate that obtaining 
additional authorizations may cost 

approximately $22 to $28, per patient. 
Some commenters indicated it may be 
burdensome to determine if 
remuneration was in fact received by 
the entity. 

The comments on this provision did 
not alter our belief that, in general, 
covered entities would discontinue 
making disclosures in exchange for 
remuneration that require the 
individual’s authorization, given the 
unlikelihood most individuals would 
agree to authorize such disclosures. 
Further, there are a number of 
exceptions to the general prohibition 
that allow a covered entity to continue 
to operate ‘‘status quo’’ with respect to 
a number of types of disclosures, even 
if the covered entity receives 
remuneration. In response to the 
comments, we acknowledge that it may 
be difficult to determine whether 
remuneration has been received by a 
covered entity, particularly since the 
prohibition encompasses both direct 
and indirect (i.e., non-financial) 
remuneration. We expect to issue future 
guidance on this topic to assist entities 
in complying. 

With respect to the amounts currently 
paid to covered entities by researchers, 
some commenters indicated as a general 
concern that limiting remuneration 
received by covered entities from 
researchers may provide a disincentive 
for covered entities to continue assisting 
researchers in their efforts. However, 
commenters did not quantify what they 
are paying covered entities above the 
costs to prepare and transmit the data, 
nor did they provide information that 
would give the Department an idea of 
the extent to which covered entities 
receive such payments. Therefore, while 
we acknowledge the potential for some 
lost revenue to covered entities due to 
these modifications or some additional 
costs to researchers to obtain 
authorizations, we do not have data that 
could inform quantifying such costs. At 
the same time, we note that we have 
made some clarifications in the above 
preamble discussion regarding these 
provisions that we believe would lessen 
any such impact. Specifically, the 
preamble explains that we do not 
consider a sale of protected health 
information to encompass payments a 
covered entity may receive in the form 
of grants, or contracts or other 
arrangements to perform programs or 
activities, such as a research study, 
where any provision of protected health 
information to the payer is a byproduct 
of the service being provided. Thus, the 
payment by a research sponsor to a 
covered entity to conduct a research 
study is not considered a sale of 
protected health information even if the 

study involves disclosing research 
results that include protected health 
information to the sponsor. In contrast, 
a sale of protected health information 
includes disclosures of protected health 
information where a covered entity is 
receiving remuneration from or on 
behalf of the recipient of the data for the 
information itself. Thus, a disclosure of 
protected health information by a 
covered entity to a third party 
researcher that is conducting the 
research in exchange for remuneration 
would fall within these provisions, 
unless the only remuneration received 
is a reasonable, cost-based fee to cover 
the cost to prepare and transmit the data 
for such purposes. 

b. Individual Right To Opt Out of 
Fundraising Communications 

The current Privacy Rule requires 
covered entities give individuals the 
opportunity to opt out of receiving 
future fundraising communications 
from the entity. The HITECH Act and 
final rule strengthens the opt out by 
requiring that it be clear and 
conspicuous and that an individual’s 
choice to opt out should be treated as 
a revocation of authorization. While the 
rule specified that a clear and 
conspicuous opt out method must not 
cause an individual to incur an undue 
burden or more than a nominal cost, 
proposed rule did not specify the 
method to be employed but rather left 
it up to the discretion of the covered 
entity. We requested comment on the 
extent to which the requirement that the 
opportunity to elect not to receive 
further fundraising communications be 
clear and conspicuous would have an 
impact on covered entities and their 
current fundraising materials. 

Overall, commenters did not indicate 
that requiring the opt out for further 
fundraising to be clear and conspicuous 
would greatly impact covered entities 
and their current fundraising efforts or 
provide specific anticipated costs in this 
regard. Rather, some commenters 
indicated that they already provide pre- 
paid, pre-printed postcards for this 
purpose with fundraising mailings and 
doing so is neither costly nor imposes 
a significant burden on the individual 
who wishes to opt out of further 
communications. Based on this 
feedback and the continued flexibility 
in the final rule to choose the opt out 
method (e.g., toll-free number, post- 
card), we do not believe that the 
requirement that fundraising opt-outs be 
clear and conspicuous will result in 
significant new costs to covered entities. 

Further, while some commenters did 
indicate that a pre-solicitation opt out 
would be costly for covered entities in 
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response to our request for comment on 
this issue, as a result of this general 
opposition, the final rule does not 
change the current requirement that 
covered entities only need to include an 
opt-out with any solicitation sent to an 
individual rather than to the first 
fundraising communication. 

c. Individuals’ Access to Protected 
Health Information 

In this final rule, we strengthen an 
individual’s right to receive an 
electronic copy of his or her protected 
health information. Specifically, as was 
proposed, the final rule requires that if 
an individual requests an electronic 
copy of protected health information 
that is maintained electronically in one 
or more designated record sets, the 
covered entity must provide the 
individual with access to the electronic 
information in the electronic form and 
format requested by the individual, if it 
is readily producible, or, if not, in a 
readable electronic form and format as 
agreed to by the covered entity and the 
individual. Also, as in the proposed 
rule, the final rule provides that a 
covered entity may charge a fee for costs 
associated with labor and supplies for 
creating an electronic copy, including 
electronic portable media if agreed to by 
the individual, and clarifies that a 
covered entity may charge for postage if 
an individual requests that the covered 
entity transmit portable media 
containing an electronic copy through 
mail or courier. However, covered 
entities may not include fees associated 
with maintaining systems, retrieval 
costs, or infrastructure costs in the fee 
they charge to provide an electronic 
copy. 

We continue to believe that this 
requirement will not result in 
significant new burdens on covered 
entities. Individuals already had a right 
to access protected health information 
maintained in electronic designated 
record sets under the prior Rule, and 
already had a right to receive an 
electronic copy of such information to 
the extent the electronic copy was 
readily producible by the covered 
entity. The Rule provides significant 
flexibility to covered entities in 
honoring individuals’ request for 
electronic access. While a covered entity 
must provide some type of electronic 
copy to an individual who requests one, 
a covered entity is not required to 
provide the exact form of the copy or 
access requested by the individual if it 
is not readily producible in such form. 
Thus, covered entities may provide 
readily producible electronic copies of 
protected health information that are 
currently available on their various 

systems. A covered entity is not 
required to purchase new software or 
systems in order to accommodate an 
electronic copy request for a specific 
form that is not readily producible by 
the covered entity at the time of the 
request, provided that the covered entity 
is able to provide some form of 
electronic copy. Further, in cases where 
an individual chooses not to accept the 
electronic copy that is readily 
producible by the covered entity, a hard 
copy may be offered. 

We did hear from several commenters 
that some legacy or other systems, while 
capable of producing a hard copy as 
previously required under the existing 
access requirement, may not be capable 
of producing any electronic copy at 
present. In these cases, covered entities 
may incur some cost burden in order to 
purchase software or hardware to 
produce some kind of electronic copy 
for electronic information held in 
designated record sets on such legacy 
systems. However, covered entities are 
not required to purchase additional 
software or hardware to meet 
individuals’ specific requests, as long as 
at least one type of electronic copy is 
available. We anticipate some cost will 
be incurred by covered entities with 
such systems; however we did not 
receive comments on the extent of these 
costs, or the number of covered entities 
with legacy systems that will need to 
incur such costs. 

d. Right To Restrict Certain Disclosures 
to a Health Plan 

The final rule requires that a covered 
health care provider agree in most cases 
to an individual’s request to restrict 
disclosure to a health plan of the 
individual’s protected health 
information that pertains to a health 
care service for which the individual 
has paid the health care provider in full 
out of pocket. This is a change from the 
prior rule, which provided individuals 
with the right to request a restriction on 
certain disclosures; however, a covered 
entity was not required to agree to the 
restriction, whatever the circumstances. 
We do not believe that covered health 
care providers will incur substantial 
costs to implement this expanded right 
for a number of reasons. First, in order 
to comply with the rule prior to this 
change, a covered entity is already 
required to have processes and 
procedures in place for accepting and 
considering individuals’ requests for 
restrictions, even if, as a general matter, 
the covered entity declines to agree to 
such requests. This final rule does not 
require new or different processes for 
receiving and reviewing requests for 
restrictions, just that the covered entity 

honor, in most cases, a self-pay patient’s 
request for a restriction to a health plan. 
Second, for those covered health care 
providers that do not currently, but will 
now be required to, accommodate 
requests by self-pay patients to restrict 
disclosures to a health plan, the final 
rule provides significant flexibility in 
how providers are to honor an 
individual’s request and the preamble 
makes various clarifications in response 
to comments as to how to operationalize 
this new requirement. For example, the 
final rule makes clear that a health care 
provider is not required to separate or 
segregate records in order to ensure an 
individual’s restriction request is 
honored. Rather, the final rule leaves it 
to the discretion of the provider as to 
how to flag information that is the 
subject of a restriction. Further, the final 
rule provides flexibility as to how 
restriction requests for certain services, 
such as bundled services, are to be 
handled, as well as what reasonable 
efforts should be made to obtain 
payment from an individual whose 
original form of payment has been 
dishonored, prior to resorting to billing 
the health plan for the service. Finally, 
in response to comments regarding the 
potential burden and cost of doing so, 
the final rule does not require health 
care providers to inform downstream 
providers who may receive the 
individual’s protected health 
information, such as a pharmacy or 
specialist, of a restriction, given the lack 
of automated technologies to support 
such a requirement. 

Notwithstanding the above, we 
acknowledge that there will be some 
additional burden on certain health care 
providers to ensure an individual’s 
request to restrict a disclosure to a 
health plan is honored where such a 
request would not have been honored in 
the past. However, we do not have data 
to inform quantifying an estimated cost 
in this area. For example, we do not 
have data on the number of providers 
that currently accommodate requests 
from self-pay patients to restrict 
disclosures versus those that do not, the 
number of requests that covered health 
care providers receive today that would 
now require a restriction, nor even the 
number of requests for restrictions 
generally that covered health care 
providers currently receive. 

e. Impact of the Genetic Information 
Underwriting Prohibition on Health 
Plans 

The final rule prohibits health plans 
that are HIPAA covered entities, except 
issuers of long term care policies, from 
using or disclosing an individual’s 
protected health information that is 
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41 See the preambles to the proposed and final 
Enforcement Rules at 70 FR 20224, 20248–49 (April 
18, 2005) and 71 FR 8390, 8424 (February 16, 2006). 

genetic information for underwriting 
purposes. As we explained in the 
proposed rule, the rule does not affect 
health plans that do not currently use or 
disclose protected health information 
for underwriting purposes. Further, 
even with respect to health plans that 
perform underwriting, plans and issuers 
in the group market previously 
commented to the Department that they 
do not, even prior to the passage of 
GINA, use genetic information for 
underwriting purposes because pre- 
GINA laws and regulations prohibit 
them from discriminating against 
individuals based on any health status 
related factors, including genetic 
information. With respect to issuers in 
the individual health insurance market, 
the Department acknowledged in the 
proposed rule that there may be more 
significant policy changes associated 
with the prohibition on using or 
disclosing protected health information 
that is genetic information for 
underwriting purposes. However, the 
Department explained in the proposed 
rule that it did not have sufficient 
information to determine the extent of 
such changes, that is, to what extent 
issuers in the individual health 
insurance market use genetic 
information for underwriting purposes. 
Regardless, as we explained in the 
proposed rule, in the case of either the 
individual or group market, the 
Department assumed, because a 
prohibited use or disclosure of genetic 
information for underwriting purposes 
would also be a discriminatory use of 
such information under the 
nondiscrimination provisions of GINA 
Title I and its implementing regulations, 
that there would be no costs associated 
with conforming a plan’s practices to 
comply with the underwriting 
prohibition that are above and beyond 
the costs associated with complying 
with the regulations implementing 
sections 101–103 of GINA. With respect 
to the health plans not covered by GINA 
but subject to the proposed prohibition 
in the Privacy Rule, the Department also 
assumed that the costs to comply would 
be minimal because such plans either: 
(1) do not perform underwriting, as is 
the case generally with public benefit 
plans; or (2) perform underwriting but 
do not in most cases use genetic 
information (including family medical 
history) for such purposes. 

In general, most comments in 
response to the proposed rule did not 
provide information that contradicted 
the above assumptions. However, 
concern was expressed regarding the 
adverse impact of such an underwriting 
prohibition on the long-term care 

market. Given the concern regarding the 
impact of the underwriting prohibition 
on the long-term care market, the final 
rule exempts such plans from the 
prohibition. Thus, there are no costs to 
be attributed to long term care plans 
with this rule. Further, given we did not 
receive other comments that would lead 
us to question the underlying 
assumptions in the proposed rule, we 
do not expect this provision of the final 
rule to result in substantial new costs on 
health plans, particularly those that 
have been required to comply with the 
regulations implementing GINA’s 
nondiscrimination provisions for 
several years now. 

f. Enforcement Provisions 
The amendments contained within 

this final rule to the HIPAA 
Enforcement Rule conform the 
regulatory language of the Rule to the 
enhanced enforcement provisions of the 
HITECH Act. Consistent with its 
reasoning in prior HIPAA Enforcement 
rulemakings,41 the Department expects 
the costs covered entities, and now 
business associates, may incur with 
respect to their compliance with the 
Enforcement Rule, itself, should be low 
in most cases. That is, covered entities 
and business associates that comply 
with the HIPAA rules voluntarily, as is 
expected, should not incur any 
additional, significant costs as a result 
of the Enforcement Rule. Further, we 
believe the increased penalties and 
other enhancements provided by the 
HITECH Act and which are reflected in 
this final rule provide even more 
incentive to covered entities and 
business associates to take steps 
necessary to comply and thus not be 
liable for violations. 

D. Qualitative Analysis of Unquantified 
Benefits 

While we are certain that the 
regulatory changes in this final rule 
represent significant benefits, we cannot 
monetize their value. Many commenters 
agreed with our assumptions regarding 
the benefits to individuals, but we did 
not receive any comments that included 
specific information about quantifying 
those benefits. The following sections 
describe in greater detail the qualitative 
benefits of the final rule. In addition to 
greater privacy protections for 
individuals, these benefits include the 
results of our efforts to reduce burdens. 
Consistent with E.O. 13563, we 
conducted a retrospective review of our 
regulations and identified areas, such as 

certain research authorization 
requirements and disclosures to schools 
regarding childhood immunizations, in 
which we could decrease costs and 
increase flexibilities under the HIPAA 
Rules. The resulting changes are 
discussed below. 

1. Greater Privacy Protections for 
Individuals 

The benefits for individuals include 
added information on their rights 
through an expanded NPP, and greater 
rights with regard to the uses and 
disclosures of their personal health 
information through expanded 
requirements to: (1) Obtain 
authorization before a covered entity or 
business associate may disclose their 
protected health information in 
exchange for remuneration, (2) restrict 
certain disclosures to a health plan at 
the request of the individual, (3) 
strengthen the ability of individuals to 
opt out of further fundraising 
communications, and (4) limit uses and 
disclosures of protected health 
information for marketing. Individuals 
also will benefit from increased 
protection against discrimination based 
on their genetic information, achieved 
through the prohibition against health 
plans using or disclosing protected 
health information that is genetic 
information for underwriting purposes. 
Individuals also will have increased 
access to their protected health 
information in an electronic format. 

Finally, under the rule, individuals’ 
health information will be afforded 
greater protection by business associates 
of covered entities who share liability 
and responsibility with the covered 
entity for safeguarding against 
impermissible uses and disclosures of 
protected health information. 

2. Breach Notification 
The analysis of benefits of the breach 

notification regulation is as stated in the 
interim final rule. In summary, we 
stated that notifying individuals affected 
by a breach would alert them to and 
enable them to mitigate potential harms, 
such as identity theft resulting from the 
exposure of certain identifiers, and 
reputational harm that may result from 
the exposure of sensitive medical 
information. Further, the breach 
notification requirements provide 
incentive to covered entities and 
business associates to better safeguard 
protected health information, such as by 
encrypting the information, where 
possible. 

We also believe that the modifications 
to the definition of breach to remove the 
harm standard and revise the risk 
assessment will ensure that covered 
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entities and business associates apply 
the rule in a more objective and uniform 
manner. We believe that these 
modifications will make the rule easier 
for covered entities and business 
associates to implement and will result 
in consistency of notification across 
entities which will benefit consumers. 

3. Compound Authorizations for 
Research Uses and Disclosures 

We proposed to permit compound 
authorizations for the use or disclosure 
of protected health information for 
conditioned and unconditioned 
research activities provided that the 
authorization clearly differentiates 
between the conditioned and 
unconditioned research components 
and clearly allows the individual the 
option to opt in to the unconditioned 
research activities. We believed that the 
proposed provision would reduce 
burden and costs on the research 
community by eliminating the need for 
multiple forms for research studies 
involving both a clinical trial and a 
related biospecimen banking activity or 
study and by harmonizing the Privacy 
Rule’s authorization requirements with 
the informed consent requirements 
under the Common Rule. This change to 
the Rule had long been sought by the 
research community. While we 
expected burden reduction and cost 
savings due to these modifications, we 
had no data which to quantify an 
estimate of such savings. We requested 
comment on the anticipated savings that 
this change would bring to the research 
community. 

As explained above, the final rule 
adopts the proposal to permit 
compound research authorizations. 
While almost all commenters on this 
topic were supportive and agreed that 
the change would result in reduced 
burdens and costs due to a reduction in 
forms and harmonization with the 
Common Rule, we did not receive 
significant comment that could inform 
our quantifying the anticipated cost- 
savings associated with this 
modification. 

4. Authorizations for Future Research 
Uses or Disclosures 

We requested comment on the 
Department’s previous interpretation 
that an authorization for research uses 
and disclosures must include a 
description of each purpose of the 
requested use or disclosure that is study 
specific, and the possibility of 
modifying this interpretation to allow 
for the authorization of future research 
uses and disclosures. We believed that 
this change in interpretation would 
reduce burden on covered entities and 

researchers by reducing the need for 
researchers to obtain multiple 
authorizations from the same individual 
for research and further harmonizing the 
Privacy Rule authorization requirements 
with the informed consent requirements 
under the Common Rule. 

The final rule adopts the new 
interpretation to allow covered entities 
to obtain authorizations for future 
research uses and disclosures to the 
extent such purposes are adequately 
described in the authorization such that 
it would be reasonable for the 
individual to expect that his or her 
protected health information could be 
used or disclosed for such future 
research. While we did receive 
comments supporting our assertions 
that permitting authorizations for future 
research uses and disclosures would 
reduce burden to covered entities and 
researchers by obviating the need for 
researchers to seek out past research 
participants to obtain authorization for 
future studies which they may be able 
to authorize at the initial time of 
enrollment into a study, and 
additionally by reducing the waivers of 
authorization that researchers would 
need to obtain from Institutional Review 
Boards, we did not receive specific 
comment on cost savings that could 
inform our quantifying the savings in 
this final rule. 

5. Period of Protection for Decedent 
Information 

We proposed to modify the current 
rule to limit the period for which a 
covered entity must protect an 
individual’s health information to 50 
years after the individual’s death. We 
believed this would reduce the burden 
on both covered entities and those 
seeking the protected health information 
of persons who have been deceased for 
many years by eliminating the need to 
search for and find a personal 
representative of the decedent, who in 
many cases may not be known or even 
exist after so many years, to authorize 
the disclosure. We believed this change 
would also benefit family members and 
historians who may seek access to the 
medical information of these decedents 
for personal and public interest reasons. 
However, we lacked any data to be able 
to estimate the benefits (or any 
unanticipated costs) of this provision 
and requested comment on these 
assertions. 

The final rule adopts the modification 
to limit the period of protection for 
decedent health information to 50 years 
after the date of death. While most 
comments responding to this proposal 
were very supportive of the change, 
agreeing with the anticipated benefits 

the Department had articulated (i.e., 
easier access to old or ancient patient 
health information by family, historians, 
archivists), the comments did not 
provide specific information that could 
inform our quantifying a cost-savings or 
reduction in burden associated with this 
change in policy. 

The Department did receive one 
comment asserting that covered entities 
may keep decedent information, 
particularly the information of famous 
individuals, for longer than 50 years 
past the date of death in order to 
monetize those records. The commenter 
cited an example of an x-ray of a 
deceased celebrity being sold at an 
auction for $45,000. However, we do not 
anticipate that this is or will be a typical 
scenario. 

6. Disclosures About a Decedent 
We proposed to permit covered 

entities to disclose a decedent’s 
protected health information to family 
members and others who were involved 
in the care or payment for care prior to 
the decedent’s death, unless doing so is 
inconsistent with any prior expressed 
preference of the individual that is 
known to the covered entity. In the 
preamble to the proposed rule, we 
stated our belief that the proposed 
change would reduce burden by 
permitting covered entities to disclose 
protected health information about a 
decedent to family members and other 
persons who were involved in an 
individual’s care while the individual 
was alive, without having to obtain 
written permission in the form of an 
authorization from the decedent’s 
personal representative, who may not be 
known or even exist, and may be more 
difficult to locate as time passes. 
However, we had no data to permit us 
to estimate the reduction in burden and 
requested public comment on this issue. 

The final rule adopts the modification 
as proposed. However, as with the 
proposed rule, we are unable to quantify 
any cost-savings with respect this 
change. While commenters confirmed 
that permitting such disclosures would 
help facilitate communications with 
family members and other persons who 
were involved in an individual’s care or 
payment for care prior to death, we did 
not receive any information that could 
inform estimating a savings. 

7. Public Health Disclosures 
We proposed to create a new public 

health provision to permit disclosure of 
proof of a child’s immunization by a 
covered entity to a school in States that 
have school entry or similar laws. This 
proposed change would have allowed a 
covered health care provider to release 
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42 U.S. Small Business Administration, ‘‘Table of 
Small Business Standards Matched to North 
American Industry Classification System Codes,’’ 
available at http://www.sba.gov/content/small- 
business-size-standards. 

43 HHS ASPE analysis of 2010 NAIC 
Supplemental Health Care Exhibit Data. 

44 These counts could be an overestimate. Only 
health insurance premiums from both the group 
and individual market were counted. If insurers 
also offered other types of insurance, their revenues 
could be higher. 

45 Source: 2010 Medical Expenditure Survey— 
Insurance Component. 

proof of immunization to a school 
without having to obtain a written 
authorization, provided the provider 
obtained the agreement, which may be 
oral, to the disclosure from a parent, 
guardian or other person acting in loco 
parentis for the individual, or from the 
individual, if the individual was an 
adult or emancipated minor. We 
anticipated that the proposed change to 
the regulations would reduce the 
burden on parents, schools, and covered 
entities in obtaining and providing 
written authorizations, and would 
minimize the amount of school missed 
by students. However, because we 
lacked data on the burden reduction, we 
were unable to provide an estimate of 
the possible savings and requested 
comment on this point. 

The final rule adopts the proposal to 
permit covered entities to disclose, with 
the oral or written agreement of a parent 
or guardian, a child’s proof of 
immunization to schools in States that 
have school entry or similar laws. This 
obviates the need for a covered entity to 
receive formal, executed HIPAA 
authorizations for such disclosures. 
While the final rule requires that 
covered entities document the 
agreement, the final rule is flexible and 
does not prescribe the nature of the 
documentation and does not require 
signature by the parent, allowing 
covered entities the flexibility to 
determine what is appropriate for their 
purposes. For example, as the preamble 
indicates above, if a parent or guardian 
submits a written or email request to a 
covered entity to disclose their child’s 
immunization records to the child’s 
school, a copy of the request would 
suffice as documentation of the 
agreement. Likewise, if a parent or 
guardian calls the covered entity and 
requests over the phone that their 
child’s immunization records be 
disclosed to the child’s school, a 
notation in the child’s medical record or 
elsewhere of the phone call would 
suffice as documentation of the 
agreement. 

Given that the rule no longer requires 
a formal, executed HIPAA authorization 
for such disclosures and provides 
significant flexibility in the form of the 
documentation required of a parent’s or 
guardian’s agreement to the disclosure, 
this modification is expected to result in 
reduced burden and cost to covered 
health care providers in making these 
disclosures, as well as to the parents 
and schools involved in the process. We 
acknowledge that covered health care 
providers who wish to use these less 
formal processes in lieu of the 
authorization will need to explain their 
new procedure to office staff. However, 

given the provision’s flexibility and 
narrow scope, we do not expect that the 
providers will need to do more than 
ensure office staff have a copy of the 
new procedure. Further, any one-time 
costs to develop and deploy the new 
procedure will be offset by the savings 
that are expected to accrue from the 
change over time as the disclosures are 
carried out. While we acknowledge the 
overall savings associated with this 
change, as with other provisions in this 
rule providing increased flexibility for 
compliance, we are unable to quantify 
them. For example, we do not have data 
on how many family doctors and other 
providers generally make these types of 
disclosures and how many requests 
such providers generally receive for 
proof of immunization, and we did not 
receive data from commenters that 
could inform our estimating savings in 
this area. 

E. Additional Regulatory Analyses 

1. Regulatory Flexibility Act 

The Regulatory Flexibility Act 
requires agencies to analyze and 
consider options for reducing regulatory 
burden if the regulation will impose a 
significant burden on a substantial 
number of small entities. The Act 
requires the head of the agency to either 
certify that the rule would not impose 
such a burden or perform a regulatory 
flexibility analysis and consider 
alternatives to lessen the burden. 

For the reasons stated below, it is not 
expected that the cost of compliance 
will be significant for small entities. Nor 
is it expected that the cost of 
compliance will fall disproportionately 
on small entities. Although many of the 
covered entities and business associates 
affected by the rule are small entities, 
they do not bear a disproportionate cost 
burden compared to the other entities 
subject to the rule. Further, with respect 
to small business associates, only the 
fraction of these entities that has not 
made a good faith effort to comply with 
existing requirements will experience 
additional costs under the rule. The 
Department did not receive any 
comments on its certification in the 
proposed rules. Therefore, the Secretary 
certifies that this rule will not have a 
significant economic impact on a 
substantial number of small entities. 

The RFA generally defines a ‘‘small 
entity’’ as (1) a proprietary firm meeting 
the size standards of the Small Business 
Administration (SBA), (2) a nonprofit 
organization that is not dominant in its 
field, or (3) a small government 
jurisdiction with a population of less 
than 50,000. The SBA size standard for 
health care providers ranges between 

$7.0 million and $34.5 million in 
annual receipts. Because 90 percent or 
more of all health care providers meet 
the SBA size standard for a small 
business or are nonprofit organizations, 
we generally treat all health care 
providers as small entities for purposes 
of performing a regulatory flexibility 
analysis. 

With respect to health insurers and 
third party administrators, the SBA size 
standard is $7.0 million in annual 
receipts. While some insurers are 
classified as nonprofit, it is possible 
they are dominant in their market. For 
example, a number of Blue Cross/Blue 
Shield insurers are organized as 
nonprofit entities; yet they dominate the 
health insurance market in the States 
where they are licensed and therefore 
would not be considered small 
businesses. Using the SBA’s definition 
of a small insurer as a business with less 
than $7 million in revenues, premiums 
earned as a measure of revenue,42 and 
data obtained from the National 
Association of Insurance 
Commissioners,43 the Department 
estimates that approximately 276 out of 
730 insurers had revenues of less than 
$7 million.44 

From the approximately $225.4 
million (upper estimate) in costs we are 
able to identify, the cost per covered 
entity may be as low as $80 (for the vast 
majority of covered entities) and as high 
as $843 (for those entities that 
experience a breach), and we estimate 
that the cost per affected business 
associate will be between $84.32 and 
$282. These costs are discussed in detail 
in the regulatory impact analysis and 
below. We do not view this as a 
significant burden because, for example, 
even the highest average compliance 
cost per covered entity we have 
identified ($843) represents just 
0.0001% of annual revenues for a small 
entity with only $7 million in receipts 
(see the low end of SBA’s size standard 
for health care providers). We include 
750 third party administrators in the 
calculation of covered entities, to 
represent approximately 2.5 million 
ERISA plans,45 most of which are small 
entities, on whose behalf they carry our 
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46 Another type of covered entity, health care 
clearinghouses, generally will not bear these costs, 
as clearinghouses are not required to provide a 
notice of private practices to individuals and are 
involved in a miniscule fraction of breach 
incidents, if any. 

compliance activities. We have no 
information on how many of these plans 
self-administer, and we did not receive 
any information from commenters in 
this area and so do not include a 
separate estimate for plans that self- 
administer. 

We estimate that the breach 
notification requirements will result in 
$14.5 million in annual costs to covered 
entities. Dividing that amount by the 
approximately 19,000 entities that will 
actually experience a breach of 
protected health information each year, 
we estimate that the costs of complying 
with the breach notification 
requirements will amount to, on 
average, $763 per covered entity that 
must respond to a breach. Smaller 
covered entities likely will face much 
lower costs, as these entities generally 
have protected health information for 
far fewer individuals than do larger 
covered entities and breach notification 
costs are closely linked to the number 
of individuals affected by a given breach 
incident. 

The other source of costs for covered 
entities arises from the requirement to 
provide revised NPPs to the individuals 
they serve. We estimate that the 
approximately 700,000 covered entities 
will experience total costs of 
approximately $55.9 million for 
compliance with the NPP requirements, 
or about $80 per covered entity. 

We estimate the costs for 200,000– 
400,000 business associates to come into 
full compliance with the Security Rule 
to be approximately $22.6–$113 million. 
The average cost per affected business 
associate would be approximately $198. 

Finally, we estimate that 250,000 to 
500,000 business associates will incur 
costs totaling between $21 million and 
$42 million, respectively, to establish or 
significantly modify contracts with 
subcontractors to be in compliance with 
the rule’s requirements for business 
associate agreements. The average cost 
per business associate would be 
approximately $84. 

Based on the relatively small cost per 
covered entity and per business 
associate, the Secretary certifies that the 
Rule will not have a significant impact 
on a substantial number of small 
entities. Still, we considered and 
adopted several solutions for reducing 
the burden on small entities. 

First, we combined several required 
rules into one rulemaking, which will 
allow affected entities to revise and 
distribute their notices of privacy 
practices at one time rather than 
multiple times, as each separate rule 
was published. Second, in the final rule 
we increase flexibility for health plans 
by allowing them to send the revised 

notices with their annual mailings 
rather than requiring plans to send them 
to individuals in a separate mailing. 

Third, we allow covered entities and 
business associates with existing HIPAA 
compliant contracts twelve months from 
the date of the rule to renegotiate their 
contracts unless the contract is 
otherwise renewed or modified before 
such date. This amount of time plus the 
eight months from the publication date 
of the rule to the compliance date 
generally gives the parties 20 months to 
renegotiate their agreements. We believe 
that the added time will reduce the cost 
to revise agreements because the 
changes the rule requires will be 
incorporated into the routine updating 
of covered entities’ and business 
associates’ contracts. 

Finally, the Department has also 
published on its web site sample 
language for revising the contracts 
between covered entities and business 
associates. While the language is generic 
and may not suit all entities and 
agreements, particularly larger entities 
and those with more complex business 
relationships, we believe that it will 
particularly help small entities with 
their contract revisions and save them 
time and money in redrafting their 
contracts to conform to the rule. 

2. Unfunded Mandates Reform Act 
Section 202 of the Unfunded 

Mandates Reform Act of 1995 (UMRA) 
requires that agencies assess anticipated 
costs and benefits before issuing any 
rule whose mandates would require 
spending in any one year $100 million 
in 1995 dollars, updated annually for 
inflation. In 2011, that threshold is 
approximately $136 million. UMRA 
does not address the total cost of a rule. 
Rather, it focuses on certain categories 
of cost, mainly those ‘‘Federal mandate’’ 
costs resulting from: (1) Imposing 
enforceable duties on State, local, or 
Tribal governments, or on the private 
sector; or (2) increasing the stringency of 
conditions in, or decreasing the funding 
of, State, local, or Tribal governments 
under entitlement programs. 

We are able to identify between $114 
and $225.4 million in costs on both the 
private sector and State and Federal 
entities for compliance with the final 
modifications to the HIPAA Privacy and 
Security Rules, and for compliance with 
the final Breach Notification Rule. As 
stated above, there may be other costs 
we are not able to monetize because we 
lack data, and the rule may produce 
savings that may offset some or all of the 
added costs. We must also separately 
identify costs to be incurred by the 
private sector and those incurred by 
State and Federal entities. 

Some of the costs of the regulation 
will fall on covered entities, which are 
primarily health care providers and 
health plans.46 For the purpose of these 
calculations, we included all provider 
costs as private sector costs. While we 
recognize that some providers are State 
or Federal entities, we do not have 
adequate information to estimate the 
number of public providers, but we 
believe the number to be significantly 
less than 10 percent of all providers 
shown in Table 1. Therefore, as we did 
for the RFA analysis and for ease of 
calculation, we assumed that all 
provider costs are private sector costs. 
We did not receive any comments on 
this assumption. 

With respect to health plans, based on 
the data discussed in section C, we 
estimate that 60 percent of policy 
holders are served by private sector 
health plans and 40 percent of policy 
holders are served by public sector 
plans. Therefore, we attribute 60 percent 
of health plan costs to the private sector 
and 40 percent of plan costs to the 
public sector. 

The remaining costs of complying 
with the regulation will be borne by 
business associates of covered entities. 
We do not have data with which to 
estimate the numbers of private versus 
public entity business associates. 
However, we believe that the vast 
majority of, if not all, business 
associates, are private entities. 
Therefore, we assumed all business 
associate costs are private sector costs. 

Of the specific costs we can identify, 
we estimate that approximately 91 
percent of all costs, or between $103.7 
and $205 million, will fall on private 
sector health care providers, health 
plans, and business associates. The 
remaining costs, approximately $10.3– 
20.4 million, will fall on public sector 
health plans. The following paragraphs 
outline the distribution of costs arising 
from the four cost-bearing elements of 
the final rule: (1) Covered entities must 
revise and distribute notices of privacy 
practices, (2) Covered entities that 
experience a breach of protected health 
information must comply with the 
breach notification requirements, (3) 
certain business associates must revise 
contracts with subcontractors to meet 
business associate agreement 
requirements, and (4) Certain business 
associates must make efforts to achieve 
full compliance with the administrative 
requirements of the Security Rule. 
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We estimate the costs for to comply 
with the NPP provisions will reach 
about $55.9 million, which will be 
shared by providers and health plans. 
Providers will bear approximately $40.4 
million of these costs, all of which we 
attribute to the private sector. Health 
plans will bear approximately $15.5 
million and, as explained above, we 
have allocated 60 percent of health plan 
costs for NPPs, or $9.3 million, as 
private sector costs. Public plans will 
bear the remaining $6.2 million. 

We estimate that private entities will 
bear 93 percent of the costs of 
compliance with the breach notification 
requirements, or about $13.5 million. 
This is because the majority of breach 
reports are filed by health care 
providers, all of whose costs we 
attribute to the private sector. Consistent 
with our estimate that 60 percent of 
health plan members are enrolled in 
private sector plans, we also include as 
private costs 60 percent of the breach 
notification costs borne by health plans 
(based on the number of health plans 
that have filed breach reports). 

Finally, we estimate that all of the 
costs for business associates to create or 
revise business associate agreements 
with subcontractors ($42 million outer 
estimate), and to come into full 
compliance with the Security Rule 
($113 million outer estimate), will be 
private sector costs. 

As the estimated costs to private 
entities alone may exceed the $136 
million threshold, UMRA requires us to 
prepare an analysis of the costs and 
benefits of the rule. We have already 
done so, in accordance with Executive 
Orders 12866 and 13563, and present 
this analysis in sections C and D. 

3. Federalism 
Executive Order 13132 establishes 

certain requirements that an agency 
must meet when it promulgates a rule 
that imposes substantial direct 
requirement costs on State and local 
governments, preempts State law, or 
otherwise has Federalism implications. 

The Federalism implications of the 
Privacy and Security Rules were 
assessed as required by Executive Order 
13132 and published as part of the 
preambles to the final rules on 
December 28, 2000 (65 FR 82462, 
82797) and February 20, 2003 (68 FR 
8334, 8373), respectively. Regarding 
preemption, the preamble to the final 
Privacy Rule explains that the HIPAA 
statute dictates the relationship between 
State law and Privacy Rule 
requirements. Therefore, the Privacy 
Rule’s preemption provisions do not 
raise Federalism issues. The HITECH 
Act, at section 13421(a), provides that 
the HIPAA preemption provisions shall 
apply to the HITECH provisions and 
requirements. While we have made 
minor technical changes to the 
preemption provisions in Subpart B of 
Part 160 to conform to and incorporate 
the HITECH Act preemption provisions, 
these changes do not raise new 
Federalism issues. The changes include: 
(1) Amending the definitions of 
‘‘contrary’’ and ‘‘more stringent’’ to 
reference business associates; and (2) 
further amending the definition of 
contrary to provide that State law would 
be contrary to the HIPAA 
Administrative Simplification 
provisions if it stands as an obstacle to 
the accomplishment and execution of 
the full purposes and objectives of not 
only HIPAA, but also the HITECH Act. 

We do not believe that the rule will 
impose substantial direct compliance 
costs on State and local governments 
that are not required by statute. It is our 
understanding that State and local 
government covered entities do not 
engage in marketing, the sale of 
protected health information, or 
fundraising. Therefore, the 
modifications in these areas would not 
cause additional costs to State and local 
governments. We anticipate that the 
most significant direct costs on State 
and local governments will be the cost 
for State and local government-owned 
covered entities of drafting, printing, 
and distributing revised notices of 
privacy practices, which would include 
the cost of mailing these notices for 
State health plans, such as Medicaid. 
However, the costs involved can be 
attributed to the statutory requirements, 
which provide individuals with 
strengthened rights about which they 
need to be notified. 

In considering the principles in and 
requirements of Executive Order 13132, 
the Department has determined that 
these modifications to the Privacy and 
Security Rules will not significantly 
affect the rights, roles, and 
responsibilities of the States. 

F. Accounting Statement 

Whenever a rule is considered a 
significant rule under Executive Order 
12866, we are required to develop an 
accounting statement indicating the 
costs associated with promulgating the 
rule. Below, we present overall 
monetary annualized costs discounted 
at 3 percent and 7 percent as described 
in the Regulatory Impact Analysis. 

ESTIMATED COSTS OF THE FINAL RULE 
[In 2011 millions] 

Costs (annualized) 
Primary 
estimate 

($M) 

Minimum 
estimate 

($M) 

Maximum 
estimate 

($M) 

Discounted @7% ............................................................................................................. 42.8 34.8 50.6 
@3% ................................................................................................................................ 35.2 28.7 41.7 

In the RIA, we acknowledged several 
potential sources of costs that we were 
unable to quantify. Because we have no 
way to determine the extent to which 
entities currently engage in certain 
activities for which they now need 
authorization, or who will need to take 
on a new burden because of the rule, we 
cannot predict the magnitude of these 
costs with any certainty. These potential 
sources of cost include: 

1. Potential lost revenue to covered 
entities who forgo making certain 

subsidized health-related 
communications to individuals rather 
than obtain those individuals’ 
authorization for such communications; 

2. Costs to researchers to obtain 
authorization to make incentive 
payments (above the costs to prepare the 
data) to covered entities to produce data 
or, alternatively, a loss in revenue for 
covered entities who agree to accept 
only the costs to prepare and transmit 
the data; 

3. Potential costs to certain covered 
entities who purchase software or 
hardware to allow them to produce an 
electronic copy of individuals’ protected 
health information; and 

4. The burden to some health care 
providers of ensuring that an 
individual’s request to restrict a 
disclosure to a health plan is honored 
where it might not have been before the 
final rule. 

While we are certain the changes in 
this final rule also represent distinct 
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benefits to individuals with regard to 
the privacy and security of their health 
information, and with regard to their 
rights to that information, we are unable 
to quantify the benefits. Other expected 
qualitative benefits, which are described 
in detail above, include savings due to 
provisions simplifying and streamlining 
requirements and increasing flexibility. 
Such savings arise from: 

1. Eliminating the need for multiple 
forms for certain research studies by 
permitting compound authorizations; 

2. Obviating the need to find past 
research participants and obtain new 
authorizations for new research by 
allowing individuals to authorize future 
research uses and disclosures at the 
time of initial enrollment; 

3. Limiting the period of protection 
for decedent information to permit 
family members and historians to obtain 
information about a decedent without 
needing to find a personal 
representative of the deceased 
individual to authorize the disclosure; 

4. Permitting disclosures to a 
decedent’s family members or others 
involved in the care or payment for care 
prior to the decedent’s death; and 

5. Permitting covered entities to 
document a parent’s informal agreement 
to disclose immunization information to 
a child’s school rather than requiring a 
signed authorization form. 

VIII. Collection of Information 
Requirements 

This final rule contains the following 
information collections (i.e., reporting, 
recordkeeping, and third-party 
disclosures) under the Paperwork 
Reduction Act. Some of those 
provisions involve changes from the 
information collections set out in the 
proposed and interim final rules. These 
changes are noted below. 

A. Reporting 

• Notification to the Secretary of 
breaches of unsecured protected health 
information (§ 164.408). In the final 
rule, we revise our estimated number of 
respondents and responses to reflect our 
experience administering the interim 
final rule. 

B. Recordkeeping 

• Documentation of safeguards and 
policies and procedures under the 
Security Rule (§ 164.316). In the 
proposed rule, we assumed that all 
business associates were in compliance 
with the Security Rule’s documentation 
standard because of their contractual 
obligations to covered entities under the 
HIPAA Rules. In the final rule, we 
recognize that a minority of business 
associates, who have not previously 

maintained documentation of their 
policies and procedures and 
administrative safeguards under the 
Security Rule, may experience a burden 
coming into compliance with the 
documentation standard for the first 
time because they are now subject to 
direct liability under the Security Rule. 

• Business Associate Agreements 
(§ 164.504(e)). We assumed in the 
proposed rule that business associates 
and their subcontractors were 
complying with their existing 
contractual obligations but 
acknowledged that some contracts 
would have to be modified to reflect 
changes in the law. We requested 
comments on how many entities would 
be unable able to revise contracts, in the 
normal course of business, within the 
phase-in period. We did not receive 
comments that would allow us to make 
a specific estimate; nonetheless, in the 
final rule we assume that a significant 
minority of business associates will 
need to revise their business associate 
agreements with subcontractors (or 
establish such agreements for the first 
time if they were not previously in 
compliance). 

C. Third-Party Disclosures 

• Breach notification to affected 
individuals and the media (§§ 164.404 & 
164.406). We revise our estimates of the 
numbers of breaches, covered entities, 
and individuals affected to reflect our 
experience in administering the breach 
notification requirements under the 
interim final rule. 

• Revision and dissemination of 
notices of privacy practices for 
protected health information 
(§ 164.520). Our burden estimates for 
this provision in the proposed rule were 
based on the requirement for covered 
entities to send a separate mailing 
containing the new notice to each policy 
holder. As part of an effort to reduce 
overall burden, the final rule instead 
permits health plans to send the revised 
notice of privacy practices in their next 
annual mailing to policy holders, 
allowing them to avoid additional 
distribution burdens. We also revise the 
estimated number of affected covered 
entities based on updated information 
from the Department of Labor and the 
Small Business Administration. 

In addition to the changes 
summarized above, the information 
collections described in this final rule 
have been submitted to the Office of 
Management and Budget for review and 
approval. 

List of Subjects 

45 CFR Part 160 
Administrative practice and 

procedure, Computer technology, 
Electronic information system, 
Electronic transactions, Employer 
benefit plan, Health, Health care, Health 
facilities, Health insurance, Health 
records, Hospitals, Investigations, 
Medicaid, Medical research, Medicare, 
Penalties, Privacy, Reporting and record 
keeping requirements, Security. 

45 CFR Part 164 
Administrative practice and 

procedure, Computer technology, 
Electronic information system, 
Electronic transactions, Employer 
benefit plan, Health, Health care, Health 
facilities, Health insurance, Health 
records, Hospitals, Medicaid, Medical 
research, Medicare, Privacy, Reporting 
and record keeping requirements, 
Security. 

For the reasons set forth in the 
preamble, the Department amends 45 
CFR Subtitle A, Subchapter C, parts 160 
and 164, as set forth below: 

PART 160—GENERAL 
ADMINISTRATIVE REQUIREMENTS 

■ 1. The authority citation for part 160 
is revised to read as follows: 

Authority: 42 U.S.C. 1302(a); 42 U.S.C. 
1320d–1320d–9; sec. 264, Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d–2 
(note)); 5 U.S.C. 552; secs. 13400–13424, Pub. 
L. 111–5, 123 Stat. 258–279; and sec. 1104 of 
Pub. L. 111–148, 124 Stat. 146–154. 

■ 2. Revise § 160.101 to read as follows: 

§ 160.101 Statutory basis and purpose. 
The requirements of this subchapter 

implement sections 1171–1180 of the 
Social Security Act (the Act), sections 
262 and 264 of Public Law 104–191, 
section 105 of Public Law 110–233, 
sections 13400–13424 of Public Law 
111–5, and section 1104 of Public Law 
111–148. 
■ 3. Amend § 160.102 as follows: 
■ a. Redesignate paragraph (b) as 
paragraph (c); and 
■ b. Add new paragraph (b) to read as 
follows: 

§ 160.102 Applicability. 

* * * * * 
(b) Where provided, the standards, 

requirements, and implementation 
specifications adopted under this 
subchapter apply to a business 
associate. 
* * * * * 
■ 4. Amend § 160.103 as follows: 
■ a. Revise the definitions of ‘‘Business 
associate’’, ‘‘Compliance date’’, 
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‘‘Disclosure’’, ‘‘Electronic media’’, the 
introductory text of the definition of 
‘‘Health information’’, paragraphs (1)(vi) 
through (xi), and (xv) of the definition 
of ‘‘Health plan’’, paragraph (2) of the 
definition of ‘‘Protected health 
information,’’ and the definitions of 
‘‘Standard’’, ‘‘State’’, and ‘‘Workforce’’; 
and 
■ b. Add, in alphabetical order, new 
definitions of ‘‘Administrative 
simplification provision’’, ‘‘ALJ’’, ‘‘Civil 
money penalty or penalty’’, ‘‘Family 
member’’, ‘‘Genetic information’’, 
‘‘Genetic services’’, ‘‘Genetic test’’, 
‘‘Manifestation or manifested’’, 
‘‘Respondent’’, ‘‘Subcontractor’’, and 
‘‘Violation or violate’’. 

The revisions and additions read as 
follows: 

§ 160.103 Definitions. 

* * * * * 
Administrative simplification 

provision means any requirement or 
prohibition established by: 

(1) 42 U.S.C. 1320d–1320d–4, 1320d– 
7, 1320d–8, and 1320d–9; 

(2) Section 264 of Pub. L. 104–191; 
(3) Sections 13400–13424 of Public 

Law 111–5; or 
(4) This subchapter. 
ALJ means Administrative Law Judge. 

* * * * * 
Business associate: (1) Except as 

provided in paragraph (4) of this 
definition, business associate means, 
with respect to a covered entity, a 
person who: 

(i) On behalf of such covered entity or 
of an organized health care arrangement 
(as defined in this section) in which the 
covered entity participates, but other 
than in the capacity of a member of the 
workforce of such covered entity or 
arrangement, creates, receives, 
maintains, or transmits protected health 
information for a function or activity 
regulated by this subchapter, including 
claims processing or administration, 
data analysis, processing or 
administration, utilization review, 
quality assurance, patient safety 
activities listed at 42 CFR 3.20, billing, 
benefit management, practice 
management, and repricing; or 

(ii) Provides, other than in the 
capacity of a member of the workforce 
of such covered entity, legal, actuarial, 
accounting, consulting, data aggregation 
(as defined in § 164.501 of this 
subchapter), management, 
administrative, accreditation, or 
financial services to or for such covered 
entity, or to or for an organized health 
care arrangement in which the covered 
entity participates, where the provision 
of the service involves the disclosure of 
protected health information from such 

covered entity or arrangement, or from 
another business associate of such 
covered entity or arrangement, to the 
person. 

(2) A covered entity may be a business 
associate of another covered entity. 

(3) Business associate includes: 
(i) A Health Information Organization, 

E-prescribing Gateway, or other person 
that provides data transmission services 
with respect to protected health 
information to a covered entity and that 
requires access on a routine basis to 
such protected health information. 

(ii) A person that offers a personal 
health record to one or more individuals 
on behalf of a covered entity. 

(iii) A subcontractor that creates, 
receives, maintains, or transmits 
protected health information on behalf 
of the business associate. 

(4) Business associate does not 
include: 

(i) A health care provider, with 
respect to disclosures by a covered 
entity to the health care provider 
concerning the treatment of the 
individual. 

(ii) A plan sponsor, with respect to 
disclosures by a group health plan (or 
by a health insurance issuer or HMO 
with respect to a group health plan) to 
the plan sponsor, to the extent that the 
requirements of § 164.504(f) of this 
subchapter apply and are met. 

(iii) A government agency, with 
respect to determining eligibility for, or 
enrollment in, a government health plan 
that provides public benefits and is 
administered by another government 
agency, or collecting protected health 
information for such purposes, to the 
extent such activities are authorized by 
law. 

(iv) A covered entity participating in 
an organized health care arrangement 
that performs a function or activity as 
described by paragraph (1)(i) of this 
definition for or on behalf of such 
organized health care arrangement, or 
that provides a service as described in 
paragraph (1)(ii) of this definition to or 
for such organized health care 
arrangement by virtue of such activities 
or services. 

Civil money penalty or penalty means 
the amount determined under § 160.404 
of this part and includes the plural of 
these terms. 
* * * * * 

Compliance date means the date by 
which a covered entity or business 
associate must comply with a standard, 
implementation specification, 
requirement, or modification adopted 
under this subchapter. 
* * * * * 

Disclosure means the release, transfer, 
provision of access to, or divulging in 

any manner of information outside the 
entity holding the information. 
* * * * * 

Electronic media means: 
(1) Electronic storage material on 

which data is or may be recorded 
electronically, including, for example, 
devices in computers (hard drives) and 
any removable/transportable digital 
memory medium, such as magnetic tape 
or disk, optical disk, or digital memory 
card; 

(2) Transmission media used to 
exchange information already in 
electronic storage media. Transmission 
media include, for example, the 
Internet, extranet or intranet, leased 
lines, dial-up lines, private networks, 
and the physical movement of 
removable/transportable electronic 
storage media. Certain transmissions, 
including of paper, via facsimile, and of 
voice, via telephone, are not considered 
to be transmissions via electronic media 
if the information being exchanged did 
not exist in electronic form immediately 
before the transmission. 
* * * * * 

Family member means, with respect 
to an individual: 

(1) A dependent (as such term is 
defined in 45 CFR 144.103), of the 
individual; or 

(2) Any other person who is a first- 
degree, second-degree, third-degree, or 
fourth-degree relative of the individual 
or of a dependent of the individual. 
Relatives by affinity (such as by 
marriage or adoption) are treated the 
same as relatives by consanguinity (that 
is, relatives who share a common 
biological ancestor). In determining the 
degree of the relationship, relatives by 
less than full consanguinity (such as 
half-siblings, who share only one 
parent) are treated the same as relatives 
by full consanguinity (such as siblings 
who share both parents). 

(i) First-degree relatives include 
parents, spouses, siblings, and children. 

(ii) Second-degree relatives include 
grandparents, grandchildren, aunts, 
uncles, nephews, and nieces. 

(iii) Third-degree relatives include 
great-grandparents, great-grandchildren, 
great aunts, great uncles, and first 
cousins. 

(iv) Fourth-degree relatives include 
great-great grandparents, great-great 
grandchildren, and children of first 
cousins. 

Genetic information means: 
(1) Subject to paragraphs (2) and (3) 

of this definition, with respect to an 
individual, information about: 

(i) The individual’s genetic tests; 
(ii) The genetic tests of family 

members of the individual; 
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(iii) The manifestation of a disease or 
disorder in family members of such 
individual; or 

(iv) Any request for, or receipt of, 
genetic services, or participation in 
clinical research which includes genetic 
services, by the individual or any family 
member of the individual. 

(2) Any reference in this subchapter to 
genetic information concerning an 
individual or family member of an 
individual shall include the genetic 
information of: 

(i) A fetus carried by the individual or 
family member who is a pregnant 
woman; and 

(ii) Any embryo legally held by an 
individual or family member utilizing 
an assisted reproductive technology. 

(3) Genetic information excludes 
information about the sex or age of any 
individual. 

Genetic services means: 
(1) A genetic test; 
(2) Genetic counseling (including 

obtaining, interpreting, or assessing 
genetic information); or 

(3) Genetic education. 
Genetic test means an analysis of 

human DNA, RNA, chromosomes, 
proteins, or metabolites, if the analysis 
detects genotypes, mutations, or 
chromosomal changes. Genetic test does 
not include an analysis of proteins or 
metabolites that is directly related to a 
manifested disease, disorder, or 
pathological condition. 
* * * * * 

Health information means any 
information, including genetic 
information, whether oral or recorded in 
any form or medium, that: * * * 
* * * * * 

Health plan means * * * 
(1) * * * 
(vi) The Voluntary Prescription Drug 

Benefit Program under Part D of title 
XVIII of the Act, 42 U.S.C. 1395w–101 
through 1395w–152. 

(vii) An issuer of a Medicare 
supplemental policy (as defined in 
section 1882(g)(1) of the Act, 42 U.S.C. 
1395ss(g)(1)). 

(viii) An issuer of a long-term care 
policy, excluding a nursing home fixed 
indemnity policy. 

(ix) An employee welfare benefit plan 
or any other arrangement that is 
established or maintained for the 
purpose of offering or providing health 
benefits to the employees of two or more 
employers. 

(x) The health care program for 
uniformed services under title 10 of the 
United States Code. 

(xi) The veterans health care program 
under 38 U.S.C. chapter 17. 
* * * * * 

(xv) The Medicare Advantage program 
under Part C of title XVIII of the Act, 42 
U.S.C. 1395w–21 through 1395w–28. 
* * * * * 

Manifestation or manifested means, 
with respect to a disease, disorder, or 
pathological condition, that an 
individual has been or could reasonably 
be diagnosed with the disease, disorder, 
or pathological condition by a health 
care professional with appropriate 
training and expertise in the field of 
medicine involved. For purposes of this 
subchapter, a disease, disorder, or 
pathological condition is not manifested 
if the diagnosis is based principally on 
genetic information. 
* * * * * 

Protected health information * * * 
(2) Protected health information 

excludes individually identifiable 
health information: 

(i) In education records covered by 
the Family Educational Rights and 
Privacy Act, as amended, 20 U.S.C. 
1232g; 

(ii) In records described at 20 U.S.C. 
1232g(a)(4)(B)(iv); 

(iii) In employment records held by a 
covered entity in its role as employer; 
and 

(iv) Regarding a person who has been 
deceased for more than 50 years. 
* * * * * 

Respondent means a covered entity or 
business associate upon which the 
Secretary has imposed, or proposes to 
impose, a civil money penalty. 
* * * * * 

Standard means a rule, condition, or 
requirement: 

(1) Describing the following 
information for products, systems, 
services, or practices: 

(i) Classification of components; 
(ii) Specification of materials, 

performance, or operations; or 
(iii) Delineation of procedures; or 
(2) With respect to the privacy of 

protected health information. 
* * * * * 

State refers to one of the following: 
(1) For a health plan established or 

regulated by Federal law, State has the 
meaning set forth in the applicable 
section of the United States Code for 
such health plan. 

(2) For all other purposes, State 
means any of the several States, the 
District of Columbia, the 
Commonwealth of Puerto Rico, the 
Virgin Islands, Guam, American Samoa, 
and the Commonwealth of the Northern 
Mariana Islands. 

Subcontractor means a person to 
whom a business associate delegates a 
function, activity, or service, other than 

in the capacity of a member of the 
workforce of such business associate. 
* * * * * 

Violation or violate means, as the 
context may require, failure to comply 
with an administrative simplification 
provision. 

Workforce means employees, 
volunteers, trainees, and other persons 
whose conduct, in the performance of 
work for a covered entity or business 
associate, is under the direct control of 
such covered entity or business 
associate, whether or not they are paid 
by the covered entity or business 
associate. 
■ 5. Add § 160.105 to subpart A to read 
as follows: 

§ 160.105 Compliance dates for 
implementation of new or modified 
standards and implementation 
specifications. 

Except as otherwise provided, with 
respect to rules that adopt new 
standards and implementation 
specifications or modifications to 
standards and implementation 
specifications in this subchapter in 
accordance with § 160.104 that become 
effective after January 25, 2013, covered 
entities and business associates must 
comply with the applicable new 
standards and implementation 
specifications, or modifications to 
standards and implementation 
specifications, no later than 180 days 
from the effective date of any such 
standards or implementation 
specifications. 
■ 6. Revise § 160.201 to read as follows: 

§ 160.201 Statutory basis. 
The provisions of this subpart 

implement section 1178 of the Act, 
section 262 of Public Law 104–191, 
section 264(c) of Public Law 104–191, 
and section 13421(a) of Public Law 111– 
5. 
■ 7. In § 160.202, revise the definition of 
‘‘Contrary’’ and paragraph (1)(i) of the 
definition of ‘‘More stringent’’ to read as 
follows: 

§ 160.202 Definitions. 

* * * * * 
Contrary, when used to compare a 

provision of State law to a standard, 
requirement, or implementation 
specification adopted under this 
subchapter, means: 

(1) A covered entity or business 
associate would find it impossible to 
comply with both the State and Federal 
requirements; or 

(2) The provision of State law stands 
as an obstacle to the accomplishment 
and execution of the full purposes and 
objectives of part C of title XI of the Act, 
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section 264 of Public Law 104–191, or 
sections 13400–13424 of Public Law 
111–5, as applicable. 

More stringent * * * 
(1) * * * 
(i) Required by the Secretary in 

connection with determining whether a 
covered entity or business associate is in 
compliance with this subchapter; or 
* * * * * 
■ 8. Revise § 160.300 to read as follows: 

§ 160.300 Applicability. 
This subpart applies to actions by the 

Secretary, covered entities, business 
associates, and others with respect to 
ascertaining the compliance by covered 
entities and business associates with, 
and the enforcement of, the applicable 
provisions of this part 160 and parts 162 
and 164 of this subchapter. 

§ 160.302 [Removed and Reserved] 

■ 9. Remove and reserve § 160.302. 
■ 10. Revise § 160.304 to read as 
follows: 

§ 160.304 Principles for achieving 
compliance. 

(a) Cooperation. The Secretary will, to 
the extent practicable and consistent 
with the provisions of this subpart, seek 
the cooperation of covered entities and 
business associates in obtaining 
compliance with the applicable 
administrative simplification 
provisions. 

(b) Assistance. The Secretary may 
provide technical assistance to covered 
entities and business associates to help 
them comply voluntarily with the 
applicable administrative simplification 
provisions. 
■ 11. In § 160.306, revise paragraphs (a) 
and (c) to read as follows: 

§ 160.306 Complaints to the Secretary. 
(a) Right to file a complaint. A person 

who believes a covered entity or 
business associate is not complying 
with the administrative simplification 
provisions may file a complaint with the 
Secretary. 
* * * * * 

(c) Investigation. (1) The Secretary 
will investigate any complaint filed 
under this section when a preliminary 
review of the facts indicates a possible 
violation due to willful neglect. 

(2) The Secretary may investigate any 
other complaint filed under this section. 

(3) An investigation under this section 
may include a review of the pertinent 
policies, procedures, or practices of the 
covered entity or business associate and 
of the circumstances regarding any 
alleged violation. 

(4) At the time of the initial written 
communication with the covered entity 

or business associate about the 
complaint, the Secretary will describe 
the acts and/or omissions that are the 
basis of the complaint. 
■ 12. Revise § 160.308 to read as 
follows: 

§ 160.308 Compliance reviews. 
(a) The Secretary will conduct a 

compliance review to determine 
whether a covered entity or business 
associate is complying with the 
applicable administrative simplification 
provisions when a preliminary review 
of the facts indicates a possible violation 
due to willful neglect. 

(b) The Secretary may conduct a 
compliance review to determine 
whether a covered entity or business 
associate is complying with the 
applicable administrative simplification 
provisions in any other circumstance. 
■ 13. Revise § 160.310 to read as 
follows: 

§ 160.310 Responsibilities of covered 
entities and business associates. 

(a) Provide records and compliance 
reports. A covered entity or business 
associate must keep such records and 
submit such compliance reports, in such 
time and manner and containing such 
information, as the Secretary may 
determine to be necessary to enable the 
Secretary to ascertain whether the 
covered entity or business associate has 
complied or is complying with the 
applicable administrative simplification 
provisions. 

(b) Cooperate with complaint 
investigations and compliance reviews. 
A covered entity or business associate 
must cooperate with the Secretary, if the 
Secretary undertakes an investigation or 
compliance review of the policies, 
procedures, or practices of the covered 
entity or business associate to determine 
whether it is complying with the 
applicable administrative simplification 
provisions. 

(c) Permit access to information. (1) A 
covered entity or business associate 
must permit access by the Secretary 
during normal business hours to its 
facilities, books, records, accounts, and 
other sources of information, including 
protected health information, that are 
pertinent to ascertaining compliance 
with the applicable administrative 
simplification provisions. If the 
Secretary determines that exigent 
circumstances exist, such as when 
documents may be hidden or destroyed, 
a covered entity or business associate 
must permit access by the Secretary at 
any time and without notice. 

(2) If any information required of a 
covered entity or business associate 
under this section is in the exclusive 

possession of any other agency, 
institution, or person and the other 
agency, institution, or person fails or 
refuses to furnish the information, the 
covered entity or business associate 
must so certify and set forth what efforts 
it has made to obtain the information. 

(3) Protected health information 
obtained by the Secretary in connection 
with an investigation or compliance 
review under this subpart will not be 
disclosed by the Secretary, except if 
necessary for ascertaining or enforcing 
compliance with the applicable 
administrative simplification 
provisions, if otherwise required by law, 
or if permitted under 5 U.S.C. 
552a(b)(7). 
■ 14. Revise § 160.312 to read as 
follows: 

§ 160.312 Secretarial action regarding 
complaints and compliance reviews. 

(a) Resolution when noncompliance is 
indicated. (1) If an investigation of a 
complaint pursuant to § 160.306 or a 
compliance review pursuant to 
§ 160.308 indicates noncompliance, the 
Secretary may attempt to reach a 
resolution of the matter satisfactory to 
the Secretary by informal means. 
Informal means may include 
demonstrated compliance or a 
completed corrective action plan or 
other agreement. 

(2) If the matter is resolved by 
informal means, the Secretary will so 
inform the covered entity or business 
associate and, if the matter arose from 
a complaint, the complainant, in 
writing. 

(3) If the matter is not resolved by 
informal means, the Secretary will— 

(i) So inform the covered entity or 
business associate and provide the 
covered entity or business associate an 
opportunity to submit written evidence 
of any mitigating factors or affirmative 
defenses for consideration under 
§§ 160.408 and 160.410 of this part. The 
covered entity or business associate 
must submit any such evidence to the 
Secretary within 30 days (computed in 
the same manner as prescribed under 
§ 160.526 of this part) of receipt of such 
notification; and 

(ii) If, following action pursuant to 
paragraph (a)(3)(i) of this section, the 
Secretary finds that a civil money 
penalty should be imposed, inform the 
covered entity or business associate of 
such finding in a notice of proposed 
determination in accordance with 
§ 160.420 of this part. 

(b) Resolution when no violation is 
found. If, after an investigation pursuant 
to § 160.306 or a compliance review 
pursuant to § 160.308, the Secretary 
determines that further action is not 
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warranted, the Secretary will so inform 
the covered entity or business associate 
and, if the matter arose from a 
complaint, the complainant, in writing. 
■ 15. In § 160.316, revise the 
introductory text to read as follows: 

§ 160.316 Refraining from intimidation or 
retaliation. 

A covered entity or business associate 
may not threaten, intimidate, coerce, 
harass, discriminate against, or take any 
other retaliatory action against any 
individual or other person for— 
* * * * * 
■ 16. In § 160.401, revise the definition 
of ‘‘Reasonable cause’’ to read as 
follows: 

§ 160.401 Definitions. 

* * * * * 
Reasonable cause means an act or 

omission in which a covered entity or 
business associate knew, or by 
exercising reasonable diligence would 
have known, that the act or omission 
violated an administrative 
simplification provision, but in which 
the covered entity or business associate 
did not act with willful neglect. 
* * * * * 
■ 17. Revise § 160.402 to read as 
follows: 

§ 160.402 Basis for a civil money penalty. 
(a) General rule. Subject to § 160.410, 

the Secretary will impose a civil money 
penalty upon a covered entity or 
business associate if the Secretary 
determines that the covered entity or 
business associate has violated an 
administrative simplification provision. 

(b) Violation by more than one 
covered entity or business associate. (1) 
Except as provided in paragraph (b)(2) 
of this section, if the Secretary 
determines that more than one covered 
entity or business associate was 
responsible for a violation, the Secretary 
will impose a civil money penalty 
against each such covered entity or 
business associate. 

(2) A covered entity that is a member 
of an affiliated covered entity, in 
accordance with § 164.105(b) of this 
subchapter, is jointly and severally 
liable for a civil money penalty for a 
violation of part 164 of this subchapter 
based on an act or omission of the 
affiliated covered entity, unless it is 
established that another member of the 
affiliated covered entity was responsible 
for the violation. 

(c) Violation attributed to a covered 
entity or business associate. (1) A 
covered entity is liable, in accordance 
with the Federal common law of agency, 
for a civil money penalty for a violation 

based on the act or omission of any 
agent of the covered entity, including a 
workforce member or business 
associate, acting within the scope of the 
agency. 

(2) A business associate is liable, in 
accordance with the Federal common 
law of agency, for a civil money penalty 
for a violation based on the act or 
omission of any agent of the business 
associate, including a workforce 
member or subcontractor, acting within 
the scope of the agency. 
■ 18. In § 160.404, revise the 
introductory text of paragraphs (b)(2)(i), 
(b)(2)(iii), and (b)(2)(iv) to read as 
follows: 

§ 160.404 Amount of a civil money penalty. 
* * * * * 

(b) * * * 
(2) * * * 
(i) For a violation in which it is 

established that the covered entity or 
business associate did not know and, by 
exercising reasonable diligence, would 
not have known that the covered entity 
or business associate violated such 
provision, 
* * * * * 

(iii) For a violation in which it is 
established that the violation was due to 
willful neglect and was corrected during 
the 30-day period beginning on the first 
date the covered entity or business 
associate liable for the penalty knew, or, 
by exercising reasonable diligence, 
would have known that the violation 
occurred, 
* * * * * 

(iv) For a violation in which it is 
established that the violation was due to 
willful neglect and was not corrected 
during the 30-day period beginning on 
the first date the covered entity or 
business associate liable for the penalty 
knew, or, by exercising reasonable 
diligence, would have known that the 
violation occurred, 
* * * * * 
■ 19. Revise § 160.406 to read as 
follows: 

§ 160.406 Violations of an identical 
requirement or prohibition. 

The Secretary will determine the 
number of violations of an 
administrative simplification provision 
based on the nature of the covered 
entity’s or business associate’s 
obligation to act or not act under the 
provision that is violated, such as its 
obligation to act in a certain manner, or 
within a certain time, or to act or not act 
with respect to certain persons. In the 
case of continuing violation of a 
provision, a separate violation occurs 
each day the covered entity or business 
associate is in violation of the provision. 

■ 20. Revise § 160.408 to read as 
follows: 

§ 160.408 Factors considered in 
determining the amount of a civil money 
penalty. 

In determining the amount of any 
civil money penalty, the Secretary will 
consider the following factors, which 
may be mitigating or aggravating as 
appropriate: 

(a) The nature and extent of the 
violation, consideration of which may 
include but is not limited to: 

(1) The number of individuals 
affected; and 

(2) The time period during which the 
violation occurred; 

(b) The nature and extent of the harm 
resulting from the violation, 
consideration of which may include but 
is not limited to: 

(1) Whether the violation caused 
physical harm; 

(2) Whether the violation resulted in 
financial harm; 

(3) Whether the violation resulted in 
harm to an individual’s reputation; and 

(4) Whether the violation hindered an 
individual’s ability to obtain health 
care; 

(c) The history of prior compliance 
with the administrative simplification 
provisions, including violations, by the 
covered entity or business associate, 
consideration of which may include but 
is not limited to: 

(1) Whether the current violation is 
the same or similar to previous 
indications of noncompliance; 

(2) Whether and to what extent the 
covered entity or business associate has 
attempted to correct previous 
indications of noncompliance; 

(3) How the covered entity or business 
associate has responded to technical 
assistance from the Secretary provided 
in the context of a compliance effort; 
and 

(4) How the covered entity or business 
associate has responded to prior 
complaints; 

(d) The financial condition of the 
covered entity or business associate, 
consideration of which may include but 
is not limited to: 

(1) Whether the covered entity or 
business associate had financial 
difficulties that affected its ability to 
comply; 

(2) Whether the imposition of a civil 
money penalty would jeopardize the 
ability of the covered entity or business 
associate to continue to provide, or to 
pay for, health care; and 

(3) The size of the covered entity or 
business associate; and 

(e) Such other matters as justice may 
require. 
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■ 21. Revise § 160.410 to read as 
follows: 

§ 160.410 Affirmative defenses. 
(a) The Secretary may not: 
(1) Prior to February 18, 2011, impose 

a civil money penalty on a covered 
entity or business associate for an act 
that violates an administrative 
simplification provision if the covered 
entity or business associate establishes 
that the violation is punishable under 
42 U.S.C. 1320d–6. 

(2) On or after February 18, 2011, 
impose a civil money penalty on a 
covered entity or business associate for 
an act that violates an administrative 
simplification provision if the covered 
entity or business associate establishes 
that a penalty has been imposed under 
42 U.S.C. 1320d–6 with respect to such 
act. 

(b) For violations occurring prior to 
February 18, 2009, the Secretary may 
not impose a civil money penalty on a 
covered entity for a violation if the 
covered entity establishes that an 
affirmative defense exists with respect 
to the violation, including the following: 

(1) The covered entity establishes, to 
the satisfaction of the Secretary, that it 
did not have knowledge of the violation, 
determined in accordance with the 
Federal common law of agency, and by 
exercising reasonable diligence, would 
not have known that the violation 
occurred; or 

(2) The violation is— 
(i) Due to circumstances that would 

make it unreasonable for the covered 
entity, despite the exercise of ordinary 
business care and prudence, to comply 
with the administrative simplification 
provision violated and is not due to 
willful neglect; and 

(ii) Corrected during either: 
(A) The 30-day period beginning on 

the first date the covered entity liable 
for the penalty knew, or by exercising 
reasonable diligence would have 
known, that the violation occurred; or 

(B) Such additional period as the 
Secretary determines to be appropriate 
based on the nature and extent of the 
failure to comply. 

(c) For violations occurring on or after 
February 18, 2009, the Secretary may 
not impose a civil money penalty on a 
covered entity or business associate for 
a violation if the covered entity or 
business associate establishes to the 
satisfaction of the Secretary that the 
violation is— 

(1) Not due to willful neglect; and 
(2) Corrected during either: 
(i) The 30-day period beginning on 

the first date the covered entity or 
business associate liable for the penalty 
knew, or, by exercising reasonable 

diligence, would have known that the 
violation occurred; or 

(ii) Such additional period as the 
Secretary determines to be appropriate 
based on the nature and extent of the 
failure to comply. 
■ 22. Revise § 160.412 to read as 
follows: 

§ 160.412 Waiver. 
For violations described in 

§ 160.410(b)(2) or (c) that are not 
corrected within the period specified 
under such paragraphs, the Secretary 
may waive the civil money penalty, in 
whole or in part, to the extent that the 
payment of the penalty would be 
excessive relative to the violation. 
■ 23. Revise § 160.418 to read as 
follows: 

§ 160.418 Penalty not exclusive. 
Except as otherwise provided by 42 

U.S.C. 1320d–5(b)(1) and 42 U.S.C. 
299b–22(f)(3), a penalty imposed under 
this part is in addition to any other 
penalty prescribed by law. 
■ 24. Amend § 160.534 as follows: 
■ a. Revise paragraph (b)(1)(iii); 
■ b. Add paragraph (b)(1)(iv); and 
■ c. Revise paragraph (b)(2). 

The revisions read as follows: 

§ 160.534 The hearing. 

* * * * * 
(b)(1) * * * 
(iii) Claim that a proposed penalty 

should be reduced or waived pursuant 
to § 160.412 of this part; and 

(iv) Compliance with subpart D of 
part 164, as provided under 
§ 164.414(b). 

(2) The Secretary has the burden of 
going forward and the burden of 
persuasion with respect to all other 
issues, including issues of liability other 
than with respect to subpart D of part 
164, and the existence of any factors 
considered aggravating factors in 
determining the amount of the proposed 
penalty. 
* * * * * 

PART 164—SECURITY AND PRIVACY 

■ 25. The authority citation for part 164 
is revised to read as follows: 

Authority: 42 U.S.C. 1302(a); 42 U.S.C. 
1320d–1320d–9; sec. 264, Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d– 
2(note)); and secs. 13400–13424, Pub. L. 111– 
5, 123 Stat. 258–279. 
■ 26. Revise § 164.102 to read as 
follows: 

§ 164.102 Statutory basis. 
The provisions of this part are 

adopted pursuant to the Secretary’s 
authority to prescribe standards, 

requirements, and implementation 
specifications under part C of title XI of 
the Act, section 264 of Public Law 104– 
191, and sections 13400–13424 of 
Public Law 111–5. 
■ 27. In § 164.104, revise paragraph (b) 
to read as follows: 

§ 164.104 Applicability. 

* * * * * 
(b) Where provided, the standards, 

requirements, and implementation 
specifications adopted under this part 
apply to a business associate. 
■ 28. Amend § 164.105 as follows: 
■ a. Revise the introductory text of 
paragraph (a)(1), the introductory text of 
paragraph (a)(2)(i), paragraph (a)(2)(ii), 
the introductory text of paragraph 
(a)(2)(iii), and paragraphs (a)(2)(iii)(A) 
and (B); 
■ b. Redesignate paragraph (a)(2)(iii)(C) 
as paragraph (a)(2)(iii)(D) and add new 
paragraph (a)(2)(iii)(C); 
■ c. Revise newly redesignated 
paragraph (a)(2)(iii)(D); and 
■ d. Revise paragraph (b). 

The revisions read as follows: 

§ 164.105 Organizational requirements. 

(a)(1) Standard: Health care 
component. If a covered entity is a 
hybrid entity, the requirements of this 
part, other than the requirements of this 
section, § 164.314, and § 164.504, apply 
only to the health care component(s) of 
the entity, as specified in this section. 

(2) * * * 
(i) Application of other provisions. In 

applying a provision of this part, other 
than the requirements of this section, 
§ 164.314, and § 164.504, to a hybrid 
entity: 
* * * * * 

(ii) Safeguard requirements. The 
covered entity that is a hybrid entity 
must ensure that a health care 
component of the entity complies with 
the applicable requirements of this part. 
In particular, and without limiting this 
requirement, such covered entity must 
ensure that: 

(A) Its health care component does 
not disclose protected health 
information to another component of 
the covered entity in circumstances in 
which subpart E of this part would 
prohibit such disclosure if the health 
care component and the other 
component were separate and distinct 
legal entities; 

(B) Its health care component protects 
electronic protected health information 
with respect to another component of 
the covered entity to the same extent 
that it would be required under subpart 
C of this part to protect such 
information if the health care 
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component and the other component 
were separate and distinct legal entities; 

(C) If a person performs duties for 
both the health care component in the 
capacity of a member of the workforce 
of such component and for another 
component of the entity in the same 
capacity with respect to that 
component, such workforce member 
must not use or disclose protected 
health information created or received 
in the course of or incident to the 
member’s work for the health care 
component in a way prohibited by 
subpart E of this part. 

(iii) Responsibilities of the covered 
entity. A covered entity that is a hybrid 
entity has the following responsibilities: 

(A) For purposes of subpart C of part 
160 of this subchapter, pertaining to 
compliance and enforcement, the 
covered entity has the responsibility of 
complying with this part. 

(B) The covered entity is responsible 
for complying with § 164.316(a) and 
§ 164.530(i), pertaining to the 
implementation of policies and 
procedures to ensure compliance with 
applicable requirements of this part, 
including the safeguard requirements in 
paragraph (a)(2)(ii) of this section. 

(C) The covered entity is responsible 
for complying with § 164.314 and 
§ 164.504 regarding business associate 
arrangements and other organizational 
requirements. 

(D) The covered entity is responsible 
for designating the components that are 
part of one or more health care 
components of the covered entity and 
documenting the designation in 
accordance with paragraph (c) of this 
section, provided that, if the covered 
entity designates one or more health 
care components, it must include any 
component that would meet the 
definition of a covered entity or 
business associate if it were a separate 
legal entity. Health care component(s) 
also may include a component only to 
the extent that it performs covered 
functions. 

(b)(1) Standard: Affiliated covered 
entities. Legally separate covered 
entities that are affiliated may designate 
themselves as a single covered entity for 
purposes of this part. 

(2) Implementation specifications. 
(i) Requirements for designation of an 

affiliated covered entity. 
(A) Legally separate covered entities 

may designate themselves (including 
any health care component of such 
covered entity) as a single affiliated 
covered entity, for purposes of this part, 
if all of the covered entities designated 
are under common ownership or 
control. 

(B) The designation of an affiliated 
covered entity must be documented and 
the documentation maintained as 
required by paragraph (c) of this section. 

(ii) Safeguard requirements. An 
affiliated covered entity must ensure 
that it complies with the applicable 
requirements of this part, including, if 
the affiliated covered entity combines 
the functions of a health plan, health 
care provider, or health care 
clearinghouse, § 164.308(a)(4)(ii)(A) and 
§ 164.504(g), as applicable. 
* * * * * 
■ 29. Revise § 164.106 to read as 
follows: 

§ 164.106 Relationship to other parts. 

In complying with the requirements 
of this part, covered entities and, where 
provided, business associates, are 
required to comply with the applicable 
provisions of parts 160 and 162 of this 
subchapter. 
■ 30. The authority citation for subpart 
C of part 164 is revised to read as 
follows: 

Authority: 42 U.S.C. 1320d–2 and 1320d– 
4; sec. 13401, Pub. L. 111–5, 123 Stat. 260. 

■ 31. Revise § 164.302 to read as 
follows: 

§ 164.302 Applicability. 

A covered entity or business associate 
must comply with the applicable 
standards, implementation 
specifications, and requirements of this 
subpart with respect to electronic 
protected health information of a 
covered entity. 
■ 32. In § 164.304, revise the definitions 
of ‘‘Administrative safeguards’’ and 
‘‘Physical safeguards’’ to read as 
follows: 

§ 164.304 Definitions. 

* * * * * 
Administrative safeguards are 

administrative actions, and policies and 
procedures, to manage the selection, 
development, implementation, and 
maintenance of security measures to 
protect electronic protected health 
information and to manage the conduct 
of the covered entity’s or business 
associate’s workforce in relation to the 
protection of that information. 
* * * * * 

Physical safeguards are physical 
measures, policies, and procedures to 
protect a covered entity’s or business 
associate’s electronic information 
systems and related buildings and 
equipment, from natural and 
environmental hazards, and 
unauthorized intrusion. 
* * * * * 

■ 33. Amend § 164.306 as follows: 
■ a. Revise the introductory text of 
paragraph (a) and paragraph (a)(1); 
■ b. Revise paragraph (b)(1), the 
introductory text of paragraph (b)(2), 
and paragraphs (b)(2)(i) and (b)(2)(ii); 
■ c. Revise paragraph (c); 
■ d. Revise paragraph (d)(2), the 
introductory text of paragraph (d)(3), 
paragraph (d)(3)(i), and the introductory 
text of paragraph (d)(3)(ii); and 
■ e. Revise paragraph (e). 

The revisions read as follows: 

§ 164.306 Security standards: General 
rules. 

(a) General requirements. Covered 
entities and business associates must do 
the following: 

(1) Ensure the confidentiality, 
integrity, and availability of all 
electronic protected health information 
the covered entity or business associate 
creates, receives, maintains, or 
transmits. 
* * * * * 

(b) * * * 
(1) Covered entities and business 

associates may use any security 
measures that allow the covered entity 
or business associate to reasonably and 
appropriately implement the standards 
and implementation specifications as 
specified in this subpart. 

(2) In deciding which security 
measures to use, a covered entity or 
business associate must take into 
account the following factors: 

(i) The size, complexity, and 
capabilities of the covered entity or 
business associate. 

(ii) The covered entity’s or the 
business associate’s technical 
infrastructure, hardware, and software 
security capabilities. 
* * * * * 

(c) Standards. A covered entity or 
business associate must comply with 
the applicable standards as provided in 
this section and in § 164.308, § 164.310, 
§ 164.312, § 164.314 and § 164.316 with 
respect to all electronic protected health 
information. 

(d) * * * 
(2) When a standard adopted in 

§ 164.308, § 164.310, § 164.312, 
§ 164.314, or § 164.316 includes 
required implementation specifications, 
a covered entity or business associate 
must implement the implementation 
specifications. 

(3) When a standard adopted in 
§ 164.308, § 164.310, § 164.312, 
§ 164.314, or § 164.316 includes 
addressable implementation 
specifications, a covered entity or 
business associate must— 

(i) Assess whether each 
implementation specification is a 
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reasonable and appropriate safeguard in 
its environment, when analyzed with 
reference to the likely contribution to 
protecting electronic protected health 
information; and 

(ii) As applicable to the covered entity 
or business associate— 
* * * * * 

(e) Maintenance. A covered entity or 
business associate must review and 
modify the security measures 
implemented under this subpart as 
needed to continue provision of 
reasonable and appropriate protection of 
electronic protected health information, 
and update documentation of such 
security measures in accordance with 
§ 164.316(b)(2)(iii). 
■ 34. Amend § 164.308 as follows: 
■ a. Revise the introductory text of 
paragraph (a), paragraph (a)(1)(ii)(A), 
paragraph (a)(1)(ii)(C), paragraph (a)(2), 
paragraph (a)(3)(ii)(C), paragraph 
(a)(4)(ii)(C), paragraph (a)(6)(ii), and 
paragraph (a)(8); and 
■ b. Revise paragraph (b). 

The revisions read as follows: 

§ 164.308 Administrative safeguards. 
(a) A covered entity or business 

associate must, in accordance with 
§ 164.306: 

(1) * * * 
(ii) * * * 
(A) Risk analysis (Required). Conduct 

an accurate and thorough assessment of 
the potential risks and vulnerabilities to 
the confidentiality, integrity, and 
availability of electronic protected 
health information held by the covered 
entity or business associate. 
* * * * * 

(C) Sanction policy (Required). Apply 
appropriate sanctions against workforce 
members who fail to comply with the 
security policies and procedures of the 
covered entity or business associate. 
* * * * * 

(2) Standard: Assigned security 
responsibility. Identify the security 
official who is responsible for the 
development and implementation of the 
policies and procedures required by this 
subpart for the covered entity or 
business associate. 

(3) * * * 
(ii) * * * 
(C) Termination procedures 

(Addressable). Implement procedures 
for terminating access to electronic 
protected health information when the 
employment of, or other arrangement 
with, a workforce member ends or as 
required by determinations made as 
specified in paragraph (a)(3)(ii)(B) of 
this section. 

(4) * * * 
(ii) * * * 

(C) Access establishment and 
modification (Addressable). Implement 
policies and procedures that, based 
upon the covered entity’s or the 
business associate’s access authorization 
policies, establish, document, review, 
and modify a user’s right of access to a 
workstation, transaction, program, or 
process. 
* * * * * 

(6) * * * 
(ii) Implementation specification: 

Response and reporting (Required). 
Identify and respond to suspected or 
known security incidents; mitigate, to 
the extent practicable, harmful effects of 
security incidents that are known to the 
covered entity or business associate; and 
document security incidents and their 
outcomes. 
* * * * * 

(8) Standard: Evaluation. Perform a 
periodic technical and nontechnical 
evaluation, based initially upon the 
standards implemented under this rule 
and, subsequently, in response to 
environmental or operational changes 
affecting the security of electronic 
protected health information, that 
establishes the extent to which a 
covered entity’s or business associate’s 
security policies and procedures meet 
the requirements of this subpart. 

(b)(1) Business associate contracts 
and other arrangements. A covered 
entity may permit a business associate 
to create, receive, maintain, or transmit 
electronic protected health information 
on the covered entity’s behalf only if the 
covered entity obtains satisfactory 
assurances, in accordance with 
§ 164.314(a), that the business associate 
will appropriately safeguard the 
information. A covered entity is not 
required to obtain such satisfactory 
assurances from a business associate 
that is a subcontractor. 

(2) A business associate may permit a 
business associate that is a 
subcontractor to create, receive, 
maintain, or transmit electronic 
protected health information on its 
behalf only if the business associate 
obtains satisfactory assurances, in 
accordance with § 164.314(a), that the 
subcontractor will appropriately 
safeguard the information. 

(3) Implementation specifications: 
Written contract or other arrangement 
(Required). Document the satisfactory 
assurances required by paragraph (b)(1) 
or (b)(2) of this section through a written 
contract or other arrangement with the 
business associate that meets the 
applicable requirements of § 164.314(a). 
■ 35. Revise the introductory text of 
§ 164.310 to read as follows: 

§ 164.310 Physical safeguards. 
A covered entity or business associate 

must, in accordance with § 164.306: 
* * * * * 
■ 36. Revise the introductory text of 
§ 164.312 to read as follows: 

§ 164.312 Technical safeguards. 
A covered entity or business associate 

must, in accordance with § 164.306: 
* * * * * 
■ 37. Amend § 164.314 by revising 
paragraphs (a) and (b)(2)(iii) to read as 
follows: 

§ 164.314 Organizational requirements. 
(a)(1) Standard: Business associate 

contracts or other arrangements. The 
contract or other arrangement required 
by § 164.308(b)(4) must meet the 
requirements of paragraph (a)(2)(i), 
(a)(2)(ii), or (a)(2)(iii) of this section, as 
applicable. 

(2) Implementation specifications 
(Required). 

(i) Business associate contracts. The 
contract must provide that the business 
associate will— 

(A) Comply with the applicable 
requirements of this subpart; 

(B) In accordance with 
§ 164.308(b)(2), ensure that any 
subcontractors that create, receive, 
maintain, or transmit electronic 
protected health information on behalf 
of the business associate agree to 
comply with the applicable 
requirements of this subpart by entering 
into a contract or other arrangement that 
complies with this section; and 

(C) Report to the covered entity any 
security incident of which it becomes 
aware, including breaches of unsecured 
protected health information as required 
by § 164.410. 

(ii) Other arrangements. The covered 
entity is in compliance with paragraph 
(a)(1) of this section if it has another 
arrangement in place that meets the 
requirements of § 164.504(e)(3). 

(iii) Business associate contracts with 
subcontractors. The requirements of 
paragraphs (a)(2)(i) and (a)(2)(ii) of this 
section apply to the contract or other 
arrangement between a business 
associate and a subcontractor required 
by § 164.308(b)(4) in the same manner 
as such requirements apply to contracts 
or other arrangements between a 
covered entity and business associate. 

(b) * * * 
(2) * * * 
(iii) Ensure that any agent to whom it 

provides this information agrees to 
implement reasonable and appropriate 
security measures to protect the 
information; and 
* * * * * 
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■ 38. Revise the introductory text of 
§ 164.316 and the third sentence of 
paragraph (a) to read as follows: 

§ 164.316 Policies and procedures and 
documentation requirements. 

A covered entity or business associate 
must, in accordance with § 164.306: 

(a) * * * A covered entity or business 
associate may change its policies and 
procedures at any time, provided that 
the changes are documented and are 
implemented in accordance with this 
subpart. 
* * * * * 
■ 39. Revise § 164.402 to read as 
follows: 

§ 164.402 Definitions. 
As used in this subpart, the following 

terms have the following meanings: 
Breach means the acquisition, access, 

use, or disclosure of protected health 
information in a manner not permitted 
under subpart E of this part which 
compromises the security or privacy of 
the protected health information. 

(1) Breach excludes: 
(i) Any unintentional acquisition, 

access, or use of protected health 
information by a workforce member or 
person acting under the authority of a 
covered entity or a business associate, if 
such acquisition, access, or use was 
made in good faith and within the scope 
of authority and does not result in 
further use or disclosure in a manner 
not permitted under subpart E of this 
part. 

(ii) Any inadvertent disclosure by a 
person who is authorized to access 
protected health information at a 
covered entity or business associate to 
another person authorized to access 
protected health information at the same 
covered entity or business associate, or 
organized health care arrangement in 
which the covered entity participates, 
and the information received as a result 
of such disclosure is not further used or 
disclosed in a manner not permitted 
under subpart E of this part. 

(iii) A disclosure of protected health 
information where a covered entity or 
business associate has a good faith belief 
that an unauthorized person to whom 
the disclosure was made would not 
reasonably have been able to retain such 
information. 

(2) Except as provided in paragraph 
(1) of this definition, an acquisition, 
access, use, or disclosure of protected 
health information in a manner not 
permitted under subpart E is presumed 
to be a breach unless the covered entity 
or business associate, as applicable, 
demonstrates that there is a low 
probability that the protected health 
information has been compromised 

based on a risk assessment of at least the 
following factors: 

(i) The nature and extent of the 
protected health information involved, 
including the types of identifiers and 
the likelihood of re-identification; 

(ii) The unauthorized person who 
used the protected health information or 
to whom the disclosure was made; 

(iii) Whether the protected health 
information was actually acquired or 
viewed; and 

(iv) The extent to which the risk to the 
protected health information has been 
mitigated. 

Unsecured protected health 
information means protected health 
information that is not rendered 
unusable, unreadable, or indecipherable 
to unauthorized persons through the use 
of a technology or methodology 
specified by the Secretary in the 
guidance issued under section 
13402(h)(2) of Public Law 111–5. 
■ 40. In § 164.406, revise paragraph (a) 
to read as follows: 

§ 164.406 Notification to the media. 
(a) Standard. For a breach of 

unsecured protected health information 
involving more than 500 residents of a 
State or jurisdiction, a covered entity 
shall, following the discovery of the 
breach as provided in § 164.404(a)(2), 
notify prominent media outlets serving 
the State or jurisdiction. 
* * * * * 
■ 41. In § 164.408, revise paragraph (c) 
to read as follows: 

§ 164.408 Notification to the Secretary. 

* * * * * 
(c) Implementation specifications: 

Breaches involving less than 500 
individuals. For breaches of unsecured 
protected health information involving 
less than 500 individuals, a covered 
entity shall maintain a log or other 
documentation of such breaches and, 
not later than 60 days after the end of 
each calendar year, provide the 
notification required by paragraph (a) of 
this section for breaches discovered 
during the preceding calendar year, in 
the manner specified on the HHS web 
site. 
■ 42. In § 164.410, revise paragraph (a) 
to read as follows: 

§ 164.410 Notification by a business 
associate. 

(a) Standard—(1) General rule. A 
business associate shall, following the 
discovery of a breach of unsecured 
protected health information, notify the 
covered entity of such breach. 

(2) Breaches treated as discovered. 
For purposes of paragraph (a)(1) of this 
section, a breach shall be treated as 

discovered by a business associate as of 
the first day on which such breach is 
known to the business associate or, by 
exercising reasonable diligence, would 
have been known to the business 
associate. A business associate shall be 
deemed to have knowledge of a breach 
if the breach is known, or by exercising 
reasonable diligence would have been 
known, to any person, other than the 
person committing the breach, who is 
an employee, officer, or other agent of 
the business associate (determined in 
accordance with the Federal common 
law of agency). 
* * * * * 
■ 43. The authority citation for subpart 
E of part 164 is revised to read as 
follows: 

Authority: 42 U.S.C. 1320d–2, 1320d–4, 
and 1320d–9; sec. 264 of Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d–2 
(note)); and secs. 13400–13424, Pub. L. 111– 
5, 123 Stat. 258–279. 

■ 44. In § 164.500, redesignate 
paragraph (c) as paragraph (d) and add 
new paragraph (c) to read as follows: 

§ 164.500 Applicability. 

* * * * * 
(c) Where provided, the standards, 

requirements, and implementation 
specifications adopted under this 
subpart apply to a business associate 
with respect to the protected health 
information of a covered entity. 
* * * * * 
■ 45. Amend § 164.501 as follows: 
■ a. Revise paragraphs (1) and (3) of the 
definition of ‘‘Health care operations’’; 
■ b. Revise the definition of 
‘‘Marketing’’; and 
■ c. Revise paragraph (1)(i) of the 
definition of ‘‘Payment’’. 

The revisions read as follows: 

§ 164.501 Definitions. 

* * * * * 
Health care operations means * * * 
(1) Conducting quality assessment 

and improvement activities, including 
outcomes evaluation and development 
of clinical guidelines, provided that the 
obtaining of generalizable knowledge is 
not the primary purpose of any studies 
resulting from such activities; patient 
safety activities (as defined in 42 CFR 
3.20); population-based activities 
relating to improving health or reducing 
health care costs, protocol development, 
case management and care coordination, 
contacting of health care providers and 
patients with information about 
treatment alternatives; and related 
functions that do not include treatment; 
* * * * * 

(3) Except as prohibited under 
§ 164.502(a)(5)(i), underwriting, 
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enrollment, premium rating, and other 
activities related to the creation, 
renewal, or replacement of a contract of 
health insurance or health benefits, and 
ceding, securing, or placing a contract 
for reinsurance of risk relating to claims 
for health care (including stop-loss 
insurance and excess of loss insurance), 
provided that the requirements of 
§ 164.514(g) are met, if applicable; 
* * * * * 

Marketing: (1) Except as provided in 
paragraph (2) of this definition, 
marketing means to make a 
communication about a product or 
service that encourages recipients of the 
communication to purchase or use the 
product or service. 

(2) Marketing does not include a 
communication made: 

(i) To provide refill reminders or 
otherwise communicate about a drug or 
biologic that is currently being 
prescribed for the individual, only if 
any financial remuneration received by 
the covered entity in exchange for 
making the communication is 
reasonably related to the covered 
entity’s cost of making the 
communication. 

(ii) For the following treatment and 
health care operations purposes, except 
where the covered entity receives 
financial remuneration in exchange for 
making the communication: 

(A) For treatment of an individual by 
a health care provider, including case 
management or care coordination for the 
individual, or to direct or recommend 
alternative treatments, therapies, health 
care providers, or settings of care to the 
individual; 

(B) To describe a health-related 
product or service (or payment for such 
product or service) that is provided by, 
or included in a plan of benefits of, the 
covered entity making the 
communication, including 
communications about: the entities 
participating in a health care provider 
network or health plan network; 
replacement of, or enhancements to, a 
health plan; and health-related products 
or services available only to a health 
plan enrollee that add value to, but are 
not part of, a plan of benefits; or 

(C) For case management or care 
coordination, contacting of individuals 
with information about treatment 
alternatives, and related functions to the 
extent these activities do not fall within 
the definition of treatment. 

(3) Financial remuneration means 
direct or indirect payment from or on 
behalf of a third party whose product or 
service is being described. Direct or 
indirect payment does not include any 
payment for treatment of an individual. 

Payment means: 
(1) * * * 
(i) Except as prohibited under 

§ 164.502(a)(5)(i), a health plan to obtain 
premiums or to determine or fulfill its 
responsibility for coverage and 
provision of benefits under the health 
plan; or 
* * * * * 
■ 46. In § 164.502, revise paragraphs (a), 
(b)(1), (e), and (f) to read as follows: 

§ 164.502 Uses and disclosures of 
protected health information: General rules. 

(a) Standard. A covered entity or 
business associate may not use or 
disclose protected health information, 
except as permitted or required by this 
subpart or by subpart C of part 160 of 
this subchapter. 

(1) Covered entities: Permitted uses 
and disclosures. A covered entity is 
permitted to use or disclose protected 
health information as follows: 

(i) To the individual; 
(ii) For treatment, payment, or health 

care operations, as permitted by and in 
compliance with § 164.506; 

(iii) Incident to a use or disclosure 
otherwise permitted or required by this 
subpart, provided that the covered 
entity has complied with the applicable 
requirements of §§ 164.502(b), 
164.514(d), and 164.530(c) with respect 
to such otherwise permitted or required 
use or disclosure; 

(iv) Except for uses and disclosures 
prohibited under § 164.502(a)(5)(i), 
pursuant to and in compliance with a 
valid authorization under § 164.508; 

(v) Pursuant to an agreement under, or 
as otherwise permitted by, § 164.510; 
and 

(vi) As permitted by and in 
compliance with this section, § 164.512, 
§ 164.514(e), (f), or (g). 

(2) Covered entities: Required 
disclosures. A covered entity is required 
to disclose protected health information: 

(i) To an individual, when requested 
under, and required by § 164.524 or 
§ 164.528; and 

(ii) When required by the Secretary 
under subpart C of part 160 of this 
subchapter to investigate or determine 
the covered entity’s compliance with 
this subchapter. 

(3) Business associates: Permitted 
uses and disclosures. A business 
associate may use or disclose protected 
health information only as permitted or 
required by its business associate 
contract or other arrangement pursuant 
to § 164.504(e) or as required by law. 
The business associate may not use or 
disclose protected health information in 
a manner that would violate the 
requirements of this subpart, if done by 
the covered entity, except for the 

purposes specified under 
§ 164.504(e)(2)(i)(A) or (B) if such uses 
or disclosures are permitted by its 
contract or other arrangement. 

(4) Business associates: Required uses 
and disclosures. A business associate is 
required to disclose protected health 
information: 

(i) When required by the Secretary 
under subpart C of part 160 of this 
subchapter to investigate or determine 
the business associate’s compliance 
with this subchapter. 

(ii) To the covered entity, individual, 
or individual’s designee, as necessary to 
satisfy a covered entity’s obligations 
under § 164.524(c)(2)(ii) and (3)(ii) with 
respect to an individual’s request for an 
electronic copy of protected health 
information. 

(5) Prohibited uses and disclosures. 
(i) Use and disclosure of genetic 

information for underwriting purposes: 
Notwithstanding any other provision of 
this subpart, a health plan, excluding an 
issuer of a long-term care policy falling 
within paragraph (1)(viii) of the 
definition of health plan, shall not use 
or disclose protected health information 
that is genetic information for 
underwriting purposes. For purposes of 
paragraph (a)(5)(i) of this section, 
underwriting purposes means, with 
respect to a health plan: 

(A) Except as provided in paragraph 
(a)(5)(i)(B) of this section: 

(1) Rules for, or determination of, 
eligibility (including enrollment and 
continued eligibility) for, or 
determination of, benefits under the 
plan, coverage, or policy (including 
changes in deductibles or other cost- 
sharing mechanisms in return for 
activities such as completing a health 
risk assessment or participating in a 
wellness program); 

(2) The computation of premium or 
contribution amounts under the plan, 
coverage, or policy (including 
discounts, rebates, payments in kind, or 
other premium differential mechanisms 
in return for activities such as 
completing a health risk assessment or 
participating in a wellness program); 

(3) The application of any pre-existing 
condition exclusion under the plan, 
coverage, or policy; and 

(4) Other activities related to the 
creation, renewal, or replacement of a 
contract of health insurance or health 
benefits. 

(B) Underwriting purposes does not 
include determinations of medical 
appropriateness where an individual 
seeks a benefit under the plan, coverage, 
or policy. 

(ii) Sale of protected health 
information: 
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(A) Except pursuant to and in 
compliance with § 164.508(a)(4), a 
covered entity or business associate may 
not sell protected health information. 

(B) For purposes of this paragraph, 
sale of protected health information 
means: 

(1) Except as provided in paragraph 
(a)(5)(ii)(B)(2) of this section, a 
disclosure of protected health 
information by a covered entity or 
business associate, if applicable, where 
the covered entity or business associate 
directly or indirectly receives 
remuneration from or on behalf of the 
recipient of the protected health 
information in exchange for the 
protected health information. 

(2) Sale of protected health 
information does not include a 
disclosure of protected health 
information: 

(i) For public health purposes 
pursuant to § 164.512(b) or § 164.514(e); 

(ii) For research purposes pursuant to 
§ 164.512(i) or § 164.514(e), where the 
only remuneration received by the 
covered entity or business associate is a 
reasonable cost-based fee to cover the 
cost to prepare and transmit the 
protected health information for such 
purposes; 

(iii) For treatment and payment 
purposes pursuant to § 164.506(a); 

(iv) For the sale, transfer, merger, or 
consolidation of all or part of the 
covered entity and for related due 
diligence as described in paragraph 
(6)(iv) of the definition of health care 
operations and pursuant to § 164.506(a); 

(v) To or by a business associate for 
activities that the business associate 
undertakes on behalf of a covered entity, 
or on behalf of a business associate in 
the case of a subcontractor, pursuant to 
§§ 164.502(e) and 164.504(e), and the 
only remuneration provided is by the 
covered entity to the business associate, 
or by the business associate to the 
subcontractor, if applicable, for the 
performance of such activities; 

(vi) To an individual, when requested 
under § 164.524 or § 164.528; 

(vii) Required by law as permitted 
under § 164.512(a); and 

(viii) For any other purpose permitted 
by and in accordance with the 
applicable requirements of this subpart, 
where the only remuneration received 
by the covered entity or business 
associate is a reasonable, cost-based fee 
to cover the cost to prepare and transmit 
the protected health information for 
such purpose or a fee otherwise 
expressly permitted by other law. 

(b) * * * 
(1) Minimum necessary applies. When 

using or disclosing protected health 
information or when requesting 

protected health information from 
another covered entity or business 
associate, a covered entity or business 
associate must make reasonable efforts 
to limit protected health information to 
the minimum necessary to accomplish 
the intended purpose of the use, 
disclosure, or request. 
* * * * * 

(e)(1) Standard: Disclosures to 
business associates. (i) A covered entity 
may disclose protected health 
information to a business associate and 
may allow a business associate to create, 
receive, maintain, or transmit protected 
health information on its behalf, if the 
covered entity obtains satisfactory 
assurance that the business associate 
will appropriately safeguard the 
information. A covered entity is not 
required to obtain such satisfactory 
assurances from a business associate 
that is a subcontractor. 

(ii) A business associate may disclose 
protected health information to a 
business associate that is a 
subcontractor and may allow the 
subcontractor to create, receive, 
maintain, or transmit protected health 
information on its behalf, if the business 
associate obtains satisfactory 
assurances, in accordance with 
§ 164.504(e)(1)(i), that the subcontractor 
will appropriately safeguard the 
information. 

(2) Implementation specification: 
Documentation. The satisfactory 
assurances required by paragraph (e)(1) 
of this section must be documented 
through a written contract or other 
written agreement or arrangement with 
the business associate that meets the 
applicable requirements of § 164.504(e). 

(f) Standard: Deceased individuals. A 
covered entity must comply with the 
requirements of this subpart with 
respect to the protected health 
information of a deceased individual for 
a period of 50 years following the death 
of the individual. 
* * * * * 
■ 47. In § 164.504, revise paragraphs (e), 
(f)(1)(ii) introductory text, and 
(f)(2)(ii)(B) to read as follows: 

§ 164.504 Uses and disclosures: 
Organizational requirements. 

* * * * * 
(e)(1) Standard: Business associate 

contracts. (i) The contract or other 
arrangement required by § 164.502(e)(2) 
must meet the requirements of 
paragraph (e)(2), (e)(3), or (e)(5) of this 
section, as applicable. 

(ii) A covered entity is not in 
compliance with the standards in 
§ 164.502(e) and this paragraph, if the 
covered entity knew of a pattern of 

activity or practice of the business 
associate that constituted a material 
breach or violation of the business 
associate’s obligation under the contract 
or other arrangement, unless the 
covered entity took reasonable steps to 
cure the breach or end the violation, as 
applicable, and, if such steps were 
unsuccessful, terminated the contract or 
arrangement, if feasible. 

(iii) A business associate is not in 
compliance with the standards in 
§ 164.502(e) and this paragraph, if the 
business associate knew of a pattern of 
activity or practice of a subcontractor 
that constituted a material breach or 
violation of the subcontractor’s 
obligation under the contract or other 
arrangement, unless the business 
associate took reasonable steps to cure 
the breach or end the violation, as 
applicable, and, if such steps were 
unsuccessful, terminated the contract or 
arrangement, if feasible. 

(2) Implementation specifications: 
Business associate contracts. A contract 
between the covered entity and a 
business associate must: 

(i) Establish the permitted and 
required uses and disclosures of 
protected health information by the 
business associate. The contract may not 
authorize the business associate to use 
or further disclose the information in a 
manner that would violate the 
requirements of this subpart, if done by 
the covered entity, except that: 

(A) The contract may permit the 
business associate to use and disclose 
protected health information for the 
proper management and administration 
of the business associate, as provided in 
paragraph (e)(4) of this section; and 

(B) The contract may permit the 
business associate to provide data 
aggregation services relating to the 
health care operations of the covered 
entity. 

(ii) Provide that the business associate 
will: 

(A) Not use or further disclose the 
information other than as permitted or 
required by the contract or as required 
by law; 

(B) Use appropriate safeguards and 
comply, where applicable, with subpart 
C of this part with respect to electronic 
protected health information, to prevent 
use or disclosure of the information 
other than as provided for by its 
contract; 

(C) Report to the covered entity any 
use or disclosure of the information not 
provided for by its contract of which it 
becomes aware, including breaches of 
unsecured protected health information 
as required by § 164.410; 

(D) In accordance with 
§ 164.502(e)(1)(ii), ensure that any 
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subcontractors that create, receive, 
maintain, or transmit protected health 
information on behalf of the business 
associate agree to the same restrictions 
and conditions that apply to the 
business associate with respect to such 
information; 

(E) Make available protected health 
information in accordance with 
§ 164.524; 

(F) Make available protected health 
information for amendment and 
incorporate any amendments to 
protected health information in 
accordance with § 164.526; 

(G) Make available the information 
required to provide an accounting of 
disclosures in accordance with 
§ 164.528; 

(H) To the extent the business 
associate is to carry out a covered 
entity’s obligation under this subpart, 
comply with the requirements of this 
subpart that apply to the covered entity 
in the performance of such obligation. 

(I) Make its internal practices, books, 
and records relating to the use and 
disclosure of protected health 
information received from, or created or 
received by the business associate on 
behalf of, the covered entity available to 
the Secretary for purposes of 
determining the covered entity’s 
compliance with this subpart; and 

(J) At termination of the contract, if 
feasible, return or destroy all protected 
health information received from, or 
created or received by the business 
associate on behalf of, the covered entity 
that the business associate still 
maintains in any form and retain no 
copies of such information or, if such 
return or destruction is not feasible, 
extend the protections of the contract to 
the information and limit further uses 
and disclosures to those purposes that 
make the return or destruction of the 
information infeasible. 

(iii) Authorize termination of the 
contract by the covered entity, if the 
covered entity determines that the 
business associate has violated a 
material term of the contract. 

(3) Implementation specifications: 
Other arrangements. (i) If a covered 
entity and its business associate are both 
governmental entities: 

(A) The covered entity may comply 
with this paragraph and § 164.314(a)(1), 
if applicable, by entering into a 
memorandum of understanding with the 
business associate that contains terms 
that accomplish the objectives of 
paragraph (e)(2) of this section and 
§ 164.314(a)(2), if applicable. 

(B) The covered entity may comply 
with this paragraph and § 164.314(a)(1), 
if applicable, if other law (including 
regulations adopted by the covered 

entity or its business associate) contains 
requirements applicable to the business 
associate that accomplish the objectives 
of paragraph (e)(2) of this section and 
§ 164.314(a)(2), if applicable. 

(ii) If a business associate is required 
by law to perform a function or activity 
on behalf of a covered entity or to 
provide a service described in the 
definition of business associate in 
§ 160.103 of this subchapter to a covered 
entity, such covered entity may disclose 
protected health information to the 
business associate to the extent 
necessary to comply with the legal 
mandate without meeting the 
requirements of this paragraph and 
§ 164.314(a)(1), if applicable, provided 
that the covered entity attempts in good 
faith to obtain satisfactory assurances as 
required by paragraph (e)(2) of this 
section and § 164.314(a)(1), if 
applicable, and, if such attempt fails, 
documents the attempt and the reasons 
that such assurances cannot be 
obtained. 

(iii) The covered entity may omit from 
its other arrangements the termination 
authorization required by paragraph 
(e)(2)(iii) of this section, if such 
authorization is inconsistent with the 
statutory obligations of the covered 
entity or its business associate. 

(iv) A covered entity may comply 
with this paragraph and § 164.314(a)(1) 
if the covered entity discloses only a 
limited data set to a business associate 
for the business associate to carry out a 
health care operations function and the 
covered entity has a data use agreement 
with the business associate that 
complies with § 164.514(e)(4) and 
§ 164.314(a)(1), if applicable. 

(4) Implementation specifications: 
Other requirements for contracts and 
other arrangements. (i) The contract or 
other arrangement between the covered 
entity and the business associate may 
permit the business associate to use the 
protected health information received 
by the business associate in its capacity 
as a business associate to the covered 
entity, if necessary: 

(A) For the proper management and 
administration of the business associate; 
or 

(B) To carry out the legal 
responsibilities of the business 
associate. 

(ii) The contract or other arrangement 
between the covered entity and the 
business associate may permit the 
business associate to disclose the 
protected health information received 
by the business associate in its capacity 
as a business associate for the purposes 
described in paragraph (e)(4)(i) of this 
section, if: 

(A) The disclosure is required by law; 
or 

(B)(1) The business associate obtains 
reasonable assurances from the person 
to whom the information is disclosed 
that it will be held confidentially and 
used or further disclosed only as 
required by law or for the purposes for 
which it was disclosed to the person; 
and 

(2) The person notifies the business 
associate of any instances of which it is 
aware in which the confidentiality of 
the information has been breached. 

(5) Implementation specifications: 
Business associate contracts with 
subcontractors. The requirements of 
§ 164.504(e)(2) through (e)(4) apply to 
the contract or other arrangement 
required by § 164.502(e)(1)(ii) between a 
business associate and a business 
associate that is a subcontractor in the 
same manner as such requirements 
apply to contracts or other arrangements 
between a covered entity and business 
associate. 

(f)(1)* * * 
(ii) Except as prohibited by 

§ 164.502(a)(5)(i), the group health plan, 
or a health insurance issuer or HMO 
with respect to the group health plan, 
may disclose summary health 
information to the plan sponsor, if the 
plan sponsor requests the summary 
health information for purposes of: 
* * * * * 

(2) * * * 
(ii) * * * 
(B) Ensure that any agents to whom it 

provides protected health information 
received from the group health plan 
agree to the same restrictions and 
conditions that apply to the plan 
sponsor with respect to such 
information; 
* * * * * 
■ 48. In § 164.506, revise paragraphs (a) 
and (c)(5) to read as follows: 

§ 164.506 Uses and disclosures to carry 
out treatment, payment, or health care 
operations. 

(a) Standard: Permitted uses and 
disclosures. Except with respect to uses 
or disclosures that require an 
authorization under § 164.508(a)(2) 
through (4) or that are prohibited under 
§ 164.502(a)(5)(i), a covered entity may 
use or disclose protected health 
information for treatment, payment, or 
health care operations as set forth in 
paragraph (c) of this section, provided 
that such use or disclosure is consistent 
with other applicable requirements of 
this subpart. 
* * * * * 

(c) * * * 
(5) A covered entity that participates 

in an organized health care arrangement 
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may disclose protected health 
information about an individual to other 
participants in the organized health care 
arrangement for any health care 
operations activities of the organized 
health care arrangement. 
■ 49. Amend § 164.508 as follows: 
■ a. Revise the headings of paragraphs 
(a), (a)(1), and (a)(2); 
■ b. Revise paragraph (a)(3)(ii); 
■ c. Add new paragraph (a)(4); and 
■ d. Revise paragraphs (b)(1)(i), and 
(b)(3). 

The revisions and additions read as 
follows: 

§ 164.508 Uses and disclosures for which 
an authorization is required. 

(a) Standard: Authorizations for uses 
and disclosures—(1) Authorization 
required: General rule. * * * 

(2) Authorization required: 
Psychotherapy notes. * * * 

(3) * * * 
(ii) If the marketing involves financial 

remuneration, as defined in paragraph 
(3) of the definition of marketing at 
§ 164.501, to the covered entity from a 
third party, the authorization must state 
that such remuneration is involved. 

(4) Authorization required: Sale of 
protected health information. 

(i) Notwithstanding any provision of 
this subpart, other than the transition 
provisions in § 164.532, a covered entity 
must obtain an authorization for any 
disclosure of protected health 
information which is a sale of protected 
health information, as defined in 
§ 164.501 of this subpart. (ii) Such 
authorization must state that the 
disclosure will result in remuneration to 
the covered entity. 

(b) * * * 
(1) * * * 
(i) A valid authorization is a 

document that meets the requirements 
in paragraphs (a)(3)(ii), (a)(4)(ii), (c)(1), 
and (c)(2) of this section, as applicable. 
* * * * * 

(3) Compound authorizations. An 
authorization for use or disclosure of 
protected health information may not be 
combined with any other document to 
create a compound authorization, 
except as follows: 

(i) An authorization for the use or 
disclosure of protected health 
information for a research study may be 
combined with any other type of written 
permission for the same or another 
research study. This exception includes 
combining an authorization for the use 
or disclosure of protected health 
information for a research study with 
another authorization for the same 
research study, with an authorization 
for the creation or maintenance of a 
research database or repository, or with 

a consent to participate in research. 
Where a covered health care provider 
has conditioned the provision of 
research-related treatment on the 
provision of one of the authorizations, 
as permitted under paragraph (b)(4)(i) of 
this section, any compound 
authorization created under this 
paragraph must clearly differentiate 
between the conditioned and 
unconditioned components and provide 
the individual with an opportunity to 
opt in to the research activities 
described in the unconditioned 
authorization. 

(ii) An authorization for a use or 
disclosure of psychotherapy notes may 
only be combined with another 
authorization for a use or disclosure of 
psychotherapy notes. 

(iii) An authorization under this 
section, other than an authorization for 
a use or disclosure of psychotherapy 
notes, may be combined with any other 
such authorization under this section, 
except when a covered entity has 
conditioned the provision of treatment, 
payment, enrollment in the health plan, 
or eligibility for benefits under 
paragraph (b)(4) of this section on the 
provision of one of the authorizations. 
The prohibition in this paragraph on 
combining authorizations where one 
authorization conditions the provision 
of treatment, payment, enrollment in a 
health plan, or eligibility for benefits 
under paragraph (b)(4) of this section 
does not apply to a compound 
authorization created in accordance 
with paragraph (b)(3)(i) of this section. 
* * * * * 
■ 50. Amend § 164.510 as follows: 
■ a. Revise paragraph (a)(1)(ii) 
introductory text; 
■ b. Revise paragraph (b)(1)(i), the 
second sentence of paragraph (b)(1)(ii), 
paragraph (b)(2)(iii), the first sentence of 
paragraph (b)(3), and paragraph (b)(4); 
and 
■ c. Add new paragraph (b)(5). 

The revisions and additions read as 
follows: 

§ 164.510 Uses and disclosures requiring 
an opportunity for the individual to agree or 
to object. 

* * * * * 
(a) * * * 
(1) * * * 
(ii) Use or disclose for directory 

purposes such information: 
* * * * * 

(b) * * * 
(1) * * * 
(i) A covered entity may, in 

accordance with paragraphs (b)(2), 
(b)(3), or (b)(5) of this section, disclose 
to a family member, other relative, or a 

close personal friend of the individual, 
or any other person identified by the 
individual, the protected health 
information directly relevant to such 
person’s involvement with the 
individual’s health care or payment 
related to the individual’s health care. 

(ii) * * * Any such use or disclosure 
of protected health information for such 
notification purposes must be in 
accordance with paragraphs (b)(2), 
(b)(3), (b)(4), or (b)(5) of this section, as 
applicable. 
* * * * * 

(2) * * * 
(iii) Reasonably infers from the 

circumstances, based on the exercise of 
professional judgment, that the 
individual does not object to the 
disclosure. 

(3) * * * If the individual is not 
present, or the opportunity to agree or 
object to the use or disclosure cannot 
practicably be provided because of the 
individual’s incapacity or an emergency 
circumstance, the covered entity may, in 
the exercise of professional judgment, 
determine whether the disclosure is in 
the best interests of the individual and, 
if so, disclose only the protected health 
information that is directly relevant to 
the person’s involvement with the 
individual’s care or payment related to 
the individual’s health care or needed 
for notification purposes. * * * 

(4) Uses and disclosures for disaster 
relief purposes. A covered entity may 
use or disclose protected health 
information to a public or private entity 
authorized by law or by its charter to 
assist in disaster relief efforts, for the 
purpose of coordinating with such 
entities the uses or disclosures 
permitted by paragraph (b)(1)(ii) of this 
section. The requirements in paragraphs 
(b)(2), (b)(3), or (b)(5) of this section 
apply to such uses and disclosures to 
the extent that the covered entity, in the 
exercise of professional judgment, 
determines that the requirements do not 
interfere with the ability to respond to 
the emergency circumstances. 

(5) Uses and disclosures when the 
individual is deceased. If the individual 
is deceased, a covered entity may 
disclose to a family member, or other 
persons identified in paragraph (b)(1) of 
this section who were involved in the 
individual’s care or payment for health 
care prior to the individual’s death, 
protected health information of the 
individual that is relevant to such 
person’s involvement, unless doing so is 
inconsistent with any prior expressed 
preference of the individual that is 
known to the covered entity. 
■ 51. Amend § 164.512 as follows: 
■ a. Revise the paragraph heading for 
paragraph (b), the introductory text of 
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paragraph (b)(1) and the introductory 
text of paragraph (b)(1)(v)(A); 
■ b. Add new paragraph (b)(1)(vi); 
■ c. Revise the introductory text of 
paragraph (e)(1)(iii) and paragraph 
(e)(1)(vi); 
■ d. Revise paragraph (i)(2)(iii); and 
■ e. Revise paragraphs (k)(1)(ii), (k)(3), 
and (k)(5)(i)(E). 

The revisions and additions read as 
follows: 

§ 164.512 Uses and disclosures for which 
an authorization or opportunity to agree or 
object is not required. 

* * * * * 
(b) Standard: Uses and disclosures for 

public health activities. (1) Permitted 
uses and disclosures. A covered entity 
may use or disclose protected health 
information for the public health 
activities and purposes described in this 
paragraph to: 
* * * * * 

(v) * * * 
(A) The covered entity is a covered 

health care provider who provides 
health care to the individual at the 
request of the employer: 
* * * * * 

(vi) A school, about an individual 
who is a student or prospective student 
of the school, if: 

(A) The protected health information 
that is disclosed is limited to proof of 
immunization; 

(B) The school is required by State or 
other law to have such proof of 
immunization prior to admitting the 
individual; and 

(C) The covered entity obtains and 
documents the agreement to the 
disclosure from either: 

(1) A parent, guardian, or other person 
acting in loco parentis of the individual, 
if the individual is an unemancipated 
minor; or 

(2) The individual, if the individual is 
an adult or emancipated minor. 
* * * * * 

(e) * * * 
(1) * * * 
(iii) For the purposes of paragraph 

(e)(1)(ii)(A) of this section, a covered 
entity receives satisfactory assurances 
from a party seeking protected health 
information if the covered entity 
receives from such party a written 
statement and accompanying 
documentation demonstrating that: 
* * * * * 

(vi) Notwithstanding paragraph 
(e)(1)(ii) of this section, a covered entity 
may disclose protected health 
information in response to lawful 
process described in paragraph (e)(1)(ii) 
of this section without receiving 
satisfactory assurance under paragraph 

(e)(1)(ii)(A) or (B) of this section, if the 
covered entity makes reasonable efforts 
to provide notice to the individual 
sufficient to meet the requirements of 
paragraph (e)(1)(iii) of this section or to 
seek a qualified protective order 
sufficient to meet the requirements of 
paragraph (e)(1)(v) of this section. 
* * * * * 

(i) * * * 
(2) * * * 
(iii) Protected health information 

needed. A brief description of the 
protected health information for which 
use or access has been determined to be 
necessary by the institutional review 
board or privacy board, pursuant to 
paragraph (i)(2)(ii)(C) of this section; 
* * * * * 

(k) * * * 
(1) * * * 
(ii) Separation or discharge from 

military service. A covered entity that is 
a component of the Departments of 
Defense or Homeland Security may 
disclose to the Department of Veterans 
Affairs (DVA) the protected health 
information of an individual who is a 
member of the Armed Forces upon the 
separation or discharge of the individual 
from military service for the purpose of 
a determination by DVA of the 
individual’s eligibility for or entitlement 
to benefits under laws administered by 
the Secretary of Veterans Affairs. 
* * * * * 

(3) Protective services for the 
President and others. A covered entity 
may disclose protected health 
information to authorized Federal 
officials for the provision of protective 
services to the President or other 
persons authorized by 18 U.S.C. 3056 or 
to foreign heads of state or other persons 
authorized by 22 U.S.C. 2709(a)(3), or 
for the conduct of investigations 
authorized by 18 U.S.C. 871 and 879. 
* * * * * 

(5) * * * 
(i) * * * 
(E) Law enforcement on the premises 

of the correctional institution; or 
* * * * * 
■ 52. In § 164.514, revise paragraphs 
(e)(4)(ii)(C)(4), (f), and (g) to read as 
follows: 

§ 164.514 Other requirements relating to 
uses and disclosures of protected health 
information. 

* * * * * 
(e) * * * 
(4) * * * 
(ii) * * * 
(C) * * * 
(4) Ensure that any agents to whom it 

provides the limited data set agree to the 
same restrictions and conditions that 

apply to the limited data set recipient 
with respect to such information; and 
* * * * * 

(f) Fundraising communications. 
(1) Standard: Uses and disclosures for 

fundraising. Subject to the conditions of 
paragraph (f)(2) of this section, a 
covered entity may use, or disclose to a 
business associate or to an 
institutionally related foundation, the 
following protected health information 
for the purpose of raising funds for its 
own benefit, without an authorization 
meeting the requirements of § 164.508: 

(i) Demographic information relating 
to an individual, including name, 
address, other contact information, age, 
gender, and date of birth; 

(ii) Dates of health care provided to an 
individual; 

(iii) Department of service 
information; 

(iv) Treating physician; 
(v) Outcome information; and 
(vi) Health insurance status. 
(2) Implementation specifications: 

Fundraising requirements. (i) A covered 
entity may not use or disclose protected 
health information for fundraising 
purposes as otherwise permitted by 
paragraph (f)(1) of this section unless a 
statement required by 
§ 164.520(b)(1)(iii)(A) is included in the 
covered entity’s notice of privacy 
practices. 

(ii) With each fundraising 
communication made to an individual 
under this paragraph, a covered entity 
must provide the individual with a clear 
and conspicuous opportunity to elect 
not to receive any further fundraising 
communications. The method for an 
individual to elect not to receive further 
fundraising communications may not 
cause the individual to incur an undue 
burden or more than a nominal cost. 

(iii) A covered entity may not 
condition treatment or payment on the 
individual’s choice with respect to the 
receipt of fundraising communications. 

(iv) A covered entity may not make 
fundraising communications to an 
individual under this paragraph where 
the individual has elected not to receive 
such communications under paragraph 
(f)(1)(ii)(B) of this section. 

(v) A covered entity may provide an 
individual who has elected not to 
receive further fundraising 
communications with a method to opt 
back in to receive such 
communications. 

(g) Standard: uses and disclosures for 
underwriting and related purposes. If a 
health plan receives protected health 
information for the purpose of 
underwriting, premium rating, or other 
activities relating to the creation, 

VerDate Mar<15>2010 18:57 Jan 24, 2013 Jkt 229001 PO 00000 Frm 00136 Fmt 4701 Sfmt 4700 E:\FR\FM\25JAR2.SGM 25JAR2sr
ob

er
ts

 o
n 

D
S

K
5S

P
T

V
N

1P
R

O
D

 w
ith

 



5701 Federal Register / Vol. 78, No. 17 / Friday, January 25, 2013 / Rules and Regulations 

renewal, or replacement of a contract of 
health insurance or health benefits, and 
if such health insurance or health 
benefits are not placed with the health 
plan, such health plan may only use or 
disclose such protected health 
information for such purpose or as may 
be required by law, subject to the 
prohibition at § 164.502(a)(5)(i) with 
respect to genetic information included 
in the protected health information. 
* * * * * 
■ 53. Amend § 164.520: 
■ a. Revise paragraphs (b)(1)(ii)(E), 
(b)(1)(iii), (b)(1)(iv)(A), (b)(1)(v)(A), 
(c)(1)(i) introductory text, and 
(c)(1)(i)(B); 
■ b. Remove paragraph (c)(1)(i)(C); and 
■ c. Add paragraph (c)(1)(v). 

The revisions and addition read as 
follows: 

§ 164.520 Notice of privacy practices for 
protected health information. 

* * * * * 
(b) * * * 
(1) * * * 
(ii) * * * 
(E) A description of the types of uses 

and disclosures that require an 
authorization under § 164.508(a)(2)– 
(a)(4), a statement that other uses and 
disclosures not described in the notice 
will be made only with the individual’s 
written authorization, and a statement 
that the individual may revoke an 
authorization as provided by 
§ 164.508(b)(5). 

(iii) Separate statements for certain 
uses or disclosures. If the covered entity 
intends to engage in any of the 
following activities, the description 
required by paragraph (b)(1)(ii)(A) of 
this section must include a separate 
statement informing the individual of 
such activities, as applicable: 

(A) In accordance with § 164.514(f)(1), 
the covered entity may contact the 
individual to raise funds for the covered 
entity and the individual has a right to 
opt out of receiving such 
communications; (B) In accordance with 
§ 164.504(f), the group health plan, or a 
health insurance issuer or HMO with 
respect to a group health plan, may 
disclose protected health information to 
the sponsor of the plan; or 

(C) If a covered entity that is a health 
plan, excluding an issuer of a long-term 
care policy falling within paragraph 
(1)(viii) of the definition of health plan, 
intends to use or disclose protected 
health information for underwriting 
purposes, a statement that the covered 
entity is prohibited from using or 
disclosing protected health information 
that is genetic information of an 
individual for such purposes. 

(iv) * * * 

(A) The right to request restrictions on 
certain uses and disclosures of protected 
health information as provided by 
§ 164.522(a), including a statement that 
the covered entity is not required to 
agree to a requested restriction, except 
in case of a disclosure restricted under 
§ 164.522(a)(1)(vi); 
* * * * * 

(v) * * * 
(A) A statement that the covered 

entity is required by law to maintain the 
privacy of protected health information, 
to provide individuals with notice of its 
legal duties and privacy practices with 
respect to protected health information, 
and to notify affected individuals 
following a breach of unsecured 
protected health information; 
* * * * * 

(c) * * * 
(1) * * * 
(i) A health plan must provide the 

notice: 
* * * * * 

(B) Thereafter, at the time of 
enrollment, to individuals who are new 
enrollees. 
* * * * * 

(v) If there is a material change to the 
notice: 

(A) A health plan that posts its notice 
on its web site in accordance with 
paragraph (c)(3)(i) of this section must 
prominently post the change or its 
revised notice on its web site by the 
effective date of the material change to 
the notice, and provide the revised 
notice, or information about the material 
change and how to obtain the revised 
notice, in its next annual mailing to 
individuals then covered by the plan. 

(B) A health plan that does not post 
its notice on a web site pursuant to 
paragraph (c)(3)(i) of this section must 
provide the revised notice, or 
information about the material change 
and how to obtain the revised notice, to 
individuals then covered by the plan 
within 60 days of the material revision 
to the notice. 
* * * * * 
■ 54. Amend § 164.522 as follows: 
■ a. Revise paragraph (a)(1)(ii); 
■ b. Add new paragraph (a)(1)(vi); and 
■ c. Revise the introductory text of 
paragraph (a)(2), and paragraphs 
(a)(2)(iii), and paragraph (a)(3). 

The revisions and additions read as 
follows: 

§ 164.522 Rights to request privacy 
protection for protected health information. 

(a)(1) * * * 
(ii) Except as provided in paragraph 

(a)(1)(vi) of this section, a covered entity 
is not required to agree to a restriction. 
* * * * * 

(vi) A covered entity must agree to the 
request of an individual to restrict 
disclosure of protected health 
information about the individual to a 
health plan if: 

(A) The disclosure is for the purpose 
of carrying out payment or health care 
operations and is not otherwise required 
by law; and 

(B) The protected health information 
pertains solely to a health care item or 
service for which the individual, or 
person other than the health plan on 
behalf of the individual, has paid the 
covered entity in full. 

(2) Implementation specifications: 
Terminating a restriction. A covered 
entity may terminate a restriction, if: 
* * * * * 

(iii) The covered entity informs the 
individual that it is terminating its 
agreement to a restriction, except that 
such termination is: 

(A) Not effective for protected health 
information restricted under paragraph 
(a)(1)(vi) of this section; and 

(B) Only effective with respect to 
protected health information created or 
received after it has so informed the 
individual. 

(3) Implementation specification: 
Documentation. A covered entity must 
document a restriction in accordance 
with § 160.530(j) of this subchapter. 
* * * * * 
■ 55. Amend § 164.524 as follows: 
■ a. Remove paragraph (b)(2)(ii) and 
redesignate paragraph (b)(2)(iii) as 
paragraph (b)(2)(ii); 
■ b. Revise newly designated paragraph 
(b)(2)(ii); 
■ c. Revise paragraph (c)(2)(i); 
■ d. Redesignate paragraph (c)(2)(ii) as 
paragraph (c)(2)(iii); 
■ e. Add new paragraph (c)(2)(ii); 
■ f. Revise paragraphs (c)(3) and 
(c)(4)(i); 
■ g. Redesignate paragraphs (c)(4)(ii) 
and (c)(4)(iii) as paragraphs (c)(4)(iii) 
and (c)(4)(iv), respectively; and 
■ h. Add new paragraph (c)(4)(ii). 

The revisions and additions read as 
follows: 

§ 164.524 Access of individuals to 
protected health information. 

* * * * * 
(b) * * * 
(2) * * * 
(ii) If the covered entity is unable to 

take an action required by paragraph 
(b)(2)(i)(A) or (B) of this section within 
the time required by paragraph (b)(2)(i) 
of this section, as applicable, the 
covered entity may extend the time for 
such actions by no more than 30 days, 
provided that: 

(A) The covered entity, within the 
time limit set by paragraph (b)(2)(i) of 
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this section, as applicable, provides the 
individual with a written statement of 
the reasons for the delay and the date by 
which the covered entity will complete 
its action on the request; and 

(B) The covered entity may have only 
one such extension of time for action on 
a request for access. 

(c) * * * 
(2) Form of access requested. (i) The 

covered entity must provide the 
individual with access to the protected 
health information in the form and 
format requested by the individual, if it 
is readily producible in such form and 
format; or, if not, in a readable hard 
copy form or such other form and 
format as agreed to by the covered entity 
and the individual. 

(ii) Notwithstanding paragraph 
(c)(2)(i) of this section, if the protected 
health information that is the subject of 
a request for access is maintained in one 
or more designated record sets 
electronically and if the individual 
requests an electronic copy of such 
information, the covered entity must 
provide the individual with access to 
the protected health information in the 
electronic form and format requested by 
the individual, if it is readily producible 
in such form and format; or, if not, in 
a readable electronic form and format as 
agreed to by the covered entity and the 
individual. 
* * * * * 

(3) Time and manner of access. (i) 
The covered entity must provide the 
access as requested by the individual in 
a timely manner as required by 
paragraph (b)(2) of this section, 
including arranging with the individual 
for a convenient time and place to 
inspect or obtain a copy of the protected 
health information, or mailing the copy 
of the protected health information at 
the individual’s request. The covered 
entity may discuss the scope, format, 
and other aspects of the request for 
access with the individual as necessary 
to facilitate the timely provision of 
access. 

(ii) If an individual’s request for 
access directs the covered entity to 
transmit the copy of protected health 
information directly to another person 
designated by the individual, the 
covered entity must provide the copy to 
the person designated by the individual. 
The individual’s request must be in 
writing, signed by the individual, and 
clearly identify the designated person 
and where to send the copy of protected 
health information. 

(4) * * * 

(i) Labor for copying the protected 
health information requested by the 
individual, whether in paper or 
electronic form; 

(ii) Supplies for creating the paper 
copy or electronic media if the 
individual requests that the electronic 
copy be provided on portable media; 
* * * * * 
■ 56. In § 164.532, revise paragraphs (a), 
(c)(2), (c)(3), (d), (e)(1), and (e)(2), and 
add paragraphs (c)(4) and (f) to read as 
follows: 

§ 164.532 Transition provisions. 
(a) Standard: Effect of prior 

authorizations. Notwithstanding 
§§ 164.508 and 164.512(i), a covered 
entity may use or disclose protected 
health information, consistent with 
paragraphs (b) and (c) of this section, 
pursuant to an authorization or other 
express legal permission obtained from 
an individual permitting the use or 
disclosure of protected health 
information, informed consent of the 
individual to participate in research, a 
waiver of informed consent by an IRB, 
or a waiver of authorization in 
accordance with § 164.512(i)(1)(i). 
* * * * * 

(c) * * * 
(2) The informed consent of the 

individual to participate in the research; 
(3) A waiver, by an IRB, of informed 

consent for the research, in accordance 
with 7 CFR 1c.116(d), 10 CFR 
745.116(d), 14 CFR 1230.116(d), 15 CFR 
27.116(d), 16 CFR 1028.116(d), 21 CFR 
50.24, 22 CFR 225.116(d), 24 CFR 
60.116(d), 28 CFR 46.116(d), 32 CFR 
219.116(d), 34 CFR 97.116(d), 38 CFR 
16.116(d), 40 CFR 26.116(d), 45 CFR 
46.116(d), 45 CFR 690.116(d), or 49 CFR 
11.116(d), provided that a covered 
entity must obtain authorization in 
accordance with § 164.508 if, after the 
compliance date, informed consent is 
sought from an individual participating 
in the research; or 

(4) A waiver of authorization in 
accordance with § 164.512(i)(1)(i). 

(d) Standard: Effect of prior contracts 
or other arrangements with business 
associates. Notwithstanding any other 
provisions of this part, a covered entity, 
or business associate with respect to a 
subcontractor, may disclose protected 
health information to a business 
associate and may allow a business 
associate to create, receive, maintain, or 
transmit protected health information 
on its behalf pursuant to a written 
contract or other written arrangement 
with such business associate that does 

not comply with §§ 164.308(b), 
164.314(a), 164.502(e), and 164.504(e), 
only in accordance with paragraph (e) of 
this section. 

(e) Implementation specification: 
Deemed compliance. (1) Qualification. 
Notwithstanding other sections of this 
part, a covered entity, or business 
associate with respect to a 
subcontractor, is deemed to be in 
compliance with the documentation and 
contract requirements of §§ 164.308(b), 
164.314(a), 164.502(e), and 164.504(e), 
with respect to a particular business 
associate relationship, for the time 
period set forth in paragraph (e)(2) of 
this section, if: 

(i) Prior to January 25, 2013, such 
covered entity, or business associate 
with respect to a subcontractor, has 
entered into and is operating pursuant 
to a written contract or other written 
arrangement with the business associate 
that complies with the applicable 
provisions of §§ 164.314(a) or 164.504(e) 
that were in effect on such date; and 

(ii) The contract or other arrangement 
is not renewed or modified from March 
26, 2013, until September 23, 2013. 

(2) Limited deemed compliance 
period. A prior contract or other 
arrangement that meets the qualification 
requirements in paragraph (e) of this 
section shall be deemed compliant until 
the earlier of: 

(i) The date such contract or other 
arrangement is renewed or modified on 
or after September 23, 2013; or 

(ii) September 22, 2014. 
* * * * * 

(f) Effect of prior data use agreements. 
If, prior to [January 25, 2013, a covered 
entity has entered into and is operating 
pursuant to a data use agreement with 
a recipient of a limited data set that 
complies with § 164.514(e), 
notwithstanding § 164.502(a)(5)(ii), the 
covered entity may continue to disclose 
a limited data set pursuant to such 
agreement in exchange for remuneration 
from or on behalf of the recipient of the 
protected health information until the 
earlier of: 

(1) The date such agreement is 
renewed or modified on or after 
September 23, 2013; or 

(2) September 22, 2014. 
* * * * * 

Dated: January 15, 2013. 
Kathleen Sebelius, 
Secretary. 
[FR Doc. 2013–01073 Filed 1–17–13; 4:15 pm] 

BILLING CODE 4153–01–P 
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an application that meets the priority 
over an application of comparable merit 
that does not meet the priority (34 CFR 
75.105(c)(2)(ii)). 

Invitational priority: Under an 
invitational priority, we are particularly 
interested in applications that meet the 
priority. However, we do not give an 
application that meets the priority a 
preference over other applications (34 
CFR 75.105(c)(1)). 

This notice does not preclude us from 
proposing additional priorities, 
requirements, definitions, or selection 
criteria, subject to meeting applicable 
rulemaking requirements. 

Note: This notice does not solicit 
applications. In any year in which we choose 
to use this priority, we invite applications 
through a notice in the Federal Register. 

Executive Orders 12866 and 13563 

Regulatory Impact Analysis 

Under Executive Order 12866, the 
Secretary must determine whether this 
regulatory action is ‘‘significant’’ and, 
therefore, subject to the requirements of 
the Executive order and subject to 
review by the Office of Management and 
Budget (OMB). Section 3(f) of Executive 
Order 12866 defines a ‘‘significant 
regulatory action’’ as an action likely to 
result in a rule that may— 

(1) Have an annual effect on the 
economy of $100 million or more, or 
adversely affect a sector of the economy, 
productivity, competition, jobs, the 
environment, public health or safety, or 
State, local, or tribal governments or 
communities in a material way (also 
referred to as an ‘‘economically 
significant’’ rule); 

(2) Create serious inconsistency or 
otherwise interfere with an action taken 
or planned by another agency; 

(3) Materially alter the budgetary 
impacts of entitlement grants, user fees, 
or loan programs or the rights and 
obligations of recipients thereof; or 

(4) Raise novel legal or policy issues 
arising out of legal mandates, the 
President’s priorities, or the principles 
stated in the Executive order. 

This final regulatory action is not a 
significant regulatory action subject to 
review by OMB under section 3(f) of 
Executive Order 12866. 

We have also reviewed this final 
regulatory action under Executive Order 
13563, which supplements and 
explicitly reaffirms the principles, 
structures, and definitions governing 
regulatory review established in 
Executive Order 12866. To the extent 
permitted by law, Executive Order 
13563 requires that an agency— 

(1) Propose or adopt regulations only 
upon a reasoned determination that 

their benefits justify their costs 
(recognizing that some benefits and 
costs are difficult to quantify); 

(2) Tailor its regulations to impose the 
least burden on society, consistent with 
obtaining regulatory objectives and 
taking into account—among other things 
and to the extent practicable—the costs 
of cumulative regulations; 

(3) In choosing among alternative 
regulatory approaches, select those 
approaches that maximize net benefits 
(including potential economic, 
environmental, public health and safety, 
and other advantages; distributive 
impacts; and equity); 

(4) To the extent feasible, specify 
performance objectives, rather than the 
behavior or manner of compliance a 
regulated entity must adopt; and 

(5) Identify and assess available 
alternatives to direct regulation, 
including economic incentives—such as 
user fees or marketable permits—to 
encourage the desired behavior, or 
provide information that enables the 
public to make choices. 

Executive Order 13563 also requires 
an agency ‘‘to use the best available 
techniques to quantify anticipated 
present and future benefits and costs as 
accurately as possible.’’ The Office of 
Information and Regulatory Affairs of 
OMB has emphasized that these 
techniques may include ‘‘identifying 
changing future compliance costs that 
might result from technological 
innovation or anticipated behavioral 
changes.’’ 

We are issuing this final priority only 
on a reasoned determination that its 
benefits justify its costs. In choosing 
among alternative regulatory 
approaches, we selected those 
approaches that maximize net benefits. 
Based on the analysis that follows, the 
Department believes that this regulatory 
action is consistent with the principles 
in Executive Order 13563. 

We also have determined that this 
regulatory action does not unduly 
interfere with State, local, and tribal 
governments in the exercise of their 
governmental functions. 

In accordance with both Executive 
orders, the Department has assessed the 
potential costs and benefits, both 
quantitative and qualitative, of this 
regulatory action. The potential costs 
are those resulting from statutory 
requirements and those we have 
determined as necessary for 
administering the Department’s 
programs and activities. 

The benefits of the Disability and 
Rehabilitation Research Projects and 
Centers Program have been well 
established over the years, as projects 
similar to the one envisioned by the 

final priority have been completed 
successfully. The new RRTC will 
generate, and promote the use of, new 
knowledge that will improve the 
options for individuals with disabilities 
to perform regular activities of their 
choice in the community. 

Accessible Format: Individuals with 
disabilities can obtain this document in 
an accessible format (e.g., braille, large 
print, audiotape, or compact disc) on 
request to the program contact person 
listed under FOR FURTHER INFORMATION 
CONTACT. 

Electronic Access to This Document: 
The official version of this document is 
the document published in the Federal 
Register. Free Internet access to the 
official edition of the Federal Register 
and the Code of Federal Regulations is 
available via the Federal Digital System 
at: www.gpo.gov/fdsys. At this site you 
can view this document, as well as all 
other documents of this Department 
published in the Federal Register, in 
text or Adobe Portable Document 
Format (PDF). To use PDF you must 
have Adobe Acrobat Reader, which is 
available free at the site. 

You may also access documents of the 
Department published in the Federal 
Register by using the article search 
feature at: www.federalregister.gov. 
Specifically, through the advanced 
search feature at this site, you can limit 
your search to documents published by 
the Department. 

Dated: June 4, 2013. 
Michael K. Yudin, 
Delegated the authority to perform the 
functions and the duties of the Assistant 
Secretary for Special Education and 
Rehabilitative Services. 
[FR Doc. 2013–13602 Filed 6–6–13; 8:45 am] 

BILLING CODE 4000–01–P 

DEPARTMENT OF HEALTH AND 
HUMAN SERVICES 

Office of the Secretary 

45 CFR Parts 160 and 164 

RIN 0945–AA03 

Technical Corrections to the HIPAA 
Privacy, Security, and Enforcement 
Rules 

AGENCY: Office for Civil Rights, 
Department of Health and Human 
Services. 
ACTION: Final rule. 

SUMMARY: These technical corrections 
address certain inadvertent errors and 
omissions in the HIPAA Privacy, 
Security, and Enforcement Rules that 
are located at 45 CFR parts 160 and 164. 
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DATES: This final rule is effective on 
June 7, 2013. 
FOR FURTHER INFORMATION CONTACT: 
Andra Wicks 202–205–2292. 
SUPPLEMENTARY INFORMATION: 

I. Executive Summary and Background 

On January 25, 2013, the Department 
of Health and Human Services (HHS or 
‘‘the Department’’) published a final 
rule to implement changes to the HIPAA 
Privacy, Security, Enforcement, and 
Breach Notification Rules (‘‘the HIPAA 
Rules’’) pursuant to statutory 
amendments under the Health 
Information Technology for Economic 
and Clinical Health Act (‘‘the HITECH 
Act’’), pursuant to section 105 of Title 
I of the Genetic Information 
Nondiscrimination Act of 2008, to 
address public comment received on the 
interim final Breach Notification Rule, 
and to make certain other modifications 
to the HIPAA Rules to improve their 
workability and effectiveness and to 
increase flexibility for and decrease 
burden on the regulated entities. See 78 
FR 5566. Since then, HHS has 
discovered a number of minor 
inadvertent errors and omissions in 
citations, and one typographical error, 
in several provisions of the HIPAA 
Rules. As explained below, with one 
exception, the errors and omissions are 
related to the modifications made in the 
final rule published on January 25, 
2013. This final rule contains technical 
corrections to the HIPAA Rules to revise 
these errors and omissions, which are 
discussed below. 

II. Discussion of Technical Corrections 
to 45 CFR Part 160 

a. Section 160.508(c)(5) should be 
corrected to refer to 
§ 160.410(b)(2)(ii)(B) and 42 U.S.C. 
1320d–5(b)(2)(B) instead of 
§ 160.410(b)(3)(ii)(B) and 42 U.S.C. 
1320d–5(b)(3)(B), respectively, as 
§ 160.410(b)(3)(ii)(B) and 42 U.S.C. 
1320d–5(b)(3)(B) were previously 
amended and became 
§ 160.410(b)(2)(ii)(B) and 42 U.S.C. 
1320d–5(b)(2)(B) as a result. Also, 
§ 160.508(c)(5) should include a 
reference to § 160.410(c)(2)(ii) after the 
reference to § 160.410(b)(2)(ii)(B), so 
that there is a corresponding regulatory 
reference for the grant of an extension 
of time pursuant to the Secretary’s 
discretion for violations occurring on or 
after February 18, 2009, as there is for 
violations occurring prior to February 
18, 2009. 

b. Section 160.548(e) references an 
affirmative defense by which the 
Secretary may not impose a civil money 
penalty on a covered entity if the 

violation falls under the HIPAA 
criminal provisions at 42 U.S.C. 1320d– 
6 and cites § 160.410(b)(1) as the 
regulatory reference for this affirmative 
defense. However, § 160.410(b)(1) was 
changed to be § 160.410(a)(1) and (2). 
Thus, § 160.548(e) should be corrected 
to refer to § 160.410(a)(1) or (2) instead 
of § 160.410(b)(1). 

III. Discussion of Technical Corrections 
to 45 CFR Part 164 

a. The definition of health care 
component found at § 164.103 
references § 164.105(a)(2)(iii)(C), but 
that reference should be corrected to be 
§ 164.105(a)(2)(iii)(D), as 
§ 164.105(a)(2)(iii)(D) now contains the 
hybrid entity designation requirements 
referenced by the definition of health 
care component. 

b. The definition of hybrid entity 
found at § 164.103 references 
§ 164.105(a)(2)(iii)(C), but that reference 
should be corrected to be 
§ 164.105(a)(2)(iii)(D), as 
§ 164.105(a)(2)(iii)(D) now contains the 
hybrid entity designation requirements 
referenced by the definition of hybrid 
entity. 

c. Section 164.314(a)(1), in discussing 
business associate contracts or other 
arrangements, refers to the requirements 
for such contracts or other arrangements 
found at § 164.308(b)(4). However, as 
such requirements were renumbered 
and are now found at § 164.308(b)(3), 
§ 164.314(a)(1) should be revised to refer 
to § 164.308(b)(3). 

d. Section 164.512(k)(4)(i) refers to 
Executive Order (‘‘E.O.’’) 12698. 
However E.O. 12698 discusses pay rate 
adjustments and is not applicable to the 
subject of § 164.512(k)(4)(i). The 
preamble to the 2000 HIPAA Privacy 
Final Rule refers to E.O. 12968, which 
discusses classified information and is 
applicable to the subject of 
§ 164.512(k)(4)(i). See 65 FR 82707. 
Given that § 164.512(k)(4)(i) relates to 
uses and disclosures of protected health 
information to the Department of State 
to determine medical suitability for the 
purpose of a required security clearance, 
as discussed in the preamble to the 2000 
Privacy Final Rule, § 164.512(k)(4)(i) 
should properly refer to E.O. 12968. 

e. Section 164.514(f)(2)(iv), in 
discussing the implementation 
specifications for covered entities that 
make fundraising communications, 
refers to the requirements to allow an 
individual to opt out of receiving 
fundraising communications, and 
erroneously refers to 
§ 164.514(f)(1)(ii)(B), which does not 
exist. The proper reference for the opt 
out requirements is at § 164.514(f)(2)(ii). 

Accordingly, § 164.514(f)(2)(iv) should 
be revised to refer to § 164.514(f)(2)(ii). 

f. Section 164.524(c)(4)(iv) describes 
the summary or explanation allowed by 
§ 164.524(c)(2)(iii), while incorrectly 
referring to § 164.524(c)(2)(ii), which 
discusses the form of access requested 
by an individual. As such, 
§ 164.524(c)(4)(iv) should be revised to 
refer to § 164.524(c)(2)(iii). 

g. In section 164.532(f), the ‘‘[’’ should 
be removed before ‘‘January 25, 2013’’ to 
correct a typographical error. 

IV. Inapplicability of Notice and 
Delayed Effective Date 

Under the Administrative Procedure 
Act, an agency may waive the normal 
notice and comment procedures if it 
finds, for good cause, that they are 
impracticable, unnecessary, or contrary 
to the public interest. The Department 
has determined that the corrections in 
this final rule are minor, routine 
determinations in which the public 
would not be particularly interested, or 
about which the public has already been 
put on notice, given the context of the 
errors or omissions to be corrected. 
Therefore, the Department finds that 
good cause exists for waiving the notice 
and public comment procedures as 
unnecessary under 5 U.S.C. 553(b)(B). 
For the same reasons, pursuant to 5 
U.S.C. 553(d)(3), a delayed effective date 
is not required. 

V. Regulatory Flexibility Act 
Because this document is not subject 

to the notice and public procedure 
requirements of 5 U.S.C. 553, it is not 
subject to the provisions of the 
Regulatory Flexibility Act (5 U.S.C. 601 
et seq.). 

VI. Executive Order 12866 
These technical corrections do not 

meet the criteria for a ‘‘significant 
regulatory action’’ as specified in 
Executive Order 12866, as 
supplemented by Executive Order 
13563. 

List of Subjects 

45 CFR Part 160 
Administrative practice and 

procedure, Computer technology, 
Electronic information system, 
Electronic transactions, Employer 
benefit plan, Health, Health care, Health 
facilities, Health insurance, Health 
records, Hospitals, Investigations, 
Medicaid, Medical research, Medicare, 
Penalties, Privacy, Reporting and 
recordkeeping requirements, Security. 

45 CFR Part 164 
Administrative practice and 

procedure, Computer technology, 
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Electronic information system, 
Electronic transactions, Employer 
benefit plan, Health, Health care, Health 
facilities, Health insurance, Health 
records, Hospitals, Medicaid, Medical 
research, Medicare, Privacy, Reporting 
and recordkeeping requirements, 
Security. 

For the reasons set forth in the 
preamble, the Department amends 45 
CFR Subtitle A, Subchapter C, parts 160 
and 164, as set forth below: 

PART 160—GENERAL 
ADMINISTRATIVE REQUIREMENTS 

■ 1. The authority citation for part 160 
continues to read as follows: 

Authority: 42 U.S.C. 1302(a); 42 U.S.C. 
1320d–1320d–9; sec. 264, Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d–2 
(note)); 5 U.S.C. 552; secs. 13400–13424, Pub. 
L. 111–5, 123 Stat. 258–279; and sec. 1104 of 
Pub. L. 111–148, 124 Stat. 146–154. 

§ 160.508 [Amended] 

■ 2. Amend § 160.508(c)(5) by 
correcting ‘‘§ 160.410(b)(3)(ii)(B)’’ to 
read ‘‘§ 160.410(b)(2)(ii)(B) or (c)(2)(ii)’’ 
and by correcting ‘‘42 U.S.C. 1320d– 
5(b)(3)(B)’’ to read ‘‘42 U.S.C. 1320d– 
5(b)(2)(B)’’. 

§ 160.548 [Amended] 

■ 3. Amend § 160.548(e) by correcting 
‘‘§ 160.410(b)(1)’’ to read 
‘‘§ 160.410(a)(1) or (2)’’. 

PART 164—SECURITY AND PRIVACY 

■ 4. The authority citation for part 164 
continues to read as follows: 

Authority: 42 U.S.C. 1302(a); 42 U.S.C. 
1320d–1320d–9; sec. 264, Pub. L. 104–191, 
110 Stat. 2033–2034 (42 U.S.C. 1320d–2 
(note)); and secs. 13400–13424, Pub. L. 111– 
5, 123 Stat. 258–279. 

§ 164.103 [Amended] 
■ 5. Amend § 164.103 as follows: 
■ a. In the definition of health care 
component, by correcting 
‘‘§ 164.105(a)(2)(iii)(C)’’ to read 
‘‘§ 164.105(a)(2)(iii)(D)’’. 
■ b. In the definition of hybrid entity, by 
correcting ‘‘§ 164.105(a)(2)(iii)(C)’’ to 
read ‘‘§ 164.105(a)(2)(iii)(D)’’. 

§ 164.314 [Amended] 

■ 6. Amend § 164.314(a)(1) by 
correcting ‘‘§ 164.308(b)(4)’’ to read 
‘‘§ 164.308(b)(3)’’. 

§ 164.512 [Amended] 

■ 7. Amend § 164.512(k)(4)(i) by 
correcting ‘‘12698’’ to read ‘‘12968’’. 

§ 164.514 [Amended] 

■ 8. Amend § 164.514(f)(2)(iv) by 
correcting ‘‘paragraph (f)(1)(ii)(B)’’ to 
read ‘‘paragraph (f)(2)(ii)’’. 

§ 164.524 [Amended] 

■ 9. Amend § 164.524(c)(4)(iv) by 
correcting ‘‘paragraph (c)(2)(ii)’’ to read 
‘‘paragraph (c)(2)(iii)’’. 

§ 164.532 [Amended] 

■ 10. Amend the introductory text of 
§ 164.532(f) by correcting ‘‘[January 25, 
2013’’ to read ‘‘January 25, 2013’’. 

Dated: May 31, 2013. 
Jennifer M. Cannistra, 
Executive Secretary to the Department. 
[FR Doc. 2013–13472 Filed 6–6–13; 8:45 am] 

BILLING CODE 4153–01–P 

DEPARTMENT OF THE INTERIOR 

Office of the Secretary 

48 CFR Parts 1401, 1452, and 1480 

RIN 1090–AB03 

Acquisition Regulations; Buy Indian 
Act; Procedures for Contracting 

AGENCY: Assistant Secretary for Policy, 
Management and Budget, Interior. 
ACTION: Final rule. 

SUMMARY: The Department of the 
Interior is finalizing regulations guiding 
implementation of the Buy Indian Act, 
which provides Indian Affairs (IA) with 
authority to set aside procurement 
contracts for Indian-owned and 
controlled businesses. This rule 
supplements the Federal Acquisition 
Regulation (FAR) and the Department of 
the Interior Acquisition Regulation 
(DIAR). 

DATES: This rule is effective on July 8, 
2013. 
FOR FURTHER INFORMATION CONTACT: 
Jonodev Chaudhuri, Office of the 
Assistant Secretary—Indian Affairs, 
(202) 208–7163; 
jonodev.chaudhuri@bia.gov; or David 
Brown, Office of Acquisitions—Indian 
Affairs, (703) 390–6605, 
David.Brown@bia.gov. 

SUPPLEMENTARY INFORMATION: 
I. Background 
II. Statutory Authority 
III. Overview of Final Rule 

A. Numbering System 
B. What this Rule Does 

IV. Development of Rule 
A. Prior Publication and Comment 

Solicitation 
B. Summary of Comments 
1. Goals for Set-Asides 
2. Indian Economic Enterprise Definition & 

Representation 
a. Fifty-one (51) percent Indian ownership 
b. Self-certification 
c. Challenges to an entity’s representation 

as an ‘‘Indian economic enterprise’’ 

3. Restrictions on Construction 
4. Subcontracting 
5. Buy Indian Implementation by Other 

Bureaus and Departments 
6. Awarding 
7. Applicability to Tribes 
8. Other 

V. Procedural Requirements 
A. Regulatory Planning and Review 

(Executive Order 12866 and 13563) 
B. Regulatory Flexibility Act 
C. Small Business Regulatory Enforcement 

Fairness Act (SBREFA) 
D. Unfunded Mandates Reform Act 
E. Takings Implications (Executive Order 

12630) 
F. Federalism (Executive Order 13132) 
G. Civil Justice Reform (Executive Order 

12988) 
H. Consultation with Indian Tribes 

(Executive Order 13175) 
I. Paperwork Reduction Act 
J. National Environmental Policy Act 
K. Effects on the Energy Supply (E.O. 

13211) 

I. Background 

IA has obtained services and supplies 
from Indian sources using the Buy 
Indian Program since 1965, based on 
policy memoranda and acquisition. This 
rule describes uniform administrative 
procedures that IA will use in all of its 
locations to encourage procurement 
relationships with eligible Indian 
Economic Enterprises in the execution 
of the Buy Indian Act. 

This rule incorporates the decision of 
the Assistant Secretary—Indian Affairs 
to increase economic development and 
employment of Indian persons by 
reducing the percentage of Indian 
ownership of business enterprises from 
a mandatory 100 percent to minimum 
51 percent. 

In addition, the regulations respond to 
and incorporate the nuances of Section 
831 of the National Defense 
Authorization Act for Fiscal Year 1991 
(Pub. L. 101–510, 10 U.S.C. 2301 note) 
that amended 25 U.S.C. 47 to allow 
Indian firms to participate in the 
Department of Defense’s Mentor-Protégé 
Program and not lose their eligibility for 
contracts awarded under the authority 
of the Buy Indian Act. This rule 
includes language stating that 
participation in the Mentor-Protégé 
program has no effect on eligibility for 
contracts awarded under the authority 
of the Buy Indian Act. 

This rule also includes revisions to 
address the input received as a result of 
earlier publications and consultation 
hearings in Indian Country. 

Indian economic enterprises 
interested in contracting with IA should 
monitor www.FedBizOpps.gov to 
identify opportunities for which there is 
a Buy Indian set-aside under this rule. 
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Standards For Privacy of 
Individually Identifiable Health Info 



 

OCR HIPAA Privacy 

December 3, 2002 

Revised April 3, 2003 

STANDARDS FOR PRIVACY OF 

INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION
 

[45 CFR Parts 160 and 164] 

Introduction 

This guidance explains and answers questions about key elements of the requirements of 
the HIPAA Standards for Privacy of Individually Identifiable Health Information (the Privacy 
Rule). The Department of Health and Human Services (HHS) published the Privacy Rule on 
December 28, 2000, and adopted modifications of the Rule on August 14, 2002. 

The Privacy Rule (45 CFR Part 160 and Subparts A and E of Part 164) provides the first 
comprehensive Federal protection for the privacy of health information.  All segments of the 
health care industry have expressed support for the objective of enhanced patient privacy in the 
health care system.  The Privacy Rule, as modified, is carefully balanced to provide strong 
privacy protections that do not interfere with patient access to, or the quality of, health care 
delivery. 

The guidance that follows is meant to communicate as clearly as possible the privacy 
policies contained in the Privacy Rule.  For a particular segment in the Privacy Rule, the 
guidance will provide a brief explanation of the segment and how the Rule works, followed by 
“Frequently Asked Questions” about that provision.  You can see all of the Privacy Rule 
“Frequently Asked Questions” if you CLICK HERE; or you can go to http://answers.hhs.gov/cgi
bin/hhs.cfg/php/enduser/std_alp.php, then select "Privacy of Health Information/HIPAA" from 
the Category dropdown list and click the Search button.  The guidance does not address all of the 
relevant provisions in the Rule, although we anticipate adding segments in the future as we 
develop guidance on more Privacy Rule standards.  We will also be adding to the “Frequently 
Asked Questions” on an ongoing basis as new questions arise.  HHS plans to work expeditiously 
to address these additional questions to facilitate understanding of the Rule and to encourage 
voluntary compliance with its requirements.  However, for a full understanding of one’s rights 
and responsibilities under the Rule, it is important to consult the Rule itself. 

The Privacy Rule Standards Addressed 

General Overview
 
Incidental Uses and Disclosures (45 CFR 164.502(a))
 
Minimum Necessary (45 CFR 164.502(b), 164.514(d))
 
Personal Representatives (45 CFR 164.502(g))
 
Business Associates (45 CFR 164.502(e), 164.504(e), 164.532(d) and (e))
 
Uses and Disclosures for Treatment, Payment, and Health Care Operations (45 CFR 164.506)
 

1 

http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?p_sid=ySEcB8Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_cat_lvl2=%7Eany%7E&p_search_text=&p_new_search=1
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php


OCR HIPAA Privacy 

December 3, 2002 

Revised April 3, 2003 

Marketing (45 CFR 164.501, 164.508(a))
 
Public Health (45 CFR 164.512(b))
 
Research (45 CFR 164.501, 164.508, 164.512(i), 164.514(e), 164.528, 164.532)
 
Workers’ Compensation Laws (45 CFR 164.512(l))
 
Notice (45 CFR 164.520)
 
Government Access (45 CFR Part 160, Subpart C, 164.512(f))
 
Miscellaneous FAQs
 

2 



 
 

De-Identified Information CFR Title 45, 
Volume 1, Section 164.514 



884 

45 CFR Subtitle A (10–1–11 Edition) § 164.514 

(E) Law enforcement on the premises 
of the correctional institution; and 

(F) The administration and mainte-
nance of the safety, security, and good 
order of the correctional institution. 

(ii) Permitted uses. A covered entity 
that is a correctional institution may 
use protected health information of in-
dividuals who are inmates for any pur-
pose for which such protected health 
information may be disclosed. 

(iii) No application after release. For 
the purposes of this provision, an indi-
vidual is no longer an inmate when re-
leased on parole, probation, supervised 
release, or otherwise is no longer in 
lawful custody. 

(6) Covered entities that are government 
programs providing public benefits. (i) A 
health plan that is a government pro-
gram providing public benefits may 
disclose protected health information 
relating to eligibility for or enrollment 
in the health plan to another agency 
administering a government program 
providing public benefits if the sharing 
of eligibility or enrollment informa-
tion among such government agencies 
or the maintenance of such informa-
tion in a single or combined data sys-
tem accessible to all such government 
agencies is required or expressly au-
thorized by statute or regulation. 

(ii) A covered entity that is a govern-
ment agency administering a govern-
ment program providing public bene-
fits may disclose protected health in-
formation relating to the program to 
another covered entity that is a gov-
ernment agency administering a gov-
ernment program providing public ben-
efits if the programs serve the same or 
similar populations and the disclosure 
of protected health information is nec-
essary to coordinate the covered func-
tions of such programs or to improve 
administration and management relat-
ing to the covered functions of such 
programs. 

(l) Standard: Disclosures for workers’ 
compensation. A covered entity may 
disclose protected health information 
as authorized by and to the extent nec-
essary to comply with laws relating to 
workers’ compensation or other similar 
programs, established by law, that pro-

vide benefits for work-related injuries 
or illness without regard to fault. 

[65 FR 82802, Dec. 28, 2000, as amended at 67 
FR 53270, Aug. 14, 2002] 

§ 164.514 Other requirements relating 
to uses and disclosures of protected 
health information. 

(a) Standard: de-identification of pro-
tected health information. Health infor-
mation that does not identify an indi-
vidual and with respect to which there 
is no reasonable basis to believe that 
the information can be used to identify 
an individual is not individually identi-
fiable health information. 

(b) Implementation specifications: re-
quirements for de-identification of pro-
tected health information. A covered en-
tity may determine that health infor-
mation is not individually identifiable 
health information only if: 

(1) A person with appropriate knowl-
edge of and experience with generally 
accepted statistical and scientific prin-
ciples and methods for rendering infor-
mation not individually identifiable: 

(i) Applying such principles and 
methods, determines that the risk is 
very small that the information could 
be used, alone or in combination with 
other reasonably available informa-
tion, by an anticipated recipient to 
identify an individual who is a subject 
of the information; and 

(ii) Documents the methods and re-
sults of the analysis that justify such 
determination; or 

(2)(i) The following identifiers of the 
individual or of relatives, employers, 
or household members of the indi-
vidual, are removed: 

(A) Names; 
(B) All geographic subdivisions 

smaller than a State, including street 
address, city, county, precinct, zip 
code, and their equivalent geocodes, 
except for the initial three digits of a 
zip code if, according to the current 
publicly available data from the Bu-
reau of the Census: 

(1) The geographic unit formed by 
combining all zip codes with the same 
three initial digits contains more than 
20,000 people; and 

(2) The initial three digits of a zip 
code for all such geographic units con-
taining 20,000 or fewer people is 
changed to 000. 
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(C) All elements of dates (except 
year) for dates directly related to an 
individual, including birth date, admis-
sion date, discharge date, date of 
death; and all ages over 89 and all ele-
ments of dates (including year) indic-
ative of such age, except that such ages 
and elements may be aggregated into a 
single category of age 90 or older; 

(D) Telephone numbers; 
(E) Fax numbers; 
(F) Electronic mail addresses; 
(G) Social security numbers; 
(H) Medical record numbers; 
(I) Health plan beneficiary numbers; 
(J) Account numbers; 
(K) Certificate/license numbers; 
(L) Vehicle identifiers and serial 

numbers, including license plate num-
bers; 

(M) Device identifiers and serial 
numbers; 

(N) Web Universal Resource Locators 
(URLs); 

(O) Internet Protocol (IP) address 
numbers; 

(P) Biometric identifiers, including 
finger and voice prints; 

(Q) Full face photographic images 
and any comparable images; and 

(R) Any other unique identifying 
number, characteristic, or code, except 
as permitted by paragraph (c) of this 
section; and 

(ii) The covered entity does not have 
actual knowledge that the information 
could be used alone or in combination 
with other information to identify an 
individual who is a subject of the infor-
mation. 

(c) Implementation specifications: re- 
identification. A covered entity may as-
sign a code or other means of record 
identification to allow information de- 
identified under this section to be re- 
identified by the covered entity, pro-
vided that: 

(1) Derivation. The code or other 
means of record identification is not 
derived from or related to information 
about the individual and is not other-
wise capable of being translated so as 
to identify the individual; and 

(2) Security. The covered entity does 
not use or disclose the code or other 
means of record identification for any 
other purpose, and does not disclose 
the mechanism for re-identification. 

(d)(1) Standard: minimum necessary re-
quirements. In order to comply with 
§ 164.502(b) and this section, a covered 
entity must meet the requirements of 
paragraphs (d)(2) through (d)(5) of this 
section with respect to a request for, or 
the use and disclosure of, protected 
health information. 

(2) Implementation specifications: min-
imum necessary uses of protected health 
information. (i) A covered entity must 
identify: 

(A) Those persons or classes of per-
sons, as appropriate, in its workforce 
who need access to protected health in-
formation to carry out their duties; 
and 

(B) For each such person or class of 
persons, the category or categories of 
protected health information to which 
access is needed and any conditions ap-
propriate to such access. 

(ii) A covered entity must make rea-
sonable efforts to limit the access of 
such persons or classes identified in 
paragraph (d)(2)(i)(A) of this section to 
protected health information con-
sistent with paragraph (d)(2)(i)(B) of 
this section. 

(3) Implementation specification: Min-
imum necessary disclosures of protected 
health information. (i) For any type of 
disclosure that it makes on a routine 
and recurring basis, a covered entity 
must implement policies and proce-
dures (which may be standard proto-
cols) that limit the protected health 
information disclosed to the amount 
reasonably necessary to achieve the 
purpose of the disclosure. 

(ii) For all other disclosures, a cov-
ered entity must: 

(A) Develop criteria designed to limit 
the protected health information dis-
closed to the information reasonably 
necessary to accomplish the purpose 
for which disclosure is sought; and 

(B) Review requests for disclosure on 
an individual basis in accordance with 
such criteria. 

(iii) A covered entity may rely, if 
such reliance is reasonable under the 
circumstances, on a requested disclo-
sure as the minimum necessary for the 
stated purpose when: 

(A) Making disclosures to public offi-
cials that are permitted under § 164.512, 
if the public official represents that 
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the information requested is the min-
imum necessary for the stated pur-
pose(s); 

(B) The information is requested by 
another covered entity; 

(C) The information is requested by a 
professional who is a member of its 
workforce or is a business associate of 
the covered entity for the purpose of 
providing professional services to the 
covered entity, if the professional rep-
resents that the information requested 
is the minimum necessary for the stat-
ed purpose(s); or 

(D) Documentation or representa-
tions that comply with the applicable 
requirements of § 164.512(i) have been 
provided by a person requesting the in-
formation for research purposes. 

(4) Implementation specifications: Min-
imum necessary requests for protected 
health information. (i) A covered entity 
must limit any request for protected 
health information to that which is 
reasonably necessary to accomplish the 
purpose for which the request is made, 
when requesting such information from 
other covered entities. 

(ii) For a request that is made on a 
routine and recurring basis, a covered 
entity must implement policies and 
procedures (which may be standard 
protocols) that limit the protected 
health information requested to the 
amount reasonably necessary to ac-
complish the purpose for which the re-
quest is made. 

(iii) For all other requests, a covered 
entity must: 

(A) Develop criteria designed to limit 
the request for protected health infor-
mation to the information reasonably 
necessary to accomplish the purpose 
for which the request is made; and 

(B) Review requests for disclosure on 
an individual basis in accordance with 
such criteria. 

(5) Implementation specification: Other 
content requirement. For all uses, disclo-
sures, or requests to which the require-
ments in paragraph (d) of this section 
apply, a covered entity may not use, 
disclose or request an entire medical 
record, except when the entire medical 
record is specifically justified as the 
amount that is reasonably necessary to 
accomplish the purpose of the use, dis-
closure, or request. 

(e)(1) Standard: Limited data set. A 
covered entity may use or disclose a 
limited data set that meets the re-
quirements of paragraphs (e)(2) and 
(e)(3) of this section, if the covered en-
tity enters into a data use agreement 
with the limited data set recipient, in 
accordance with paragraph (e)(4) of this 
section. 

(2) Implementation specification: Lim-
ited data set: A limited data set is pro-
tected health information that ex-
cludes the following direct identifiers 
of the individual or of relatives, em-
ployers, or household members of the 
individual: 

(i) Names; 
(ii) Postal address information, other 

than town or city, State, and zip code; 
(iii) Telephone numbers; 
(iv) Fax numbers; 
(v) Electronic mail addresses; 
(vi) Social security numbers; 
(vii) Medical record numbers; 
(viii) Health plan beneficiary num-

bers; 
(ix) Account numbers; 
(x) Certificate/license numbers; 
(xi) Vehicle identifiers and serial 

numbers, including license plate num-
bers; 

(xii) Device identifiers and serial 
numbers; 

(xiii) Web Universal Resource Loca-
tors (URLs); 

(xiv) Internet Protocol (IP) address 
numbers; 

(xv) Biometric identifiers, including 
finger and voice prints; and 

(xvi) Full face photographic images 
and any comparable images. 

(3) Implementation specification: Per-
mitted purposes for uses and disclosures. 
(i) A covered entity may use or disclose 
a limited data set under paragraph 
(e)(1) of this section only for the pur-
poses of research, public health, or 
health care operations. 

(ii) A covered entity may use pro-
tected health information to create a 
limited data set that meets the re-
quirements of paragraph (e)(2) of this 
section, or disclose protected health in-
formation only to a business associate 
for such purpose, whether or not the 
limited data set is to be used by the 
covered entity. 

(4) Implementation specifications: Data 
use agreement—(i) Agreement required. A 
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covered entity may use or disclose a 
limited data set under paragraph (e)(1) 
of this section only if the covered enti-
ty obtains satisfactory assurance, in 
the form of a data use agreement that 
meets the requirements of this section, 
that the limited data set recipient will 
only use or disclose the protected 
health information for limited pur-
poses. 

(ii) Contents. A data use agreement 
between the covered entity and the 
limited data set recipient must: 

(A) Establish the permitted uses and 
disclosures of such information by the 
limited data set recipient, consistent 
with paragraph (e)(3) of this section. 
The data use agreement may not au-
thorize the limited data set recipient 
to use or further disclose the informa-
tion in a manner that would violate 
the requirements of this subpart, if 
done by the covered entity; 

(B) Establish who is permitted to use 
or receive the limited data set; and 

(C) Provide that the limited data set 
recipient will: 

(1) Not use or further disclose the in-
formation other than as permitted by 
the data use agreement or as otherwise 
required by law; 

(2) Use appropriate safeguards to pre-
vent use or disclosure of the informa-
tion other than as provided for by the 
data use agreement; 

(3) Report to the covered entity any 
use or disclosure of the information 
not provided for by its data use agree-
ment of which it becomes aware; 

(4) Ensure that any agents, including 
a subcontractor, to whom it provides 
the limited data set agrees to the same 
restrictions and conditions that apply 
to the limited data set recipient with 
respect to such information; and 

(5) Not identify the information or 
contact the individuals. 

(iii) Compliance. (A) A covered entity 
is not in compliance with the standards 
in paragraph (e) of this section if the 
covered entity knew of a pattern of ac-
tivity or practice of the limited data 
set recipient that constituted a mate-
rial breach or violation of the data use 
agreement, unless the covered entity 
took reasonable steps to cure the 
breach or end the violation, as applica-
ble, and, if such steps were unsuccess-
ful: 

(1) Discontinued disclosure of pro-
tected health information to the re-
cipient; and 

(2) Reported the problem to the Sec-
retary. 

(B) A covered entity that is a limited 
data set recipient and violates a data 
use agreement will be in noncompli-
ance with the standards, implementa-
tion specifications, and requirements 
of paragraph (e) of this section. 

(f)(1) Standard: Uses and disclosures for 
fundraising. A covered entity may use, 
or disclose to a business associate or to 
an institutionally related foundation, 
the following protected health infor-
mation for the purpose of raising funds 
for its own benefit, without an author-
ization meeting the requirements of 
§ 164.508: 

(i) Demographic information relating 
to an individual; and 

(ii) Dates of health care provided to 
an individual. 

(2) Implementation specifications: 
Fundraising requirements. (i) The cov-
ered entity may not use or disclose 
protected health information for fund-
raising purposes as otherwise per-
mitted by paragraph (f)(1) of this sec-
tion unless a statement required by 
§ 164.520(b)(1)(iii)(B) is included in the 
covered entity’s notice; 

(ii) The covered entity must include 
in any fundraising materials it sends to 
an individual under this paragraph a 
description of how the individual may 
opt out of receiving any further fund-
raising communications. 

(iii) The covered entity must make 
reasonable efforts to ensure that indi-
viduals who decide to opt out of receiv-
ing future fundraising communications 
are not sent such communications. 

(g) Standard: Uses and disclosures for 
underwriting and related purposes. If a 
health plan receives protected heath 
information for the purpose of under-
writing, premium rating, or other ac-
tivities relating to the creation, re-
newal, or replacement of a contract of 
health insurance or health benefits, 
and if such health insurance or health 
benefits are not placed with the health 
plan, such health plan may not use or 
disclose such protected health informa-
tion for any other purpose, except as 
may be required by law. 
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(h)(1) Standard: Verification require-
ments. Prior to any disclosure per-
mitted by this subpart, a covered enti-
ty must: 

(i) Except with respect to disclosures 
under § 164.510, verify the identity of a 
person requesting protected health in-
formation and the authority of any 
such person to have access to protected 
health information under this subpart, 
if the identity or any such authority of 
such person is not known to the cov-
ered entity; and 

(ii) Obtain any documentation, state-
ments, or representations, whether 
oral or written, from the person re-
questing the protected health informa-
tion when such documentation, state-
ment, or representation is a condition 
of the disclosure under this subpart. 

(2) Implementation specifications: 
Verification. (i) Conditions on disclosures. 
If a disclosure is conditioned by this 
subpart on particular documentation, 
statements, or representations from 
the person requesting the protected 
health information, a covered entity 
may rely, if such reliance is reasonable 
under the circumstances, on docu-
mentation, statements, or representa-
tions that, on their face, meet the ap-
plicable requirements. 

(A) The conditions in 
§ 164.512(f)(1)(ii)(C) may be satisfied by 
the administrative subpoena or similar 
process or by a separate written state-
ment that, on its face, demonstrates 
that the applicable requirements have 
been met. 

(B) The documentation required by 
§ 164.512(i)(2) may be satisfied by one or 
more written statements, provided 
that each is appropriately dated and 
signed in accordance with 
§ 164.512(i)(2)(i) and (v). 

(ii) Identity of public officials. A cov-
ered entity may rely, if such reliance is 
reasonable under the circumstances, on 
any of the following to verify identity 
when the disclosure of protected health 
information is to a public official or a 
person acting on behalf of the public 
official: 

(A) If the request is made in person, 
presentation of an agency identifica-
tion badge, other official credentials, 
or other proof of government status; 

(B) If the request is in writing, the 
request is on the appropriate govern-
ment letterhead; or 

(C) If the disclosure is to a person 
acting on behalf of a public official, a 
written statement on appropriate gov-
ernment letterhead that the person is 
acting under the government’s author-
ity or other evidence or documentation 
of agency, such as a contract for serv-
ices, memorandum of understanding, or 
purchase order, that establishes that 
the person is acting on behalf of the 
public official. 

(iii) Authority of public officials. A 
covered entity may rely, if such reli-
ance is reasonable under the cir-
cumstances, on any of the following to 
verify authority when the disclosure of 
protected health information is to a 
public official or a person acting on be-
half of the public official: 

(A) A written statement of the legal 
authority under which the information 
is requested, or, if a written statement 
would be impracticable, an oral state-
ment of such legal authority; 

(B) If a request is made pursuant to 
legal process, warrant, subpoena, order, 
or other legal process issued by a grand 
jury or a judicial or administrative tri-
bunal is presumed to constitute legal 
authority. 

(iv) Exercise of professional judgment. 
The verification requirements of this 
paragraph are met if the covered entity 
relies on the exercise of professional 
judgment in making a use or disclosure 
in accordance with § 164.510 or acts on a 
good faith belief in making a disclosure 
in accordance with § 164.512(j). 

[65 FR 82802, Dec. 28, 2000, as amended at 67 
FR 53270, Aug. 14, 2002] 

§ 164.520 Notice of privacy practices 
for protected health information. 

(a) Standard: notice of privacy prac-
tices—(1) Right to notice. Except as pro-
vided by paragraph (a)(2) or (3) of this 
section, an individual has a right to 
adequate notice of the uses and disclo-
sures of protected health information 
that may be made by the covered enti-
ty, and of the individual’s rights and 
the covered entity’s legal duties with 
respect to protected health informa-
tion. 
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H. R. 1 

One Hundred Eleventh Congress 
of the 

United States of America 
AT THE FIRST SESSION 

Begun and held at the City of Washington on Tuesday, 
the sixth day of January, two thousand and nine 

An Act 
Making supplemental appropriations for job preservation and creation, infrastructure 

investment, energy efficiency and science, assistance to the unemployed, and 
State and local fiscal stabilization, for the fiscal year ending September 30, 
2009, and for other purposes. 

Be it enacted by the Senate and House of Representatives of 
the United States of America in Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘American Recovery and Reinvest-
ment Act of 2009’’. 
SEC. 2. TABLE OF CONTENTS. 

The table of contents for this Act is as follows: 
DIVISION A—APPROPRIATIONS PROVISIONS 

TITLE I—AGRICULTURE, RURAL DEVELOPMENT, FOOD AND DRUG ADMIN-
ISTRATION, AND RELATED AGENCIES 

TITLE II—COMMERCE, JUSTICE, SCIENCE, AND RELATED AGENCIES 
TITLE III—DEPARTMENT OF DEFENSE 
TITLE IV—ENERGY AND WATER DEVELOPMENT 
TITLE V—FINANCIAL SERVICES AND GENERAL GOVERNMENT 
TITLE VI—DEPARTMENT OF HOMELAND SECURITY 
TITLE VII—INTERIOR, ENVIRONMENT, AND RELATED AGENCIES 
TITLE VIII—DEPARTMENTS OF LABOR, HEALTH AND HUMAN SERVICES, 

AND EDUCATION, AND RELATED AGENCIES 
TITLE IX—LEGISLATIVE BRANCH 
TITLE X—MILITARY CONSTRUCTION AND VETERANS AFFAIRS AND RE-

LATED AGENCIES 
TITLE XI—STATE, FOREIGN OPERATIONS, AND RELATED PROGRAMS 
TITLE XII—TRANSPORTATION, HOUSING AND URBAN DEVELOPMENT, AND 

RELATED AGENCIES 
TITLE XIII—HEALTH INFORMATION TECHNOLOGY 
TITLE XIV—STATE FISCAL STABILIZATION FUND 
TITLE XV—ACCOUNTABILITY AND TRANSPARENCY 
TITLE XVI—GENERAL PROVISIONS—THIS ACT 

DIVISION B—TAX, UNEMPLOYMENT, HEALTH, STATE FISCAL RELIEF, AND 
OTHER PROVISIONS 

TITLE I—TAX PROVISIONS 
TITLE II—ASSISTANCE FOR UNEMPLOYED WORKERS AND STRUGGLING 

FAMILIES 
TITLE III—PREMIUM ASSISTANCE FOR COBRA BENEFITS 
TITLE IV—MEDICARE AND MEDICAID HEALTH INFORMATION TECH-

NOLOGY; MISCELLANEOUS MEDICARE PROVISIONS 
TITLE V—STATE FISCAL RELIEF 
TITLE VI—BROADBAND TECHNOLOGY OPPORTUNITIES PROGRAM 
TITLE VII—LIMITS ON EXECUTIVE COMPENSATION 

SEC. 3. PURPOSES AND PRINCIPLES. 

(a) STATEMENT OF PURPOSES.—The purposes of this Act include 
the following: 
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(1) To preserve and create jobs and promote economic 
recovery. 

(2) To assist those most impacted by the recession. 
(3) To provide investments needed to increase economic 

efficiency by spurring technological advances in science and 
health. 

(4) To invest in transportation, environmental protection, 
and other infrastructure that will provide long-term economic 
benefits. 

(5) To stabilize State and local government budgets, in 
order to minimize and avoid reductions in essential services 
and counterproductive state and local tax increases. 
(b) GENERAL PRINCIPLES CONCERNING USE OF FUNDS.—The 

President and the heads of Federal departments and agencies shall 
manage and expend the funds made available in this Act so as 
to achieve the purposes specified in subsection (a), including com-
mencing expenditures and activities as quickly as possible con-
sistent with prudent management. 
SEC. 4. REFERENCES. 

Except as expressly provided otherwise, any reference to ‘‘this 
Act’’ contained in any division of this Act shall be treated as 
referring only to the provisions of that division. 
SEC. 5. EMERGENCY DESIGNATIONS. 

(a) IN GENERAL.—Each amount in this Act is designated as 
an emergency requirement and necessary to meet emergency needs 
pursuant to section 204(a) of S. Con. Res. 21 (110th Congress) 
and section 301(b)(2) of S. Con. Res. 70 (110th Congress), the 
concurrent resolutions on the budget for fiscal years 2008 and 
2009. 

(b) PAY-AS-YOU-GO.—All applicable provisions in this Act are 
designated as an emergency for purposes of pay-as-you-go principles. 

DIVISION A—APPROPRIATIONS 
PROVISIONS 

That the following sums are appropriated, out of any money 
in the Treasury not otherwise appropriated, for the fiscal year 
ending September 30, 2009, and for other purposes, namely: 

TITLE I—AGRICULTURE, RURAL DEVELOPMENT, FOOD AND 
DRUG ADMINISTRATION, AND RELATED AGENCIES 

DEPARTMENT OF AGRICULTURE 

AGRICULTURE BUILDINGS AND FACILITIES AND RENTAL PAYMENTS 

For an additional amount for ‘‘Agriculture Buildings and Facili-
ties and Rental Payments’’, $24,000,000, for necessary construction, 
repair, and improvement activities. 

OFFICE OF INSPECTOR GENERAL 

For an additional amount for ‘‘Office of Inspector General’’, 
$22,500,000, to remain available until September 30, 2013, for 
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and technical assistance to such programs consistent with sec-
tion 645A(g)(2) of such Act, and up to 3 percent shall be 
available for monitoring the operation of such programs con-
sistent with section 641A of such Act. 

(3) $1,000,000,000 for carrying out activities under sections 
674 through 679 of the Community Services Block Grant Act, 
of which no part shall be subject to section 674(b)(3) of such 
Act: Provided, That notwithstanding section 675C(a)(1) and 
675C(b) of such Act, 1 percent of the funds made available 
to each State from this additional amount shall be used for 
benefits enrollment coordination activities relating to the identi-
fication and enrollment of eligible individuals and families in 
Federal, State, and local benefit programs: Provided further, 
That all funds remaining available to a State from this addi-
tional amount after application of the previous proviso shall 
be distributed to eligible entities as defined in section 673(1) 
of such Act: Provided further, That for services furnished under 
such Act during fiscal years 2009 and 2010, States may apply 
the last sentence of section 673(2) of such Act by substituting 
‘‘200 percent’’ for ‘‘125 percent’’. 

(4) $50,000,000 for carrying out activities under section 
1110 of the Social Security Act. 

ADMINISTRATION ON AGING 

AGING SERVICES PROGRAMS 

For an additional amount for ‘‘Aging Services Programs’’ under 
subparts 1 and 2 of part C, of title III, and under title VI, of 
the Older Americans Act of 1965, $100,000,000, of which 
$65,000,000 shall be for Congregate Nutrition Services, $32,000,000 
shall be for Home-Delivered Nutrition Services and $3,000,000 shall 
be for Nutrition Services for Native Americans. 

OFFICE OF THE SECRETARY 

OFFICE OF THE NATIONAL COORDINATOR FOR HEALTH INFORMATION 
TECHNOLOGY 

(INCLUDING TRANSFER OF FUNDS) 

For an additional amount for ‘‘Office of the National Coordi-
nator for Health Information Technology’’, $2,000,000,000, to carry 
out title XIII of this Act, to remain available until expended: Pro-
vided, That of such amount, the Secretary of Health and Human 
Services shall transfer $20,000,000 to the Director of the National 
Institute of Standards and Technology in the Department of Com-
merce for continued work on advancing health care information 
enterprise integration through activities such as technical standards 
analysis and establishment of conformance testing infrastructure, 
so long as such activities are coordinated with the Office of the 
National Coordinator for Health Information Technology: Provided 
further, That $300,000,000 is to support regional or sub-national 
efforts toward health information exchange: Provided further, That 
0.25 percent of the funds provided in this paragraph may be used 
for administration of such funds: Provided further, That funds avail-
able under this heading shall become available for obligation only 
upon submission of an annual operating plan by the Secretary 
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to the Committees on Appropriations of the House of Representa-
tives and the Senate: Provided further, That the fiscal year 2009 
operating plan shall be provided not later than 90 days after enact-
ment of this Act and that subsequent annual operating plans shall 
be provided not later than November 1 of each year: Provided 
further, That these operating plans shall describe how expenditures 
are aligned with the specific objectives, milestones, and metrics 
of the Federal Health Information Technology Strategic Plan, 
including any subsequent updates to the Plan; the allocation of 
resources within the Department of Health and Human Services 
and other Federal agencies; and the identification of programs 
and activities that are supported: Provided further, That the Sec-
retary shall provide to the Committees on Appropriations of the 
House of Representatives and the Senate a report on the actual 
obligations, expenditures, and unobligated balances for each major 
set of activities not later than November 1, 2009, and every 6 
months thereafter as long as funding provided under this heading 
is available for obligation or expenditure. 

OFFICE OF INSPECTOR GENERAL 

For an additional amount for the ‘‘Office of Inspector General’’, 
$17,000,000 which shall remain available until September 30, 2012. 

PUBLIC HEALTH AND SOCIAL SERVICES EMERGENCY FUND 

For an additional amount for ‘‘Public Health and Social Services 
Emergency Fund’’ to improve information technology security at 
the Department of Health and Human Services, $50,000,000. 

PREVENTION AND WELLNESS FUND 

(INCLUDING TRANSFER OF FUNDS) 

For necessary expenses for a ‘‘Prevention and Wellness Fund’’ 
to be administered through the Department of Health and Human 
Services, Office of the Secretary, $1,000,000,000: Provided, That 
of the amount provided in this paragraph, $300,000,000 shall be 
transferred to the Centers for Disease Control and Prevention 
(‘‘CDC’’) as an additional amount to carry out the immunization 
program (‘‘section 317 immunization program’’) authorized by sec-
tion 317(a), (j), and (k)(1) of the Public Health Service Act (‘‘PHS 
Act’’): Provided further, That of the amount provided in this para-
graph, $650,000,000 shall be to carry out evidence-based clinical 
and community-based prevention and wellness strategies authorized 
by the PHS Act, as determined by the Secretary, that deliver 
specific, measurable health outcomes that address chronic disease 
rates: Provided further, That funds appropriated in the preceding 
proviso may be transferred to other appropriation accounts of the 
Department of Health and Human Services, as determined by the 
Secretary to be appropriate: Provided further, That of the amount 
appropriated in this paragraph, $50,000,000 shall be provided to 
States for an additional amount to carry out activities to implement 
healthcare associated infections reduction strategies: Provided fur-
ther, That not more than 0.5 percent of funds made available 
in this paragraph may be used for management and oversight 
expenses in the office or division of the Department of Health 
and Human Services administering the funds: Provided further, 
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1717(b)(2)) or section 305(a)(2) of the Federal Home Loan Mortgage 
Corporation Act (12 U.S.C. 1754(a)(2)), respectively, for any size 
residence for any area is less than such maximum original principal 
obligation limitation that was in effect for such size residence 
for such area for 2008 pursuant to section 201 of the Economic 
Stimulus Act of 2008 (Public Law 110–185; 122 Stat. 619), notwith-
standing any other provision of law, the limitation on the maximum 
original principal obligation of a mortgage for such Association 
and Corporation for such size residence for such area shall be 
such maximum limitation in effect for such size residence for such 
area for 2008. 

(b) DISCRETIONARY AUTHORITY FOR SUB-AREAS.—Notwith-
standing any other provision of law, if the Director of the Federal 
Housing Finance Agency determines, for any geographic area that 
is smaller than an area for which limitations on the maximum 
original principal obligation of a mortgage are determined for the 
Federal National Mortgage Association or the Federal Home Loan 
Mortgage Corporation, that a higher such maximum original prin-
cipal obligation limitation is warranted for any particular size or 
sizes of residences in such sub-area by higher median home prices 
in such sub-area, the Director may, for mortgages originated during 
2009, increase the maximum original principal obligation limitation 
for such size or sizes of residences for such sub-area that is other-
wise in effect (including pursuant to subsection (a) of this section) 
for such Association and Corporation, but in no case to an amount 
that exceeds the amount specified in the matter following the 
comma in section 201(a)(1)(B) of the Economic Stimulus Act of 
2008. 

SEC. 1204. FHA REVERSE MORTGAGE LOAN LIMITS FOR 2009. 
For mortgages for which the mortgagee issues credit approval for 
the borrower during calendar year 2009, the second sentence of 
section 255(g) of the National Housing Act (12 U.S.C. 1715z–20(g)) 
shall be considered to require that in no case may the benefits 
of insurance under such section 255 exceed 150 percent of the 
maximum dollar amount in effect under the sixth sentence of section 
305(a)(2) of the Federal Home Loan Mortgage Corporation Act 
(12 U.S.C. 1454(a)(2)). 

TITLE XIII—HEALTH INFORMATION 
TECHNOLOGY 

SEC. 13001. SHORT TITLE; TABLE OF CONTENTS OF TITLE. 

(a) SHORT TITLE.—This title (and title IV of division B) may 
be cited as the ‘‘Health Information Technology for Economic and 
Clinical Health Act’’ or the ‘‘HITECH Act’’. 

(b) TABLE OF CONTENTS OF TITLE.—The table of contents of 
this title is as follows: 
Sec. 13001. Short title; table of contents of title. 

Subtitle A—Promotion of Health Information Technology 

PART 1—IMPROVING HEALTH CARE QUALITY, SAFETY, AND EFFICIENCY 

Sec. 13101. ONCHIT; standards development and adoption. 

‘‘TITLE XXX—HEALTH INFORMATION TECHNOLOGY AND QUALITY 

‘‘Sec. 3000. Definitions. 
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‘‘Subtitle A—Promotion of Health Information Technology 
‘‘Sec. 3001. Office of the National Coordinator for Health Information Tech-

nology. 
‘‘Sec. 3002. HIT Policy Committee. 
‘‘Sec. 3003. HIT Standards Committee. 
‘‘Sec. 3004. Process for adoption of endorsed recommendations; adoption of ini-

tial set of standards, implementation specifications, and certification 
criteria. 

‘‘Sec. 3005. Application and use of adopted standards and implementation spec-
ifications by Federal agencies. 

‘‘Sec. 3006. Voluntary application and use of adopted standards and implemen-
tation specifications by private entities. 

‘‘Sec. 3007. Federal health information technology. 
‘‘Sec. 3008. Transitions. 
‘‘Sec. 3009. Miscellaneous provisions. 

Sec. 13102. Technical amendment. 

PART 2—APPLICATION AND USE OF ADOPTED HEALTH INFORMATION TECHNOLOGY 
STANDARDS; REPORTS 

Sec. 13111. Coordination of Federal activities with adopted standards and imple-
mentation specifications. 

Sec. 13112. Application to private entities. 
Sec. 13113. Study and reports. 

Subtitle B—Testing of Health Information Technology 
Sec. 13201. National Institute for Standards and Technology testing. 
Sec. 13202. Research and development programs. 

Subtitle C—Grants and Loans Funding 
Sec. 13301. Grant, loan, and demonstration programs. 

‘‘Subtitle B—Incentives for the Use of Health Information Technology 
‘‘Sec. 3011. Immediate funding to strengthen the health information technology 

infrastructure. 
‘‘Sec. 3012. Health information technology implementation assistance. 
‘‘Sec. 3013. State grants to promote health information technology. 
‘‘Sec. 3014. Competitive grants to States and Indian tribes for the development 

of loan programs to facilitate the widespread adoption of certified 
EHR technology. 

‘‘Sec. 3015. Demonstration program to integrate information technology into 
clinical education. 

‘‘Sec. 3016. Information technology professionals in health care. 
‘‘Sec. 3017. General grant and loan provisions. 
‘‘Sec. 3018. Authorization for appropriations. 

Subtitle D—Privacy 
Sec. 13400. Definitions. 

PART 1—IMPROVED PRIVACY PROVISIONS AND SECURITY PROVISIONS 
Sec. 13401. Application of security provisions and penalties to business associates 

of covered entities; annual guidance on security provisions. 
Sec. 13402. Notification in the case of breach. 
Sec. 13403. Education on health information privacy. 
Sec. 13404. Application of privacy provisions and penalties to business associates of 

covered entities. 
Sec. 13405. Restrictions on certain disclosures and sales of health information; ac-

counting of certain protected health information disclosures; access to 
certain information in electronic format. 

Sec. 13406. Conditions on certain contacts as part of health care operations. 
Sec. 13407. Temporary breach notification requirement for vendors of personal 

health records and other non-HIPAA covered entities. 
Sec. 13408. Business associate contracts required for certain entities. 
Sec. 13409. Clarification of application of wrongful disclosures criminal penalties. 
Sec. 13410. Improved enforcement. 
Sec. 13411. Audits. 

PART 2—RELATIONSHIP TO OTHER LAWS; REGULATORY REFERENCES; EFFECTIVE 
DATE; REPORTS 

Sec. 13421. Relationship to other laws. 
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Sec. 13422. Regulatory references. 
Sec. 13423. Effective date. 
Sec. 13424. Studies, reports, guidance. 

Subtitle A—Promotion of Health 
Information Technology 

PART 1—IMPROVING HEALTH CARE QUALITY, 
SAFETY, AND EFFICIENCY 

SEC. 13101. ONCHIT; STANDARDS DEVELOPMENT AND ADOPTION. 

The Public Health Service Act (42 U.S.C. 201 et seq.) is 
amended by adding at the end the following: 

‘‘TITLE XXX—HEALTH INFORMATION 
TECHNOLOGY AND QUALITY 

‘‘SEC. 3000. DEFINITIONS. 

‘‘In this title: 
‘‘(1) CERTIFIED EHR TECHNOLOGY.—The term ‘certified EHR 

technology’ means a qualified electronic health record that is 
certified pursuant to section 3001(c)(5) as meeting standards 
adopted under section 3004 that are applicable to the type 
of record involved (as determined by the Secretary, such as 
an ambulatory electronic health record for office-based physi-
cians or an inpatient hospital electronic health record for hos-
pitals). 

‘‘(2) ENTERPRISE INTEGRATION.—The term ‘enterprise 
integration’ means the electronic linkage of health care pro-
viders, health plans, the government, and other interested par-
ties, to enable the electronic exchange and use of health 
information among all the components in the health care infra-
structure in accordance with applicable law, and such term 
includes related application protocols and other related stand-
ards. 

‘‘(3) HEALTH CARE PROVIDER.—The term ‘health care pro-
vider’ includes a hospital, skilled nursing facility, nursing 
facility, home health entity or other long term care facility, 
health care clinic, community mental health center (as defined 
in section 1913(b)(1)), renal dialysis facility, blood center, 
ambulatory surgical center described in section 1833(i) of the 
Social Security Act, emergency medical services provider, Feder-
ally qualified health center, group practice, a pharmacist, a 
pharmacy, a laboratory, a physician (as defined in section 
1861(r) of the Social Security Act), a practitioner (as described 
in section 1842(b)(18)(C) of the Social Security Act), a provider 
operated by, or under contract with, the Indian Health Service 
or by an Indian tribe (as defined in the Indian Self-Determina-
tion and Education Assistance Act), tribal organization, or 
urban Indian organization (as defined in section 4 of the Indian 
Health Care Improvement Act), a rural health clinic, a covered 
entity under section 340B, an ambulatory surgical center 
described in section 1833(i) of the Social Security Act, a thera-
pist (as defined in section 1848(k)(3)(B)(iii) of the Social Security 
Act), and any other category of health care facility, entity, 
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practitioner, or clinician determined appropriate by the Sec-
retary. 

‘‘(4) HEALTH INFORMATION.—The term ‘health information’ 
has the meaning given such term in section 1171(4) of the 
Social Security Act. 

‘‘(5) HEALTH INFORMATION TECHNOLOGY.—The term ‘health 
information technology’ means hardware, software, integrated 
technologies or related licenses, intellectual property, upgrades, 
or packaged solutions sold as services that are designed for 
or support the use by health care entities or patients for the 
electronic creation, maintenance, access, or exchange of health 
information 

‘‘(6) HEALTH PLAN.—The term ‘health plan’ has the meaning 
given such term in section 1171(5) of the Social Security Act. 

‘‘(7) HIT POLICY COMMITTEE.—The term ‘HIT Policy Com-
mittee’ means such Committee established under section 
3002(a). 

‘‘(8) HIT STANDARDS COMMITTEE.—The term ‘HIT Standards 
Committee’ means such Committee established under section 
3003(a). 

‘‘(9) INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION.— 
The term ‘individually identifiable health information’ has the 
meaning given such term in section 1171(6) of the Social Secu-
rity Act. 

‘‘(10) LABORATORY.—The term ‘laboratory’ has the meaning 
given such term in section 353(a). 

‘‘(11) NATIONAL COORDINATOR.—The term ‘National Coordi-
nator’ means the head of the Office of the National Coordinator 
for Health Information Technology established under section 
3001(a). 

‘‘(12) PHARMACIST.—The term ‘pharmacist’ has the meaning 
given such term in section 804(2) of the Federal Food, Drug, 
and Cosmetic Act. 

‘‘(13) QUALIFIED ELECTRONIC HEALTH RECORD.—The term 
‘qualified electronic health record’ means an electronic record 
of health-related information on an individual that— 

‘‘(A) includes patient demographic and clinical health 
information, such as medical history and problem lists; 
and 

‘‘(B) has the capacity— 
‘‘(i) to provide clinical decision support; 
‘‘(ii) to support physician order entry; 
‘‘(iii) to capture and query information relevant 

to health care quality; and 
‘‘(iv) to exchange electronic health information 

with, and integrate such information from other 
sources. 

‘‘(14) STATE.—The term ‘State’ means each of the several 
States, the District of Columbia, Puerto Rico, the Virgin Islands, 
Guam, American Samoa, and the Northern Mariana Islands. 
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‘‘Subtitle A—Promotion of Health 
Information Technology 

‘‘SEC. 3001. OFFICE OF THE NATIONAL COORDINATOR FOR HEALTH 
INFORMATION TECHNOLOGY. 

‘‘(a) ESTABLISHMENT.—There is established within the Depart-
ment of Health and Human Services an Office of the National 
Coordinator for Health Information Technology (referred to in this 
section as the ‘Office’). The Office shall be headed by a National 
Coordinator who shall be appointed by the Secretary and shall 
report directly to the Secretary. 

‘‘(b) PURPOSE.—The National Coordinator shall perform the 
duties under subsection (c) in a manner consistent with the develop-
ment of a nationwide health information technology infrastructure 
that allows for the electronic use and exchange of information 
and that— 

‘‘(1) ensures that each patient’s health information is secure 
and protected, in accordance with applicable law; 

‘‘(2) improves health care quality, reduces medical errors, 
reduces health disparities, and advances the delivery of patient- 
centered medical care; 

‘‘(3) reduces health care costs resulting from inefficiency, 
medical errors, inappropriate care, duplicative care, and incom-
plete information; 

‘‘(4) provides appropriate information to help guide medical 
decisions at the time and place of care; 

‘‘(5) ensures the inclusion of meaningful public input in 
such development of such infrastructure; 

‘‘(6) improves the coordination of care and information 
among hospitals, laboratories, physician offices, and other enti-
ties through an effective infrastructure for the secure and 
authorized exchange of health care information; 

‘‘(7) improves public health activities and facilitates the 
early identification and rapid response to public health threats 
and emergencies, including bioterror events and infectious dis-
ease outbreaks; 

‘‘(8) facilitates health and clinical research and health care 
quality; 

‘‘(9) promotes early detection, prevention, and management 
of chronic diseases; 

‘‘(10) promotes a more effective marketplace, greater com-
petition, greater systems analysis, increased consumer choice, 
and improved outcomes in health care services; and 

‘‘(11) improves efforts to reduce health disparities. 
‘‘(c) DUTIES OF THE NATIONAL COORDINATOR.— 

‘‘(1) STANDARDS.—The National Coordinator shall— 
‘‘(A) review and determine whether to endorse each 

standard, implementation specification, and certification 
criterion for the electronic exchange and use of health 
information that is recommended by the HIT Standards 
Committee under section 3003 for purposes of adoption 
under section 3004; 

‘‘(B) make such determinations under subparagraph 
(A), and report to the Secretary such determinations, not 
later than 45 days after the date the recommendation 
is received by the Coordinator; and 
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‘‘(C) review Federal health information technology 
investments to ensure that Federal health information 
technology programs are meeting the objectives of the stra-
tegic plan published under paragraph (3). 
‘‘(2) HIT POLICY COORDINATION.— 

‘‘(A) IN GENERAL.—The National Coordinator shall 
coordinate health information technology policy and pro-
grams of the Department with those of other relevant 
executive branch agencies with a goal of avoiding duplica-
tion of efforts and of helping to ensure that each agency 
undertakes health information technology activities pri-
marily within the areas of its greatest expertise and tech-
nical capability and in a manner towards a coordinated 
national goal. 

‘‘(B) HIT POLICY AND STANDARDS COMMITTEES.—The 
National Coordinator shall be a leading member in the 
establishment and operations of the HIT Policy Committee 
and the HIT Standards Committee and shall serve as a 
liaison among those two Committees and the Federal 
Government. 
‘‘(3) STRATEGIC PLAN.— 

‘‘(A) IN GENERAL.—The National Coordinator shall, in 
consultation with other appropriate Federal agencies 
(including the National Institute of Standards and Tech-
nology), update the Federal Health IT Strategic Plan (devel-
oped as of June 3, 2008) to include specific objectives, 
milestones, and metrics with respect to the following: 

‘‘(i) The electronic exchange and use of health 
information and the enterprise integration of such 
information. 

‘‘(ii) The utilization of an electronic health record 
for each person in the United States by 2014. 

‘‘(iii) The incorporation of privacy and security 
protections for the electronic exchange of an individ-
ual’s individually identifiable health information. 

‘‘(iv) Ensuring security methods to ensure appro-
priate authorization and electronic authentication of 
health information and specifying technologies or 
methodologies for rendering health information unus-
able, unreadable, or indecipherable. 

‘‘(v) Specifying a framework for coordination and 
flow of recommendations and policies under this sub-
title among the Secretary, the National Coordinator, 
the HIT Policy Committee, the HIT Standards Com-
mittee, and other health information exchanges and 
other relevant entities. 

‘‘(vi) Methods to foster the public understanding 
of health information technology. 

‘‘(vii) Strategies to enhance the use of health 
information technology in improving the quality of 
health care, reducing medical errors, reducing health 
disparities, improving public health, increasing preven-
tion and coordination with community resources, and 
improving the continuity of care among health care 
settings. 

‘‘(viii) Specific plans for ensuring that populations 
with unique needs, such as children, are appropriately 
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addressed in the technology design, as appropriate, 
which may include technology that automates enroll-
ment and retention for eligible individuals. 
‘‘(B) COLLABORATION.—The strategic plan shall be 

updated through collaboration of public and private enti-
ties. 

‘‘(C) MEASURABLE OUTCOME GOALS.—The strategic plan 
update shall include measurable outcome goals. 

‘‘(D) PUBLICATION.—The National Coordinator shall 
republish the strategic plan, including all updates. 
‘‘(4) WEBSITE.—The National Coordinator shall maintain 

and frequently update an Internet website on which there 
is posted information on the work, schedules, reports, rec-
ommendations, and other information to ensure transparency 
in promotion of a nationwide health information technology 
infrastructure. 

‘‘(5) CERTIFICATION.— 
‘‘(A) IN GENERAL.—The National Coordinator, in con-

sultation with the Director of the National Institute of 
Standards and Technology, shall keep or recognize a pro-
gram or programs for the voluntary certification of health 
information technology as being in compliance with 
applicable certification criteria adopted under this subtitle. 
Such program shall include, as appropriate, testing of the 
technology in accordance with section 13201(b) of the 
Health Information Technology for Economic and Clinical 
Health Act. 

‘‘(B) CERTIFICATION CRITERIA DESCRIBED.—In this title, 
the term ‘certification criteria’ means, with respect to stand-
ards and implementation specifications for health informa-
tion technology, criteria to establish that the technology 
meets such standards and implementation specifications. 
‘‘(6) REPORTS AND PUBLICATIONS.— 

‘‘(A) REPORT ON ADDITIONAL FUNDING OR AUTHORITY 
NEEDED.—Not later than 12 months after the date of the 
enactment of this title, the National Coordinator shall 
submit to the appropriate committees of jurisdiction of 
the House of Representatives and the Senate a report 
on any additional funding or authority the Coordinator 
or the HIT Policy Committee or HIT Standards Committee 
requires to evaluate and develop standards, implementa-
tion specifications, and certification criteria, or to achieve 
full participation of stakeholders in the adoption of a 
nationwide health information technology infrastructure 
that allows for the electronic use and exchange of health 
information. 

‘‘(B) IMPLEMENTATION REPORT.—The National Coordi-
nator shall prepare a report that identifies lessons learned 
from major public and private health care systems in their 
implementation of health information technology, including 
information on whether the technologies and practices 
developed by such systems may be applicable to and usable 
in whole or in part by other health care providers. 

‘‘(C) ASSESSMENT OF IMPACT OF HIT ON COMMUNITIES 
WITH HEALTH DISPARITIES AND UNINSURED, UNDERINSURED, 
AND MEDICALLY UNDERSERVED AREAS.—The National 
Coordinator shall assess and publish the impact of health 
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information technology in communities with health dispari-
ties and in areas with a high proportion of individuals 
who are uninsured, underinsured, and medically under-
served individuals (including urban and rural areas) and 
identify practices to increase the adoption of such tech-
nology by health care providers in such communities, and 
the use of health information technology to reduce and 
better manage chronic diseases. 

‘‘(D) EVALUATION OF BENEFITS AND COSTS OF THE ELEC-
TRONIC USE AND EXCHANGE OF HEALTH INFORMATION.— 
The National Coordinator shall evaluate and publish evi-
dence on the benefits and costs of the electronic use and 
exchange of health information and assess to whom these 
benefits and costs accrue. 

‘‘(E) RESOURCE REQUIREMENTS.—The National Coordi-
nator shall estimate and publish resources required 
annually to reach the goal of utilization of an electronic 
health record for each person in the United States by 
2014, including— 

‘‘(i) the required level of Federal funding; 
‘‘(ii) expectations for regional, State, and private 

investment; 
‘‘(iii) the expected contributions by volunteers to 

activities for the utilization of such records; and 
‘‘(iv) the resources needed to establish a health 

information technology workforce sufficient to support 
this effort (including education programs in medical 
informatics and health information management). 

‘‘(7) ASSISTANCE.—The National Coordinator may provide 
financial assistance to consumer advocacy groups and not-for- 
profit entities that work in the public interest for purposes 
of defraying the cost to such groups and entities to participate 
under, whether in whole or in part, the National Technology 
Transfer Act of 1995 (15 U.S.C. 272 note). 

‘‘(8) GOVERNANCE FOR NATIONWIDE HEALTH INFORMATION 
NETWORK.—The National Coordinator shall establish a govern-
ance mechanism for the nationwide health information network. 
‘‘(d) DETAIL OF FEDERAL EMPLOYEES.— 

‘‘(1) IN GENERAL.—Upon the request of the National Coordi-
nator, the head of any Federal agency is authorized to detail, 
with or without reimbursement from the Office, any of the 
personnel of such agency to the Office to assist it in carrying 
out its duties under this section. 

‘‘(2) EFFECT OF DETAIL.—Any detail of personnel under 
paragraph (1) shall— 

‘‘(A) not interrupt or otherwise affect the civil service 
status or privileges of the Federal employee; and 

‘‘(B) be in addition to any other staff of the Department 
employed by the National Coordinator. 
‘‘(3) ACCEPTANCE OF DETAILEES.—Notwithstanding any 

other provision of law, the Office may accept detailed personnel 
from other Federal agencies without regard to whether the 
agency described under paragraph (1) is reimbursed. 
‘‘(e) CHIEF PRIVACY OFFICER OF THE OFFICE OF THE NATIONAL 

COORDINATOR.—Not later than 12 months after the date of the 
enactment of this title, the Secretary shall appoint a Chief Privacy 
Officer of the Office of the National Coordinator, whose duty it 
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shall be to advise the National Coordinator on privacy, security, 
and data stewardship of electronic health information and to coordi-
nate with other Federal agencies (and similar privacy officers in 
such agencies), with State and regional efforts, and with foreign 
countries with regard to the privacy, security, and data stewardship 
of electronic individually identifiable health information. 

‘‘SEC. 3002. HIT POLICY COMMITTEE. 

‘‘(a) ESTABLISHMENT.—There is established a HIT Policy Com-
mittee to make policy recommendations to the National Coordinator 
relating to the implementation of a nationwide health information 
technology infrastructure, including implementation of the strategic 
plan described in section 3001(c)(3). 

‘‘(b) DUTIES.— 
‘‘(1) RECOMMENDATIONS ON HEALTH INFORMATION TECH-

NOLOGY INFRASTRUCTURE.—The HIT Policy Committee shall 
recommend a policy framework for the development and adop-
tion of a nationwide health information technology infrastruc-
ture that permits the electronic exchange and use of health 
information as is consistent with the strategic plan under sec-
tion 3001(c)(3) and that includes the recommendations under 
paragraph (2). The Committee shall update such recommenda-
tions and make new recommendations as appropriate. 

‘‘(2) SPECIFIC AREAS OF STANDARD DEVELOPMENT.— 
‘‘(A) IN GENERAL.—The HIT Policy Committee shall 

recommend the areas in which standards, implementation 
specifications, and certification criteria are needed for the 
electronic exchange and use of health information for pur-
poses of adoption under section 3004 and shall recommend 
an order of priority for the development, harmonization, 
and recognition of such standards, specifications, and cer-
tification criteria among the areas so recommended. Such 
standards and implementation specifications shall include 
named standards, architectures, and software schemes for 
the authentication and security of individually identifiable 
health information and other information as needed to 
ensure the reproducible development of common solutions 
across disparate entities. 

‘‘(B) AREAS REQUIRED FOR CONSIDERATION.—For pur-
poses of subparagraph (A), the HIT Policy Committee shall 
make recommendations for at least the following areas: 

‘‘(i) Technologies that protect the privacy of health 
information and promote security in a qualified elec-
tronic health record, including for the segmentation 
and protection from disclosure of specific and sensitive 
individually identifiable health information with the 
goal of minimizing the reluctance of patients to seek 
care (or disclose information about a condition) because 
of privacy concerns, in accordance with applicable law, 
and for the use and disclosure of limited data sets 
of such information. 

‘‘(ii) A nationwide health information technology 
infrastructure that allows for the electronic use and 
accurate exchange of health information. 

‘‘(iii) The utilization of a certified electronic health 
record for each person in the United States by 2014. 
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‘‘(iv) Technologies that as a part of a qualified 
electronic health record allow for an accounting of 
disclosures made by a covered entity (as defined for 
purposes of regulations promulgated under section 
264(c) of the Health Insurance Portability and Account-
ability Act of 1996) for purposes of treatment, payment, 
and health care operations (as such terms are defined 
for purposes of such regulations). 

‘‘(v) The use of certified electronic health records 
to improve the quality of health care, such as by pro-
moting the coordination of health care and improving 
continuity of health care among health care providers, 
by reducing medical errors, by improving population 
health, by reducing health disparities, by reducing 
chronic disease, and by advancing research and edu-
cation. 

‘‘(vi) Technologies that allow individually identifi-
able health information to be rendered unusable, 
unreadable, or indecipherable to unauthorized individ-
uals when such information is transmitted in the 
nationwide health information network or physically 
transported outside of the secured, physical perimeter 
of a health care provider, health plan, or health care 
clearinghouse. 

‘‘(vii) The use of electronic systems to ensure the 
comprehensive collection of patient demographic data, 
including, at a minimum, race, ethnicity, primary lan-
guage, and gender information. 

‘‘(viii) Technologies that address the needs of chil-
dren and other vulnerable populations. 
‘‘(C) OTHER AREAS FOR CONSIDERATION.—In making 

recommendations under subparagraph (A), the HIT Policy 
Committee may consider the following additional areas: 

‘‘(i) The appropriate uses of a nationwide health 
information infrastructure, including for purposes of— 

‘‘(I) the collection of quality data and public 
reporting; 

‘‘(II) biosurveillance and public health; 
‘‘(III) medical and clinical research; and 
‘‘(IV) drug safety. 

‘‘(ii) Self-service technologies that facilitate the use 
and exchange of patient information and reduce wait 
times. 

‘‘(iii) Telemedicine technologies, in order to reduce 
travel requirements for patients in remote areas. 

‘‘(iv) Technologies that facilitate home health care 
and the monitoring of patients recuperating at home. 

‘‘(v) Technologies that help reduce medical errors. 
‘‘(vi) Technologies that facilitate the continuity of 

care among health settings. 
‘‘(vii) Technologies that meet the needs of diverse 

populations. 
‘‘(viii) Methods to facilitate secure access by an 

individual to such individual’s protected health 
information. 

‘‘(ix) Methods, guidelines, and safeguards to facili-
tate secure access to patient information by a family 
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member, caregiver, or guardian acting on behalf of 
a patient due to age-related and other disability, cog-
nitive impairment, or dementia. 

‘‘(x) Any other technology that the HIT Policy Com-
mittee finds to be among the technologies with the 
greatest potential to improve the quality and efficiency 
of health care. 

‘‘(3) FORUM.—The HIT Policy Committee shall serve as 
a forum for broad stakeholder input with specific expertise 
in policies relating to the matters described in paragraphs 
(1) and (2). 

‘‘(4) CONSISTENCY WITH EVALUATION CONDUCTED UNDER 
MIPPA.— 

‘‘(A) REQUIREMENT FOR CONSISTENCY.—The HIT Policy 
Committee shall ensure that recommendations made under 
paragraph (2)(B)(vi) are consistent with the evaluation con-
ducted under section 1809(a) of the Social Security Act. 

‘‘(B) SCOPE.—Nothing in subparagraph (A) shall be 
construed to limit the recommendations under paragraph 
(2)(B)(vi) to the elements described in section 1809(a)(3) 
of the Social Security Act. 

‘‘(C) TIMING.—The requirement under subparagraph 
(A) shall be applicable to the extent that evaluations have 
been conducted under section 1809(a) of the Social Security 
Act, regardless of whether the report described in sub-
section (b) of such section has been submitted. 

‘‘(c) MEMBERSHIP AND OPERATIONS.— 
‘‘(1) IN GENERAL.—The National Coordinator shall take a 

leading position in the establishment and operations of the 
HIT Policy Committee. 

‘‘(2) MEMBERSHIP.—The HIT Policy Committee shall be 
composed of members to be appointed as follows: 

‘‘(A) 3 members shall be appointed by the Secretary, 
1 of whom shall be appointed to represent the Department 
of Health and Human Services and 1 of whom shall be 
a public health official. 

‘‘(B) 1 member shall be appointed by the majority 
leader of the Senate. 

‘‘(C) 1 member shall be appointed by the minority 
leader of the Senate. 

‘‘(D) 1 member shall be appointed by the Speaker of 
the House of Representatives. 

‘‘(E) 1 member shall be appointed by the minority 
leader of the House of Representatives. 

‘‘(F) Such other members as shall be appointed by 
the President as representatives of other relevant Federal 
agencies. 

‘‘(G) 13 members shall be appointed by the Comptroller 
General of the United States of whom— 

‘‘(i) 3 members shall advocates for patients or con-
sumers; 

‘‘(ii) 2 members shall represent health care pro-
viders, one of which shall be a physician; 

‘‘(iii) 1 member shall be from a labor organization 
representing health care workers; 

‘‘(iv) 1 member shall have expertise in health 
information privacy and security; 
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‘‘(v) 1 member shall have expertise in improving 
the health of vulnerable populations; 

‘‘(vi) 1 member shall be from the research commu-
nity; 

‘‘(vii) 1 member shall represent health plans or 
other third-party payers; 

‘‘(viii) 1 member shall represent information tech-
nology vendors; 

‘‘(ix) 1 member shall represent purchasers or 
employers; and 

‘‘(x) 1 member shall have expertise in health care 
quality measurement and reporting. 

‘‘(3) PARTICIPATION.—The members of the HIT Policy Com-
mittee appointed under paragraph (2) shall represent a balance 
among various sectors of the health care system so that no 
single sector unduly influences the recommendations of the 
Policy Committee. 

‘‘(4) TERMS.— 
‘‘(A) IN GENERAL.—The terms of the members of the 

HIT Policy Committee shall be for 3 years, except that 
the Comptroller General shall designate staggered terms 
for the members first appointed. 

‘‘(B) VACANCIES.—Any member appointed to fill a 
vacancy in the membership of the HIT Policy Committee 
that occurs prior to the expiration of the term for which 
the member’s predecessor was appointed shall be appointed 
only for the remainder of that term. A member may serve 
after the expiration of that member’s term until a successor 
has been appointed. A vacancy in the HIT Policy Committee 
shall be filled in the manner in which the original appoint-
ment was made. 
‘‘(5) OUTSIDE INVOLVEMENT.—The HIT Policy Committee 

shall ensure an opportunity for the participation in activities 
of the Committee of outside advisors, including individuals 
with expertise in the development of policies for the electronic 
exchange and use of health information, including in the areas 
of health information privacy and security. 

‘‘(6) QUORUM.—A majority of the member of the HIT Policy 
Committee shall constitute a quorum for purposes of voting, 
but a lesser number of members may meet and hold hearings. 

‘‘(7) FAILURE OF INITIAL APPOINTMENT.—If, on the date 
that is 45 days after the date of enactment of this title, an 
official authorized under paragraph (2) to appoint one or more 
members of the HIT Policy Committee has not appointed the 
full number of members that such paragraph authorizes such 
official to appoint, the Secretary is authorized to appoint such 
members. 

‘‘(8) CONSIDERATION.—The National Coordinator shall 
ensure that the relevant and available recommendations and 
comments from the National Committee on Vital and Health 
Statistics are considered in the development of policies. 
‘‘(d) APPLICATION OF FACA.—The Federal Advisory Committee 

Act (5 U.S.C. App.), other than section 14 of such Act, shall apply 
to the HIT Policy Committee. 

‘‘(e) PUBLICATION.—The Secretary shall provide for publication 
in the Federal Register and the posting on the Internet website 
of the Office of the National Coordinator for Health Information 
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Technology of all policy recommendations made by the HIT Policy 
Committee under this section. 

‘‘SEC. 3003. HIT STANDARDS COMMITTEE. 

‘‘(a) ESTABLISHMENT.—There is established a committee to be 
known as the HIT Standards Committee to recommend to the 
National Coordinator standards, implementation specifications, and 
certification criteria for the electronic exchange and use of health 
information for purposes of adoption under section 3004, consistent 
with the implementation of the strategic plan described in section 
3001(c)(3) and beginning with the areas listed in section 
3002(b)(2)(B) in accordance with policies developed by the HIT 
Policy Committee. 

‘‘(b) DUTIES.— 
‘‘(1) STANDARDS DEVELOPMENT.— 

‘‘(A) IN GENERAL.—The HIT Standards Committee shall 
recommend to the National Coordinator standards, 
implementation specifications, and certification criteria 
described in subsection (a) that have been developed, har-
monized, or recognized by the HIT Standards Committee. 
The HIT Standards Committee shall update such rec-
ommendations and make new recommendations as appro-
priate, including in response to a notification sent under 
section 3004(a)(2)(B). Such recommendations shall be con-
sistent with the latest recommendations made by the HIT 
Policy Committee. 

‘‘(B) HARMONIZATION.—The HIT Standards Committee 
recognize harmonized or updated standards from an entity 
or entities for the purpose of harmonizing or updating 
standards and implementation specifications in order to 
achieve uniform and consistent implementation of the 
standards and implementation specifications. 

‘‘(C) PILOT TESTING OF STANDARDS AND IMPLEMENTA-
TION SPECIFICATIONS.—In the development, harmonization, 
or recognition of standards and implementation specifica-
tions, the HIT Standards Committee shall, as appropriate, 
provide for the testing of such standards and specifications 
by the National Institute for Standards and Technology 
under section 13201(a) of the Health Information Tech-
nology for Economic and Clinical Health Act. 

‘‘(D) CONSISTENCY.—The standards, implementation 
specifications, and certification criteria recommended under 
this subsection shall be consistent with the standards for 
information transactions and data elements adopted pursu-
ant to section 1173 of the Social Security Act. 
‘‘(2) FORUM.—The HIT Standards Committee shall serve 

as a forum for the participation of a broad range of stakeholders 
to provide input on the development, harmonization, and rec-
ognition of standards, implementation specifications, and cer-
tification criteria necessary for the development and adoption 
of a nationwide health information technology infrastructure 
that allows for the electronic use and exchange of health 
information. 

‘‘(3) SCHEDULE.—Not later than 90 days after the date 
of the enactment of this title, the HIT Standards Committee 
shall develop a schedule for the assessment of policy rec-
ommendations developed by the HIT Policy Committee under 
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section 3002. The HIT Standards Committee shall update such 
schedule annually. The Secretary shall publish such schedule 
in the Federal Register. 

‘‘(4) PUBLIC INPUT.—The HIT Standards Committee shall 
conduct open public meetings and develop a process to allow 
for public comment on the schedule described in paragraph 
(3) and recommendations described in this subsection. Under 
such process comments shall be submitted in a timely manner 
after the date of publication of a recommendation under this 
subsection. 

‘‘(5) CONSIDERATION.—The National Coordinator shall 
ensure that the relevant and available recommendations and 
comments from the National Committee on Vital and Health 
Statistics are considered in the development of standards. 
‘‘(c) MEMBERSHIP AND OPERATIONS.— 

‘‘(1) IN GENERAL.—The National Coordinator shall take a 
leading position in the establishment and operations of the 
HIT Standards Committee. 

‘‘(2) MEMBERSHIP.—The membership of the HIT Standards 
Committee shall at least reflect providers, ancillary healthcare 
workers, consumers, purchasers, health plans, technology ven-
dors, researchers, relevant Federal agencies, and individuals 
with technical expertise on health care quality, privacy and 
security, and on the electronic exchange and use of health 
information. 

‘‘(3) PARTICIPATION.—The members of the HIT Standards 
Committee appointed under this subsection shall represent a 
balance among various sectors of the health care system so 
that no single sector unduly influences the recommendations 
of such Committee. 

‘‘(4) OUTSIDE INVOLVEMENT.—The HIT Policy Committee 
shall ensure an opportunity for the participation in activities 
of the Committee of outside advisors, including individuals 
with expertise in the development of standards for the electronic 
exchange and use of health information, including in the areas 
of health information privacy and security. 

‘‘(5) BALANCE AMONG SECTORS.—In developing the proce-
dures for conducting the activities of the HIT Standards Com-
mittee, the HIT Standards Committee shall act to ensure a 
balance among various sectors of the health care system so 
that no single sector unduly influences the actions of the HIT 
Standards Committee. 

‘‘(6) ASSISTANCE.—For the purposes of carrying out this 
section, the Secretary may provide or ensure that financial 
assistance is provided by the HIT Standards Committee to 
defray in whole or in part any membership fees or dues charged 
by such Committee to those consumer advocacy groups and 
not for profit entities that work in the public interest as a 
part of their mission. 
‘‘(d) APPLICATION OF FACA.—The Federal Advisory Committee 

Act (5 U.S.C. App.), other than section 14, shall apply to the 
HIT Standards Committee. 

‘‘(e) PUBLICATION.—The Secretary shall provide for publication 
in the Federal Register and the posting on the Internet website 
of the Office of the National Coordinator for Health Information 
Technology of all recommendations made by the HIT Standards 
Committee under this section. 
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‘‘SEC. 3004. PROCESS FOR ADOPTION OF ENDORSED RECOMMENDA-
TIONS; ADOPTION OF INITIAL SET OF STANDARDS, 
IMPLEMENTATION SPECIFICATIONS, AND CERTIFI-
CATION CRITERIA. 

‘‘(a) PROCESS FOR ADOPTION OF ENDORSED RECOMMENDA-
TIONS.— 

‘‘(1) REVIEW OF ENDORSED STANDARDS, IMPLEMENTATION 
SPECIFICATIONS, AND CERTIFICATION CRITERIA.—Not later than 
90 days after the date of receipt of standards, implementation 
specifications, or certification criteria endorsed under section 
3001(c), the Secretary, in consultation with representatives of 
other relevant Federal agencies, shall jointly review such stand-
ards, implementation specifications, or certification criteria and 
shall determine whether or not to propose adoption of such 
standards, implementation specifications, or certification cri-
teria. 

‘‘(2) DETERMINATION TO ADOPT STANDARDS, IMPLEMENTA-
TION SPECIFICATIONS, AND CERTIFICATION CRITERIA.—If the Sec-
retary determines— 

‘‘(A) to propose adoption of any grouping of such stand-
ards, implementation specifications, or certification criteria, 
the Secretary shall, by regulation under section 553 of 
title 5, United States Code, determine whether or not to 
adopt such grouping of standards, implementation speci-
fications, or certification criteria; or 

‘‘(B) not to propose adoption of any grouping of stand-
ards, implementation specifications, or certification criteria, 
the Secretary shall notify the National Coordinator and 
the HIT Standards Committee in writing of such deter-
mination and the reasons for not proposing the adoption 
of such recommendation. 
‘‘(3) PUBLICATION.—The Secretary shall provide for publica-

tion in the Federal Register of all determinations made by 
the Secretary under paragraph (1). 
‘‘(b) ADOPTION OF STANDARDS, IMPLEMENTATION SPECIFICA-

TIONS, AND CERTIFICATION CRITERIA.— 
‘‘(1) IN GENERAL.—Not later than December 31, 2009, the 

Secretary shall, through the rulemaking process consistent with 
subsection (a)(2)(A), adopt an initial set of standards, 
implementation specifications, and certification criteria for the 
areas required for consideration under section 3002(b)(2)(B). 
The rulemaking for the initial set of standards, implementation 
specifications, and certification criteria may be issued on an 
interim, final basis. 

‘‘(2) APPLICATION OF CURRENT STANDARDS, IMPLEMENTATION 
SPECIFICATIONS, AND CERTIFICATION CRITERIA.—The standards, 
implementation specifications, and certification criteria adopted 
before the date of the enactment of this title through the 
process existing through the Office of the National Coordinator 
for Health Information Technology may be applied towards 
meeting the requirement of paragraph (1). 

‘‘(3) SUBSEQUENT STANDARDS ACTIVITY.—The Secretary 
shall adopt additional standards, implementation specifications, 
and certification criteria as necessary and consistent with the 
schedule published under section 3003(b)(2). 
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‘‘SEC. 3005. APPLICATION AND USE OF ADOPTED STANDARDS AND 
IMPLEMENTATION SPECIFICATIONS BY FEDERAL AGEN-
CIES. 

‘‘For requirements relating to the application and use by Fed-
eral agencies of the standards and implementation specifications 
adopted under section 3004, see section 13111 of the Health 
Information Technology for Economic and Clinical Health Act. 
‘‘SEC. 3006. VOLUNTARY APPLICATION AND USE OF ADOPTED STAND-

ARDS AND IMPLEMENTATION SPECIFICATIONS BY PRI-
VATE ENTITIES. 

‘‘(a) IN GENERAL.—Except as provided under section 13112 
of the HITECH Act, nothing in such Act or in the amendments 
made by such Act shall be construed— 

‘‘(1) to require a private entity to adopt or comply with 
a standard or implementation specification adopted under sec-
tion 3004; or 

‘‘(2) to provide a Federal agency authority, other than the 
authority such agency may have under other provisions of 
law, to require a private entity to comply with such a standard 
or implementation specification. 
‘‘(b) RULE OF CONSTRUCTION.—Nothing in this subtitle shall 

be construed to require that a private entity that enters into a 
contract with the Federal Government apply or use the standards 
and implementation specifications adopted under section 3004 with 
respect to activities not related to the contract. 
‘‘SEC. 3007. FEDERAL HEALTH INFORMATION TECHNOLOGY. 

‘‘(a) IN GENERAL.—The National Coordinator shall support the 
development and routine updating of qualified electronic health 
record technology (as defined in section 3000) consistent with sub-
sections (b) and (c) and make available such qualified electronic 
health record technology unless the Secretary determines through 
an assessment that the needs and demands of providers are being 
substantially and adequately met through the marketplace. 

‘‘(b) CERTIFICATION.—In making such electronic health record 
technology publicly available, the National Coordinator shall ensure 
that the qualified electronic health record technology described 
in subsection (a) is certified under the program developed under 
section 3001(c)(3) to be in compliance with applicable standards 
adopted under section 3003(a). 

‘‘(c) AUTHORIZATION TO CHARGE A NOMINAL FEE.—The National 
Coordinator may impose a nominal fee for the adoption by a health 
care provider of the health information technology system developed 
or approved under subsection (a) and (b). Such fee shall take into 
account the financial circumstances of smaller providers, low income 
providers, and providers located in rural or other medically under-
served areas. 

‘‘(d) RULE OF CONSTRUCTION.—Nothing in this section shall 
be construed to require that a private or government entity adopt 
or use the technology provided under this section. 
‘‘SEC. 3008. TRANSITIONS. 

‘‘(a) ONCHIT.—To the extent consistent with section 3001, 
all functions, personnel, assets, liabilities, and administrative 
actions applicable to the National Coordinator for Health Informa-
tion Technology appointed under Executive Order No. 13335 or 
the Office of such National Coordinator on the date before the 
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date of the enactment of this title shall be transferred to the 
National Coordinator appointed under section 3001(a) and the Office 
of such National Coordinator as of the date of the enactment of 
this title. 

‘‘(b) NATIONAL EHEALTH COLLABORATIVE.—Nothing in sections 
3002 or 3003 or this subsection shall be construed as prohibiting 
the AHIC Successor, Inc. doing business as the National eHealth 
Collaborative from modifying its charter, duties, membership, and 
any other structure or function required to be consistent with 
section 3002 and 3003 so as to allow the Secretary to recognize 
such AHIC Successor, Inc. as the HIT Policy Committee or the 
HIT Standards Committee. 

‘‘(c) CONSISTENCY OF RECOMMENDATIONS.—In carrying out sec-
tion 3003(b)(1)(A), until recommendations are made by the HIT 
Policy Committee, recommendations of the HIT Standards Com-
mittee shall be consistent with the most recent recommendations 
made by such AHIC Successor, Inc. 
‘‘SEC. 3009. MISCELLANEOUS PROVISIONS. 

‘‘(a) RELATION TO HIPAA PRIVACY AND SECURITY LAW.— 
‘‘(1) IN GENERAL.—With respect to the relation of this title 

to HIPAA privacy and security law: 
‘‘(A) This title may not be construed as having any 

effect on the authorities of the Secretary under HIPAA 
privacy and security law. 

‘‘(B) The purposes of this title include ensuring that 
the health information technology standards and 
implementation specifications adopted under section 3004 
take into account the requirements of HIPAA privacy and 
security law. 
‘‘(2) DEFINITION.—For purposes of this section, the term 

‘HIPAA privacy and security law’ means— 
‘‘(A) the provisions of part C of title XI of the Social 

Security Act, section 264 of the Health Insurance Port-
ability and Accountability Act of 1996, and subtitle D of 
title IV of the Health Information Technology for Economic 
and Clinical Health Act; and 

‘‘(B) regulations under such provisions. 
‘‘(b) FLEXIBILITY.—In administering the provisions of this title, 

the Secretary shall have flexibility in applying the definition of 
health care provider under section 3000(3), including the authority 
to omit certain entities listed in such definition when applying 
such definition under this title, where appropriate.’’. 
SEC. 13102. TECHNICAL AMENDMENT. 

Section 1171(5) of the Social Security Act (42 U.S.C. 1320d) 
is amended by striking ‘‘or C’’ and inserting ‘‘C, or D’’. 

PART 2—APPLICATION AND USE OF ADOPTED 
HEALTH INFORMATION TECHNOLOGY 
STANDARDS; REPORTS 

SEC. 13111. COORDINATION OF FEDERAL ACTIVITIES WITH ADOPTED 
STANDARDS AND IMPLEMENTATION SPECIFICATIONS. 

(a) SPENDING ON HEALTH INFORMATION TECHNOLOGY SYS-
TEMS.—As each agency (as defined by the Director of the Office 
of Management and Budget, in consultation with the Secretary 
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of Health and Human Services) implements, acquires, or upgrades 
health information technology systems used for the direct exchange 
of individually identifiable health information between agencies 
and with non-Federal entities, it shall utilize, where available, 
health information technology systems and products that meet 
standards and implementation specifications adopted under section 
3004 of the Public Health Service Act, as added by section 13101. 

(b) FEDERAL INFORMATION COLLECTION ACTIVITIES.—With 
respect to a standard or implementation specification adopted under 
section 3004 of the Public Health Service Act, as added by section 
13101, the President shall take measures to ensure that Federal 
activities involving the broad collection and submission of health 
information are consistent with such standard or implementation 
specification, respectively, within three years after the date of such 
adoption. 

(c) APPLICATION OF DEFINITIONS.—The definitions contained 
in section 3000 of the Public Health Service Act, as added by 
section 13101, shall apply for purposes of this part. 

SEC. 13112. APPLICATION TO PRIVATE ENTITIES. 

Each agency (as defined in such Executive Order issued on 
August 22, 2006, relating to promoting quality and efficient health 
care in Federal government administered or sponsored health care 
programs) shall require in contracts or agreements with health 
care providers, health plans, or health insurance issuers that as 
each provider, plan, or issuer implements, acquires, or upgrades 
health information technology systems, it shall utilize, where avail-
able, health information technology systems and products that meet 
standards and implementation specifications adopted under section 
3004 of the Public Health Service Act, as added by section 13101. 

SEC. 13113. STUDY AND REPORTS. 

(a) REPORT ON ADOPTION OF NATIONWIDE SYSTEM.—Not later 
than 2 years after the date of the enactment of this Act and 
annually thereafter, the Secretary of Health and Human Services 
shall submit to the appropriate committees of jurisdiction of the 
House of Representatives and the Senate a report that— 

(1) describes the specific actions that have been taken 
by the Federal Government and private entities to facilitate 
the adoption of a nationwide system for the electronic use 
and exchange of health information; 

(2) describes barriers to the adoption of such a nationwide 
system; and 

(3) contains recommendations to achieve full implementa-
tion of such a nationwide system. 
(b) REIMBURSEMENT INCENTIVE STUDY AND REPORT.— 

(1) STUDY.—The Secretary of Health and Human Services 
shall carry out, or contract with a private entity to carry out, 
a study that examines methods to create efficient reimburse-
ment incentives for improving health care quality in Federally 
qualified health centers, rural health clinics, and free clinics. 

(2) REPORT.—Not later than 2 years after the date of the 
enactment of this Act, the Secretary of Health and Human 
Services shall submit to the appropriate committees of jurisdic-
tion of the House of Representatives and the Senate a report 
on the study carried out under paragraph (1). 
(c) AGING SERVICES TECHNOLOGY STUDY AND REPORT.— 
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(1) IN GENERAL.—The Secretary of Health and Human 
Services shall carry out, or contract with a private entity to 
carry out, a study of matters relating to the potential use 
of new aging services technology to assist seniors, individuals 
with disabilities, and their caregivers throughout the aging 
process. 

(2) MATTERS TO BE STUDIED.—The study under paragraph 
(1) shall include— 

(A) an evaluation of— 
(i) methods for identifying current, emerging, and 

future health technology that can be used to meet 
the needs of seniors and individuals with disabilities 
and their caregivers across all aging services settings, 
as specified by the Secretary; 

(ii) methods for fostering scientific innovation with 
respect to aging services technology within the business 
and academic communities; and 

(iii) developments in aging services technology in 
other countries that may be applied in the United 
States; and 
(B) identification of— 

(i) barriers to innovation in aging services tech-
nology and devising strategies for removing such bar-
riers; and 

(ii) barriers to the adoption of aging services tech-
nology by health care providers and consumers and 
devising strategies to removing such barriers. 

(3) REPORT.—Not later than 24 months after the date of 
the enactment of this Act, the Secretary shall submit to the 
appropriate committees of jurisdiction of the House of Rep-
resentatives and of the Senate a report on the study carried 
out under paragraph (1). 

(4) DEFINITIONS.—For purposes of this subsection: 
(A) AGING SERVICES TECHNOLOGY.—The term ‘‘aging 

services technology’’ means health technology that meets 
the health care needs of seniors, individuals with disabil-
ities, and the caregivers of such seniors and individuals. 

(B) SENIOR.—The term ‘‘senior’’ has such meaning as 
specified by the Secretary. 

Subtitle B—Testing of Health Information 
Technology 

SEC. 13201. NATIONAL INSTITUTE FOR STANDARDS AND TECHNOLOGY 
TESTING. 

(a) PILOT TESTING OF STANDARDS AND IMPLEMENTATION SPECI-
FICATIONS.—In coordination with the HIT Standards Committee 
established under section 3003 of the Public Health Service Act, 
as added by section 13101, with respect to the development of 
standards and implementation specifications under such section, 
the Director of the National Institute for Standards and Technology 
shall test such standards and implementation specifications, as 
appropriate, in order to assure the efficient implementation and 
use of such standards and implementation specifications. 

(b) VOLUNTARY TESTING PROGRAM.—In coordination with the 
HIT Standards Committee established under section 3003 of the 
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Public Health Service Act, as added by section 13101, with respect 
to the development of standards and implementation specifications 
under such section, the Director of the National Institute of Stand-
ards and Technology shall support the establishment of a conform-
ance testing infrastructure, including the development of technical 
test beds. The development of this conformance testing infrastruc-
ture may include a program to accredit independent, non-Federal 
laboratories to perform testing. 

SEC. 13202. RESEARCH AND DEVELOPMENT PROGRAMS. 

(a) HEALTH CARE INFORMATION ENTERPRISE INTEGRATION 
RESEARCH CENTERS.— 

(1) IN GENERAL.—The Director of the National Institute 
of Standards and Technology, in consultation with the Director 
of the National Science Foundation and other appropriate Fed-
eral agencies, shall establish a program of assistance to institu-
tions of higher education (or consortia thereof which may 
include nonprofit entities and Federal Government laboratories) 
to establish multidisciplinary Centers for Health Care Informa-
tion Enterprise Integration. 

(2) REVIEW; COMPETITION.—Grants shall be awarded under 
this subsection on a merit-reviewed, competitive basis. 

(3) PURPOSE.—The purposes of the Centers described in 
paragraph (1) shall be— 

(A) to generate innovative approaches to health care 
information enterprise integration by conducting cutting- 
edge, multidisciplinary research on the systems challenges 
to health care delivery; and 

(B) the development and use of health information 
technologies and other complementary fields. 
(4) RESEARCH AREAS.—Research areas may include— 

(A) interfaces between human information and commu-
nications technology systems; 

(B) voice-recognition systems; 
(C) software that improves interoperability and 

connectivity among health information systems; 
(D) software dependability in systems critical to health 

care delivery; 
(E) measurement of the impact of information tech-

nologies on the quality and productivity of health care; 
(F) health information enterprise management; 
(G) health information technology security and integ-

rity; and 
(H) relevant health information technology to reduce 

medical errors. 
(5) APPLICATIONS.—An institution of higher education (or 

a consortium thereof) seeking funding under this subsection 
shall submit an application to the Director of the National 
Institute of Standards and Technology at such time, in such 
manner, and containing such information as the Director may 
require. The application shall include, at a minimum, a descrip-
tion of— 

(A) the research projects that will be undertaken by 
the Center established pursuant to assistance under para-
graph (1) and the respective contributions of the partici-
pating entities; 
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(B) how the Center will promote active collaboration 
among scientists and engineers from different disciplines, 
such as information technology, biologic sciences, manage-
ment, social sciences, and other appropriate disciplines; 

(C) technology transfer activities to demonstrate and 
diffuse the research results, technologies, and knowledge; 
and 

(D) how the Center will contribute to the education 
and training of researchers and other professionals in fields 
relevant to health information enterprise integration. 

(b) NATIONAL INFORMATION TECHNOLOGY RESEARCH AND 
DEVELOPMENT PROGRAM.—The National High-Performance Com-
puting Program established by section 101 of the High-Performance 
Computing Act of 1991 (15 U.S.C. 5511) shall include Federal 
research and development programs related to health information 
technology. 

Subtitle C—Grants and Loans Funding 
SEC. 13301. GRANT, LOAN, AND DEMONSTRATION PROGRAMS. 

Title XXX of the Public Health Service Act, as added by section 
13101, is amended by adding at the end the following new subtitle: 

‘‘Subtitle B—Incentives for the Use of 
Health Information Technology 

‘‘SEC. 3011. IMMEDIATE FUNDING TO STRENGTHEN THE HEALTH 
INFORMATION TECHNOLOGY INFRASTRUCTURE. 

‘‘(a) IN GENERAL.—The Secretary shall, using amounts appro-
priated under section 3018, invest in the infrastructure necessary 
to allow for and promote the electronic exchange and use of health 
information for each individual in the United States consistent 
with the goals outlined in the strategic plan developed by the 
National Coordinator (and as available) under section 3001. The 
Secretary shall invest funds through the different agencies with 
expertise in such goals, such as the Office of the National Coordi-
nator for Health Information Technology, the Health Resources 
and Services Administration, the Agency for Healthcare Research 
and Quality, the Centers of Medicare & Medicaid Services, the 
Centers for Disease Control and Prevention, and the Indian Health 
Service to support the following: 

‘‘(1) Health information technology architecture that will 
support the nationwide electronic exchange and use of health 
information in a secure, private, and accurate manner, 
including connecting health information exchanges, and which 
may include updating and implementing the infrastructure nec-
essary within different agencies of the Department of Health 
and Human Services to support the electronic use and exchange 
of health information. 

‘‘(2) Development and adoption of appropriate certified elec-
tronic health records for categories of health care providers 
not eligible for support under title XVIII or XIX of the Social 
Security Act for the adoption of such records. 

‘‘(3) Training on and dissemination of information on best 
practices to integrate health information technology, including 
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electronic health records, into a provider’s delivery of care, 
consistent with best practices learned from the Health Informa-
tion Technology Research Center developed under section 
3012(b), including community health centers receiving assist-
ance under section 330, covered entities under section 340B, 
and providers participating in one or more of the programs 
under titles XVIII, XIX, and XXI of the Social Security Act 
(relating to Medicare, Medicaid, and the State Children’s Health 
Insurance Program). 

‘‘(4) Infrastructure and tools for the promotion of telemedi-
cine, including coordination among Federal agencies in the 
promotion of telemedicine. 

‘‘(5) Promotion of the interoperability of clinical data reposi-
tories or registries. 

‘‘(6) Promotion of technologies and best practices that 
enhance the protection of health information by all holders 
of individually identifiable health information. 

‘‘(7) Improvement and expansion of the use of health 
information technology by public health departments. 
‘‘(b) COORDINATION.—The Secretary shall ensure funds under 

this section are used in a coordinated manner with other health 
information promotion activities. 

‘‘(c) ADDITIONAL USE OF FUNDS.—In addition to using funds 
as provided in subsection (a), the Secretary may use amounts appro-
priated under section 3018 to carry out health information tech-
nology activities that are provided for under laws in effect on 
the date of the enactment of this title. 

‘‘(d) STANDARDS FOR ACQUISITION OF HEALTH INFORMATION 
TECHNOLOGY.—To the greatest extent practicable, the Secretary 
shall ensure that where funds are expended under this section 
for the acquisition of health information technology, such funds 
shall be used to acquire health information technology that meets 
applicable standards adopted under section 3004. Where it is not 
practicable to expend funds on health information technology that 
meets such applicable standards, the Secretary shall ensure that 
such health information technology meets applicable standards 
otherwise adopted by the Secretary. 

‘‘SEC. 3012. HEALTH INFORMATION TECHNOLOGY IMPLEMENTATION 
ASSISTANCE. 

‘‘(a) HEALTH INFORMATION TECHNOLOGY EXTENSION PRO-
GRAM.—To assist health care providers to adopt, implement, and 
effectively use certified EHR technology that allows for the elec-
tronic exchange and use of health information, the Secretary, acting 
through the Office of the National Coordinator, shall establish 
a health information technology extension program to provide 
health information technology assistance services to be carried out 
through the Department of Health and Human Services. The 
National Coordinator shall consult with other Federal agencies 
with demonstrated experience and expertise in information tech-
nology services, such as the National Institute of Standards and 
Technology, in developing and implementing this program. 

‘‘(b) HEALTH INFORMATION TECHNOLOGY RESEARCH CENTER.— 
‘‘(1) IN GENERAL.—The Secretary shall create a Health 

Information Technology Research Center (in this section 
referred to as the ‘Center’) to provide technical assistance and 
develop or recognize best practices to support and accelerate 
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efforts to adopt, implement, and effectively utilize health 
information technology that allows for the electronic exchange 
and use of information in compliance with standards, 
implementation specifications, and certification criteria adopted 
under section 3004. 

‘‘(2) INPUT.—The Center shall incorporate input from— 
‘‘(A) other Federal agencies with demonstrated experi-

ence and expertise in information technology services such 
as the National Institute of Standards and Technology; 

‘‘(B) users of health information technology, such as 
providers and their support and clerical staff and others 
involved in the care and care coordination of patients, 
from the health care and health information technology 
industry; and 

‘‘(C) others as appropriate. 
‘‘(3) PURPOSES.—The purposes of the Center are to— 

‘‘(A) provide a forum for the exchange of knowledge 
and experience; 

‘‘(B) accelerate the transfer of lessons learned from 
existing public and private sector initiatives, including 
those currently receiving Federal financial support; 

‘‘(C) assemble, analyze, and widely disseminate evi-
dence and experience related to the adoption, implementa-
tion, and effective use of health information technology 
that allows for the electronic exchange and use of informa-
tion including through the regional centers described in 
subsection (c); 

‘‘(D) provide technical assistance for the establishment 
and evaluation of regional and local health information 
networks to facilitate the electronic exchange of information 
across health care settings and improve the quality of 
health care; 

‘‘(E) provide technical assistance for the development 
and dissemination of solutions to barriers to the exchange 
of electronic health information; and 

‘‘(F) learn about effective strategies to adopt and utilize 
health information technology in medically underserved 
communities. 

‘‘(c) HEALTH INFORMATION TECHNOLOGY REGIONAL EXTENSION 
CENTERS.— 

‘‘(1) IN GENERAL.—The Secretary shall provide assistance 
for the creation and support of regional centers (in this sub-
section referred to as ‘regional centers’) to provide technical 
assistance and disseminate best practices and other information 
learned from the Center to support and accelerate efforts to 
adopt, implement, and effectively utilize health information 
technology that allows for the electronic exchange and use 
of information in compliance with standards, implementation 
specifications, and certification criteria adopted under section 
3004. Activities conducted under this subsection shall be con-
sistent with the strategic plan developed by the National 
Coordinator, (and, as available) under section 3001. 

‘‘(2) AFFILIATION.—Regional centers shall be affiliated with 
any United States-based nonprofit institution or organization, 
or group thereof, that applies and is awarded financial assist-
ance under this section. Individual awards shall be decided 
on the basis of merit. 
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‘‘(3) OBJECTIVE.—The objective of the regional centers is 
to enhance and promote the adoption of health information 
technology through— 

‘‘(A) assistance with the implementation, effective use, 
upgrading, and ongoing maintenance of health information 
technology, including electronic health records, to 
healthcare providers nationwide; 

‘‘(B) broad participation of individuals from industry, 
universities, and State governments; 

‘‘(C) active dissemination of best practices and research 
on the implementation, effective use, upgrading, and 
ongoing maintenance of health information technology, 
including electronic health records, to health care providers 
in order to improve the quality of healthcare and protect 
the privacy and security of health information; 

‘‘(D) participation, to the extent practicable, in health 
information exchanges; 

‘‘(E) utilization, when appropriate, of the expertise and 
capability that exists in Federal agencies other than the 
Department; and 

‘‘(F) integration of health information technology, 
including electronic health records, into the initial and 
ongoing training of health professionals and others in the 
healthcare industry that would be instrumental to 
improving the quality of healthcare through the smooth 
and accurate electronic use and exchange of health informa-
tion. 
‘‘(4) REGIONAL ASSISTANCE.—Each regional center shall aim 

to provide assistance and education to all providers in a region, 
but shall prioritize any direct assistance first to the following: 

‘‘(A) Public or not-for-profit hospitals or critical access 
hospitals. 

‘‘(B) Federally qualified health centers (as defined in 
section 1861(aa)(4) of the Social Security Act). 

‘‘(C) Entities that are located in rural and other areas 
that serve uninsured, underinsured, and medically under-
served individuals (regardless of whether such area is 
urban or rural). 

‘‘(D) Individual or small group practices (or a consor-
tium thereof) that are primarily focused on primary care. 
‘‘(5) FINANCIAL SUPPORT.—The Secretary may provide 

financial support to any regional center created under this 
subsection for a period not to exceed four years. The Secretary 
may not provide more than 50 percent of the capital and 
annual operating and maintenance funds required to create 
and maintain such a center, except in an instance of national 
economic conditions which would render this cost-share require-
ment detrimental to the program and upon notification to Con-
gress as to the justification to waive the cost-share requirement. 

‘‘(6) NOTICE OF PROGRAM DESCRIPTION AND AVAILABILITY 
OF FUNDS.—The Secretary shall publish in the Federal Register, 
not later than 90 days after the date of the enactment of 
this title, a draft description of the program for establishing 
regional centers under this subsection. Such description shall 
include the following: 

‘‘(A) A detailed explanation of the program and the 
programs goals. 
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‘‘(B) Procedures to be followed by the applicants. 
‘‘(C) Criteria for determining qualified applicants. 
‘‘(D) Maximum support levels expected to be available 

to centers under the program. 
‘‘(7) APPLICATION REVIEW.—The Secretary shall subject each 

application under this subsection to merit review. In making 
a decision whether to approve such application and provide 
financial support, the Secretary shall consider at a minimum 
the merits of the application, including those portions of the 
application regarding— 

‘‘(A) the ability of the applicant to provide assistance 
under this subsection and utilization of health information 
technology appropriate to the needs of particular categories 
of health care providers; 

‘‘(B) the types of service to be provided to health care 
providers; 

‘‘(C) geographical diversity and extent of service area; 
and 

‘‘(D) the percentage of funding and amount of in-kind 
commitment from other sources. 
‘‘(8) BIENNIAL EVALUATION.—Each regional center which 

receives financial assistance under this subsection shall be 
evaluated biennially by an evaluation panel appointed by the 
Secretary. Each evaluation panel shall be composed of private 
experts, none of whom shall be connected with the center 
involved, and of Federal officials. Each evaluation panel shall 
measure the involved center’s performance against the objective 
specified in paragraph (3). The Secretary shall not continue 
to provide funding to a regional center unless its evaluation 
is overall positive. 

‘‘(9) CONTINUING SUPPORT.—After the second year of assist-
ance under this subsection, a regional center may receive addi-
tional support under this subsection if it has received positive 
evaluations and a finding by the Secretary that continuation 
of Federal funding to the center was in the best interest of 
provision of health information technology extension services. 

‘‘SEC. 3013. STATE GRANTS TO PROMOTE HEALTH INFORMATION TECH-
NOLOGY. 

‘‘(a) IN GENERAL.—The Secretary, acting through the National 
Coordinator, shall establish a program in accordance with this 
section to facilitate and expand the electronic movement and use 
of health information among organizations according to nationally 
recognized standards. 

‘‘(b) PLANNING GRANTS.—The Secretary may award a grant 
to a State or qualified State-designated entity (as described in 
subsection (f)) that submits an application to the Secretary at 
such time, in such manner, and containing such information as 
the Secretary may specify, for the purpose of planning activities 
described in subsection (d). 

‘‘(c) IMPLEMENTATION GRANTS.—The Secretary may award a 
grant to a State or qualified State designated entity that— 

‘‘(1) has submitted, and the Secretary has approved, a 
plan described in subsection (e) (regardless of whether such 
plan was prepared using amounts awarded under subsection 
(b); and 



H. R. 1—137 

‘‘(2) submits an application at such time, in such manner, 
and containing such information as the Secretary may specify. 
‘‘(d) USE OF FUNDS.—Amounts received under a grant under 

subsection (c) shall be used to conduct activities to facilitate and 
expand the electronic movement and use of health information 
among organizations according to nationally recognized standards 
through activities that include— 

‘‘(1) enhancing broad and varied participation in the author-
ized and secure nationwide electronic use and exchange of 
health information; 

‘‘(2) identifying State or local resources available towards 
a nationwide effort to promote health information technology; 

‘‘(3) complementing other Federal grants, programs, and 
efforts towards the promotion of health information technology; 

‘‘(4) providing technical assistance for the development and 
dissemination of solutions to barriers to the exchange of elec-
tronic health information; 

‘‘(5) promoting effective strategies to adopt and utilize 
health information technology in medically underserved 
communities; 

‘‘(6) assisting patients in utilizing health information tech-
nology; 

‘‘(7) encouraging clinicians to work with Health Information 
Technology Regional Extension Centers as described in section 
3012, to the extent they are available and valuable; 

‘‘(8) supporting public health agencies’ authorized use of 
and access to electronic health information; 

‘‘(9) promoting the use of electronic health records for 
quality improvement including through quality measures 
reporting; and 

‘‘(10) such other activities as the Secretary may specify. 
‘‘(e) PLAN.— 

‘‘(1) IN GENERAL.—A plan described in this subsection is 
a plan that describes the activities to be carried out by a 
State or by the qualified State-designated entity within such 
State to facilitate and expand the electronic movement and 
use of health information among organizations according to 
nationally recognized standards and implementation specifica-
tions. 

‘‘(2) REQUIRED ELEMENTS.—A plan described in paragraph 
(1) shall— 

‘‘(A) be pursued in the public interest; 
‘‘(B) be consistent with the strategic plan developed 

by the National Coordinator, (and, as available) under sec-
tion 3001; 

‘‘(C) include a description of the ways the State or 
qualified State-designated entity will carry out the activi-
ties described in subsection (b); and 

‘‘(D) contain such elements as the Secretary may 
require. 

‘‘(f) QUALIFIED STATE-DESIGNATED ENTITY.—For purposes of 
this section, to be a qualified State-designated entity, with respect 
to a State, an entity shall— 

‘‘(1) be designated by the State as eligible to receive awards 
under this section; 

‘‘(2) be a not-for-profit entity with broad stakeholder rep-
resentation on its governing board; 
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‘‘(3) demonstrate that one of its principal goals is to use 
information technology to improve health care quality and effi-
ciency through the authorized and secure electronic exchange 
and use of health information; 

‘‘(4) adopt nondiscrimination and conflict of interest policies 
that demonstrate a commitment to open, fair, and nondiscrim-
inatory participation by stakeholders; and 

‘‘(5) conform to such other requirements as the Secretary 
may establish. 
‘‘(g) REQUIRED CONSULTATION.—In carrying out activities 

described in subsections (b) and (c), a State or qualified State- 
designated entity shall consult with and consider the recommenda-
tions of— 

‘‘(1) health care providers (including providers that provide 
services to low income and underserved populations); 

‘‘(2) health plans; 
‘‘(3) patient or consumer organizations that represent the 

population to be served; 
‘‘(4) health information technology vendors; 
‘‘(5) health care purchasers and employers; 
‘‘(6) public health agencies; 
‘‘(7) health professions schools, universities and colleges; 
‘‘(8) clinical researchers; 
‘‘(9) other users of health information technology such as 

the support and clerical staff of providers and others involved 
in the care and care coordination of patients; and 

‘‘(10) such other entities, as may be determined appropriate 
by the Secretary. 
‘‘(h) CONTINUOUS IMPROVEMENT.—The Secretary shall annually 

evaluate the activities conducted under this section and shall, in 
awarding grants under this section, implement the lessons learned 
from such evaluation in a manner so that awards made subsequent 
to each such evaluation are made in a manner that, in the deter-
mination of the Secretary, will lead towards the greatest improve-
ment in quality of care, decrease in costs, and the most effective 
authorized and secure electronic exchange of health information. 

‘‘(i) REQUIRED MATCH.— 
‘‘(1) IN GENERAL.—For a fiscal year (beginning with fiscal 

year 2011), the Secretary may not make a grant under this 
section to a State unless the State agrees to make available 
non-Federal contributions (which may include in-kind contribu-
tions) toward the costs of a grant awarded under subsection 
(c) in an amount equal to— 

‘‘(A) for fiscal year 2011, not less than $1 for each 
$10 of Federal funds provided under the grant; 

‘‘(B) for fiscal year 2012, not less than $1 for each 
$7 of Federal funds provided under the grant; and 

‘‘(C) for fiscal year 2013 and each subsequent fiscal 
year, not less than $1 for each $3 of Federal funds provided 
under the grant. 
‘‘(2) AUTHORITY TO REQUIRE STATE MATCH FOR FISCAL YEARS 

BEFORE FISCAL YEAR 2011.—For any fiscal year during the grant 
program under this section before fiscal year 2011, the Sec-
retary may determine the extent to which there shall be 
required a non-Federal contribution from a State receiving 
a grant under this section. 
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‘‘SEC. 3014. COMPETITIVE GRANTS TO STATES AND INDIAN TRIBES 
FOR THE DEVELOPMENT OF LOAN PROGRAMS TO FACILI-
TATE THE WIDESPREAD ADOPTION OF CERTIFIED EHR 
TECHNOLOGY. 

‘‘(a) IN GENERAL.—The National Coordinator may award 
competitive grants to eligible entities for the establishment of pro-
grams for loans to health care providers to conduct the activities 
described in subsection (e). 

‘‘(b) ELIGIBLE ENTITY DEFINED.—For purposes of this sub-
section, the term ‘eligible entity’ means a State or Indian tribe 
(as defined in the Indian Self-Determination and Education Assist-
ance Act) that— 

‘‘(1) submits to the National Coordinator an application 
at such time, in such manner, and containing such information 
as the National Coordinator may require; 

‘‘(2) submits to the National Coordinator a strategic plan 
in accordance with subsection (d) and provides to the National 
Coordinator assurances that the entity will update such plan 
annually in accordance with such subsection; 

‘‘(3) provides assurances to the National Coordinator that 
the entity will establish a Loan Fund in accordance with sub-
section (c); 

‘‘(4) provides assurances to the National Coordinator that 
the entity will not provide a loan from the Loan Fund to 
a health care provider unless the provider agrees to— 

‘‘(A) submit reports on quality measures adopted by 
the Federal Government (by not later than 90 days after 
the date on which such measures are adopted), to— 

‘‘(i) the Administrator of the Centers for Medicare 
& Medicaid Services (or his or her designee), in the 
case of an entity participating in the Medicare program 
under title XVIII of the Social Security Act or the 
Medicaid program under title XIX of such Act; or 

‘‘(ii) the Secretary in the case of other entities; 
‘‘(B) demonstrate to the satisfaction of the Secretary 

(through criteria established by the Secretary) that any 
certified EHR technology purchased, improved, or otherwise 
financially supported under a loan under this section is 
used to exchange health information in a manner that, 
in accordance with law and standards (as adopted under 
section 3004) applicable to the exchange of information, 
improves the quality of health care, such as promoting 
care coordination; and 

‘‘(C) comply with such other requirements as the entity 
or the Secretary may require; 

‘‘(D) include a plan on how health care providers 
involved intend to maintain and support the certified EHR 
technology over time; 

‘‘(E) include a plan on how the health care providers 
involved intend to maintain and support the certified EHR 
technology that would be purchased with such loan, 
including the type of resources expected to be involved 
and any such other information as the State or Indian 
Tribe, respectively, may require; and 
‘‘(5) agrees to provide matching funds in accordance with 

subsection (h). 
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‘‘(c) ESTABLISHMENT OF FUND.—For purposes of subsection 
(b)(3), an eligible entity shall establish a certified EHR technology 
loan fund (referred to in this subsection as a ‘Loan Fund’) and 
comply with the other requirements contained in this section. A 
grant to an eligible entity under this section shall be deposited 
in the Loan Fund established by the eligible entity. No funds 
authorized by other provisions of this title to be used for other 
purposes specified in this title shall be deposited in any Loan 
Fund. 

‘‘(d) STRATEGIC PLAN.— 
‘‘(1) IN GENERAL.—For purposes of subsection (b)(2), a stra-

tegic plan of an eligible entity under this subsection shall 
identify the intended uses of amounts available to the Loan 
Fund of such entity. 

‘‘(2) CONTENTS.—A strategic plan under paragraph (1), with 
respect to a Loan Fund of an eligible entity, shall include 
for a year the following: 

‘‘(A) A list of the projects to be assisted through the 
Loan Fund during such year. 

‘‘(B) A description of the criteria and methods estab-
lished for the distribution of funds from the Loan Fund 
during the year. 

‘‘(C) A description of the financial status of the Loan 
Fund as of the date of submission of the plan. 

‘‘(D) The short-term and long-term goals of the Loan 
Fund. 

‘‘(e) USE OF FUNDS.—Amounts deposited in a Loan Fund, 
including loan repayments and interest earned on such amounts, 
shall be used only for awarding loans or loan guarantees, making 
reimbursements described in subsection (g)(4)(A), or as a source 
of reserve and security for leveraged loans, the proceeds of which 
are deposited in the Loan Fund established under subsection (c). 
Loans under this section may be used by a health care provider 
to— 

‘‘(1) facilitate the purchase of certified EHR technology; 
‘‘(2) enhance the utilization of certified EHR technology 

(which may include costs associated with upgrading health 
information technology so that it meets criteria necessary to 
be a certified EHR technology); 

‘‘(3) train personnel in the use of such technology; or 
‘‘(4) improve the secure electronic exchange of health 

information. 
‘‘(f) TYPES OF ASSISTANCE.—Except as otherwise limited by 

applicable State law, amounts deposited into a Loan Fund under 
this section may only be used for the following: 

‘‘(1) To award loans that comply with the following: 
‘‘(A) The interest rate for each loan shall not exceed 

the market interest rate. 
‘‘(B) The principal and interest payments on each loan 

shall commence not later than 1 year after the date the 
loan was awarded, and each loan shall be fully amortized 
not later than 10 years after the date of the loan. 

‘‘(C) The Loan Fund shall be credited with all payments 
of principal and interest on each loan awarded from the 
Loan Fund. 
‘‘(2) To guarantee, or purchase insurance for, a local obliga-

tion (all of the proceeds of which finance a project eligible 
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for assistance under this subsection) if the guarantee or pur-
chase would improve credit market access or reduce the interest 
rate applicable to the obligation involved. 

‘‘(3) As a source of revenue or security for the payment 
of principal and interest on revenue or general obligation bonds 
issued by the eligible entity if the proceeds of the sale of 
the bonds will be deposited into the Loan Fund. 

‘‘(4) To earn interest on the amounts deposited into the 
Loan Fund. 

‘‘(5) To make reimbursements described in subsection 
(g)(4)(A). 
‘‘(g) ADMINISTRATION OF LOAN FUNDS.— 

‘‘(1) COMBINED FINANCIAL ADMINISTRATION.—An eligible 
entity may (as a convenience and to avoid unnecessary adminis-
trative costs) combine, in accordance with applicable State law, 
the financial administration of a Loan Fund established under 
this subsection with the financial administration of any other 
revolving fund established by the entity if otherwise not prohib-
ited by the law under which the Loan Fund was established. 

‘‘(2) COST OF ADMINISTERING FUND.—Each eligible entity 
may annually use not to exceed 4 percent of the funds provided 
to the entity under a grant under this section to pay the 
reasonable costs of the administration of the programs under 
this section, including the recovery of reasonable costs expended 
to establish a Loan Fund which are incurred after the date 
of the enactment of this title. 

‘‘(3) GUIDANCE AND REGULATIONS.—The National Coordi-
nator shall publish guidance and promulgate regulations as 
may be necessary to carry out the provisions of this section, 
including— 

‘‘(A) provisions to ensure that each eligible entity com-
mits and expends funds allotted to the entity under this 
section as efficiently as possible in accordance with this 
title and applicable State laws; and 

‘‘(B) guidance to prevent waste, fraud, and abuse. 
‘‘(4) PRIVATE SECTOR CONTRIBUTIONS.— 

‘‘(A) IN GENERAL.—A Loan Fund established under this 
section may accept contributions from private sector enti-
ties, except that such entities may not specify the recipient 
or recipients of any loan issued under this subsection. 
An eligible entity may agree to reimburse a private sector 
entity for any contribution made under this subparagraph, 
except that the amount of such reimbursement may not 
be greater than the principal amount of the contribution 
made. 

‘‘(B) AVAILABILITY OF INFORMATION.—An eligible entity 
shall make publicly available the identity of, and amount 
contributed by, any private sector entity under subpara-
graph (A) and may issue letters of commendation or make 
other awards (that have no financial value) to any such 
entity. 

‘‘(h) MATCHING REQUIREMENTS.— 
‘‘(1) IN GENERAL.—The National Coordinator may not make 

a grant under subsection (a) to an eligible entity unless the 
entity agrees to make available (directly or through donations 
from public or private entities) non-Federal contributions in 
cash to the costs of carrying out the activities for which the 
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grant is awarded in an amount equal to not less than $1 
for each $5 of Federal funds provided under the grant. 

‘‘(2) DETERMINATION OF AMOUNT OF NON-FEDERAL CON-
TRIBUTION.—In determining the amount of non-Federal con-
tributions that an eligible entity has provided pursuant to 
subparagraph (A), the National Coordinator may not include 
any amounts provided to the entity by the Federal Government. 
‘‘(i) EFFECTIVE DATE.—The Secretary may not make an award 

under this section prior to January 1, 2010. 

‘‘SEC. 3015. DEMONSTRATION PROGRAM TO INTEGRATE INFORMATION 
TECHNOLOGY INTO CLINICAL EDUCATION. 

‘‘(a) IN GENERAL.—The Secretary may award grants under this 
section to carry out demonstration projects to develop academic 
curricula integrating certified EHR technology in the clinical edu-
cation of health professionals. Such awards shall be made on a 
competitive basis and pursuant to peer review. 

‘‘(b) ELIGIBILITY.—To be eligible to receive a grant under sub-
section (a), an entity shall— 

‘‘(1) submit to the Secretary an application at such time, 
in such manner, and containing such information as the Sec-
retary may require; 

‘‘(2) submit to the Secretary a strategic plan for integrating 
certified EHR technology in the clinical education of health 
professionals to reduce medical errors, increase access to 
prevention, reduce chronic diseases, and enhance health care 
quality; 

‘‘(3) be— 
‘‘(A) a school of medicine, osteopathic medicine, den-

tistry, or pharmacy, a graduate program in behavioral or 
mental health, or any other graduate health professions 
school; 

‘‘(B) a graduate school of nursing or physician assistant 
studies; 

‘‘(C) a consortium of two or more schools described 
in subparagraph (A) or (B); or 

‘‘(D) an institution with a graduate medical education 
program in medicine, osteopathic medicine, dentistry, phar-
macy, nursing, or physician assistance studies; 
‘‘(4) provide for the collection of data regarding the effective-

ness of the demonstration project to be funded under the grant 
in improving the safety of patients, the efficiency of health 
care delivery, and in increasing the likelihood that graduates 
of the grantee will adopt and incorporate certified EHR tech-
nology, in the delivery of health care services; and 

‘‘(5) provide matching funds in accordance with subsection 
(d). 
‘‘(c) USE OF FUNDS.— 

‘‘(1) IN GENERAL.—With respect to a grant under subsection 
(a), an eligible entity shall— 

‘‘(A) use grant funds in collaboration with 2 or more 
disciplines; and 

‘‘(B) use grant funds to integrate certified EHR tech-
nology into community-based clinical education. 
‘‘(2) LIMITATION.—An eligible entity shall not use amounts 

received under a grant under subsection (a) to purchase hard-
ware, software, or services. 
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‘‘(d) FINANCIAL SUPPORT.—The Secretary may not provide more 
than 50 percent of the costs of any activity for which assistance 
is provided under subsection (a), except in an instance of national 
economic conditions which would render the cost-share requirement 
under this subsection detrimental to the program and upon notifica-
tion to Congress as to the justification to waive the cost-share 
requirement. 

‘‘(e) EVALUATION.—The Secretary shall take such action as may 
be necessary to evaluate the projects funded under this section 
and publish, make available, and disseminate the results of such 
evaluations on as wide a basis as is practicable. 

‘‘(f) REPORTS.—Not later than 1 year after the date of enactment 
of this title, and annually thereafter, the Secretary shall submit 
to the Committee on Health, Education, Labor, and Pensions and 
the Committee on Finance of the Senate, and the Committee on 
Energy and Commerce of the House of Representatives a report 
that— 

‘‘(1) describes the specific projects established under this 
section; and 

‘‘(2) contains recommendations for Congress based on the 
evaluation conducted under subsection (e). 

‘‘SEC. 3016. INFORMATION TECHNOLOGY PROFESSIONALS IN HEALTH 
CARE. 

‘‘(a) IN GENERAL.—The Secretary, in consultation with the 
Director of the National Science Foundation, shall provide assist-
ance to institutions of higher education (or consortia thereof) to 
establish or expand medical health informatics education programs, 
including certification, undergraduate, and masters degree pro-
grams, for both health care and information technology students 
to ensure the rapid and effective utilization and development of 
health information technologies (in the United States health care 
infrastructure). 

‘‘(b) ACTIVITIES.—Activities for which assistance may be pro-
vided under subsection (a) may include the following: 

‘‘(1) Developing and revising curricula in medical health 
informatics and related disciplines. 

‘‘(2) Recruiting and retaining students to the program 
involved. 

‘‘(3) Acquiring equipment necessary for student instruction 
in these programs, including the installation of testbed net-
works for student use. 

‘‘(4) Establishing or enhancing bridge programs in the 
health informatics fields between community colleges and 
universities. 
‘‘(c) PRIORITY.—In providing assistance under subsection (a), 

the Secretary shall give preference to the following: 
‘‘(1) Existing education and training programs. 
‘‘(2) Programs designed to be completed in less than six 

months. 

‘‘SEC. 3017. GENERAL GRANT AND LOAN PROVISIONS. 

‘‘(a) REPORTS.—The Secretary may require that an entity 
receiving assistance under this subtitle shall submit to the Sec-
retary, not later than the date that is 1 year after the date of 
receipt of such assistance, a report that includes— 
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‘‘(1) an analysis of the effectiveness of the activities for 
which the entity receives such assistance, as compared to the 
goals for such activities; and 

‘‘(2) an analysis of the impact of the project on health 
care quality and safety. 
‘‘(b) REQUIREMENT TO IMPROVE QUALITY OF CARE AND DECREASE 

IN COSTS.—The National Coordinator shall annually evaluate the 
activities conducted under this subtitle and shall, in awarding 
grants, implement the lessons learned from such evaluation in 
a manner so that awards made subsequent to each such evaluation 
are made in a manner that, in the determination of the National 
Coordinator, will result in the greatest improvement in the quality 
and efficiency of health care. 
‘‘SEC. 3018. AUTHORIZATION FOR APPROPRIATIONS. 

‘‘For the purposes of carrying out this subtitle, there is author-
ized to be appropriated such sums as may be necessary for each 
of the fiscal years 2009 through 2013.’’. 

Subtitle D—Privacy 

SEC. 13400. DEFINITIONS. 

In this subtitle, except as specified otherwise: 
(1) BREACH.— 

(A) IN GENERAL.—The term ‘‘breach’’ means the 
unauthorized acquisition, access, use, or disclosure of pro-
tected health information which compromises the security 
or privacy of such information, except where an unauthor-
ized person to whom such information is disclosed would 
not reasonably have been able to retain such information. 

(B) EXCEPTIONS.—The term ‘‘breach’’ does not include— 
(i) any unintentional acquisition, access, or use 

of protected health information by an employee or indi-
vidual acting under the authority of a covered entity 
or business associate if— 

(I) such acquisition, access, or use was made 
in good faith and within the course and scope 
of the employment or other professional relation-
ship of such employee or individual, respectively, 
with the covered entity or business associate; and 

(II) such information is not further acquired, 
accessed, used, or disclosed by any person; or 
(ii) any inadvertent disclosure from an individual 

who is otherwise authorized to access protected health 
information at a facility operated by a covered entity 
or business associate to another similarly situated indi-
vidual at same facility; and 

(iii) any such information received as a result of 
such disclosure is not further acquired, accessed, used, 
or disclosed without authorization by any person. 

(2) BUSINESS ASSOCIATE.—The term ‘‘business associate’’ 
has the meaning given such term in section 160.103 of title 
45, Code of Federal Regulations. 

(3) COVERED ENTITY.—The term ‘‘covered entity’’ has the 
meaning given such term in section 160.103 of title 45, Code 
of Federal Regulations. 
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(4) DISCLOSE.—The terms ‘‘disclose’’ and ‘‘disclosure’’ have 
the meaning given the term ‘‘disclosure’’ in section 160.103 
of title 45, Code of Federal Regulations. 

(5) ELECTRONIC HEALTH RECORD.—The term ‘‘electronic 
health record’’ means an electronic record of health-related 
information on an individual that is created, gathered, man-
aged, and consulted by authorized health care clinicians and 
staff. 

(6) HEALTH CARE OPERATIONS.—The term ‘‘health care oper-
ation’’ has the meaning given such term in section 164.501 
of title 45, Code of Federal Regulations. 

(7) HEALTH CARE PROVIDER.—The term ‘‘health care pro-
vider’’ has the meaning given such term in section 160.103 
of title 45, Code of Federal Regulations. 

(8) HEALTH PLAN.—The term ‘‘health plan’’ has the meaning 
given such term in section 160.103 of title 45, Code of Federal 
Regulations. 

(9) NATIONAL COORDINATOR.—The term ‘‘National Coordi-
nator’’ means the head of the Office of the National Coordinator 
for Health Information Technology established under section 
3001(a) of the Public Health Service Act, as added by section 
13101. 

(10) PAYMENT.—The term ‘‘payment’’ has the meaning 
given such term in section 164.501 of title 45, Code of Federal 
Regulations. 

(11) PERSONAL HEALTH RECORD.—The term ‘‘personal 
health record’’ means an electronic record of PHR identifiable 
health information (as defined in section 13407(f)(2)) on an 
individual that can be drawn from multiple sources and that 
is managed, shared, and controlled by or primarily for the 
individual. 

(12) PROTECTED HEALTH INFORMATION.—The term ‘‘pro-
tected health information’’ has the meaning given such term 
in section 160.103 of title 45, Code of Federal Regulations. 

(13) SECRETARY.—The term ‘‘Secretary’’ means the Sec-
retary of Health and Human Services. 

(14) SECURITY.—The term ‘‘security’’ has the meaning given 
such term in section 164.304 of title 45, Code of Federal Regula-
tions. 

(15) STATE.—The term ‘‘State’’ means each of the several 
States, the District of Columbia, Puerto Rico, the Virgin Islands, 
Guam, American Samoa, and the Northern Mariana Islands. 

(16) TREATMENT.—The term ‘‘treatment’’ has the meaning 
given such term in section 164.501 of title 45, Code of Federal 
Regulations. 

(17) USE.—The term ‘‘use’’ has the meaning given such 
term in section 160.103 of title 45, Code of Federal Regulations. 

(18) VENDOR OF PERSONAL HEALTH RECORDS.—The term 
‘‘vendor of personal health records’’ means an entity, other 
than a covered entity (as defined in paragraph (3)), that offers 
or maintains a personal health record. 
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PART 1—IMPROVED PRIVACY PROVISIONS 
AND SECURITY PROVISIONS 

SEC. 13401. APPLICATION OF SECURITY PROVISIONS AND PENALTIES 
TO BUSINESS ASSOCIATES OF COVERED ENTITIES; 
ANNUAL GUIDANCE ON SECURITY PROVISIONS. 

(a) APPLICATION OF SECURITY PROVISIONS.—Sections 164.308, 
164.310, 164.312, and 164.316 of title 45, Code of Federal Regula-
tions, shall apply to a business associate of a covered entity in 
the same manner that such sections apply to the covered entity. 
The additional requirements of this title that relate to security 
and that are made applicable with respect to covered entities shall 
also be applicable to such a business associate and shall be incor-
porated into the business associate agreement between the business 
associate and the covered entity. 

(b) APPLICATION OF CIVIL AND CRIMINAL PENALTIES.—In the 
case of a business associate that violates any security provision 
specified in subsection (a), sections 1176 and 1177 of the Social 
Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the busi-
ness associate with respect to such violation in the same manner 
such sections apply to a covered entity that violates such security 
provision. 

(c) ANNUAL GUIDANCE.—For the first year beginning after the 
date of the enactment of this Act and annually thereafter, the 
Secretary of Health and Human Services shall, after consultation 
with stakeholders, annually issue guidance on the most effective 
and appropriate technical safeguards for use in carrying out the 
sections referred to in subsection (a) and the security standards 
in subpart C of part 164 of title 45, Code of Federal Regulations, 
including the use of standards developed under section 
3002(b)(2)(B)(vi) of the Public Health Service Act, as added by 
section 13101 of this Act, as such provisions are in effect as of 
the date before the enactment of this Act. 
SEC. 13402. NOTIFICATION IN THE CASE OF BREACH. 

(a) IN GENERAL.—A covered entity that accesses, maintains, 
retains, modifies, records, stores, destroys, or otherwise holds, uses, 
or discloses unsecured protected health information (as defined 
in subsection (h)(1)) shall, in the case of a breach of such information 
that is discovered by the covered entity, notify each individual 
whose unsecured protected health information has been, or is 
reasonably believed by the covered entity to have been, accessed, 
acquired, or disclosed as a result of such breach. 

(b) NOTIFICATION OF COVERED ENTITY BY BUSINESS ASSO-
CIATE.—A business associate of a covered entity that accesses, main-
tains, retains, modifies, records, stores, destroys, or otherwise holds, 
uses, or discloses unsecured protected health information shall, 
following the discovery of a breach of such information, notify 
the covered entity of such breach. Such notice shall include the 
identification of each individual whose unsecured protected health 
information has been, or is reasonably believed by the business 
associate to have been, accessed, acquired, or disclosed during such 
breach. 

(c) BREACHES TREATED AS DISCOVERED.—For purposes of this 
section, a breach shall be treated as discovered by a covered entity 
or by a business associate as of the first day on which such breach 
is known to such entity or associate, respectively, (including any 
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person, other than the individual committing the breach, that is 
an employee, officer, or other agent of such entity or associate, 
respectively) or should reasonably have been known to such entity 
or associate (or person) to have occurred. 

(d) TIMELINESS OF NOTIFICATION.— 
(1) IN GENERAL.—Subject to subsection (g), all notifications 

required under this section shall be made without unreasonable 
delay and in no case later than 60 calendar days after the 
discovery of a breach by the covered entity involved (or business 
associate involved in the case of a notification required under 
subsection (b)). 

(2) BURDEN OF PROOF.—The covered entity involved (or 
business associate involved in the case of a notification required 
under subsection (b)), shall have the burden of demonstrating 
that all notifications were made as required under this part, 
including evidence demonstrating the necessity of any delay. 
(e) METHODS OF NOTICE.— 

(1) INDIVIDUAL NOTICE.—Notice required under this section 
to be provided to an individual, with respect to a breach, 
shall be provided promptly and in the following form: 

(A) Written notification by first-class mail to the indi-
vidual (or the next of kin of the individual if the individual 
is deceased) at the last known address of the individual 
or the next of kin, respectively, or, if specified as a pref-
erence by the individual, by electronic mail. The notification 
may be provided in one or more mailings as information 
is available. 

(B) In the case in which there is insufficient, or out- 
of-date contact information (including a phone number, 
email address, or any other form of appropriate communica-
tion) that precludes direct written (or, if specified by the 
individual under subparagraph (A), electronic) notification 
to the individual, a substitute form of notice shall be pro-
vided, including, in the case that there are 10 or more 
individuals for which there is insufficient or out-of-date 
contact information, a conspicuous posting for a period 
determined by the Secretary on the home page of the 
Web site of the covered entity involved or notice in major 
print or broadcast media, including major media in 
geographic areas where the individuals affected by the 
breach likely reside. Such a notice in media or web posting 
will include a toll-free phone number where an individual 
can learn whether or not the individual’s unsecured pro-
tected health information is possibly included in the breach. 

(C) In any case deemed by the covered entity involved 
to require urgency because of possible imminent misuse 
of unsecured protected health information, the covered 
entity, in addition to notice provided under subparagraph 
(A), may provide information to individuals by telephone 
or other means, as appropriate. 
(2) MEDIA NOTICE.—Notice shall be provided to prominent 

media outlets serving a State or jurisdiction, following the 
discovery of a breach described in subsection (a), if the 
unsecured protected health information of more than 500 resi-
dents of such State or jurisdiction is, or is reasonably believed 
to have been, accessed, acquired, or disclosed during such 
breach. 
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(3) NOTICE TO SECRETARY.—Notice shall be provided to 
the Secretary by covered entities of unsecured protected health 
information that has been acquired or disclosed in a breach. 
If the breach was with respect to 500 or more individuals 
than such notice must be provided immediately. If the breach 
was with respect to less than 500 individuals, the covered 
entity may maintain a log of any such breach occurring and 
annually submit such a log to the Secretary documenting such 
breaches occurring during the year involved. 

(4) POSTING ON HHS PUBLIC WEBSITE.—The Secretary shall 
make available to the public on the Internet website of the 
Department of Health and Human Services a list that identifies 
each covered entity involved in a breach described in subsection 
(a) in which the unsecured protected health information of 
more than 500 individuals is acquired or disclosed. 
(f) CONTENT OF NOTIFICATION.—Regardless of the method by 

which notice is provided to individuals under this section, notice 
of a breach shall include, to the extent possible, the following: 

(1) A brief description of what happened, including the 
date of the breach and the date of the discovery of the breach, 
if known. 

(2) A description of the types of unsecured protected health 
information that were involved in the breach (such as full 
name, Social Security number, date of birth, home address, 
account number, or disability code). 

(3) The steps individuals should take to protect themselves 
from potential harm resulting from the breach. 

(4) A brief description of what the covered entity involved 
is doing to investigate the breach, to mitigate losses, and to 
protect against any further breaches. 

(5) Contact procedures for individuals to ask questions 
or learn additional information, which shall include a toll- 
free telephone number, an e-mail address, Web site, or postal 
address. 
(g) DELAY OF NOTIFICATION AUTHORIZED FOR LAW ENFORCE-

MENT PURPOSES.—If a law enforcement official determines that 
a notification, notice, or posting required under this section would 
impede a criminal investigation or cause damage to national secu-
rity, such notification, notice, or posting shall be delayed in the 
same manner as provided under section 164.528(a)(2) of title 45, 
Code of Federal Regulations, in the case of a disclosure covered 
under such section. 

(h) UNSECURED PROTECTED HEALTH INFORMATION.— 
(1) DEFINITION.— 

(A) IN GENERAL.—Subject to subparagraph (B), for pur-
poses of this section, the term ‘‘unsecured protected health 
information’’ means protected health information that is 
not secured through the use of a technology or methodology 
specified by the Secretary in the guidance issued under 
paragraph (2). 

(B) EXCEPTION IN CASE TIMELY GUIDANCE NOT ISSUED.— 
In the case that the Secretary does not issue guidance 
under paragraph (2) by the date specified in such para-
graph, for purposes of this section, the term ‘‘unsecured 
protected health information’’ shall mean protected health 
information that is not secured by a technology standard 
that renders protected health information unusable, 
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unreadable, or indecipherable to unauthorized individuals 
and is developed or endorsed by a standards developing 
organization that is accredited by the American National 
Standards Institute. 
(2) GUIDANCE.—For purposes of paragraph (1) and section 

13407(f)(3), not later than the date that is 60 days after the 
date of the enactment of this Act, the Secretary shall, after 
consultation with stakeholders, issue (and annually update) 
guidance specifying the technologies and methodologies that 
render protected health information unusable, unreadable, or 
indecipherable to unauthorized individuals, including the use 
of standards developed under section 3002(b)(2)(B)(vi) of the 
Public Health Service Act, as added by section 13101 of this 
Act. 
(i) REPORT TO CONGRESS ON BREACHES.— 

(1) IN GENERAL.—Not later than 12 months after the date 
of the enactment of this Act and annually thereafter, the Sec-
retary shall prepare and submit to the Committee on Finance 
and the Committee on Health, Education, Labor, and Pensions 
of the Senate and the Committee on Ways and Means and 
the Committee on Energy and Commerce of the House of Rep-
resentatives a report containing the information described in 
paragraph (2) regarding breaches for which notice was provided 
to the Secretary under subsection (e)(3). 

(2) INFORMATION.—The information described in this para-
graph regarding breaches specified in paragraph (1) shall 
include— 

(A) the number and nature of such breaches; and 
(B) actions taken in response to such breaches. 

(j) REGULATIONS; EFFECTIVE DATE.—To carry out this section, 
the Secretary of Health and Human Services shall promulgate 
interim final regulations by not later than the date that is 180 
days after the date of the enactment of this title. The provisions 
of this section shall apply to breaches that are discovered on or 
after the date that is 30 days after the date of publication of 
such interim final regulations. 

SEC. 13403. EDUCATION ON HEALTH INFORMATION PRIVACY. 

(a) REGIONAL OFFICE PRIVACY ADVISORS.—Not later than 6 
months after the date of the enactment of this Act, the Secretary 
shall designate an individual in each regional office of the Depart-
ment of Health and Human Services to offer guidance and education 
to covered entities, business associates, and individuals on their 
rights and responsibilities related to Federal privacy and security 
requirements for protected health information. 

(b) EDUCATION INITIATIVE ON USES OF HEALTH INFORMATION.— 
Not later than 12 months after the date of the enactment of this 
Act, the Office for Civil Rights within the Department of Health 
and Human Services shall develop and maintain a multi-faceted 
national education initiative to enhance public transparency 
regarding the uses of protected health information, including pro-
grams to educate individuals about the potential uses of their 
protected health information, the effects of such uses, and the 
rights of individuals with respect to such uses. Such programs 
shall be conducted in a variety of languages and present information 
in a clear and understandable manner. 
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SEC. 13404. APPLICATION OF PRIVACY PROVISIONS AND PENALTIES 
TO BUSINESS ASSOCIATES OF COVERED ENTITIES. 

(a) APPLICATION OF CONTRACT REQUIREMENTS.—In the case 
of a business associate of a covered entity that obtains or creates 
protected health information pursuant to a written contract (or 
other written arrangement) described in section 164.502(e)(2) of 
title 45, Code of Federal Regulations, with such covered entity, 
the business associate may use and disclose such protected health 
information only if such use or disclosure, respectively, is in compli-
ance with each applicable requirement of section 164.504(e) of such 
title. The additional requirements of this subtitle that relate to 
privacy and that are made applicable with respect to covered enti-
ties shall also be applicable to such a business associate and shall 
be incorporated into the business associate agreement between the 
business associate and the covered entity. 

(b) APPLICATION OF KNOWLEDGE ELEMENTS ASSOCIATED WITH 
CONTRACTS.—Section 164.504(e)(1)(ii) of title 45, Code of Federal 
Regulations, shall apply to a business associate described in sub-
section (a), with respect to compliance with such subsection, in 
the same manner that such section applies to a covered entity, 
with respect to compliance with the standards in sections 164.502(e) 
and 164.504(e) of such title, except that in applying such section 
164.504(e)(1)(ii) each reference to the business associate, with 
respect to a contract, shall be treated as a reference to the covered 
entity involved in such contract. 

(c) APPLICATION OF CIVIL AND CRIMINAL PENALTIES.—In the 
case of a business associate that violates any provision of subsection 
(a) or (b), the provisions of sections 1176 and 1177 of the Social 
Security Act (42 U.S.C. 1320d–5, 1320d–6) shall apply to the busi-
ness associate with respect to such violation in the same manner 
as such provisions apply to a person who violates a provision 
of part C of title XI of such Act. 

SEC. 13405. RESTRICTIONS ON CERTAIN DISCLOSURES AND SALES OF 
HEALTH INFORMATION; ACCOUNTING OF CERTAIN PRO-
TECTED HEALTH INFORMATION DISCLOSURES; ACCESS 
TO CERTAIN INFORMATION IN ELECTRONIC FORMAT. 

(a) REQUESTED RESTRICTIONS ON CERTAIN DISCLOSURES OF 
HEALTH INFORMATION.—In the case that an individual requests 
under paragraph (a)(1)(i)(A) of section 164.522 of title 45, Code 
of Federal Regulations, that a covered entity restrict the disclosure 
of the protected health information of the individual, notwith-
standing paragraph (a)(1)(ii) of such section, the covered entity 
must comply with the requested restriction if— 

(1) except as otherwise required by law, the disclosure 
is to a health plan for purposes of carrying out payment or 
health care operations (and is not for purposes of carrying 
out treatment); and 

(2) the protected health information pertains solely to a 
health care item or service for which the health care provider 
involved has been paid out of pocket in full. 
(b) DISCLOSURES REQUIRED TO BE LIMITED TO THE LIMITED 

DATA SET OR THE MINIMUM NECESSARY.— 
(1) IN GENERAL.— 

(A) IN GENERAL.—Subject to subparagraph (B), a cov-
ered entity shall be treated as being in compliance with 
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section 164.502(b)(1) of title 45, Code of Federal Regula-
tions, with respect to the use, disclosure, or request of 
protected health information described in such section, only 
if the covered entity limits such protected health informa-
tion, to the extent practicable, to the limited data set 
(as defined in section 164.514(e)(2) of such title) or, if 
needed by such entity, to the minimum necessary to accom-
plish the intended purpose of such use, disclosure, or 
request, respectively. 

(B) GUIDANCE.—Not later than 18 months after the 
date of the enactment of this section, the Secretary shall 
issue guidance on what constitutes ‘‘minimum necessary’’ 
for purposes of subpart E of part 164 of title 45, Code 
of Federal Regulation. In issuing such guidance the Sec-
retary shall take into consideration the guidance under 
section 13424(c) and the information necessary to improve 
patient outcomes and to detect, prevent, and manage 
chronic disease. 

(C) SUNSET.—Subparagraph (A) shall not apply on and 
after the effective date on which the Secretary issues the 
guidance under subparagraph (B). 
(2) DETERMINATION OF MINIMUM NECESSARY.—For purposes 

of paragraph (1), in the case of the disclosure of protected 
health information, the covered entity or business associate 
disclosing such information shall determine what constitutes 
the minimum necessary to accomplish the intended purpose 
of such disclosure. 

(3) APPLICATION OF EXCEPTIONS.—The exceptions described 
in section 164.502(b)(2) of title 45, Code of Federal Regulations, 
shall apply to the requirement under paragraph (1) as of the 
effective date described in section 13423 in the same manner 
that such exceptions apply to section 164.502(b)(1) of such 
title before such date. 

(4) RULE OF CONSTRUCTION.—Nothing in this subsection 
shall be construed as affecting the use, disclosure, or request 
of protected health information that has been de-identified. 
(c) ACCOUNTING OF CERTAIN PROTECTED HEALTH INFORMATION 

DISCLOSURES REQUIRED IF COVERED ENTITY USES ELECTRONIC 
HEALTH RECORD.— 

‘‘(1) IN GENERAL.—In applying section 164.528 of title 45, 
Code of Federal Regulations, in the case that a covered entity 
uses or maintains an electronic health record with respect 
to protected health information— 

‘‘(A) the exception under paragraph (a)(1)(i) of such 
section shall not apply to disclosures through an electronic 
health record made by such entity of such information; 
and 

‘‘(B) an individual shall have a right to receive an 
accounting of disclosures described in such paragraph of 
such information made by such covered entity during only 
the three years prior to the date on which the accounting 
is requested. 
‘‘(2) REGULATIONS.—The Secretary shall promulgate regula-

tions on what information shall be collected about each disclo-
sure referred to in paragraph (1), not later than 6 months 
after the date on which the Secretary adopts standards on 
accounting for disclosure described in the section 
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3002(b)(2)(B)(iv) of the Public Health Service Act, as added 
by section 13101. Such regulations shall only require such 
information to be collected through an electronic health record 
in a manner that takes into account the interests of the individ-
uals in learning the circumstances under which their protected 
health information is being disclosed and takes into account 
the administrative burden of accounting for such disclosures. 

‘‘(3) PROCESS.—In response to an request from an individual 
for an accounting, a covered entity shall elect to provide either 
an— 

‘‘(A) accounting, as specified under paragraph (1), for 
disclosures of protected health information that are made 
by such covered entity and by a business associate acting 
on behalf of the covered entity; or 

‘‘(B) accounting, as specified under paragraph (1), for 
disclosures that are made by such covered entity and pro-
vide a list of all business associates acting on behalf of 
the covered entity, including contact information for such 
associates (such as mailing address, phone, and email 
address). 

A business associate included on a list under subparagraph 
(B) shall provide an accounting of disclosures (as required under 
paragraph (1) for a covered entity) made by the business asso-
ciate upon a request made by an individual directly to the 
business associate for such an accounting. 

‘‘(4) EFFECTIVE DATE.— 
‘‘(A) CURRENT USERS OF ELECTRONIC RECORDS.—In the 

case of a covered entity insofar as it acquired an electronic 
health record as of January 1, 2009, paragraph (1) shall 
apply to disclosures, with respect to protected health 
information, made by the covered entity from such a record 
on and after January 1, 2014. 

‘‘(B) OTHERS.—In the case of a covered entity insofar 
as it acquires an electronic health record after January 
1, 2009, paragraph (1) shall apply to disclosures, with 
respect to protected health information, made by the cov-
ered entity from such record on and after the later of 
the following: 

‘‘(i) January 1, 2011; or 
‘‘(ii) the date that it acquires an electronic health 

record. 
‘‘(C) LATER DATE.—The Secretary may set an effective 

date that is later that the date specified under subpara-
graph (A) or (B) if the Secretary determines that such 
later date is necessary, but in no case may the date speci-
fied under— 

‘‘(i) subparagraph (A) be later than 2016; or 
‘‘(ii) subparagraph (B) be later than 2013.’’ 

(d) PROHIBITION ON SALE OF ELECTRONIC HEALTH RECORDS 
OR PROTECTED HEALTH INFORMATION.— 

(1) IN GENERAL.—Except as provided in paragraph (2), a 
covered entity or business associate shall not directly or 
indirectly receive remuneration in exchange for any protected 
health information of an individual unless the covered entity 
obtained from the individual, in accordance with section 164.508 
of title 45, Code of Federal Regulations, a valid authorization 
that includes, in accordance with such section, a specification 
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of whether the protected health information can be further 
exchanged for remuneration by the entity receiving protected 
health information of that individual. 

(2) EXCEPTIONS.—Paragraph (1) shall not apply in the fol-
lowing cases: 

(A) The purpose of the exchange is for public health 
activities (as described in section 164.512(b) of title 45, 
Code of Federal Regulations). 

(B) The purpose of the exchange is for research (as 
described in sections 164.501 and 164.512(i) of title 45, 
Code of Federal Regulations) and the price charged reflects 
the costs of preparation and transmittal of the data for 
such purpose. 

(C) The purpose of the exchange is for the treatment 
of the individual, subject to any regulation that the Sec-
retary may promulgate to prevent protected health 
information from inappropriate access, use, or disclosure. 

(D) The purpose of the exchange is the health care 
operation specifically described in subparagraph (iv) of 
paragraph (6) of the definition of healthcare operations 
in section 164.501 of title 45, Code of Federal Regulations. 

(E) The purpose of the exchange is for remuneration 
that is provided by a covered entity to a business associate 
for activities involving the exchange of protected health 
information that the business associate undertakes on 
behalf of and at the specific request of the covered entity 
pursuant to a business associate agreement. 

(F) The purpose of the exchange is to provide an indi-
vidual with a copy of the individual’s protected health 
information pursuant to section 164.524 of title 45, Code 
of Federal Regulations. 

(G) The purpose of the exchange is otherwise deter-
mined by the Secretary in regulations to be similarly nec-
essary and appropriate as the exceptions provided in sub-
paragraphs (A) through (F). 
(3) REGULATIONS.—Not later than 18 months after the 

date of enactment of this title, the Secretary shall promulgate 
regulations to carry out this subsection. In promulgating such 
regulations, the Secretary— 

(A) shall evaluate the impact of restricting the excep-
tion described in paragraph (2)(A) to require that the price 
charged for the purposes described in such paragraph 
reflects the costs of the preparation and transmittal of 
the data for such purpose, on research or public health 
activities, including those conducted by or for the use of 
the Food and Drug Administration; and 

(B) may further restrict the exception described in 
paragraph (2)(A) to require that the price charged for the 
purposes described in such paragraph reflects the costs 
of the preparation and transmittal of the data for such 
purpose, if the Secretary finds that such further restriction 
will not impede such research or public health activities. 
(4) EFFECTIVE DATE.—Paragraph (1) shall apply to 

exchanges occurring on or after the date that is 6 months 
after the date of the promulgation of final regulations imple-
menting this subsection. 
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(e) ACCESS TO CERTAIN INFORMATION IN ELECTRONIC FORMAT.— 
In applying section 164.524 of title 45, Code of Federal Regulations, 
in the case that a covered entity uses or maintains an electronic 
health record with respect to protected health information of an 
individual— 

(1) the individual shall have a right to obtain from such 
covered entity a copy of such information in an electronic format 
and, if the individual chooses, to direct the covered entity 
to transmit such copy directly to an entity or person designated 
by the individual, provided that any such choice is clear, con-
spicuous, and specific; and 

(2) notwithstanding paragraph (c)(4) of such section, any 
fee that the covered entity may impose for providing such 
individual with a copy of such information (or a summary 
or explanation of such information) if such copy (or summary 
or explanation) is in an electronic form shall not be greater 
than the entity’s labor costs in responding to the request for 
the copy (or summary or explanation). 

SEC. 13406. CONDITIONS ON CERTAIN CONTACTS AS PART OF HEALTH 
CARE OPERATIONS. 

(a) MARKETING.— 
(1) IN GENERAL.—A communication by a covered entity 

or business associate that is about a product or service and 
that encourages recipients of the communication to purchase 
or use the product or service shall not be considered a health 
care operation for purposes of subpart E of part 164 of title 
45, Code of Federal Regulations, unless the communication 
is made as described in subparagraph (i), (ii), or (iii) of para-
graph (1) of the definition of marketing in section 164.501 
of such title. 

(2) PAYMENT FOR CERTAIN COMMUNICATIONS.—A commu-
nication by a covered entity or business associate that is 
described in subparagraph (i), (ii), or (iii) of paragraph (1) 
of the definition of marketing in section 164.501 of title 45, 
Code of Federal Regulations, shall not be considered a health 
care operation for purposes of subpart E of part 164 of title 
45, Code of Federal Regulations if the covered entity receives 
or has received direct or indirect payment in exchange for 
making such communication, except where— 

(A)(i) such communication describes only a drug or 
biologic that is currently being prescribed for the recipient 
of the communication; and 

(ii) any payment received by such covered entity in 
exchange for making a communication described in clause 
(i) is reasonable in amount; 

(B) each of the following conditions apply— 
(i) the communication is made by the covered 

entity; and 
(ii) the covered entity making such communication 

obtains from the recipient of the communication, in 
accordance with section 164.508 of title 45, Code of 
Federal Regulations, a valid authorization (as 
described in paragraph (b) of such section) with respect 
to such communication; or 
(C) each of the following conditions apply— 
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(i) the communication is made by a business asso-
ciate on behalf of the covered entity; and 

(ii) the communication is consistent with the writ-
ten contract (or other written arrangement described 
in section 164.502(e)(2) of such title) between such 
business associate and covered entity. 

(3) REASONABLE IN AMOUNT DEFINED.—For purposes of 
paragraph (2), the term ‘‘reasonable in amount’’ shall have 
the meaning given such term by the Secretary by regulation. 

(4) DIRECT OR INDIRECT PAYMENT.—For purposes of para-
graph (2), the term ‘‘direct or indirect payment’’ shall not 
include any payment for treatment (as defined in section 
164.501 of title 45, Code of Federal Regulations) of an indi-
vidual. 
(b) OPPORTUNITY TO OPT OUT OF FUNDRAISING.—The Secretary 

shall by rule provide that any written fundraising communication 
that is a healthcare operation as defined under section 164.501 
of title 45, Code of Federal Regulations, shall, in a clear and 
conspicuous manner, provide an opportunity for the recipient of 
the communications to elect not to receive any further such commu-
nication. When an individual elects not to receive any further 
such communication, such election shall be treated as a revocation 
of authorization under section 164.508 of title 45, Code of Federal 
Regulations. 

(c) EFFECTIVE DATE.—This section shall apply to written 
communications occurring on or after the effective date specified 
under section 13423. 

SEC. 13407. TEMPORARY BREACH NOTIFICATION REQUIREMENT FOR 
VENDORS OF PERSONAL HEALTH RECORDS AND OTHER 
NON-HIPAA COVERED ENTITIES. 

(a) IN GENERAL.—In accordance with subsection (c), each vendor 
of personal health records, following the discovery of a breach 
of security of unsecured PHR identifiable health information that 
is in a personal health record maintained or offered by such vendor, 
and each entity described in clause (ii), (iii), or (iv) of section 
13424(b)(1)(A), following the discovery of a breach of security of 
such information that is obtained through a product or service 
provided by such entity, shall— 

(1) notify each individual who is a citizen or resident of 
the United States whose unsecured PHR identifiable health 
information was acquired by an unauthorized person as a result 
of such a breach of security; and 

(2) notify the Federal Trade Commission. 
(b) NOTIFICATION BY THIRD PARTY SERVICE PROVIDERS.—A third 

party service provider that provides services to a vendor of personal 
health records or to an entity described in clause (ii), (iii). or 
(iv) of section 13424(b)(1)(A) in connection with the offering or 
maintenance of a personal health record or a related product or 
service and that accesses, maintains, retains, modifies, records, 
stores, destroys, or otherwise holds, uses, or discloses unsecured 
PHR identifiable health information in such a record as a result 
of such services shall, following the discovery of a breach of security 
of such information, notify such vendor or entity, respectively, of 
such breach. Such notice shall include the identification of each 
individual whose unsecured PHR identifiable health information 
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has been, or is reasonably believed to have been, accessed, acquired, 
or disclosed during such breach. 

(c) APPLICATION OF REQUIREMENTS FOR TIMELINESS, METHOD, 
AND CONTENT OF NOTIFICATIONS.—Subsections (c), (d), (e), and (f) 
of section 13402 shall apply to a notification required under sub-
section (a) and a vendor of personal health records, an entity 
described in subsection (a) and a third party service provider 
described in subsection (b), with respect to a breach of security 
under subsection (a) of unsecured PHR identifiable health informa-
tion in such records maintained or offered by such vendor, in 
a manner specified by the Federal Trade Commission. 

(d) NOTIFICATION OF THE SECRETARY.—Upon receipt of a 
notification of a breach of security under subsection (a)(2), the 
Federal Trade Commission shall notify the Secretary of such breach. 

(e) ENFORCEMENT.—A violation of subsection (a) or (b) shall 
be treated as an unfair and deceptive act or practice in violation 
of a regulation under section 18(a)(1)(B) of the Federal Trade 
Commission Act (15 U.S.C. 57a(a)(1)(B)) regarding unfair or decep-
tive acts or practices. 

(f) DEFINITIONS.—For purposes of this section: 
(1) BREACH OF SECURITY.—The term ‘‘breach of security’’ 

means, with respect to unsecured PHR identifiable health 
information of an individual in a personal health record, 
acquisition of such information without the authorization of 
the individual. 

(2) PHR IDENTIFIABLE HEALTH INFORMATION.—The term 
‘‘PHR identifiable health information’’ means individually 
identifiable health information, as defined in section 1171(6) 
of the Social Security Act (42 U.S.C. 1320d(6)), and includes, 
with respect to an individual, information— 

(A) that is provided by or on behalf of the individual; 
and 

(B) that identifies the individual or with respect to 
which there is a reasonable basis to believe that the 
information can be used to identify the individual. 
(3) UNSECURED PHR IDENTIFIABLE HEALTH INFORMATION.— 

(A) IN GENERAL.—Subject to subparagraph (B), the 
term ‘‘unsecured PHR identifiable health information’’ 
means PHR identifiable health information that is not 
protected through the use of a technology or methodology 
specified by the Secretary in the guidance issued under 
section 13402(h)(2). 

(B) EXCEPTION IN CASE TIMELY GUIDANCE NOT ISSUED.— 
In the case that the Secretary does not issue guidance 
under section 13402(h)(2) by the date specified in such 
section, for purposes of this section, the term ‘‘unsecured 
PHR identifiable health information’’ shall mean PHR 
identifiable health information that is not secured by a 
technology standard that renders protected health informa-
tion unusable, unreadable, or indecipherable to unauthor-
ized individuals and that is developed or endorsed by a 
standards developing organization that is accredited by 
the American National Standards Institute. 

(g) REGULATIONS; EFFECTIVE DATE; SUNSET.— 
(1) REGULATIONS; EFFECTIVE DATE.—To carry out this sec-

tion, the Federal Trade Commission shall promulgate interim 
final regulations by not later than the date that is 180 days 
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after the date of the enactment of this section. The provisions 
of this section shall apply to breaches of security that are 
discovered on or after the date that is 30 days after the date 
of publication of such interim final regulations. 

(2) SUNSET.—If Congress enacts new legislation estab-
lishing requirements for notification in the case of a breach 
of security, that apply to entities that are not covered entities 
or business associates, the provisions of this section shall not 
apply to breaches of security discovered on or after the effective 
date of regulations implementing such legislation. 

SEC. 13408. BUSINESS ASSOCIATE CONTRACTS REQUIRED FOR CER-
TAIN ENTITIES. 

Each organization, with respect to a covered entity, that pro-
vides data transmission of protected health information to such 
entity (or its business associate) and that requires access on a 
routine basis to such protected health information, such as a Health 
Information Exchange Organization, Regional Health Information 
Organization, E-prescribing Gateway, or each vendor that contracts 
with a covered entity to allow that covered entity to offer a personal 
health record to patients as part of its electronic health record, 
is required to enter into a written contract (or other written arrange-
ment) described in section 164.502(e)(2) of title 45, Code of Federal 
Regulations and a written contract (or other arrangement) described 
in section 164.308(b) of such title, with such entity and shall be 
treated as a business associate of the covered entity for purposes 
of the provisions of this subtitle and subparts C and E of part 
164 of title 45, Code of Federal Regulations, as such provisions 
are in effect as of the date of enactment of this title. 
SEC. 13409. CLARIFICATION OF APPLICATION OF WRONGFUL DISCLO-

SURES CRIMINAL PENALTIES. 

Section 1177(a) of the Social Security Act (42 U.S.C. 1320d– 
6(a)) is amended by adding at the end the following new sentence: 
‘‘For purposes of the previous sentence, a person (including an 
employee or other individual) shall be considered to have obtained 
or disclosed individually identifiable health information in violation 
of this part if the information is maintained by a covered entity 
(as defined in the HIPAA privacy regulation described in section 
1180(b)(3)) and the individual obtained or disclosed such informa-
tion without authorization.’’. 
SEC. 13410. IMPROVED ENFORCEMENT. 

(a) IN GENERAL.— 
(1) NONCOMPLIANCE DUE TO WILLFUL NEGLECT.—Section 

1176 of the Social Security Act (42 U.S.C. 1320d–5) is 
amended— 

(A) in subsection (b)(1), by striking ‘‘the act constitutes 
an offense punishable under section 1177’’ and inserting 
‘‘a penalty has been imposed under section 1177 with 
respect to such act’’; and 

(B) by adding at the end the following new subsection: 
‘‘(c) NONCOMPLIANCE DUE TO WILLFUL NEGLECT.— 

‘‘(1) IN GENERAL.—A violation of a provision of this part 
due to willful neglect is a violation for which the Secretary 
is required to impose a penalty under subsection (a)(1). 

‘‘(2) REQUIRED INVESTIGATION.—For purposes of paragraph 
(1), the Secretary shall formally investigate any complaint of 
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a violation of a provision of this part if a preliminary investiga-
tion of the facts of the complaint indicate such a possible 
violation due to willful neglect.’’. 

(2) ENFORCEMENT UNDER SOCIAL SECURITY ACT.—Any viola-
tion by a covered entity under thus subtitle is subject to enforce-
ment and penalties under section 1176 and 1177 of the Social 
Security Act. 
(b) EFFECTIVE DATE; REGULATIONS.— 

(1) The amendments made by subsection (a) shall apply 
to penalties imposed on or after the date that is 24 months 
after the date of the enactment of this title. 

(2) Not later than 18 months after the date of the enact-
ment of this title, the Secretary of Health and Human Services 
shall promulgate regulations to implement such amendments. 
(c) DISTRIBUTION OF CERTAIN CIVIL MONETARY PENALTIES COL-

LECTED.— 
(1) IN GENERAL.—Subject to the regulation promulgated 

pursuant to paragraph (3), any civil monetary penalty or mone-
tary settlement collected with respect to an offense punishable 
under this subtitle or section 1176 of the Social Security Act 
(42 U.S.C. 1320d–5) insofar as such section relates to privacy 
or security shall be transferred to the Office for Civil Rights 
of the Department of Health and Human Services to be used 
for purposes of enforcing the provisions of this subtitle and 
subparts C and E of part 164 of title 45, Code of Federal 
Regulations, as such provisions are in effect as of the date 
of enactment of this Act. 

(2) GAO REPORT.—Not later than 18 months after the 
date of the enactment of this title, the Comptroller General 
shall submit to the Secretary a report including recommenda-
tions for a methodology under which an individual who is 
harmed by an act that constitutes an offense referred to in 
paragraph (1) may receive a percentage of any civil monetary 
penalty or monetary settlement collected with respect to such 
offense. 

(3) ESTABLISHMENT OF METHODOLOGY TO DISTRIBUTE 
PERCENTAGE OF CMPS COLLECTED TO HARMED INDIVIDUALS.— 
Not later than 3 years after the date of the enactment of 
this title, the Secretary shall establish by regulation and based 
on the recommendations submitted under paragraph (2), a 
methodology under which an individual who is harmed by 
an act that constitutes an offense referred to in paragraph 
(1) may receive a percentage of any civil monetary penalty 
or monetary settlement collected with respect to such offense. 

(4) APPLICATION OF METHODOLOGY.—The methodology 
under paragraph (3) shall be applied with respect to civil mone-
tary penalties or monetary settlements imposed on or after 
the effective date of the regulation. 
(d) TIERED INCREASE IN AMOUNT OF CIVIL MONETARY PEN-

ALTIES.— 
(1) IN GENERAL.—Section 1176(a)(1) of the Social Security 

Act (42 U.S.C. 1320d–5(a)(1)) is amended by striking ‘‘who 
violates a provision of this part a penalty of not more than’’ 
and all that follows and inserting the following: ‘‘who violates 
a provision of this part— 

‘‘(A) in the case of a violation of such provision in 
which it is established that the person did not know (and 
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by exercising reasonable diligence would not have known) 
that such person violated such provision, a penalty for 
each such violation of an amount that is at least the 
amount described in paragraph (3)(A) but not to exceed 
the amount described in paragraph (3)(D); 

‘‘(B) in the case of a violation of such provision in 
which it is established that the violation was due to reason-
able cause and not to willful neglect, a penalty for each 
such violation of an amount that is at least the amount 
described in paragraph (3)(B) but not to exceed the amount 
described in paragraph (3)(D); and 

‘‘(C) in the case of a violation of such provision in 
which it is established that the violation was due to willful 
neglect— 

‘‘(i) if the violation is corrected as described in 
subsection (b)(3)(A), a penalty in an amount that is 
at least the amount described in paragraph (3)(C) but 
not to exceed the amount described in paragraph (3)(D); 
and 

‘‘(ii) if the violation is not corrected as described 
in such subsection, a penalty in an amount that is 
at least the amount described in paragraph (3)(D). 

In determining the amount of a penalty under this section 
for a violation, the Secretary shall base such determination 
on the nature and extent of the violation and the nature 
and extent of the harm resulting from such violation.’’. 
(2) TIERS OF PENALTIES DESCRIBED.—Section 1176(a) of 

such Act (42 U.S.C. 1320d–5(a)) is further amended by adding 
at the end the following new paragraph: 

‘‘(3) TIERS OF PENALTIES DESCRIBED.—For purposes of para-
graph (1), with respect to a violation by a person of a provision 
of this part— 

‘‘(A) the amount described in this subparagraph is 
$100 for each such violation, except that the total amount 
imposed on the person for all such violations of an identical 
requirement or prohibition during a calendar year may 
not exceed $25,000; 

‘‘(B) the amount described in this subparagraph is 
$1,000 for each such violation, except that the total amount 
imposed on the person for all such violations of an identical 
requirement or prohibition during a calendar year may 
not exceed $100,000; 

‘‘(C) the amount described in this subparagraph is 
$10,000 for each such violation, except that the total 
amount imposed on the person for all such violations of 
an identical requirement or prohibition during a calendar 
year may not exceed $250,000; and 

‘‘(D) the amount described in this subparagraph is 
$50,000 for each such violation, except that the total 
amount imposed on the person for all such violations of 
an identical requirement or prohibition during a calendar 
year may not exceed $1,500,000.’’. 
(3) CONFORMING AMENDMENTS.—Section 1176(b) of such 

Act (42 U.S.C. 1320d–5(b)) is amended— 
(A) by striking paragraph (2) and redesignating para-

graphs (3) and (4) as paragraphs (2) and (3), respectively; 
and 
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(B) in paragraph (2), as so redesignated— 
(i) in subparagraph (A), by striking ‘‘in subpara-

graph (B), a penalty may not be imposed under sub-
section (a) if’’ and all that follows through ‘‘the failure 
to comply is corrected’’ and inserting ‘‘in subparagraph 
(B) or subsection (a)(1)(C), a penalty may not be 
imposed under subsection (a) if the failure to comply 
is corrected’’; and 

(ii) in subparagraph (B), by striking ‘‘(A)(ii)’’ and 
inserting ‘‘(A)’’ each place it appears. 

(4) EFFECTIVE DATE.—The amendments made by this sub-
section shall apply to violations occurring after the date of 
the enactment of this title. 
(e) ENFORCEMENT THROUGH STATE ATTORNEYS GENERAL.— 

(1) IN GENERAL.—Section 1176 of the Social Security Act 
(42 U.S.C. 1320d–5) is amended by adding at the end the 
following new subsection: 
‘‘(d) ENFORCEMENT BY STATE ATTORNEYS GENERAL.— 

‘‘(1) CIVIL ACTION.—Except as provided in subsection (b), 
in any case in which the attorney general of a State has 
reason to believe that an interest of one or more of the residents 
of that State has been or is threatened or adversely affected 
by any person who violates a provision of this part, the attorney 
general of the State, as parens patriae, may bring a civil 
action on behalf of such residents of the State in a district 
court of the United States of appropriate jurisdiction— 

‘‘(A) to enjoin further such violation by the defendant; 
or 

‘‘(B) to obtain damages on behalf of such residents 
of the State, in an amount equal to the amount determined 
under paragraph (2). 
‘‘(2) STATUTORY DAMAGES.— 

‘‘(A) IN GENERAL.—For purposes of paragraph (1)(B), 
the amount determined under this paragraph is the amount 
calculated by multiplying the number of violations by up 
to $100. For purposes of the preceding sentence, in the 
case of a continuing violation, the number of violations 
shall be determined consistent with the HIPAA privacy 
regulations (as defined in section 1180(b)(3)) for violations 
of subsection (a). 

‘‘(B) LIMITATION.—The total amount of damages 
imposed on the person for all violations of an identical 
requirement or prohibition during a calendar year may 
not exceed $25,000. 

‘‘(C) REDUCTION OF DAMAGES.—In assessing damages 
under subparagraph (A), the court may consider the factors 
the Secretary may consider in determining the amount 
of a civil money penalty under subsection (a) under the 
HIPAA privacy regulations. 
‘‘(3) ATTORNEY FEES.—In the case of any successful action 

under paragraph (1), the court, in its discretion, may award 
the costs of the action and reasonable attorney fees to the 
State. 

‘‘(4) NOTICE TO SECRETARY.—The State shall serve prior 
written notice of any action under paragraph (1) upon the 
Secretary and provide the Secretary with a copy of its com-
plaint, except in any case in which such prior notice is not 
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feasible, in which case the State shall serve such notice imme-
diately upon instituting such action. The Secretary shall have 
the right— 

‘‘(A) to intervene in the action; 
‘‘(B) upon so intervening, to be heard on all matters 

arising therein; and 
‘‘(C) to file petitions for appeal. 

‘‘(5) CONSTRUCTION.—For purposes of bringing any civil 
action under paragraph (1), nothing in this section shall be 
construed to prevent an attorney general of a State from exer-
cising the powers conferred on the attorney general by the 
laws of that State. 

‘‘(6) VENUE; SERVICE OF PROCESS.— 
‘‘(A) VENUE.—Any action brought under paragraph (1) 

may be brought in the district court of the United States 
that meets applicable requirements relating to venue under 
section 1391 of title 28, United States Code. 

‘‘(B) SERVICE OF PROCESS.—In an action brought under 
paragraph (1), process may be served in any district in 
which the defendant— 

‘‘(i) is an inhabitant; or 
‘‘(ii) maintains a physical place of business. 

‘‘(7) LIMITATION ON STATE ACTION WHILE FEDERAL ACTION 
IS PENDING.—If the Secretary has instituted an action against 
a person under subsection (a) with respect to a specific violation 
of this part, no State attorney general may bring an action 
under this subsection against the person with respect to such 
violation during the pendency of that action. 

‘‘(8) APPLICATION OF CMP STATUTE OF LIMITATION.—A civil 
action may not be instituted with respect to a violation of 
this part unless an action to impose a civil money penalty 
may be instituted under subsection (a) with respect to such 
violation consistent with the second sentence of section 
1128A(c)(1).’’. 

(2) CONFORMING AMENDMENTS.—Subsection (b) of such sec-
tion, as amended by subsection (d)(3), is amended— 

(A) in paragraph (1), by striking ‘‘A penalty may not 
be imposed under subsection (a)’’ and inserting ‘‘No penalty 
may be imposed under subsection (a) and no damages 
obtained under subsection (d)’’; 

(B) in paragraph (2)(A)— 
(i) after ‘‘subsection (a)(1)(C),’’, by striking ‘‘a pen-

alty may not be imposed under subsection (a)’’ and 
inserting ‘‘no penalty may be imposed under subsection 
(a) and no damages obtained under subsection (d)’’; 
and 

(ii) in clause (ii), by inserting ‘‘or damages’’ after 
‘‘the penalty’’; 
(C) in paragraph (2)(B)(i), by striking ‘‘The period’’ 

and inserting ‘‘With respect to the imposition of a penalty 
by the Secretary under subsection (a), the period’’; and 

(D) in paragraph (3), by inserting ‘‘and any damages 
under subsection (d)’’ after ‘‘any penalty under subsection 
(a)’’. 
(3) EFFECTIVE DATE.—The amendments made by this sub-

section shall apply to violations occurring after the date of 
the enactment of this Act. 



H. R. 1—162 

(f) ALLOWING CONTINUED USE OF CORRECTIVE ACTION.—Such 
section is further amended by adding at the end the following 
new subsection: 

‘‘(e) ALLOWING CONTINUED USE OF CORRECTIVE ACTION.— 
Nothing in this section shall be construed as preventing the Office 
for Civil Rights of the Department of Health and Human Services 
from continuing, in its discretion, to use corrective action without 
a penalty in cases where the person did not know (and by exercising 
reasonable diligence would not have known) of the violation 
involved.’’. 

SEC. 13411. AUDITS. 

The Secretary shall provide for periodic audits to ensure that 
covered entities and business associates that are subject to the 
requirements of this subtitle and subparts C and E of part 164 
of title 45, Code of Federal Regulations, as such provisions are 
in effect as of the date of enactment of this Act, comply with 
such requirements. 

PART 2—RELATIONSHIP TO OTHER LAWS; 
REGULATORY REFERENCES; EFFECTIVE 
DATE; REPORTS 

SEC. 13421. RELATIONSHIP TO OTHER LAWS. 

(a) APPLICATION OF HIPAA STATE PREEMPTION.—Section 1178 
of the Social Security Act (42 U.S.C. 1320d–7) shall apply to a 
provision or requirement under this subtitle in the same manner 
that such section applies to a provision or requirement under part 
C of title XI of such Act or a standard or implementation specifica-
tion adopted or established under sections 1172 through 1174 of 
such Act. 

(b) HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY 
ACT.—The standards governing the privacy and security of individ-
ually identifiable health information promulgated by the Secretary 
under sections 262(a) and 264 of the Health Insurance Portability 
and Accountability Act of 1996 shall remain in effect to the extent 
that they are consistent with this subtitle. The Secretary shall 
by rule amend such Federal regulations as required to make such 
regulations consistent with this subtitle. 

(c) CONSTRUCTION.—Nothing in this subtitle shall constitute 
a waiver of any privilege otherwise applicable to an individual 
with respect to the protected health information of such individual. 

SEC. 13422. REGULATORY REFERENCES. 

Each reference in this subtitle to a provision of the Code of 
Federal Regulations refers to such provision as in effect on the 
date of the enactment of this title (or to the most recent update 
of such provision). 

SEC. 13423. EFFECTIVE DATE. 

Except as otherwise specifically provided, the provisions of part 
I shall take effect on the date that is 12 months after the date 
of the enactment of this title. 

SEC. 13424. STUDIES, REPORTS, GUIDANCE. 

(a) REPORT ON COMPLIANCE.— 
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(1) IN GENERAL.—For the first year beginning after the 
date of the enactment of this Act and annually thereafter, 
the Secretary shall prepare and submit to the Committee on 
Health, Education, Labor, and Pensions of the Senate and 
the Committee on Ways and Means and the Committee on 
Energy and Commerce of the House of Representatives a report 
concerning complaints of alleged violations of law, including 
the provisions of this subtitle as well as the provisions of 
subparts C and E of part 164 of title 45, Code of Federal 
Regulations, (as such provisions are in effect as of the date 
of enactment of this Act) relating to privacy and security of 
health information that are received by the Secretary during 
the year for which the report is being prepared. Each such 
report shall include, with respect to such complaints received 
during the year— 

(A) the number of such complaints; 
(B) the number of such complaints resolved informally, 

a summary of the types of such complaints so resolved, 
and the number of covered entities that received technical 
assistance from the Secretary during such year in order 
to achieve compliance with such provisions and the types 
of such technical assistance provided; 

(C) the number of such complaints that have resulted 
in the imposition of civil monetary penalties or have been 
resolved through monetary settlements, including the 
nature of the complaints involved and the amount paid 
in each penalty or settlement; 

(D) the number of compliance reviews conducted and 
the outcome of each such review; 

(E) the number of subpoenas or inquiries issued; 
(F) the Secretary’s plan for improving compliance with 

and enforcement of such provisions for the following year; 
and 

(G) the number of audits performed and a summary 
of audit findings pursuant to section 13411. 
(2) AVAILABILITY TO PUBLIC.—Each report under paragraph 

(1) shall be made available to the public on the Internet website 
of the Department of Health and Human Services. 
(b) STUDY AND REPORT ON APPLICATION OF PRIVACY AND SECU-

RITY REQUIREMENTS TO NON-HIPAA COVERED ENTITIES.— 
(1) STUDY.—Not later than one year after the date of the 

enactment of this title, the Secretary, in consultation with 
the Federal Trade Commission, shall conduct a study, and 
submit a report under paragraph (2), on privacy and security 
requirements for entities that are not covered entities or busi-
ness associates as of the date of the enactment of this title, 
including— 

(A) requirements relating to security, privacy, and 
notification in the case of a breach of security or privacy 
(including the applicability of an exemption to notification 
in the case of individually identifiable health information 
that has been rendered unusable, unreadable, or indeci-
pherable through technologies or methodologies recognized 
by appropriate professional organization or standard set-
ting bodies to provide effective security for the information) 
that should be applied to— 

(i) vendors of personal health records; 
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(ii) entities that offer products or services through 
the website of a vendor of personal health records; 

(iii) entities that are not covered entities and that 
offer products or services through the websites of cov-
ered entities that offer individuals personal health 
records; 

(iv) entities that are not covered entities and that 
access information in a personal health record or send 
information to a personal health record; and 

(v) third party service providers used by a vendor 
or entity described in clause (i), (ii), (iii), or (iv) to 
assist in providing personal health record products or 
services; 
(B) a determination of which Federal government 

agency is best equipped to enforce such requirements rec-
ommended to be applied to such vendors, entities, and 
service providers under subparagraph (A); and 

(C) a timeframe for implementing regulations based 
on such findings. 
(2) REPORT.—The Secretary shall submit to the Committee 

on Finance, the Committee on Health, Education, Labor, and 
Pensions, and the Committee on Commerce of the Senate and 
the Committee on Ways and Means and the Committee on 
Energy and Commerce of the House of Representatives a report 
on the findings of the study under paragraph (1) and shall 
include in such report recommendations on the privacy and 
security requirements described in such paragraph. 
(c) GUIDANCE ON IMPLEMENTATION SPECIFICATION TO DE-IDEN-

TIFY PROTECTED HEALTH INFORMATION.—Not later than 12 months 
after the date of the enactment of this title, the Secretary shall, 
in consultation with stakeholders, issue guidance on how best to 
implement the requirements for the de-identification of protected 
health information under section 164.514(b) of title 45, Code of 
Federal Regulations. 

(d) GAO REPORT ON TREATMENT DISCLOSURES.—Not later than 
one year after the date of the enactment of this title, the Comptroller 
General of the United States shall submit to the Committee on 
Health, Education, Labor, and Pensions of the Senate and the 
Committee on Ways and Means and the Committee on Energy 
and Commerce of the House of Representatives a report on the 
best practices related to the disclosure among health care providers 
of protected health information of an individual for purposes of 
treatment of such individual. Such report shall include an examina-
tion of the best practices implemented by States and by other 
entities, such as health information exchanges and regional health 
information organizations, an examination of the extent to which 
such best practices are successful with respect to the quality of 
the resulting health care provided to the individual and with respect 
to the ability of the health care provider to manage such best 
practices, and an examination of the use of electronic informed 
consent for disclosing protected health information for treatment, 
payment, and health care operations. 

(e) REPORT REQUIRED.—Not later than 5 years after the date 
of enactment of this section, the Government Accountability Office 
shall submit to Congress and the Secretary of Health and Human 
Services a report on the impact of any of the provisions of this 
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Act on health insurance premiums, overall health care costs, adop-
tion of electronic health records by providers, and reduction in 
medical errors and other quality improvements. 

(f) STUDY.—The Secretary shall study the definition of ‘‘psycho-
therapy notes’’ in section 164.501 of title 45, Code of Federal Regula-
tions, with regard to including test data that is related to direct 
responses, scores, items, forms, protocols, manuals, or other mate-
rials that are part of a mental health evaluation, as determined 
by the mental health professional providing treatment or evaluation 
in such definitions and may, based on such study, issue regulations 
to revise such definition. 

TITLE XIV—STATE FISCAL 
STABILIZATION FUND 

DEPARTMENT OF EDUCATION 

STATE FISCAL STABILIZATION FUND 

For necessary expenses for a State Fiscal Stabilization Fund, 
$53,600,000,000, which shall be administered by the Department 
of Education. 

GENERAL PROVISIONS—THIS TITLE 

SEC. 14001. ALLOCATIONS. 

(a) OUTLYING AREAS.—From the amount appropriated to carry 
out this title, the Secretary of Education shall first allocate up 
to one-half of 1 percent to the outlying areas on the basis of 
their respective needs, as determined by the Secretary, in consulta-
tion with the Secretary of the Interior, for activities consistent 
with this title under such terms and conditions as the Secretary 
may determine. 

(b) ADMINISTRATION AND OVERSIGHT.—The Secretary may, in 
addition, reserve up to $14,000,000 for administration and oversight 
of this title, including for program evaluation. 

(c) RESERVATION FOR ADDITIONAL PROGRAMS.—After reserving 
funds under subsections (a) and (b), the Secretary shall reserve 
$5,000,000,000 for grants under sections 14006 and 14007. 

(d) STATE ALLOCATIONS.—After carrying out subsections (a), 
(b), and (c), the Secretary shall allocate the remaining funds made 
available to carry out this title to the States as follows: 

(1) 61 percent on the basis of their relative population 
of individuals aged 5 through 24. 

(2) 39 percent on the basis of their relative total population. 
(e) STATE GRANTS.—From funds allocated under subsection (d), 

the Secretary shall make grants to the Governor of each State. 
(f) REALLOCATION.—The Governor shall return to the Secretary 

any funds received under subsection (e) that the Governor does 
not award as subgrants or otherwise commit within two years 
of receiving such funds, and the Secretary shall reallocate such 
funds to the remaining States in accordance with subsection (d). 

SEC. 14002. STATE USES OF FUNDS. 

(a) EDUCATION FUND.— 
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TITLE IV—MEDICARE AND MEDICAID 
HEALTH INFORMATION TECH-
NOLOGY; MISCELLANEOUS MEDICARE 
PROVISIONS 

SEC. 4001. TABLE OF CONTENTS OF TITLE. 

The table of contents of this title is as follows: 
TITLE IV—MEDICARE AND MEDICAID HEALTH INFORMATION 

TECHNOLOGY; MISCELLANEOUS MEDICARE PROVISIONS 
Sec. 4001. Table of contents of title. 

Subtitle A—Medicare Incentives 
Sec. 4101. Incentives for eligible professionals. 
Sec. 4102. Incentives for hospitals. 
Sec. 4103. Treatment of payments and savings; implementation funding. 
Sec. 4104. Studies and reports on health information technology. 

Subtitle B—Medicaid Incentives 
Sec. 4201. Medicaid provider HIT adoption and operation payments; implementa-

tion funding. 

Subtitle C—Miscellaneous Medicare Provisions 
Sec. 4301. Moratoria on certain Medicare regulations. 
Sec. 4302. Long-term care hospital technical corrections. 

Subtitle A—Medicare Incentives 

SEC. 4101. INCENTIVES FOR ELIGIBLE PROFESSIONALS. 

(a) INCENTIVE PAYMENTS.—Section 1848 of the Social Security 
Act (42 U.S.C. 1395w–4) is amended by adding at the end the 
following new subsection: 

‘‘(o) INCENTIVES FOR ADOPTION AND MEANINGFUL USE OF CER-
TIFIED EHR TECHNOLOGY.— 

‘‘(1) INCENTIVE PAYMENTS.— 
‘‘(A) IN GENERAL.— 

‘‘(i) IN GENERAL.—Subject to the succeeding sub-
paragraphs of this paragraph, with respect to covered 
professional services furnished by an eligible profes-
sional during a payment year (as defined in subpara-
graph (E)), if the eligible professional is a meaningful 
EHR user (as determined under paragraph (2)) for 
the EHR reporting period with respect to such year, 
in addition to the amount otherwise paid under this 
part, there also shall be paid to the eligible professional 
(or to an employer or facility in the cases described 
in clause (A) of section 1842(b)(6)), from the Federal 
Supplementary Medical Insurance Trust Fund estab-
lished under section 1841 an amount equal to 75 per-
cent of the Secretary’s estimate (based on claims sub-
mitted not later than 2 months after the end of the 
payment year) of the allowed charges under this part 
for all such covered professional services furnished by 
the eligible professional during such year. 

‘‘(ii) NO INCENTIVE PAYMENTS WITH RESPECT TO 
YEARS AFTER 2016.—No incentive payments may be 
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made under this subsection with respect to a year 
after 2016. 
‘‘(B) LIMITATIONS ON AMOUNTS OF INCENTIVE PAY-

MENTS.— 
‘‘(i) IN GENERAL.—In no case shall the amount 

of the incentive payment provided under this para-
graph for an eligible professional for a payment year 
exceed the applicable amount specified under this 
subparagraph with respect to such eligible professional 
and such year. 

‘‘(ii) AMOUNT.—Subject to clauses (iii) through (v), 
the applicable amount specified in this subparagraph 
for an eligible professional is as follows: 

‘‘(I) For the first payment year for such profes-
sional, $15,000 (or, if the first payment year for 
such eligible professional is 2011 or 2012, $18,000). 

‘‘(II) For the second payment year for such 
professional, $12,000. 

‘‘(III) For the third payment year for such 
professional, $8,000. 

‘‘(IV) For the fourth payment year for such 
professional, $4,000. 

‘‘(V) For the fifth payment year for such profes-
sional, $2,000. 

‘‘(VI) For any succeeding payment year for 
such professional, $0. 
‘‘(iii) PHASE DOWN FOR ELIGIBLE PROFESSIONALS 

FIRST ADOPTING EHR AFTER 2013.—If the first payment 
year for an eligible professional is after 2013, then 
the amount specified in this subparagraph for a pay-
ment year for such professional is the same as the 
amount specified in clause (ii) for such payment year 
for an eligible professional whose first payment year 
is 2013. 

‘‘(iv) INCREASE FOR CERTAIN ELIGIBLE PROFES-
SIONALS.—In the case of an eligible professional who 
predominantly furnishes services under this part in 
an area that is designated by the Secretary (under 
section 332(a)(1)(A) of the Public Health Service Act) 
as a health professional shortage area, the amount 
that would otherwise apply for a payment year for 
such professional under subclauses (I) through (V) of 
clause (ii) shall be increased by 10 percent. In imple-
menting the preceding sentence, the Secretary may, 
as determined appropriate, apply provisions of sub-
sections (m) and (u) of section 1833 in a similar manner 
as such provisions apply under such subsection. 

‘‘(v) NO INCENTIVE PAYMENT IF FIRST ADOPTING 
AFTER 2014.—If the first payment year for an eligible 
professional is after 2014 then the applicable amount 
specified in this subparagraph for such professional 
for such year and any subsequent year shall be $0. 
‘‘(C) NON-APPLICATION TO HOSPITAL-BASED ELIGIBLE 

PROFESSIONALS.— 
‘‘(i) IN GENERAL.—No incentive payment may be 

made under this paragraph in the case of a hospital- 
based eligible professional. 
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‘‘(ii) HOSPITAL-BASED ELIGIBLE PROFESSIONAL.—For 
purposes of clause (i), the term ‘hospital-based eligible 
professional’ means, with respect to covered profes-
sional services furnished by an eligible professional 
during the EHR reporting period for a payment year, 
an eligible professional, such as a pathologist, anesthe-
siologist, or emergency physician, who furnishes 
substantially all of such services in a hospital setting 
(whether inpatient or outpatient) and through the use 
of the facilities and equipment, including qualified elec-
tronic health records, of the hospital. The determina-
tion of whether an eligible professional is a hospital- 
based eligible professional shall be made on the basis 
of the site of service (as defined by the Secretary) 
and without regard to any employment or billing 
arrangement between the eligible professional and any 
other provider. 
‘‘(D) PAYMENT.— 

‘‘(i) FORM OF PAYMENT.—The payment under this 
paragraph may be in the form of a single consolidated 
payment or in the form of such periodic installments 
as the Secretary may specify. 

‘‘(ii) COORDINATION OF APPLICATION OF LIMITATION 
FOR PROFESSIONALS IN DIFFERENT PRACTICES.—In the 
case of an eligible professional furnishing covered 
professional services in more than one practice (as 
specified by the Secretary), the Secretary shall estab-
lish rules to coordinate the incentive payments, 
including the application of the limitation on amounts 
of such incentive payments under this paragraph, 
among such practices. 

‘‘(iii) COORDINATION WITH MEDICAID.—The Sec-
retary shall seek, to the maximum extent practicable, 
to avoid duplicative requirements from Federal and 
State governments to demonstrate meaningful use of 
certified EHR technology under this title and title XIX. 
The Secretary may also adjust the reporting periods 
under such title and such subsections in order to carry 
out this clause. 
‘‘(E) PAYMENT YEAR DEFINED.— 

‘‘(i) IN GENERAL.—For purposes of this subsection, 
the term ‘payment year’ means a year beginning with 
2011. 

‘‘(ii) FIRST, SECOND, ETC. PAYMENT YEAR.—The 
term ‘first payment year’ means, with respect to cov-
ered professional services furnished by an eligible 
professional, the first year for which an incentive pay-
ment is made for such services under this subsection. 
The terms ‘second payment year’, ‘third payment year’, 
‘fourth payment year’, and ‘fifth payment year’ mean, 
with respect to covered professional services furnished 
by such eligible professional, each successive year 
immediately following the first payment year for such 
professional. 

‘‘(2) MEANINGFUL EHR USER.— 
‘‘(A) IN GENERAL.—For purposes of paragraph (1), an 

eligible professional shall be treated as a meaningful EHR 
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user for an EHR reporting period for a payment year 
(or, for purposes of subsection (a)(7), for an EHR reporting 
period under such subsection for a year) if each of the 
following requirements is met: 

‘‘(i) MEANINGFUL USE OF CERTIFIED EHR TECH-
NOLOGY.—The eligible professional demonstrates to the 
satisfaction of the Secretary, in accordance with 
subparagraph (C)(i), that during such period the profes-
sional is using certified EHR technology in a meaning-
ful manner, which shall include the use of electronic 
prescribing as determined to be appropriate by the 
Secretary. 

‘‘(ii) INFORMATION EXCHANGE.—The eligible profes-
sional demonstrates to the satisfaction of the Secretary, 
in accordance with subparagraph (C)(i), that during 
such period such certified EHR technology is connected 
in a manner that provides, in accordance with law 
and standards applicable to the exchange of informa-
tion, for the electronic exchange of health information 
to improve the quality of health care, such as pro-
moting care coordination. 

‘‘(iii) REPORTING ON MEASURES USING EHR.—Sub-
ject to subparagraph (B)(ii) and using such certified 
EHR technology, the eligible professional submits 
information for such period, in a form and manner 
specified by the Secretary, on such clinical quality 
measures and such other measures as selected by the 
Secretary under subparagraph (B)(i). 

The Secretary may provide for the use of alternative means 
for meeting the requirements of clauses (i), (ii), and (iii) 
in the case of an eligible professional furnishing covered 
professional services in a group practice (as defined by 
the Secretary). The Secretary shall seek to improve the 
use of electronic health records and health care quality 
over time by requiring more stringent measures of mean-
ingful use selected under this paragraph. 

‘‘(B) REPORTING ON MEASURES.— 
‘‘(i) SELECTION.—The Secretary shall select meas-

ures for purposes of subparagraph (A)(iii) but only 
consistent with the following: 

‘‘(I) The Secretary shall provide preference to 
clinical quality measures that have been endorsed 
by the entity with a contract with the Secretary 
under section 1890(a). 

‘‘(II) Prior to any measure being selected under 
this subparagraph, the Secretary shall publish in 
the Federal Register such measure and provide 
for a period of public comment on such measure. 
‘‘(ii) LIMITATION.—The Secretary may not require 

the electronic reporting of information on clinical 
quality measures under subparagraph (A)(iii) unless 
the Secretary has the capacity to accept the informa-
tion electronically, which may be on a pilot basis. 

‘‘(iii) COORDINATION OF REPORTING OF INFORMA-
TION.—In selecting such measures, and in establishing 
the form and manner for reporting measures under 
subparagraph (A)(iii), the Secretary shall seek to avoid 
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redundant or duplicative reporting otherwise required, 
including reporting under subsection (k)(2)(C). 
‘‘(C) DEMONSTRATION OF MEANINGFUL USE OF CERTIFIED 

EHR TECHNOLOGY AND INFORMATION EXCHANGE.— 
‘‘(i) IN GENERAL.—A professional may satisfy the 

demonstration requirement of clauses (i) and (ii) of 
subparagraph (A) through means specified by the Sec-
retary, which may include— 

‘‘(I) an attestation; 
‘‘(II) the submission of claims with appropriate 

coding (such as a code indicating that a patient 
encounter was documented using certified EHR 
technology); 

‘‘(III) a survey response; 
‘‘(IV) reporting under subparagraph (A)(iii); 

and 
‘‘(V) other means specified by the Secretary. 

‘‘(ii) USE OF PART D DATA.—Notwithstanding sec-
tions 1860D–15(d)(2)(B) and 1860D–15(f)(2), the Sec-
retary may use data regarding drug claims submitted 
for purposes of section 1860D–15 that are necessary 
for purposes of subparagraph (A). 

‘‘(3) APPLICATION.— 
‘‘(A) PHYSICIAN REPORTING SYSTEM RULES.—Paragraphs 

(5), (6), and (8) of subsection (k) shall apply for purposes 
of this subsection in the same manner as they apply for 
purposes of such subsection. 

‘‘(B) COORDINATION WITH OTHER PAYMENTS.—The provi-
sions of this subsection shall not be taken into account 
in applying the provisions of subsection (m) of this section 
and of section 1833(m) and any payment under such provi-
sions shall not be taken into account in computing allow-
able charges under this subsection. 

‘‘(C) LIMITATIONS ON REVIEW.—There shall be no 
administrative or judicial review under section 1869, sec-
tion 1878, or otherwise, of— 

‘‘(i) the methodology and standards for determining 
payment amounts under this subsection and payment 
adjustments under subsection (a)(7)(A), including the 
limitation under paragraph (1)(B) and coordination 
under clauses (ii) and (iii) of paragraph (1)(D); 

‘‘(ii) the methodology and standards for deter-
mining a meaningful EHR user under paragraph (2), 
including selection of measures under paragraph (2)(B), 
specification of the means of demonstrating meaningful 
EHR use under paragraph (2)(C), and the hardship 
exception under subsection (a)(7)(B); 

‘‘(iii) the methodology and standards for deter-
mining a hospital-based eligible professional under 
paragraph (1)(C); and 

‘‘(iv) the specification of reporting periods under 
paragraph (5) and the selection of the form of payment 
under paragraph (1)(D)(i). 
‘‘(D) POSTING ON WEBSITE.—The Secretary shall post 

on the Internet website of the Centers for Medicare & 
Medicaid Services, in an easily understandable format, a 
list of the names, business addresses, and business phone 
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numbers of the eligible professionals who are meaningful 
EHR users and, as determined appropriate by the Sec-
retary, of group practices receiving incentive payments 
under paragraph (1). 
‘‘(4) CERTIFIED EHR TECHNOLOGY DEFINED.—For purposes 

of this section, the term ‘certified EHR technology’ means a 
qualified electronic health record (as defined in section 3000(13) 
of the Public Health Service Act) that is certified pursuant 
to section 3001(c)(5) of such Act as meeting standards adopted 
under section 3004 of such Act that are applicable to the 
type of record involved (as determined by the Secretary, such 
as an ambulatory electronic health record for office-based physi-
cians or an inpatient hospital electronic health record for hos-
pitals). 

‘‘(5) DEFINITIONS.—For purposes of this subsection: 
‘‘(A) COVERED PROFESSIONAL SERVICES.—The term ‘cov-

ered professional services’ has the meaning given such 
term in subsection (k)(3). 

‘‘(B) EHR REPORTING PERIOD.—The term ‘EHR 
reporting period’ means, with respect to a payment year, 
any period (or periods) as specified by the Secretary. 

‘‘(C) ELIGIBLE PROFESSIONAL.—The term ‘eligible 
professional’ means a physician, as defined in section 
1861(r).’’. 

(b) INCENTIVE PAYMENT ADJUSTMENT.—Section 1848(a) of the 
Social Security Act (42 U.S.C. 1395w–4(a)) is amended by adding 
at the end the following new paragraph: 

‘‘(7) INCENTIVES FOR MEANINGFUL USE OF CERTIFIED EHR 
TECHNOLOGY.— 

‘‘(A) ADJUSTMENT.— 
‘‘(i) IN GENERAL.—Subject to subparagraphs (B) 

and (D), with respect to covered professional services 
furnished by an eligible professional during 2015 or 
any subsequent payment year, if the eligible profes-
sional is not a meaningful EHR user (as determined 
under subsection (o)(2)) for an EHR reporting period 
for the year, the fee schedule amount for such services 
furnished by such professional during the year 
(including the fee schedule amount for purposes of 
determining a payment based on such amount) shall 
be equal to the applicable percent of the fee schedule 
amount that would otherwise apply to such services 
under this subsection (determined after application of 
paragraph (3) but without regard to this paragraph). 

‘‘(ii) APPLICABLE PERCENT.—Subject to clause (iii), 
for purposes of clause (i), the term ‘applicable percent’ 
means— 

‘‘(I) for 2015, 99 percent (or, in the case of 
an eligible professional who was subject to the 
application of the payment adjustment under sec-
tion 1848(a)(5) for 2014, 98 percent); 

‘‘(II) for 2016, 98 percent; and 
‘‘(III) for 2017 and each subsequent year, 97 

percent. 
‘‘(iii) AUTHORITY TO DECREASE APPLICABLE 

PERCENTAGE FOR 2018 AND SUBSEQUENT YEARS.—For 
2018 and each subsequent year, if the Secretary finds 
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that the proportion of eligible professionals who are 
meaningful EHR users (as determined under sub-
section (o)(2)) is less than 75 percent, the applicable 
percent shall be decreased by 1 percentage point from 
the applicable percent in the preceding year, but in 
no case shall the applicable percent be less than 95 
percent. 
‘‘(B) SIGNIFICANT HARDSHIP EXCEPTION.—The Secretary 

may, on a case-by-case basis, exempt an eligible profes-
sional from the application of the payment adjustment 
under subparagraph (A) if the Secretary determines, sub-
ject to annual renewal, that compliance with the require-
ment for being a meaningful EHR user would result in 
a significant hardship, such as in the case of an eligible 
professional who practices in a rural area without sufficient 
Internet access. In no case may an eligible professional 
be granted an exemption under this subparagraph for more 
than 5 years. 

‘‘(C) APPLICATION OF PHYSICIAN REPORTING SYSTEM 
RULES.—Paragraphs (5), (6), and (8) of subsection (k) shall 
apply for purposes of this paragraph in the same manner 
as they apply for purposes of such subsection. 

‘‘(D) NON-APPLICATION TO HOSPITAL-BASED ELIGIBLE 
PROFESSIONALS.—No payment adjustment may be made 
under subparagraph (A) in the case of hospital-based 
eligible professionals (as defined in subsection (o)(1)(C)(ii)). 

‘‘(E) DEFINITIONS.—For purposes of this paragraph: 
‘‘(i) COVERED PROFESSIONAL SERVICES.—The term 

‘covered professional services’ has the meaning given 
such term in subsection (k)(3). 

‘‘(ii) EHR REPORTING PERIOD.—The term ‘EHR 
reporting period’ means, with respect to a year, a 
period (or periods) specified by the Secretary. 

‘‘(iii) ELIGIBLE PROFESSIONAL.—The term ‘eligible 
professional’ means a physician, as defined in section 
1861(r).’’. 

(c) APPLICATION TO CERTAIN MA-AFFILIATED ELIGIBLE PROFES-
SIONALS.—Section 1853 of the Social Security Act (42 U.S.C. 1395w– 
23) is amended by adding at the end the following new subsection: 

‘‘(l) APPLICATION OF ELIGIBLE PROFESSIONAL INCENTIVES FOR 
CERTAIN MA ORGANIZATIONS FOR ADOPTION AND MEANINGFUL USE 
OF CERTIFIED EHR TECHNOLOGY.— 

‘‘(1) IN GENERAL.—Subject to paragraphs (3) and (4), in 
the case of a qualifying MA organization, the provisions of 
sections 1848(o) and 1848(a)(7) shall apply with respect to 
eligible professionals described in paragraph (2) of the organiza-
tion who the organization attests under paragraph (6) to be 
meaningful EHR users in a similar manner as they apply 
to eligible professionals under such sections. Incentive pay-
ments under paragraph (3) shall be made to and payment 
adjustments under paragraph (4) shall apply to such qualifying 
organizations. 

‘‘(2) ELIGIBLE PROFESSIONAL DESCRIBED.—With respect to 
a qualifying MA organization, an eligible professional described 
in this paragraph is an eligible professional (as defined for 
purposes of section 1848(o)) who— 

‘‘(A)(i) is employed by the organization; or 
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‘‘(ii)(I) is employed by, or is a partner of, an entity 
that through contract with the organization furnishes at 
least 80 percent of the entity’s Medicare patient care serv-
ices to enrollees of such organization; and 

‘‘(II) furnishes at least 80 percent of the professional 
services of the eligible professional covered under this title 
to enrollees of the organization; and 

‘‘(B) furnishes, on average, at least 20 hours per week 
of patient care services. 
‘‘(3) ELIGIBLE PROFESSIONAL INCENTIVE PAYMENTS.— 

‘‘(A) IN GENERAL.—In applying section 1848(o) under 
paragraph (1), instead of the additional payment amount 
under section 1848(o)(1)(A) and subject to subparagraph 
(B), the Secretary may substitute an amount determined 
by the Secretary to the extent feasible and practical to 
be similar to the estimated amount in the aggregate that 
would be payable if payment for services furnished by 
such professionals was payable under part B instead of 
this part. 

‘‘(B) AVOIDING DUPLICATION OF PAYMENTS.— 
‘‘(i) IN GENERAL.—In the case of an eligible profes-

sional described in paragraph (2)— 
‘‘(I) that is eligible for the maximum incentive 

payment under section 1848(o)(1)(A) for the same 
payment period, the payment incentive shall be 
made only under such section and not under this 
subsection; and 

‘‘(II) that is eligible for less than such max-
imum incentive payment for the same payment 
period, the payment incentive shall be made only 
under this subsection and not under section 
1848(o)(1)(A). 
‘‘(ii) METHODS.—In the case of an eligible profes-

sional described in paragraph (2) who is eligible for 
an incentive payment under section 1848(o)(1)(A) but 
is not described in clause (i) for the same payment 
period, the Secretary shall develop a process— 

‘‘(I) to ensure that duplicate payments are not 
made with respect to an eligible professional both 
under this subsection and under section 
1848(o)(1)(A); and 

‘‘(II) to collect data from Medicare Advantage 
organizations to ensure against such duplicate pay-
ments. 

‘‘(C) FIXED SCHEDULE FOR APPLICATION OF LIMITATION 
ON INCENTIVE PAYMENTS FOR ALL ELIGIBLE PROFES-
SIONALS.—In applying section 1848(o)(1)(B)(ii) under 
subparagraph (A), in accordance with rules specified by 
the Secretary, a qualifying MA organization shall specify 
a year (not earlier than 2011) that shall be treated as 
the first payment year for all eligible professionals with 
respect to such organization. 
‘‘(4) PAYMENT ADJUSTMENT.— 

‘‘(A) IN GENERAL.—In applying section 1848(a)(7) under 
paragraph (1), instead of the payment adjustment being 
an applicable percent of the fee schedule amount for a 
year under such section, subject to subparagraph (D), the 
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payment adjustment under paragraph (1) shall be equal 
to the percent specified in subparagraph (B) for such year 
of the payment amount otherwise provided under this sec-
tion for such year. 

‘‘(B) SPECIFIED PERCENT.—The percent specified under 
this subparagraph for a year is 100 percent minus a 
number of percentage points equal to the product of— 

‘‘(i) the number of percentage points by which the 
applicable percent (under section 1848(a)(7)(A)(ii)) for 
the year is less than 100 percent; and 

‘‘(ii) the Medicare physician expenditure proportion 
specified in subparagraph (C) for the year. 
‘‘(C) MEDICARE PHYSICIAN EXPENDITURE PROPORTION.— 

The Medicare physician expenditure proportion under this 
subparagraph for a year is the Secretary’s estimate of 
the proportion, of the expenditures under parts A and 
B that are not attributable to this part, that are attrib-
utable to expenditures for physicians’ services. 

‘‘(D) APPLICATION OF PAYMENT ADJUSTMENT.—In the 
case that a qualifying MA organization attests that not 
all eligible professionals of the organization are meaningful 
EHR users with respect to a year, the Secretary shall 
apply the payment adjustment under this paragraph based 
on the proportion of all such eligible professionals of the 
organization that are not meaningful EHR users for such 
year. 
‘‘(5) QUALIFYING MA ORGANIZATION DEFINED.—In this sub-

section and subsection (m), the term ‘qualifying MA organiza-
tion’ means a Medicare Advantage organization that is orga-
nized as a health maintenance organization (as defined in sec-
tion 2791(b)(3) of the Public Health Service Act). 

‘‘(6) MEANINGFUL EHR USER ATTESTATION.—For purposes 
of this subsection and subsection (m), a qualifying MA organiza-
tion shall submit an attestation, in a form and manner specified 
by the Secretary which may include the submission of such 
attestation as part of submission of the initial bid under section 
1854(a)(1)(A)(iv), identifying— 

‘‘(A) whether each eligible professional described in 
paragraph (2), with respect to such organization is a mean-
ingful EHR user (as defined in section 1848(o)(2)) for a 
year specified by the Secretary; and 

‘‘(B) whether each eligible hospital described in sub-
section (m)(1), with respect to such organization, is a mean-
ingful EHR user (as defined in section 1886(n)(3)) for an 
applicable period specified by the Secretary. 
‘‘(7) POSTING ON WEBSITE.—The Secretary shall post on 

the Internet website of the Centers for Medicare & Medicaid 
Services, in an easily understandable format, a list of the 
names, business addresses, and business phone numbers of— 

‘‘(A) each qualifying MA organization receiving an 
incentive payment under this subsection for eligible profes-
sionals of the organization; and 

‘‘(B) the eligible professionals of such organization for 
which such incentive payment is based. 
‘‘(8) LIMITATION ON REVIEW.—There shall be no administra-

tive or judicial review under section 1869, section 1878, or 
otherwise, of— 
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‘‘(A) the methodology and standards for determining 
payment amounts and payment adjustments under this 
subsection, including avoiding duplication of payments 
under paragraph (3)(B) and the specification of rules for 
the fixed schedule for application of limitation on incentive 
payments for all eligible professionals under paragraph 
(3)(C); 

‘‘(B) the methodology and standards for determining 
eligible professionals under paragraph (2); and 

‘‘(C) the methodology and standards for determining 
a meaningful EHR user under section 1848(o)(2), including 
specification of the means of demonstrating meaningful 
EHR use under section 1848(o)(3)(C) and selection of meas-
ures under section 1848(o)(3)(B).’’. 

(d) STUDY AND REPORT RELATING TO MA ORGANIZATIONS.— 
(1) STUDY.—The Secretary of Health and Human Services 

shall conduct a study on the extent to which and manner 
in which payment incentives and adjustments (such as under 
sections 1848(o) and 1848(a)(7) of the Social Security Act) could 
be made available to professionals, as defined in 1861(r), who 
are not eligible for HIT incentive payments under section 
1848(o) and receive payments for Medicare patient services 
nearly-exclusively through contractual arrangements with one 
or more Medicare Advantage organizations, or an intermediary 
organization or organizations with contracts with Medicare 
Advantage organizations. Such study shall assess approaches 
for measuring meaningful use of qualified EHR technology 
among such professionals and mechanisms for delivering incen-
tives and adjustments to those professionals, including through 
incentive payments and adjustments through Medicare Advan-
tage organizations or intermediary organizations. 

(2) REPORT.—Not later than 120 days after the date of 
the enactment of this Act, the Secretary of Health and Human 
Services shall submit to Congress a report on the findings 
and the conclusions of the study conducted under paragraph 
(1), together with recommendations for such legislation and 
administrative action as the Secretary determines appropriate. 
(e) CONFORMING AMENDMENTS.—Section 1853 of the Social 

Security Act (42 U.S.C. 1395w–23) is amended— 
(1) in subsection (a)(1)(A), by striking ‘‘and (i)’’ and inserting 

‘‘(i), and (l)’’; 
(2) in subsection (c)— 

(A) in paragraph (1)(D)(i), by striking ‘‘section 1886(h)’’ 
and inserting ‘‘sections 1848(o) and 1886(h)’’; and 

(B) in paragraph (6)(A), by inserting after ‘‘under part 
B,’’ the following: ‘‘excluding expenditures attributable to 
subsections (a)(7) and (o) of section 1848,’’; and 
(3) in subsection (f), by inserting ‘‘and for payments under 

subsection (l)’’ after ‘‘with the organization’’. 
(f) CONFORMING AMENDMENTS TO E-PRESCRIBING.— 

(1) Section 1848(a)(5)(A) of the Social Security Act (42 
U.S.C. 1395w–4(a)(5)(A)) is amended— 

(A) in clause (i), by striking ‘‘or any subsequent year’’ 
and inserting ‘‘, 2013 or 2014’’; and 

(B) in clause (ii), by striking ‘‘and each subsequent 
year’’. 
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(2) Section 1848(m)(2) of such Act (42 U.S.C. 1395w– 
4(m)(2)) is amended— 

(A) in subparagraph (A), by striking ‘‘For 2009’’ and 
inserting ‘‘Subject to subparagraph (D), for 2009’’; and 

(B) by adding at the end the following new subpara-
graph: 

‘‘(D) LIMITATION WITH RESPECT TO EHR INCENTIVE PAY-
MENTS.—The provisions of this paragraph shall not apply 
to an eligible professional (or, in the case of a group practice 
under paragraph (3)(C), to the group practice) if, for the 
EHR reporting period the eligible professional (or group 
practice) receives an incentive payment under subsection 
(o)(1)(A) with respect to a certified EHR technology (as 
defined in subsection (o)(4)) that has the capability of elec-
tronic prescribing.’’. 

SEC. 4102. INCENTIVES FOR HOSPITALS. 

(a) INCENTIVE PAYMENT.— 
(1) IN GENERAL.—Section 1886 of the Social Security Act 

(42 U.S.C. 1395ww) is amended by adding at the end the 
following new subsection: 
‘‘(n) INCENTIVES FOR ADOPTION AND MEANINGFUL USE OF CER-

TIFIED EHR TECHNOLOGY.— 
‘‘(1) IN GENERAL.—Subject to the succeeding provisions of 

this subsection, with respect to inpatient hospital services fur-
nished by an eligible hospital during a payment year (as defined 
in paragraph (2)(G)), if the eligible hospital is a meaningful 
EHR user (as determined under paragraph (3)) for the EHR 
reporting period with respect to such year, in addition to the 
amount otherwise paid under this section, there also shall 
be paid to the eligible hospital, from the Federal Hospital 
Insurance Trust Fund established under section 1817, an 
amount equal to the applicable amount specified in paragraph 
(2)(A) for the hospital for such payment year. 

‘‘(2) PAYMENT AMOUNT.— 
‘‘(A) IN GENERAL.—Subject to the succeeding subpara-

graphs of this paragraph, the applicable amount specified 
in this subparagraph for an eligible hospital for a payment 
year is equal to the product of the following: 

‘‘(i) INITIAL AMOUNT.—The sum of— 
‘‘(I) the base amount specified in subparagraph 

(B); plus 
‘‘(II) the discharge related amount specified 

in subparagraph (C) for a 12-month period selected 
by the Secretary with respect to such payment 
year. 
‘‘(ii) MEDICARE SHARE.—The Medicare share as 

specified in subparagraph (D) for the eligible hospital 
for a period selected by the Secretary with respect 
to such payment year. 

‘‘(iii) TRANSITION FACTOR.—The transition factor 
specified in subparagraph (E) for the eligible hospital 
for the payment year. 
‘‘(B) BASE AMOUNT.—The base amount specified in this 

subparagraph is $2,000,000. 
‘‘(C) DISCHARGE RELATED AMOUNT.—The discharge 

related amount specified in this subparagraph for a 12- 
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month period selected by the Secretary shall be determined 
as the sum of the amount, estimated based upon total 
discharges for the eligible hospital (regardless of any source 
of payment) for the period, for each discharge up to the 
23,000th discharge as follows: 

‘‘(i) For the first through 1,149th discharge, $0. 
‘‘(ii) For the 1,150th through the 23,000th dis-

charge, $200. 
‘‘(iii) For any discharge greater than the 23,000th, 

$0. 
‘‘(D) MEDICARE SHARE.—The Medicare share specified 

under this subparagraph for an eligible hospital for a period 
selected by the Secretary for a payment year is equal 
to the fraction— 

‘‘(i) the numerator of which is the sum (for such 
period and with respect to the eligible hospital) of— 

‘‘(I) the estimated number of inpatient-bed- 
days (as established by the Secretary) which are 
attributable to individuals with respect to whom 
payment may be made under part A; and 

‘‘(II) the estimated number of inpatient-bed- 
days (as so established) which are attributable 
to individuals who are enrolled with a Medicare 
Advantage organization under part C; and 
‘‘(ii) the denominator of which is the product of— 

‘‘(I) the estimated total number of inpatient- 
bed-days with respect to the eligible hospital 
during such period; and 

‘‘(II) the estimated total amount of the eligible 
hospital’s charges during such period, not 
including any charges that are attributable to 
charity care (as such term is used for purposes 
of hospital cost reporting under this title), divided 
by the estimated total amount of the hospital’s 
charges during such period. 

Insofar as the Secretary determines that data are not avail-
able on charity care necessary to calculate the portion 
of the formula specified in clause (ii)(II), the Secretary 
shall use data on uncompensated care and may adjust 
such data so as to be an appropriate proxy for charity 
care including a downward adjustment to eliminate bad 
debt data from uncompensated care data. In the absence 
of the data necessary, with respect to a hospital, for the 
Secretary to compute the amount described in clause (ii)(II), 
the amount under such clause shall be deemed to be 1. 
In the absence of data, with respect to a hospital, necessary 
to compute the amount described in clause (i)(II), the 
amount under such clause shall be deemed to be 0. 

‘‘(E) TRANSITION FACTOR SPECIFIED.— 
‘‘(i) IN GENERAL.—Subject to clause (ii), the transi-

tion factor specified in this subparagraph for an eligible 
hospital for a payment year is as follows: 

‘‘(I) For the first payment year for such hos-
pital, 1. 

‘‘(II) For the second payment year for such 
hospital, 3⁄4. 
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‘‘(III) For the third payment year for such 
hospital, 1⁄2. 

‘‘(IV) For the fourth payment year for such 
hospital, 1⁄4. 

‘‘(V) For any succeeding payment year for such 
hospital, 0. 
‘‘(ii) PHASE DOWN FOR ELIGIBLE HOSPITALS FIRST 

ADOPTING EHR AFTER 2013.—If the first payment year 
for an eligible hospital is after 2013, then the transition 
factor specified in this subparagraph for a payment 
year for such hospital is the same as the amount 
specified in clause (i) for such payment year for an 
eligible hospital for which the first payment year is 
2013. If the first payment year for an eligible hospital 
is after 2015 then the transition factor specified in 
this subparagraph for such hospital and for such year 
and any subsequent year shall be 0. 
‘‘(F) FORM OF PAYMENT.—The payment under this sub-

section for a payment year may be in the form of a single 
consolidated payment or in the form of such periodic install-
ments as the Secretary may specify. 

‘‘(G) PAYMENT YEAR DEFINED.— 
‘‘(i) IN GENERAL.—For purposes of this subsection, 

the term ‘payment year’ means a fiscal year beginning 
with fiscal year 2011. 

‘‘(ii) FIRST, SECOND, ETC. PAYMENT YEAR.—The 
term ‘first payment year’ means, with respect to 
inpatient hospital services furnished by an eligible hos-
pital, the first fiscal year for which an incentive pay-
ment is made for such services under this subsection. 
The terms ‘second payment year’, ‘third payment year’, 
and ‘fourth payment year’ mean, with respect to an 
eligible hospital, each successive year immediately fol-
lowing the first payment year for that hospital. 

‘‘(3) MEANINGFUL EHR USER.— 
‘‘(A) IN GENERAL.—For purposes of paragraph (1), an 

eligible hospital shall be treated as a meaningful EHR 
user for an EHR reporting period for a payment year 
(or, for purposes of subsection (b)(3)(B)(ix), for an EHR 
reporting period under such subsection for a fiscal year) 
if each of the following requirements are met: 

‘‘(i) MEANINGFUL USE OF CERTIFIED EHR TECH-
NOLOGY.—The eligible hospital demonstrates to the 
satisfaction of the Secretary, in accordance with 
subparagraph (C)(i), that during such period the hos-
pital is using certified EHR technology in a meaningful 
manner. 

‘‘(ii) INFORMATION EXCHANGE.—The eligible hos-
pital demonstrates to the satisfaction of the Secretary, 
in accordance with subparagraph (C)(i), that during 
such period such certified EHR technology is connected 
in a manner that provides, in accordance with law 
and standards applicable to the exchange of informa-
tion, for the electronic exchange of health information 
to improve the quality of health care, such as pro-
moting care coordination. 
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‘‘(iii) REPORTING ON MEASURES USING EHR.—Sub-
ject to subparagraph (B)(ii) and using such certified 
EHR technology, the eligible hospital submits informa-
tion for such period, in a form and manner specified 
by the Secretary, on such clinical quality measures 
and such other measures as selected by the Secretary 
under subparagraph (B)(i). 

The Secretary shall seek to improve the use of electronic 
health records and health care quality over time by 
requiring more stringent measures of meaningful use 
selected under this paragraph. 

‘‘(B) REPORTING ON MEASURES.— 
‘‘(i) SELECTION.—The Secretary shall select meas-

ures for purposes of subparagraph (A)(iii) but only 
consistent with the following: 

‘‘(I) The Secretary shall provide preference to 
clinical quality measures that have been selected 
for purposes of applying subsection (b)(3)(B)(viii) 
or that have been endorsed by the entity with 
a contract with the Secretary under section 
1890(a). 

‘‘(II) Prior to any measure (other than a clin-
ical quality measure that has been selected for 
purposes of applying subsection (b)(3)(B)(viii)) 
being selected under this subparagraph, the Sec-
retary shall publish in the Federal Register such 
measure and provide for a period of public com-
ment on such measure. 
‘‘(ii) LIMITATIONS.—The Secretary may not require 

the electronic reporting of information on clinical 
quality measures under subparagraph (A)(iii) unless 
the Secretary has the capacity to accept the informa-
tion electronically, which may be on a pilot basis. 

‘‘(iii) COORDINATION OF REPORTING OF INFORMA-
TION.—In selecting such measures, and in establishing 
the form and manner for reporting measures under 
subparagraph (A)(iii), the Secretary shall seek to avoid 
redundant or duplicative reporting with reporting 
otherwise required, including reporting under sub-
section (b)(3)(B)(viii). 
‘‘(C) DEMONSTRATION OF MEANINGFUL USE OF CERTIFIED 

EHR TECHNOLOGY AND INFORMATION EXCHANGE.— 
‘‘(i) IN GENERAL.—An eligible hospital may satisfy 

the demonstration requirement of clauses (i) and (ii) 
of subparagraph (A) through means specified by the 
Secretary, which may include— 

‘‘(I) an attestation; 
‘‘(II) the submission of claims with appropriate 

coding (such as a code indicating that inpatient 
care was documented using certified EHR tech-
nology); 

‘‘(III) a survey response; 
‘‘(IV) reporting under subparagraph (A)(iii); 

and 
‘‘(V) other means specified by the Secretary. 
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‘‘(ii) USE OF PART D DATA.—Notwithstanding sec-
tions 1860D–15(d)(2)(B) and 1860D–15(f)(2), the Sec-
retary may use data regarding drug claims submitted 
for purposes of section 1860D–15 that are necessary 
for purposes of subparagraph (A). 

‘‘(4) APPLICATION.— 
‘‘(A) LIMITATIONS ON REVIEW.—There shall be no 

administrative or judicial review under section 1869, sec-
tion 1878, or otherwise, of— 

‘‘(i) the methodology and standards for determining 
payment amounts under this subsection and payment 
adjustments under subsection (b)(3)(B)(ix), including 
selection of periods under paragraph (2) for deter-
mining, and making estimates or using proxies of, 
discharges under paragraph (2)(C) and inpatient-bed- 
days, hospital charges, charity charges, and Medicare 
share under paragraph (2)(D); 

‘‘(ii) the methodology and standards for deter-
mining a meaningful EHR user under paragraph (3), 
including selection of measures under paragraph (3)(B), 
specification of the means of demonstrating meaningful 
EHR use under paragraph (3)(C), and the hardship 
exception under subsection (b)(3)(B)(ix)(II); and 

‘‘(iii) the specification of EHR reporting periods 
under paragraph (6)(B) and the selection of the form 
of payment under paragraph (2)(F). 
‘‘(B) POSTING ON WEBSITE.—The Secretary shall post 

on the Internet website of the Centers for Medicare & 
Medicaid Services, in an easily understandable format, a 
list of the names of the eligible hospitals that are meaning-
ful EHR users under this subsection or subsection 
(b)(3)(B)(ix) (and a list of the names of critical access hos-
pitals to which paragraph (3) or (4) of section 1814(l) 
applies), and other relevant data as determined appropriate 
by the Secretary. The Secretary shall ensure that an 
eligible hospital (or critical access hospital) has the oppor-
tunity to review the other relevant data that are to be 
made public with respect to the hospital (or critical access 
hospital) prior to such data being made public. 
‘‘(5) CERTIFIED EHR TECHNOLOGY DEFINED.—The term ‘cer-

tified EHR technology’ has the meaning given such term in 
section 1848(o)(4). 

‘‘(6) DEFINITIONS.—For purposes of this subsection: 
‘‘(A) EHR REPORTING PERIOD.—The term ‘EHR 

reporting period’ means, with respect to a payment year, 
any period (or periods) as specified by the Secretary. 

‘‘(B) ELIGIBLE HOSPITAL.—The term ‘eligible hospital’ 
means a subsection (d) hospital.’’. 
(2) CRITICAL ACCESS HOSPITALS.—Section 1814(l) of the 

Social Security Act (42 U.S.C. 1395f(l)) is amended— 
(A) in paragraph (1), by striking ‘‘paragraph (2)’’ and 

inserting ‘‘the subsequent paragraphs of this subsection’’; 
and 

(B) by adding at the end the following new paragraph: 
‘‘(3)(A) The following rules shall apply in determining payment 

and reasonable costs under paragraph (1) for costs described in 
subparagraph (C) for a critical access hospital that would be a 
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meaningful EHR user (as would be determined under paragraph 
(3) of section 1886(n)) for an EHR reporting period for a cost 
reporting period beginning during a payment year if such critical 
access hospital was treated as an eligible hospital under such 
section: 

‘‘(i) The Secretary shall compute reasonable costs by 
expensing such costs in a single payment year and not depre-
ciating such costs over a period of years (and shall include 
as costs with respect to cost reporting periods beginning during 
a payment year costs from previous cost reporting periods to 
the extent they have not been fully depreciated as of the period 
involved). 

‘‘(ii) There shall be substituted for the Medicare share 
that would otherwise be applied under paragraph (1) a percent 
(not to exceed 100 percent) equal to the sum of— 

‘‘(I) the Medicare share (as would be specified under 
paragraph (2)(D) of section 1886(n)) for such critical access 
hospital if such critical access hospital was treated as an 
eligible hospital under such section; and 

‘‘(II) 20 percentage points. 
‘‘(B) The payment under this paragraph with respect to a crit-

ical access hospital shall be paid through a prompt interim payment 
(subject to reconciliation) after submission and review of such 
information (as specified by the Secretary) necessary to make such 
payment, including information necessary to apply this paragraph. 
In no case may payment under this paragraph be made with respect 
to a cost reporting period beginning during a payment year after 
2015 and in no case may a critical access hospital receive payment 
under this paragraph with respect to more than 4 consecutive 
payment years. 

‘‘(C) The costs described in this subparagraph are costs for 
the purchase of certified EHR technology to which purchase depre-
ciation (excluding interest) would apply if payment was made under 
paragraph (1) and not under this paragraph. 

‘‘(D) For purposes of this paragraph, paragraph (4), and para-
graph (5), the terms ‘certified EHR technology’, ‘eligible hospital’, 
‘EHR reporting period’, and ‘payment year’ have the meanings 
given such terms in sections 1886(n).’’. 

(b) INCENTIVE MARKET BASKET ADJUSTMENT.— 
(1) IN GENERAL.—Section 1886(b)(3)(B) of the Social Secu-

rity Act (42 U.S.C. 1395ww(b)(3)(B)) is amended— 
(A) in clause (viii)(I), by inserting ‘‘(or, beginning with 

fiscal year 2015, by one-quarter)’’ after ‘‘2.0 percentage 
points’’; and 

(B) by adding at the end the following new clause: 
‘‘(ix)(I) For purposes of clause (i) for fiscal year 2015 and each 

subsequent fiscal year, in the case of an eligible hospital (as defined 
in subsection (n)(6)(A)) that is not a meaningful EHR user (as 
defined in subsection (n)(3)) for an EHR reporting period for such 
fiscal year, three-quarters of the applicable percentage increase 
otherwise applicable under clause (i) for such fiscal year shall 
be reduced by 331⁄3 percent for fiscal year 2015, 662⁄3 percent 
for fiscal year 2016, and 100 percent for fiscal year 2017 and 
each subsequent fiscal year. Such reduction shall apply only with 
respect to the fiscal year involved and the Secretary shall not 
take into account such reduction in computing the applicable 
percentage increase under clause (i) for a subsequent fiscal year. 
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‘‘(II) The Secretary may, on a case-by-case basis, exempt a 
subsection (d) hospital from the application of subclause (I) with 
respect to a fiscal year if the Secretary determines, subject to 
annual renewal, that requiring such hospital to be a meaningful 
EHR user during such fiscal year would result in a significant 
hardship, such as in the case of a hospital in a rural area without 
sufficient Internet access. In no case may a hospital be granted 
an exemption under this subclause for more than 5 years. 

‘‘(III) For fiscal year 2015 and each subsequent fiscal year, 
a State in which hospitals are paid for services under section 
1814(b)(3) shall adjust the payments to each subsection (d) hospital 
in the State that is not a meaningful EHR user (as defined in 
subsection (n)(3)) in a manner that is designed to result in an 
aggregate reduction in payments to hospitals in the State that 
is equivalent to the aggregate reduction that would have occurred 
if payments had been reduced to each subsection (d) hospital in 
the State in a manner comparable to the reduction under the 
previous provisions of this clause. The State shall report to the 
Secretary the methodology it will use to make the payment adjust-
ment under the previous sentence. 

‘‘(IV) For purposes of this clause, the term ‘EHR reporting 
period’ means, with respect to a fiscal year, any period (or periods) 
as specified by the Secretary.’’. 

(2) CRITICAL ACCESS HOSPITALS.—Section 1814(l) of the 
Social Security Act (42 U.S.C. 1395f(l)), as amended by sub-
section (a)(2), is further amended by adding at the end the 
following new paragraphs: 
‘‘(4)(A) Subject to subparagraph (C), for cost reporting periods 

beginning in fiscal year 2015 or a subsequent fiscal year, in the 
case of a critical access hospital that is not a meaningful EHR 
user (as would be determined under paragraph (3) of section 1886(n) 
if such critical access hospital was treated as an eligible hospital 
under such section) for an EHR reporting period with respect to 
such fiscal year, paragraph (1) shall be applied by substituting 
the applicable percent under subparagraph (B) for the percent 
described in such paragraph (1). 

‘‘(B) The percent described in this subparagraph is— 
‘‘(i) for fiscal year 2015, 100.66 percent; 
‘‘(ii) for fiscal year 2016, 100.33 percent; and 
‘‘(iii) for fiscal year 2017 and each subsequent fiscal year, 

100 percent. 
‘‘(C) The provisions of subclause (II) of section 1886(b)(3)(B)(ix) 

shall apply with respect to subparagraph (A) for a critical access 
hospital with respect to a cost reporting period beginning in a 
fiscal year in the same manner as such subclause applies with 
respect to subclause (I) of such section for a subsection (d) hospital 
with respect to such fiscal year. 

‘‘(5) There shall be no administrative or judicial review under 
section 1869, section 1878, or otherwise, of— 

‘‘(A) the methodology and standards for determining the 
amount of payment and reasonable cost under paragraph (3) 
and payment adjustments under paragraph (4), including selec-
tion of periods under section 1886(n)(2) for determining, and 
making estimates or using proxies of, inpatient-bed-days, hos-
pital charges, charity charges, and Medicare share under 
subparagraph (D) of section 1886(n)(2); 
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‘‘(B) the methodology and standards for determining a 
meaningful EHR user under section 1886(n)(3) as would apply 
if the hospital was treated as an eligible hospital under section 
1886(n), and the hardship exception under paragraph (4)(C); 

‘‘(C) the specification of EHR reporting periods under sec-
tion 1886(n)(6)(B) as applied under paragraphs (3) and (4); 
and 

‘‘(D) the identification of costs for purposes of paragraph 
(3)(C).’’. 
(c) APPLICATION TO CERTAIN MA-AFFILIATED ELIGIBLE HOS-

PITALS.—Section 1853 of the Social Security Act (42 U.S.C. 1395w– 
23), as amended by section 4101(c), is further amended by adding 
at the end the following new subsection: 

‘‘(m) APPLICATION OF ELIGIBLE HOSPITAL INCENTIVES FOR CER-
TAIN MA ORGANIZATIONS FOR ADOPTION AND MEANINGFUL USE 
OF CERTIFIED EHR TECHNOLOGY.— 

‘‘(1) APPLICATION.—Subject to paragraphs (3) and (4), in 
the case of a qualifying MA organization, the provisions of 
sections 1886(n) and 1886(b)(3)(B)(ix) shall apply with respect 
to eligible hospitals described in paragraph (2) of the organiza-
tion which the organization attests under subsection (l)(6) to 
be meaningful EHR users in a similar manner as they apply 
to eligible hospitals under such sections. Incentive payments 
under paragraph (3) shall be made to and payment adjustments 
under paragraph (4) shall apply to such qualifying organiza-
tions. 

‘‘(2) ELIGIBLE HOSPITAL DESCRIBED.—With respect to a 
qualifying MA organization, an eligible hospital described in 
this paragraph is an eligible hospital (as defined in section 
1886(n)(6)(A)) that is under common corporate governance with 
such organization and serves individuals enrolled under an 
MA plan offered by such organization. 

‘‘(3) ELIGIBLE HOSPITAL INCENTIVE PAYMENTS.— 
‘‘(A) IN GENERAL.—In applying section 1886(n)(2) under 

paragraph (1), instead of the additional payment amount 
under section 1886(n)(2), there shall be substituted an 
amount determined by the Secretary to be similar to the 
estimated amount in the aggregate that would be payable 
if payment for services furnished by such hospitals was 
payable under part A instead of this part. In implementing 
the previous sentence, the Secretary— 

‘‘(i) shall, insofar as data to determine the dis-
charge related amount under section 1886(n)(2)(C) for 
an eligible hospital are not available to the Secretary, 
use such alternative data and methodology to estimate 
such discharge related amount as the Secretary deter-
mines appropriate; and 

‘‘(ii) shall, insofar as data to determine the medi-
care share described in section 1886(n)(2)(D) for an 
eligible hospital are not available to the Secretary, 
use such alternative data and methodology to estimate 
such share, which data and methodology may include 
use of the inpatient-bed-days (or discharges) with 
respect to an eligible hospital during the appropriate 
period which are attributable to both individuals for 
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whom payment may be made under part A or individ-
uals enrolled in an MA plan under a Medicare Advan-
tage organization under this part as a proportion of 
the estimated total number of patient-bed-days (or dis-
charges) with respect to such hospital during such 
period. 
‘‘(B) AVOIDING DUPLICATION OF PAYMENTS.— 

‘‘(i) IN GENERAL.—In the case of a hospital that 
for a payment year is an eligible hospital described 
in paragraph (2) and for which at least one-third of 
their discharges (or bed-days) of Medicare patients for 
the year are covered under part A, payment for the 
payment year shall be made only under section 1886(n) 
and not under this subsection. 

‘‘(ii) METHODS.—In the case of a hospital that is 
an eligible hospital described in paragraph (2) and 
also is eligible for an incentive payment under section 
1886(n) but is not described in clause (i) for the same 
payment period, the Secretary shall develop a 
process— 

‘‘(I) to ensure that duplicate payments are not 
made with respect to an eligible hospital both 
under this subsection and under section 1886(n); 
and 

‘‘(II) to collect data from Medicare Advantage 
organizations to ensure against such duplicate pay-
ments. 

‘‘(4) PAYMENT ADJUSTMENT.— 
‘‘(A) Subject to paragraph (3), in the case of a qualifying 

MA organization (as defined in section 1853(l)(5)), if, 
according to the attestation of the organization submitted 
under subsection (l)(6) for an applicable period, one or 
more eligible hospitals (as defined in section 1886(n)(6)(A)) 
that are under common corporate governance with such 
organization and that serve individuals enrolled under a 
plan offered by such organization are not meaningful EHR 
users (as defined in section 1886(n)(3)) with respect to 
a period, the payment amount payable under this section 
for such organization for such period shall be the percent 
specified in subparagraph (B) for such period of the pay-
ment amount otherwise provided under this section for 
such period. 

‘‘(B) SPECIFIED PERCENT.—The percent specified under 
this subparagraph for a year is 100 percent minus a 
number of percentage points equal to the product of— 

‘‘(i) the number of the percentage point reduction 
effected under section 1886(b)(3)(B)(ix)(I) for the period; 
and 

‘‘(ii) the Medicare hospital expenditure proportion 
specified in subparagraph (C) for the year. 
‘‘(C) MEDICARE HOSPITAL EXPENDITURE PROPORTION.— 

The Medicare hospital expenditure proportion under this 
subparagraph for a year is the Secretary’s estimate of 
the proportion, of the expenditures under parts A and 
B that are not attributable to this part, that are attrib-
utable to expenditures for inpatient hospital services. 
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‘‘(D) APPLICATION OF PAYMENT ADJUSTMENT.—In the 
case that a qualifying MA organization attests that not 
all eligible hospitals are meaningful EHR users with 
respect to an applicable period, the Secretary shall apply 
the payment adjustment under this paragraph based on 
a methodology specified by the Secretary, taking into 
account the proportion of such eligible hospitals, or dis-
charges from such hospitals, that are not meaningful EHR 
users for such period. 
‘‘(5) POSTING ON WEBSITE.—The Secretary shall post on 

the Internet website of the Centers for Medicare & Medicaid 
Services, in an easily understandable format— 

‘‘(A) a list of the names, business addresses, and busi-
ness phone numbers of each qualifying MA organization 
receiving an incentive payment under this subsection for 
eligible hospitals described in paragraph (2); and 

‘‘(B) a list of the names of the eligible hospitals for 
which such incentive payment is based. 
‘‘(6) LIMITATIONS ON REVIEW.—There shall be no adminis-

trative or judicial review under section 1869, section 1878, 
or otherwise, of— 

‘‘(A) the methodology and standards for determining 
payment amounts and payment adjustments under this 
subsection, including avoiding duplication of payments 
under paragraph (3)(B); 

‘‘(B) the methodology and standards for determining 
eligible hospitals under paragraph (2); and 

‘‘(C) the methodology and standards for determining 
a meaningful EHR user under section 1886(n)(3), including 
specification of the means of demonstrating meaningful 
EHR use under subparagraph (C) of such section and selec-
tion of measures under subparagraph (B) of such section.’’. 

(d) CONFORMING AMENDMENTS.— 
(1) Section 1814(b) of the Social Security Act (42 U.S.C. 

1395f(b)) is amended— 
(A) in paragraph (3), in the matter preceding subpara-

graph (A), by inserting ‘‘, subject to section 
1886(d)(3)(B)(ix)(III),’’ after ‘‘then’’; and 

(B) by adding at the end the following: ‘‘For purposes 
of applying paragraph (3), there shall be taken into account 
incentive payments, and payment adjustments under sub-
section (b)(3)(B)(ix) or (n) of section 1886.’’. 
(2) Section 1851(i)(1) of the Social Security Act (42 U.S.C. 

1395w–21(i)(1)) is amended by striking ‘‘and 1886(h)(3)(D)’’ and 
inserting ‘‘1886(h)(3)(D), and 1853(m)’’. 

(3) Section 1853 of the Social Security Act (42 U.S.C. 
1395w–23), as amended by section 4101(d), is amended— 

(A) in subsection (c)— 
(i) in paragraph (1)(D)(i), by striking ‘‘1848(o)’’ and 

inserting ‘‘, 1848(o), and 1886(n)’’; and 
(ii) in paragraph (6)(A), by inserting ‘‘and sub-

sections (b)(3)(B)(ix) and (n) of section 1886’’ after ‘‘sec-
tion 1848’’; and 
(B) in subsection (f), by inserting ‘‘and subsection (m)’’ 

after ‘‘under subsection (l)’’. 
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SEC. 4103. TREATMENT OF PAYMENTS AND SAVINGS; IMPLEMENTA-
TION FUNDING. 

(a) PREMIUM HOLD HARMLESS.— 
(1) IN GENERAL.—Section 1839(a)(1) of the Social Security 

Act (42 U.S.C. 1395r(a)(1)) is amended by adding at the end 
the following: ‘‘In applying this paragraph there shall not be 
taken into account additional payments under section 1848(o) 
and section 1853(l)(3) and the Government contribution under 
section 1844(a)(3).’’. 

(2) PAYMENT.—Section 1844(a) of such Act (42 U.S.C. 
1395w(a)) is amended— 

(A) in paragraph (2), by striking the period at the 
end and inserting ‘‘; plus’’; and 

(B) by adding at the end the following new paragraph: 
‘‘(3) a Government contribution equal to the amount of 

payment incentives payable under sections 1848(o) and 
1853(l)(3).’’. 
(b) MEDICARE IMPROVEMENT FUND.—Section 1898 of the Social 

Security Act (42 U.S.C. 1395iii), as added by section 7002(a) of 
the Supplemental Appropriations Act, 2008 (Public Law 110–252) 
and as amended by section 188(a)(2) of the Medicare Improvements 
for Patients and Providers Act of 2008 (Public Law 110–275; 122 
Stat. 2589) and by section 6 of the QI Program Supplemental 
Funding Act of 2008, is amended— 

(1) in subsection (a)— 
(A) by inserting ‘‘medicare’’ before ‘‘fee-for-service’’; and 
(B) by inserting before the period at the end the fol-

lowing: ‘‘including, but not limited to, an increase in the 
conversion factor under section 1848(d) to address, in whole 
or in part, any projected shortfall in the conversion factor 
for 2014 relative to the conversion factor for 2008 and 
adjustments to payments for items and services furnished 
by providers of services and suppliers under such original 
medicare fee-for-service program’’; and 
(2) in subsection (b)— 

(A) in paragraph (1), by striking ‘‘during fiscal year 
2014,’’ and all that follows and inserting the following: 
‘‘during— 

‘‘(A) fiscal year 2014, $22,290,000,000; and 
‘‘(B) fiscal year 2020 and each subsequent fiscal year, 

the Secretary’s estimate, as of July 1 of the fiscal year, 
of the aggregate reduction in expenditures under this title 
during the preceding fiscal year directly resulting from 
the reduction in payment amounts under sections 
1848(a)(7), 1853(l)(4), 1853(m)(4), and 1886(b)(3)(B)(ix).’’; 
and 

(B) by adding at the end the following new paragraph: 
‘‘(4) NO EFFECT ON PAYMENTS IN SUBSEQUENT YEARS.— 

In the case that expenditures from the Fund are applied to, 
or otherwise affect, a payment rate for an item or service 
under this title for a year, the payment rate for such item 
or service shall be computed for a subsequent year as if such 
application or effect had never occurred.’’. 
(c) IMPLEMENTATION FUNDING.—In addition to funds otherwise 

available, out of any funds in the Treasury not otherwise appro-
priated, there are appropriated to the Secretary of Health and 
Human Services for the Center for Medicare & Medicaid Services 



H. R. 1—374 

Program Management Account, $100,000,000 for each of fiscal years 
2009 through 2015 and $45,000,000 for fiscal year 2016, which 
shall be available for purposes of carrying out the provisions of 
(and amendments made by) this subtitle. Amounts appropriated 
under this subsection for a fiscal year shall be available until 
expended. 

SEC. 4104. STUDIES AND REPORTS ON HEALTH INFORMATION TECH-
NOLOGY. 

(a) STUDY AND REPORT ON APPLICATION OF EHR PAYMENT 
INCENTIVES FOR PROVIDERS NOT RECEIVING OTHER INCENTIVE PAY-
MENTS.— 

(1) STUDY.— 
(A) IN GENERAL.—The Secretary of Health and Human 

Services shall conduct a study to determine the extent 
to which and manner in which payment incentives (such 
as under title XVIII or XIX of the Social Security Act) 
and other funding for purposes of implementing and using 
certified EHR technology (as defined in section 1848(o)(4) 
of the Social Security Act, as added by section 4101(a)) 
should be made available to health care providers who 
are receiving minimal or no payment incentives or other 
funding under this Act, under title XIII of division A, 
under title XVIII or XIX of such Act, or otherwise, for 
such purposes. 

(B) DETAILS OF STUDY.—Such study shall include an 
examination of— 

(i) the adoption rates of certified EHR technology 
by such health care providers; 

(ii) the clinical utility of such technology by such 
health care providers; 

(iii) whether the services furnished by such health 
care providers are appropriate for or would benefit 
from the use of such technology; 

(iv) the extent to which such health care providers 
work in settings that might otherwise receive an incen-
tive payment or other funding under this Act, under 
title XIII of division A, under title XVIII or XIX of 
the Social Security Act, or otherwise; 

(v) the potential costs and the potential benefits 
of making payment incentives and other funding avail-
able to such health care providers; and 

(vi) any other issues the Secretary deems to be 
appropriate. 

(2) REPORT.—Not later than June 30, 2010, the Secretary 
shall submit to Congress a report on the findings and conclu-
sions of the study conducted under paragraph (1). 
(b) STUDY AND REPORT ON AVAILABILITY OF OPEN SOURCE 

HEALTH INFORMATION TECHNOLOGY SYSTEMS.— 
(1) STUDY.— 

(A) IN GENERAL.—The Secretary of Health and Human 
Services shall, in consultation with the Under Secretary 
for Health of the Veterans Health Administration, the 
Director of the Indian Health Service, the Secretary of 
Defense, the Director of the Agency for Healthcare 
Research and Quality, the Administrator of the Health 
Resources and Services Administration, and the Chairman 
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of the Federal Communications Commission, conduct a 
study on— 

(i) the current availability of open source health 
information technology systems to Federal safety net 
providers (including small, rural providers); 

(ii) the total cost of ownership of such systems 
in comparison to the cost of proprietary commercial 
products available; 

(iii) the ability of such systems to respond to the 
needs of, and be applied to, various populations 
(including children and disabled individuals); and 

(iv) the capacity of such systems to facilitate inter-
operability. 
(B) CONSIDERATIONS.—In conducting the study under 

subparagraph (A), the Secretary of Health and Human 
Services shall take into account the circumstances of 
smaller health care providers, health care providers located 
in rural or other medically underserved areas, and safety 
net providers that deliver a significant level of health care 
to uninsured individuals, Medicaid beneficiaries, SCHIP 
beneficiaries, and other vulnerable individuals. 
(2) REPORT.—Not later than October 1, 2010, the Secretary 

of Health and Human Services shall submit to Congress a 
report on the findings and the conclusions of the study con-
ducted under paragraph (1), together with recommendations 
for such legislation and administrative action as the Secretary 
determines appropriate. 

Subtitle B—Medicaid Incentives 

SEC. 4201. MEDICAID PROVIDER HIT ADOPTION AND OPERATION PAY-
MENTS; IMPLEMENTATION FUNDING. 

(a) IN GENERAL.—Section 1903 of the Social Security Act (42 
U.S.C. 1396b) is amended— 

(1) in subsection (a)(3)— 
(A) by striking ‘‘and’’ at the end of subparagraph (D); 
(B) by striking ‘‘plus’’ at the end of subparagraph (E) 

and inserting ‘‘and’’; and 
(C) by adding at the end the following new subpara-

graph: 
‘‘(F)(i) 100 percent of so much of the sums expended 

during such quarter as are attributable to payments to 
Medicaid providers described in subsection (t)(1) to encour-
age the adoption and use of certified EHR technology; 
and 

‘‘(ii) 90 percent of so much of the sums expended during 
such quarter as are attributable to payments for reasonable 
administrative expenses related to the administration of 
payments described in clause (i) if the State meets the 
condition described in subsection (t)(9); plus’’; and 
(2) by inserting after subsection (s) the following new sub-

section: 
‘‘(t)(1) For purposes of subsection (a)(3)(F), the payments 

described in this paragraph to encourage the adoption and use 
of certified EHR technology are payments made by the State in 
accordance with this subsection — 
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‘‘(A) to Medicaid providers described in paragraph (2)(A) 
not in excess of 85 percent of net average allowable costs 
(as defined in paragraph (3)(E)) for certified EHR technology 
(and support services including maintenance and training that 
is for, or is necessary for the adoption and operation of, such 
technology) with respect to such providers; and 

‘‘(B) to Medicaid providers described in paragraph (2)(B) 
not in excess of the maximum amount permitted under para-
graph (5) for the provider involved. 
‘‘(2) In this subsection and subsection (a)(3)(F), the term ‘Med-

icaid provider’ means— 
‘‘(A) an eligible professional (as defined in paragraph 

(3)(B))— 
‘‘(i) who is not hospital-based and has at least 30 

percent of the professional’s patient volume (as estimated 
in accordance with a methodology established by the Sec-
retary) attributable to individuals who are receiving med-
ical assistance under this title; 

‘‘(ii) who is not described in clause (i), who is a pediatri-
cian, who is not hospital-based, and who has at least 20 
percent of the professional’s patient volume (as estimated 
in accordance with a methodology established by the Sec-
retary) attributable to individuals who are receiving med-
ical assistance under this title; and 

‘‘(iii) who practices predominantly in a Federally quali-
fied health center or rural health clinic and has at least 
30 percent of the professional’s patient volume (as esti-
mated in accordance with a methodology established by 
the Secretary) attributable to needy individuals (as defined 
in paragraph (3)(F)); and 
‘‘(B)(i) a children’s hospital, or 
‘‘(ii) an acute-care hospital that is not described in clause 

(i) and that has at least 10 percent of the hospital’s patient 
volume (as estimated in accordance with a methodology estab-
lished by the Secretary) attributable to individuals who are 
receiving medical assistance under this title. 

An eligible professional shall not qualify as a Medicaid provider 
under this subsection unless any right to payment under sections 
1848(o) and 1853(l) with respect to the eligible professional has 
been waived in a manner specified by the Secretary. For purposes 
of calculating patient volume under subparagraph (A)(iii), insofar 
as it is related to uncompensated care, the Secretary may require 
the adjustment of such uncompensated care data so that it would 
be an appropriate proxy for charity care, including a downward 
adjustment to eliminate bad debt data from uncompensated care. 
In applying subparagraphs (A) and (B)(ii), the methodology estab-
lished by the Secretary for patient volume shall include individuals 
enrolled in a Medicaid managed care plan (under section 1903(m) 
or section 1932). 

‘‘(3) In this subsection and subsection (a)(3)(F): 
‘‘(A) The term ‘certified EHR technology’ means a qualified 

electronic health record (as defined in 3000(13) of the Public 
Health Service Act) that is certified pursuant to section 
3001(c)(5) of such Act as meeting standards adopted under 
section 3004 of such Act that are applicable to the type of 
record involved (as determined by the Secretary, such as an 
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ambulatory electronic health record for office-based physicians 
or an inpatient hospital electronic health record for hospitals). 

‘‘(B) The term ‘eligible professional’ means a— 
‘‘(i) physician; 
‘‘(ii) dentist; 
‘‘(iii) certified nurse mid-wife; 
‘‘(iv) nurse practitioner; and 
‘‘(v) physician assistant insofar as the assistant is prac-

ticing in a rural health clinic that is led by a physician 
assistant or is practicing in a Federally qualified health 
center that is so led. 
‘‘(C) The term ‘average allowable costs’ means, with respect 

to certified EHR technology of Medicaid providers described 
in paragraph (2)(A) for— 

‘‘(i) the first year of payment with respect to such 
a provider, the average costs for the purchase and initial 
implementation or upgrade of such technology (and support 
services including training that is for, or is necessary for 
the adoption and initial operation of, such technology) for 
such providers, as determined by the Secretary based upon 
studies conducted under paragraph (4)(C); and 

‘‘(ii) a subsequent year of payment with respect to 
such a provider, the average costs not described in clause 
(i) relating to the operation, maintenance, and use of such 
technology for such providers, as determined by the Sec-
retary based upon studies conducted under paragraph 
(4)(C). 
‘‘(D) The term ‘hospital-based’ means, with respect to an 

eligible professional, a professional (such as a pathologist, 
anesthesiologist, or emergency physician) who furnishes 
substantially all of the individual’s professional services in a 
hospital setting (whether inpatient or outpatient) and through 
the use of the facilities and equipment, including qualified 
electronic health records, of the hospital. The determination 
of whether an eligible professional is a hospital-based eligible 
professional shall be made on the basis of the site of service 
(as defined by the Secretary) and without regard to any employ-
ment or billing arrangement between the eligible professional 
and any other provider. 

‘‘(E) The term ‘net average allowable costs’ means, with 
respect to a Medicaid provider described in paragraph (2)(A), 
average allowable costs reduced by any payment that is made 
to such Medicaid provider from any other source (other than 
under this subsection or by a State or local government) that 
is directly attributable to payment for certified EHR technology 
or support services described in subparagraph (C). 

‘‘(F) The term ‘needy individual’ means, with respect to 
a Medicaid provider, an individual— 

‘‘(i) who is receiving assistance under this title; 
‘‘(ii) who is receiving assistance under title XXI; 
‘‘(iii) who is furnished uncompensated care by the pro-

vider; or 
‘‘(iv) for whom charges are reduced by the provider 

on a sliding scale basis based on an individual’s ability 
to pay. 

‘‘(4)(A) With respect to a Medicaid provider described in para-
graph (2)(A), subject to subparagraph (B), in no case shall— 
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‘‘(i) the net average allowable costs under this sub-
section for the first year of payment (which may not be 
later than 2016), which is intended to cover the costs 
described in paragraph (3)(C)(i), exceed $25,000 (or such 
lesser amount as the Secretary determines based on studies 
conducted under subparagraph (C)); 

‘‘(ii) the net average allowable costs under this sub-
section for a subsequent year of payment, which is intended 
to cover costs described in paragraph (3)(C)(ii), exceed 
$10,000; and 

‘‘(iii) payments be made for costs described in clause 
(ii) after 2021 or over a period of longer than 5 years. 

‘‘(B) In the case of Medicaid provider described in paragraph 
(2)(A)(ii), the dollar amounts specified in subparagraph (A) shall 
be 2⁄3 of the dollar amounts otherwise specified. 

‘‘(C) For the purposes of determining average allowable costs 
under this subsection, the Secretary shall study the average costs 
to Medicaid providers described in paragraph (2)(A) of purchase 
and initial implementation and upgrade of certified EHR technology 
described in paragraph (3)(C)(i) and the average costs to such 
providers of operations, maintenance, and use of such technology 
described in paragraph (3)(C)(ii). In determining such costs for 
such providers, the Secretary may utilize studies of such amounts 
submitted by States. 

‘‘(5)(A) In no case shall the payments described in paragraph 
(1)(B) with respect to a Medicaid provider described in paragraph 
(2)(B) exceed— 

‘‘(i) in the aggregate the product of— 
‘‘(I) the overall hospital EHR amount for the pro-

vider computed under subparagraph (B); and 
‘‘(II) the Medicaid share for such provider com-

puted under subparagraph (C); 
‘‘(ii) in any year 50 percent of the product described in 

clause (i); and 
‘‘(iii) in any 2-year period 90 percent of such product. 

‘‘(B) For purposes of this paragraph, the overall hospital EHR 
amount, with respect to a Medicaid provider, is the sum of the 
applicable amounts specified in section 1886(n)(2)(A) for such pro-
vider for the first 4 payment years (as estimated by the Secretary) 
determined as if the Medicare share specified in clause (ii) of 
such section were 1. The Secretary shall establish, in consultation 
with the State, the overall hospital EHR amount for each such 
Medicaid provider eligible for payments under paragraph (1)(B). 
For purposes of this subparagraph in computing the amounts under 
section 1886(n)(2)(C) for payment years after the first payment 
year, the Secretary shall assume that in subsequent payment years 
discharges increase at the average annual rate of growth of the 
most recent 3 years for which discharge data are available per 
year. 

‘‘(C) The Medicaid share computed under this subparagraph, 
for a Medicaid provider for a period specified by the Secretary, 
shall be calculated in the same manner as the Medicare share 
under section 1886(n)(2)(D) for such a hospital and period, except 
that there shall be substituted for the numerator under clause 
(i) of such section the amount that is equal to the number of 
inpatient-bed-days (as established by the Secretary) which are 
attributable to individuals who are receiving medical assistance 
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under this title and who are not described in section 1886(n)(2)(D)(i). 
In computing inpatient-bed-days under the previous sentence, the 
Secretary shall take into account inpatient-bed-days attributable 
to inpatient-bed-days that are paid for individuals enrolled in a 
Medicaid managed care plan (under section 1903(m) or section 
1932). 

‘‘(D) In no case may the payments described in paragraph 
(1)(B) with respect to a Medicaid provider described in paragraph 
(2)(B) be paid— 

‘‘(i) for any year beginning after 2016 unless the provider 
has been provided payment under paragraph (1)(B) for the 
previous year; and 

‘‘(ii) over a period of more than 6 years of payment. 
‘‘(6) Payments described in paragraph (1) are not in accordance 

with this subsection unless the following requirements are met: 
‘‘(A)(i) The State provides assurances satisfactory to the 

Secretary that amounts received under subsection (a)(3)(F) with 
respect to payments to a Medicaid provider are paid, subject 
to clause (ii), directly to such provider (or to an employer 
or facility to which such provider has assigned payments) with-
out any deduction or rebate. 

‘‘(ii) Amounts described in clause (i) may also be paid 
to an entity promoting the adoption of certified EHR technology, 
as designated by the State, if participation in such a payment 
arrangement is voluntary for the eligible professional involved 
and if such entity does not retain more than 5 percent of 
such payments for costs not related to certified EHR technology 
(and support services including maintenance and training) that 
is for, or is necessary for the operation of, such technology. 

‘‘(B) A Medicaid provider described in paragraph (2)(A) 
is responsible for payment of the remaining 15 percent of 
the net average allowable cost. 

‘‘(C)(i) Subject to clause (ii), with respect to payments to 
a Medicaid provider— 

‘‘(I) for the first year of payment to the Medicaid pro-
vider under this subsection, the Medicaid provider dem-
onstrates that it is engaged in efforts to adopt, implement, 
or upgrade certified EHR technology; and 

‘‘(II) for a year of payment, other than the first year 
of payment to the Medicaid provider under this subsection, 
the Medicaid provider demonstrates meaningful use of cer-
tified EHR technology through a means that is approved 
by the State and acceptable to the Secretary, and that 
may be based upon the methodologies applied under section 
1848(o) or 1886(n). 
‘‘(ii) In the case of a Medicaid provider who has completed 

adopting, implementing, or upgrading such technology prior 
to the first year of payment to the Medicaid provider under 
this subsection, clause (i)(I) shall not apply and clause (i)(II) 
shall apply to each year of payment to the Medicaid provider 
under this subsection, including the first year of payment. 

‘‘(D) To the extent specified by the Secretary, the certified 
EHR technology is compatible with State or Federal administra-
tive management systems. 

For purposes of subparagraph (B), a Medicaid provider described 
in paragraph (2)(A) may accept payments for the costs described 
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in such subparagraph from a State or local government. For pur-
poses of subparagraph (C), in establishing the means described 
in such subparagraph, which may include clinical quality reporting 
to the State, the State shall ensure that populations with unique 
needs, such as children, are appropriately addressed. 

‘‘(7) With respect to Medicaid providers described in paragraph 
(2)(A), the Secretary shall ensure coordination of payment with 
respect to such providers under sections 1848(o) and 1853(l) and 
under this subsection to assure no duplication of funding. Such 
coordination shall include, to the extent practicable, a data matching 
process between State Medicaid agencies and the Centers for Medi-
care & Medicaid Services using national provider identifiers. For 
such purposes, the Secretary may require the submission of such 
data relating to payments to such Medicaid providers as the Sec-
retary may specify. 

‘‘(8) In carrying out paragraph (6)(C), the State and Secretary 
shall seek, to the maximum extent practicable, to avoid duplicative 
requirements from Federal and State governments to demonstrate 
meaningful use of certified EHR technology under this title and 
title XVIII. In doing so, the Secretary may deem satisfaction of 
requirements for such meaningful use for a payment year under 
title XVIII to be sufficient to qualify as meaningful use under 
this subsection. The Secretary may also specify the reporting periods 
under this subsection in order to carry out this paragraph. 

‘‘(9) In order to be provided Federal financial participation 
under subsection (a)(3)(F)(ii), a State must demonstrate to the satis-
faction of the Secretary, that the State— 

‘‘(A) is using the funds provided for the purposes of admin-
istering payments under this subsection, including tracking 
of meaningful use by Medicaid providers; 

‘‘(B) is conducting adequate oversight of the program under 
this subsection, including routine tracking of meaningful use 
attestations and reporting mechanisms; and 

‘‘(C) is pursuing initiatives to encourage the adoption of 
certified EHR technology to promote health care quality and 
the exchange of health care information under this title, subject 
to applicable laws and regulations governing such exchange. 
‘‘(10) The Secretary shall periodically submit reports to the 

Committee on Energy and Commerce of the House of Representa-
tives and the Committee on Finance of the Senate on status, 
progress, and oversight of payments described in paragraph (1), 
including steps taken to carry out paragraph (7). Such reports 
shall also describe the extent of adoption of certified EHR technology 
among Medicaid providers resulting from the provisions of this 
subsection and any improvements in health outcomes, clinical 
quality, or efficiency resulting from such adoption.’’. 

(b) IMPLEMENTATION FUNDING.—In addition to funds otherwise 
available, out of any funds in the Treasury not otherwise appro-
priated, there are appropriated to the Secretary of Health and 
Human Services for the Centers for Medicare & Medicaid Services 
Program Management Account, $40,000,000 for each of fiscal years 
2009 through 2015 and $20,000,000 for fiscal year 2016, which 
shall be available for purposes of carrying out the provisions of 
(and the amendments made by) this section. Amounts appropriated 
under this subsection for a fiscal year shall be available until 
expended. 
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Subtitle C—Miscellaneous Medicare 
Provisions 

SEC. 4301. MORATORIA ON CERTAIN MEDICARE REGULATIONS. 

(a) DELAY IN PHASE OUT OF MEDICARE HOSPICE BUDGET NEU-
TRALITY ADJUSTMENT FACTOR DURING FISCAL YEAR 2009.—Notwith-
standing any other provision of law, including the final rule pub-
lished on August 8, 2008, 73 Federal Register 46464 et seq., relating 
to Medicare Program; Hospice Wage Index for Fiscal Year 2009, 
the Secretary of Health and Human Services shall not phase out 
or eliminate the budget neutrality adjustment factor in the Medicare 
hospice wage index before October 1, 2009, and the Secretary shall 
recompute and apply the final Medicare hospice wage index for 
fiscal year 2009 as if there had been no reduction in the budget 
neutrality adjustment factor. 

(b) NON-APPLICATION OF PHASED-OUT INDIRECT MEDICAL EDU-
CATION (IME) ADJUSTMENT FACTOR FOR FISCAL YEAR 2009.— 

(1) IN GENERAL.—Section 412.322 of title 42, Code of Fed-
eral Regulations, shall be applied without regard to paragraph 
(c) of such section, and the Secretary of Health and Human 
Services shall recompute payments for discharges occurring 
on or after October 1, 2008, as if such paragraph had never 
been in effect. 

(2) NO EFFECT ON SUBSEQUENT YEARS.—Nothing in para-
graph (1) shall be construed as having any effect on the applica-
tion of paragraph (d) of section 412.322 of title 42, Code of 
Federal Regulations. 
(c) FUNDING FOR IMPLEMENTATION.—In addition to funds other-

wise available, for purposes of implementing the provisions of sub-
sections (a) and (b), including costs incurred in reprocessing claims 
in carrying out such provisions, the Secretary of Health and Human 
Services shall provide for the transfer from the Federal Hospital 
Insurance Trust Fund established under section 1817 of the Social 
Security Act (42 U.S.C. 1395i) to the Centers for Medicare & Med-
icaid Services Program Management Account of $2,000,000 for fiscal 
year 2009. 

SEC. 4302. LONG-TERM CARE HOSPITAL TECHNICAL CORRECTIONS. 

(a) PAYMENT.—Subsection (c) of section 114 of the Medicare, 
Medicaid, and SCHIP Extension Act of 2007 (Public Law 110– 
173) is amended— 

(1) in paragraph (1)— 
(A) by amending the heading to read as follows: ‘‘DELAY 

IN APPLICATION OF 25 PERCENT PATIENT THRESHOLD PAY-
MENT ADJUSTMENT’’; 

(B) by striking ‘‘the date of the enactment of this 
Act’’ and inserting ‘‘July 1, 2007,’’; and 

(C) in subparagraph (A), by inserting ‘‘or to a long- 
term care hospital, or satellite facility, that as of December 
29, 2007, was co-located with an entity that is a provider- 
based, off-campus location of a subsection (d) hospital which 
did not provide services payable under section 1886(d) of 
the Social Security Act at the off-campus location’’ after 
‘‘freestanding long-term care hospitals’’; and 
(2) in paragraph (2)— 
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(A) in subparagraph (B)(ii), by inserting ‘‘or that is 
described in section 412.22(h)(3)(i) of such title’’ before the 
period; and 

(B) in subparagraph (C), by striking ‘‘the date of the 
enactment of this Act’’ and inserting ‘‘October 1, 2007 (or 
July 1, 2007, in the case of a satellite facility described 
in section 412.22(h)(3)(i) of title 42, Code of Federal Regula-
tions)’’. 

(b) MORATORIUM.—Subsection (d)(3)(A) of such section is 
amended by striking ‘‘if the hospital or facility’’ and inserting ‘‘if 
the hospital or facility obtained a certificate of need for an increase 
in beds that is in a State for which such certificate of need is 
required and that was issued on or after April 1, 2005, and before 
December 29, 2007, or if the hospital or facility’’. 

(c) EFFECTIVE DATE.—The amendments made by this section 
shall be effective and apply as if included in the enactment of 
the Medicare, Medicaid, and SCHIP Extension Act of 2007 (Public 
Law 110–173). 

TITLE V—STATE FISCAL RELIEF 

SEC. 5000. PURPOSES; TABLE OF CONTENTS. 

(a) PURPOSES.—The purposes of this title are as follows: 
(1) To provide fiscal relief to States in a period of economic 

downturn. 
(2) To protect and maintain State Medicaid programs 

during a period of economic downturn, including by helping 
to avert cuts to provider payment rates and benefits or services, 
and to prevent constrictions of income eligibility requirements 
for such programs, but not to promote increases in such require-
ments. 
(b) TABLE OF CONTENTS.—The table of contents for this title 

is as follows: 
TITLE V—STATE FISCAL RELIEF 

Sec. 5000. Purposes; table of contents. 
Sec. 5001. Temporary increase of Medicaid FMAP. 
Sec. 5002. Temporary increase in DSH allotments during recession. 
Sec. 5003. Extension of moratoria on certain Medicaid final regulations. 
Sec. 5004. Extension of transitional medical assistance (TMA). 
Sec. 5005. Extension of the qualifying individual (QI) program. 
Sec. 5006. Protections for Indians under Medicaid and CHIP. 
Sec. 5007. Funding for oversight and implementation. 
Sec. 5008. GAO study and report regarding State needs during periods of national 

economic downturn. 

SEC. 5001. TEMPORARY INCREASE OF MEDICAID FMAP. 

(a) PERMITTING MAINTENANCE OF FMAP.—Subject to subsections 
(e), (f), and (g), if the FMAP determined without regard to this 
section for a State for— 

(1) fiscal year 2009 is less than the FMAP as so determined 
for fiscal year 2008, the FMAP for the State for fiscal year 
2008 shall be substituted for the State’s FMAP for fiscal year 
2009, before the application of this section; 

(2) fiscal year 2010 is less than the FMAP as so determined 
for fiscal year 2008 or fiscal year 2009 (after the application 
of paragraph (1)), the greater of such FMAP for the State 
for fiscal year 2008 or fiscal year 2009 shall be substituted 
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