SDFI File Portal Security
SDFI®-TeleMedicine is “Secure Beyond Reasonable Doubt®!
Your forensic data needs to be protected from everyone, including all of your support vendors. This is done to ensure and
maintain an absolute legal chain of custody between parties.
SDFI utilizes nested, end-to-end advanced encryption tools preventing access to your data. SDFI has no business knowing or
seeing what you move through the file portal and we don’t want to. Your data is permanently stored at your location, not ours.
Most importantly your data is independently encrypted before the file transfer begins and then it is double and triple encrypted
through the transfer process. No one gets access to your forensic data unless you want them to have access to it, period.
Your SDFI data is protected while it travels to and from your device and its safe within SDFI’s File Portal. As part of the Standard
Operating Procedure, your SDFI Secure Case Files are separately “pre-encrypted” and independently passphrase protected at
AES 256-bit before leaving your desk and before being transferred to and through a SSL certificate issued by: DigiCert TLS RSA
SHA256 202X CA1.
Additionally, a password is not a passphrase. SDFI Secure Case Files accept passphrases that can contain up to 256 characters
including update case, lower case, numbers, special characters and spaces. <- This sentence has 29 words and only 158
characters in it.
Your pre-encrypted SDFI Secure Case Files are temporally at rest within the SDFI File Portal for a maximum of 7 days, then they
are eradicated from the File Portal. While SDFI Secure Case Files are temporarily resting inside the SDFI File Portal, they reside
on Isilon proprietary storage clusters. Each Isilon drive is a self-encrypting device that uses a separate AES-256 cipher. Isilon
encryption of data at rest satisfies a number of industries and regulatory compliance requirements including U.S. Federal FIPS
104-2 Level 2 protection.
Advanced File Portal user provisioning and permission tools are also used to manage each user account. Password lifecycles and
Username length and strength requirements are used with secured administrative auditing and reporting tools.
The SDFI File Portal System resides in a certified enterprise class data center where protected data is anti-virus scanned. SDFI
has employed an extensive level of security safeguards, practices and standards, to ensure the safety of your independently
pre-encrypted data.
SDFI utilizes a set of Tier 1 redundant backbone connections for high performance connectivity for high performance routing.
Our SOC-3 compliant facility offers redundancy in power, HVAC, fire suppression, network connectivity, and security. All servers,
devices, network connections and critical services are monitored 24x7x365. In addition to automated monitoring, our entire
infrastructure team works directly onsite at our data center so we can respond to physical incidents or equipment upgrades as
quickly as needed.
Drive redundancy and fault tolerance is also important. N+3 data storage redundancy is in place to prevent single point failure.
Rack mount hard drive arrays running RAID 5 under RAID 50 provide continuous hot-swap disk redundancy and multiple layers
of power redundancy prevent all forms of power loss.
Intrusion Detection and Prevention: Advanced multi-tiered security protocols are working together in layers to protect the
network at all times. Firewalls monitor each firebox firewall appliance. Security monitoring software running on server
equipment includes intrusion detection, virus scanning, system logs and the provide notifications of suspicious activity in realtime.

Compliances and standards include:
HIPAA, GLBA, SOX, SSAE 18, PCI, SOC 1 & ISAE 3402, SOC 2 & ISAE 3000, ISO27002 and SKYHIGH.
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Industry
Leading
Security
Trust, Privacy, and Compliance Means Total Assurance
SDFI-TeleMedicine
provides the
necessary tools to
meet the most
rigorous privacy,
security, and legal
requirements
allowing highly
regulated industries,
including financial
services, healthcare,
and government to
work within a private
cloud environment.

Is your data safe with FilesAnywhere? Absolutely. Since 1999,
we've gone beyond standard measures to protect our customers
and their data. Our unyielding commitment to security has made
safe cloud storage possible. Thousands of businesses around the
world use FilesAnywhere to store, access, and share data online.
We deploy a blend of security measures to ensure maximum
protection and the greatest overall data safety, including:
•

Independent Security Evaluations

•

Three-Tiered Code Validation

•

Enterprise Class Data Center SOC 2 Certified

•

TLS Encryption for all Secure Transfers

•

256 Data Encryption at Rest

•

Multi-core Firewall Protection

•

Network Intrusion Prevention System

•

Automated Backup, Daily Snapshots, and Data Restore

•

Role-Based Access Control

•

24/7/365 Data Center Monitoring

Centered Around Security
We've applied an extensive and meticulous level of security to
protect our customers' files. Our datacenter is contained inside
one of the best-connected hosting facilities in the world and is SOC
2 certified. This state-of-the-art, enterprise-class facility offers
complete redundancy in power, HVAC, fire suppression, network
connectivity, and security. Every item of hardware, system
process, network port, virtual object, and every connection is
monitored 24/7/365.
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HHS.gov

U.S. Department of Health & Human Services

Health Information Privacy

Summary of the HIPAA Security Rule
This is a summary of key elements of the Security Rule including who is covered, what information is
protected, and what safeguards must be in place to ensure appropriate protection of electronic protected
health information. Because it is an overview of the Security Rule, it does not address every detail of
each provision.
Introduction

• The Health Insurance Portability and Accountability Act of 1996 (HIPAA) required the Secretary of the
U.S. Department of Health and Human Services (HHS) to develop regulations protecting the privacy
and security of certain health information.1 To fulfill this requirement, HHS published what are commonly
known as the HIPAA Privacy Rule and the HIPAA Security Rule. The Privacy Rule, or Standards for
Privacy of Individually Identifiable Health Information, establishes national standards for the protection
of certain health information. The Security Standards for the Protection of Electronic Protected Health
Information (the Security Rule) establish a national set of security standards for protecting certain health
information that is held or transferred in electronic form. The Security Rule operationalizes the
protections contained in the Privacy Rule by addressing the technical and non-technical safeguards that
organizations called “covered entities” must put in place to secure individuals’ “electronic protected
health information” (e-PHI). Within HHS, the Office for Civil Rights (OCR) has responsibility for
enforcing the Privacy and Security Rules with voluntary compliance activities and civil money penalties.
Prior to HIPAA, no generally accepted set of security standards or general requirements for protecting
health information existed in the health care industry. At the same time, new technologies were evolving,
and the health care industry began to move away from paper processes and rely more heavily on the use
of electronic information systems to pay claims, answer eligibility questions, provide health information
and conduct a host of other administrative and clinically based functions.
Today, providers are using clinical applications such as computerized physician order entry (CPOE)
systems, electronic health records (EHR), and radiology, pharmacy, and laboratory systems. Health plans
are providing access to claims and care management, as well as member self-service applications. While
this means that the medical workforce can be more mobile and efficient (i.e., physicians can check patient
records and test results from wherever they are), the rise in the adoption rate of these technologies
increases the potential security risks.
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A major goal of the Security Rule is to protect the privacy of individuals’ health information while allowing
covered entities to adopt new technologies to improve the quality and efficiency of patient care. Given that
the health care marketplace is diverse, the Security Rule is designed to be flexible and scalable so a
covered entity can implement policies, procedures, and technologies that are appropriate for the entity’s
particular size, organizational structure, and risks to consumers’ e-PHI.
This is a summary of key elements of the Security Rule and not a complete or comprehensive guide to
compliance. Entities regulated by the Privacy and Security Rules are obligated to comply with all of their
applicable requirements and should not rely on this summary as a source of legal information or advice.
To make it easier to review the complete requirements of the Security Rule, provisions of the Rule
referenced in this summary are cited in the end notes. Visit our Security Rule section to view the entire
Rule, and for additional helpful information about how the Rule applies. In the event of a conflict between
this summary and the Rule, the Rule governs.
Statutory and Regulatory Background

• The Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of
1996 (HIPAA, Title II) required the Secretary of HHS to publish national standards for the security of
electronic protected health information (e-PHI), electronic exchange, and the privacy and security of
health information.
HIPAA called on the Secretary to issue security regulations regarding measures for protecting the
integrity, confidentiality, and availability of e-PHI that is held or transmitted by covered entities. HHS
developed a proposed rule and released it for public comment on August 12, 1998. The Department
received approximately 2,350 public comments. The final regulation, the Security Rule, was published
February 20, 2003.2 The Rule specifies a series of administrative, technical, and physical security
procedures for covered entities to use to assure the confidentiality, integrity, and availability of e-PHI.
The text of the final regulation can be found at 45 CFR Part 160 and Part 164, Subparts A and C.
Who is Covered by the Security Rule

• The Security Rule applies to health plans, health care clearinghouses, and to any health care provider
who transmits health information in electronic form in connection with a transaction for which the
Secretary of HHS has adopted standards under HIPAA (the “covered entities”) and to their business
associates. For help in determining whether you are covered, use CMS's decision tool.
Read more about covered entities in the Summary of the HIPAA Privacy Rule - PDF - PDF.
Business Associates

• The HITECH Act of 2009 expanded the responsibilities of business associates under the HIPAA
Security Rule. HHS developed regulations to implement and clarify these changes.
See additional guidance on business associates.
What Information is Protected

Summary of the HIPAA Securit...

Page 2 of 8

https://www.hhs.gov/hipaa/for-p...

Summary of the HI... https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html

• Electronic Protected Health Information. The HIPAA Privacy Rule protects the privacy of individually
identifiable health information, called protected health information (PHI), as explained in the Privacy
Rule and here - PDF - PDF. The Security Rule protects a subset of information covered by the Privacy
Rule, which is all individually identifiable health information a covered entity creates, receives, maintains
or transmits in electronic form. The Security Rule calls this information “electronic protected health
information” (e-PHI).3 The Security Rule does not apply to PHI transmitted orally or in writing.
General Rules

• The Security Rule requires covered entities to maintain reasonable and appropriate administrative,
technical, and physical safeguards for protecting e-PHI.
Specifically, covered entities must:
1. Ensure the confidentiality, integrity, and availability of all e-PHI they create, receive, maintain or
transmit;
2. Identify and protect against reasonably anticipated threats to the security or integrity of the
information;
3. Protect against reasonably anticipated, impermissible uses or disclosures; and
4. Ensure compliance by their workforce.4
The Security Rule defines “confidentiality” to mean that e-PHI is not available or disclosed to
unauthorized persons. The Security Rule's confidentiality requirements support the Privacy Rule's
prohibitions against improper uses and disclosures of PHI. The Security rule also promotes the two
additional goals of maintaining the integrity and availability of e-PHI. Under the Security Rule, “integrity”
means that e-PHI is not altered or destroyed in an unauthorized manner. “Availability” means that e-PHI
is accessible and usable on demand by an authorized person.5
HHS recognizes that covered entities range from the smallest provider to the largest, multi-state health
plan. Therefore the Security Rule is flexible and scalable to allow covered entities to analyze their own
needs and implement solutions appropriate for their specific environments. What is appropriate for a
particular covered entity will depend on the nature of the covered entity’s business, as well as the
covered entity’s size and resources.
Therefore, when a covered entity is deciding which security measures to use, the Rule does not dictate
those measures but requires the covered entity to consider:
- Its size, complexity, and capabilities,
- Its technical, hardware, and software infrastructure,
- The costs of security measures, and
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- The likelihood and possible impact of potential risks to e-PHI.6
Covered entities must review and modify their security measures to continue protecting e-PHI in a
changing environment.7
Risk Analysis and Management

• The Administrative Safeguards provisions in the Security Rule require covered entities to perform risk
analysis as part of their security management processes. The risk analysis and management provisions
of the Security Rule are addressed separately here because, by helping to determine which security
measures are reasonable and appropriate for a particular covered entity, risk analysis affects the
implementation of all of the safeguards contained in the Security Rule.
• A risk analysis process includes, but is not limited to, the following activities:
- Evaluate the likelihood and impact of potential risks to e-PHI;8
- Implement appropriate security measures to address the risks identified in the risk analysis;9
- Document the chosen security measures and, where required, the rationale for adopting those
measures;10 and
- Maintain continuous, reasonable, and appropriate security protections.11
Risk analysis should be an ongoing process, in which a covered entity regularly reviews its records to
track access to e-PHI and detect security incidents,12 periodically evaluates the effectiveness of security
measures put in place,13 and regularly reevaluates potential risks to e-PHI.14
Administrative Safeguards

• Security Management Process. As explained in the previous section, a covered entity must identify
and analyze potential risks to e-PHI, and it must implement security measures that reduce risks and
vulnerabilities to a reasonable and appropriate level.
• Security Personnel. A covered entity must designate a security official who is responsible for
developing and implementing its security policies and procedures.15
• Information Access Management. Consistent with the Privacy Rule standard limiting uses and
disclosures of PHI to the "minimum necessary," the Security Rule requires a covered entity to
implement policies and procedures for authorizing access to e-PHI only when such access is
appropriate based on the user or recipient's role (role-based access).16
• Workforce Training and Management. A covered entity must provide for appropriate authorization
and supervision of workforce members who work with e-PHI.17 A covered entity must train all workforce
members regarding its security policies and procedures,18 and must have and apply appropriate
sanctions against workforce members who violate its policies and procedures.19
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• Evaluation. A covered entity must perform a periodic assessment of how well its security policies and
procedures meet the requirements of the Security Rule.20
Physical Safeguards

• Facility Access and Control. A covered entity must limit physical access to its facilities while ensuring
that authorized access is allowed.21
• Workstation and Device Security. A covered entity must implement policies and procedures to specify
proper use of and access to workstations and electronic media.22 A covered entity also must have in
place policies and procedures regarding the transfer, removal, disposal, and re-use of electronic media,
to ensure appropriate protection of electronic protected health information (e-PHI).23
Technical Safeguards

• Access Control. A covered entity must implement technical policies and procedures that allow only
authorized persons to access electronic protected health information (e-PHI).24
• Audit Controls. A covered entity must implement hardware, software, and/or procedural mechanisms
to record and examine access and other activity in information systems that contain or use e-PHI.25
• Integrity Controls. A covered entity must implement policies and procedures to ensure that e-PHI is
not improperly altered or destroyed. Electronic measures must be put in place to confirm that e-PHI has
not been improperly altered or destroyed.26
• Transmission Security. A covered entity must implement technical security measures that guard
against unauthorized access to e-PHI that is being transmitted over an electronic network.27
Required and Addressable Implementation Specifications

• Covered entities are required to comply with every Security Rule "Standard." However, the Security
Rule categorizes certain implementation specifications within those standards as "addressable," while
others are "required." The "required" implementation specifications must be implemented. The
"addressable" designation does not mean that an implementation specification is optional. However, it
permits covered entities to determine whether the addressable implementation specification is
reasonable and appropriate for that covered entity. If it is not, the Security Rule allows the covered
entity to adopt an alternative measure that achieves the purpose of the standard, if the alternative
measure is reasonable and appropriate.28
Organizational Requirements

• Covered Entity Responsibilities. If a covered entity knows of an activity or practice of the business
associate that constitutes a material breach or violation of the business associate’s obligation, the
covered entity must take reasonable steps to cure the breach or end the violation.29 Violations include
the failure to implement safeguards that reasonably and appropriately protect e-PHI.
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• Business Associate Contracts. HHS developed regulations relating to business associate obligations
and business associate contracts under the HITECH Act of 2009.
Policies and Procedures and Documentation Requirements

• A covered entity must adopt reasonable and appropriate policies and procedures to comply with the
provisions of the Security Rule. A covered entity must maintain, until six years after the later of the date
of their creation or last effective date, written security policies and procedures and written records of
required actions, activities or assessments.30
• Updates. A covered entity must periodically review and update its documentation in response to
environmental or organizational changes that affect the security of electronic protected health
information (e-PHI).31
State Law

• Preemption. In general, State laws that are contrary to the HIPAA regulations are preempted by the
federal requirements, which means that the federal requirements will apply.32 “Contrary” means that it
would be impossible for a covered entity to comply with both the State and federal requirements, or that
the provision of State law is an obstacle to accomplishing the full purposes and objectives of the
Administrative Simplification provisions of HIPAA.33
Enforcement and Penalties for Noncompliance

• Compliance. The Security Rule establishes a set of national standards for confidentiality, integrity and
availability of e-PHI. The Department of Health and Human Services (HHS), Office for Civil Rights
(OCR) is responsible for administering and enforcing these standards, in concert with its enforcement of
the Privacy Rule, and may conduct complaint investigations and compliance reviews.
• Learn more about enforcement and penalties in the Privacy Rule Summary - PDF - PDF and on OCR's
Enforcement Rule page.
Compliance Dates

• Compliance Schedule. All covered entities, except “small health plans,” must have been compliant
with the Security Rule by April 20, 2005. Small health plans had until April 20, 2006 to comply.
Copies of the Rule and Related Materials

• See our Combined Regulation Text of All Rules section of our site for the full suite of
HIPAA Administrative Simplification Regulations and HIPAA for Professionals for additional guidance
material.
End Notes
[1]Pub. L. 104-191.

[2] 68 FR 8334.
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[3] 45 C.F.R. § 160.103.

[4] 45 C.F.R. § 164.306(a).

[5] 45 C.F.R. § 164.304.

[6] 45 C.F.R. § 164.306(b)(2).

[7] 45 C.F.R. § 164.306(e).

[8] 45 C.F.R. § 164.306(b)(iv).

[9] 45 C.F.R. § 164.308(a)(1)(ii)(B).

[10] 45 C.F.R. § 164.306(d)(3)(ii)(B)(1); 45 C.F.R. § 164.316(b)(1).

[11] 45 C.F.R. § 164.306(e).

[12] 45 C.F.R. § 164.308(a)(1)(ii)(D).

[13] 45 C.F.R. § 164.306(e); 45 C.F.R. § 164.308(a)(8).

[14] 45 C.F.R. § 164.306(b)(2)(iv); 45 C.F.R. § 164.306(e).

[15] 45 C.F.R. § 164.308(a)(2).

[16] 45 C.F.R. § 164.308(a)(4)(i).

[17] 45 C.F.R. § 164.308(a)(3) & (4).

[18] 45 C.F.R. § 164.308(a)(5)(i).

[19] 45 C.F.R. § 164..308(a)(1)(ii)(C).

[20] 45 C.F.R. § 164.308(a)(8).

[21] 45 C.F.R. § 164.310(a).

[22] 45 C.F.R. §§ 164.310(b) & (c).

[23] 45 C.F.R. § 164.310(d).

[24] 45 C.F.R. § 164.312(a).

[25] 45 C.F.R. § 164.312(b).

[26] 45 C.F.R. § 164.312(c).

[27] 45 C.F.R. § 164.312(e).
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[28] 45 C.F.R. § 164.306(d).

[29] 45 C.F.R. § 164.314(a)(1).

[30] 45 C.F.R. § 164.316.

[31] 45 C.F.R. § 164.316(b)(2)(iii).

[32] 45 C.F.R. § 160.203.

[33] 45 C.F.R. § 160.202.
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Financial Services Modernization Act
Gramm-Leach-Bliley
Summary of Provisions
TITLE I -- FACILITATING AFFILIATION AMONG BANKS, SECURITIES
FIRMS, AND INSURANCE COMPANIES
● Repeals the restrictions on banks affiliating with securities firms contained in
sections 20 and 32 of the Glass-Steagall Act.
● Creates a new "financial holding company" under section 4 of the Bank Holding
Company Act. Such holding company can engage in a statutorily provided list of
financial activities, including insurance and securities underwriting and agency
activities, merchant banking and insurance company portfolio investment activities.
Activities that are "complementary" to financial activities also are authorized. The
nonfinancial activities of firms predominantly engaged in financial activities (at least
85% financial) are grandfathered for at least 10 years, with a possibility for a five
year extension.
● The Federal Reserve may not permit a company to form a financial holding
company if any of its insured depository institution subsidiaries are not well
capitalized and well managed, or did not receive at least a satisfactory rating in their
most recent CRA exam.
● If any insured depository institution or insured depository institution affiliate of a
financial holding company received less than a satisfactory rating in its most recent
CRA exam, the appropriate Federal banking agency may not approve any additional
new activities or acquisitions under the authorities granted under the Act.
● Provides for State regulation of insurance, subject to a standard that no State may
discriminate against persons affiliated with a bank.
● Provides that bank holding companies organized as a mutual holding companies will
be regulated on terms comparable to other bank holding companies.
● Lifts some restrictions governing nonbank banks.
● Provides for a study of the use of subordinated debt to protect the financial system
and deposit funds from "too big to fail" institutions and a study on the effect of
financial modernization on the accessibility of small business and farm loans.
● Streamlines bank holding company supervision by clarifying the regulatory roles of
the Federal Reserve as the umbrella holding company supervisor, and the State and
other Federal financial regulators which ‘functionally' regulate various affiliates.
● Provides for Federal bank regulators to prescribe prudential safeguards for bank

●
●

●

●

●

organizations engaging in new financial activities.
Prohibits FDIC assistance to affiliates and subsidiaries of banks and thrifts.
Allows a national bank to engage in new financial activities in a financial subsidiary,
except for insurance underwriting, merchant banking, insurance company portfolio
investments, real estate development and real estate investment, so long as the
aggregate assets of all financial subsidiaries do not exceed 45% of the parent bank's
assets or $50 billion, whichever is less. To take advantage of the new activities
through a financial subsidiary, the national bank must be well capitalized and well
managed. In addition, the top 100 banks are required to have an issue of outstanding
subordinated debt. Merchant banking activities may be approved as a permissible
activity beginning 5 years after the date of enactment of the Act.
Ensures that appropriate anti-trust review is conducted for new financial
combinations allowed under the Act.
Provides for national treatment for foreign banks wanting to engage in the new
financial activities authorized under the Act.
Allows national banks to underwrite municipal revenue bonds

TITLE II -- FUNCTIONAL REGULATION
● Amends the Federal securities laws to incorporate functional regulation of bank
securities activities.
● The broad exemptions banks have from broker-dealer regulation would be replaced
by more limited exemptions designed to permit banks to continue their current
activities and to develop new products.
● Provides for limited exemptions from broker-dealer registration for transactions in
the following areas: trust, safekeeping, custodian, shareholder and employee benefit
plans, sweep accounts, private placements (under certain conditions), and third party
networking arrangements to offer brokerage services to bank customers, among
others.
● Allows banks to continue to be active participants in the derivatives business for all
credit and equity swaps (other than equity swaps to retail customers).
● Provides for a "jump ball" rulemaking and resolution process between the SEC and
the Federal Reserve regarding new hybrid products.
● Amends the Investment Company Act to address potential conflicts of interest in the
mutual fund business and amendments to the Investment Advisers Act to require
banks that advise mutual funds to register as investment advisers.
TITLE III -- INSURANCE
● Provides for the functional regulation of insurance activities.
● Establishes which insurance products banks and bank subsidiaries may provide as
principal.
● Prohibits national banks not currently engaged in underwriting or sale of title
insurance from commencing that activity. However, sales activities by banks are
permitted in States that specifically authorize such sales for State banks, but only on

●

●

●
●

●
●

the same conditions. National bank subsidiaries are permitted to sell all types of
insurance including title insurance. Affiliates may underwrite or sell all types of
insurance including title insurance.
State insurance and Federal regulators may seek an expedited judicial review of
disputes with equalized deference.
The Federal banking agencies are directed to establish consumer protections
governing bank insurance sales.
Preempts state laws interfering with affiliations.
Provides for interagency consultation and confidential sharing of information
between the Federal Reserve Board and State insurance regulators.
Allows mutual insurance companies to re-domesticate.
Allows multi-state insurance agency licensing.

TITLE IV -- UNITARY SAVINGS AND LOAN HOLDING COMPANIES
● De novo unitary thrift holding company applications received by the Office of Thrift
Supervision after May 4, 1999, shall not be approved.
● Existing unitary thrift holding companies may only be sold to financial companies.
TITLE V -- PRIVACY
● Requires clear disclosure by all financial institutions of their privacy policy
regarding the sharing of non-public personal information with both affiliates and
third parties.
● Requires a notice to consumers and an opportunity to "opt-out" of sharing of
non-public personal information with nonaffiliated third parties subject to certain
limited exceptions.
● Addresses a potential imbalance between the treatment of large financial services
conglomerates and small banks by including an exception, subject to strict controls,
for joint marketing arrangements between financial institutions.
● Clarifies that the disclosure of a financial institution's privacy policy is required to
take place at the time of establishing a customer relationship with a consumer and
not less than annually during the continuation of such relationship.
● Provides for a separate rather than joint rulemaking to carry out the purposes of the
subtitle; the relevant agencies are directed, however, to consult and coordinate with
one another for purposes of assuring to the maximum extent possible that the
regulations that each prescribes are consistent and comparable with those prescribed
by the other agencies.
● Allows the functional regulators sufficient flexibility to prescribe necessary
exceptions and clarifications to the prohibitions and requirements of section 502.
● Clarifies that the remedies described in section 505 are the exclusive remedies for
violations of the subtitle.
● Clarifies that nothing in this title is intended to modify, limit, or supersede the
operation of the Fair Credit Reporting Act.

●

●

●

Extends the time period for completion of a study on financial institutions'
information-sharing practices from 6 to 18 months from date of enactment.
Requires that rules for the disclosure of institutions' privacy policies must be issued
by regulators within 6 months of the date of enactment. The rules will become
effective 6 months after they are required to be prescribed unless the regulators
specify a later date.
Assigns authority for enforcing the subtitle's provisions to the Federal Trade
Commission and the Federal banking agencies, the National Credit Union
Administration, the Securities and Exchange Commission, according to their
respective jurisdictions, and provides for enforcement of the subtitle by the States.

TITLE VI -- FEDERAL HOME LOAN BANK SYSTEM MODERNIZATION
● Banks with less than $500 million in assets may use long-term advances for loans to
small businesses, small farms and small agri-businesses.
● A new, permanent capital structure for the Federal Home Loan Banks is established.
Two classes of stock are authorized, redeemable on 6-months and 5-years notice.
Federal Home Loan Banks must meet a 5% leverage minimum tied to total capital
and a risk-based requirement tied to permanent capital
● Equalizes the stock purchase requirements for banks and thrifts.
● Voluntary membership for Federal savings associations takes effect six months after
enactment.
● The current annual $300 million funding formula for the REFCORP obligations of
the Federal Home Loan Banks is changed to 20% of annual net earnings.
● Governance of the Federal Home Loan Banks is decentralized from the Federal
Housing Finance Board to the individual Federal Home Loan Banks. Changes
include the election of chairperson and vice chairperson of each Federal Home Loan
Bank by its directors rather than the Finance Board, and a statutory limit on Federal
Home Loan Bank directors' compensation.
TITLE VII -- OTHER PROVISIONS
● Requires ATM operators who impose a fee for use of an ATM by a non-customer to
post a notice on the machine that a fee will be charged and on the screen that a fee
will be charged and the amount of the fee. This notice must be posted before the
consumer is irrevocably committed to completing the transaction. A paper notice
issued from the machine may be used in lieu of a posting on the screen. No
surcharge may be imposed unless the notices are made and the consumer elects to
proceed with the transaction. Provision is made for those older machines that are
unable to provide the notices required. Requires a notice when ATM cards are
issued that surcharges may be imposed by other parties when transactions are
initiated from ATMs not operated by the card issuer. Exempts ATM operators from
liability if properly placed notices on the machines are subsequently removed,
damaged, or altered by anyone other than the ATM operator.
● Clarifies that nothing in the act repeals any provision of the CRA.
● Requires full public disclosure of all CRA agreements.

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●

Requires each bank and each non-bank party to a CRA agreement to make a public
report each year on how the money and other resources involved in the agreement
were used.
Grants regulatory relief regarding the frequency of CRA exams to small banks and
savings and loans (those with no more than $250 million in assets). Small
institutions having received an outstanding rating at their most recent CRA exam
shall not receive a routine CRA exam more often than once each 5 years. Small
institutions having received a satisfactory rating at their most recent CRA exam shall
not receive a routine CRA exam more often than once each 4 years.
Directs the Federal Reserve Board to conduct a study of the default rates,
delinquency rates, and profitability of CRA loans.
Directs the Treasury, in consultation with the bank regulators, to study the extent to
which adequate services are being provided as intended by the CRA.
Requires a GAO study of possible revisions to S corporation rules that may be
helpful to small banks.
Requires Federal banking regulators to use plain language in their rules published
after January 1, 2000.
Allows Federal savings associations converting to national or State bank charters to
retain the term "Federal" in their names.
Allows one or more thrifts to own a banker's bank.
Provides for technical assistance to miccroenterprises (meaning businesses with
fewer than 5 employees that lack access to conventional loans, equity, or other
banking services). This program will be administered by the Small Business
Administration.
Requires annual independent audits of the financial statements of each Federal
Reserve bank and the Board of Governors of the Federal Reserve System.
Authorizes information sharing among the Federal Reserve Board and Federal or
State authorities.
Requires a GAO study analyzing the conflict of interest faced by the Board of
Governors of the Federal Reserve System between its role as a primary regulator of
the banking industry and its role as a vendor of services to the banking and financial
services industry.
Requires the Federal banking agencies to conduct a study of banking regulations
regarding the delivery of financial services, and recommendations on adapting those
rules to online banking and lending activities.
Protects FDIC resources by restricting claims for the return of assets transferred
from a holding company to an insolvent subsidiary bank.
Provides relief to out-of-State banks generally by allowing them to charge interest
rates in certain host states that are no higher than rates in their home states.
Allows foreign banks generally to establish and operate Federal branches or
agencies with the approval of the Federal Reserve Board and the appropriate
banking regulator if the branch has been in operation since September 29, 1994 or

●

●

●

●

●

the applicable period under appropriate State law.
Expresses the sense of the Congress that individuals offering financial advice and
products should offer such services and products in a nondiscriminatory,
nongender-specific manner.
Permits the Chairman of the Federal Reserve Board and the Chairman of the
Securities and Exchange Commission to substitute designees to serve on the
Emergency Oil and Gas Guarantee Loan Guarantee Board and the Emergency Steel
Loan Guarantee Board.
Repeals section 11(m) of the Federal Reserve Act, removing the stock collateral
restriction on the amount of a loan made by a State bank member of the Federal
Reserve System.
Allows the FDIC to reverse an accounting entry designating about $1 billion of
SAIF dollars to a SAIF special reserve, which would not otherwise be available to
the FDIC unless the SAIF designated reserve ratio declines by about 50% and would
be expected to remain at that level for more than one year.
Allow directors serving on the boards of public utility companies to also serve on
the boards of banks.
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Sarbanes Oxley Act Summary of Major Sections
Tens of thousands of companies face the task of ensuring their accounting operations are in compliance
with the Sarbanes Oxley Act. Auditing departments typically first have a comprehensive external audit by

Software for SOX

a Sarbanes-Oxley compliance specialist performed to identify areas of risk. Next, specialized software is
installed that provides the "electronic paper trails" necessary to ensure Sarbanes-Oxley compliance.

ERP Software Quotes

The summary highlights of the most important Sarbanes-Oxley sections for compliance are listed below.
Note that certification and specific public actions are required by companies to remain in SOX compliance.

SOX Act of 2002

SOX Section 302 - Corporate Responsibility for Financial Reports
a) CEO and CFO must review all financial reports.

SOX Act Summary
SOX Section 302

b) Financial report does not contain any misrepresentations.
c) Information in the financial report is "fairly presented".
d) CEO and CFO are responsible for the internal accounting controls.

SOX Section 401
SOX Section 404

e) CEO and CFO must report any deficiencies in internal accounting controls, or any fraud involving the
management of the audit committee.
f) CEO and CFO must indicate any material changes in internal accounting controls.

SOX Section 409
SOX Section 806
SOX Section 902
SOX Section 906

SOX Compliance
SOX Checklist
SOX Certification
SOX Audits

AdChoices

SOX Section 401: Disclosures in Periodic Reports

Audit Checklist
Sox

All financial statements and their requirement to be accurate and presented in a manner that does not
contain incorrect statements or admit to state material information. Such financial statements should also
include all material off-balance sheet liabilities, obligations, and transactions.
SOX Section 404: Management Assessment of Internal Controls
All annual financial reports must include an Internal Control Report stating that management is
responsible for an "adequate" internal control structure, and an assessment by management of the
effectiveness of the control structure. Any shortcomings in these controls must also be reported. In
addition, registered external auditors must attest to the accuracy of the company management�s
assertion that internal accounting controls are in place, operational and effective.
SOX Section 409 - Real Time Issuer Disclosures
Companies are required to disclose on a almost real-time basis information concerning material changes
in its financial condition or operations.
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SOX Section 806 - Protection for Employees of Publicly Traded Companies Who Provide
Evidence of Fraud
This section deals with whistleblower protection
SOX Section 902 - Attempts & Conspiracies to Commit Fraud Offenses
It is a crime for any person to corruptly alter, destroy, mutilate, or conceal any document with the intent
to impair the object's integrity or availability for use in an official proceeding.
SOX Section 906 - Corporate Responsibility for Financial Reports
Section 906 addresses criminal penalties for certifying a misleading or fraudulent financial report. Under
SOX 906, penalties can be upwards of $5 million in fines and 20 years in prison.
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Statement on Standards for Attestation Engagements (SSAE) No. 16, Reporting on Controls at a

Service Auditors Reports

Service Organization, was finalized by the Auditing Standards Board of the American Institute of

Benefits to Service Organizations

Certified Public Accountants (AICPA) in January 2010. SSAE 16 effectively replaces SAS 70 as
the authoritative guidance for reporting on service organizations. SSAE 16 was formally issued
in April 2010 and became effective on June 15, 2011. You can order a copy of SSAE 16 from the

SSAE 16 History
Benefits to User Organizations

AICPA's online store at http://www.cpa2biz.com - publication number 023035.
SSAE 16 was drafted with the intention and purpose of updating the US service organization
reporting standard so that it mirrors and complies with the new international service organization
reporting standard – ISAE 3402. SSAE 16 also establishes a new Attestation Standard called AT
801 which contains guidance for performing the service auditor's examination.
Many service organizations that previously had a SAS 70 service auditor’s examination (“SAS 70
audit”) performed converted to the new standard in 2011 and now have a SSAE 16 report instead also referred to as a Service Organization Controls (SOC) 1 report.

LATEST NEWS
October 1, 2013
New AICPA SOC 1 Guide - Now
Available
The AICPA has updated and issued the
SOC 1 Guide book "Service
Organizations - Reporting on Controls at
a Service Organization Relevant to User

Additional information on SSAE 16 and Service Organization Control reports can be viewed at the
AICPA's new web page (http://www.aicpa.org/soc).

Entities' Internal Control Over Financial
Reporting" as of May 1, 2013. The book
is available from the AICPA at
www.cpa2biz.com (publication
AAGASO13P)
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Payment Card Industry (PCI)

Data Security Standard

Summary of Changes from
PCI DSS Version 3.1 to 3.2
April 2016

Introduction
This document provides a summary of changes from PCI DSS v3.1 to PCI DSS v3.2. Table 1 provides an
overview of the types of changes. Table 2 summarizes the material changes found in PCI DSS v3.2.

Table 1: Change Types
1

Change Type

Definition

Clarification

Clarifies intent of requirement. Ensures that concise wording in the standard portrays the
desired intent of requirements.

Additional
guidance

Explanation, definition and/or instruction to increase understanding or provide further
information or guidance on a particular topic.

Evolving
Requirement

Changes to ensure that the standards are up to date with emerging threats and changes in
the market.
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Table 2: Summary of Changes
Section
Change
PCI DSS v3.1

Type1

PCI DSS v3.2

All

All

Addressed minor typographical errors
(grammar, punctuation, formatting, etc.) and
incorporated minor updates for readability
throughout the document.

Clarification

Relationship
between PCI DSS
and PA-DSS

Relationship
between PCI DSS
and PA-DSS

Added guidance that security threats are
constantly evolving, and payment applications
that are not supported by the vendor may not
offer the same level of security as supported
version.

Additional
guidance

Scope of PCI DSS
Requirements

Scope of PCI DSS
Requirements

Clarified that backup/recovery sites need to be
considered when confirming PCI DSS scope.

Clarification

Best Practices for
Implementing PCI
DSS into Businessas-Usual Processes

Best Practices for
Implementing PCI
DSS into Businessas-Usual Processes

Updated Note to clarify that some business-asusual principles may be requirements for certain
entities, such as those defined in the Designated
Entities Supplemental Validation (Appendix A3).

Clarification

PCI DSS Versions

New section to describe how this version of PCI
DSS impacts the previously-effective version.

Additional
guidance

General

General

Removed examples of “strong” or “secure”
protocols from a number of requirements, as
these may change at any time.

Clarification

General

General

Moved examples from a number of
requirements and/or testing procedures to the
Guidance column, and added guidance where
appropriate.

Clarification

General

General

Changed “passwords/phrases” to
“passwords/passphrases” in a number of
requirements for consistency.

Clarification

General

General

Clarified correct term is multi-factor
authentication, rather than two-factor
authentication, as two or more factors may be
used.

Clarification

General

General

Removed notes from requirements referring to
an effective date of July 1, 2015, as these are
now effective. Affected requirements are 6.5.10,
8.5.1, 9.9, 11.3, and 12.9.

Clarification

1.1.6

1.1.6

Clarified that approval of business use is
included in the justification.
Removed examples of “insecure” protocols as
these may change in accordance with industry
standards.

Clarification

Requirements

Summary of Changes from PCI DSS Version 3.1 to 3.2
Payment Card Industry (PCI) Data Security Standard
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Section
PCI DSS v3.1

Change

Type1

PCI DSS v3.2

1.2.1

1.2.1

Added guidance to clarify intent of requirement.

Clarification

1.3

1.3

Added guidance to clarify intent of requirement.

Clarification

Removed requirement as intent is addressed via
other requirements in 1.2 and 1.3.

Clarification

1.3.3
1.3.4 – 1.3.8

1.3.3 – 1.3.7

Renumbered due to removal of former
Requirement 1.3.3.

Clarification

1.3.6

1.3.5

Updated to clarify intent of requirement rather
than use of a particular type of technology.

Clarification

1.4

1.4

Increased flexibility by including or equivalent
functionality as alternative to personal firewall
software.
Clarified requirement applies to all portable
computing devices that connect to the Internet
when outside the network and that also access
the CDE.

Clarification

2.1

2.1

Clarified requirement applies to payment
applications.

Clarification

2.2.3

2.2.3

Removed note and testing procedures regarding
removal of SSL/early TLS and moved to new
Appendix A2.

Clarification

2.3

2.3

Removed note and testing procedures regarding
removal of SSL/early TLS and moved to new
Appendix A2.
Removed reference to “web-based
management” as requirement already specifies
“all non-console administrative access”, which
by definition includes any web-based access.

Clarification

3.3

3.3

Updated requirement to clarify that any displays
of PAN greater than the first six/last four digits of
the PAN requires a legitimate business need.
Added guidance on common masking
scenarios.

Evolving
Requirement

3.4.d

3.4.d

Updated testing procedure to clarify the
examination of audit logs includes payment
application logs.

Clarification

3.4.1

3.4.1

Added note to requirement to clarify the
requirement applies in addition to all other PCI
DSS encryption and key management
requirements.

Clarification
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Section
Change
PCI DSS v3.1

Type1

PCI DSS v3.2
3.5.1

New requirement for service providers to
maintain a documented description of the
cryptographic architecture.
Effective February 1, 2018

Evolving
Requirement

3.5.1 – 3.5.3

3.5.2 – 3.5.4

Renumbered due to addition of new
Requirement 3.5.1.

Clarification

3.6.1.b

3.6.1.b

Updated testing procedure language to clarify
testing involves observation of procedures
rather than key-generation method itself, as this
should not be observable. Added guidance
referring to Glossary definition for
“Cryptographic Key Generation”

Clarification

4.1

4.1

Removed note and testing procedures regarding
removal of SSL/early TLS and moved to new
Appendix A2.

Clarification

6.2

6.2

Added clarification to Guidance column that
requirement to patch all software includes
payment applications.

Clarification

6.4.4

6.4.4

Updated requirement to align with testing
procedure.

Clarification

6.4.5

6.4.5

Clarified that change control processes are not
limited to patches and software modifications.

Clarification

6.4.6

New requirement for change control processes
to include verification of PCI DSS requirements
impacted by a change.
Effective February 1, 2018

Evolving
Requirement

6.5

6.5

Clarified that training for developers must be up
to date and occur at least annually.

Clarification

6.5.a – 6.5.d

6.5.a – 6.5.c

Removed Testing Procedure 6.5.b and
renumbered remaining testing procedures to
accommodate.

Clarification

7.2

7.2

Updated requirement, testing procedures and
Guidance column to clarify that one or more
access control systems may be used.

Clarification

Requirement 8

Requirement 8

Added note to Requirement 8 introduction that
the authentication requirements do not apply to
accounts used by consumers (e.g. cardholders).

Clarification

8.1.5

8.1.5

Clarified requirement intended for all third
parties with remote access, rather than only
vendors.

Clarification
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Section
Change
PCI DSS v3.1

Type1

PCI DSS v3.2

8.2.3

8.2.3

Updated Guidance column to reflect changing
industry standards.

Clarification

8.3

8.3

Clarified correct term is multi-factor
authentication rather than two-factor
authentication, as two or more factors may be
used.

Clarification

8.3

8.3, 8.3.1, 8.3.2

Expanded Requirement 8.3 into subrequirements, to require multi-factor
authentication for all personnel with non-console
administrative access, and all personnel with
remote access to the CDE.
New Requirement 8.3.2 addresses multi-factor
authentication for all personnel with remote
access to the CDE (incorporates former
Requirement 8.3).
New Requirement 8.3.1 addresses multi-factor
authentication for all personnel with non-console
administrative access to the CDE.
Requirement 8.3.1 effective February 1, 2018

Evolving
Requirement

9.1.1

9.1.1

Clarified that either video cameras or access
controls mechanisms, or both, may be used.

Clarification

9.5.1.a – 9.5.1.b

9.5.1

Combined testing procedures to clarify that
assessor verifies the storage location is
reviewed at least annually.

Clarification

10.8, 10.8.1

New requirement for service providers to detect
and report on failures of critical security control
systems.
Effective February 1, 2018

Evolving
Requirement

10.8

10.9

Renumbered due to addition of new
Requirement 10.8.

Clarification

11.2.1

11.2.1

Clarified that all “high risk” vulnerabilities must
be addressed in accordance with the entity’s
vulnerability ranking (as defined in Requirement
6.1), and verified by rescans.

Clarification

11.3.4

11.3.4

Added Testing Procedure 11.3.4.c to confirm
penetration test is performed by a qualified
internal resource or qualified external third party.

Clarification

11.3.4.1

New requirement for service providers to
perform penetration testing on segmentation
controls at least every six months.
Effective February 1, 2018

Evolving
Requirement
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Section
PCI DSS v3.1

Change

Type1

PCI DSS v3.2

11.5.a

11.5.a

Removed “within the cardholder data
environment” from testing procedure for
consistency with requirement, as requirement
may apply to critical systems located outside the
designated CDE.

Clarification

12.3.3

12.3.3

Reformatted testing procedure for clarity.

Clarification

12.4

New requirement for service providers’
executive management to establish
responsibilities for the protection of cardholder data
and a PCI DSS compliance program.
Effective February 1, 2018

Evolving
Requirement

12.4

12.4.1

Renumbered due to addition of new
Requirement 12.4.

Clarification

12.6

12.6

Clarified intent of security awareness program is
to ensure personnel are aware of the cardholder
data security policy and procedures.

Clarification

12.8.1

12.8.1

Clarified that the list of service providers
includes a description of the service provided.

Clarification

12.8.2

12.8.2

Added guidance that service provider
responsibility will depend on the particular
service being provided and the agreement
between the two parties.

12.10.2

12.10.2

Clarified that review of the incident response
plan encompasses all elements listed in
Requirement 12.10.1.

Clarification

12.11, 12.11.1

New requirement for service providers to
perform reviews at least quarterly, to confirm
personnel are following security policies and
operational procedures.
Effective February 1, 2018

Evolving
Requirement

Appendix A1

Renumbered Appendix “Additional PCI DSS
Requirements for Shared Hosting Providers”
due to inclusion of new appendices.

Clarification

Appendix A2

New Appendix with additional requirements for
entities using SSL/early TLS, incorporating new
migration deadlines for removal of SSL/early
TLS.

Clarification

Appendix A3

New Appendix to incorporate the “Designated
Entities Supplemental Validation” (DESV), which
was previously a separate document.

Clarification

Appendix A
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Skyhigh Security Cloud
Data Security for the Cloud Era
Skyhigh Security Cloud™ protects data where it lives today, with a solution that
was built natively in the cloud, for the cloud. It’s cloud-native data security.

Identify
Gain complete visibility into data,
context, and user behavior across all
cloud services, users, and devices.

Control
Take real-time action deep within
cloud services to correct policy
incidents and stop security threats.

Protect
Apply persistent protection to
sensitive information wherever it
goes inside or outside the cloud.

Key Use Cases
Enforce data loss prevention (DLP)
policies across data in the cloud

Prevent unauthorized sharing of
sensitive data to the wrong people

Block sync/download of corporate
data to personal devices

Detect compromised accounts,
insider threats, and malware

Encrypt cloud data with keys that
only you can access

Audit and tighten the security
settings of cloud services

Platform
Unified Policy Engine
Applies unified policies to all cloud services across data at
rest and in transit. Leverage policy templates, import policies
from existing solutions, or create new ones.
Policy Creation Wizard
Define customized policies using rules connected by
Boolean logic, exceptions, and multi-tier remediation based
on incident severity.

Pre-Built Policy Templates
Delivers out-of-the-box policy templates based on business
requirement, compliance regulation, industry, cloud service,
and third-party benchmark.

Guided Learning
Provides human input to machine learning models with
real-time preview showing the impact of a sensitivity change
on anomalies detected by the system.

Identify
Content Analytics
Leverages keywords, pre-defined alphanumeric patterns,
regular expressions, file metadata, document fingerprints,
and database fingerprints to identify sensitive data.
Collaboration Analytics
Detects granular viewer, editor, and owner permissions on
files and folders shared to individual users, everyone in the
organization, or anyone with a link.
Access Analytics
Understands access context including device operating
system, device management status, location, and corporate/
personal accounts.
Security Configuration Audit
Discovers current cloud application or infrastructure security
settings and suggests modifications to improve security
based on industry best practices.
Cloud Usage Analytics
Summarizes cloud usage including cloud services in use by a
user, data volumes, upload count, access count, and allowed/
denied activity over time.

Cloud Registry
Provides the world’s largest and most accurate registry of
cloud services with a 1-10 CloudTrust Rating based on a
261-point risk assessment.
Privacy Guard
Leverages an irreversible one-way process to tokenize
user identifying information on premises and obfuscate
enterprise identity.
AI-Driven Activity Mapper
Leverages artificial intelligence to understand apps and
map user actions to a uniform set of activities, enabling
standardized monitoring and controls across apps.
User Behavior Analytics
Automatically builds a self-learning model based on multiple
heuristics and identifies patterns of activity indicative of
user threats.

Account Compromise Detection
Analyzes login attempts to identify impossible crossregion access, brute-force attacks, and untrusted locations
indicative of compromised accounts.

Cloud Activity Monitoring
Captures a comprehensive audit trail of all user and
administrator activities to support post-incident
investigations and forensics.

Autonomous Remediation
Coaches users to correct policy incidents, and once
corrected, automatically resolves incident alerts to reduce
manual review of incidents.

Insider Threat Detection
Leverages machine learning to detect activity signaling
negligent and malicious behavior including insiders stealing
sensitive data.

In-App Coaching
Coaches users in real time within the native email,
messaging, and collaboration application where the
incident occurred.

Privileged User Analytics
Identifies excessive user permissions, inactive accounts,
inappropriate access, and unwarranted escalation of
privileges and user provisioning.
Malware Detection
Identifies known signatures, sandboxes suspicious files, and
detects behavior indicative of malware exfiltrating data via
cloud services and ransomware.

Policy Incident Management
Offers a unified interface to review incidents, take manual
action, and rollback an automatic remediation action to
restore a file and its permissions.

Control
Multi-Tier Response
Define policies with multiple levels of severity and
enforce distinct response actions based on the severity
level of the incident.
Quarantine
Isolate files that trigger policies in a secure administrative
location within the cloud service where it was found.
Skyhigh never stores quarantined files.
Removal
Permanently removes data from cloud services that
violate policy to comply with compliance regulations
and neutralize malware.
Collaboration Control
Downgrades file and folder permissions for specified
users to editor or viewer, removes permissions, and
revokes shared links.
Contextual Access Control
Enforces coarse allow/block access based on service-level
risk and granular activity-level controls to prevent upload
and download of data.
Adaptive Authentication
Forces additional authentication steps in real-time via
integration with identity management solutions based
on access control policies.

Match Highlighting
Displays an excerpt with content that triggered a policy
incident. Enterprises, not Skyhigh, store excerpts, meeting
stringent privacy requirements.

Protect
Encryption
Protects sensitive data with peer-reviewed, functionpreserving encryption schemes using enterprise-controlled
keys for structured and unstructured data.
Tokenization
Replaces sensitive data with a token that cannot be reversed
to the original clear text value, meeting strict data residency
requirements.
Information Rights Management
Applies rights management protection to files uploaded to
or downloaded from cloud services, ensuring sensitive data
is protected anywhere.

Integration
Skyhigh integrates with your existing security solutions including the leading vendors in:
Data loss prevention (DLP)

Key management service (KMS)

Security information and event management (SIEM)

Access management (IDaaS)

Secure web gateway (SWG)

Information rights management (IRM)

Next generation firewall (NGFW)

Enterprise mobility management (EMM/MDM)
Directory services (LDAP)

Architecture
Sky Link
Lightning Link
Sky Gateway
Restricted Mode
Sky Gateway
Universal Mode
Sky Gateway
Email Mode

Ground Link

Sky Gateway

Sky Link

Enforces policies inline for data in motion in real time.

Connects to cloud service APIs to gain visibility into data and
user activity, and enforce policies across data uploaded or
shared in near real time and data at rest.

	Email Mode
Leverages the native mail flow to enforce policies across
all messages sent by a cloud email service inline or in
passive monitoring mode.
	Universal Mode
Sits inline between the user and cloud service and steers
traffic after authentication to cover all users and all
devices, without agents.
	Restricted Mode
Sits inline between the user and cloud service and steers
traffic via network routing and agents to cover on-network
and managed devices.

Lightning Link
Establishes a direct out-of-band connection to cloud services
to enforce policies in real time with comprehensive data,
user, and device coverage.
Ground Link
Brokers the connection between Skyhigh and on-premises
LDAP directory services, DLP solutions, proxies, firewalls,
and key management services.

1.866.727.8383 | skyhighnetworks.com
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AND ON THE SUITABILITY OF THE DESIGN AND OPERATING
EFFECTIVENESS OF CONTROLS
Pursuant to Statement on Standards for Attestation Engagements No. 18
(SSAE 18) Type 2 & ISAE 3402

October 1, 2020 to September 30, 2021

Table of Contents
SECTION 1 ASSERTION OF CYRUSONE, LLC’S MANAGEMENT ........................................ 1
SECTION 2 INDEPENDENT SERVICE AUDITOR’S REPORT ................................................ 4
SECTION 3 DESCRIPTION OF CYRUSONE, LLC’S MANAGED SERVICES SYSTEM ......... 7
OVERVIEW OF OPERATIONS............................................................................................... 8
Company Background ......................................................................................................... 8
Description of Services Provided ......................................................................................... 8
Boundaries of the System ...................................................................................................22
Subservice Organizations ...................................................................................................22
Significant Changes Since the Last Review ........................................................................23
CONTROL ENVIRONMENT ..................................................................................................23
Integrity and Ethical Values ................................................................................................23
Commitment to Competence ..............................................................................................23
Management’s Philosophy and Operating Style..................................................................24
Organizational Structure and Assignment of Authority and Responsibility ..........................24
HR Policies and Practices ..................................................................................................24
RISK ASSESSMENT .............................................................................................................25
CONTROL OBJECTIVE AND RELATED CONTROL ACTIVITIES .........................................25
Integration with Risk Assessment .......................................................................................25
Selection and Development of Control Activities Specified by the Service Organization .....25
MONITORING .......................................................................................................................25
On-Going Monitoring ..........................................................................................................26
INFORMATION AND COMMUNICATION SYSTEMS ............................................................26
Information Systems ...........................................................................................................26
Communication Systems ....................................................................................................27
COMPLEMENTARY USER ENTITY CONTROLS ..................................................................28
SECTION 4 DESCRIPTION OF CYRUSONE, LLC’S CONTROL OBJECTIVES AND
RELATED CONTROLS, AND INDEPENDENT SERVICE AUDITOR’S DESCRIPTION OF
TESTS OF CONTROLS AND RESULTS .................................................................................30
GUIDANCE REGARDING DESCRIPTION OF CYRUSONE, LLC’S CONTROL OBJECTIVES
AND RELATED CONTROLS, AND INDEPENDENT SERVICE AUDITOR’S DESCRIPTION
OF TESTS OF CONTROLS AND RESULTS ..........................................................................31
0BCONTROL ENVIRONMENT ...........................................................................................32
1BPHYSICAL SECURITY ...................................................................................................34
2BENVIRONMENTAL SECURITY ......................................................................................37
3BPROVISIONING .............................................................................................................40
4BCUSTOMER SERVICE ...................................................................................................44
5BINFRASTRUCTURE CHANGE MANAGEMENT .............................................................48
6BBACKUP AND RECOVERY ............................................................................................51

Proprietary and Confidential

SECTION 1
ASSERTION OF CYRUSONE, LLC’S MANAGEMENT

Proprietary and Confidential

1

Assertion of CyrusOne, LLC’s Management
October 15, 2021
We have prepared the description of CyrusOne, LLC’s (‘CyrusOne’ or ‘the Company’) information
technology general control system for the Managed Services System entitled “Description of
CyrusOne, LLC’s Managed Services System” throughout the period October 1, 2020 to
September 30, 2021, (description) for user entities of the system during some or all of the period
October 1, 2020 to September 30, 2021, and their user auditors who audit and report on such user entities’
financial statements or internal control over financial reporting and have a sufficient understanding to
consider it, along with other information, including information about controls implemented by subservice
organizations and user entities of the system themselves, when assessing the risks of material
misstatements of user entities’ financial statements.
The description indicates that certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of CyrusOne controls are suitably designed and
operating effectively, along with related controls at the service organization. The description does not
extend to controls of the user entities.
We confirm, to the best of our knowledge and belief, that:
a. The description fairly presents the information technology general control system made available
to user entities of the system during some or all of the period October 1, 2020 to
September 30, 2021 as it relates to controls that are likely to be relevant to user entities’ internal
control over financial reporting. The criteria we used in making this assertion were that the
description:
i.

presents how the system made available to user entities of the system was designed and
implemented, including:
(1) the types of services provided.
(2) the procedures, within both automated and manual systems, by which services are
initiated, authorized, recorded, processed, corrected as necessary, and transferred to
reports and other information prepared for user entities.
(3) how the system captures significant events and conditions, other than transactions.
(4) the process used to prepare reports and other information for user entities.
(5) services performed by a subservice organization, if any, including whether the inclusive
method or the carve-out method has been used in relation to them.
(6) the specified control objectives and controls designed to achieve those objectives,
including as applicable, complementary user entity controls contemplated in the design
of the service organization’s controls.
(7) other aspects of our control environment, risk assessment process, information and
communication systems (including related business processes), control activities, and
monitoring controls that are relevant to processing and reporting transactions of user
entities of the system.

ii.

includes relevant details of changes to the service organization’s system during the period
covered by the description.
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iii. does not omit or distort information relevant to the scope of the information technology
general control system, while acknowledging that the description is prepared to meet the
common needs of broad range of user entities of the system and the independent auditors
of those user entities, and may not, therefore, include every aspect of the Managed
Services information technology general control system that each individual user entity of
the system and its auditor may consider important in its own particular environment.
b. the controls related to the control objectives stated in the description were suitably designed and
operated effectively throughout the period October 1, 2020 to September 30, 2021, to achieve
those control objectives if subservice organizations and user entities applied the complementary
controls assumed in the design of CyrusOne’s controls throughout the period October 1, 2020 to
September 30, 2021. The criteria we used in making this assertion were that:
i.

the risks that threaten the achievement of the control objectives stated in the description
have been identified by the service organization;

ii.

the controls identified in the description would, if operating as described, provide
reasonable assurance that those risks would not prevent the control objectives stated in
the description from being achieved; and

iii. the controls were consistently applied as designed, including whether manual controls
were applied by individuals who have the appropriate competence and authority.

Michael Smith
Compliance Controls Manager
CyrusOne, LLC
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INDEPENDENT SERVICE AUDITOR’S REPORT
To: CyrusOne, LLC
Scope
We have examined CyrusOne’s description of its information technology general control system for the
Managed Services System entitled “Description of CyrusOne, LLC’s Managed Services System”
throughout the period October 1, 2020 to September 30, 2021, (description) and the suitability of the design
and operating effectiveness of CyrusOne’s controls included in the description to achieve the related control
objectives stated in the description, based on the criteria identified in “Assertion of CyrusOne, LLC’s
Management” (assertion).
The description indicates that certain control objectives specified in the description can be achieved only if
complementary user entity controls contemplated in the design of CyrusOne’s controls are suitably
designed and operating effectively, along with related controls at the service organization. Our examination
did not extend to such complementary user entity controls, and we have not evaluated the suitability of the
design and operating effectiveness of such complementary user entity controls.
Service Organization’s Responsibilities
In Section 1 of this report, CyrusOne has provided their assertion about the fairness of the presentation of
the description and suitability of the design and operating effectiveness of the controls to achieve the related
control objectives stated in the description. CyrusOne is responsible for preparing the description and their
assertion, including the completeness, accuracy, and method of presentation of the description and the
assertions, providing the services covered by the description, specifying the control objectives and stating
them in the description, identifying the risks that threaten the achievement of the control objectives,
selecting the criteria, and designing, implementing, and documenting controls to achieve the related control
objectives stated in the description.
Service Auditor’s Responsibilities
Our responsibility is to express an opinion on the fairness of the presentation of the description and on the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on our examination.
We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants and in accordance with International Standard on Assurance
Engagements 3402, “Assurance Reports on Controls at a Service Organization,” issued by the International
Auditing and Assurance Standards Board. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether, in all material respects, based on the criteria
in management’s assertion, the description is fairly presented, and the controls were suitably designed and
operating effectively to achieve the related control objectives stated in the description throughout the period
October 1, 2020 to September 30, 2021. We believe that the evidence we obtained is sufficient and
appropriate to provide a reasonable basis for our opinion.
An examination of a description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves:
• Performing procedures to obtain evidence about the fairness of the presentation of the description
and the suitability of the design and operating effectiveness of those controls to achieve the related
control objectives stated in the description, based on the criteria in management’s assertions
• Assessing the risks that the description is not fairly presented and that the controls were not suitably
designed or operating effectively to achieve the related control objectives stated in the description
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•
•

Testing the operating effectiveness of those controls that management considers necessary to
provide reasonable assurance that the related control objectives stated in the description were
achieved
Evaluating the overall presentation of the description and the suitability of the control objectives
stated therein, and the suitability of the criteria specified by the service organization in their
assertion

Inherent Limitations
The description is prepared to meet the common needs of a broad range of user entities and their auditors
who audit and report on user entities’ financial statements, and may not, therefore, include every aspect of
the system that each individual user entity may consider important in its own particular environment.
Because of their nature, controls at a service organization may not prevent, or detect and correct, all errors
or omissions in its information technology general control system. Also, the projection to the future of any
evaluation of the fairness of the presentation of the description, or conclusions about the suitability of the
design or operating effectiveness of the controls to achieve the related control objectives, is subject to the
risk that controls at a service organization may become inadequate or fail.
Description of Tests of Controls
The specific controls tested, and the nature, timing, and results of those tests are listed in Section 4.
Opinion
In our opinion, in all material respects, based on the criteria described in CyrusOne’s assertion,
a. the description fairly presents the information technology general control system that was designed
and implemented throughout the period October 1, 2020 to September 30, 2021.
b. the controls related to the control objectives stated in the description were suitably designed to
provide reasonable assurance that the control objectives would be achieved if the controls operated
effectively throughout the period October 1, 2020 to September 30, 2021 and user entities applied
the complementary user entity controls contemplated in the design of CyrusOne’s controls
throughout the period October 1, 2020 to September 30, 2021.
c. the controls operated effectively to provide reasonable assurance that the control objectives stated
in the description were achieved throughout the period October 1, 2020 to September 30, 2021, if
user entity controls assumed in the design of CyrusOne’s controls operated effectively throughout
the period October 1, 2020 to September 30, 2021.
Restricted Use
This report, including the description of tests of controls and results thereof in Section 4, is intended solely
for the information and use of CyrusOne, user entities of CyrusOne’s information technology general control
system during some or all of the period October 1, 2020 to September 30, 2021, and the independent
auditors of such user entities, who have a sufficient understanding to consider it, along with other
information including information about controls implemented by user entities themselves, when assessing
the risks of material misstatements of user entities’ financial statements. This report is not intended to be
and should not be used by anyone other than these specified parties.

Tampa, Florida
October 15, 2021
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OVERVIEW OF OPERATIONS
Company Background
CyrusOne (NASDAQ: CONE) is a high-growth real estate investment trust (REIT) specializing in highly
reliable enterprise-class, carrier-neutral data center properties. The Company provides mission-critical data
center facilities that protect and ensure the continued operation of information technology (IT) infrastructure
for approximately 1,000 customers, including over 200 Fortune 1000 companies.
With a track record of meeting and surpassing the aggressive speed-to-market demands of hyperscale
cloud providers, as well as the expanding IT infrastructure requirements of the enterprise, CyrusOne
provides the flexibility, reliability, security, and connectivity that foster business growth. CyrusOne offers a
tailored, customer service-focused platform and is committed to full transparency in communication,
management, and service delivery throughout its 53 data centers worldwide.
The CyrusOne data centers protects customer’s systems from many natural and man- made causes of
outages. Each component of the data centers is designed to provide optimal availability in a variety of
conditions. CyrusOne focuses on providing availability and offers a solution in preventing outages and in
protecting its customer’s information assets:
• Power - CyrusOne provides availability of power to its customers’ information systems and
equipment, 24 x 7 x 365 as defined in service level agreements (SLAs) with each customer.
CyrusOne’s power infrastructure is designed with emergency sources of power, redundant power
components, and automated control and monitoring capabilities to reduce the risk of outages or
downtime due to municipal power failures, cable cuts or brownouts
• Security - CyrusOne customer’s critical systems and data are protected around the clock by
physical security controls. CyrusOne’s data centers employ multiple layers of physical and
electronic security to provide deterrence and protection from unauthorized access and potential
threats to its customers’ business
• Resilient Network - Nationwide telecom providers provide a Network Consistency in the five 9s
range of service. With CyrusOne’s multiple Tier 1 Internet Providers, connectivity is maximized
Description of Services Provided
CyrusOne provides business and technology solutions in its facilities in Wappingers Falls, New York;
Stamford, Connecticut; Totowa, New Jersey; Carrollton, Texas; and Austin, Texas. CyrusOne’s service
offerings fall into four main categories:
Managed Hosting
As a managed hosting provider, CyrusOne assumes full responsibility for the administration, management,
architecture, hardware and software to support a high availability, scalable infrastructure.
Customer Managed Services
CyrusOne Managed Hosting as indicated above with customer remote access to infrastructure and
responsibility at the application level. CyrusOne provides the following managed services:
• Administration services
• E-mail services
• Managed storage services
• Virtual machine (VM) / Cloud services
• Migration services
• Network services
• Monitoring services
• Security services
• Voice services
Proprietary and Confidential
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Telecommunication services

Delivered Services
CyrusOne delivers data center colocation services to its customers; this includes power, cooling, physical
security and connectivity services. CyrusOne monitors the health of the electrical and environmental
systems, and security systems (physical security of the building). CyrusOne does not provide hosted or
application services, transaction processing, monitoring services or backup services to its customers.
Customer Services
To provide the highest quality of service delivery to customers, CyrusOne account management teams
conduct regularly scheduled account reviews with its customers. On a periodic basis, the Account Team
presents, and reviews consolidated service delivery reports from operations highlighting SLA conformance
and communicate problems tracked and resolved. Customer Service serves as the focal point for any
issues and concerns, including follow-up processes to determine appropriate actions have been taken to
satisfy customer requirements.
Implementation Services
The focus of the implementation team is targeted on a set of eight key components so that a successful
services installation will be achieved. The implementation areas are as follows:
• Connectivity - CyrusOne manages the installation of network connectivity (Internet, private line,
etc.) required in order for its customers to connect to systems located at CyrusOne. This may
include CyrusOne Internet bandwidth and/or assistance with connectivity of any required private
line services
• Systems Inventory - CyrusOne works with customers to identify power and space requirements of
customers. CyrusOne documents physical specifications that are used in determining facilities
requirements for High Availability within the CyrusOne Data Center
• Facilities Construction - CyrusOne builds-out the necessary CyrusOne cabinet/cage space
required for the customer’s equipment, including power, cabling, etc.
• Current Policies & Procedures - CyrusOne provides customers with Acceptable Use Policies and
instructions for access, shipping/receiving, etc.
• Move Logistics (Physical & Logical) - CyrusOne works with its customer to coordinate the migration
of systems to the CyrusOne Data Center. This includes collaboration in the areas of
component/connection mapping, test planning, pre-move testing and physical move planning
• Backup, Tape Rotation, Storage Management - CyrusOne works with the customer to review their
storage requirements
• Customer Profile/Escalation Procedures - CyrusOne works with the customer to gather the specific
information (contacts, access requirements and system-specific escalation procedures) in order to
build an operational view of the customer
• Systems Monitoring/Management - CyrusOne monitors/manages customer’s Infrastructure
environment systems by monitoring power, air temperature and humidity
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Connectivity
Systems Inventory

Current Policies & Procedures
Move Logistics (Physical & Logical)
Backup, Tape Rotation, Storage
Management
Customer
Procedures

Profile/Escalation

CyrusOne®

Customer

Facilities Construction

Services Provisioning Checklist

Customer On-Boarding Workflow

Network Monitoring/Management
Implementation Plan

Operational Services
Upon completion of the onboarding process, customers move into ‘Operational Mode’. At this point, the
CyrusOne Operations Team manages the infrastructure environment to maintain consistent delivery of
services (power, cooling, and lighting).
Principal Service Commitments and System Requirements
Site Descriptions
Data Centers
CyrusOne services are provided out of their four data center facilities located in Wappingers Falls, New
York, Stamford, Connecticut, and Totowa, New Jersey. The data centers are monitored 24 hours per day.
The current Wappingers Falls data center facility is 103,000 square feet with 37,000 square feet of raised
floor and 29,000 square feet of work area recovery space. The current Stamford, Connecticut data center
facility is 30,000 square feet of which 20,000 square feet is raised floor data center space. The work area
recovery space in Stamford, CT currently consists of 32,000 square feet with potential for growth and
expansion. The current Totowa, New Jersey data center facility has 154,000 square feet gross space of
which 50,000 square feet is designed to be raised floor and 35,000 square feet of work area recovery seats.
The current Carrollton data center facility is 670,000 square feet with 400,000 square feet of raised floor
and 60,000 square feet of work area recovery space. The current Austin data center facility is 70,000 square
feet with 41,000 square feet of raised floor. Colocation, managed hosting, and BC/DR services are provided
at all locations.
Fire Detection and Suppression
Each of the data center facilities features the following fire detection and suppression systems:
• Audible and visual fire alarms
• Fire suppression systems
• Fire and smoke detectors
• Hand-held fire extinguishers
In addition, the Stamford, Connecticut, and Totowa, New Jersey, data center facilities also feature very
early smoke detection apparatus (VESDA) air sampling smoke detectors. The fire alarms systems at each
facility are monitored by a third-party provider, and all fire detection and suppression equipment is inspected
by third-party specialists on at least an annual basis.
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Power Supply
The data centers are designed with full necessary plus one (N+1) redundancy - at any time each component
is connected with multiple power connections.
The Wappingers Falls power design is based on multiple and fully divergent power substations from the
utility provider Central Hudson Gas and Electric Corporation. The facility is equipped with N+N (2N) UPS
systems and N+1 generators that support the backup electricity needs of the data center. CyrusOne has
implemented a highly available electrical infrastructure. The UPS and generator systems are inspected by
third-party specialists on a semi-annual basis to help ensure proper functioning.
In addition, facilities personnel also perform generator run tests on a monthly basis. The electrical system
is built on tiers that include the following:
• Two in-house electrical sub-stations
• Two separate feeds from the utility company
• 14 individual UPS (four 500 KVA / 400 KW and ten 500 KVA / 450 KW)
• Four diesel generators (three 2 Megawatt with 3000 gallons of fuel and one 1.5 Megawatt with
2,000 gallons of fuel
• 100-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Stamford data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, Connecticut Light & Power (CL&P). Similar to the New York data center, the facility is equipped
with N+N (2N) UPS, N+1 generator backup, and N+1 generator feeds to the building. The UPS and
generator systems are inspected by third-party specialists on a semi-annual basis to help ensure proper
functioning. In addition, facilities personnel also perform generator run tests on a weekly basis. The center’s
highly available electrical infrastructure is built on a tiered system and includes the following:
• Two separate feeds from the utility company
• Eight individual UPS (six 750 KVA and two 120 KVA)
• Three 2-Megawatt diesel generators with 5,500 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Totowa data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, PSE&G. The facility is equipped with N+N (2N) UPS, N+1 generator backup, and 2N utility feeds
to the building. The UPS systems are inspected by third-party specialists on a semi-annual basis to help
ensure proper functioning, while the generators are inspected on a quarterly basis to help ensure proper
functioning. In addition, facilities personnel also perform generator run tests on a weekly basis. The center’s
highly available electrical infrastructure is built on a tiered system and currently for its initial build-out phase
with incremental infrastructure to be added on an as needed basis. The current power infrastructure
includes the following:
• Two in-house electrical sub-stations
• 14 individual UPS (750 KVA - 675kw)
• Four 2-Megawatt diesel generators with 5,000 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
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The Carrolton data center is designed with full N+1 redundancy. At any time, each component is equipped
with multiple power connections. The power design is based on multiple feeds from the utility provider,
Oncor. The facility is equipped with N+1 UPS, N+1 generator backup, and N+1 utility feeds to the building.
The UPS systems are inspected by third-party specialists on an annual basis to help ensure proper
functioning, while the generators are inspected on a quarterly basis to help ensure proper functioning. In
addition, facilities personnel also perform generator run tests on a weekly basis. The center’s highly
available electrical infrastructure is built on a tiered system and currently for its initial build-out phase with
incremental infrastructure to be added on an as needed basis. The current power infrastructure includes
the following:
• 74 individual UPS (750 KVA - 750kw)
• 36 2.25-Megawatt diesel generators with 5,000 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Austin data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, Austin Energy. The facility is equipped with N+1UPS, and N+1 generator backup. The UPS
systems are inspected by third-party specialists on an annual basis to help ensure proper functioning, while
the generators are inspected on a quarterly basis to help ensure proper functioning. In addition, facilities
personnel also perform generator run tests on a weekly basis. The center’s highly available electrical
infrastructure is built on a tiered system and currently for its initial build-out phase with incremental
infrastructure to be added on an as needed basis. The current power infrastructure includes the following:
• 14 individual UPS (750 KVA - 750kw)
• Four 2.25 -Megawatt diesel generators with 6,800 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
Cooling Systems
The Wappingers Falls data center cooling system is a closed loop, water-based system consisting of:
• Four 750-ton cooling towers
• Four 600-ton centrifugal chillers / compressors
• One 250 ton helical-rotary chiller / compressor
• 58 computer room air handlers (CRAHs)
• 17 humidification systems
Each CRAH is provided cold water (approximately 45-47 degrees Fahrenheit), which circulates through a
fan coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a
semi-annual basis to help ensure proper functioning. The data center also features raised flooring to help
facilitate cooling.
The Stamford data center cooling systems provide built in redundancies and the highest levels of
performance and flexibility. The location of computer room units accommodates special cooling
requirements and high-density cooling techniques. These systems include:
• The ability to support high density power design
• A split air conditioning unit with a room air conditioner and rooftop condenser
• Redundancy in one out of five units, with no single point of failure
• 36 DX CRAHs
The cooling systems are inspected by third-party specialists on at least a semi-annual basis to help ensure
proper functioning. The data center also features raised flooring to help facilitate cooling.
The Totowa data center cooling system is a closed loop, water-based system currently consisting of the
following based on the initial build-out phase with additional incremental infrastructure to be added on an
as needed basis:
• Four 500-ton cooling towers
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Four 500-ton centrifugal chillers / compressors
52 CRAHs

Each CRAH is provides chilled water (approximately 45-49 degrees Fahrenheit), which circulates through
a fan coil and forces cold air underneath the data center floor. Facilities personnel at the Totowa facility
who are trained heating, ventilation, and air conditioning (HVAC) specialists inspect the cooling systems on
a semi-annual basis to help ensure proper functioning.
The Carrolton data center cooling system is a closed loop, water-based system consisting of:
• 32 500-ton centrifugal chillers / compressors
• 96 computer room air handlers (CRAHs)
Each CRAH is provided cold water (approximately 60 degrees Fahrenheit), which circulates through a fan
coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a
semi-annual basis to help ensure proper functioning. The data center also features raised flooring to help
facilitate cooling.
The Austin data center cooling system is a closed loop, water-based system consisting of:
• 4 500-ton centrifugal chillers / compressors
Multiple CRAH units provide cold water (approximately 47-50 degrees Fahrenheit), which circulates through
a fan coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a
semi-annual basis to help ensure proper functioning. The data center also features raised flooring to help
facilitate cooling.
Leak Detection
Each of the data center facilities has multiple leak detection controls in place. Leak detectors are in place
at each of the CRAHs within the data centers to detect water leaks from the CRAHs. In addition, a leak
detector ribbon is located underneath the raised floor at each facility. Both of these systems are tied into
the environmental monitoring systems at each facility, which notify facilities personnel if a leak is detected.
Environmental Monitoring
Each of the data center facilities has an environmental monitoring application in place. The application
monitors the temperature and humidity levels in the data centers, and also monitors the status of the
environmental systems (i.e., fire detection and suppression, CRAHs, UPS, generators). The application is
configured to send e-mail alert notifications to facilities personnel when predefined thresholds are exceeded
on any monitored systems.
Network
CyrusOne’s network was designed with high availability and scalability in mind. Contracted Internet
connectivity is 2 gigabits per second (Gbps) of bandwidth in the Stamford data center, and 2 Gbps in the
Wappingers Falls data center. Networking equipment currently installed in the data center can
accommodate up to 10 Gbps of Internet connectivity with incremental physical upgrades.
The Wappingers Falls data center is currently connected to multiple diverse Internet Service Provider (ISP)
networks provided by Internap, LightPath, Lightower, and Global Cloud Xchange. The connections are
supplied over separate fully redundant synchronous optical networking (SONET) rings provided by
LightPath, Verizon, Frontier, and Lightower.
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The Stamford data center is connected to multiple diverse ISP networks provided by AT&T, LightPath,
Lightower, Fibertech, and Level 3 over redundant SONET rings. In addition, the Stamford data center is
connected to the Wappingers Falls and Totowa data centers via a point-to-point fiber 1 Gbps Ethernet
connection via LightPath.
The Stamford Work Area Recovery Seat location has additional internet protocol (IP) connectivity to the
Internet through LightPath.
The Totowa data center is connected to multiple diverse ISP networks provided by LightPath, Fibertech,
Internap, Global Cloud Xchange, and Verizon over redundant SONET rings. In addition, the Totowa data
center is connected to the Wappingers Falls and Totowa data centers via a point-to-point fiber 1 Gbps
Ethernet connection via LightPath.
Additionally, CyrusOne has deployed flow control platform (FCP) devices at each data center for route
optimization of the CyrusOne multi-homed network. The FCP devices continually monitor the CyrusOne
network end-to-end for latency, packet loss, route stability, and congestion. If an issue is discovered, the
devices will automatically reroute traffic to improve performance and avoid network issues such as black
holes or brownouts.
The American Registry for Internet Numbers (ARIN) supplies CyrusOne with non-portable internationally
routable address space and autonomous system numbers for exterior routing.
Hardware and Software
CyrusOne utilizes products from companies that include Cisco, Hewlett Packard (HP), Microsoft (MS),
CommVault, Overland, RedHat, and VMware to deliver end-to-end solutions and allow customers to take
advantage of leading-edge technology. The CyrusOne mission states:
• CyrusOne addresses the rapidly growing demand for reliable, highly available primary and backup
technology infrastructure services. CyrusOne provides business and technology solutions in its
high availability facilities, enabling organizations to protect their data resources, reduce operating
costs and enhance their business performance
• Offering a broad portfolio of services, CyrusOne can accommodate solutions that range from
remote data replication and complex mirrored operations to a full range of managed services
• Acting as an extension of the customer’s IT department, CyrusOne constantly researches new
technologies and develops new methodologies needed to build and manage complex IT and
Internet environments in a timely, secure and cost-effective manner. Highly available and scalable
solutions, coupled with an unwavering commitment to customer support and satisfaction, comprise
the CyrusOne advantage
CyrusOne Processing Platforms
CyrusOne’s product strategy is to pre-architect certain product offerings. This strategy enables the design
and implementation of a robust, tested, and documented line of products, which in turn helps ensure quick
delivery and high serviceability. Solutions are built using the pre-architected building blocks and, if
necessary, adapted to meet the specific needs of the customer.
CyrusOne currently supports HP and Cisco hardware in a variety of configurations, as required by the
solution design. Additional hardware platforms are supported on a case-by-case basis. Support is available
for VMware, MS Windows, and RedHat Linux operating systems, as well as the following software:
• Web Servers: MS IIS, Apache
• Virtualization: VMware vSphere and vCloud Director, MS HyperV
• Database: MS structured query language (SQL) Server, MySQL
• Messaging: MS Exchange
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Network Monitoring Services
CyrusOne’s network monitoring services are engineered around tools and technologies that address
monitoring and reporting. They describe operational statistics for areas that include the following:
• Network performance
• Network utilization, IP packet transmission, and latency
• Availability of the network, including host services and ports
• Downtime
• Central processing unit (CPU) and disk utilization
Physical Security
CyrusOne has deployed a framework of physical safeguards to help ensure the physical security of the
data center facilities. Physical security policies and procedures are in place to guide personnel in
CyrusOne’s physical security practices. These policies include, but are not limited to, the configuration of
badge access privileges to the data center facilities for employees, disaster recovery customers,
contractors, and colocation customers, visitor access processes, and the addition and removal of customer
property from the data center (property pass).
For employees requiring data center access, the request is documented on a standardized access request
form that is completed by the employee's manager. The form includes the name of the affected employee,
the access level requested, and the required approvals, including the security officer at the affected facility
and the facility manager. In the event of an employee termination, an e-mail is sent from human resources
(HR) to the security manager at the affected facility. The security manager revokes access privileges
granted to that employee in the badge system upon receiving the e-mail from HR. For colocation customers
who require data center access, authorization is required to be sent from the customer to the security
manager at the affected facility prior to customer being granted facility access.
CyrusOne does not allow customers to retain their badge when not accessing the data center. All customer
badge access cards are maintained in the security office of each data center facility. Upon arrival to the
data center, CyrusOne management requires colocation customers to complete the sign in process, which
includes presenting their valid photo identification and signing into the facility on their designated customer
sign in log. Each co- location customer has their own customer sign in log. Upon completing the sign in
process, the customer will be handed their badge by the security guard on duty, and they are then allowed
to access the data center proper or disaster recovery space. Once finished with their visit, the badge is
required to be handed back to the security guards where it is securely stored in the security office. If a
security guard suspects that an active badge has been taken from the facility, the badge will be deactivated
in the system. For general visitors to the data center facilities, the sign-in process includes presenting valid
photo identification and signing the visitor’s log. Visitors will then be issued a visitor badge that must be
visible on the visitor while they are at the facility. The badge includes either an expiration date or a visible
expiration mark after 12 hours.
The movement of customer and CyrusOne infrastructure into and out of the data center facilities is strictly
controlled. For customer property, a property pass form is required to be completed to document the
movement of the property in question. The form includes the name and cage of the affected customer, date
and time that the property is being transferred, and a description of the affected property. The completed
forms are maintained in the security office of the affected data center. For CyrusOne equipment being taken
out of a data center, a corporate inventory removal form is required to be completed. This form is also
maintained in the security office of the affected data center.
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Each of the data center facilities has multiple levels of facility access controls to help ensure that only
authorized personnel and customers can access the data center facilities. Security guards monitor the
facilities on a 24 hour per day basis. In addition to being stationed at the entrance of each facility, the guards
and / or facility technicians also perform monitoring rounds multiple times per day. Additionally, a security
system is in place at each facility and is monitored by a third-party alarm monitoring service 24 hours per
day. Digital surveillance cameras are in place at each facility to record activity throughout the facilities.
Camera locations include, but are not limited to, entrances to the facilities and data center floors, loading
docks, and exterior cameras. Historical camera images are maintained for a minimum of 90 days. The
surveillance cameras are monitored by the security guards at each facility on a 24 hour per day basis. Each
data center has a badge access system in place to control access into and through the facility, and badge
access zones are utilized to control what areas of the data center facilities can be accessed by employees
and customers. Two-factor authentication, including a successful badge access attempt and fingerprint
scan, is required prior to gaining access to the data center proper.
Customer areas within the data centers are secured within locked cages and are not labeled to help ensure
the confidentiality of customer infrastructure, and there are no exterior windows looking into the data
centers.
Provisioning
Documented customer provisioning procedures are in place to help guide account managers and support
personnel in customer provisioning and implementation activities. Dedicated account managers are
assigned to each customer for assistance and guidance during the planning and provisioning process.
A statement of work (SOW) and Schedule A are documented and maintained by account managers which
define the terms and scope of services. Account managers utilize a SOW and Schedule A for services
provided to new customers and additional services provided to existing customers. The Schedule A is
required to be executed by both customer and CyrusOne Executive Management prior to the design and
implementation of any new services provided.
Account managers require each customer to assign at least one authorized point of contact. Account
managers maintain a centralized listing of authorized client personnel within a ticketing system. Authorized
contacts have specific roles and responsibilities.
Account managers record customer implementation requirements within a ticketing system to help facilitate
and track implementation activities, project status, and task assignments. Additionally, account managers
work with customer contacts to define the requirements and implementation plans for the new services to
be provided.
Account managers document the implementation requirements and planning details to help ensure that the
designed solution adheres to the requirements specified by the customer within the Schedule A. Account
management personnel send a notice of delivery e-mail confirmation to customers to indicate that the
implementation is complete. For new customers, account managers send a welcome e-mail which includes
instructions on the following activities: contacting customer support personnel, opening and managing
support tickets, assigning priorities to service issues, and requesting maintenance services and changes.
At the conclusion of the implementation, a second independent account manager performs a quality
assurance (QA) review of customer implementations to help ensure that required documents are
completed. Required documents include, but are not limited to, the following: SOW, Schedule A,
Implementation ticket, Implementation worksheet, drawings, layouts, and/or project plan, and the notice of
delivery confirmation e-mail.
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Customer Service
Documented procedures are in place to guide network operations center (NOC) personnel in customer
service practices that include: monitoring, documenting, and resolution of customer service requests,
incident handling, escalation flow, and guidelines. Customer service incident handling policies and
procedures outline incident handling requirements that include: escalation and response time requirements,
severity level definitions, and emergency notification requirements for unexpected service issues.
A dedicated account manager is assigned to each customer to oversee customer satisfaction and help
facilitate the resolution of service issues. NOC personnel are staffed on a 24 hour per day basis to monitor
and respond to issues reported to the call center at each location, which included Wappingers Falls, New
York, Stamford, Connecticut, and Totowa, New Jersey.
NOC personnel utilize an automated issue management system to document, prioritize, escalate, and
resolve problems affecting customer service. Documented issue tracking procedures are in place to guide
personnel in opening, prioritizing, assigning, and closing of tickets in the automated issue management
system. As issue tickets are logged, NOC personnel utilize predefined severity levels to categorize and
escalate the incident tickets. Incoming customer service calls are automatically routed to the NOC facilities
at each data center based on availability.
NOC personnel require customer service callers to authenticate via pre-defined customer-specific
questions and a personal identification number (PIN) prior to the provisioning of support services. The NOC
maintains documented call handling scripts and procedures that address requirements for customer service
activities including: authentication of callers, customer approval of maintenance activities, solutions support,
and administrative contact changes. NOC personnel verify the authentication of the caller and determine
whether or not they are an authorized customer contact prior to initiating or addressing any customer
specific support requests. NOC personnel utilize a customer service application to document and track
customer service issues through to resolution. The customer service application requires customer service
application users to authenticate via a user account and password prior to being granted access to the
application. Customer service issues reported by customers via phone or e-mail are recorded within the
customer service application by NOC personnel or automatically by the application itself. Additionally,
authorized customers are able to report and track service-related issues via the web-based customer
service portal.
Infrastructure Change Management
Documented infrastructure change management procedures are in place to guide personnel in performing
changes to existing customer infrastructure. In addition, a patch management methodology is in place to
guide personnel in the initiation and deployment of patches for production infrastructure. The policies and
procedures are reviewed by senior management on an ongoing basis, updated as necessary, and are
available on an internal employee portal.
Operations personnel initiate infrastructure change requests via an internal change management ticketing
system. The ticket must include a description of the change, reason, and risk. In addition, the change control
board (CCB) requires operations personnel requesting infrastructure changes to prepare an impact analysis
which includes a schedule date, affected infrastructure, and back out plan.
As infrastructure change requests are logged, the CCB consisting of the chief information officer (CIO), vice
president (VP) of solution design and delivery, and VP of facilities, operations, and engineering performs
an impact assessment that catalogs the level of effort needed to complete requested changes. The
assessment is based on several factors, including the complexity of the request and the amount of
resources and time effort required to complete the request. In addition, change management meetings are
held on a weekly basis to discuss, prioritize, and approve infrastructure change requests.
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Upon CCB approval of infrastructure change requests, account managers will notify customers who are
going to be impacted by the change via e-mail. Facilities, business, and network engineering implement
approved infrastructure change requests during maintenance windows designated in advance by an
account manager.
The ability to implement infrastructure changes is restricted to authorized executive management,
engineering, and operations personnel.
Managed Services
Documented change control procedures are in place to guide personnel in customer change activities that
include the following: configuration changes and patching. In addition, a patch management methodology
is in place to guide personnel in the initiation, testing when applicable, and deployment of patches for
production infrastructure. The policies and procedures are reviewed by senior management on an ongoing
basis, updated as necessary, and are available on an internal employee portal.
Authorized customer contacts can initiate change requests via the following ways: verbal or e-mail
correspondence with a NOC technician or via the CyrusOne customer portal. Once an authorized customer
contact initiates a change request, a NOC technician will log the request into the ticketing system.
Depending on the type of change request, the NOC technician will route the change ticket to a systems
administrator, facilities engineer, or network engineer to perform an assessment of the change request that
catalogs the level of effort needed to complete the requested change.
The assessment is based on several factors, including the complexity of the request and the amount of
resources and time effort required to complete the request.
Upon the completion of the assessment, the appropriate engineer will create a request for comment (RFC)
within the change management ticketing system and populate key fields including the change request
description, reason, implementation and back out and verification plan. The RFC is provided to the
customer where they are given the ability to review and approve prior to work being performed.
Prior to the implementation of the change, the technician responsible for implementing the change, as well
as the customer, agree on a predetermined window to implement the change. This time frame is noted
within the change request ticket. The ability to implement customer changes is restricted to authorized
management, engineering, and NOC personnel. For any change requests that require applying patches,
an automated patch management tool is utilized to apply patches to customer production server operating
systems. Once the change is implemented, the technician will notify the customer via e-mail that the change
has been completed.
Documented data communications policies and procedures are in place to help guide network engineering
personnel in firewall management and maintenance activities that include: enabling new firewall
configurations, managing inbound Internet connections, firewall auditing policies, and intrusion detection
and virtual private network (VPN) configurations. New firewall configurations or network connectivity patch
changes are required to follow the RFC and infrastructure change control process. As a part of the change
control process, the changes are evaluated and approved by the CyrusOne Network Engineering team
prior to implementation.
Firewall systems are in place to filter unauthorized inbound network traffic from the Internet. The firewall
systems are configured to deny any type of network connection that is not explicitly authorized by a firewall
rule. The firewall systems are configured to terminate authenticated secure shell (SSH) and telnet sessions
in the event that predefined inactivity thresholds are exceeded. NOC personnel maintain private Virtual
Local Area Networks (VLANs) to segregate customer networks from each other. Network switches are
configured to utilize Media Access Control (MAC) address tables to authenticate CyrusOne infrastructure.
Wireless network access is configured to utilized Wireless Encryption Protection (WEP) or Wi-Fi Protected
Access (WPA). Encrypted VPNs are utilized for remote access to help ensure the privacy and integrity of
the data passing over the public network.
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Access to system information is protected by authentication and authorization mechanisms. The ability to
access customer systems requires access to the CyrusOne management network. The network systems
are configured to enforce authentication policies. The CyrusOne network domain is configured to enforce
password requirements that include: minimum length, expiration intervals, minimum history, and invalid
password account lockout threshold. Administrator access within the CyrusOne Active Directory domain is
restricted to user accounts accessible by authorized personnel. In the event of an employee termination,
an e-mail is sent from HR to the IT manager. The IT manager revokes network domain access privileges
granted to that employee upon receiving the e-mail from HR.
Detailed information related to accessing customer infrastructure systems and customer server operating
systems is maintained within secured network drives within the CyrusOne network domain and restricted
to authorized personnel. Authorized NOC personnel access customer infrastructure systems and customer
server operating systems using shared accounts accessible only by authorized personnel.
A third-party vendor performs an external scan of the production environment on an annual basis. IT
management retains the assessment report, monitors the results of the assessment within the report, and
creates remediation plans for any identified vulnerabilities if necessary.
The NOC is staffed on a 24 hour per day basis to monitor network activity at each data center facility
location, including Wappingers Falls, New York, Stamford, Connecticut, and Totowa, New Jersey.
Documented incident response and support procedures are in place to help guide NOC personnel in
network monitoring practices that include: monitoring of customer hardware, documenting hardware
incidents, and escalation and resolution of hardware incidents.
NOC personnel utilize multiple enterprise monitoring applications to monitor customer infrastructure and
environmental control systems to help ensure that the customer infrastructure is available for operation and
use. Large monitoring screens are in place within each NOC room that display the monitoring application
consoles which summarize the status of monitored device and display on- screen alerts as they are
generated. The enterprise monitoring applications are in place to monitor the network and associated
devices, services, and environmental systems attributes including: availability of the network, host services,
and ports, IP packet transmission and latency, bandwidth utilization and performance, CPU and hard disk
utilization, temperature and cooling systems, and power supply and voltage. The monitoring applications
are configured to generate automated on-screen and e-mail alert notifications to send to operations
personnel when predefined thresholds are exceeded on monitored systems. Operations personnel record
alert notifications received from the monitoring applications within incident tickets that are tracked to
resolution within the automated issue management system.
The enterprise monitoring applications are configured to monitor customer systems and infrastructure
according to the Customer’s Schedule A. As part of the customer provisioning procedures, account
managers work with the system and network engineers to verify that the systems were configured according
to the executed Schedule A for each new monitoring service provisioned. Multiple types of monitoring
services are available for customers, which include basic monitoring services, advanced monitoring
services, and remote monitoring services.
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Documented incident response and escalation procedures are in place to guide personnel in the
prioritization, escalation and resolution of customer support issues. The incident response and support
policies include severity level definitions, escalation procedures, and response time requirements for
service alerts. A self-service web site is in place for customers to manage, open, and update incident and
support tickets with the NOC. NOC personnel utilize an automated issue management system to document,
prioritize, escalate, and resolve problems affecting customer services. Operations management meets on
a weekly basis to review ongoing issues and open incidents. Documented issue tracking procedures are in
place to guide personnel in opening, prioritizing, assigning, and closing of tickets in the automated issue
management system. NOC and support personnel prioritize problems and requests based on predefined
priority levels to categorize and escalate network problems, which include:
Priority Level
Priority Level 1
(Critical)

Priority Level 2
(High)

Description
•
•

•
•

Examples

Multiple or all site outage with
multiple customers impacted
Major customer impact

•

Process interruption or single
site outage
Significant customer impact

•

•
•
•
•
•

•
•
•

Priority Level 3
(Medium)
Priority Level 4
(Low)

•
•
•

Processing problem or partial
outage
Minor customer impact
Customer-specific problem or
impact

Multiple servers for multiple customers
are down
Multiple circuit
Major network outage
Total power failure
Access removal
CyrusOne backbone circuit
Multiple servers for single customer
down
Single peer-to-peer (P2P) customer
circuit down
Switch problem
Severe weather alert

•

Single server or process within server
not responding

•
•

Requests for change
Remote hands

Service Requests and Incidents of a given Priority Level shall receive a response according to the
specifications set forth below:
• Priority Level 1 (Critical): A support ticket will be opened upon notification or identification of a
problem. The CyrusOne Network Operation team will escalate to all managers immediately.
Members of the CyrusOne team will attempt to notify all customers within A 15-minute window of
problem identification. Notification will most likely be via e-mail to the distribution lists on file.
Periodic updates will be made every 2 hours during standard business hours and non-standard
business hours
• Priority Level 2 (High): A support ticket will be opened upon notification or identification of a
problem. The CyrusOne Network Operation team will escalate to all managers immediately.
Members of the CyrusOne team will attempt to notify all customers within a 15-minute window of
problem identification. Notification will most likely be via e-mail to the distribution lists on file.
Periodic updates will be made every 2 hours during standard business hours and non-standard
business hours
• Priority Level 3 (Medium): A support ticket will be opened upon receipt of request or identification
of a problem. The CyrusOne Network Operation team will escalate to the customer within 30-minute
window of problem identification. Notification can be via e-mail or phone call. Periodic updates will
be made every 4 hours during standard business hours, next business day during non-standard
business hours
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•

Priority Level 4 (Low): A support ticket will be opened upon receipt of request or identification of a
problem. The CyrusOne Network Operation team will escalate to the customer within a 2-hour
window of problem identification. Notification can be via e-mail or phone call. Periodic updates will
be made every 4 hours during standard business hours, next business day during non-standard
business hours

Backup and Recovery
CyrusOne offers backup and recovery service that are available to their customers. Backup and recovery
services include, but are not limited to, full management of system backups, monitoring of scheduled
backup jobs, remote hands tape swaps/rotations, and off-site rotation of backup media.
For customers that subscribe to managed backup services, CyrusOne operations personnel utilize an
automated backup system to perform scheduled system backups according to requirements documented
within the customer’s Schedule A. The automated backup system is configured to notify NOC personnel
via e-mail regarding the success or failure of scheduled backup jobs according to the customer’s Schedule
A. The automated e-mails are sent to a shared e-mail account monitored by the NOC on a daily basis. NOC
personnel are staffed on a 24 hour per day basis and monitor the results of the system backups on a daily
basis. In the event that a backup failure e-mail notification is received, NOC personnel open an incident
ticket within the automated ticketing system to document and track the backup failure to be resolved. After
resolution of the backup job failure, NOC personnel manually restart the backup job and monitor the results
to verify that the error is resolved.
For customers subscribed to tape swap or tape rotation services, NOC personnel rotate the customers’
tapes based on the frequency defined in the customer’s Schedule A. An automated ticketing system is
utilized to track activity accordingly. NOC personnel open a tape swap or tape rotation ticket within the
ticketing system and subsequently close the ticket to document the successful completion of the tape swap
or tape rotation activity.
Backup media stored on-site is secured in badge access-controlled cages within the managed services
area of the data center proper.
For customers subscribed to off-site backup services, NOC personnel rotate customer backup media to a
secured off-site facility based on the frequency defined in the customer’s Schedule A. Customer backup
media is sent to an alternate CyrusOne data center facility or to a third-party media storage provider based
on the requirements defined by the customer. An automated ticketing system is utilized to track off-site tape
rotation activity.
NOC personnel prepare the backup media for shipment by a third-party delivery service provider and open
an off-site rotation ticket within the ticketing system. NOC personnel subsequently close the ticket to
document that the backup media was prepared for shipment and picked up by the third-party delivery
service provider. NOC personnel document the third-party delivery service provider tracking information
within the ticketing system.
Backup media stored off-site within a separate CyrusOne data center location is stored within a secured
cabinet maintained within a secured room and accessible by authorized operations personnel.
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Disaster Recovery Services
CyrusOne offers BC/DR as a service that can be purchased by customers. The scope of the BC/DR
services offered include, but are not limited to, having desktop images backed up and readily available,
network and telephony services, and dedicated seats or dedicated work area recovery rooms. The BC/DR
services that a customer chooses to subscribe to are documented in a Schedule A. CyrusOne maintains
documented procedures that include, but are not limited to, declaring a disaster, procedures for arriving
onsite in the event of disaster declaration, and performing BC/DR tests. The procedures are reviewed by
senior management on an ongoing basis, updated as necessary, and are available on an internal employee
portal. For customers who have contracted for desktop image backups, those backups occur on a frequency
described in the Schedule A. For customers who have contracted for work area recovery spaces, the
spaces are available to the customer on a 24 hour per day basis. Customers who have contracted for a
dedicated space are ensured that their space will be configured to the specifications noted in their Schedule
A and that the space will always be available.
Significant Events
CyrusOne has implemented automated and manual procedures to capture and address significant event
and conditions. In addition, detailed monitoring and risk assessment procedures are in place to provide
management with detailed information that impacts the Colocation Services system. Please see the
procedures, monitoring, and risk assessment procedures described in the relevant sections of this report
for further details.
Functional Areas of Operation
The combined experience of the staff allows CyrusOne to be in the position to bring a level of stable
management to the IT Infrastructure and hosting industry. CyrusOne is built on a foundation of knowledge
and experience:
• Chief executive officer (CEO) has IT and business operations experience
• CIO, VP has e-commerce, object-oriented design, networking and customer service experience
• VP of sales & marketing has IT industry, sales, marketing and operations experience
• VP of solution design & delivery has IT business and facility management experience
• VP and chief financial officer have a significant amount of accounting and tax experience
• VP of facilities, operations, and engineering has engineering, business, and facility management
experience
• CyrusOne utilizes the specific functional areas of operations within the scope of this review
described below:
o Executive management - responsible for organizing and overseeing activities,
accomplishing goals, and overseeing objectives in an efficient and effective manner
o Systems administration - responsible for specifying, deploying, and maintaining
infrastructure systems, security, and support for user entities
o Network engineering - responsible for specifying, deploying, and maintaining network
infrastructure, security, and support for user entities
o Facilities and building engineering - responsible for managing and protecting the
environmental, electrical, and physical integrity of the building
Boundaries of the System
The scope of this report includes the Managed Services System performed in Stamford, Connecticut;
Totowa, New Jersey; Wappingers Falls, New York; Carrollton, Texas; and Austin, Texas locations.
Subservice Organizations
No subservice organizations were included in the scope of this assessment.
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Significant Changes Since the Last Review
No significant changes have occurred to the services provided to user entities since the organization’s last
review.
CONTROL ENVIRONMENT
The CyrusOne organizational structure is designed to allow our employees to focus on both the customer
and day to day operations, which support senior management’s philosophy and commitment to quality
service to CyrusOne’s customers. CyrusOne is committed at all levels to providing a superior experience
to each of our customers. We constantly monitor our environment. CyrusOne provides an Environmental
SLA to evidence its commitment to Quality.
CyrusOne is organized such that each functional unit in the Data Centers reports to a corresponding Data
Center Manager, who has responsibility for activity at their respective Data Center location. Ultimately, Data
Center facilities and operations fall under the responsibility of the Chief Operating Officer who reports
directly to the CEO.
CyrusOne Management has defined policies and standard operating procedures related to activity at each
Data Center to provide a consistent and high-quality delivery of services.
Policies include guidance on acceptable user, security, and facilities operations to document CyrusOne’s
internal processes and procedures.
CyrusOne is committed to employing qualified and competent personnel and to providing the necessary
training and skill development to its employees. Human resources policies and procedures have been
established including hiring and termination, as well as training requirements.
Integrity and Ethical Values
The effectiveness of controls cannot rise above the integrity and ethical values of the people who create,
administer, and monitor them. Integrity and ethical values are essential elements of CyrusOne’s control
environment, affecting the design, administration, and monitoring of other components. Integrity and ethical
behavior are the product of CyrusOne’s ethical and behavioral standards, how they are communicated, and
how they are reinforced in practices. They include management’s actions to remove or reduce incentives
and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy
statements and codes of conduct, as well as by example.
Specific control activities that the service organization has implemented in this area are described below:
• Formally, documented organizational policy statements and codes of conduct communicate entity
values and behavioral standards to personnel
• Policies and procedures require employees sign an acknowledgment form indicating they have
been given access to the employee manual and understand their responsibility for adhering to the
policies and procedures contained within the manual
• A confidentiality statement agreeing not to disclose proprietary or confidential information, including
client information, to unauthorized parties is a component of the employee handbook
• Background checks are performed for employees as a component of the hiring process
Commitment to Competence
CyrusOne’s management defines competence as the knowledge and skills necessary to accomplish tasks
that define employees’ roles and responsibilities. Management’s commitment to competence includes
management’s consideration of the competence levels for particular jobs and how those levels translate
into the requisite skills and knowledge.
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Specific control activities that the service organization has implemented in this area are described below:
• Management has considered the competence levels for particular jobs and translated required
skills and knowledge levels into written position requirements
• Training is provided to maintain the skill level of personnel in certain positions
Management’s Philosophy and Operating Style
CyrusOne’s management philosophy and operating style encompass a broad range of characteristics.
Such characteristics include management’s approach to taking and monitoring business risks, and
management’s attitudes toward information processing, accounting functions, and personnel.
Specific control activities that the service organization has implemented in this area are described below:
• Management is periodically briefed on regulatory and industry changes affecting the services
provided
• Executive management meetings are held to discuss major initiatives and issues that affect the
business as a whole
Organizational Structure and Assignment of Authority and Responsibility
CyrusOne’s organizational structure provides the framework within which its activities for achieving
entity-wide objectives are planned, executed, controlled, and monitored. Management believes establishing
a relevant organizational structure includes considering key areas of authority and responsibility. An
organizational structure has been developed to suit its needs. This organizational structure is based, in
part, on its size and the nature of its activities.
CyrusOne’s assignment of authority and responsibility activities include factors such as how authority and
responsibility for operating activities are assigned and how reporting relationships and authorization
hierarchies are established. It also includes policies relating to appropriate business practices, knowledge,
and experience of key personnel, and resources provided for carrying out duties. In addition, it includes
policies and communications directed at ensuring personnel understand the entity’s objectives, know how
their individual actions interrelate and contribute to those objectives, and recognize how and for what they
will be held accountable.
Specific control activities that the service organization has implemented in this area are described below:
• Organizational charts are in place to communicate key areas of authority and responsibility
• Organizational charts are communicated to employees and updated as needed
HR Policies and Practices
CyrusOne’s success is founded on sound business ethics, reinforced with a high level of efficiency, integrity,
and ethical standards. The result of this success is evidenced by its proven track record for hiring and
retaining top quality personnel who ensures the service organization is operating at maximum efficiency.
CyrusOne’s HR policies and practices relate to employee hiring, orientation, training, evaluation,
counseling, promotion, compensation, and disciplinary activities.
Specific control activities that the service organization has implemented in this area are described below:
• New employees are required to sign acknowledgement forms for the employee handbook and a
confidentiality agreement following new hire orientation on their first day of employment
• Evaluations for each employee are performed on an annual basis
• Employee termination procedures are in place to guide the termination process and are
documented in a termination checklist
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RISK ASSESSMENT
CyrusOne has practices in place to assist management in identifying and managing risks that could affect
the organization’s ability to provide reliable services. CyrusOne performs an annual risk assessment of
physical security to identify and measure significant risks and define how those risks are mitigated and
monitored.
CyrusOne mitigates the risk of providing reliable services to customer organizations by proactively
monitoring data center primary and backup power as well as environmental functions (e.g., HVAC and fire
detection systems). To mitigate the risk of equipment component failures, data center infrastructure
equipment is scheduled for periodic preventative maintenance. CyrusOne maintains pre-paid repair and
restoration of service contracts and arrangements for time and material (T&M) service for its power and
environmental systems.

CONTROL OBJECTIVE AND RELATED CONTROL ACTIVITIES
Integration with Risk Assessment
Along with assessing risks, CyrusOne has identified and put into effect actions needed to address those
risks. In order to address risks, control activities have been placed into operation to help ensure that the
actions are carried out properly and efficiently. Control activities serve as mechanisms for managing the
achievement of those objectives.
Selection and Development of Control Activities Specified by the Service Organization
Control activities are a part of the process by which CyrusOne strives to achieve its business objectives.
CyrusOne has applied a risk management approach to the organization in order to select and develop
control activities. After relevant risk have been identified and evaluated, controls are established,
implemented, monitored, reviewed and improved when necessary to meet the overall objectives of the
organization.
CyrusOne’s control objectives and related control activities are included in Section 4 (the “Testing Matrices”)
of this report to eliminate the redundancy that would result from listing the items in this section and repeating
them in the Testing Matrices. Although the control objectives and related control activities are included in
the Testing Matrices, they are, nevertheless, an integral part of CyrusOne’s description of the data center
services system.
The description of the service auditor’s tests of operating effectiveness and the results of those tests are
also presented in the Testing Matrices, adjacent to the service organization’s description of control
activities. The description of the tests of operating effectiveness and the results of those tests are the
responsibility of the service auditor and should be considered information provided by the service auditor.

MONITORING
CyrusOne monitors capacities of the power infrastructure and measures its efficiencies. Reports are
reviewed weekly by the Data Center Manager with the Chief Operating Officer. Environmental monitoring
systems provide insight to the operational status of individual components and the overall health of the data
centers and support infrastructure including monitoring of power, air temperature, and humidity.
Additionally, CyrusOne monitors physical security risks identified by the annual risk assessment of physical
security. Day to day operations of data center staff include monitoring of the data center environments.
Security personnel monitor perimeter and access to the facility onsite.
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On-Going Monitoring
CyrusOne account management teams conduct regularly scheduled account reviews with CyrusOne
customers. On a periodic basis, CyrusOne will present and review consolidated service delivery reports
from operations highlighting SLA conformance and communicate problems tracked and resolved. Customer
Service serves as the focal point for any issues and concerns, including follow-up processes to determine
appropriate actions have been taken to satisfy customer requirements.
Vendor Management
Third-party services with an impact on customer service offerings are available based on appropriately
managed service contracts. CyrusOne utilizes third-party vendors for certain services such as providing
network connectivity and performing preventive maintenance on environmental equipment. These
third-and parties are not considered sub service organizations and CyrusOne monitors their activity.
CyrusOne contracts with critical third-party service providers include defined SLAs. The agreement may
also specify the levels of availability, serviceability, performance, operation, or other attributes of the
service.
CyrusOne monitors performance of bandwidth network providers. CyrusOne monitors the service providers’
quality and capacity continuously. Monitoring applications monitors the performance and flags any
abnormal activity or when quality of service drops below the threshold.

INFORMATION AND COMMUNICATION SYSTEMS
Information Systems
CyrusOne has implemented various methods of communication to help team members understand their
individual roles and responsibilities, and that significant events are communicated in a timely manner.
These methods include orientation and training programs for newly hired staff, regularly scheduled
operational team meetings, and the use of e-mail to communicate time-sensitive information to the staff. In
addition, information regarding Data Center environment and infrastructure equipment (i.e., power, air,
humidity, access, etc.) is communicated to operations staff via Building Management Systems’ alerts.
Customer infrastructure information captured by CyrusOne is housed in databases for use only by
CyrusOne personnel (Pivotal, Service Desk, and Customer Profiles). The Information Owners for these
systems are required to communicate specific policies related to access to the information for which they
are responsible.
Infrastructure
Primary infrastructure used to provide CyrusOne’s Managed Services System includes the following:
Primary Hardware
Hardware

Purpose

Firewalls

Filters traffic into and out of the private networks supporting the corporate
services

Switches

Connects devices in the data centers

Routers

Routes/filters network traffic through redundant connections

Computer Room Air
Conditioners (CRACs)
and CRAHs

To maintain temperatures in the data centers

Chiller Plants

To maintain temperatures in the data centers
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Primary Hardware
Hardware

Purpose

Power Distribution Unit
(PDU)

Distributes power throughout the data centers

UPS

To provide emergency power from input power interruptions or when the
main power fails

Generators

To provide a backup electrical system

Fire
Detection/Suppression
Systems

To provide detection and suppression of a fire

Very Early Smoke
Detection Apparatus

To provide early detection of a fire

Software
Primary software used to provide CyrusOne’s Managed Services System includes the following:
Primary Software
Software

Purpose

Cisco VPN

Encrypted client to site or site to site connections to the production network

Veeam Backups

Automated scheduling of server and database backups

LogicMonitor Enterprise
Monitoring

Monitors network services and systems for performance and availability

Physical Access
Control Applications

To control and track physical access to the data centers

Enterprise Monitoring
Applications

Monitors network services and systems for performance and availability

Environmental
Monitoring Applications

Monitors the physical environment where the equipment resides

Customer Portal

Provides a communication system for customers to interact with CyrusOne

Zendesk

Internal ticketing system for CyrusOne to log and manage changes

ServiceNow

Internal ticketing system for CyrusOne to log and manage changes

Communication Systems
CyrusOne has implemented various methods of communication to help team members understand their
individual roles and responsibilities, and that significant events are communicated in a timely manner.
These methods include orientation and training programs for newly hired staff, regularly scheduled
operational team meetings, and the use of e-mail to communicate time-sensitive information to the staff. In
addition, information regarding Data Center environment and infrastructure equipment (i.e., power, air,
humidity, access, etc.) is communicated to operations staff via Building Management Systems’ alerts.
Customer infrastructure information captured by CyrusOne is housed in databases for use only by
CyrusOne personnel (Pivotal, Service Desk, and Customer Profiles). The Information Owners for these
systems are required to communicate specific policies related to access to the information for which they
are responsible.
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Customers have access to a Customer Portal where they can log tickets, including changes, trouble and
task tickets, order additional services, manage data center access for their employees and contractors,
obtain reporting, and interact with CyrusOne. Customer Service periodically present and review
consolidated service delivery reports from operations with customers highlighting SLA conformance and
communicate problems tracked and resolved. Customer Service serves as the focal point for any issues
and concerns, including follow-up communications with customers.

COMPLEMENTARY USER ENTITY CONTROLS
CyrusOne’s services are designed with the assumption that certain controls will be implemented by user
entities. Such controls are called complementary user entity controls. It is not feasible for all of the control
objectives related to CyrusOne’s services to be solely achieved by CyrusOne control procedures.
Accordingly, user entities, in conjunction with the services, should establish their own internal controls or
procedures to complement those of CyrusOne.
The following complementary user entity controls should be implemented by user entities to provide
additional assurance that the control objectives described within this report are met. As these items
represent only a part of the control considerations that might be pertinent at the user entities’ locations,
user entities’ auditors should exercise judgment in selecting and reviewing these complementary user entity
controls.
Control Objective 2: Physical Security
1. User entities are responsible for notifying the service organization of changes in personnel or
contact information in a timely manner.
2. User entities are responsible for providing a list of authorized personnel, vendors, and contractors.
3. User entities are responsible for making additions, changes or deletions to the list of authorized
personnel.
4. User entities are responsible for notifying CyrusOne of terminated employees on a timely basis.
5. User entities are responsible for notifying CyrusOne of on-site visits of vendors and contractors
prior to arrival at the data center.
6. User entities are responsible for timely response to known or suspected incidents reported by
CyrusOne personnel.
Control Objective 4: Provisioning
7. User entities are responsible for determining if application and logical system access controls are
in place.
8. User entities are responsible for providing a list of customer contacts to CyrusOne that are
authorized to communicate customer service issues to NOC personnel.
9. User entities are responsible for understanding and complying with their contractual obligations to
CyrusOne.
10. User entities are responsible for informing CyrusOne of any regulatory issues that may affect the
services provided by the service organization.
Control Objective 5: Customer Service
11. User entities are responsible for determining if acquisition and maintenance requests are
authorized, complete and accurate.
12. User entities are responsible for determining if procedures are in place to ensure appropriate
personnel are informed of dates and times of anticipated service interruptions; and determining if
procedures are in place for appropriate and authorized communication with CyrusOne regarding
changes or problems with systems.
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13. User entities are responsible for ensuring that the impact of scheduled maintenance activities to
their production processes and jobs is sufficiently mitigated.
Control Objective 6: Infrastructure Change Management
14. User entities are responsible for notifying or denying requested infrastructure changes.
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SECTION 4
DESCRIPTION OF CYRUSONE, LLC’S CONTROL OBJECTIVES AND RELATED
CONTROLS, AND INDEPENDENT SERVICE AUDITOR’S DESCRIPTION OF
TESTS OF CONTROLS AND RESULTS
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GUIDANCE REGARDING DESCRIPTION OF CYRUSONE, LLC’S CONTROL
OBJECTIVES AND RELATED CONTROLS, AND INDEPENDENT SERVICE
AUDITOR’S DESCRIPTION OF TESTS OF CONTROLS AND RESULTS
A-LIGN ASSURANCE’s examination of the controls of CyrusOne was limited to the control objectives and
related control activities specified by the management of CyrusOne and did not encompass all aspects of
CyrusOne’s operations or operations at user organizations. Our examination was performed in accordance
with American Institute of Certified Public Accountants (AICPA) Statement on Standards for Attestation
Engagements No. 18 (SSAE 18 ) and International Standard on Assurance Engagements 3402 (ISAE
3402).
Our examination of the control activities was performed using the following testing methods:

TEST

DESCRIPTION

Inquiry

The service auditor made inquiries of service organization personnel.
Inquiries were made to obtain information and representations from the
client to determine that the client’s knowledge of the control and
corroborate policy or procedure information.

Observation

The service auditor observed application of the control activities by client
personnel.

Inspection

The service auditor inspected among other items, source documents,
reports, system configurations to determine performance of the specified
control activity and in some instances the timeliness of the performance of
control activities.

Re-performance

The service auditor independently executed procedures or controls that
were originally performed by the service organization as part of the entity’s
internal control.

In determining whether a SSAE 18 and ISAE 3402 report meets the user auditor’s objectives, the user
auditor should perform the following procedures:
• Understand the aspects of the service organization’s controls that may affect the processing of the
user organization’s transactions;
• Understand the flow of significant transactions through the service organization;
• Determine whether the control objectives are relevant to the user organization’s financial statement
assertions;
• Determine whether the service organization’s controls are suitably designed to prevent or detect
processing errors that could result in material misstatements in the user organization’s financial
statements and determine whether they have been implemented.
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CONTROL AREA 1

CONTROL ENVIRONMENT

0B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that discipline and structure are an integral part of the organization and
influence the control consciousness of its personnel.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor

Test Results

1.01

The entity has developed and maintained an
information security policy and information security
code of practice.

Inspected the information security policy and
information security code of practice to determine that
the entity had developed and maintained an information
security policy and information security code of practice.

No exceptions noted.

1.02

New hires are required to review and acknowledge
that they have read and understood the entity’s
information security policy code of practice.

Inspected the acknowledgement of receipt of the code
of business conduct and ethics for a sample of new
hires to determine that new hires were required to
acknowledge the code of business conduct and ethics
as a component of the new hire onboarding process.

No exceptions noted.

1.03

Background investigations are conducted on potential
candidates prior to employment by the Corporate HR
Department.

Inspected the completed background investigations for
a sample of new hires to determine that background
investigations were conducted on potential candidates
prior to employment by the Corporate HR Department.

No exceptions noted.

1.04

Security related training (such as HIPAA Associate
Training, Incident Response Training, and Information
Security Policy Training) is completed by employees
on an annual basis.

Inspected the corporate training monitoring log for a
sample of current employees to determine that security
related training was completed by employees on an
annual basis.

No exceptions noted.

1.05

Organizational charts are in place to communicate the
defined key areas of authority, responsibility and lines
of reporting to personnel related to the design,
development, implementation, operation,
maintenance, and monitoring of the system.

Inspected the organizational chart to determine that
organizational charts were in place to communicate the
defined key areas of authority, responsibility and lines
of reporting to personnel related to the design,
development, implementation, operation, maintenance,
and monitoring of the system.

No exceptions noted.

1.06

A new hire checklist is utilized to help ensure that
components of the hiring process are consistently
executed.

Inspected the new hire checklist for a sample of new
hires to determine that a new hire checklist was utilized
to help ensure that components of the hiring process
were consistently executed.

No exceptions noted.
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CONTROL AREA 1

CONTROL ENVIRONMENT

0B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that discipline and structure are an integral part of the organization and
influence the control consciousness of its personnel.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor

Test Results

1.07

Upon employee termination, termination checklist is
completed, and physical and logical access is
removed.

Inspected the termination checklist for a sample of
terminated employees and the user access listings to
determine that upon employee terminations, termination
checklist was completed, and physical and logical
access was removed.

No exceptions noted.

1.08

Management communicates performance metrics and
skill development opportunities to employees through
annual performance reviews.

Inspected the completed performance evaluation for a
sample of current employees to determine that
management communicated performance metrics and
skill development opportunities to employees through
annual performance reviews.

No exceptions noted.

1.09

Management has considered the competence levels
for particular jobs and translated required skills and
knowledge levels into written position requirements.

Inspected the job descriptions for a sample of roles to
determine that management had considered the
competence levels for particular jobs and translated
required skills and knowledge levels into written position
requirements.

No exceptions noted.
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CONTROL AREA 2

PHYSICAL SECURITY

1B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that CyrusOne proactively monitors and manages the facilities' and
equipment necessary to provide colocation services.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor

Test Results

2.01

A physical access policy exists to guide personnel in
physical security procedures.

Inspected the security operations policy to determine
that a physical security policy existed to guide
personnel in physical security procedures.

No exceptions noted.

2.02

The facilities have no exterior signage identifying them
as data centers.

Inquired of the Operations Governance Manager
regarding facility exteriors to determine that the facilities
had no exterior signage that identified them as data
centers.

No exceptions noted.

Observed the exterior perimeter for a sample of a data
centers to determine that the facilities had no exterior
signage that identified them as data centers.

No exceptions noted.

Observed the security personnel for a sample of data
centers to determine that a third-party security company
provided monitoring of the alarm systems and building
perimeters on a 24 hour per day basis.

No exceptions noted.

Inspected the third-party security company service
agreement to determine that a third-party security
company provided monitoring of the alarm systems and
building perimeters on a 24 hour per day basis.

No exceptions noted.

Inquired of the Operations Governance Manager
regarding monitoring to determine that security guards
monitored and controlled access to the facilities on a 24
hour per day basis.

No exceptions noted.

Observed the security personnel for a sample of data
centers to determine that security guards monitored and
controlled access to the facilities on a 24 hour per day
basis.

No exceptions noted.

2.03

2.04

A third-party security company provides monitoring of
the alarm systems and building perimeters on a 24
hour per day basis.

Security guards monitor and control access to the
facilities on a 24 hour per day basis.
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CONTROL AREA 2

PHYSICAL SECURITY

1B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that CyrusOne proactively monitors and manages the facilities' and
equipment necessary to provide colocation services.

Control
Point

Control Activity Specified by the
Service Organization

2.05

Badge access is administered after the access request
is approved by the user’s supervisor.

Inspected the user access request ticket for a sample of
new hires and the badge access listing for a sample of
data centers to determine that badge access was
administered after the access request was approved by
the user’s supervisor.

No exceptions noted.

2.06

Badge access reviews for contractors and customers
are performed on at least an annual basis for
appropriateness of physical access.

Inspected the completed badge access review to
determine that badge access reviews for contractors
and customers were performed on at least an annual
basis for appropriateness of physical access.

No exceptions noted.

2.07

CyrusOne restricts facility access to authorized
individuals based on job function.

Inquired of the Operations Governance Manager
regarding facility access to determine that CyrusOne
restricted facility access to authorized individuals based
on job function.

No exceptions noted.

Inspected badge access listing for a sample of data
centers to determine that CyrusOne restricted facility
access to authorized individuals based on job function.

No exceptions noted.

Test Applied by the Service Auditor

Test Results

2.08

Badge access readers are in place at the facilities’
entrance.

Observed the entrances for a sample of data centers to
determine that badge access readers were in place at
the facilities’ entrance.

No exceptions noted.

2.09

Access verification controls exist at facility entrances
to restrict access to authorized personnel.

Observed the facility entrance for a sample of data
centers to determine that entrances to the data center
floor were equipped with badge access readers to
restrict access to authorized personnel.

No exceptions noted.

Inspected the badge access listing for a sample of data
centers to determine that entrances to the data center
floor were equipped with badge access readers to
restrict access to authorized personnel.

No exceptions noted.
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CONTROL AREA 2

PHYSICAL SECURITY

1B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that CyrusOne proactively monitors and manages the facilities' and
equipment necessary to provide colocation services.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor

Test Results

2.10

Video surveillance exists at entrances and secure
areas. Security personnel monitor the video feeds.

Observed the video cameras and security control room
for a sample of data centers to determine that video
surveillance existed at entrances and secure areas, and
that security personnel monitored the video feeds.

No exceptions noted.

2.11

The entity maintains video recordings for 90 days.

Inspected video surveillance retention configurations
and historical footage for a sample of data centers to
determine that the entity-maintained video recordings
for 90 days.

No exceptions noted.

2.12

Security personnel require colocation customers,
vendors, and contractors to present photo
identification, sign a customer sign-in log, and wear a
badge prior to gaining access into the facilities.

Inquired of the Operations Governance Manager
regarding customer access procedures to determine
that security personnel required colocation customers,
vendors, and contractors to present photo identification,
sign a customer sign-in log, and wear a badge prior to
gaining access into the facilities.

No exceptions noted.

Observed the customer sign-in process for a sample of
data centers to determine that security personnel
required colocation customers, vendors, and
contractors to present photo identification, sign a
customer sign-in log, and wear a badge prior to gaining
access into the facilities.

No exceptions noted.

Inspected the visitor sign-in logs for a sample of data
centers and sample of days to determine that security
personnel required colocation customers, vendors, and
contractors to present photo identification, sign a
customer sign-in log, and wear a badge prior to gaining
access into the facilities.

No exceptions noted.
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CONTROL AREA 3

ENVIRONMENTAL SECURITY

2B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that critical information technology infrastructure is protected from certain
environmental threats.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor

Test Results

3.01

Documented procedures are in place to guide
personnel in the monitoring and maintenance of
control systems, escalation of status alarms, and the
resolution of environmental issues affecting the data
facilities and customer areas.

Inspected the security operations policy to determine
that documented procedures were in place to guide
personnel in the monitoring and maintenance of control
systems, escalation of status alarms, and the resolution
of environmental issues affecting the data facilities and
customer areas.

No exceptions noted.

3.02

The data center is equipped with the following
environmental protection systems:

Observed the environmental protections for a sample of
data centers to determine that the data center was
equipped with the following environmental protection
systems:

No exceptions noted.

•
•
•
•
•
•
•
•

3.03

Smoke detectors
Audible and visual fire alarms
Hand-held fire extinguishers
Fire suppression systems
Uninterruptable power supply (UPS) systems
Diesel generator
Chillers
Air conditioning units

A third-party specialist inspects the fire detection and
suppression equipment at least on an annual basis.
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•
•
•
•
•
•
•
•

Smoke detectors
Audible and visual fire alarms
Hand-held fire extinguishers
Fire suppression systems
UPS systems
Diesel generator
Chillers
Air conditioning units

Observed the fire extinguisher inspection tags for a
sample of data centers to determine that a third-party
specialist inspected the fire detection and suppression
equipment at least on an annual basis.

No exceptions noted.

Inspected the fire detection and suppression system
inspection report for a sample of data centers to
determine that a third-party specialist inspected the fire
detection and suppression equipment at least on an
annual basis.

No exceptions noted.
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CONTROL AREA 3

ENVIRONMENTAL SECURITY

2B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that critical information technology infrastructure is protected from certain
environmental threats.

Control
Point

Control Activity Specified by the
Service Organization

3.04

A third-party specialist monitors the fire alarm and
detection systems and notifies the service organization
in the event that predefined thresholds are exceeded.

Inspected the third-party security company service level
agreement to determine that a third-party specialist
monitored the fire alarm and detection systems and
notified the service organization in the event that
predefined thresholds are exceeded.

No exceptions noted.

3.05

A third-party specialist inspects and maintains the
chillers at least on an annual basis.

Inspected the chiller inspection report for a sample of
data centers to determine that a third-party specialist
inspected and maintained the chillers at least on an
annual basis.

No exceptions noted.

3.06

A third-party specialist or facilities management
inspects and maintains the air conditioning units at
least quarterly.

Inspected the air conditioning inspection report for a
sample of quarters and data centers to determine that a
third-party specialist or facilities management inspected
and maintained the air conditioning units at least
quarterly.

No exceptions noted.

3.07

The data center floor is equipped with raised flooring
to elevate equipment and help facilitate cooling.

Observed the raised floors for a sample of data centers
to determine that the data center floor was equipped
with raised flooring to elevate equipment and help
facilitate cooling.

No exceptions noted.

3.08

A third-party specialist inspects and maintains the UPS
systems on at least an annual basis.

Inspected the UPS inspection report for a sample of
data centers to determine that a third-party specialist
inspected and maintained the UPS systems on at least
an annual basis.

No exceptions noted.

3.09

Facilities management performs generator run tests at
least on a monthly basis.

Inspected the generator run test report for a sample of
months and data centers to determine that facilities
management performed generator run tests at least on
a monthly basis.

No exceptions noted.

3.10

A third-party specialist inspects and maintains the
diesel power generators at least on an annual basis.

Inspected the generator inspection report for a sample
of data centers to determine that a third-party specialist
inspected and maintained the diesel power generators
at least on an annual basis.

No exceptions noted.
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Test Results
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CONTROL AREA 3

ENVIRONMENTAL SECURITY

2B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that critical information technology infrastructure is protected from certain
environmental threats.

Control
Point

Control Activity Specified by the
Service Organization

3.11

The data center proper power distribution is connected
to redundant electrical feeds that are buried
underground and encased in concrete vaults.

3.12

3.13

Building management and power monitoring software
is utilized to monitor interior conditions and flow of
power throughout the facility which alerts operations
personnel when thresholds are met.

The third-party data center personnel monitor the
status of environmental protections continuously.
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Test Applied by the Service Auditor

Test Results

Inquired of the Operations Governance Manager
regarding data center power to determine that the data
center proper power distribution was connected to
redundant electrical feeds that were buried
underground and encased in concrete vaults.

No exceptions noted.

Observed the power connections for a sample of data
centers to determine that the data center proper power
distribution was connected to redundant electrical feeds
that were buried underground and encased in concrete
vaults.

No exceptions noted.

Inspected the building management and power
monitoring notification configurations and an example
alert to determine that building management and power
monitoring software was utilized to monitor interior
conditions and flow of power throughout the facility
which alerts operations personnel when thresholds are
met.

No exceptions noted.

Observed the building management and power
monitoring software for a sample of data centers to
determine that building management and power
monitoring software was utilized to monitor interior
conditions and flow of power throughout the facility
which alerts operations personnel when thresholds are
met.

No exceptions noted.

Observed the environmental monitoring screens and
personnel for a sample of data centers to determine
that the third-party data center personnel monitored the
status of environmental protections continuously.

No exceptions noted.
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CONTROL AREA 4

PROVISIONING

3B

Control Objective Specified
by the Service Organization:

Control
Point
4.01

4.02

4.03

Controls provide reasonable assurance that customer environments are provisioned according to standardized
methodologies and to mutually agreed upon criteria and contractual obligations.

Control Activity Specified by the
Service Organization
A customer project plan is documented to guide
account management personnel in customer
provisioning and implementation activities.

Account management personnel maintain a
documented Master Services Agreement (MSA) with
each customer that defines the terms of services
provided.

CyrusOne and the customer signs an MSA to verify
the agreed upon services to be provided prior to
commencing provisioning activities.
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Test Applied by the Service Auditor

Test Results

Inquired of the Senior Manager of Managed Services
regarding customer provisioning to determine that a
customer project plan was in place to guide account
management personnel in customer provisioning and
implementation activities.

No exceptions noted.

Inspected the customer provisioning workflow to
determine that a customer project plan was in place to
guide account management personnel in customer
provisioning and implementation activities.

No exceptions noted.

Inspected the project plan for a sample of new
customers to determine that a customer project plan
was in place to guide account management personnel
in customer provisioning and implementation activities.

Testing of the control activity
disclosed that there were no new
managed service customers
during the review period.

Inquired of the Senior Manager of Managed Services
regarding account provisioning to determine that
account management personnel maintained a
documented MSA with each customer that defined the
terms of services provided.

No exceptions noted.

Inspected the MSA for a sample of customers to
determine that account management personnel
maintained a documented MSA with each customer that
defined the terms of services provided.

No exceptions noted.

Inquired of the Senior Manager of Managed Services
regarding customer provisioning to determine that
CyrusOne and the customer signed an MSA to verify
the agreed upon services to be provided prior to
commencing provisioning activities.

No exceptions noted.
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CONTROL AREA 4

PROVISIONING

3B

Control Objective Specified
by the Service Organization:

Control
Point

4.04

Controls provide reasonable assurance that customer environments are provisioned according to standardized
methodologies and to mutually agreed upon criteria and contractual obligations.

Control Activity Specified by the
Service Organization

Account management personnel record customer
implementation requirements within a ticketing system
to facilitate and track implementation activities, project
status, and task assignment prior to provisioning.
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Test Applied by the Service Auditor

Test Results

Inspected the customer provisioning workflow to
CyrusOne and the customer signed an MSA to verify
the agreed upon services to be provided prior to
commencing provisioning activities.

No exceptions noted.

Inspected the MSA for a sample of customers to
determine that CyrusOne and the customer signed an
MSA to verify the agreed upon services to be provided
prior to commencing provisioning activities.

Testing of the control activity
disclosed that there were no new
customers provisioned during the
review period.

Inquired of the Senior Manager of Managed Services
regarding account provisioning to determine that
account management personnel recorded customer
implementation requirements within a ticketing system
to facilitate and track implementation activities, project
status, and task assignment prior to provisioning.

No exceptions noted.

Inspected the customer onboarding workflow to
determine that account management personnel
recorded customer implementation requirements within
a ticketing system to facilitate and track implementation
activities, project status, and task assignment prior to
provisioning.

No exceptions noted.

Inspected the implementation ticket for a sample of new
customers to determine that account management
personnel recorded customer implementation
requirements within a ticketing system to facilitate and
track implementation activities, project status, and task
assignment prior to provisioning.

Testing of the control activity
disclosed that there were no new
managed service customers
during the review period.
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CONTROL AREA 4

PROVISIONING

3B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that customer environments are provisioned according to standardized
methodologies and to mutually agreed upon criteria and contractual obligations.

Control
Point

Control Activity Specified by the
Service Organization

4.05

Management requires account management personnel
to provide new customers with a welcome package
upon the completion of provisioning activities that
includes documented instructions and procedures for
support activities.

4.06

QA review of new customer implementations is
performed to help ensure that required documents are
completed for customer setup.
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Test Applied by the Service Auditor

Test Results

Inquired of the Senior Manager of Managed Services
regarding account provisioning to determine that
management required account management personnel
to provide new customers with a welcome package
upon the completion of provisioning activities that
included documented instructions and procedures for
support activities.

No exceptions noted.

Inspected the customer onboarding workflow to
determine that management required account
management personnel to provide new customers with
a welcome package upon the completion of
provisioning activities that included documented
instructions and procedures for support activities.

No exceptions noted.

Inspected the welcome package for a sample of new
customers to determine that management required
account management personnel to provide new
customers with a welcome package upon the
completion of provisioning activities that included
documented instructions and procedures for support
activities.

Testing of the control activity
disclosed that there were no new
managed service customers
during the review period.

Inquired of the Senior Manager of Managed Services
regarding account provisioning to determine that QA
review of new customer implementations was
performed to help ensure that required documents were
completed for customer setup.

No exceptions noted.

Inspected the customer onboarding workflow to
determine that QA review of new customer
implementations was performed to help ensure that
required documents were completed for customer
setup.

No exceptions noted.
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CONTROL AREA 4

PROVISIONING

3B

Control Objective Specified
by the Service Organization:

Control
Point

Controls provide reasonable assurance that customer environments are provisioned according to standardized
methodologies and to mutually agreed upon criteria and contractual obligations.

Control Activity Specified by the
Service Organization

Test Applied by the Service Auditor
Inspected the QA review for a sample of new customers
to determine that QA review of new customer
implementations was performed to help ensure that
required documents were completed for customer
setup.
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Test Results
Testing of the control activity
disclosed that there were no
managed service customers
onboarded during the review
period.
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CONTROL AREA 5

CUSTOMER SERVICE

4B

Control Objective Specified
by the Service Organization:

Control
Point
5.01

Control Activity Specified by the
Service Organization
Documented customer service policies and
procedures are in place to help guide NOC personnel
in customer service practices that include but are not
limited to the following:
•
•
•

5.02

Monitoring, documenting, and resolution of
customer service requests
Incident handling
Escalation flow and guidelines

Customer service procedures outline incident handling
requirements that include but are not limited to the
following:
•
•
•

5.03

Controls provide reasonable assurance that customer communication is complete and accurate and that issues are
escalated according to pre-defined procedures.

Escalation and response time requirements
Severity level definitions
Emergency notification requirements for
unexpected service issues

An account manager is assigned to each customer to
oversee customer satisfaction and help facilitate the
resolution of service issues.
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Test Applied by the Service Auditor
Inspected the managed service support center runbook
to determine that documented customer service policies
and procedures were in place to help guide NOC
personnel in customer service practices that included
but were not limited to the following:
•
•
•

No exceptions noted.

Monitoring, documenting, and resolution of
customer service requests
Incident handling
Escalation flow and guidelines

Inspected the managed service support center runbook
to determine that customer service procedures outlined
incident handling requirements that included but were
not limited to the following:
•
•
•

Test Results

No exceptions noted.

Escalation and response time requirements
Severity level definitions
Emergency notification requirements for
unexpected service issues

Inquired of the Senior Manager of Managed Services
regarding account manager assignments to determine
that a dedicated account manager was assigned to
each customer to oversee customer satisfaction and
help facilitate the resolution of service issues.

No exceptions noted.

Inspected the account manager assignments for a
sample of customers to determine that a dedicated
account manager was assigned to each customer to
oversee customer satisfaction and help facilitate the
resolution of service issues.

No exceptions noted.
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CONTROL AREA 5

CUSTOMER SERVICE

4B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that customer communication is complete and accurate and that issues are
escalated according to pre-defined procedures.

Control
Point

Control Activity Specified by the
Service Organization

5.04

NOC personnel are staffed on a 24 hour per day basis
to monitor and respond to issues reported to the call
center.

5.05

5.06

NOC personnel require customer service callers to
authenticate via pre-defined customer-specific
questions and a PIN prior to the provisioning of
support services.

The NOC maintains documented call handling scripts
and procedures that address requirements for
customer service activities that include but are not
limited to the following:
•
•
•
•

Authentication of callers
Customer approval of maintenance activities
Solution support
Administrative contact changes
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Test Applied by the Service Auditor

Test Results

Inquired of the Senior Manager of Managed Services
regarding NOC personnel staffing to determine that
NOC personnel were staffed on a 24 hour per day basis
to monitor and respond to issues reported to the call
center.

No exceptions noted.

Inspected the NOC staffing schedule for a sample of
months to determine that NOC personnel were staffed
on a 24 hour per day basis to monitor and respond to
issues reported to the call center.

No exceptions noted.

Inquired of the Senior Manager of Managed Services
regarding authentication to determine that NOC
personnel required customer service callers to
authenticate via pre-defined customer-specific
questions and a PIN prior to the provisioning of support
services.

No exceptions noted.

Inspected the managed service support center runbook
to determine that NOC personnel required customer
service callers to authenticate via pre-defined customerspecific questions and a PIN prior to provisioning of
support services.

No exceptions noted.

Inspected the managed service support center runbook
to determine that the NOC maintained documented call
handling scripts and procedures that addressed
requirements for customer service activities that
included but were not limited to the following:

No exceptions noted.

•
•
•
•

Authentication of callers
Customer approval of maintenance activities
Solution support
Administrative contact changes
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CONTROL AREA 5

CUSTOMER SERVICE

4B

Control Objective Specified
by the Service Organization:

Control
Point
5.07

5.08

Controls provide reasonable assurance that customer communication is complete and accurate and that issues are
escalated according to pre-defined procedures.

Control Activity Specified by the
Service Organization
The customer portal requires internal and external
users to authenticate with a username and password
and requires multi-factor authentication.

An automated issue management system is utilized to
document, prioritize, escalate, and resolve problems
affecting customer services.

Test Applied by the Service Auditor

Test Results

Observed a user authenticate into the customer portal
to determine that the customer portal required internal
and external users to authenticate with a username and
password and required multi-factor authentication.

No exceptions noted.

Inspected the customer portal login screen and
password configurations to determine that the customer
portal required internal and external users to
authenticate with a username and password and
required multi-factor authentication.

No exceptions noted.

Observed the customer portal to determine that an
automated issue management system was utilized to
document, prioritize, escalate, and resolve problems
affecting customer services.

No exceptions noted.

Inspected the associated ticket for a sample of
customer change requests to determine that an
automated issue management system was utilized to
document, prioritize, escalate, and resolve problems
affecting customer services.

No exceptions noted.

5.09

Documented issue tracking procedures are in place to
guide personnel in opening, prioritizing, assigning, and
closing of tickets in the automated issue management
system.

Inspected the managed service support center runbook
and the associated ticket for a sample of customer
change requests to determine that documented issue
tracking procedures were in place to guide personnel in
the opening, prioritizing, assigning, and closing of
tickets in the automated issue management system.

No exceptions noted.

5.10

NOC and support personnel utilize predefined severity
levels to categorize and escalate customer
communication issues.

Inspected the managed service support center runbook
and the associated ticket for a sample of customer
change requests to determine that NOC and support
personnel utilized predefined severity levels to
categorize and escalate customer communication
issues.

No exceptions noted.
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CONTROL AREA 5

CUSTOMER SERVICE

4B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that customer communication is complete and accurate and that issues are
escalated according to pre-defined procedures.

Control
Point

Control Activity Specified by the
Service Organization

5.11

The NOC maintains documented procedures for
emergency call handling and requires service
organization employees to take customer service calls
in the event of an emergency.
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Test Applied by the Service Auditor

Test Results

Inquired of the Senior Manager of Managed Services
regarding emergency call handling to determine that the
NOC maintained documented procedures for
emergency call handling and required service
organization employees to take customer service calls
in the event of an emergency.

No exceptions noted.

Inspected the managed service support center runbook
to determine that the NOC maintained documented
procedures for emergency call handling and required
service organization employees to take customer
service calls in the event of an emergency.

No exceptions noted.
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CONTROL AREA 6

INFRASTRUCTURE CHANGE MANAGEMENT

5B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that changes to existing customer infrastructure are authorized, approved,
and documented before being implement in the production environment.

Control
Point

Control Activity Specified by the
Service Organization

6.01

Documented infrastructure change management
policies and procedures are in place to guide
personnel in performing changes to existing customer
infrastructure.

Inspected the change management policy to determine
that documented infrastructure change management
policies and procedures were in place to guide
personnel in performing changes to existing customer
infrastructure.

No exceptions noted.

6.02

A ticketing system is in place and utilized to centrally
maintain, manage, and monitor all changes within the
internal environment, and customer servicing
environments and supporting systems.

Inspected the change ticketing system and change
request ticket for a sample of infrastructure changes to
determine that a ticketing system was in place and
utilized to centrally maintain, manage, and monitor all
changes within the internal environment, and customer
servicing environments and supporting systems.

No exceptions noted.

6.03

An automated tool is in place to monitor patch
releases, distribute patches, and apply patches to
customer production server operating systems.

Inspected the automated patch system and the tracking
ticket for a sample of monthly security patches to
determine that an automated tool was in place that
monitored patch released, distributed patches, and
applied patches to customer production server
operating systems.

No exceptions noted.

6.04

The facilities, business, managed services, and
network engineering personnel complete a change
request ticket for infrastructure changes prior to
implementation.

Inspected the change request tickets for a sample of
infrastructure changes to determine that the facilities,
business, managed services, and network engineering
personnel completed a change request ticket for
CyrusOne’s infrastructure changes prior to
implementation.

No exceptions noted.

6.05

Infrastructure changes are approved prior to
implementation.

Inspected the change request ticket for a sample of
infrastructure changes to determine that infrastructure
changes were approved prior to implementation.

No exceptions noted.

6.06

The ability to implement infrastructure changes is
restricted to appropriate users.

Inquired of the Senior Manager of Managed Services
regarding infrastructure changes to determine that the
ability to implement infrastructure changes was
restricted to appropriate users.

No exceptions noted.
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Test Applied by the Service Auditor

Test Results
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CONTROL AREA 6

INFRASTRUCTURE CHANGE MANAGEMENT

5B

Control Objective Specified
by the Service Organization:

Control
Point

6.07

Controls provide reasonable assurance that changes to existing customer infrastructure are authorized, approved,
and documented before being implement in the production environment.

Control Activity Specified by the
Service Organization

Operations personnel require customer authorization
by an authorized contact prior to initiating customer
change requests.

Test Applied by the Service Auditor

Test Results

Inspected the domain administrator access listing to
determine that the ability to implement infrastructure
changes was restricted to appropriate users.

No exceptions noted.

Inquired of the Senior Manager of Managed Services
regarding authorization to determine that operations
personnel required customer authorization by an
authorized contact prior to initiating customer change
requests.

No exceptions noted.

Inspected the customer authorization for a sample of
customer change requests to determine that operations
personnel required customer authorization by an
authorized contact prior to initiating customer change
requests.

No exceptions noted.

6.08

Operations personnel perform testing of customer
changes, if applicable, prior to implementation.

Inspected associated ticket for a sample of customer
change requests to determine that operations personnel
performed testing if applicable, prior to implementation.

No exceptions noted.

6.09

Operations personnel require customer approval by an
authorized contact prior to the implementation of
customer changes.

Inquired of the Senior Manager of Managed Services
regarding authorization to determine that operations
personnel required customer approval by an authorized
contact prior to the implementations of customer
changes.

No exceptions noted.

Inspected the customer approval for a sample of
customer changes to determine that operations
personnel required customer approval by an authorized
contact prior to the implementations of customer
changes.

No exceptions noted.
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CONTROL AREA 6

INFRASTRUCTURE CHANGE MANAGEMENT

5B

Control Objective Specified
by the Service Organization:

Control
Point
6.10

Controls provide reasonable assurance that changes to existing customer infrastructure are authorized, approved,
and documented before being implement in the production environment.

Control Activity Specified by the
Service Organization
Account managers notify customers via the customer
portal prior to the implementation of infrastructure
changes that impact their service.
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Test Applied by the Service Auditor
Inspected the customer communication for a sample of
infrastructure changes that impacted service to
determine that account managers notified customers
via the customer portal prior to the implementation of
infrastructure changes that impacted their service.

Test Results
No exceptions noted.
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CONTROL AREA 7

BACKUP AND RECOVERY

6B

Control Objective Specified
by the Service Organization:

Controls provide reasonable assurance that timely system backups of critical files to an off-site location are
performed.

Control
Point

Control Activity Specified by the
Service Organization

7.01

Documented backup and recovery procedures are in
place to guide personnel in backup operation activities
that include, but are not limited to, the following:

•
•
•

Backup availability
Backup frequencies
Retention Periods

Test Applied by the Service Auditor
Inspected the documented backup and recovery
procedures to determine that documented backup and
recovery procedures were in place to guide personnel
in backup operation activities that included the
following:

•
•
•

Test Results
No exceptions noted.

Backup availability
Backup frequencies
Retention Periods

7.02

An automated backup system is utilized to perform
scheduled system backups.

Inspected the automated backup system to determine
that an automated backup system was utilized to
perform scheduled system backups.

No exceptions noted.

7.03

The automated backup system is configured to notify
NOC personnel via e-mail regarding the success or
failure of scheduled backup jobs.

Inspected the backup system notification configurations
and an example e-mail notification to determine that the
automated backup system was configured to notify the
IT infrastructure team via e-mail regarding the success
or failure of scheduled backup jobs.

No exceptions noted.

7.04

Backup problems that occur are validated and then
entered into a tracking system and monitored until
resolved.

Inspected the resolution ticket for a sample of backup
failures to determine that backup problems that
occurred were validated and then entered into a
tracking system and monitored until resolved.

No exceptions noted.

7.05

Backup tapes are transferred to an off-site location in a
timely manner and tracked in a transfer ticket.

Inspected the tape rotation log for a sample of months
to determine that backup tapes were transferred to an
off-site location in a timely manner and tracked in a
transfer ticket.

No exceptions noted.
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ASSERTION OF CYRUSONE, LLC MANAGEMENT

October 15, 2021
We have prepared the accompanying description of CyrusOne, LLC’s (‘CyrusOne’ or ‘the Company’)
Managed Services System titled "CyrusOne, LLC’s Description of Its Managed Services System throughout
the period October 1, 2020 to September 30, 2021” (description), based on the criteria for a description of
a service organization’s system in DC section 200, 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2® Report (AICPA, Description Criteria), (description criteria). The
description is intended to provide report users with information about the Managed Services System that
may be useful when assessing the risks arising from interactions with CyrusOne’s system, particularly
information about system controls that CyrusOne has designed, implemented and operated to provide
reasonable assurance that its service commitments and system requirements were achieved based on the
trust services criteria relevant to Security and Availability (applicable trust services criteria) set forth in TSP
section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and
Privacy (AICPA, Trust Services Criteria).
The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary to achieve CyrusOne’s service commitments and system requirements based on
the applicable trust services criteria. The description presents the applicable trust services criteria and the
complementary user entity controls assumed in the design of CyrusOne’s controls.
We confirm, to the best of our knowledge and belief, that:
a. the description presents CyrusOne’s Managed Services System that was designed and
implemented throughout the period October 1, 2020 to September 30, 2021, in accordance with
the description criteria.
b. the controls stated in the description were suitably designed throughout the period October 1, 2020
to September 30, 2021, to provide reasonable assurance that CyrusOne’s service commitments
and system requirements would be achieved based on the applicable trust services criteria, if its
controls operated effectively throughout that period, and if user entities applied the complementary
controls assumed in the design of CyrusOne’s controls throughout that period.
c. the controls stated in the description operated effectively throughout the period October 1, 2020 to
September 30, 2021, to provide reasonable assurance that CyrusOne’s service commitments and
system requirements were achieved based on the applicable trust services criteria, if
complementary user entity controls assumed in the design of CyrusOne’s controls operated
effectively throughout that period.

_________________________
Michael Smith
Compliance Controls Manager
CyrusOne, LLC
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SECTION 2
INDEPENDENT SERVICE AUDITOR’S REPORT
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INDEPENDENT SERVICE AUDITOR’S REPORT
To: CyrusOne, LLC
Scope
We have examined CyrusOne’s accompanying description of its Managed Services System titled
"CyrusOne, LLC’s Description of Its Managed Services System throughout the period October 1, 2020 to
September 30, 2021” (description) based on the criteria for a description of a service organization’s system
in DC section 200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC
2® Report (AICPA, Description Criteria), (description criteria) and the suitability of the design and operating
effectiveness of controls stated in the description throughout the period October 1, 2020 to
September 30, 2021, to provide reasonable assurance that CyrusOne’s service commitments and system
requirements were achieved based on the trust services criteria relevant to Security and Availability
(applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).
The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at CyrusOne, to achieve CyrusOne’s service commitments
and system requirements based on the applicable trust services criteria. The description presents
CyrusOne’s controls, the applicable trust services criteria, and the complementary user entity controls
assumed in the design of CyrusOne’s controls. Our examination did not include such complementary user
entity controls and we have not evaluated the suitability of the design or operating effectiveness of such
controls.
Service Organization’s Responsibilities
CyrusOne is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance that
CyrusOne’s service commitments and system requirements were achieved. CyrusOne has provided its
assertion titled "Assertion of CyrusOne, LLC Management" (assertion) about the description and the
suitability of design and operating effectiveness of controls stated therein. CyrusOne is also responsible for
preparing the description and assertion, including the completeness, accuracy, and method of presentation
of the description and assertion; providing the services covered by the description; selecting the applicable
trust services criteria and stating the related controls in the description; and identifying the risks that threaten
the achievement of the service organization’s service commitments and system requirements.
Service Auditor’s Responsibilities
Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was
conducted in accordance with attestation standards established by the American Institute of Certified Public
Accountants (AICPA) and in accordance with International Standard on Assurance Engagements 3000
(Revised), Assurance Engagements Other Than Audits or Reviews of Historical Financial Information,
issued by the International Auditing and Assurance Standards Board. Those standards require that we plan
and perform our examination to obtain reasonable assurance about whether, in all material respects, the
description is presented in accordance with the description criteria and the controls stated therein were
suitably designed and operated effectively to provide reasonable assurance that the service organization’s
service commitments and system requirements were achieved based on the applicable trust services
criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable
basis for our opinion.
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An examination of the description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves the following:
• Obtaining an understanding of the system and the service organization’s service commitments and
system requirements
• Assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively
• Performing procedures to obtain evidence about whether the description is presented in
accordance with the description criteria
• Performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its
service commitments and system requirements based the applicable trust services criteria
• Testing the operating effectiveness of controls stated in the description to provide reasonable
assurance that the service organization achieved its service commitments and system
requirements based on the applicable trust services criteria
• Evaluating the overall presentation of the description
Our examination also included performing such other procedures as we considered necessary in the
circumstances.
Service Auditor’s Independence and Quality Control
We have complied with the independence and other ethical requirements of the Code of Professional
Conduct established by the AICPA.
We applied the Statements on Quality Control Standards established by the AICPA and, accordingly,
maintain a comprehensive system of quality control.
Inherent Limitations
The description is prepared to meet the common needs of a broad range of report users and may not,
therefore, include every aspect of the system that individual users may consider important to meet their
informational needs.
There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls.
Because of their nature, controls may not always operate effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements are achieved based on the
applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability of
the design and operating effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with policies or procedures
may deteriorate.
Description of Tests of Controls
The specific controls we tested and the nature, timing, and results of those tests are presented in Section
4.
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Opinion
In our opinion, in all material respects,
a. the description presents CyrusOne’s Managed Services System that was designed and
implemented throughout the period October 1, 2020 to September 30, 2021, in accordance with
the description criteria.
b. the controls stated in the description were suitably designed throughout the period October 1, 2020
to September 30, 2021, to provide reasonable assurance that CyrusOne’s service commitments
and system requirements would be achieved based on the applicable trust services criteria, if its
controls operated effectively throughout that period and if the user entities applied the
complementary controls assumed in the design of CyrusOne’s controls throughout the period.
c. the controls stated in the description operated effectively throughout the period October 1, 2020 to
September 30, 2021, to provide reasonable assurance that CyrusOne’s service commitments and
system requirements were achieved based on the applicable trust services criteria, if
complementary user entity controls assumed in the design of CyrusOne’s controls operated
effectively throughout the period.
Restricted Use
This report, including the description of tests of controls and results thereof in Section 4, is intended solely
for the information and use of CyrusOne, user entities of CyrusOne’s Managed Services System during
some or all of the period October 1, 2020 to September 30, 2021, business partners of CyrusOne subject
to risks arising from interactions with the Managed Services System, practitioners providing services to
such user entities and business partners, prospective user entities and business partners, and regulators
who have sufficient knowledge and understanding of the following:
• The nature of the service provided by the service organization
• How the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties
• Internal control and its limitations
• Complementary user entity controls and how those controls interact with the controls at the service
organization to achieve the service organization’s service commitments and system requirements
• User entity responsibilities and how they may affect the user entity’s ability to effectively use the
service organization’s services
• The applicable trust services criteria
• The risks that may threaten the achievement of the service organization’s service commitments
and system requirements and how controls address those risks
This report is not intended to be, and should not be, used by anyone other than these specified parties.

__________________
Tampa, Florida
October 15, 2021
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SECTION 3
CYRUSONE, LLC’S DESCRIPTION OF ITS MANAGED SERVICES SYSTEM
THROUGHOUT THE PERIOD OCTOBER 1, 2020 TO SEPTEMBER 30, 2021
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OVERVIEW OF OPERATIONS
Company Background
CyrusOne (NASDAQ: CONE) is a high-growth real estate investment trust (REIT) specializing in highly
reliable enterprise-class, carrier-neutral data center properties. The Company provides mission-critical data
center facilities that protect and ensure the continued operation of IT infrastructure for approximately 1,000
customers, including over 200 Fortune 1000 companies.
With a track record of meeting and surpassing the aggressive speed-to-market demands of hyperscale
cloud providers, as well as the expanding IT infrastructure requirements of the enterprise, CyrusOne
provides the flexibility, reliability, security, and connectivity that foster business growth. CyrusOne offers a
tailored, customer service-focused platform and is committed to full transparency in communication,
management, and service delivery throughout its 53 data centers worldwide.
The CyrusOne data centers protect customer’s systems from many natural and man- made causes of
outages. Each component of the data centers is designed to provide optimal availability in a variety of
conditions. CyrusOne focuses on providing availability and offers a solution in preventing outages and in
protecting its customer’s information assets:
• Power - CyrusOne provides availability of power to its customers’ information systems and
equipment, 24 x 7 x 365 as defined in service level agreements (SLAs) with each customer.
CyrusOne’s power infrastructure is designed with emergency sources of power, redundant power
components, and automated control and monitoring capabilities to reduce the risk of outages or
downtime due to municipal power failures, cable cuts or brownouts
• Security - CyrusOne customer’s critical systems and data are protected around the clock by
physical security controls. CyrusOne’s data centers employ multiple layers of physical and
electronic security to provide deterrence and protection from unauthorized access and potential
threats to its customers’ business
• Resilient Network - Nationwide telecom providers provide a Network Consistency in the five 9s
range of service. With CyrusOne’s multiple Tier 1 Internet Providers, connectivity is maximized
Description of Services Provided
CyrusOne provides business and technology solutions in its facilities in Wappingers Falls, New York;
Stamford, Connecticut; Totowa, New Jersey; Carrollton, Texas; and Austin, Texas. CyrusOne’s service
offerings fall into four main categories:
Managed Hosting
As a managed hosting provider, CyrusOne assumes full responsibility for the administration, management,
architecture, hardware, and software to support a high availability, scalable infrastructure.
Customer Managed Services
CyrusOne Managed Hosting as indicated above with customer remote access to infrastructure and
responsibility at the application level. CyrusOne provides the following managed services:
• Administration services
• Managed storage services
• VM / Cloud services
• Migration services
• Network services
• Monitoring services
• Security services
• Telecommunication services

Proprietary and Confidential

8

Colocation Services
CyrusOne’ colocation services are designed for clients wishing to retain full or partial responsibility for
choosing their hardware, but also wishing to take advantage of CyrusOne’ technologically advanced
infrastructure and security via private data center suites, secured cabinets, and caged areas. Customers
will have access to facilities equipped with 2N uninterruptible power supply systems (UPS), N+1 backup
generators, climate controls, redundant network connectivity, and 24 hours per day monitoring and security.
Additionally, customers can choose from the following colocation options:
• Secure Cabinets - This option is designed for customers with minimal physical space requirements.
Cabinets can hold multiple servers and feature front and back ventilation, redundant power feeds
backed up by dual UPS systems, and 10/100Mbps (with 1Gbps optional) Ethernet connections
• Closed Cage - This environment provides a larger data center area of physical security, while
offering the same ventilation, power, and connectivity options as a secure cabinet. The closed
cages feature sliding locked front panels and solid post construction to provide a high degree of
security
Customer Services
To provide the highest quality of service delivery to customers, CyrusOne account management teams
conduct regularly scheduled account reviews with its customers. On a periodic basis, the Account Team
presents, and reviews consolidated service delivery reports from operations highlighting SLA conformance
and communicate problems tracked and resolved. Customer Service serves as the focal point for any
issues and concerns, including follow-up processes to determine appropriate actions have been taken to
satisfy customer requirements.
Implementation Services
The focus of the implementation team is targeted on a set of eight key components so that a successful
services installation will be achieved. The implementation areas are as follows:
• Connectivity - CyrusOne manages the installation of network connectivity (Internet, private line,
etc.) required in order for its customers to connect to systems located at CyrusOne. This may
include CyrusOne Internet bandwidth and/or assistance with connectivity of any required private
line services
• Systems Inventory - CyrusOne works with customer to identify power and space requirements of
customers. CyrusOne documents physical specifications that are used in determining facilities
requirements for High Availability within the CyrusOne Data Center
• Facilities Construction - CyrusOne builds-out the necessary CyrusOne cabinet/cage space
required for the customer’s equipment, including power, cabling, etc.
• Current Policies & Procedures - CyrusOne provides customers with Acceptable Use Policies and
instructions for access, shipping/receiving, etc.
• Move Logistics (Physical & Logical) - CyrusOne works with its customer to coordinate the migration
of systems to the CyrusOne Data Center. This includes collaboration in the areas of
component/connection mapping, test planning, pre-move testing and physical move planning
• Backup, Tape Rotation, Storage Management - CyrusOne works with the customer to review their
storage requirements
• Customer Profile/Escalation Procedures - CyrusOne works with the customer to gather the specific
information (contacts, access requirements and system-specific escalation procedures) in order to
build an operational view of the customer
• Systems Monitoring/Management - CyrusOne monitors/manages customer’s Infrastructure
environment systems by monitoring power, air temperature and humidity
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Operational Services
Upon completion of the onboarding process, customers move into ‘Operational Mode’. At this point, the
CyrusOne Operations Team manages the infrastructure environment to maintain consistent delivery of
services (power, cooling, and lighting).
Customer On-Boarding Workflow

Systems Inventory

Current Policies &
Procedures
Move Logistics (Physical &
Logical)
Backup, Tape Rotation,
Storage Management
Customer Profile/Escalation
Procedures
Network
Monitoring/Management
Implementation Plan

CyrusOne®

Customer

Facilities Construction

Services Provisioning Checklist

Connectivity

Site Descriptions
Data Centers
CyrusOne services are provided out of their four data center facilities located in Wappingers Falls, New
York, Stamford, Connecticut, and Totowa, New Jersey. The data centers are monitored 24 hours per day.
The current Wappingers Falls data center facility is 103,000 square feet with 37,000 square feet of raised
floor and 29,000 square feet of work area recovery space. The current Stamford, Connecticut data center
facility is 30,000 square feet of which 20,000 square feet is raised floor data center space. The work area
recovery space in Stamford, CT currently consists of 32,000 square feet with potential for growth and
expansion. The current Totowa, New Jersey data center facility has 154,000 square feet gross space of
which 50,000 square feet is designed to be raised floor and 35,000 square feet of work area recovery seats.
The current Carrollton data center facility is 670,000 square feet with 400,000 square feet of raised floor
and 60,000 square feet of work area recovery space. The current Austin data center facility is 70,000 square
feet with 41,000 square feet of raised floor. Colocation, managed hosting, and BC/DR services are provided
at all locations.
Fire Detection and Suppression
Each of the data center facilities features the following fire detection and suppression systems:
• Audible and visual fire alarms
• Fire suppression systems
• Fire and smoke detectors
• Hand-held fire extinguishers
In addition, the Stamford, Connecticut, and Totowa, New Jersey, data center facilities also feature very
early smoke detection apparatus (VESDA) air sampling smoke detectors. The fire alarms systems at each
facility are monitored by a third-party provider, and all fire detection and suppression equipment is inspected
by third-party specialists on at least an annual basis.
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Power Supply
The data centers are designed with full necessary plus one (N+1) redundancy - at any time each component
is connected with multiple power connections.
The Wappingers Falls power design is based on multiple and fully divergent power substations from the
utility provider Central Hudson Gas and Electric Corporation. The facility is equipped with N+N (2N) UPS
systems and N+1 generators that support the backup electricity needs of the data center. CyrusOne has
implemented a highly available electrical infrastructure. The UPS and generator systems are inspected by
third-party specialists on a semi-annual basis to help ensure proper functioning.
In addition, facilities personnel also perform generator run tests on a monthly basis. The electrical system
is built on tiers that include the following:
• Two in-house electrical sub-stations
• Two separate feeds from the utility company
• 14 individual UPS (four 500 KVA / 400 KW and ten 500 KVA / 450 KW)
• Four diesel generators (three 2 Megawatt with 3000 gallons of fuel and one 1.5 Megawatt with
2,000 gallons of fuel
• 100-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Stamford data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, Connecticut Light & Power (CL&P). Similar to the New York data center, the facility is equipped
with N+N (2N) UPS, N+1 generator backup, and N+1 generator feeds to the building. The UPS and
generator systems are inspected by third-party specialists on a semi-annual basis to help ensure proper
functioning. In addition, facilities personnel also perform generator run tests on a weekly basis. The center’s
highly available electrical infrastructure is built on a tiered system and includes the following:
• Two separate feeds from the utility company
• Eight individual UPS (six 750 KVA and two 120 KVA)
• Three 2-Megawatt diesel generators with 5,500 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Totowa data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, PSE&G. The facility is equipped with N+N (2N) UPS, N+1 generator backup, and 2N utility feeds
to the building. The UPS systems are inspected by third-party specialists on a semi-annual basis to help
ensure proper functioning, while the generators are inspected on a quarterly basis to help ensure proper
functioning. In addition, facilities personnel also perform generator run tests on a weekly basis. The center’s
highly available electrical infrastructure is built on a tiered system and currently for its initial build-out phase
with incremental infrastructure to be added on an as needed basis. The current power infrastructure
includes the following:
• Two in-house electrical sub-stations
• 14 individual UPS (750 KVA - 675kw)
• Four 2-Megawatt diesel generators with 5,000 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
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The Carrolton data center is designed with full N+1 redundancy. At any time, each component is equipped
with multiple power connections. The power design is based on multiple feeds from the utility provider,
Oncor. The facility is equipped with N+1 UPS, N+1 generator backup, and N+1 utility feeds to the building.
The UPS systems are inspected by third-party specialists on an annual basis to help ensure proper
functioning, while the generators are inspected on a quarterly basis to help ensure proper functioning. In
addition, facilities personnel also perform generator run tests on a weekly basis. The center’s highly
available electrical infrastructure is built on a tiered system and currently for its initial build-out phase with
incremental infrastructure to be added on an as needed basis. The current power infrastructure includes
the following:
• 74 individual UPS (750 KVA - 750kw)
• 36 2.25-Megawatt diesel generators with 5,000 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
The Austin data center is designed with full N+1 and 2N redundancy. At any time, each component is
equipped with multiple power connections. The power design is based on multiple feeds from the utility
provider, Austin Energy. The facility is equipped with N+1UPS, and N+1 generator backup. The UPS
systems are inspected by third-party specialists on an annual basis to help ensure proper functioning, while
the generators are inspected on a quarterly basis to help ensure proper functioning. In addition, facilities
personnel also perform generator run tests on a weekly basis. The center’s highly available electrical
infrastructure is built on a tiered system and currently for its initial build-out phase with incremental
infrastructure to be added on an as needed basis. The current power infrastructure includes the following:
• 14 individual UPS (750 KVA - 750kw)
• Four 2.25 -Megawatt diesel generators with 6,800 gallons of fuel per generator
• 140-gallon per hour burn for an approximate 30 hours of generator power usage under full load
Cooling Systems
The Wappingers Falls data center cooling system is a closed loop, water-based system consisting of:
• Four 750-ton cooling towers
• Four 600-ton centrifugal chillers / compressors
• One 250 ton helical-rotary chiller / compressor
• 58 computer room air handlers (CRAHs)
• 17 humidification systems
Each CRAH is provided cold water (approximately 45-47 degrees Fahrenheit), which circulates through a
fan coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a semiannual basis to help ensure proper functioning. The data center also features raised flooring to help facilitate
cooling.
The Stamford data center cooling systems provide built in redundancies and the highest levels of
performance and flexibility. The location of computer room units accommodates special cooling
requirements and high-density cooling techniques. These systems include:
• The ability to support high density power design
• A split air conditioning unit with a room air conditioner and rooftop condenser
• Redundancy in one out of five units, with no single point of failure
• 36 DX CRAHs
The cooling systems are inspected by third-party specialists on at least a semi-annual basis to help ensure
proper functioning. The data center also features raised flooring to help facilitate cooling.
The Totowa data center cooling system is a closed loop, water-based system currently consisting of the
following based on the initial build-out phase with additional incremental infrastructure to be added on an
as needed basis:
• Four 500-ton cooling towers
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•
•

Four 500-ton centrifugal chillers / compressors
52 CRAHs

Each CRAH is provides chilled water (approximately 45-49 degrees Fahrenheit), which circulates through
a fan coil and forces cold air underneath the data center floor. Facilities personnel at the Totowa facility
who are trained heating, ventilation, and air conditioning (HVAC) specialists inspect the cooling systems on
a semi-annual basis to help ensure proper functioning.
The Carrolton data center cooling system is a closed loop, water-based system consisting of:
• 32 500-ton centrifugal chillers / compressors
• 96 computer room air handlers (CRAHs)
Each CRAH is provided cold water (approximately 60 degrees Fahrenheit), which circulates through a fan
coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a semiannual basis to help ensure proper functioning. The data center also features raised flooring to help facilitate
cooling.
The Austin data center cooling system is a closed loop, water-based system consisting of:
• 4 500-ton centrifugal chillers / compressors
Multiple CRAH units provide cold water (approximately 47-50 degrees Fahrenheit), which circulates through
a fan coil and forces cold air underneath the data center floor. The chiller pump systems are inspected by
third-party specialists on an annual basis, and the CRAHs are inspected by staff specialists on a
semi-annual basis to help ensure proper functioning. The data center also features raised flooring to help
facilitate cooling.
Leak Detection
Each of the data center facilities has multiple leak detection controls in place. Leak detectors are in place
at each of the CRAHs within the data centers to detect water leaks from the CRAHs. In addition, a leak
detector ribbon is located underneath the raised floor at each facility. Both of these systems are tied into
the environmental monitoring systems at each facility, which notify facilities personnel if a leak is detected.
Environmental Monitoring
Each of the data center facilities has an environmental monitoring application in place. The application
monitors the temperature and humidity levels in the data centers, and also monitors the status of the
environmental systems (i.e., fire detection and suppression, CRAHs, UPS, generators). The application is
configured to send e- mail alert notifications to facilities personnel when predefined thresholds are
exceeded on any monitored systems.
Network
CyrusOne’s network was designed with high availability and scalability in mind. Contracted Internet
connectivity is 2 Gbps of bandwidth in the Stamford data center, and 2 Gbps in the Wappingers Falls data
center. Networking equipment currently installed in the data center can accommodate up to 10 Gbps of
Internet connectivity with incremental physical upgrades.
The Wappingers Falls data center is currently connected to multiple diverse Internet Service Provider (ISP)
networks provided by Internap, LightPath, Lightower, and Global Cloud Xchange. The connections are
supplied over separate fully redundant synchronous optical networking (SONET) rings provided by
LightPath, Verizon, Frontier, and Lightower.
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The Stamford data center is connected to multiple diverse ISP networks provided by AT&T, LightPath,
Lightower, Fibertech, and Level 3 over redundant SONET rings. In addition, the Stamford data center is
connected to the Wappingers Falls and Totowa data centers via a point-to-point fiber 1 Gbps Ethernet
connection via LightPath.
The Stamford Work Area Recovery Seat location has additional IP connectivity to the Internet through
LightPath.
The Totowa data center is connected to multiple diverse ISP networks provided by LightPath, Fibertech,
Internap, Global Cloud Xchange, and Verizon over redundant SONET rings. In addition, the Totowa data
center is connected to the Wappingers Falls and Totowa data centers via a point-to-point fiber 1 Gbps
Ethernet connection via LightPath.
Additionally, CyrusOne has deployed flow control platform (FCP) devices at each data center for route
optimization of the CyrusOne multi-homed network. The FCP devices continually monitor the CyrusOne
network end-to-end for latency, packet loss, route stability, and congestion. If an issue is discovered, the
devices will automatically reroute traffic to improve performance and avoid network issues such as black
holes or brownouts.
The American Registry for Internet Numbers (ARIN) supplies CyrusOne with non-portable internationally
routable address space and autonomous system numbers for exterior routing.
Hardware and Software
CyrusOne utilizes products from companies that include Cisco, Hewlett Packard, Microsoft, CommVault,
Overland, RedHat, and VMware to deliver end-to-end solutions and allow customers to take advantage of
leading-edge technology. The CyrusOne mission states:
• CyrusOne addresses the rapidly growing demand for reliable, highly available primary and backup
technology infrastructure services. CyrusOne provides business and technology solutions in its
high availability facilities, enabling organizations to protect their data resources, reduce operating
costs and enhance their business performance
• Offering a broad portfolio of services, CyrusOne can accommodate solutions that range from
remote data replication and complex mirrored operations to a full range of managed services
• Acting as an extension of the customer’s IT department, CyrusOne constantly researches new
technologies and develops new methodologies needed to build and manage complex IT and
Internet environments in a timely, secure, and cost-effective manner. Highly available and scalable
solutions, coupled with an unwavering commitment to customer support and satisfaction, comprise
the CyrusOne advantage
CyrusOne Processing Platforms
CyrusOne’ product strategy is to pre-architect certain product offerings. This strategy enables the design
and implementation of a robust, tested, and documented line of products, which in turn helps ensure quick
delivery and high serviceability. Solutions are built using the pre-architected building blocks and, if
necessary, adapted to meet the specific needs of the customer.
CyrusOne currently supports HP and Cisco hardware in a variety of configurations, as required by the
solution design. Additional hardware platforms are supported on a case-by-case basis. Support is available
for VMware, Microsoft Windows, and RedHat Linux operating systems, as well as the following software:
• Virtualization: VMware vSphere and vCloud Director
Network Monitoring Services
CyrusOne’ network monitoring services are engineered around tools and technologies that address
monitoring and reporting. They describe operational statistics for areas that include the following:
• Network performance
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•
•
•
•

Network utilization, Internet Protocol (IP) packet transmission, and latency
Availability of the network, including host services and ports
Downtime
Central processing unit (CPU) and disk utilization

Principal Service Commitments and System Requirements
CyrusOne designs its processes and procedures related to Managed Services to meet its objectives for its
services. Those objectives are based on the service commitments that CyrusOne makes to user entities,
the laws and regulations that govern the provision of Managed services, and the financial, operational, and
compliance requirements that CyrusOne has established for the services.
Security commitments to user entities are documented and communicated in SLAs and other customer
agreements, as well as in the description of the service offering provided online. Security commitments are
standardized and include, but are not limited to, the following:
Security principles within the fundamental designs of the Managed Services that are designed to permit
system users to access the information they need based on their role in the system while restricting them
from accessing information not needed for their role.
Use of encryption technologies to protect customer data both at rest and in transit.
CyrusOne establishes operational requirements that support the achievement of security commitments,
relevant laws and regulations, and other system requirements. Such requirements are communicated in
CyrusOne’s system policies and procedures, system design documentation, and contracts with customers.
Information security policies define an organization-wide approach to how systems and data are protected.
These include policies around how the service is designed and developed, how the system is operated,
how the internal business systems and networks are managed and how employees are hired and trained.
In addition to these policies, standard operating procedures have been documented on how to carry out
specific manual and automated processes required in the operation and development of the Managed
Services.
Components of the System
Infrastructure
Primary infrastructure used to provide CyrusOne’s Managed Services system includes the following:
Primary Hardware
Hardware

Purpose

Firewalls

Filters traffic into and out of the private networks supporting the corporate
services

Switches

Connects devices in the data centers

Routers

Routes/filters network traffic through redundant connections

Computer Room Air
Conditioners (CRACs)
and CRAHs

To maintain temperatures in the data centers

Chiller Plants

To maintain temperatures in the data centers

Power Distribution Unit
(PDU)

Distributes power throughout the data centers
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Primary Hardware
Hardware

Purpose

UPS

To provide emergency power from input power interruptions or when the
main power fails

Generators

To provide a backup electrical system

Fire
Detection/Suppression
Systems

To provide detection and suppression of a fire

Very Early Smoke
Detection Apparatus

To provide early detection of a fire

Software
Primary software used to provide CyrusOne’s Managed Services system includes the following:
Primary Software
Software

Purpose

Cisco Virtual Private
Network (VPN)

Encrypted client to site or site to site connections to the production network

Veeam Backups

Automated scheduling of server and database backups

LogicMonitor Enterprise
Monitoring

Monitors network services and systems for performance and availability

Physical Access
Control Applications

To control and track physical access to the data centers

Enterprise Monitoring
Applications

Monitors network services and systems for performance and availability

Environmental
Monitoring Applications

Monitors the physical environment where the equipment resides

Customer Portal

Provides a communication system for customers to interact with CyrusOne

Zendesk

Internal ticketing system for CyrusOne to log and manage changes

ServiceNow

Internal ticketing system for CyrusOne to log and manage changes

People
The combined experience of the staff allows CyrusOne to be in the position to bring a level of stable
management to the IT Infrastructure and hosting industry. CyrusOne is built on a foundation of knowledge
and experience:
• Chief Executive Officer (CEO) has IT and business operations experience
• Chief Information Officer (CIO), vice president (VP) has e-commerce, object-oriented design,
networking and customer service experience
• VP of sales & marketing has IT industry, sales, marketing and operations experience
• VP of solution design & delivery has IT business and facility management experience
• VP and chief financial officer have a significant amount of accounting and tax experience
• VP of facilities, operations, and engineering has engineering, business, and facility management
experience
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•

CyrusOne utilizes the specific functional areas of operations within the scope of this review
described below:
o Executive management - responsible for organizing and overseeing activities,
accomplishing goals, and overseeing objectives in an efficient and effective manner
o Systems administration - responsible for specifying, deploying, and maintaining
infrastructure systems, security, and support for user entities
o Network engineering - responsible for specifying, deploying, and maintaining network
infrastructure, security, and support for user entities
o Facilities and building engineering - responsible for managing and protecting the
environmental, electrical, and physical integrity of the building

Data
The data used to support the system and manage the services provided by the Data Center Hosting
Services system includes the following:
• Customer information, requests and incidents submitted within the CyrusOne customer portal
• Customer configuration data
• Network configuration data and network diagrams
• Operational statistics and alert notifications generated by the enterprise monitoring systems
• Logs used in troubleshooting the services provided including activity and security logs
All customer information and data related to the data center hosting services provided has been designated
as confidential.
Processes, Policies and Procedures
Formal IT policies and procedures exist that describe physical security, logical access, computer
operations, change control, and data communication standards. All teams are expected to adhere to the
CyrusOne policies and procedures that define how services should be delivered. These are located on the
Company’s intranet and can be accessed by any CyrusOne team member.
Physical Security
CyrusOne has deployed a framework of physical safeguards to help ensure the physical security of the
data center facilities. Physical security policies and procedures are in place to guide personnel in CyrusOne’
physical security practices. These policies include, but are not limited to, the configuration of badge access
privileges to the data center facilities for employees, disaster recovery customers, contractors, and
colocation customers, visitor access processes, and the addition and removal of customer property from
the data center (property pass).
For employees requiring data center access, the request is documented on a standardized access request
form that is completed by the employee's manager. The form includes the name of the affected employee,
the access level requested, and the required approvals, including the security officer at the affected facility
and the facility manager. In the event of an employee termination, an e-mail is sent from human resources
(HR) to the security manager at the affected facility. The security manager revokes access privileges
granted to that employee in the badge system upon receiving the e-mail from HR. For colocation customers
who require data center access, authorization is required to be sent from the customer to the security
manager at the affected facility prior to customer being granted facility access.
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CyrusOne does not allow customers to retain their badge when not accessing the data center. All customer
badge access cards are maintained in the security office of each data center facility. Upon arrival to the
data center, CyrusOne management requires colocation customers to complete the sign in process, which
includes presenting their valid photo identification and signing into the facility on their designated customer
sign in log. Each co- location customer has their own customer sign in log. Upon completing the sign in
process, the customer will be handed their badge by the security guard on duty, and they are then allowed
to access the data center proper or disaster recovery space. Once finished with their visit, the badge is
required to be handed back to the security guards where it is securely stored in the security office. If a
security guard suspects that an active badge has been taken from the facility, the badge will be deactivated
in the system. For general visitors to the data center facilities, the sign-in process includes presenting valid
photo identification and signing the visitor’s log. Visitors will then be issued a visitor badge that must be
visible on the visitor while they are at the facility. The badge includes either an expiration date or a visible
expiration mark after 12 hours.
The movement of customer and CyrusOne infrastructure into and out of the data center facilities is strictly
controlled. For customer property, a property pass form is required to be completed to document the
movement of the property in question. The form includes the name and cage of the affected customer, date,
and time that the property is being transferred, and a description of the affected property. The completed
forms are maintained in the security office of the affected data center. For CyrusOne equipment being taken
out of a data center, a corporate inventory removal form is required to be completed. This form is also
maintained in the security office of the affected data center.
Each of the data center facilities has multiple levels of facility access controls to help ensure that only
authorized personnel and customers can access the data center facilities. Security guards monitor the
facilities on a 24 hour per day basis. In addition to being stationed at the entrance of each facility, the guards
and / or facility technicians also perform monitoring rounds multiple times per day. Additionally, a security
system is in place at each facility and is monitored by a third-party alarm monitoring service 24 hours per
day. Digital surveillance cameras are in place at each facility to record activity throughout the facilities.
Camera locations include, but are not limited to, entrances to the facilities and data center floors, loading
docks, and exterior cameras. Historical camera images are maintained for a minimum of 90 days. The
surveillance cameras are monitored by the security guards at each facility on a 24 hour per day basis. Each
data center has a badge access system in place to control access into and through the facility, and badge
access zones are utilized to control what areas of the data center facilities can be accessed by employees
and customers. Two-factor authentication, including a successful badge access attempt and fingerprint
scan, is required prior to gaining access to the data center proper.
Customer areas within the data centers are secured within locked cages and are not labeled to help ensure
the confidentiality of customer infrastructure, and there are no exterior windows looking into the data
centers.
Corporate network and physical access control systems access is restricted for authorized users by system
configuration and domain password settings being enforced. Domain Administrator access is restricted to
authorized personnel based on job function. Firewalls, routers, switches, network operating systems,
servers and other related devices are in place to manage unauthorized access. Network access equipment
is monitored and recorded, including firewalls, switches, and routers.
Corporate security patches are reviewed and tested prior to implementation. CyrusOne uses enterprise
systems management software for system patches. Systems are set up with the enterprise software agent
to connect to the enterprise software server for patch management and remote desktop.
Access to the web-based Customer Portal is restricted to authorized users by username and password.
The Customer Portal utilizes a secure hypertext transfer protocol secure (HTTPS) connection and
communication is protected with secure sockets layer (SSL)/transport layer security (TLS) certificate
encryption.
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Provisioning
Documented customer provisioning procedures are in place to help guide account managers and support
personnel in customer provisioning and implementation activities. Dedicated account managers are
assigned to each customer for assistance and guidance during the planning and provisioning process. A
statement of work (SOW) and Schedule A are documented and maintained by account managers which
define the terms and scope of services. Account managers utilize a SOW and Schedule A for services
provided to new customers and additional services provided to existing customers. The Schedule A is
required to be executed by both customer and CyrusOne Executive Management prior to the design and
implementation of any new services provided.
Account managers require each customer to assign at least one authorized point of contact. Account
managers maintain a centralized listing of authorized client personnel within a ticketing system. Authorized
contacts have specific roles and responsibilities.
Account managers record customer implementation requirements within a ticketing system to help facilitate
and track implementation activities, project status, and task assignments. Additionally, account managers
work with customer contacts to define the requirements and implementation plans for the new services to
be provided.
Account managers document the implementation requirements and planning details to help ensure that the
designed solution adheres to the requirements specified by the customer within the Schedule A. Account
management personnel send a notice of delivery e-mail confirmation to customers to indicate that the
implementation is complete. For new customers, account managers send a welcome e-mail which includes
instructions on the following activities: contacting customer support personnel, opening, and managing
support tickets, assigning priorities to service issues, and requesting maintenance services and changes.
At the conclusion of the implementation, a second independent account manager performs a quality
assurance (QA) review of customer implementations to help ensure that required documents are
completed. Required documents include, but are not limited to, the following: SOW, Schedule A,
Implementation ticket, Implementation worksheet, drawings, layouts, and/or project plan, and the notice of
delivery confirmation e-mail.
Managed Services
Documented change control procedures are in place to guide personnel in customer change activities that
include the following: configuration changes and patching. In addition, a patch management methodology
is in place to guide personnel in the initiation, testing when applicable, and deployment of patches for
production infrastructure. The policies and procedures are reviewed by senior management on an ongoing
basis, updated as necessary, and are available on an internal employee portal.
Authorized customer contacts can initiate change requests via the following ways: verbal or e-mail
correspondence with a network operations center (NOC) technician or via the CyrusOne customer portal.
Once an authorized customer contact initiates a change request, a NOC technician will log the request into
the ticketing system.
Depending on the type of change request, the NOC technician will route the change ticket to a systems
administrator, facilities engineer, or network engineer to perform an assessment of the change request that
catalogs the level of effort needed to complete the requested change. The assessment is based on several
factors, including the complexity of the request and the amount of resources and time effort required to
complete the request.
Upon the completion of the assessment, the appropriate engineer will create request for comment (RFC)
within the change management ticketing system and populate key fields including the change request
description, reason, implementation and back out and verification plan. The RFC is provided to the
customer where they are given the ability to review and approve prior to work being performed.
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Prior to the implementation of the change, the technician responsible for implementing the change, as well
as the customer, agree on a predetermined window to implement the change. This time frame is noted
within the change request ticket. The ability to implement customer changes is restricted to authorized
management, engineering, and NOC personnel. For any change requests that require applying patches,
an automated patch management tool is utilized to apply patches to customer production server operating
systems. Once the change is implemented, the technician will notify the customer via e-mail that the change
has been completed.
Documented data communications policies and procedures are in place to help guide network engineering
personnel in firewall management and maintenance activities that include: enabling new firewall
configurations, managing inbound Internet connections, firewall auditing policies, and intrusion detection
and VPN configurations. New firewall configurations or network connectivity patch changes are required to
follow the RFC and infrastructure change control process. As a part of the change control process, the
changes are evaluated and approved by the CyrusOne Network Engineering team prior to implementation.
Firewall systems are in place to filter unauthorized inbound network traffic from the Internet. The firewall
systems are configured to deny any type of network connection that is not explicitly authorized by a firewall
rule. The firewall systems are configured to terminate authenticated secure shell (SSH) and telnet sessions
in the event that predefined inactivity thresholds are exceeded. NOC personnel maintain private Virtual
Local Area Networks (VLANs) to segregate customer networks from each other. Network switches are
configured to utilize Media Access Control (MAC) address tables to authenticate CyrusOne infrastructure.
Wireless network access is configured to utilized Wireless Encryption Protection (WEP) or Wi-Fi Protected
Access (WPA). Encrypted VPNs are utilized for remote access to help ensure the privacy and integrity of
the data passing over the public network.
Access to system information is protected by authentication and authorization mechanisms. The ability to
access customer systems requires access to the CyrusOne management network via a secure MFA VPN.
The network systems are configured to enforce authentication policies. The CyrusOne network domain is
configured to enforce password requirements that include: minimum length, expiration intervals, minimum
history, and invalid password account lockout threshold. Administrator access within the CyrusOne Active
Directory domain is restricted to user accounts accessible by authorized personnel. In the event of an
employee termination, an e-mail is sent from HR to the IT manager. The IT manager revokes network
domain access privileges granted to that employee upon receiving the e-mail from HR.
Detailed information related to accessing customer infrastructure systems and customer server operating
systems is maintained within secured network drives within the CyrusOne network domain and restricted
to authorized personnel. Authorized NOC personnel access customer infrastructure systems and customer
server operating systems using shared accounts accessible only by authorized personnel.
A third-party vendor performs an external scan of the production environment on an annual basis. IT
management retains the assessment report, monitors the results of the assessment within the report, and
creates remediation plans for any identified vulnerabilities if necessary.
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The NOC is staffed on a 24 hour per day basis to monitor network activity at each data center facility
location, including Wappingers Falls, New York, Stamford, Connecticut, and Totowa, New Jersey.
Documented incident response and support procedures are in place to help guide NOC personnel in
network monitoring practices that include: monitoring of customer hardware, documenting hardware
incidents, and escalation and resolution of hardware incidents. NOC personnel utilize multiple enterprise
monitoring applications to monitor customer infrastructure and environmental control systems to help
ensure that the customer infrastructure is available for operation and use. Large monitoring screens are in
place within each NOC room that display the monitoring application consoles which summarize the status
of monitored device and display on- screen alerts as they are generated. The enterprise monitoring
applications are in place to monitor the network and associated devices, services, and environmental
systems attributes including: availability of the network, host services, and ports, IP packet transmission
and latency, bandwidth utilization and performance, CPU and hard disk utilization, temperature and cooling
systems, and power supply and voltage. The monitoring applications are configured to generate automated
on-screen and e-mail alert notifications to send to operations personnel when predefined thresholds are
exceeded on monitored systems. Operations personnel record alert notifications received from the
monitoring applications within incident tickets that are tracked to resolution within the automated issue
management system.
The enterprise monitoring applications are configured to monitor customer systems and infrastructure
according to the Customer’s Schedule A. As part of the customer provisioning procedures, account
managers work with the system and network engineers to verify that the systems were configured according
to the executed Schedule A for each new monitoring service provisioned. Multiple types of monitoring
services are available for customers, which include basic monitoring services, advanced monitoring
services, and remote monitoring services.
Documented incident response and escalation procedures are in place to guide personnel in the
prioritization, escalation, and resolution of customer support issues. The incident response and support
policies include severity level definitions, escalation procedures, and response time requirements for
service alerts. A self-service web site is in place for customers to manage, open, and update incident and
support tickets with the NOC. NOC personnel utilize an automated issue management system to document,
prioritize, escalate, and resolve problems affecting customer services. Operations management meets on
a weekly basis to review ongoing issues and open incidents. Documented issue tracking procedures are in
place to guide personnel in opening, prioritizing, assigning, and closing of tickets in the automated issue
management system. NOC and support personnel prioritize problems and requests based on predefined
priority levels to categorize and escalate network problems, which include:
Priority Level
Priority Level 1
(Critical)

Description
•
•

Priority Level 2
(High)

•
•

Examples

Multiple or all site outage with
multiple customers impacted
Major customer impact

•

Process interruption or single
site outage
Significant customer impact

•

•
•
•
•
•

•
•
•

Priority Level 3
(Medium)
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•

Processing problem or partial
outage
Minor customer impact

•

Multiple servers for multiple
customers are down
Multiple circuit
Major network outage
Total power failure
Access removal
CyrusOne backbone circuit
Multiple servers for single
customer down
Single P2P customer circuit
down
Switch problem
Severe weather alert
Single server or process within
server not responding
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Priority Level
Priority Level 4
(Low)

Description
•

Customer-specific problem or
impact

Examples
•
•

Requests for change
Remote hands

Service Requests and Incidents of a given Priority Level shall receive a response according to the
specifications set forth below:
• Priority Level 1 (Critical): A support ticket will be opened upon notification or identification of a
problem. The CyrusOne Network Operation team will escalate to all managers immediately.
Members of the CyrusOne team will attempt to notify all customers within A 15-minute window of
problem identification. Notification will most likely be via e-mail to the distribution lists on file.
Periodic updates will be made every 2 hours during standard business hours and non-standard
business hours
• Priority Level 2 (High): A support ticket will be opened upon notification or identification of a
problem. The CyrusOne Network Operation team will escalate to all managers immediately.
Members of the CyrusOne team will attempt to notify all customers within a 15-minute window of
problem identification. Notification will most likely be via e-mail to the distribution lists on file.
Periodic updates will be made every 2 hours during standard business hours and non-standard
business hours
• Priority Level 3 (Medium): A support ticket will be opened upon receipt of request or identification
of a problem. The CyrusOne Network Operation team will escalate to the customer within 30-minute
window of problem identification. Notification can be via e-mail or phone call. Periodic updates will
be made every 4 hours during standard business hours, next business day during non-standard
business hours
• Priority Level 4 (Low): A support ticket will be opened upon receipt of request or identification of a
problem. The CyrusOne Network Operation team will escalate to the customer within a 2-hour
window of problem identification. Notification can be via e-mail or phone call. Periodic updates will
be made every 4 hours during standard business hours, next business day during non-standard
business hours
Monitor & Manage Infrastructure
Senior management reviews and approves significant policies, capacity planning, and assessment of risks.
CyrusOne senior management reviews and approves the Information Security Policy at least annually.
Additionally, Risk Assessments are performed annually by Internal Audit and Compliance Departments and
then reviewed by senior management.
Management has also implemented monitoring tools for forecasting capacity and infrastructure to monitor
current and plan for future business requirements and strategy. Reports are generated from information in
the facility monitoring systems to provide the overall information on the thresholds of the capacity and
infrastructure. These activities are key elements of senior management’s involvement in planning and
strategy for CyrusOne.
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CyrusOne management maintains accurate records of environmental equipment used in operations (i.e.,
UPS, batteries, HVAC, generators, and fire detection/suppression systems) and has established
procedures for maintaining the equipment in good working order. CyrusOne data centers are designed to
have a redundant power supply to maximize availability. The redundant power supply includes separate
power lines coming into the data center off of two separate power grids. The power is then broken down
and sent to the UPS, and then from the UPS to the PDU systems on the data center floor. Each customer
cabinet is connected to two PDUs that have static transfer switches installed. This allows each power whip
to the cabinet to have a redundant UPS. The UPS system is setup in a Distributed Redundant Power
Configuration allowing each UPS to take up to 67 percent load capacity. If the power from the power
companies fails, the data center has a battery backup that will automatically switch on as the generators
are started. The generators provide power to the data center until the power from the power companies is
restored. CRAC units are contained in drip trays with wick/zone leak detection sensors within/around the
trays. Preventive maintenance is performed on UPS systems (Annually), UPS batteries (Annually),
generators (Monthly), HVAC (Semi-annually), and fire detection and suppression equipment (Annually).
HR Management
CyrusOne HR have policies and procedures in place to hire competent staff and train personnel.
Background checks are performed for new employees and the reports are maintained. Each employee has
job descriptions provided for their position.
Management has implemented a process to support appropriate and timely responses to job terminations
by documenting an employee termination ticket upon termination. Based on the termination ticket,
employee accounts are disabled, and physical access is removed.
Management communicates skill development opportunities to employees through annual performance
reviews. Additionally, education and training programs are in place to demonstrate that CyrusOne supports
its personnel to adequately perform their job responsibilities. The Learning and Development program is
performed through a Competency Assessment for each employee. Based on the assessment an employee
can choose two to three competencies to develop which would be later reviewed by their manager with
his/her sign-off, ratings and comments in order to achieve the desired result. Security related training (such
as Emergency Preparedness and Response Training and Information Security Training) is completed by
CyrusOne staff on an annual basis.
Develop & Maintain Policies and Procedures
CyrusOne data centers are organized with documented administrative and operational procedures. In order
to assure a consistent delivery of service, CyrusOne uses a set of operational and security policies to
document its internal processes and procedures. Employees review and acknowledge that they have read
and understand CyrusOne Security and Acceptable Use policies annually.
Because the CyrusOne facility is utilized by multiple customers, CyrusOne utilizes a Customer Support
Guide, which outlines an acceptable use policy to inform existing customers and new customers that the
information within the facility and the use of the information and equipment is done within acceptable
standards and within the law. In addition, customers must sign a Master Services Agreement (MSA) with
CyrusOne that contains language that they have read and agree to the Acceptable Use Policy.
CyrusOne understands the need to quickly respond to potential issues as well as implementing routine
maintenance processes to avoid potential problems with the facility and the equipment that runs in the
facility. CyrusOne utilizes a Data Center Operations Maintenance Policy to document its internal systems
and processes in regard to running the facility.
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Customer Service
Documented procedures are in place to guide NOC personnel in customer service practices that include:
monitoring, documenting, and resolution of customer service requests, incident handling, escalation flow,
and guidelines. Customer service incident handling policies and procedures outline incident handling
requirements that include: escalation and response time requirements, severity level definitions, and
emergency notification requirements for unexpected service issues. A dedicated account manager is
assigned to each customer to oversee customer satisfaction and help facilitate the resolution of service
issues. NOC personnel are staffed on a 24 hour per day basis to monitor and respond to issues reported
to the call center at each location, which included Wappingers Falls, New York, Stamford, Connecticut, and
Totowa, New Jersey.
NOC personnel utilize an automated issue management system to document, prioritize, escalate, and
resolve problems affecting customer service. Documented issue tracking procedures are in place to guide
personnel in opening, prioritizing, assigning, and closing of tickets in the automated issue management
system. As issue tickets are logged, NOC personnel utilize predefined severity levels to categorize and
escalate the incident tickets. Incoming customer service calls are automatically routed to the NOC facilities
at each data center based on availability.
NOC personnel require customer service callers to authenticate via pre-defined customer-specific
questions and a personal identification numbers (PIN) prior to the provisioning of support services. The
NOC maintains documented call handling scripts and procedures that address requirements for customer
service activities including: authentication of callers, customer approval of maintenance activities, solutions
support, and administrative contact changes. NOC personnel verify the authentication of the caller and
determine whether or not they are an authorized customer contact prior to initiating or addressing any
customer specific support requests. NOC personnel utilize a customer service application to document and
track customer service issues through to resolution. The customer service application requires customer
service application users to authenticate via a user account and password prior to being granted access to
the application. Customer service issues reported by customers via phone or e-mail are recorded within the
customer service application by NOC personnel or automatically by the application itself. Additionally,
authorized customers are able to report and track service-related issues via the web-based customer
service portal.
Infrastructure Change Management
Documented infrastructure change management procedures are in place to guide personnel in performing
changes to existing customer infrastructure. In addition, a patch management methodology is in place to
guide personnel in the initiation and deployment of patches for production infrastructure. The policies and
procedures are reviewed by senior management on an ongoing basis, updated as necessary, and are
available on an internal employee portal.
Operations personnel initiate infrastructure change requests via an internal change management ticketing
system. The ticket must include a description of the change, reason, and risk. In addition, the change control
board (CCB) requires operations personnel requesting infrastructure changes to prepare an impact analysis
which includes a schedule date, affected infrastructure, and back out plan.
As infrastructure change requests are logged, the CCB consisting of the CIO, VP of solution design and
delivery, and VP of facilities, operations, and engineering performs an impact assessment that catalogs the
level of effort needed to complete requested changes. The assessment is based on several factors,
including the complexity of the request and the amount of resources and time effort required to complete
the request. In addition, change management meetings are held on a weekly basis to discuss, prioritize,
and approve infrastructure change requests.
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Upon CCB approval of infrastructure change requests, account managers will notify customers who are
going to be impacted by the change via e-mail. Facilities, business, and network engineering implement
approved infrastructure change requests during maintenance windows designated in advance by an
account manager.
The ability to implement infrastructure changes is restricted to authorized executive management,
engineering, and operations personnel.
Backup and Recovery
CyrusOne offers backup and recovery service that are available to their customers. Backup and recovery
services include, but are not limited to, full management of system backups, monitoring of scheduled
backup jobs, remote hands tape swaps/rotations, and off-site rotation of backup media.
For customers that subscribe to managed backup services, CyrusOne operations personnel utilize an
automated backup system to perform scheduled system backups according to requirements documented
within the customer’s Schedule A. The automated backup system is configured to notify NOC personnel
via e-mail regarding the success or failure of scheduled backup jobs according to the customer’s Schedule
A. The automated e-mails are sent to a shared e-mail account monitored by the NOC on a daily basis. NOC
personnel are staffed on a 24 hour per day basis and monitor the results of the system backups on a daily
basis. In the event that a backup failure e-mail notification is received, NOC personnel open an incident
ticket within the automated ticketing system to document and track the backup failure to be resolved. After
resolution of the backup job failure, NOC personnel manually restart the backup job and monitor the results
to verify that the error is resolved.
For customers subscribed to tape swap or tape rotation services, NOC personnel rotate the customers’
tapes based on the frequency defined in the customer’s Schedule A. An automated ticketing system is
utilized to track activity accordingly. NOC personnel open a tape swap or tape rotation ticket within the
ticketing system and subsequently close the ticket to document the successful completion of the tape swap
or tape rotation activity.
Backup media stored on-site is secured in badge access-controlled cages within the managed services
area of the data center proper.
For customers subscribed to off-site backup services, NOC personnel rotate customer backup media to a
secured off-site facility based on the frequency defined in the customer’s Schedule A. Customer backup
media is sent to an alternate CyrusOne data center facility or to a third-party media storage provider based
on the requirements defined by the customer. An automated ticketing system is utilized to track off-site tape
rotation activity. NOC personnel prepare the backup media for shipment by a third-party delivery service
provider and open an off-site rotation ticket within the ticketing system. NOC personnel subsequently close
the ticket to document that the backup media was prepared for shipment and picked up by the third-party
delivery service provider. NOC personnel document the third-party delivery service provider tracking
information within the ticketing system.
Backup media stored off-site within a separate CyrusOne data center location is stored within a secured
cabinet maintained within a secured room and accessible by authorized operations personnel.
Define & Manage Service Levels
CyrusOne defines and communicates to customers within the facility an SLA for the facility Infrastructure
and the Environmental systems.
CyrusOne monitors the achievement of SLAs through daily facility reporting. Management has implemented
monitoring tools for forecasting capacity and infrastructure to make sure capacity meets current and future
business requirements. Monitoring is continuous, and the monitoring tool flags any deterioration of service.
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Manage Third-Party Services
Third-party services with an impact on customer service offerings are available based on appropriately
managed service contracts. CyrusOne utilizes third-party vendors for certain services such as providing
network connectivity and performing preventive maintenance on environmental equipment. These
third-parties are not considered sub service organizations and CyrusOne monitors their activity. CyrusOne
contracts with critical third-party service providers include defined SLAs. The agreement may also specify
the levels of availability, serviceability, performance, operation, or other attributes of the service.
CyrusOne monitors performance of bandwidth network providers. CyrusOne monitors the service providers’
quality and capacity continuously. Monitoring applications monitors the performance and flags any
abnormal activity or when quality of service drops below the threshold.
Manage Problems & Incidents
Processes are in place for the identification, reporting, notification, diagnoses, and mediation of incidents
within the facility; including those pertaining to physical access, infrastructure, and environmental
equipment. Problems that occur are validated and then entered into a tracking system and monitored until
resolved.
Monitoring systems are in place to monitor the data center’s environment and trigger alarms if defined
threshold levels are reached. The monitoring application has a graphical user interface, which colors the
defective section in “Red” and commands an immediate attention. CyrusOne staff are responsible for
monitoring the software, escalating incidents, and monitoring through to resolution.
Post mortems are conducted on all system level or physical security incidents to help avoid potential future
incidents.
CyrusOne maintains security logs for all system level and physical security incidents, and the post mortem
for these logs are analyzed for each incident.
CyrusOne monitors service contracted alerts from internal systems, validates those alerts and then enters
validated incidents into a tracking system for resolution.
Disaster Recovery Services
CyrusOne offers BC/DR as a service that can be purchased by customers. The scope of the BC/DR
services offered include, but are not limited to, having desktop images backed up and readily available,
network and telephony services, and dedicated seats or dedicated work area recovery rooms. The BC/DR
services that a customer chooses to subscribe to are documented in a Schedule A. CyrusOne maintains
documented procedures that include, but are not limited to, declaring a disaster, procedures for arriving
onsite in the event of disaster declaration, and performing BC/DR tests. The procedures are reviewed by
senior management on an ongoing basis, updated as necessary, and are available on an internal employee
portal. For customers who have contracted for desktop image backups, those backups occur on a frequency
described in the Schedule A. For customers who have contracted for work area recovery spaces, the
spaces are available to the customer on a 24 hour per day basis. Customers who have contracted for a
dedicated space are ensured that their space will be configured to the specifications noted in their Schedule
A and that the space will always be available.
Boundaries of the System
The scope of this report includes the Managed Services system performed in Stamford, Connecticut;
Totowa, New Jersey; Wappingers Falls, New York; Carrollton, TX; and Austin, TX locations.
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RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK ASSESSMENT PROCESS,
INFORMATION AND COMMUNICATION, AND MONITORING
Control Environment
The CyrusOne organizational structure is designed to allow our employees to focus on both the customer
and day to day operations, which support senior management’s philosophy and commitment to quality
service to CyrusOne’s customers. CyrusOne is committed at all levels to providing a superior experience
to each of our customers. We constantly monitor our environment. CyrusOne provides an Environmental
SLA to evidence its commitment to Quality.
CyrusOne is organized such that each functional unit in the Data Centers reports to a corresponding Data
Center Manager, who has responsibility for activity at their respective Data Center location. Ultimately, Data
Center facilities and operations fall under the responsibility of the Chief Operating Officer who reports
directly to the CEO.
CyrusOne Management has defined policies and standard operating procedures related to activity at each
Data Center to provide a consistent and high-quality delivery of services.
Policies include guidance on acceptable user, security, and facilities operations to document CyrusOne’s
internal processes and procedures.
CyrusOne is committed to employing qualified and competent personnel and to providing the necessary
training and skill development to its employees. HR policies and procedures have been established
including hiring and termination, as well as training requirements.
Integrity and Ethical Values
The effectiveness of controls cannot rise above the integrity and ethical values of the people who create,
administer, and monitor them. Integrity and ethical values are essential elements of CyrusOne’s control
environment, affecting the design, administration, and monitoring of other components. Integrity and ethical
behavior are the product of CyrusOne’s ethical and behavioral standards, how they are communicated, and
how they are reinforced in practices. They include management’s actions to remove or reduce incentives
and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy
statements and codes of conduct, as well as by example.
Specific control activities that the service organization has implemented in this area are described below:
• Formally, documented organizational policy statements and codes of conduct communicate entity
values and behavioral standards to personnel
• Policies and procedures require employees sign an acknowledgment form indicating they have
been given access to the employee manual and understand their responsibility for adhering to the
policies and procedures contained within the manual
• A confidentiality statement agreeing not to disclose proprietary or confidential information, including
client information, to unauthorized parties is a component of the employee handbook
• Background checks are performed for employees as a component of the hiring process
Commitment to Competence
CyrusOne’s management defines competence as the knowledge and skills necessary to accomplish tasks
that define employees’ roles and responsibilities. Management’s commitment to competence includes
management’s consideration of the competence levels for particular jobs and how those levels translate
into the requisite skills and knowledge.
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Specific control activities that the service organization has implemented in this area are described below:
• Management has considered the competence levels for particular jobs and translated required
skills and knowledge levels into written position requirements
• Training is provided to maintain the skill level of personnel in certain positions
Management’s Philosophy and Operating Style
CyrusOne’s management philosophy and operating style encompass a broad range of characteristics.
Such characteristics include management’s approach to taking and monitoring business risks, and
management’s attitudes toward operating procedures and personnel.
Specific control activities that the service organization has implemented in this area are described below:
• Management is periodically briefed on regulatory and industry changes affecting the services
provided
• Executive management meetings are held to discuss major initiatives and issues that affect the
business as a whole
Organizational Structure and Assignment of Authority and Responsibility
CyrusOne’s organizational structure provides the framework within which its activities for achieving
entity-wide objectives are planned, executed, controlled, and monitored. Management believes establishing
a relevant organizational structure includes considering key areas of authority and responsibility. An
organizational structure has been developed to suit its needs. This organizational structure is based, in
part, on its size and the nature of its activities.
CyrusOne’s assignment of authority and responsibility activities include factors such as how authority and
responsibility for operating activities are assigned and how reporting relationships and authorization
hierarchies are established. It also includes policies relating to appropriate business practices, knowledge,
and experience of key personnel, and resources provided for carrying out duties. In addition, it includes
policies and communications directed at ensuring personnel understand the entity’s objectives, know how
their individual actions interrelate and contribute to those objectives, and recognize how and for what they
will be held accountable.
Specific control activities that the service organization has implemented in this area are described below:
• Organizational charts are in place to communicate key areas of authority and responsibility
• Organizational charts are communicated to employees and updated as needed
HR Policies and Practices
CyrusOne’s success is founded on sound business ethics, reinforced with a high level of efficiency, integrity,
and ethical standards. The result of this success is evidenced by its proven track record for hiring and
retaining top quality personnel who ensures the service organization is operating at maximum efficiency.
CyrusOne’s HR policies and practices relate to employee hiring, orientation, training, evaluation,
counseling, promotion, compensation, and disciplinary activities.
Specific control activities that the service organization has implemented in this area are described below:
• New employees are required to sign acknowledgement forms for the employee handbook and a
confidentiality agreement following new hire orientation on their first day of employment
• Evaluations for each employee are performed on an annual basis
• Employee termination procedures are in place to guide the termination process and are
documented in a termination checklist
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Risk Assessment Process
CyrusOne has practices in place to assist management in identifying and managing risks that could affect
the organization’s ability to provide reliable services. CyrusOne performs an annual risk assessment of
physical security to identify and measure significant risks and define how those risks are mitigated and
monitored.
CyrusOne mitigates the risk of providing reliable services to customer organizations by proactively
monitoring Data Center primary and backup power as well as environmental functions (e.g., HVAC and fire
detection systems). To mitigate the risk of equipment component failures, Data Center infrastructure
equipment is scheduled for periodic preventative maintenance. CyrusOne maintains pre-paid repair and
restoration of service contracts and arrangements for time and material (T&M) service for its power and
environmental systems.
Integration with Risk Assessment
Along with assessing risks, CyrusOne has identified and put into effect actions needed to address those
risks. In order to address risks, control activities have been placed into operation to help ensure that the
actions are carried out properly and efficiently. Control activities serve as mechanisms for managing the
achievement of those objectives.
Information and Communications Systems
CyrusOne has implemented various methods of communication to help team members understand their
individual roles and responsibilities, and that significant events are communicated in a timely manner.
These methods include orientation and training programs for newly hired staff, regularly scheduled
operational team meetings, and the use of e-mail to communicate time-sensitive information to the staff. In
addition, information regarding Data Center environment and infrastructure equipment (i.e., power, air,
humidity, access, etc.) is communicated to operations staff via Building Management Systems’ alerts.
Customer infrastructure information captured by CyrusOne is housed in databases for use only by
CyrusOne personnel (Pivotal, Service Desk, and Customer Profiles). The Information Owners for these
systems are required to communicate specific policies related to access to the information for which they
are responsible.
Customers have access to a Customer Portal where they can log tickets, including changes, trouble and
task tickets, order additional services, manage data center access for their employees and contractors,
obtain reporting, and interact with CyrusOne. Customer Service periodically present and review
consolidated service delivery reports from operations with customers highlighting SLA conformance and
communicate problems tracked and resolved. Customer Service serves as the focal point for any issues
and concerns, including follow-up communications with customers.
Monitoring Controls
CyrusOne monitors capacities of the power infrastructure and measures its efficiencies. Reports are
reviewed weekly by the Data Center Manager with the Chief Operating Officer. Building Management
Systems provide insight to the operational status of individual components and the overall health of the
Data Centers and support infrastructure including monitoring of power, air temperature, and humidity.
Additionally, CyrusOne monitors physical security risks identified by the annual risk assessment of physical
security. Day to day operations of Data Center staff provide monitoring of the Data Center environments.
Security personnel monitor perimeter and access to the facility onsite.
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On-Going Monitoring
CyrusOne Account Management teams conduct regularly scheduled account reviews with CyrusOne
customers. On a periodic basis, the Account Team will present and review consolidated service delivery
reports from operations highlighting SLA conformance and communicate problems tracked and resolved.
Customer Service serves as the focal point for any issues and concerns, including follow-up processes to
determine appropriate actions have been taken to satisfy customer requirements.
Reporting Deficiencies
An internal tracking tool is utilized to document and track the results of on-going monitoring procedures.
Escalation procedures are maintained for responding and notifying management of any identified risks.
Risks receiving a high rating are responded to immediately. Corrective actions, if necessary, are
documented and tracked within the internal tracking tool. Annual risk meetings are held for management to
review reported deficiencies and corrective actions.
Changes to the System Since the Last Review
No significant changes have occurred to the services provided to user entities since the organization’s last
review.
Incidents Since the Last Review
No significant incidents have occurred to the services provided to user entities since the organization’s last
review.
Criteria Not Applicable to the System
All Common and Availability criterion were applicable to the CyrusOne Managed Services system.
Subservice Organizations
No subservice organizations were included in the scope of this assessment.
COMPLEMENTARY USER ENTITY CONTROLS
CyrusOne’s services are designed with the assumption that certain controls will be implemented by user
entities. Such controls are called complementary user entity controls. It is not feasible for all of the Trust
Services Criteria related to CyrusOne’s services to be solely achieved by CyrusOne control procedures.
Accordingly, user entities, in conjunction with the services, should establish their own internal controls or
procedures to complement those of CyrusOne.
The following complementary user entity controls should be implemented by user entities to provide
additional assurance that the Trust Services Criteria described within this report are met. As these items
represent only a part of the control considerations that might be pertinent at the user entities’ locations,
user entities’ auditors should exercise judgment in selecting and reviewing these complementary user entity
controls.
1. User entities are responsible for determining if application and logical system access controls are
in place.
2. User entities are responsible for determining if acquisition and maintenance requests are
authorized, complete and accurate.
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3. User entities are responsible for determining if procedures are in place to ensure appropriate
personnel are informed of dates and times of anticipated service interruptions; and determining if
procedures are in place for appropriate and authorized communication with CyrusOne regarding
changes or problems with systems.
4. User entities are responsible for notifying the service organization of changes in personnel or
contact information in a timely manner.
5. User entities are responsible for understanding and complying with their contractual obligations to
CyrusOne.
6. User entities are responsible for informing CyrusOne of any regulatory issues that may affect the
services provided by the service organization.
7. User entities are responsible for providing a list of authorized personnel, vendors, and contractors.
8. User entities are responsible for making additions, changes, or deletions to the list of authorized
personnel.
9. User entities are responsible for notifying CyrusOne of terminated employees on a timely basis.
10. User entities are responsible for notifying CyrusOne of on-site visits of vendors and contractors
prior to arrival at the data center.
11. User entities are responsible for providing a list of customer contacts to CyrusOne that are
authorized to communicate customer service issues to NOC personnel.
12. User entities are responsible for ensuring that the impact of scheduled maintenance activities to
their production processes and jobs is sufficiently mitigated.
13. User entities are responsible for notifying or denying requested infrastructure changes.
14. User entities are responsible for timely response to known or suspected incidents reported by
CyrusOne personnel.
TRUST SERVICES CATEGORIES
In-Scope Trust Services Categories
Common Criteria (to the Security and Availability Categories)
Security refers to the protection of:
i.
information during its collection or creation, use, processing, transmission, and storage and
ii.
systems that use electronic information to process, transmit or transfer, and store information to
enable the entity to meet its objectives. Controls over security prevent or detect the breakdown
and circumvention of segregation of duties, system failure, incorrect processing, theft or other
unauthorized removal of information or system resources, misuse of software, and improper
access to or use of, alteration, destruction, or disclosure of information.
Availability
Availability refers to the accessibility of information used by the entity's systems, as well as the products
or services provided to its customers. The availability objective does not, in itself, set a minimum
acceptable performance level; it does not address system functionality (the specific functions a system
performs) or usability (the ability of users to apply system functions to the performance of specific tasks
or problems). However, it does address whether systems include controls to support accessibility for
operation, monitoring, and maintenance.
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Control Activities Specified by the Service Organization
The applicable trust services criteria, risks, and related control activities are included in Section 4 of this
report to eliminate the redundancy that would result from listing them in this section. Although the applicable
trust services criteria and related control activities are included in Section 4, they are, nevertheless, an
integral part of CyrusOne’s description of the system. Any applicable trust services criteria that are not
addressed by control activities at CyrusOne are described within Section 4 and within the Subservice
Organization and Criteria Not Applicable to the System sections above.
The description of the service auditor’s tests of operating effectiveness and the results of those tests are
also presented in Section 4. The description of the tests of operating effectiveness and the results of those
tests are the responsibility of the service auditor and should be considered information provided by the
service auditor.
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SECTION 4
TRUST SERVICES CATEGORY, CRITERIA, RELATED CONTROLS, AND TESTS OF
CONTROLS
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GUIDANCE REGARDING TRUST SERVICES CATEGORY, CRITERIA, RELATED
CONTROLS, AND TESTS OF CONTROLS
A-LIGN ASSURANCE’s examination of the controls of CyrusOne was limited to the Trust Services Criteria,
related criteria and control activities specified by the management of CyrusOne and did not encompass all
aspects of CyrusOne’s operations or operations at user entities. Our examination was performed in
accordance with American Institute of Certified Public Accountants (AICPA) AT-C 105 and AT-C 205 and
ISAE 3000, “Assurance Engagements Other than Audits or Reviews of Historical Financial Information.”
Our examination of the control activities was performed using the following testing methods:

TEST

DESCRIPTION

Inquiry

The service auditor made inquiries of service organization personnel.
Inquiries were made to obtain information and representations from the
client to determine that the client’s knowledge of the control and
corroborate policy or procedure information.

Observation

The service auditor observed application of the control activities by client
personnel.

Inspection

The service auditor inspected among other items, source documents,
reports, system configurations to determine performance of the specified
control activity and in some instances the timeliness of the performance of
control activities.

Re-performance

The service auditor independently executed procedures or controls that
were originally performed by the service organization as part of the entity’s
internal control.

In determining whether the report meets the criteria, the user auditor should perform the following
procedures:
• Understand the aspects of the service organization’s controls that may affect the service
commitments and system requirements based on the applicable trust services criteria;
• Understand the infrastructure, software, procedures, and data that are designed, implemented, and
operated by the service organization;
• Determine whether the criteria are relevant to the user entity’s assertions; and
• Determine whether the service organization’s controls are suitably designed to provide reasonable
assurance that its service commitments and system were achieved based on the applicable trust
services criteria.
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CONTROL ACTIVITIES SPECIFIED BY THE SERVICE ORGANIZATION
TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Environment
CC1.0
CC1.1

Criteria
COSO Principle 1: The entity
demonstrates a commitment to
integrity and ethical values.
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Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Core values are communicated from
executive management to personnel
through policies, directives, guidelines,
the code of conduct and the employee
handbook.

Inspected the employee
handbook, code of conduct, and
the entity's intranet to determine
that core values were
communicated from executive
management to personnel through
policies, directives, guidelines, the
code of conduct and the employee
handbook.

No exceptions noted.

An employee handbook and code of
conduct are documented to
communicate workforce conduct
standards and enforcement
procedures.

Inspected the employee handbook
and code of conduct to determine
that an employee handbook and
code of conduct were documented
to communicate workforce
conduct standards and
enforcement procedures.

No exceptions noted.

New hires are required to
acknowledge the code of business
conduct and ethics as a component of
the new hire onboarding process.

Inspected the acknowledgement
of receipt of the code of business
conduct and ethics for a sample of
new hires to determine that new
hires were required to
acknowledge the code of business
conduct and ethics as a
component of the new hire
onboarding process.

No exceptions noted.

Background investigations are
conducted on potential candidates
prior to employment by the Corporate
HR Department.

Inspected the completed
background investigations for a
sample of new hires to determine
that background investigations
were conducted on potential
candidates prior to employment by
the Corporate HR Department.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Environment
CC1.0

CC1.2

Criteria

COSO Principle 2: The board of
directors demonstrates
independence from management
and exercises oversight of the
development and performance of
internal control.
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Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Personnel are required to
acknowledge the employee handbook
and code of conduct on an annual
basis.

Inspected the acknowledgement
of receipt of the employee
handbook and code of conduct for
a sample of current employees to
determine that personnel were
required to acknowledge the
employee handbook and code of
conduct on an annual basis.

No exceptions noted.

Employee performance evaluations
are performed for employees on an
annual basis.

Inspected the completed
performance evaluation for a
sample of current employees to
determine that employee
performance evaluations were
performed for employees on an
annual basis.

No exceptions noted.

Sanction policies, which include
probation, suspension, and
termination, are in place for employee
misconduct.

Inspected the employee handbook
to determine that sanction
policies, which included probation,
suspension, and termination, were
in place for employee misconduct.

No exceptions noted.

An anonymous hotline is in place to
allow employees, third-parties, and
customers to report unethical behavior
in a confidential manner.

Inspected the anonymous hotline
portal and code of conduct to
determine that an anonymous
hotline was in place to allow
employees, third-parties, and
customers to report unethical
behavior in a confidential manner.

No exceptions noted.

Executive management evaluates the
skills and expertise of its members
annually.

Observed the performance
evaluations for a sample of
executive management members
to determine that executive
management evaluated the skills
and expertise of its members
annually.

No exceptions noted.
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Control Environment
CC1.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the compensation
committee charter and to
determine that executive
management evaluated the skills
and expertise of its members
annually.

No exceptions noted.

Executive management maintains
independence from those that operate
the key controls within the
environment.

Inspected the organizational chart
and internal controls matrix to
determine that executive
management-maintained
independence from those that
operate the key controls within the
environment.

No exceptions noted.

Executive management meets with
operational management to assess the
effectiveness and performance of
internal controls within the
environment.

Inspected the information security
forum (ISF) meeting minutes to
determine that executive
management with operational
management to assess the
effectiveness and performance of
internal controls within the
environment.

No exceptions noted.

Operational management assigns
responsibility for and monitors the
effectiveness and performance of
internal controls implemented within
the environment.

Inspected the internal controls
matrix to determine that
operational management
assigned responsibility for and
monitored the effectiveness and
performance of internal controls
within the environment.

No exceptions noted.

Inspected the ISF meeting
minutes to determine that
operational management
assigned responsibility for and
monitored the effectiveness and
performance of internal controls
within the environment.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Environment
CC1.0

CC1.3

Criteria

COSO Principle 3: Management
establishes, with board oversight,
structures, reporting lines, and
appropriate authorities and
responsibilities in the pursuit of
objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

A third-party performs an independent
assessment of the entity's controls
environment annually to assess the
effectiveness of internal controls within
the environment.

Inspected the entity's completed
attestation reports to determine
that a third-party performed an
independent assessment of the
entity's controls environment
annually to assess the
effectiveness of internal controls
within the environment.

No exceptions noted.

Organizational charts are in place to
communicate the defined key areas of
authority, responsibility, and lines of
reporting to personnel related to the
design, development, implementation,
operation, maintenance, and
monitoring of the system.

Inspected the organizational chart
to determine that organizational
charts were in place to
communicate the defined key
areas of authority, responsibility,
and lines of reporting to personnel
related to the design,
development, implementation,
operation, maintenance, and
monitoring of the system.

No exceptions noted.

Reporting relationships and
organizational structures are reviewed
periodically by senior management as
part of organizational planning and
adjusted as needed based on
changing entity commitments and
requirements.

Inspected the organizational chart
revision date to determine that
reporting relationships and
organizational structures were
reviewed periodically by senior
management as part of
organizational planning and
adjusted as needed based on
changing entity commitments and
requirements.

No exceptions noted.

Documented position descriptions are
in place to define the skills,
responsibilities, and knowledge levels
required for particular jobs.

Inspected the job description for a
sample of roles to determine that
documented position descriptions
were in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Environment
CC1.0

CC1.4

Criteria

COSO Principle 4: The entity
demonstrates a commitment to
attract, develop, and retain
competent individuals in alignment
with objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

New hires are required to
acknowledge the code of business
conduct and ethics as a component of
the new hire onboarding process.

Inspected the acknowledgement
of receipt of the code of business
conduct and ethics for a sample of
new hires to determine that new
hires were required to
acknowledge the code of business
conduct and ethics as a
component of the new hire
onboarding process.

No exceptions noted.

Executive management has
established proper segregations of
duties for key job functions and roles
within the organization.

Inspected the organizational chart,
internal controls matrix, and job
description for a sample of roles to
determine that executive
management established proper
segregations of duties for key job
functions and roles within the
organization.

No exceptions noted.

Policies and procedures are in place
that outline the competency and
training requirements for personnel.

Inspected the human resources
security standard to determine
that policies and procedures were
in place that outlined the
competency and training
requirements for personnel.

No exceptions noted.

Employee performance evaluations
are performed for employees on an
annual basis.

Inspected the performance
evaluation for a sample of
employees to determine that
employee performance
evaluations were performed for
employees on an annual basis.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Environment
CC1.0

CC1.5

Criteria

COSO Principle 5: The entity holds
individuals accountable for their
internal control responsibilities in the
pursuit of objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Employees are required to complete
security awareness training to
understand their obligations and
responsibilities to comply with
corporate security requirements.

Inspected the security awareness
training completion form for a
sample of current employees to
determine that employees were
required to complete security
awareness training to understand
their obligations and
responsibilities to comply with
corporate security requirements.

No exceptions noted.

Background investigations are
conducted on potential candidates
prior to employment by the Corporate
HR Department.

Inspected the completed
background investigations for a
sample of new hires to determine
that background investigations
were conducted on potential
candidates prior to employment by
the Corporate HR Department.

No exceptions noted.

Organizational charts are in place to
communicate the defined key areas of
authority, responsibility, and lines of
reporting to personnel related to the
design, development, implementation,
operation, maintenance, and
monitoring of the system.

Inspected the organizational chart
to determine that organizational
charts were in place to
communicate the defined key
areas of authority, responsibility,
and lines of reporting to personnel
related to the design,
development, implementation,
operation, maintenance, and
monitoring of the system.

No exceptions noted.

Documented position descriptions are
in place to define the skills,
responsibilities, and knowledge levels
required for particular jobs.

Inspected the job description for a
sample of roles to determine that
documented position descriptions
were in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs.

No exceptions noted.
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Control Environment
CC1.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

New hires are required to
acknowledge the code of business
conduct and ethics as a component of
the new hire onboarding process.

Inspected the acknowledgement
of receipt of the code of business
conduct and ethics for a sample of
new hires to determine that new
hires were required to
acknowledge the code of business
conduct and ethics as a
component of the new hire
onboarding process.

No exceptions noted.

Personnel are required to
acknowledge the employee handbook
and code of conduct on an annual
basis.

Inspected the acknowledgement
of receipt of the employee
handbook and code of conduct for
a sample of current employees to
determine that personnel were
required to acknowledge the
employee handbook and code of
conduct on an annual basis.

No exceptions noted.

Policies and procedures are in place
that outline the competency and
training requirements for personnel.

Inspected the human resources
security standard to determine
that policies and procedures were
in place that outlined the
competency and training
requirements for personnel.

No exceptions noted.

Employee performance evaluations
are performed for employees on an
annual basis.

Inspected the performance
evaluation for a sample of
employees to determine that
employee performance
evaluations were performed for
employees on an annual basis.

No exceptions noted.

Sanction policies, which include
probation, suspension and termination
are in place for employee misconduct.

Inspected the employee handbook
to determine that sanction
policies, which included probation,
suspension, and termination, were
in place for employee misconduct.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Information and Communication
CC2.0
CC2.1

CC2.2

Criteria
COSO Principle 13: The entity
obtains or generates and uses
relevant, quality information to
support the functioning of internal
control.

COSO Principle 14: The entity
internally communicates
information, including objectives and
responsibilities for internal control,
necessary to support the functioning
of internal control.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Documented policies and procedures
are in place to help ensure personnel
with responsibility for the system have
the information necessary to carry out
those responsibilities.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place to help ensure personnel
with responsibility for the system
had the information necessary to
carry out those responsibilities.

No exceptions noted.

Policy and procedure documents are
posted on the company’s intranet and
available to all employees.

Inspected the entity’s intranet to
determine that policy and
procedure documents were
posted on the company’s intranet
and available to all employees.

No exceptions noted.

A description of the system delineating
the boundaries of the system is
documented.

Inquired of the Compliance
Controls Manager regarding the
boundaries of the system to
determine that a description of the
system delineating the boundaries
of the system was documented
and was available to personnel.

No exceptions noted.

Inspected the entity’s network
diagrams to determine that a
description of the system
delineating the boundaries of the
system was documented and was
available to personnel.

No exceptions noted.

Inspected the job description for a
sample of roles to determine that
documented position descriptions
were in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs.

No exceptions noted.

Documented position descriptions are
in place to define the skills,
responsibilities, and knowledge levels
required for particular jobs.

Test Results
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Information and Communication
CC2.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented policies and procedures
are in place to help ensure personnel
with responsibility for the system have
the information necessary to carry out
those responsibilities.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place to help ensure personnel
with responsibility for the system
had the information necessary to
carry out those responsibilities.

No exceptions noted.

Policy and procedure documents are
posted on the company’s intranet and
available to all employees.

Inspected the entity’s intranet to
determine that policy and
procedure documents were
posted on the company’s intranet
and available to all employees.

No exceptions noted.

Employees are required to complete
security awareness training to
understand their obligations and
responsibilities to comply with
corporate security requirements.

Inspected the security awareness
training completion form for a
sample of current employees to
determine that employees were
required to complete security
awareness training to understand
their obligations and
responsibilities to comply with
corporate security requirements.

No exceptions noted.

New hires are required to
acknowledge the code of business
conduct and ethics as a component of
the new hire onboarding process.

Inspected the acknowledgement
of receipt of the code of business
conduct and ethics for a sample of
new hires to determine that new
hires were required to
acknowledge the code of business
conduct and ethics as a
component of the new hire
onboarding process.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Information and Communication
CC2.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Personnel are required to
acknowledge the employee handbook
and code of conduct on an annual
basis.

Inspected the acknowledgement
of receipt of the employee
handbook and code of conduct for
a sample of current employees to
determine that personnel were
required to acknowledge the
employee handbook and code of
conduct on an annual basis.

No exceptions noted.

Management meetings are held at
least annually to discuss ongoing IT
and business objectives and their
effect on the system.

Inspected the ISF meeting
minutes to determine that
management meetings were held
to discuss ongoing IT and
business objectives and their
effect on the system.

No exceptions noted.

An anonymous hotline is in place to
allow employees, third-parties, and
customers to report unethical behavior
in a confidential manner.

Inspected the anonymous hotline
portal and code of conduct to
determine that an anonymous
hotline was in place to allow
employees, third-parties, and
customers to report unethical
behavior in a confidential manner.

No exceptions noted.

Major changes to roles and
responsibilities and changes to key
personnel are communicated by HR to
affected internal users via e-mail.

Inspected an example e-mail
notification from HR to determine
that major changes to roles and
responsibilities and changes to
key personnel were
communicated by Human
Resources to affected internal
users via e-mail.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Information and Communication
CC2.0

CC2.3

Criteria

COSO Principle 15: The entity
communicates with external parties
regarding matters affecting the
functioning of internal control.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented escalation procedures for
reporting security or availability
incidents are provided to internal and
external users to guide users in
identifying and reporting failures,
incidents, concerns, and other
complaints.

Inspected the security incident
response policy and procedures
and the customer service guide to
determine that documented
escalation procedures for
reporting security or availability
incidents were provided to internal
and external users to guide users
in identifying and reporting
failures, incidents, concerns, and
other complaints.

No exceptions noted.

The entity's objectives, including
changes made to the objectives, are
communicated to its personnel.

Inspected an IT steering
committee objectives presentation
to determine that the entity's
objectives, including changes
made to the objectives, were
communicated to its personnel.

No exceptions noted.

Employees are required to complete
security awareness training to
understand their obligations and
responsibilities to comply with
corporate security requirements.

Inspected the security awareness
training completion form for a
sample of current employees to
determine that employees were
required to complete security
awareness training to understand
their obligations and
responsibilities to comply with
corporate security requirements.

No exceptions noted.

The entity's third-party agreement
delineates the boundaries of the
system and describes relevant system
components.

Observed the contracts for a
sample of third-parties to
determine that the entity’s thirdparty agreement delineated the
boundaries of the system and
described relevant system
components.

No exceptions noted.
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Information and Communication
CC2.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

The entity's security and availability
commitments and the associated
system requirements are documented
in a customer-specific MSA and SLA.

Inspected the MSA and SLA for a
sample of new customers to
determine that the entity’s security
and availability commitments and
the associated system
requirements were documented in
a customer-specific MSA and
SLA.

No exceptions noted.

Customer commitments, requirements
and responsibilities are outlined and
communicated through service
agreements.

Inspected the MSA and SLA for a
sample of new customers to
determine that customer
commitments, requirements and
responsibilities were outlined and
communicated through service
agreements.

No exceptions noted.

Documented escalation procedures for
reporting security or availability
incidents are provided to internal and
external users to guide users in
identifying and reporting failures,
incidents, concerns, and other
complaints.

Inspected the security incident
response policy and procedures
and the customer service guide to
determine that documented
escalation procedures for
reporting security or availability
incidents were provided to internal
and external users to guide users
in identifying and reporting
failures, incidents, concerns, and
other complaints.

No exceptions noted.

Management meetings are held at
least annually to discuss ongoing IT
and business objectives and their
effect on the system.

Inspected the ISF meeting
minutes to determine that
management meetings were held
to discuss ongoing IT and
business objectives and their
effect on the system.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Information and Communication
CC2.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

An anonymous hotline is in place to
allow employees, third-parties, and
customers to report unethical behavior
in a confidential manner.

Inspected the anonymous hotline
portal and code of conduct to
determine that an anonymous
hotline was in place to allow
employees, third-parties, and
customers to report unethical
behavior in a confidential manner.

Test Results
No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0
CC3.1

Criteria
COSO Principle 6: The entity
specifies objectives with sufficient
clarity to enable the identification
and assessment of risks relating to
objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

The entity establishes organizational
strategies and objectives that are used
to determine entity structure and
performance metrics.

Inspected the IT steering
committee objectives presentation
to determine that the entity
established organizational
strategies and objectives that
were used to determine entity
structure and performance
metrics.

No exceptions noted.

Executive management identifies and
assesses risks that could prevent the
entity's objectives from being
achieved.

Inspected the risk management
methodology policy to determine
that executive management
identified and assessed risks that
could prevent the entity's
objectives from being achieved.

No exceptions noted.

Inspected the completed risk
assessment to determine that
executive management identified
and assessed risks that could
prevent the entity's objectives
from being achieved.

No exceptions noted.

Executive management reviews
policies, procedures, and other control
documents for alignment to the entity's
objectives on an annual basis.

Inspected the revision history of
the entity’s policies, procedures,
and control documents to
determine that executive
management reviewed policies,
procedures, and other control
documents for alignment to the
entity's objectives on an annual
basis.

No exceptions noted.

Executive management reviews and
addresses repeated control failures.

Inspected the root cause analysis
and corrective actions for an
example internal control that had
failed to determine that executive
management reviewed and
addressed repeated control
failures.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

CC3.2

Criteria

COSO Principle 7: The entity
identifies risks to the achievement of
its objectives across the entity and
analyzes risks as a basis for
determining how the risks should be
managed.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Responsible parties are defined and
assigned to coordinate and monitor
compliance and audit activities.

Inspected the organizational chart
and the compliance controls
manager job description to
determine that responsible parties
were defined and assigned to
coordinate and monitor
compliance and audit activities.

No exceptions noted.

Business plans and budgets align with
the entity's strategies and objectives.

Inspected the entity’s capital
requests matrix and objectives
presentation to determine that
business plans and budgets
aligned with the entity's strategies
and objectives.

No exceptions noted.

Entity strategies, objectives and
budgets are assessed on an annual
basis.

Inspected the review history of
entity’s capital requests matrix
and objectives to determine that
entity strategies, objectives and
budgets were assessed on an
annual basis.

No exceptions noted.

The entity undergoes compliance
audits at least annually to show
compliance to relevant laws,
regulations, and standards.

Inspected the entity's completed
attestation reports to determine
that the entity underwent
compliance audits at least
annually to show compliance to
relevant laws, regulations, and
standards.

No exceptions noted.

Documented policies and procedures
are in place to guide personnel when
performing the risk assessment.

Inspected the risk management
methodology policy to determine
that documented policies and
procedures were in place to guide
personnel when performing the
risk assessment.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

A formal risk assessment is performed
on an annual basis. Risks that are
identified are formally documented,
along with mitigation strategies, and
reviewed by management.

Inspected the risk management
methodology policy to determine
that a formal risk assessment was
performed annually and that risks
that were identified were formally
documented, along with mitigation
strategies, and reviewed by
management.

No exceptions noted.

Inspected the completed risk
assessment to determine that a
formal risk assessment was
performed annually and that risks
that were identified were formally
documented, along with mitigation
strategies, and reviewed by
management.

No exceptions noted.

Inspected the completed risk
assessment to determine that a
formal risk assessment was
performed on an annual basis to
identify internal and external
threats and vulnerabilities that
could impair system commitments
and requirements.

No exceptions noted.

A formal risk assessment is performed
on at least an annual basis to identify
internal and external threats and
vulnerabilities that could impair system
commitments and requirements.

Proprietary and Confidential

Test Results
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization
The entity's risk assessment process
includes:
•
•
•
•

•
•
•

Identifying the relevant
information assets that are
critical to business operations
Prioritizing the criticality of
those relevant information
assets
Identifying and assessing the
impact of the threats to those
information assets
Identifying and assessing the
impact of the vulnerabilities
associated with the identified
threats
Assessing the likelihood of
identified threats and
vulnerabilities
Determining the risks
associated with the
information assets
Addressing the associated
risks identified for each
identified vulnerability

Test Applied by the Service
Auditor

Test Results

Inspected the risk management
methodology policy to determine
that the entity's risk assessment
process included:

No exceptions noted.

•

•
•

•

•
•
•

Proprietary and Confidential

Identifying the relevant
information assets that
are critical to business
operations
Prioritizing the criticality
of those relevant
information assets
Identifying and assessing
the impact of the threats
to those information
assets
Identifying and assessing
the impact of the
vulnerabilities associated
with the identified threats
Assessing the likelihood
of identified threats and
vulnerabilities
Determining the risks
associated with the
information assets
Addressing the
associated risks
identified for each
identified vulnerability
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Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor
Inspected the completed risk
assessment to determine that the
entity's risk assessment process
included:

Test Results
No exceptions noted.

•

Identified risks are rated using a risk
evaluation process and ratings are
reviewed by management.

Proprietary and Confidential

Identifying the relevant
information assets that
are critical to business
operations
•
Prioritizing the criticality
of those relevant
information assets
•
Identifying and assessing
the impact of the threats
to those information
assets
•
Identifying and assessing
the impact of the
vulnerabilities associated
with the identified threats
•
Assessing the likelihood
of identified threats and
vulnerabilities
•
Determining the risks
associated with the
information assets
•
Addressing the
associated risks
identified for each
identified vulnerability
Inspected the risk management
methodology policy to determine
that identified risks were rated
using a risk evaluation process
and ratings were approved by
management.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

Risks identified as a part of the risk
assessment process are addressed
using one of the following strategies:
•
•
•
•

Avoid the risk
Mitigate the risk
Transfer the risk
Accept the risk

Management develops risk mitigation
strategies to address risks identified
during the risk assessment process.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the completed risk
assessment to determine that
identified risks were rated using a
risk evaluation process and
ratings were approved by
management.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that risks identified as a part of the
risk assessment process were
addressed using one of the
following strategies:

No exceptions noted.

•
Avoid the risk
•
Mitigate the risk
•
Transfer the risk
•
Accept the risk
Inspected the completed risk
assessment to determine that
risks identified as a part of the risk
assessment process were
addressed using one of the
following strategies:

No exceptions noted.

•
Avoid the risk
•
Mitigate the risk
•
Transfer the risk
•
Accept the risk
Inspected the risk management
methodology policy to determine
that management developed risk
mitigation strategies to address
risks identified during the risk
assessment process.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

For gaps and vulnerabilities identified
from the risk assessment, remediation
efforts, including the implementation of
controls, are assigned to process
owners based on roles and
responsibilities.

The annual comprehensive risk
assessment results are reviewed and
approved by appropriate levels of
management.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the completed risk
assessment to determine that
management developed risk
mitigation strategies to address
risks identified during the risk
assessment process.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that for gaps and vulnerabilities
identified from the risk
assessment, remediation efforts,
including the implementation of
controls, were assigned to
process owners based on roles
and responsibilities.

No exceptions noted.

Inspected the completed risk
assessment and the completed
remediation tickets for
vulnerabilities identified from the
risk assessment to determine that
for gaps and vulnerabilities
identified from the risk
assessment, remediation efforts,
including the implementation of
controls, were assigned to
process owners based on roles
and responsibilities.

No exceptions noted.

Inspected the risk management
methodology policy and
procedures and procedures to
determine that the annual
comprehensive risk assessment
results were reviewed and
approved by appropriate levels of
management.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

As part of the annual risk assessment,
management reviews the potential
threats and vulnerabilities arising from
its customers, vendors and thirdparties.

CC3.3

COSO Principle 8: The entity
considers the potential for fraud in
assessing risks to the achievement
of objectives.

Proprietary and Confidential

On an annual basis, management
identifies and assesses the types of
fraud that could impact their business
and operations.

Test Applied by the Service
Auditor

Test Results

Inspected the completed risk
assessment to determine that the
annual comprehensive risk
assessment results were reviewed
and approved by appropriate
levels of management.

No exceptions noted.

Inspected the risk management
methodology policy and
procedures and procedures to
determine that as part of the
annual risk assessment,
management reviewed the
potential threats and
vulnerabilities arising from its
customers, vendors and thirdparties.

No exceptions noted.

Observed the completed risk
assessment for a sample of thirdparties to determine that as part of
the annual risk assessment,
management reviewed the
potential threats and
vulnerabilities arising from its
customers, vendors and thirdparties.

No exceptions noted.

Inspected the completed risk
assessment to determine that on
an annual basis, management
identified and assessed the types
of fraud that could impact their
business and operations.

No exceptions noted.
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization
Identified fraud risks are reviewed and
addressed using one of the following
strategies:
•
•
•
•

Avoid the risk
Mitigate the risk
Transfer the risk
Accept the risk

As part of management's assessment
of fraud risks, management considers
threats and vulnerabilities that arise
from the use of IT.

CC3.4

COSO Principle 9: The entity
identifies and assesses changes
that could significantly impact the
system of internal control.

Proprietary and Confidential

Changes to the regulatory, economic,
and physical environment in which the
entity operates are considered and
evaluated as part of the annual
comprehensive risk assessment.

Test Applied by the Service
Auditor
Inspected the completed risk
assessment to determine that
identified fraud risks were
reviewed and addressed using
one of the following strategies:
•
Avoid the risk
•
Mitigate the risk
•
Transfer the risk
•
Accept the risk
Inspected the completed risk
assessment to determine that, as
part of management's assessment
of fraud risks, management
considered threats and
vulnerabilities that arise from the
use of IT.

Test Results
No exceptions noted.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that changes to the regulatory,
economic, and physical
environment in which the entity
operates were considered and
evaluated as part of the annual
comprehensive risk assessment.

No exceptions noted.

Inspected the completed risk
assessment to determine that
changes to the regulatory,
economic, and physical
environment in which the entity
operates were considered and
evaluated as part of the annual
comprehensive risk assessment.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Changes to the business structure and
operations are considered and
evaluated as part of the annual
comprehensive risk assessment.

Inspected the risk management
methodology policy to determine
that changes to the business
structure and operations were
considered and evaluated as part
of the annual comprehensive risk
assessment.

No exceptions noted.

Inspected the completed risk
assessment to determine that
changes to the business structure
and operations were considered
and evaluated as part of the
annual comprehensive risk
assessment.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that changes in key management
and personnel were considered
and evaluated as part of the
annual comprehensive risk
assessment.

No exceptions noted.

Inspected the completed risk
assessment to determine that
changes in key management and
personnel were considered and
evaluated as part of the annual
comprehensive risk assessment.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that changes to the entity's
systems, applications,
technologies, and tools were
considered and evaluated as part
of the annual comprehensive risk
assessment.

No exceptions noted.

Changes in key management and
personnel are considered and
evaluated as part of the annual
comprehensive risk assessment.

Changes to the entity's systems,
applications, technologies, and tools
are considered and evaluated as part
of the annual comprehensive risk
assessment.

Proprietary and Confidential

Test Results
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Risk Assessment
CC3.0

Criteria

Control Activity Specified
by the Service Organization

Changes in vendor and third-party
relationships are considered and
evaluated as part of the annual
comprehensive risk assessment.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the completed risk
assessment to determine that
changes to the entity's systems,
applications, technologies, and
tools were considered and
evaluated as part of the annual
comprehensive risk assessment.

No exceptions noted.

Inspected the risk management
methodology policy to determine
that changes in vendor and thirdparty relationships were
considered and evaluated as part
of the annual comprehensive risk
assessment.

No exceptions noted.

Inspected the completed risk
assessment to determine that
changes in vendor and third-party
relationships were considered and
evaluated as part of the annual
comprehensive risk assessment.

No exceptions noted.
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Monitoring Activities
CC4.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

CC4.1

COSO Principle 16: The entity
selects, develops, and performs
ongoing and/or separate
evaluations to ascertain whether the
components of internal control are
present and functioning.

Monitoring software is used to identify
and evaluate ongoing system
performance, security threats,
changing resource utilization needs,
and unusual system activity to
company resources.

Inspected the monitoring software
configurations to determine that
monitoring software was used to
identify and evaluate ongoing
system performance, security
threats, changing resource
utilization needs, and unusual
system activity to company
resources.

No exceptions noted.

An enterprise performance monitoring
application is utilized to monitor
operational statistics of production
servers on a real-time basis.

Inspected the performance
monitoring application
configuration to determine that an
enterprise monitoring application
was utilized to monitor operational
statistics of production systems on
a real-time basis.

No exceptions noted.

Security monitoring applications are
utilized to monitor and analyze the
system for possible or actual security
breaches.

Inspected the security monitoring
configurations to determine that
security monitoring applications
are utilized to monitor and analyze
the system for possible or actual
security breaches.

No exceptions noted.

Building management and power
monitoring software is utilized to
monitor interior conditions and flow of
power throughout the facility which
alerts operations personnel when
thresholds are met.

Inspected the building
management and power
monitoring notification
configurations and an example
alert to determine that building
management and power
monitoring software was utilized to
monitor interior conditions and
flow of power throughout the
facility which alerts operations
personnel when thresholds are
met.

No exceptions noted.

Proprietary and Confidential

Test Results
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the building
management and power
monitoring software for a sample
of data centers to determine that
building management and power
monitoring software was utilized to
monitor interior conditions and
flow of power throughout the
facility which alerts operations
personnel when thresholds are
met.

No exceptions noted.

On an annual basis, management
reviews the controls implemented
within the environment for operational
effectiveness and identifies potential
control gaps and weaknesses.

Inspected the revision history of
the internal controls matrix to
determine that on an annual
basis, management reviewed the
controls implemented within the
environment for operational
effectiveness and identified
potential control gaps and
weaknesses.

No exceptions noted.

Key systems, tools, and applications
are reviewed internally for compliance
against documented policies and
procedures.

Inspected the internal audit
assessment to determine that key
systems, tools, and applications
were reviewed internally for
compliance against documented
policies and procedures.

No exceptions noted.

Control self-assessments that include,
but are not limited to, physical and
logical access reviews, and backup
restoration tests are performed on at
least an annual basis.

Inspected the completed logical
and physical access reviews to
determine that control selfassessments that included, but
were not limited to, physical
access reviews, and backup
restoration tests were performed
on at least an annual basis.

No exceptions noted.
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CC4.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the completed backup
restoration test to determine that
control self-assessments that
included, but were not limited to,
physical access reviews, and
backup restoration tests were
performed on at least an annual
basis.

No exceptions noted.

Vulnerability scans are performed
quarterly on the environment to identify
control gaps and vulnerabilities.

Inspected the vulnerability scan
report for a sample of quarters to
determine that vulnerability scans
were performed at least annually
on the environment to identify
control gaps and vulnerabilities.

No exceptions noted.

Employee performance evaluations
are performed for employees on an
annual basis.

Inspected the performance
evaluation for a sample of
employees to determine that
employee performance
evaluations were performed for
employees on an annual basis.

No exceptions noted.

Security management performs an
annual risk assessment of the control
environment and an action plan is
documented with issues that require
resolution.

Inspected the completed risk
assessment to determine that
security management performed
an annual risk assessment of the
control environment and an action
plan was documented with issues
that required resolution.

No exceptions noted.

The entity undergoes compliance
audits at least annually to show
compliance to relevant laws,
regulations, and standards.

Inspected the entity's completed
attestation reports to determine
that the entity underwent
compliance audits at least
annually to show compliance to
relevant laws, regulations, and
standards.

No exceptions noted.
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CC4.2

Criteria
COSO Principle 17: The entity
evaluates and communicates
internal control deficiencies in a
timely manner to those parties
responsible for taking corrective
action, including senior
management and the board of
directors, as appropriate.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Senior management assesses the
results of the compliance, control and
risk assessments performed on the
environment.

Inspected the ISF meeting
minutes to determine that senior
management assessed the results
of the compliance, control and risk
assessments performed on the
environment.

No exceptions noted.

Senior management is made aware of
high-risk vulnerabilities, deviations and
controls gaps identified as part of the
compliance, control and risk
assessments performed.

Inspected the ISF meeting
minutes to determine that senior
management was made aware of
high-risk vulnerabilities, deviations
and controls gaps identified as
part of the compliance, control
and risk assessments performed.

No exceptions noted.

Vulnerabilities, deviations, and control
gaps identified from the compliance,
control and risk assessments are
communicated to those parties
responsible for taking corrective
actions.

Inspected the completed risk
assessment and attestation
reports to determine that
vulnerabilities, deviations, and
control gaps identified from the
risk and compliance assessments
were communicated to those
parties responsible for taking
corrective actions.

No exceptions noted.

Inspected the root cause analysis
and corrective actions for a
sample of failed internal controls
to determine that vulnerabilities,
deviations and control gaps
identified from the risk and
compliance assessments were
communicated to those parties
responsible for taking corrective
actions.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Management tracks whether
vulnerabilities, deviations and control
gaps identified as part of the
evaluations performed are addressed
in a timely manner.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the ISF meeting
minutes to determine that
vulnerabilities, deviations and
control gaps identified from the
risk and compliance assessments
were communicated to those
parties responsible for taking
corrective actions.

No exceptions noted.

Inspected the ISF meeting
minutes to determine that
management tracked whether
vulnerabilities, deviations and
control gaps identified as part of
the evaluations performed were
addressed in a timely manner.

No exceptions noted.

Inspected the root cause analysis
and corrective actions for a
sample of failed internal controls
to determine that management
tracked whether vulnerabilities,
deviations and control gaps
identified as part of the
evaluations performed were
addressed in a timely manner.

No exceptions noted.
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Criteria
COSO Principle 10: The entity
selects and develops control
activities that contribute to the
mitigation of risks to the
achievement of objectives to
acceptable levels.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

As part of the risk assessment
process, controls within the
environment are modified and
implemented to mitigate identified
vulnerabilities, deviations, and control
gaps.

Inspected the completed risk
assessment and internal controls
matrix to determine that as part of
the risk assessment process,
controls within the environment
were modified and implemented to
mitigate identified vulnerabilities,
deviations, and control gaps.

No exceptions noted.

Controls within the environment are
modified and implemented to mitigate
vulnerabilities, deviations and control
gaps identified as part of the various
evaluations performed.

Inspected the completed risk
assessment, attestation reports,
and the internal controls matrix to
determine that controls within the
environment were modified and
implemented to mitigate
vulnerabilities, deviations and
control gaps identified as part of
the various evaluations
performed.

No exceptions noted.

Inspected the root cause analysis
and corrective actions for a
sample of failed internal controls
to determine that controls within
the environment were modified
and implemented to mitigate
vulnerabilities, deviations and
control gaps identified as part of
the various evaluations
performed.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Performance of the internal controls
implemented within the environment
are assigned to appropriate process
owners and operational personnel
based on roles and responsibilities.

Inspected the organizational chart,
information security policies and
procedures, and the internal
controls matrix to determine that
performance of the internal
controls implemented within the
environment were assigned to
appropriate process owners and
operational personnel based on
roles and responsibilities.

No exceptions noted.

Management has documented the
relevant controls in place for each key
business or operational process.

Inspected the internal controls
matrix to determine management
documented the relevant controls
in place for each key business or
operational process.

No exceptions noted.

Management has incorporated a
variety of controls into their
environment that include manual,
automated, preventive, detective, and
corrective controls.

Inspected the internal controls
matrix to determine that
management incorporated a
variety of controls into their
environment that include manual,
automated, preventive, detective,
and corrective controls.

No exceptions noted.

Management develops risk mitigation
strategies, including the
implementation of controls, to address
risks identified during the risk
assessment process.

Inspected the risk management
methodology policy to determine
that management developed risk
mitigation strategies, including the
implementation of controls, to
address risks identified during the
risk assessment process.

No exceptions noted.
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CC5.2

Criteria

COSO Principle 11: The entity also
selects and develops general
control activities over technology to
support the achievement of
objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the completed risk
assessment and internal controls
matrix to determine that
management developed risk
mitigation strategies, including the
implementation of controls, to
address risks identified during the
risk assessment process.

No exceptions noted.

Business continuity and disaster
recovery plans are developed and
updated on an annual basis.

Inspected the business continuity
and disaster recovery plans to
determine that business continuity
and disaster recovery plans were
developed and updated on an
annual basis.

No exceptions noted.

Business continuity and disaster
recovery plans are tested on an annual
basis.

Inspected the business continuity
and disaster recovery test results
to determine that the business
continuity and disaster recovery
plans were tested on an annual
basis.

No exceptions noted.

Management has documented the
relationship and linkage between
business processes, the relevant
technologies used to support the
business processes, and the controls
in place to help secure those business
processes.

Inspected the internal controls
matrix and completed risk
assessment to determine that
management documented the
relationship and linkage between
business processes, the relevant
technologies used to support the
business processes, and the
controls in place to help secure
those business processes.

No exceptions noted.

66

TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
Control Activities
CC5.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Organizational and information
security policies and procedures are
documented and made available to
employee's through the entity's
intranet.

Inspected the information security
policies and procedures and the
entity's intranet to determine that
organizational and information
security policies and procedures
were documented and made
available to its personnel through
the entity's intranet.

No exceptions noted.

Management has documented the
controls implemented around the
entity's technology infrastructure.

Inspected the information security
policies and procedures and
internal controls matrix to
determine that management
documented the controls
implemented around the entity's
technology infrastructure.

No exceptions noted.

Management has established controls
around the entity's technology
infrastructure to address the risks of
incomplete, inaccurate, and
unavailable technology processing.

Inspected the information security
policies and procedures and
internal controls matrix to
determine that management
established controls around the
entity's technology infrastructure
to address the risks of incomplete,
inaccurate, and unavailable
technology processing.

No exceptions noted.

As part of the risk assessment
process, the use of technology in
business processes is evaluated by
management.

Inspected the completed risk
assessment to determine that as
part of the risk assessment
process, the use of technology in
business processes was
evaluated by management.

No exceptions noted.
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Control Activities
CC5.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

The internal controls implemented
around the entity's technology
infrastructure include but are not
limited to:

Inspected the internal controls
matrix to determine that the
internal controls implemented
around the entity's technology
infrastructure included but were
not limited to:

No exceptions noted.

•
•
•
•

CC5.3

COSO Principle 12: The entity
deploys control activities through
policies that establish what is
expected and in procedures that put
policies into action.

Proprietary and Confidential

Restricting access rights to
authorized users
Limiting services to what is
required for business
operations
Authentication of access
Protecting the entity's assets
from external threats

•
•
•
•

Restricting access rights
to authorized users
Limiting services to what
is required for business
operations
Authentication of access
Protecting the entity's
assets from external
threats

Management has established controls
around the acquisition, development,
and maintenance of the entity's
technology infrastructure.

Inspected the internal controls
matrix to determine that
management established controls
around the acquisition,
development, and maintenance of
the entity's technology
infrastructure.

No exceptions noted.

Organizational and information
security policies and procedures are
documented and made available to
employee's through the entity's
intranet.

Inspected the information security
policies and procedures and the
entity's intranet to determine that
organizational and information
security policies and procedures
were documented and made
available to its personnel through
the entity's intranet.

No exceptions noted.

The organizational and information
security policies and procedures detail
the day-to-day activities to be
performed by personnel.

Inspected the entity’s policies and
procedures to determine that the
organizational and information
security policies and procedures
detailed the day-to-day activities
to be performed by personnel.

No exceptions noted.
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Control Activities
CC5.0

Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Management has implemented
controls that are built into the
organizational and information security
policies and procedures.

Inspected the information security
policies and procedures and the
internal controls matrix to
determine that management
implemented controls that were
built into the organizational and
information security policies and
procedures.

No exceptions noted.

Documented position descriptions are
in place to define the skills,
responsibilities, and knowledge levels
required for particular jobs.

Inspected the job description for a
sample of roles to determine that
documented position descriptions
were in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs.

No exceptions noted.

Effectiveness of the internal controls
implemented within the environment
are evaluated annually.

Inspected the ISF meeting
minutes to determine that
effectiveness of the internal
controls implemented within the
environment were evaluated
annually.

No exceptions noted.
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CC6.0

Criteria

CC6.1

The entity implements logical
access security software,
infrastructure, and architectures
over protected information assets to
protect them from security events to
meet the entity’s objectives.

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented policies and procedures
are in place regarding systems
authentication, access, and security
monitoring.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place regarding systems
authentication, access, and
security monitoring.

No exceptions noted.

Internal users are authenticated to the
network via a valid user account and
password before being granted access
to the network domain.

Inspected the network user listing
and authentication settings to
determine that Internal users were
authenticated to the network via a
valid user account and password
before being granted access to
the network domain.

No exceptions noted.

The network domain is configured to
enforce the following user account and
password controls:

Inspected the network domain
password configurations to
determine that the network
domain was configured to enforce
the following user account and
password controls:

No exceptions noted.

Network

•
•
•
•

Minimum password length
Password history
Maximum password age
Complexity

•
•
•
•

Network administrative access is
restricted to user accounts accessible
by authorized personnel.

Proprietary and Confidential

Minimum password
length
Password history
Maximum password age
Complexity

Inquired of the Senior Manager of
Managed Services regarding
administrative access to
determine that network
administrative access was
restricted to user accounts
accessible by authorized
personnel.

No exceptions noted.

70

TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor
Inspected the network
administrator listing to determine
that network administrative access
was restricted to user accounts
accessible by authorized
personnel.

No exceptions noted.

Network users are authenticated via
individually-assigned user accounts
and passwords.

Inspected the network user listing
and authentication settings to
determine that network users
were authenticated via
individually-assigned user
accounts and passwords.

No exceptions noted.

The network domain is configured to
enforce the following account lockout
controls:

Inspected the network domain
lockout configurations to
determine that the network
domain is configured to enforce
the following account lockout
controls:

No exceptions noted.

•
•
•

Account lockout duration
Account lockout threshold
Reset account lockout
counter

•
•
•

Logging software is utilized to log
access related events including failed
account logon attempts to the network
domain.

Proprietary and Confidential

Test Results

Account lockout duration
Account lockout
threshold
Reset account lockout
counter

Inspected the network domain
audit logging configurations and
an example audit log extract to
determine that logging software
was utilized to log access related
events including failed account
logon attempts to the network
domain. Logs were maintained
and reviewed as needed.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Operating System
Operating system user access is
restricted via role-based security
privileges defined within the access
control system.

Inspected the operating system
user listing to determine that
operating system user access was
restricted via role-based security
privileges defined within the
access control system.

No exceptions noted.

Operating system administrative
access is restricted to user accounts
accessible by authorized personnel.

Inquired of the Senior Manager of
Managed Services regarding
administrative access to
determine that operating system
administrative access was
restricted to user accounts
accessible by authorized
personnel.

No exceptions noted.

Inspected the operating system
administrator listing to determine
that operating system
administrative access was
restricted to user accounts
accessible by authorized
personnel.

No exceptions noted.

Inspected the operating system
password settings to determine
that operating systems were
configured to enforce password
requirements that included:

No exceptions noted.

Operating systems are configured to
enforce password requirements that
include:
•
•
•
•

Proprietary and Confidential

Password history
Password age (minimum &
maximum)
Password length
Complexity

•
•
•
•

Password history
Password age (minimum
& maximum)
Password length
Complexity
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Operating system account lockout
settings are in place that include:

Inspected the operating system
account lockout settings to
determine that operating system
account lockout settings were in
place that included:

No exceptions noted.

•
•
•

Account lockout duration
Account lockout threshold
Account lockout counter reset

•
•
•

Operating system audit logs are
maintained and reviewed as-needed.

Account lockout duration
Account lockout
threshold
Account lockout counter
reset

Inquired of the Senior Manager of
Managed Services regarding
operating system audit logs to
determine that operating system
audit logs were maintained and
reviewed as-needed.

No exceptions noted.

Inspected the operations system
audit logging configurations and
an example audit log extract to
determine that operating system
audit logs were maintained and
reviewed as needed.

No exceptions noted.

Observed a user authenticate into
the customer portal to determine
that the customer portal required
internal and external users to
authenticate with a username and
password and required multifactor authentication.

No exceptions noted.

Remote Access
The customer portal requires internal
and external users to authenticate with
a username and password and
requires multi-factor authentication.

Proprietary and Confidential
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Criteria

Control Activity Specified
by the Service Organization

The ability to administer VPN access is
restricted to user accounts accessible
by authorized personnel.

VPN access is restricted to authorized
users.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the customer portal
login screen and password
configurations to determine that
the customer portal required
internal and external users to
authenticate with a username and
password and required multifactor authentication.

No exceptions noted.

Inquired of the Senior Manager of
Managed Services regarding VPN
administrator access to determine
that the ability to administer VPN
access was restricted to user
accounts accessible by authorized
personnel.

No exceptions noted.

Inspected the VPN administrator
listing to determine that the ability
to administer VPN access was
restricted to user accounts
accessible by authorized
personnel.

No exceptions noted.

Inquired of the Senior Manager of
Managed Services regarding VPN
access to determine that VPN
access was restricted to
authorized users.

No exceptions noted.

Inspected the VPN user access
listing to determine that VPN
access was restricted to
authorized users.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Administrative access to the network,
customer portal, and physical security
systems is restricted to appropriate
users.

Inquired of the Senior Manager of
Managed Services regarding
administrative access to
determine that administrative
access to the network, customer
portal, and physical security
systems was restricted to
appropriate users.

No exceptions noted.

Inspected the administrator
listings for the network, customer
portal, and physical security
systems to determine that
administrative access to the
network, customer portal, and
physical security systems was
restricted to appropriate users.

No exceptions noted.

Inspected the firewall rulesets to
determine that data coming into
the environment was secured and
monitored through the use of
firewalls and an IDS.

No exceptions noted.

Inspected the IDS configurations
and the network diagram to
determine that data coming into
the environment was secured and
monitored through the use of
firewalls and an IDS.

No exceptions noted.

Inspected the encryption
configurations for data in transit to
determine that server certificatebased authentication was used as
part of the SSL/TLS encryption
with a trusted certificate authority.

No exceptions noted.

Data coming into the environment is
secured and monitored through the
use of firewalls and an intrusion
detection system (IDS).

Server certificate-based authentication
is used as part of the SSL/TLS
encryption with a trusted certificate
authority.

Proprietary and Confidential

Test Results
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

The following user access reviews are
performed on at least an annual basis
to ensure that access to colocation
system data is restricted to:

Inspected the completed user
access review to determine that
the following user access reviews
were performed on at least an
annual basis to ensure that
access to colocation system data
was restricted to:

•
•

Vendor data center access
Contractors

•
•

Proprietary and Confidential

Test Results
No exceptions noted.

Vendor data center
access
Contractors

A monitoring tool is in place to detect
dormant and unauthorized user access
to the network.

Inspected the network monitoring
tool configurations to determine
that a monitoring tool was in place
to detect dormant and
unauthorized user access to the
network.

No exceptions noted.

New user access requests to the
network domain, customer portal, and
company resources are documented
and require the approval of a manager.

Inspected the access request
ticket for a sample of new hires to
determine that new user access
requests to the network domain,
customer portal, and company
resources were documented and
required the approval of a
manager.

No exceptions noted.

The HR department notifies the IT
manager of employee terminations via
e-mail notification. The IT manager
revokes network domain access
assigned to terminated employees
upon notification of employee
termination.

Inspected the network user listing
and access revocation ticket for a
sample of terminated employees
to determine that the HR
department notified the IT
manager of employee
terminations via e-mail
notification, and that the IT
manager revoked network domain
access assigned to terminated
employees upon notification of
employee termination.

No exceptions noted.
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CC6.2

Criteria

Prior to issuing system credentials
and granting system access, the
entity registers and authorizes new
internal and external users whose
access is administered by the entity.
For those users whose access is
administered by the entity, user
system credentials are removed
when user access is no longer
authorized.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

An enterprise performance monitoring
application is utilized to monitor
operational statistics of production
servers on a real-time basis.

Inspected the performance
monitoring application
configuration to determine that an
enterprise monitoring application
was utilized to monitor operational
statistics of production systems on
a real-time basis.

No exceptions noted.

Security monitoring applications are
utilized to monitor and analyze the
system for possible or actual security
breaches.

Inspected the security monitoring
configurations to determine that
security monitoring applications
are utilized to monitor and analyze
the system for possible or actual
security breaches.

No exceptions noted.

Network engineers maintain private
VLANs to segregate customer
networks from each other.

Inspected the private VLAN
configurations to determine that
network engineers maintained
private VLANs to segregate
customer networks from each
other.

No exceptions noted.

Documented policies and procedures
are in place regarding systems
authentication, access, and security
monitoring.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place regarding systems
authentication, access, and
security monitoring.

No exceptions noted.

New user access requests to the
network domain, customer portal, and
company resources are documented
and require the approval of a manager.

Inspected the access request
ticket for a sample of new hires to
determine that new user access
requests to the network domain,
customer portal, and company
resources were documented and
required the approval of a
manager.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

The HR department notifies the IT
manager of employee terminations via
e-mail notification. The IT manager
revokes network domain access
assigned to terminated employees
upon notification of employee
termination.

Inspected the network user listing
and access revocation ticket for a
sample of terminated employees
to determine that the HR
department notified the IT
manager of employee
terminations via e-mail
notification, and that the IT
manager revoked network domain
access assigned to terminated
employees upon notification of
employee termination.

No exceptions noted.

The following user access reviews are
performed on at least an annual basis
to ensure that access to colocation
system data is restricted to:

Inspected the completed user
access review to determine that
the following user access reviews
were performed on at least an
annual basis to ensure that
access to colocation system data
was restricted to:

No exceptions noted.

•
•

Vendor data center access
Contractors

•
•
A monitoring tool is in place to detect
dormant and unauthorized user access
to the network.

Proprietary and Confidential

Test Results

Vendor data center
access
Contractors

Inspected the network monitoring
tool configurations to determine
that a monitoring tool was in place
to detect dormant and
unauthorized user access to the
network.

No exceptions noted.
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CC6.3

Criteria
The entity authorizes, modifies, or
removes access to data, software,
functions, and other protected
information assets based on roles,
responsibilities, or the system
design and changes, giving
consideration to the concepts of
least privilege and segregation of
duties, to meet the entity’s
objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented policies and procedures
are in place regarding systems
authentication, access, and security
monitoring.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place regarding systems
authentication, access, and
security monitoring.

No exceptions noted.

New user access requests to the
network domain, customer portal, and
company resources are documented
and require the approval of a manager.

Inspected the access request
ticket for a sample of new hires to
determine that new user access
requests to the network domain,
customer portal, and company
resources were documented and
required the approval of a
manager.

No exceptions noted.

The HR department notifies the IT
manager of employee terminations via
e-mail notification. The IT manager
revokes network domain access
assigned to terminated employees
upon notification of employee
termination.

Inspected the network user listing
and access revocation ticket for a
sample of terminated employees
to determine that the HR
department notified the IT
manager of employee
terminations via e-mail
notification, and that the IT
manager revoked network domain
access assigned to terminated
employees upon notification of
employee termination.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

The following user access reviews are
performed on at least an annual basis
to ensure that access to colocation
system data is restricted to:

Inspected the completed user
access review to determine that
the following user access reviews
were performed on at least an
annual basis to ensure that
access to colocation system data
was restricted to:

•
•

Vendor data center access
Contractors

•
•

CC6.4

The entity restricts physical access
to facilities and protected
information assets (for example,
data center facilities, back-up media
storage, and other sensitive
locations) to authorized personnel to
meet the entity’s objectives.

Proprietary and Confidential

Test Results
No exceptions noted.

Vendor data center
access
Contractors

A monitoring tool is in place to detect
dormant and unauthorized user access
to the network.

Inspected the network monitoring
tool configurations to determine
that a monitoring tool was in place
to detect dormant and
unauthorized user access to the
network.

No exceptions noted.

Policies and procedures are in place to
guide personnel in physical security
activities.

Inspected the security operations
policy to determine that policies
and procedures were in place to
guide personnel in physical
security activities.

No exceptions noted.

Physical access control systems are in
place to restrict access to the
corporate and data center facilities to
properly authorized individuals.

Observed the physical access
control systems for a sample of
data centers to determine that
physical access control systems
were in place that restricted
access to the corporate and data
center facilities to properly
authorized individuals.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Results

Inspected the badge access listing
for a sample of data centers to
determine that physical access
control systems were in place that
restricted access to the corporate
and data center facilities to
properly authorized individuals.

No exceptions noted.

Inquired of the Operations
Governance Manager regarding
physical access to determine that
CyrusOne restricted facility
access to authorized individuals
based on job function.

No exceptions noted.

Inspected badge access listing for
a sample of data centers to
determine that CyrusOne
restricted facility access to
authorized individuals based on
job function.

No exceptions noted.

Badge access is administered after the
access request is approved by the
user’s supervisor.

Inspected the user access request
ticket for a sample of new hires
and the badge access listing for a
sample of data centers to
determine that badge access was
administered after the access
request was approved by the
user’s supervisor.

No exceptions noted.

Security guards monitor and control
access to the facilities on a 24 hour
per day basis.

Inquired of the Operations
Governance Manager regarding
monitoring to determine that
security guards monitored and
controlled access to the facilities
on a 24 hour per day basis.

No exceptions noted.

CyrusOne restricts facility access to
authorized individuals based on job
function.

Proprietary and Confidential

Test Applied by the Service
Auditor
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Observed the security personnel
for a sample of data centers to
determine that security guards
monitored and controlled access
to the facilities on a 24 hour per
day basis.

No exceptions noted.

Observed the security personnel
for a sample of data centers to
determine that a third-party
security company provided
monitoring of the alarm systems
and building perimeters on a 24
hour per day basis.

No exceptions noted.

Inspected the third-party security
company service agreement to
determine that a third-party
security company provided
monitoring of the alarm systems
and building perimeters on a 24
hour per day basis.

No exceptions noted.

Badge access readers are in place at
the facilities’ entrance.

Observed the entrances for a
sample of data centers to
determine that badge access
readers were in place at the
facilities’ entrance.

No exceptions noted.

Video surveillance exists at entrances
and secure areas. Security personnel
monitor the video feeds.

Observed the video cameras and
security control room for a sample
of data centers to determine that
video surveillance existed at
entrances and secure areas, and
that security personnel monitored
the video feeds.

No exceptions noted.

A third-party security company
provides monitoring of the alarm
systems and building perimeters on a
24 hour per day basis.

Proprietary and Confidential
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

The entity maintains video recordings
for 90 days.

Inspected video surveillance
retention configurations and
historical footage for a sample of
data centers to determine that the
entity maintained video recordings
for 90 days.

No exceptions noted.

Security personnel require colocation
customers, vendors, and contractors to
present photo identification, sign a
customer sign-in log, and wear a
badge prior to gaining access into the
facilities.

Inquired of the Operations
Governance Manager regarding
customer access procedures to
determine that security personnel
required colocation customers,
vendors, and contractors to
present photo identification, sign a
customer sign-in log, and wear a
badge prior to gaining access into
the facilities.

No exceptions noted.

Observed the customer sign-in
process for a sample of data
centers to determine that security
personnel required colocation
customers, vendors, and
contractors to present photo
identification, sign a customer
sign-in log, and wear a badge
prior to gaining access into the
facilities.

No exceptions noted.

Inspected the visitor sign-in logs
for a sample of data centers and
sample of days to determine that
security personnel required
colocation customers, vendors,
and contractors to present photo
identification, sign a customer
sign-in log, and wear a badge
prior to gaining access into the
facilities.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization
Security personnel require visitors to
register at the front desk prior to
gaining access to the facilities or data
centers.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Observed the visitor registration
process for a sample of data
centers to determine that security
personnel required visitors to
register at the front desk prior to
gaining access to the facilities or
data centers.

No exceptions noted.

Inspected the visitor sign-in logs
for a sample of data centers and a
sample of days to determine that
security personnel required
visitors to register at the front desk
prior to gaining access to the
facilities or data centers.

No exceptions noted.

Physical access to data centers is
revoked after an employee is
terminated.

Inspected badge access listing for
a sample of data centers and the
access revocation ticket for a
sample of terminated employees
to determine that physical access
to data centers was revoked after
an employee was terminated.

No exceptions noted.

Badge access reviews for contractors
and customers are performed on at
least an annual basis for
appropriateness of physical access.

Inspected the completed badge
access review to determine that
badge access reviews for
contractors and customers were
performed on at least an annual
basis for appropriateness of
physical access.

No exceptions noted.

Administrative access within the
physical security systems is restricted
to user accounts accessible by
authorized personnel.

Inquired of the Compliance
Controls Manager regarding
administrative access to
determine that administrative
access within the physical security
systems was restricted to user
accounts accessible by authorized
personnel.

No exceptions noted.
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CC6.5

Criteria

The entity discontinues logical and
physical protections over physical
assets only after the ability to read
or recover data and software from
those assets has been diminished
and is no longer required to meet
the entity’s objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the physical security
system administrator listing for a
sample of data centers to
determine that administrative
access within the physical security
systems was restricted to user
accounts accessible by authorized
personnel.

No exceptions noted.

Policies and procedures are in place to
guide personnel in data, hardware and
software disposal and destruction.

Inspected the information security
policies and procedures and
record retention policy to
determine policies and procedures
were in place to guide personnel
in data, hardware and software
disposal and destruction.

No exceptions noted.

Data that is no longer required for
business purposes is rendered
unreadable.

Inspected the information security
policies and procedures and
record retention policy to
determine data that was no longer
required for business purposes
was rendered unreadable.

No exceptions noted.

Inspected the SLA in place with
the third-party data disposal
company to determine that data
that was no longer required for
business purposes was rendered
unreadable.

No exceptions noted.

Inspected the ticket for a sample
of data disposal requests to
determine that data that was no
longer required for business
purposes was rendered
unreadable.

No exceptions noted.
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CC6.6

Criteria

The entity implements logical
access security measures to protect
against threats from sources outside
its system boundaries.

Control Activity Specified
by the Service Organization

Test Results

Policies and procedures are in place
for removal of media storing critical
data or software.

Inspected the removable media
standards and procedures to
determine policies and procedures
were in place for removal of media
storing critical data or software.

No exceptions noted.

Server certificate-based authentication
is used as part of the SSL/TLS
encryption with a trusted certificate
authority.

Inspected the encryption
configurations for data in transit to
determine that server certificatebased authentication was used as
part of the SSL/TLS encryption
with a trusted certificate authority.

No exceptions noted.

Firewall systems are in place and
configured to deny network
connections to the infrastructure that
are not explicitly authorized by the
firewall system ruleset.

Inquired of the Director or IT
Infrastructure regarding firewalls
to determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Inspected the firewall rule sets to
determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Inspected IDS configurations to
determine that an IDS was utilized
to analyze network events and
report possible or actual network
security breaches.

No exceptions noted.

An IDS is utilized to analyze network
events and report possible or actual
network security breaches.

Proprietary and Confidential

Test Applied by the Service
Auditor
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CC6.7

Criteria

The entity restricts the transmission,
movement, and removal of
information to authorized internal
and external users and processes,
and protects it during transmission,
movement, or removal to meet the
entity’s objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

The IDS is configured to notify
personnel upon intrusion detection.

Inspected the IDS configurations
and example alert to determine
that the IDS was configured to
notify personnel upon intrusion
detection.

No exceptions noted.

Antivirus software is installed on
workstations and file servers to detect
and prevent the transmission of data
or files that contain certain virus
signatures recognized by the anti-virus
software.

Inspected the centralized antivirus
software configurations to
determine that antivirus software
was installed on workstations and
file servers to detect and prevent
the transmission of data or files
that contained certain virus
signatures recognized by the antivirus software.

No exceptions noted.

The antivirus software is configured to
conduct real-time scanning on
workstations and file servers.

Inspected the centralized antivirus
software configurations to
determine that the antivirus
software was configured to
conduct real-time scanning on
workstations and file servers.

No exceptions noted.

Backup jobs are automated, and an
alert is sent to appropriate personnel in
case of failure.

Inspected the backup
configurations and an example
backup for a sample of managed
service customers to determine
that backup jobs were automated,
and an alert was sent to
appropriate personnel in case of
failure.

No exceptions noted.

The entity secures its environment a
using multi-layered defense approach
that includes firewalls, an IDS,
antivirus software and a DMZ.

Inspected the network diagram,
IDS configurations, antivirus
settings and DMZ settings to
determine that the entity secured
its environment a using multilayered defense approach that
included firewalls, an IDS,
antivirus software and a DMZ.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Server certificate-based authentication
is used as part of the SSL/TLS
encryption with a trusted certificate
authority.

Inspected the encryption
configurations for data in transit to
determine that server certificatebased authentication was used as
part of the SSL/TLS encryption
with a trusted certificate authority.

No exceptions noted.

Firewall systems are in place and
configured to deny network
connections to the infrastructure that
are not explicitly authorized by the
firewall system ruleset.

Inquired of the Director or IT
Infrastructure regarding firewalls
to determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Inspected the firewall rule sets to
determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

An IDS is utilized to analyze network
events and report possible or actual
network security breaches.

Inspected IDS configurations to
determine that an IDS was utilized
to analyze network events and
report possible or actual network
security breaches.

No exceptions noted.

The IDS is configured to notify
personnel upon intrusion detection.

Inspected the IDS configurations
and example alert to determine
that the IDS was configured to
notify personnel upon intrusion
detection.

No exceptions noted.
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CC6.0
CC6.8

Criteria
The entity implements controls to
prevent or detect and act upon the
introduction of unauthorized or
malicious software to meet the
entity’s objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented change control policies
and procedures are in place to guide
personnel in the change management
process.

Inspected the change
management policies and
procedures to determine that
documented change control
policies and procedures were in
place to guide personnel in the
change management process.

No exceptions noted.

Antivirus software is installed on
workstations and file servers to detect
and prevent the transmission of data
or files that contain certain virus
signatures recognized by the anti-virus
software.

Inspected the centralized antivirus
software configurations to
determine that antivirus software
was installed on workstations and
file servers to detect and prevent
the transmission of data or files
that contained certain virus
signatures recognized by the antivirus software.

No exceptions noted.

The antivirus software is configured to
conduct real-time scanning on
workstations and file servers.

Inspected the centralized antivirus
software configurations to
determine that the antivirus
software was configured to
conduct real-time scanning on
workstations and file servers.

No exceptions noted.
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Criteria
To meet its objectives, the entity
uses detection and monitoring
procedures to identify (1) changes
to configurations that result in the
introduction of new vulnerabilities,
and (2) susceptibilities to newly
discovered vulnerabilities.

Control Activity Specified
by the Service Organization

Test Results

Documented policies and procedures
are in place regarding systems
authentication, access, and security
monitoring.

Inspected the information security
policies and procedures to
determine that documented
policies and procedures were in
place regarding systems
authentication, access, and
security monitoring.

No exceptions noted.

Monitoring software is used to identify
and evaluate ongoing system
performance, security threats,
changing resource utilization needs,
and unusual system activity to
company resources.

Inspected the monitoring software
configurations to determine that
monitoring software was used to
identify and evaluate ongoing
system performance, security
threats, changing resource
utilization needs, and unusual
system activity to company
resources.

No exceptions noted.

The monitoring software is configured
to alert appropriate personnel when
thresholds have been exceeded.

Inquired of the Information
Security Analyst regarding
monitoring to determine that the
monitoring software was
configured to alert appropriate
personnel when thresholds have
been exceeded.

No exceptions noted.

Inspected the monitoring software
configurations to determine that
the monitoring software was
configured to alert appropriate
personnel when thresholds have
been exceeded.

No exceptions noted.

Inspected the performance
monitoring application
configuration to determine that an
enterprise monitoring application
was utilized to monitor operational
statistics of production systems on
a real-time basis.

No exceptions noted.

An enterprise performance monitoring
application is utilized to monitor
operational statistics of production
servers on a real-time basis.

Proprietary and Confidential

Test Applied by the Service
Auditor
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Security monitoring applications are
utilized to monitor and analyze the
system for possible or actual security
breaches.

Inspected the security monitoring
configurations to determine that
security monitoring applications
are utilized to monitor and analyze
the system for possible or actual
security breaches.

No exceptions noted.

An IDS is utilized to analyze network
events and report possible or actual
network security breaches.

Inspected IDS configurations to
determine that an IDS was utilized
to analyze network events and
report possible or actual network
security breaches.

No exceptions noted.

The IDS is configured to notify
personnel upon intrusion detection.

Inspected the IDS configurations
and example alert to determine
that the IDS was configured to
notify personnel upon intrusion
detection.

No exceptions noted.

Firewall systems are in place and
configured to deny network
connections to the infrastructure that
are not explicitly authorized by the
firewall system ruleset.

Inquired of the Director or IT
Infrastructure regarding firewalls
to determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Inspected the firewall rule sets to
determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.
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System Operations
CC7.0

CC7.2

Criteria

The entity monitors system
components and the operation of
those components for anomalies
that are indicative of malicious acts,
natural disasters, and errors
affecting the entity’s ability to meet
its objectives; anomalies are
analyzed to determine whether they
represent security events.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Policies and procedures are in place
regarding detection, logging, and
monitoring of unknown or unauthorized
components into the environment.

Inspected information security
policies and procedures and the
security incident response policy
to determine that policies and
procedures were in place
regarding detection, logging, and
monitoring of unknown or
unauthorized components into the
environment.

No exceptions noted.

Vulnerability scans are performed
quarterly on the environment to identify
control gaps and vulnerabilities.

Inspected the vulnerability scan
report for a sample of quarters to
determine that vulnerability scans
were performed at least annually
on the environment to identify
control gaps and vulnerabilities.

No exceptions noted.

Documented incident response and
escalation procedures for reporting
security incidents are in place to guide
users in identifying, reporting, and
mitigating failures, incidents, concerns,
and other complaints.

Inspected the security incident
response policy to determine
documented incident response
and escalation procedures for
reporting security incidents were
in place to guide users in
identifying, reporting, and
mitigating failures, incidents,
concerns, and other complaints.

No exceptions noted.

Policies and procedures are in place
regarding detection, logging, and
monitoring of unknown or unauthorized
components into the environment.

Inspected information security
policies and procedures and the
security incident response policy
to determine that policies and
procedures were in place
regarding detection, logging, and
monitoring of unknown or
unauthorized components into the
environment.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Monitoring software is used to identify
and evaluate ongoing system
performance, security threats,
changing resource utilization needs,
and unusual system activity to
company resources.

Inspected the monitoring software
configurations to determine that
monitoring software was used to
identify and evaluate ongoing
system performance, security
threats, changing resource
utilization needs, and unusual
system activity to company
resources.

No exceptions noted.

The monitoring software is configured
to alert appropriate personnel when
thresholds have been exceeded.

Inquired of the Information
Security Analyst regarding
monitoring to determine that the
monitoring software was
configured to alert appropriate
personnel when thresholds have
been exceeded.

No exceptions noted.

Inspected the monitoring software
configurations to determine that
the monitoring software was
configured to alert appropriate
personnel when thresholds have
been exceeded.

No exceptions noted.

An IDS is utilized to analyze network
events and report possible or actual
network security breaches.

Inspected IDS configurations to
determine that an IDS was utilized
to analyze network events and
report possible or actual network
security breaches.

No exceptions noted.

The IDS is configured to notify
personnel upon intrusion detection.

Inspected the IDS configurations
and example alert to determine
that the IDS was configured to
notify personnel upon intrusion
detection.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization
Firewall systems are in place and
configured to deny network
connections to the infrastructure that
are not explicitly authorized by the
firewall system ruleset.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inquired of the Director or IT
Infrastructure regarding firewalls
to determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Inspected the firewall rule sets to
determine that firewall systems
were in place and configured to
deny network connections to the
infrastructure that were not
explicitly authorized by the firewall
system ruleset.

No exceptions noted.

Antivirus software is installed on
workstations and file servers to detect
and prevent the transmission of data
or files that contain certain virus
signatures recognized by the anti-virus
software.

Inspected the centralized antivirus
software configurations to
determine that antivirus software
was installed on workstations and
file servers to detect and prevent
the transmission of data or files
that contained certain virus
signatures recognized by the antivirus software.

No exceptions noted.

The antivirus software is configured to
conduct real-time scanning on
workstations and file servers.

Inspected the centralized antivirus
software configurations to
determine that the antivirus
software was configured to
conduct real-time scanning on
workstations and file servers.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Video surveillance exists at entrances
and secure areas. Security personnel
monitor the video feeds.

Observed the video cameras and
security control room for a sample
of data centers to determine that
video surveillance existed at
entrances and secure areas, and
that security personnel monitored
the video feeds.

No exceptions noted.

Badge access readers are in place at
the facilities’ entrance.

Observed the entrances for a
sample of data centers to
determine that badge access
readers were in place at the
facilities’ entrance.

No exceptions noted.

A third-party security company
provides monitoring of the alarm
systems and building perimeters on a
24 hour per day basis.

Observed the security personnel
for a sample of data centers to
determine that a third-party
security company provided
monitoring of the alarm systems
and building perimeters on a 24
hour per day basis.

No exceptions noted.

Inspected the third-party security
company service agreement to
determine that a third-party
security company provided
monitoring of the alarm systems
and building perimeters on a 24
hour per day basis.

No exceptions noted.

Physical

Proprietary and Confidential
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Criteria

Control Activity Specified
by the Service Organization
The network domain is configured to
enforce the following account lockout
controls:
•
•
•

Account lockout duration
Account lockout threshold
Reset account lockout
counter

Test Applied by the Service
Auditor

Test Results

Inspected the network domain
lockout configurations to
determine that the network
domain is configured to enforce
the following account lockout
controls:

No exceptions noted.

•
•
•

Account lockout duration
Account lockout
threshold
Reset account lockout
counter

Logging software is utilized to log
access related events including failed
account logon attempts to the network
domain.

Inspected the network domain
audit logging configurations and
an example audit log extract to
determine that logging software
was utilized to log access related
events including failed account
logon attempts to the network
domain. Logs were maintained
and reviewed as needed.

No exceptions noted.

Operating system account lockout
settings are in place that include:

Inspected the operating system
account lockout settings to
determine that operating system
account lockout settings were in
place that included:

No exceptions noted.

Operating System

•
•
•

Account lockout duration
Account lockout threshold
Account lockout counter reset

•
•
•

Proprietary and Confidential

Account lockout duration
Account lockout
threshold
Account lockout counter
reset
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Criteria

Control Activity Specified
by the Service Organization
Operating system audit logs are
maintained and reviewed as-needed.

The customer portal requires internal
and external users to authenticate with
a username and password and
requires multi-factor authentication.

Management monitors the
effectiveness of detection tools and
controls implemented within the
environment.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inquired of the Senior Manager of
Managed Services regarding
operating system audit logs to
determine that operating system
audit logs were maintained and
reviewed as-needed.

No exceptions noted.

Inspected the operating system
audit logging configurations and
an example audit log extract to
determine that operating system
audit logs were maintained and
reviewed as-needed.

No exceptions noted.

Observed a user authenticate into
the customer portal to determine
that the customer portal required
internal and external users to
authenticate with a username and
password and required multifactor authentication.

No exceptions noted.

Inspected the customer portal
login screen and password
configurations to determine that
the customer portal required
internal and external users to
authenticate with a username and
password and required multifactor authentication.

No exceptions noted.

Inspected the information security
forum meeting minutes to
determine that executive
management met annually with
operational management to
assess the effectiveness and
performance of internal controls
within the environment, including
detection tools and controls.

No exceptions noted.
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System Operations
CC7.0

Criteria

Control Activity Specified
by the Service Organization

CC7.3

The entity evaluates security events
to determine whether they could or
have resulted in a failure of the
entity to meet its objectives (security
incidents) and, if so, takes actions to
prevent or address such failures.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Documented incident response and
escalation procedures for reporting
security incidents are in place to guide
users in identifying, reporting, and
mitigating failures, incidents, concerns,
and other complaints.

Inspected the security incident
response policy to determine
documented incident response
and escalation procedures for
reporting security incidents were
in place to guide users in
identifying, reporting, and
mitigating failures, incidents,
concerns, and other complaints.

No exceptions noted.

The incident response and escalation
procedures are reviewed at least
annually for effectiveness.

Inspected the revision history of
the security incident response
policy to determine that the
incident response and escalation
procedures were reviewed at least
annually for effectiveness.

No exceptions noted.

The incident response policies and
procedures define the classification of
incidents based on its severity.

Inspected the security incident
response policy to determine that
the incident response policies and
procedures defined the
classification of incidents based
on its severity.

No exceptions noted.

Resolution of incidents are
documented within the ticket and
communicated to affected users.

Inspected the tracking ticket for a
sample of incidents to determine
that resolution of incidents were
documented within the ticket and
communicated to affected users.

No exceptions noted.

Incidents are documented and tracked
in a standardized ticketing system and
updated to reflect the planned incident
and problem resolution.

Inspected the tracking ticket for a
sample of incidents to determine
that incidents were documented
and tracked in a standardized
ticketing system and updated to
reflect the planned incident and
problem resolution.

No exceptions noted.
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System Operations
CC7.0

CC7.4

Criteria

The entity responds to identified
security incidents by executing a
defined incident response program
to understand, contain, remediate,
and communicate security incidents,
as appropriate.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Identified incidents are reviewed,
monitored, and investigated by an
incident response team.

Inspected the tracking ticket for a
sample of incidents to determine
that identified incidents were
reviewed, monitored, and
investigated by an incident
response team.

No exceptions noted.

Identified incidents are analyzed,
classified, and prioritized based on
system impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame and
the determination and execution of the
containment approach.

Inspected the security incident
response policy to determine that
identified incidents were analyzed,
classified, and prioritized based
on system impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame
and the determination and
execution of the containment
approach.

No exceptions noted.

Inspected the tracking ticket for a
sample of incidents to determine
that identified incidents were
analyzed, classified, and
prioritized based on system
impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame
and the determination and
execution of the containment
approach.

No exceptions noted.

Inspected the security incident
response policy to determine that
roles and responsibilities for the
design, implementation,
maintenance, and execution of the
incident response program were
defined and documented.

No exceptions noted.

Roles and responsibilities for the
design, implementation, maintenance,
and execution of the incident response
program are defined and documented.
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented incident response and
escalation procedures for reporting
security incidents are in place to guide
users in identifying, reporting, and
mitigating failures, incidents, concerns,
and other complaints.

Inspected the security incident
response policy to determine
documented incident response
and escalation procedures for
reporting security incidents were
in place to guide users in
identifying, reporting, and
mitigating failures, incidents,
concerns, and other complaints.

No exceptions noted.

Incidents are documented and tracked
in a standardized ticketing system and
updated to reflect the planned incident
and problem resolution.

Inspected the tracking ticket for a
sample of incidents to determine
that incidents were documented
and tracked in a standardized
ticketing system and updated to
reflect the planned incident and
problem resolution.

No exceptions noted.

The actions taken to address identified
security incidents are documented and
communicated to affected parties.

Inspected the tracking ticket for a
sample of incidents to determine
that actions taken to address
identified security incidents were
documented and communicated
to affected parties.

No exceptions noted.

Documented incident response and
escalation procedures are in place to
guide personnel in addressing the
threats posed by security incidents.

Inspected the security incident
response policy to determine that
documented incident response
and escalation procedures were in
place to guide personnel in
addressing the threats posed by
security incidents.

No exceptions noted.

Resolution of incidents are
documented within the ticket and
communicated to affected users.

Inspected the tracking ticket for a
sample of incidents to determine
that resolution of incidents were
documented within the ticket and
communicated to affected users.

No exceptions noted.
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System Operations
CC7.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Remediation actions taken for security
incidents are documented within the
ticket and communicated to affected
users.

Inspected the tracking ticket for a
sample of incidents to determine
that remediation actions taken for
security incidents were
documented within the ticket and
communicated to affected users.

No exceptions noted.

Identified incidents are analyzed,
classified, and prioritized based on
system impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame and
the determination and execution of the
containment approach.

Inspected the security incident
response policy to determine that
identified incidents were analyzed,
classified, and prioritized based
on system impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame
and the determination and
execution of the containment
approach.

No exceptions noted.

Inspected the tracking ticket for a
sample of incidents to determine
that identified incidents were
analyzed, classified, and
prioritized based on system
impact to determine the
appropriate containment strategy,
including a determination of the
appropriate response time frame
and the determination and
execution of the containment
approach.

No exceptions noted.

Inspected the revision history of
the security incident response
policy to determine that the
incident response and escalation
procedures were reviewed at least
annually for effectiveness.

No exceptions noted.

The incident response and escalation
procedures are reviewed at least
annually for effectiveness.

Proprietary and Confidential

Test Results
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TRUST SERVICES CRITERIA FOR THE SECURITY CATEGORY
System Operations
CC7.0
CC7.5

Criteria
The entity identifies, develops, and
implements activities to recover
from identified security incidents.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Change management requests are
required to be opened for incidents
that require permanent fixes.

Inspected the change
management policies and
supporting ticket for a sample of
incidents and infrastructure
changes to determine that change
management requests were
required to be opened for
incidents that required permanent
fixes.

No exceptions noted.

Data backup and restore procedures
are in place to guide personnel in
performing backup activities.

Inspected the backup policies and
procedures to determine that data
backup and restore procedures
were in place to guide personnel
in performing backup activities.

No exceptions noted.

Business continuity and disaster
recovery plans are documented to
identify and reduce risks, limit the
consequences of damaging incidents,
and ensure the timely resumption of
essential operations.

Inspected the business continuity
and disaster recovery plans to
determine that business continuity
and disaster recovery plans were
documented to identify and
reduce risks, limited the
consequences of damaging
incidents, and ensured the timely
resumption of essential
operations.

No exceptions noted.

Business continuity and disaster
recovery plans are developed and
updated on an annual basis.

Inspected the business continuity
and disaster recovery plans to
determine that business continuity
and disaster recovery plans were
developed and updated on an
annual basis.

No exceptions noted.

Business continuity and disaster
recovery plans are tested on an annual
basis.

Inspected the business continuity
and disaster recovery test results
to determine that the business
continuity and disaster recovery
plans were tested on an annual
basis.

No exceptions noted.
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CC8.0
CC8.1

Criteria
The entity authorizes, designs,
develops, or acquires, configures,
documents, tests, approves, and
implements changes to
infrastructure, data, software, and
procedures to meet its objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented change control policies
and procedures are in place to guide
personnel in the handling of all
changes within the internal
environment, and customer servicing
environments and supporting systems.

Inspected the change
management policies and
procedures to determine that
documented change control
policies and procedures were in
place to guide personnel in the
handling of all changes within the
internal environment, and
customer servicing environments
and supporting systems.

No exceptions noted.

Infrastructure changes are approved
prior to implementation.

Inspected the change request
ticket for a sample of
infrastructure changes to
determine that infrastructure
changes were approved prior to
implementation.

No exceptions noted.

Customer impacting planned changes
are communicated to customers prior
to implementation.

Inspected the communication for a
sample of planned changes that
impacted customers to determine
that customer impacting planned
changes were communicated to
customers prior to
implementation.

No exceptions noted.

Customer portal development and test
environments are logically separated
from the production environment.

Inspected the separate
environments to determine that
customer portal development and
test environments were logically
separated from the production
environment.

No exceptions noted.

The ability to implement infrastructure
changes is restricted to appropriate
users.

Inquired of the Senior Manager of
Managed Services regarding
infrastructure changes to
determine that the ability to
implement infrastructure changes
was restricted to appropriate
users.

No exceptions noted.
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CC8.0

Criteria

Control Activity Specified
by the Service Organization

Test Results

Inspected the domain
administrator access listing to
determine that the ability to
implement infrastructure changes
was restricted to appropriate
users.

No exceptions noted.

Inquired of the Director of IT
Infrastructure regarding customer
portal changes to determine that
the ability to implement changes
to the customer portal production
servers was restricted to
appropriate users.

No exceptions noted.

Inspected the listing of users with
the ability to implement changes
to the customer portal production
servers to determine that the
ability to implement changes to
the customer portal production
servers was restricted to
appropriate users.

No exceptions noted.

Customer portal changes are
authorized, tested, and approved by
management prior to implementation.

Inspected the change tickets for a
sample of customer portal
changes to determine that
customer portal changes were
authorized, tested, and approved
by management prior to
implementation.

No exceptions noted.

Security patches are tested, approved,
and applied to all internal workstations
and production servers.

Inspected the tracking ticket for a
sample of monthly security
patches to determine that security
patches were tested, approved,
and applied to all internal
workstations and production
servers on a monthly basis if
needed.

No exceptions noted.

The ability to implement changes to
the customer portal production servers
is restricted to appropriate users.

Proprietary and Confidential

Test Applied by the Service
Auditor
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Change Management
CC8.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

A ticketing system is in place and
utilized to centrally maintain, manage,
and monitor all changes within the
internal environment, and customer
servicing environments and supporting
systems.

Inspected the change ticketing
system and change request ticket
for a sample of infrastructure
changes to determine that a
ticketing system was in place and
utilized to centrally maintain,
manage, and monitor all changes
within the internal environment,
and customer servicing
environments and supporting
systems.

No exceptions noted.

An emergency notification process
exists to communicate emergency
situations to customers so they may
plan accordingly.

Inspected the security incident
response policy to determine that
an emergency notification process
existed to communicate
emergency situations to
customers so they may plan
accordingly.

No exceptions noted.

Inspected the emergency
communication log for all
customers to determine that an
emergency notification process
existed to communicate
emergency situations to
customers so they may plan
accordingly.

No exceptions noted.

Inspected the security incident
response policy and change
management policies and
procedures to determine that
documented change control
policies and procedures were in
place to guide personnel in
implementing changes in an
emergency situation.

No exceptions noted.

Documented change control policies
and procedures are in place to guide
personnel in implementing changes in
an emergency situation.

Proprietary and Confidential

Test Results
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Change Management
CC8.0

Criteria

Control Activity Specified
by the Service Organization

Test Results

Problems that occur are validated and
then entered into a tracking system
and monitored until resolved.

Inspected the tracking ticket for a
sample of incidents to determine
that problems that occurred were
validated and entered into a
tracking system and monitored
until resolved.

No exceptions noted.

During the management meetings,
infrastructure, data, software, and
procedures are evaluated for changes.
Change tickets are created based on
identified needs.

Inspected the ISF meeting
minutes to determine that during
the management meetings,
infrastructure, data, software, and
procedures were evaluated for
changes and that change tickets
were created based on identified
needs.

No exceptions noted.

Inspected the tracking ticket for a
sample of infrastructure changes
to determine that during the
management meetings,
infrastructure, data, software, and
procedures were evaluated for
changes and that change tickets
were created based on identified
needs.

No exceptions noted.

Inspected the tracking ticket for a
sample of infrastructure changes
to determine that a change ticket
was created whenever there was
an incident that required
infrastructure changes.

No exceptions noted.

A change ticket is created whenever
there is an incident that requires
infrastructure changes.

Proprietary and Confidential

Test Applied by the Service
Auditor
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

A change ticket is created and
approved prior to inspections and
maintenance performed on any
CyrusOne equipment.

Inspected the tracking ticket for a
sample of maintenance
inspections performed to
determine that a change ticket
was created and approved prior to
inspections and maintenance
performed on any CyrusOne
equipment.

No exceptions noted.

Operations personnel require
customer authorization by an
authorized contact prior to initiating
customer change requests.

Inspected the change
authorization for a sample of
customer change requests to
determine that operations
personnel required customer
authorization by an authorized
contact prior to initiating customer
change requests.

No exceptions noted.

Operations personnel perform testing
of customer changes, if applicable,
prior to implementation.

Inspected the tracking ticket for a
sample of customer change
requests to determine that
operations personnel performed
testing if applicable, prior to
implementation.

No exceptions noted.

Operations personnel require
customer approval by an authorized
contact prior to the implementation of
customer changes.

Inspected the tracking ticket for a
sample of customer change
requests to determine that
operations personnel required
customer approval by an
authorized contact prior to the
implementations of customer
changes.

No exceptions noted.
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Risk Mitigation
CC9.0

Criteria

CC9.1

The entity identifies, selects, and
develops risk mitigation activities for
risks arising from potential business
disruptions.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented policies and procedures
are in place to guide personnel when
performing the risk assessment.

Inspected the risk management
methodology policy to determine
that documented policies and
procedures were in place to guide
personnel when performing the
risk assessment.

No exceptions noted.

Management has defined a formal risk
assessment process that specifies the
process for identifying internal and
external threats and vulnerabilities,
evaluating, and addressing risks and
defining specified risk tolerances.

Inspected the risk management
methodology policy to determine
that management defined a formal
risk assessment process that
specified the process for
identifying internal and external
threats and vulnerabilities,
evaluating, and addressing risks
and defining specified risk
tolerances.

No exceptions noted.

A formal risk assessment is performed
on at least an annual basis to identify
internal and external threats and
vulnerabilities that could impair system
commitments and requirements.

Inspected the completed risk
assessment to determine that a
formal risk assessment was
performed on an annual basis to
identify internal and external
threats and vulnerabilities that
could impair system commitments
and requirements.

No exceptions noted.

Identified risks are rated using a risk
evaluation process and ratings are
reviewed by management.

Inspected the risk management
methodology policy to determine
that identified risks were rated
using a risk evaluation process
and ratings were approved by
management.

No exceptions noted.

Inspected the completed risk
assessment to determine that
identified risks were rated using a
risk evaluation process and
ratings were approved by
management.

No exceptions noted.
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Risk Mitigation
CC9.0

Criteria

Control Activity Specified
by the Service Organization
Risks identified as a part of the risk
assessment process are addressed
using one of the following strategies:
•
•
•
•

Avoid the risk
Mitigate the risk
Transfer the risk
Accept the risk

Management develops risk mitigation
strategies to address risks identified
during the risk assessment process.

Test Applied by the Service
Auditor
Inspected the risk management
methodology policy to determine
that risks identified as a part of the
risk assessment process were
addressed using one of the
following strategies:

No exceptions noted.

•
Avoid the risk
•
Mitigate the risk
•
Transfer the risk
•
Accept the risk
Inspected the completed risk
assessment to determine that
risks identified as a part of the risk
assessment process were
addressed using one of the
following strategies:

No exceptions noted.

•
Avoid the risk
•
Mitigate the risk
•
Transfer the risk
•
Accept the risk
Inspected the risk management
methodology policy to determine
that management developed risk
mitigation strategies to address
risks identified during the risk
assessment process.

No exceptions noted.

Inspected the completed risk
assessment to determine that
management developed risk
mitigation strategies to address
risks identified during the risk
assessment process.

Proprietary and Confidential

Test Results

No exceptions noted.
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Risk Mitigation
CC9.0
CC9.2

Criteria
The entity assesses and manages
risks associated with vendors and
business partners.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Management has defined a third-party
vendor risk management process that
specifies the process for evaluating
third-party risks based on identified
threats and the specified tolerances.

Inspected the vendor
management policies and
procedures to determine that
management defined a third-party
vendor risk management process
that specified the process for
evaluating third-party risks based
on identified threats and the
specified tolerances.

No exceptions noted.

Management develops third-party risk
mitigation strategies to address risks
identified during the risk assessment
process.

Inspected the vendor
management policies and
procedures to determine that
management developed thirdparty risk mitigation strategies to
address risks identified during the
third-party risk assessment
process.

No exceptions noted.

Observed the risk assessments
for a sample of third-parties to
determine that management
developed third-party risk
mitigation strategies to address
risks identified during the thirdparty risk assessment process.

No exceptions noted.
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Criteria

Control Activity Specified
by the Service Organization
The entity's third-party agreement
outlines and communicates:
•
•
•
•
•
•
•

The scope of services
Roles and responsibilities
Terms of the business
relationship
Communication protocols
Compliance requirements
Service levels
Just cause for terminating the
relationship

Test Applied by the Service
Auditor

Test Results

Observed the agreement for a
sample of third-parties to
determine that the entity's thirdparty agreement outlined and
communicated:

No exceptions noted.

•
•
•
•
•
•
•

A formal third-party risk assessment is
performed on an annual basis to
identify threats that could impair
system commitments and
requirements.

Proprietary and Confidential

The scope of services
Roles and
responsibilities
Terms of the business
relationship
Communication protocols
Compliance
requirements
Service levels
Just cause for
terminating the
relationship

Inquired of the Procurement
Manager regarding third-party risk
assessments to determine that a
formal third-party risk assessment
was performed on an annual basis
to identify threats that could impair
system commitments and
requirements.

No exceptions noted.

Observed the risk assessment for
a sample of third-parties to
determine that a formal third-party
risk assessment was performed
on an annual basis to identify
threats that could impair system
commitments and requirements.

No exceptions noted.
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the vendor
management policies and
procedures to determine that a
formal third-party risk assessment
was performed on an annual basis
to identify threats that could impair
system commitments and
requirements.

No exceptions noted.

Management has established
exception handling procedures for
services provided by third-parties.

Inspected the vendor
management policies and
procedures to determine that
management established
exception handling procedures for
services provided by third-parties.

No exceptions noted.

The entity has documented
procedures for addressing issues
identified with third-parties.

Inspected the vendor
management policies and
procedures to determine that the
entity documented procedures for
addressing issues identified with
third-parties.

No exceptions noted.

The entity has documented
procedures for terminating third-party
relationships.

Inspected the vendor
management policies and
procedures to determine that the
entity documented procedures for
terminating third-party
relationships.

No exceptions noted.
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A1.0

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

A1.1

The entity maintains, monitors, and
evaluates current processing
capacity and use of system
components (infrastructure, data,
and software) to manage capacity
demand and to enable the
implementation of additional
capacity to help meet its objectives.

Redundancy is built into the enterprise
architecture to allow failover to
alternative equipment in the event of
certain system failures.

Inquired of the Operations
Governance Manager regarding
system availability to determine
that redundancy was built into the
enterprise architecture to allow
failover to alternative equipment in
the event of certain system
failures.

No exceptions noted.

Observed the enterprise
architecture to determine that
redundancy was built into the
enterprise architecture to allow
failover to alternative equipment in
the event of certain system
failures.

No exceptions noted.

Observed the environmental
control systems for a sample of
data centers to determine that
redundancy was built into the
enterprise architecture to allow
failover to alternative equipment in
the event of certain system
failures.

No exceptions noted.

Inspected the monitoring software
configurations to determine that
monitoring software was used to
identify and evaluate ongoing
system performance, security
threats, changing resource
utilization needs, and unusual
system activity to company
resources.

No exceptions noted.

Monitoring software is used to identify
and evaluate ongoing system
performance, security threats,
changing resource utilization needs,
and unusual system activity to
company resources.

Proprietary and Confidential

Test Results
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ADDITIONAL CRITERIA FOR THE AVAILABILITY CATEGORY
A1.0

A1.2

Criteria

The entity authorizes, designs,
develops, or acquires, implements,
operates, approves, maintains, and
monitors environmental protections,
software, data back-up processes,
and recovery infrastructure to meet
its objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

An enterprise performance monitoring
application is utilized to monitor
operational statistics of production
servers on a real-time basis.

Inspected the performance
monitoring application
configuration to determine that an
enterprise monitoring application
was utilized to monitor operational
statistics of production systems on
a real-time basis.

No exceptions noted.

Security monitoring applications are
utilized to monitor and analyze the
system for possible or actual security
breaches.

Inspected the security monitoring
configurations to determine that
security monitoring applications
are utilized to monitor and analyze
the system for possible or actual
security breaches.

No exceptions noted.

Management meetings are held at
least annually to discuss ongoing IT
and business objectives and their
effect on the system.

Inspected the ISF meeting
minutes to determine that
management meetings were held
to discuss ongoing IT and
business objectives and their
effect on the system.

No exceptions noted.

Documented policies and procedures
are in place that address recovering
and continuing service in accordance
with documented customer
commitments or other agreements.

Inspected the business continuity
plans to determine that
documented policies and
procedures were in place that
addressed recovering and
continuing service in accordance
with documented customer
commitments or other
agreements.

No exceptions noted.

A third-party specialist inspects the fire
detection and suppression equipment
at least on an annual basis.

Observed the fire extinguisher
inspection tags for a sample of
data centers to determine that a
third-party specialist inspected the
fire detection and suppression
equipment at least on an annual
basis.

No exceptions noted.
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Inspected the fire detection and
suppression system inspection
report for a sample of data centers
to determine that a third-party
specialist inspected the fire
detection and suppression
equipment at least on an annual
basis.

No exceptions noted.

A third-party specialist monitors the fire
alarm and detection systems and
notifies the service organization in the
event that predefined thresholds are
exceeded.

Inspected the third-party security
company SLA to determine that a
third-party specialist monitored the
fire alarm and detection systems
and notified the service
organization in the event that
predefined thresholds are
exceeded.

No exceptions noted.

A third-party specialist inspects and
maintains the chillers at least on an
annual basis.

Inspected the chiller inspection
report for a sample of data centers
to determine that a third-party
specialist inspected and
maintained the chillers at least on
an annual basis.

No exceptions noted.

A third-party specialist or facilities
management inspects and maintains
the air conditioning units at least
quarterly.

Inspected the air conditioning
inspection report for a sample of
quarters and data centers to
determine that a third-party
specialist or facilities management
inspected and maintained the air
conditioning units at least
quarterly.

No exceptions noted.

A third-party specialist inspects and
maintains the UPS systems on at least
an annual basis.

Inspected the UPS inspection
report for a sample of data centers
to determine that a third-party
specialist inspected and
maintained the UPS systems on
at least an annual basis.

No exceptions noted.
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Proprietary and Confidential

Criteria

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Facilities management performs
generator run tests at least on a
monthly basis.

Inspected the generator run test
report for a sample of months and
data centers to determine that
facilities management performed
generator run tests at least on a
monthly basis.

No exceptions noted.

A third-party specialist inspects and
maintains the diesel power generators
at least on an annual basis.

Inspected the generator
inspection report for a sample of
data centers to determine that a
third-party specialist inspected
and maintained the diesel power
generators at least on an annual
basis.

No exceptions noted.

The data center proper power
distribution is connected to redundant
electrical feeds that are buried
underground and encased in concrete
vaults.

Inquired of the Operations
Governance Manager regarding
data center power to determine
that the data center proper power
distribution was connected to
redundant electrical feeds that
were buried underground and
encased in concrete vaults.

No exceptions noted.

Observed the power connections
for a sample of data centers to
determine that the data center
proper power distribution was
connected to redundant electrical
feeds that were buried
underground and encased in
concrete vaults.

No exceptions noted.
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Control Activity Specified
by the Service Organization
Building management and power
monitoring software is utilized to
monitor interior conditions and flow of
power throughout the facility which
alerts operations personnel when
thresholds are met.

Proprietary and Confidential

Test Applied by the Service
Auditor

Test Results

Inspected the building
management and power
monitoring notification
configurations and an example
alert to determine that building
management and power
monitoring software was utilized to
monitor interior conditions and
flow of power throughout the
facility which alerts operations
personnel when thresholds are
met.

No exceptions noted.

Inspected the building
management and power
monitoring software for a sample
of data centers to determine that
building management and power
monitoring software was utilized to
monitor interior conditions and
flow of power throughout the
facility which alerts operations
personnel when thresholds are
met.

No exceptions noted.

The data center floor is equipped with
raised flooring to elevate equipment
and help facilitate cooling.

Observed the raised floors for a
sample of data centers to
determine that the data center
floor was equipped with raised
flooring to elevate equipment and
help facilitate cooling.

No exceptions noted.

The third-party data center personnel
monitor the status of environmental
protections continuously.

Observed the environmental
monitoring screens and personnel
for a sample of data centers to
determine that the third-party data
center personnel monitored the
status of environmental
protections continuously.

No exceptions noted.
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Business continuity and disaster
recovery plans are in place to guide
personnel in procedures to protect
against disruptions caused by an
unexpected event.

Inspected the business continuity
plans to determine that business
continuity and disaster recovery
plans were in place to guide
personnel in procedures to protect
against disruptions caused by an
unexpected event.

No exceptions noted.

Documented backup and recovery
procedures are in place to guide
personnel in backup operation
activities that include, but are not
limited to, the following:

Inspected the documented backup
and recovery procedures to
determine that documented
backup and recovery procedures
were in place to guide personnel
in backup operation activities that
included the following:

No exceptions noted.

•
•
•

Proprietary and Confidential

Test Applied by the Service
Auditor

Backup availability
Backup frequencies
Retention Periods

•
•
•

Backup availability
Backup frequencies
Retention Periods

An automated backup system is
utilized to perform scheduled system
backups.

Inspected the automated backup
system to determine that an
automated backup system was
utilized to perform scheduled
system backups.

No exceptions noted.

The automated backup system is
configured to notify NOC personnel via
e-mail regarding the success or failure
of scheduled backup jobs.

Inspected the backup system
notification configurations and
example e-mail notification
generated to determine that the
automated backup system was
configured to notify NOC
personnel via e-mail regarding the
success or failure of scheduled
backup jobs.

No exceptions noted.
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The entity tests recovery plan
procedures supporting system
recovery to meet its objectives.

Proprietary and Confidential

Control Activity Specified
by the Service Organization

Test Applied by the Service
Auditor

Test Results

Documented policies and procedures
are in place that address recovering
and continuing service in accordance
with documented customer
commitments or other agreements.

Inspected the business continuity
plans to determine that
documented policies and
procedures were in place that
addressed recovering and
continuing service in accordance
with documented customer
commitments or other
agreements.

No exceptions noted.

Business continuity and disaster
recovery plans are tested on an annual
basis.

Inspected the business continuity
and disaster recovery test results
to determine that the business
continuity and disaster recovery
plans were tested on an annual
basis.

No exceptions noted.
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