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December 4, 2020 
 
To: 
Whom It May Concern Within The State Of West Virginia, USA 
 
Prepared By: 
Ward Allen and Owen DeCleene of SDFI-TeleMedicine, at the request of Cathy Price of SDFI-TeleMedicine 
Ward.Allen@SDFI.com 
 
SUBJECT: 
Managing And Protecting Forensic Evidence, Including Digital Pictures And Videos, That Is Collected During A Forensic Medical 
Examination. 
 
Notification to All Readers 
This document was prepared as an electronic PDF. It contains links to external sources that contain direct source information and 
should be viewed on a device that can access the internet. All links connected to their destination as of the date shown above. Related 
source information has been extracted from those included links and summarized here for your convenience.  When in doubt, refer 
to the original source of information offered. 
 
Executive Subject Summary 
Forensic evidence that is collected during a FME is not heath information, health care, health data, a health care service or PHI and is 
therefore not subject to HIPAA rules.  Evidence and the effort to collect evidence is not “heath care” or a health care service. 
 
There is no reason, justification or advantage to storing forensic evidence inside a primary medical record distribution system. Forensic 
evidence should be sequestered away from the primary medical record distribution system that uses a Medical Break Glass Policy to 
control PHI where PHI is, by description and definition is, “Protected Health Information”.  The solution can be as simple as storing any 
evidence collected in a locked and controlled room, as is typically done with physical sexual assault kits before they are handed off to 
law enforcement where no one except the SANE coordinator and a back-up person has access. A medical record data distribution 
system cannot effectively be used as a forensic evidence locker. 
 
Who pays for the forensic portion of the forensic medical examination matters. Who pays for what, during a FNE, legally defines what 
is medical and what is forensic. The state pays for the forensic portion of the examination and owns the evidence that is collected 
during the exam. 
 
The most general purpose of a FME is to collect and gather evidence for use in a court of law. Otherwise the exam is a medical exam 
and is considered a health care service for health care. Health care services are subject to HIPAA rules. Identifiable forensic evidence 
is not subject to HIPAA rules. 
 
Evidence collected during a forensic medical examination requires a complete and secure Legal Chain of Custody, as required by court 
systems around the nation.  Medical Break Glass Policy and BAA’s do not meet even the most basic requirements of a Legal Chain of 
Custody.  A Forensic Nurse Examiner cannot testify that they had control of the evidence collected if the evidence is stored in a data 
distribution system or in medical records that they do not control, manage or understand beyond HIPAA user access. 
 
HIPAA rules allow wide access to health information through business associates for various reasons. A “business associate” is a person 
or entity, other than a member of the workforce of a covered entity, who performs functions or activities on behalf of, or provides 
certain services to, a covered entity that involve access by the business associate to protected health information* . Evidence is not 
health information.   A “business associate” is a subcontractor that creates, receives, maintains or transmits protected health 
information on behalf of another business associate.  HIPAA’s inclusion of a “business associate” eliminates Legal Chain of Custody. 
 
*  ¢ƘŜ ǘŜǊƳ άtǊƻǘŜŎǘŜŘ IŜŀƭǘƘ LƴŦƻǊƳŀǘƛƻƴέ ƛǎ ǊŜŦŜǊŜƴŎŜŘ рт ǘƛƳŜǎ ǿƛǘƘƛƴ ǘƘŜ ǇŀƎŜ ƭƛƴƪ ǎƘƻǿƴ ōŜƭƻǿΦ  ά9ǾƛŘŜƴŎŜέ ƛs NOT mentioned. 
https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-agreement-provisions/index.html 
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State and Federal law requires that the forensic portion of the FME to be paid for by the state. FME’s are only offered to victims of sex 
crimes and are offered free of charge, providing that the FME is done to gather evidence regarding a sex crime. That evidence is 
collected and intended for use in a court of law. 
 
The choice to photodocument a sexual assault victim typically resides with the Forensic Nurse Examiner and the victim. Victim consent 
is required unless photodocumentation is state mandated.  Many states do not mandate photodocumentation, yet every state pays 
for it if it is collected as part of the Forensic Medical Examination. 
 
Not collecting photodocumentation evidence could easily be perceived as a bias unless a patient/victim refuses. By definition, the 
forensic portion of the FME, where a living person is examined and evidence is collected, should include a head-to-toe examination, 
documentation of biological and physical findings and collection of evidence. (See Forensic Medical Examination (Federal). 
 
Forensic evidence, including photodocumentation, must be protected and managed beyond Covered Entity, Medical Break Glass Policy 
and Business Associate Agreements. All forensic evidence collected during a forensic exam remains the property of the state 
organization that paid for the forensic portion of the FME and the SAK. The state organization that paid for the forensic portion of the 
FME and the SAK is the keeper of the forensic record, not the covered entity, a business associate, a SANE program or a forensic nurse 
examiner regardless of where the evidence rests or how long it rests before it is delivered to a Law Enforcement Organization, Law 
Enforcement Agency, a Crime Lab or the Prosecutor’s Office through a Legal Chain of Custody. 
 
General Subject Summary ς Legal Chain of Custody vs Medical Break Glass Policy 
A Medical Break Glass Policy does not supersede the legal requirement for a Legal Chain of Custody related to evidence collected 
during the forensic portion of a FME. Inserting forensic evidence into a medical record makes it inadmissible by default because a 
Legal Chain of Custody cannot be maintained inside a medical record data distribution system. A medical record data distribution 
system is by design, a controlled information distribution system. A legal chain of custody is exactly the opposite. A legal chain of 
custody is designed to eliminate access and the distribution of collected evidence, in preparation for its use in court. 
 
SDFI Historical, Legal and Technical Information 
SDFI was designed around the Federal Rules of Evidence and used primarily in hospitals, clinics and police departments around the 
nation. The SDFI System is updated and maintained with continued support from the medical community, the legal community and 
various technical experts within their respective fields.  SDFI’s primary purpose is to capture, store, send, maintain and deliver digital 
evidence to a LEA, a LEO, a crime lab or a prosecutor’s office using accepted state and federal Legal Chain of Custody processes. 
 
To ensure image evidence authenticity, SDFI was designed to capture RAW and JPG image file formats in their original size and format.  
Many EHR systems are not designed to handle RAW files, however, many EHR systems can and do handle small JPG image files. One 
real EMR technical concern involves the possible use of lossy irreversible image compression. If an EMR computer system applies 
irreversible image compression to digital images captured during a FME, that evidence would no longer be original. (See Rules of 
Evidence ς [Requirement of Original] (Federal and State)) 
 
SDFI images collected during the forensic portion of a FME are stored at the user’s location in an encrypted data vault and typically on 
a covered entity’s secure computer network system, separate from any primary medical record data distribution system.   Evidence is 
NOT stored in the “cloud” nor does SDFI have access to evidence collected.  This standard ensures a Legal Chain of Custody, through 
to any court. 
 

ACRONYMS, DEFINITIONS, DESCRIPTIONS AND REFERENCES 
PDF = Portable Document Format 
FME = Forensic Medical Examination 
PHI = Protected Health Information 
BA = Business Associate 
BAA = Business Associate Agreement 
FNE = Forensic Nurse Examiner 
EHR = Electronic Health Record 
HIPAA = Health Insurance Portability and Accountability Act 
SAK = Sexual Assault Kit 
SANE = Sexual Assault Nurse Examiner 

mailto:Ward.Allen@SDFI.com
http://www.sdfi.com/


 
 

     

SDFI-TeleMedicine LLC, 806 Buchanan Blvd, STE 115-299, Boulder City, NV, 89005 
Ward.Allen@SDFI.com   •   310-492-5372   •   www.SDFI.com 

Page 3 of 7 
 

SAFE = Sexual Assault Forensic Examiner 
SDFI = Secure Digital Forensic Imaging 
LEA = Law Enforcement Agency 
LEO = Law Enforcement Organization 
RAW = Camera RAW files are uncompressed data files that contain unprocessed picture data. RAW files are original. 
JPG = Joint Photographic Group. A compressed computer image file format. JPG files are not original. 
DA = District Attorney 
 
Sexual Offenses (State) 
W.V.C. §61-8B: Sexual Offenses. 

§61-8B-3. Sexual assault in the first degree. 
§61-8B-4. Sexual assault in the second degree. 
§61-8B-5. Sexual assault in the third degree. 
§61-8B-7. Sexual abuse in the first degree. 
§61-8B-8. Sexual abuse in the second degree. 
§61-8B-9. Sexual abuse in the third degree. 

https://www.wvlegislature.gov/wvcode/code.cfm?chap=61&art=8B#01   
 
Legal Chain of Custody for the Sexual Assault Kits (State and Federal) 
In summary, Chain of Custody, also known as Chain of Evidence, is a combination of procedures, processes and documents that 
identifies all persons who controlled, accessed and maintained the handling of forensic evidence throughout the collection, packaging, 
transfer and storage process, thus ensuring that all evidence remained intact and acceptable to both state and federal courtsΦ  Cb9Ωǎ 
must be ready and able to testify in court and prove beyond all reasonable doubt, that the evidence offered is the same evidence they 
collected.  
 
Additionally, FNEs must be able to testify that there were in complete control of the forensic evidence at all times and that there was 
no unauthorized access and/or tampering while the evidence was under their control and in their custody. 
https://www.nsvrc.org/sarts/toolkit/5-9 
http://www.sdfi.com/Exams.asp  (Review the entire video stored on this web page.) 
 
Forensic Medical Examination (Federal) 
¢ƘŜ ǘŜǊƳ ΨΨŦƻǊŜƴǎƛŎ ƳŜŘƛŎŀƭ ŜȄŀƳƛƴŀǘƛƻƴΩΩ ƳŜŀƴǎ ŀƴ ŜȄŀƳƛƴŀǘƛƻƴ ǇǊƻǾƛŘŜŘ ǘƻ ŀ ǾƛŎǘƛƳ ƻŦ ǎŜȄǳŀƭ ŀǎǎŀǳƭǘ ōȅ ƳŜŘƛŎŀƭ ǇŜǊǎƻƴƴŜƭ to gather 
evidence of a sexual assault in a manner suitable for use in a court of law. 

(1) The examination should include at a minimum: 
(I) Gathering information from the patient for the forensic medical history; 
(ii) Head-to-toe examination of the patient; 
(iii) Documentation of biological and physical findings; and 
(iv) Collection of evidence from the patient. 

https://www.govinfo.gov/content/pkg/CFR-2017-title28-vol2/pdf/CFR-2017-title28-vol2-sec90-2.pdf 
 
Payment of Forensic Medical Exams ς Forensic Evidence (State) 
W.V.C. §61-8B-16. Payment for costs of forensic medical examination. 
(a) When any person alleges that he or she has been the victim of an offense proscribed by this article [Article 61-8B: Sexual Offenses], 
the West Virginia prosecuting attorneys institute shall pay to a licensed medical facility from the forensic medical examination fund 
the cost of the forensic medical exaƳƛƴŀǘƛƻƴ ŦƻǊ ǘƘŜ ŀƭƭŜƎŜŘ ǾƛŎǘƛƳΧ 
(b) No licensed medical facility may collect the costs of a forensic medical examination from the alleged victim of a violation of this 
article or from the alleged victim's insurance coverage, if any. 
https://www.wvlegislature.gov/wvcode/ChapterEntire.cfm?chap=61&art=8B&section=16#8B  
 
West Virginia Forensic Medical Examination Fund ς  
https://pai.wv.gov/programsanddepartments/ForensicMedicalExaminationFund/Pages/default.aspx  
 
Medical Record Retention and Preservation (State) 

mailto:Ward.Allen@SDFI.com
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West Virginia is one of many states that does not have clear statutory guidelines for how long a physician must retain patient medical 
records. To determine the appropriate length of time to maintain records, the Board recommends that licensees develop and implement 
a medical record retention and production policy in concert with legal counsel. 
https://wvbom.wv.gov/Retention_of_medical_records.asp  
 
Statute of Limitations on Sexual Assault (Federal) 
The Federal Statute of Limitations on most sex crimes is 10 or more years. Where children are involved, there is no Statute of Limitations. 
https://uscode.house.gov/view.xhtml?path=/prelim@title18/part1/chapter109A&edition=prelim 
 
Statute of Limitations for Sex Offenses, Sex Crimes or Sexual Assaults (State)  
The State of West Virginia has no statute of limitations for any felony including Sexual Assault in the First Degree, Sexual Assault in the 
Second Degree, Sexual Assault in the Third Degree, and Sexual Abuse in the First Degree. 
 
§61-11-9. Limitation of prosecution; lost indictment. 
A prosecution for a misdemeanor [Sexual Abuse in the Second Degree, Sexual Abuse in the Third Degree] shall be commenced within 
one year after the offense was committed. 
https://www.wvlegislature.gov/wvcode/ChapterEntire.cfm?chap=61&art=11&section=9#11  
 
Rules of Evidence ς [Requirement of Original] (Federal) 
ά¢ƻ ǇǊƻǾŜ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ŀ ǿǊƛǘƛƴƎΣ ǊŜŎƻǊŘƛƴƎΣ ƻǊ ǇƘƻǘƻƎǊŀǇƘΣ ǘƘŜ ƻǊƛƎƛƴŀƭ ǿǊƛǘƛƴƎΣ ǊŜŎƻǊŘƛƴƎΣ ƻǊ ǇƘƻǘƻƎǊŀǇƘ ƛǎ ǊŜǉǳƛǊŜŘΧέ 
https://www.uscourts.gov/rules-policies/current-rules-practice-procedure 
 
Rules of Evidence ς [Requirement of Original] (State) 
West Virginia Rules of Evidence. Rule 1001. Definitions That Apply to This Article 
(c)  A "photograph" means a photographic image or its equivalent stored in any form. 
(d) An "original" of a writing or recording means the writing or recording itself or any copy or counterpart intended to have the same 
effect by the person who executed or issued it. For electronically stored information, "original" means any printout τ or other output 
readable by sight τ if it accurately reflects the information. An "original" of a photograph includes the negative or a print from it. 
http://www.courtswv.gov/legal-community/court-rules/evidence-rules/evidence-articles.html#article10  
 
When and How State Sexual Assault Cases Go Federal - Step-by-Step Federal Sex Crimes Investigation and Litigation 
With sex crimes, the accusation almost always begins on the local level. An alleged sex crime victim typically calls a local police 
department. Officers interview the accuser and, if they believe ƛǘΩǎ ǿŀǊǊŀƴǘŜŘΣ ƻǇŜƴ ŀƴ ƻŦŦƛŎƛŀƭ ƛƴǾŜǎǘƛƎŀǘƛƻƴΦ 
 
[ŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ƳƛƎƘǘ ƛƴǘŜǊǾƛŜǿ ǎŜǾŜǊŀƭ ǇŜƻǇƭŜ ǿƘƻ ƘŀǾŜ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ŎŀǎŜΩǎ ŘŜǘŀƛƭǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŀƭƭŜƎŜŘ 
perpetrator. The accused person may want to decline interviews and ask for counsel from a sex crime attorney to avoid inadvertently 
providing information that could be used against them. The right to stay silent and obtain the services of a lawyer is available to anyone 
in police custody. 
 
If law enforcement officers decide evidence supports the claim that a crime has been committed, they will make an arrest and 
temporarily hold the accused person in jail. A court can grant bail if warranted, which means the arrested person can pay a bond fee 
and avoid jail while waiting to go to court. 
 
At any time in the process, an alleged sex crime can appear to qualify for federal prosecution. A local judge, law enforcement agency, 
or attorney might decide to enter it for consideration in federal court. Federal courts and federal prosecutors determine whether they 
want to take on the case. If they do, it will leave the hands of local law enforcement and prosecutors, and federal offices will take over. 
 
A federal sex crimes defense attorney works with federal law enforcement agencies and courts to produce evidence, witnesses, and 
other materials for the case, while prosecutors work on making their case against the accused at the same time. In some cases, an 
experienced sex crime attorney can get an investigation dropped, settle outside of court, or get a case handed down to local courts 
where it sometimes is easier to obtain reduced sentences or settlements when merited. 
 
The standard for maintaining forensic evidence must meet or exceed federal expectations at all times. 
https://jsberrylaw.com/blog/the-difference-between-state-and-federal-sex-crimes-defense/ 
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Example Form - Patient Consent   (See Addendum I.) 
A victim of sexual assault must consent to a sexual assault examination and typically consents to the taking of photographs as part of 
the evidence gathering process as it relates to the prosecution of one or many assailants. 
 
Example Form - Transfer of Evidence/Chain of Custody (See Addendum II.) 
Chain of Custody and the Transfer of Evidence is crucial to any criminal case. Witnesses should expect to be cross-examined and 
questioned by criminal defense lawyers about how evidence was captured, handled, and transferred to ensure its authenticity based 
on State and Federal Rules. 
 
FINAL SUBJECT NOTE: 
If evidence is NOT collected during a FME in a manner suitable for use in a court of law, then the examination is not a FME. When that 
happens a “Forensic Medical Exam” becomes a “Forensic Medical Exam” that would be best described as a health care service offered 
to a patient for health care purposes and billed accordingly.  A medical exam is processed accordingly under HIPAA rules and 
regulations. 
 
Sexual Assault Kits, including forensic reports, images and/or videos collected during a FME, should never part of a medical record 
data distribution system. If a patient requests a copy of ANY part of the forensic exam/report, images or evidence collected during the 
FME, the patient should be directed to the organization that paid for the Forensic Medical Exam. 
 
ONLY the organization that paid for the FME has the authority to distribute the forensic evidence collected. 
 
Knowingly distributing, mishandling and/or tampering with evidence is a crime and may be detrimental to the victim’s court case and 
to the covered entity that chooses to store evidence in a medical record data distribution system or distribute evidence to an alleged 
victim. By federal definition, the purpose of a FME is to “gather evidence of a sexual assault in a manner suitable for use in a court of 
law.” (Federal) 
 
18 U.S.C. 1519 
Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a false entry in any record, document, or 
tangible object with the intent to impede, obstruct, or influence the investigation or proper administration of any matter within the 
jurisdiction of any department or agency of the United States or any case filed under title 11, or in relation to or contemplation of any 
such matter or case, shall be fined under this title, imprisoned not more than 20 years, or both. 
https://www.govinfo.gov/content/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partI-chap73-sec1519.htm 
 
 

Ward Allen 
Ward Allen 
Ward.Allen@SDFI.com 
 
Two Addendums Included: 
Addendum I - Patient Consent Form - Example 
Addendum II - Transfer of Evidence/Chain of Custody Form ς Example  
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Addendum I 

Patient Consent Form - Example 
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Addendum II 

Transfer of Evidence/Chain of Custody Form - Example 
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