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SUBJECT:
Managing And Protecting Forensic Evidence, Including Digital Pictures And,Vidabds Collected During A Forensic Medical
Examination.

Notification to All Readers

This document was prepared as an electronic PDF. It contains links to external sources that contain direct source infortchation
should be viewed on a device that can access the inteAlklinks connected to their destination as of the date shown abBetated
source information has been extracted fratmoseincluded links and summarized here for your convenience. When in doubt, refer
to the original source of information offered.

Executive Subject Summary
Forensic evidence that is collected duringME is not heath information, health care, health data, a health care service or PHI and is
therefore not subject to HIPAA rul es. Evidence anceg. t he ef

There is no reason, justification or advantage to storing forensic evidence ingitleaaymedical record distribution systerfrorensic
evidence should be sequestered away from pgregnary medical record distributiorsystemthat usesa Medical Breakslass Policy to
control PHI where PHI is, by description and definitspnPrétectedHealthl n f o r mahie solutiortan be as simple as storing any
evidence collected in a locked and controlled ro@s jstypicallydone with physical sexual assakits before they are handed off to
law enforcementwhere no one except the SANE coordinator and a fugckerson has acces8 medical recordiata distribution
system cannot effectively be used as a forensic evidence locker.

Who pays for the forensic pdan of the forensic medical examination matters. Who pays for wihating a FNHegally defines what
is medical and what is forensithe state pays for théorensic portion of the examinatioand owns the evidencthat is collected
during theexam

Themost generapurpose of a FME is to collect and gather evidence for use in a court offagrwise the exam is a medical exam
and is considered health care service for health care. Health care services are subject to HIPAA rules. |defuifeaisieevidence
isnot subject to HIPAA rules.

Evidence collected during a forensic medical examination requires a complete and secure Legal Chain of Custody, ay muired b
systems around the nation. Me d i c eeh theBrog laakic réguiransents dP aledgalcChainaf d
Custody. A Forensic Nurse Examiner cannot testify that they had control of the evidence collected if the evidenceiis st
distribution systenor in medical recordthat they do not control, ranage or understand beyond HIPAA user access.

HI PAA rules allow wide access to health informati omapehsonoug |
or entity, other than a member of the workforce of a covered entity, vagsforms functions or activities on behalf of, or provides
certain services to, a covered entity that involve access by the business associate to protected health inforfgatiemce is not
health information. A “ busi ness ass ocithat @eates, receives, maintainsoon transaits tpmtected health
information on behalf of another business associ at estody. HI PA

*¢KS GSNY GtNRGSOGSR I1SHEGK LYF2NYFGAZYE XD ONREHOmERAOSRR p T
https://lwww.hhs.gov/hipaa/forprofessionals/coveregntities/samplebusinessassociateagreemeniprovisions/index.html
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State and Federal law requirdsat the forensic portion of th&MEt 0 be pai d f or lnyoffefecto ictimadf gex F M
crimes and are offered free of charge, providing that the FME is done to gather evidence regarding a sex crime. Thatigvidence
collectedand intendedfor use in a court of law.

The choice to photodocument a sexual assault victim typicallyessidgth the Forensic Nurse Examiner and the victim. Victim consent
is required unless photodocumentation is state mandated. Many states do not mandate photodocumentation, yet every state pay
for itif it is collected apart of the Forensic Medical Examation.

Not collecting photodocumentation evidence could easily be perceived as a bias unless a patient/victim refuses. By difinition
forensic portion of the FME, where a living person is examined and evidence is collected, should includéoa beakamination,
documentation of biological and physical findings and collection of evidéBee. Forensic Medical Examination (Federal).

Forensic evidence, including photodocumentatiarust be protected and managed beyond Covered Entity, Medical Break Glass Policy
and Business Associate Agreements. All forensic evidence collected during a forensic exam remains the property of the st
organization that paid for thérensic portion othe FME and the SAK. The state organization that paid fofottemsic portion of the

FME and the SAK is the keeper of the forensic record, not the covered entity, a business associate, a SANE progragsicomia $eren
examiner regardless of where theidence restr how long it restdefore it is delivered to a Law Enforcement Organization, Law
Enforcement Agency, a Crime Lab or the Prosecutor’'s Office
GeneralSubjectSummaryc Legal Chain of Custody vs Medical Bréalass Policy

A Medical Break Glag¥licydoes not supersede the legal requirement foLegal Chain of Custodglated to evidence collected
during the forensic portion ofa FME. Inserting forensic evidence into a medical record makes it inadmissitéfayt because a
Legal Chain of Custody cannot be maintained inside a medical record data distribution system. A medical record dataulistribut
systemis by design, a controlled information distribution system. A legal chain of custody is exactlyptbgitepA legal chain of
custody is designed to eliminate access and the distribution of collected evidence, in preparattemuserin court.

SDFI Historical, Legal and Technical Information

SDFI was designed around the Federal Rules of Evidecesed primarily in hospitals, clinics and police departments around the
nation. The SDFI Systemupdated and maintained with continued support from the medical community, the legal community and
various technical experts within their respective fieldsFSD' s pr i mar y p ur psesdenaintananddeliver digital u r e
evidence to a LEA, a LEO, a cr i stateandfdderalegal €haip of Custedy process * s o f

To ensure image evidence authenticity, SDFI was designed to capture RAW and JPG image file formats in their origif@irs&te and
Many EHR systems are not designed to handle RAW files, however, many EHR systems can and do handle small JP@ireage file:
real EMR technical concern involves the possible use of logsgersibleimage compression. If an EMR computer system applies
irreversible image compression ttigital imagescaptured during a FME, & evidence would no longer be origingbee Rels of
Evidence; [Requirement of Original] (Federal and State))

SDFI images collected durithg forensic portonofh FME ar e stored at the user tyicalyorc at i
a coverecentity 'secure computer network system, sajate from anyprimary medical record data distribution system. Evidence is
NOTst ored in the “cloud” nor does Sdndatdentuey elegalcCham ofCustodiyoughy i d e
to any court.

ACRONYMS, DEFINITIODNBSCRIPTIONS AND REFERENCES
PDF = Portable Document Format

FME = Forensic Medical Examination

PHI = Protected Health Information

BA = Business Associate

BAA = Business Associate Agreement

FNE = Forensic Nurse Examiner

EHR = Electronic Health Record

HIPAA Health Insurance Portability and Accountability Act
SAK = Sexual Assault Kit

SANE = Sexual Assault Nurse Examiner
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SAFE = Sexual Assault Forensic Examiner

SDFI = Secure Digital Forensic Imaging

LEA = Law Enforcement Agency

LEO = Law Enforcement Organizatio

RAW = Camera RAW files are uncompressed data files that contain unprocessed picture data. RAW files are original.
JPG = Joint Photographic Group. A compressed computer image file format. JPG files are not original.

DA = District Attorney

SexualOffenses(State)
W.V.C.861-8B: Sexual Offenses.

861-8B-3. Sexual assault in the first degree.

861-8B-4. Sexual assault in the second degree.

861-8B-5. Sexual assault in the third degree.

861-8B-7. Sexual abuse in the first degree.

861-8B-8. Sexual abuse in tlsecond degree.

861-8B-9. Sexual abuse in the third degree.
https://www.wvlegislature.gov/wvcode/code.cfm?chap=61&art=8B#01

Legal Chain of Custody for the Sexual Ass#lt$ (State and Federal)

In summary, Chain of Custody, also known as Chain of Evidence, is a combination of procedures, processes and documents
identifies all persons wheontrolled,accessed and maintained the handling of forensic evidémwoeghout the collection, packaging,
transfer and storage process, thus ensuring that all evidence remained intact and acceptable to both state and fedebal colCte 9 C
must be ready and able to testify in court and prove beyalhteasonable doubt, thit the evidence offered is the same evidence they
collected.

Additionally, FNEs must be able to testify that there were in complete control of the forensic evidence at all timesthacethats
no unauthorized access and/or tampering while the evidemas under their control and in their custody.
https://www.nsvrc.org/sarts/toolkit/59

http://www.sdfi.com/Exams.asp(Review the entire video stored this web page.)

Forensic Medical Examination (Federal)
¢KS GSNY WWF2NByaAO YSRAOIE SEFYAYLFLGA2YyQQ YSIya |y tdgather A y |
evidenceof a sexual assault in a manner suitable for use in a court of law.
(1) The examination should include at a minimum:
(I) Gathering information from the patient for the forensic medical history;
(i) Headto-toe examination of the patient;
(iiiy Documentaion of biological and physical findings; and
(iv) Collection of evidence from the patient.
https://www.govinfo.gov/content/pkg/CFR01 %-title28-vol2/pdf/ICFR201 -title28-vol2-sec902. pdf

Payment ofForensic MdicalExams: Forensic EvidenceSfate)

W.V.C.861-8B-16. Payment for costs of forensic medical examination.

(a) When any person allegtsat he or she has been the victim of an offense proscribed by this §ftitide 61-8B: Sexual filenses]
the West Virginia prosecuting attorneys institute shall pay to a licensed medical facility from the forensic medical @taifnimet
the cost othe forensic medicaleXaA y I G A2y F2NJ G6KS | ff S3aISR GAOGAYX

(b) No licensed medical facility may collect the costs of a forensic medical examination from the alleged victim obra ofidlas
article or from the alleged victim's insurance coverage, if any
https://www.wvlegislature.gov/wvcode/ChapterEntire.cfm?chap=61&art=8B&section=16#8B

West Virginia Forensic Medical Examination Fund
https://pai.wv.gov/programsanddepartments/ForensicMedicalExaminationFund/Pages/default.aspx

Medical Record Retention and PreservatioBtate)
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West Virginia i®ne of many states that does not have clear statutory guidelines for how long a physician must retain patient medica
records. To determine the appropriate length of time to maintain records, the Board recommends that licensees develdpraadtimp

a medcal record retention and production policy in concert with legal counsel.

https://wvbom.wv.gov/Retention_of medical_records.asp

Statute of Limitations on Sexual Assault (Federal)
TheFederal Statute of Limitations on most sex crimes is 10 or more years. Where children are involved, there is no Stitatterts.Li
https://uscode house.gov/view.xhtml?path=/prelim@title18/partl/chapter109A&edition=prelim

Statute of Limitations for SeOffenses Sex Crimes dBexualAssaults(State)
The State of West Virginia has no statute of limitations for any felony including Sexual AdbauRiiat Degree, Sexual Assault in the
Second Degree, Sexual Assault in the Third Degree, and Sexual Abuse in the First Degree.

861-11-9. Limitation of prosecution; lost indictment.

A prosecution for a misdemeani@exual Abuse in the Second Degreeu8kibuse in the Third Degresfall be commenced within
one year after the offense was committed
https://www.wvlegislature.gov/wvcode/ChapterEntirerof?’chap=61&art=11&section=9#11

Rules of Evidence [Requirement of Original[Federal)
G¢2 LINPGS2FKSE OAXGSyd> NBO2NRAYIZ 2N LIK2G§23INIF LIKE GKS 2NRIA
https://www.uscourts.gov/rulespolicies/currentrulespracticeprocedure

Rules of Evidence [Requirement of Original]State)

West Virginia Rules of EvidencBule1001. Definitions That Apply to This Article

(c) A "photograph" means a photographic image or its equivalent stored in any form.

(d) An "original" of a writing or recording means the writing or recording itself or any copy or counterpart intended thdaaene
effect by the person who executed or issued it. For electronically stored information, "original" means any priotaiher output
readable by sight if it accurately reflects the information. An "original" of a photograph includes the negatia print from it.
http://www.courtswv.gov/legalcommunity/courtrules/evidencerules/evidencearticles.html#article10

When andHow State Sexual Assault Cases Go Fedebtdpby-Step Federal Sex Crimes Investigation and Litigation
With sex crimes, the accusation almost always begins on the local level. An alleged sex crime victim typically cafisliadocal
department. Offices interview the accuser and, if they belidvéi Q& &6 NNJ yi SR 2Ly |y 2FFAOAI ¢

[ SyF2NOSYSyld LINRPFSaarAzylfa YAIKG AYyGiSNWBASs aSOSNIt LIS2
perpetrator. The accused person masnt to decline interviews and ask for counsel from a sex crime attorney to avoid inadvertently
providing information that could be used against them. The right to stay silent and obtain the services of a lawyebie &vaitgone

in police custody.

If law enforcement officers decide evidence supports the claim that a crime has been committed, they will make an arrest ar
temporarily hold the accused person in jail. A court can grant bail if warranted, which means the arrested person cangdgea b
and avoid jail while waiting to go to court.

At any time in the process, an alleged sex crime can appear to qualify for federal prosecéimcal judge, law enforcement agency,
or attorney might decide to enter it for consideration in federal cowtlelfal courts and federal prosecutors determine whether they
want to take on the case. If they do, it will leave the hands of local law enforcement and prosecutors, and federallbféikesower.

A federal sex crimes defense attorney works with faldew enforcement agencies and courts to produce evidence, witnesses, and
other materials for the case, while prosecutors work on making their case against the accused at the same time. In spare cases
experienced sex crime attorney can get an inveitgadropped, settle outside of court, or get a case handed down to local courts
where it sometimes is easier to obtain reduced sentences or settlements when merited.

The standard for maintaining forensic evidence must meet or exceed federal expecatdirtanes.
https://jsberrylaw.com/blog/thedifferencebetweenstate-and-federatsexcrimesdefense/
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Example Form Patient Consent (See Addendurh)
A victim of sexual assault must consent to a sexual assault examination and typically consents to the taking of pho®geapb$ a
the evidence gathering process as it relates to the prosecution of one or many assailants.

Example Form Transfer of Evidence/Chain of Custo@$ee Addendum II.)

Chain of Custody and the Transfer of Evidence is crucial to any criminal case. Witnesses should expect texbmioedsand
guestioned by criminal defense lawyers about how evidevas captured, handled, and transferred to ensure its authenticity based
on State and Federal Rules.

FINALSUBJECNOTE:

If evidence i?lNOTcollected during a FME in a manner suitable for use in a court of law, then the examination iEMit 8Vhen thia
happens a “Forensi c Héembsidieadli cBaXd a "X abmd c d meas amadiealthadareoservice efferéd d e
to a patient for health care purposeand billed accordingly A medical exam isr@cessed accordingly under HIPAA rudesl
regulations.

Sexual Assault Kits, includifayensic reportsjmages and/or videos collected during a FME, should never part of a medical record
data distribution systemf a patient requests a copy 8iNYpart of theforensicexamiteport, images oevidencecollected during the
FME the patientshould be directed tohe organization that paid for the Forensic Medical Exam.

ONLYthe organization that paid for thEMEhasthe authority to distributethe forensic evidenceollected.

Knowinglyd i st ri buting, mishandling and/ or tampering with andi der
to the covered entity that chooses to store evidence in a medical record data distribution sgstistribute evidence to an alleged
victim. By federal definitonthepur pose of a FME is to “gather evidence of a
| a wFederal)

18 U.S.C. 1519

Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, esraalalse entry in any record, document, or
tangible object with the intent to impede, obstruct, or influence the investigation or proper administration of any matién tie
jurisdiction of any department or agency of the United States or any caseuilder title 11, or in relation to or contemplation of any
such matter or case, shall be fined under this title, imprisoned not more than 20 years, or both.
https://www.govinfo.gov/content/pkg/USCODBFD10+itle18/html/USCODE010itle18-partl-chap73sec1519.htm

Ward Allen

Ward Allen
Ward.Allen@SDFIl.com

Two Addendums Included:
Addendum } Patient Consent ForrExample
Addendum I} Transfer of Evidence/Chain of Custody FoiExample
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Addendum |
Patient Consent Form - Example

Step 1

Consent for Collection and Release of Evidence and Information

Name of Health Care Facility
I, , freely consent to allow s
and his/her medical and nursing associates to conduct a forensic examination, which includes the collection of
evidence. This procedure has been fully explained to me and I understand that I may refuse any part of the
examination. Clinical observation for physical evidence of both penetration and injury to my person will be
done. Collection of other specimens and blood samples for laboratory analysis may be done per the events
reported.

Patient Information:

¢ Tunderstand that hospitals and health care facilities must report certain crimes to law enforcement authorities in cases
where a victim secks medical care.

¢ Thave been informed that Pennsylvania law provides that a victim of a sexual offense shall not be charged for the costs
of a forensic rape examination.

¢ Tunderstand that “T” do not need to talk to law enforcement authorities directly if I choose not to, however I understand
that the health care facility will provide the evidence of the forensic rape examination to law enforcement authorities.
Options have been explained if “I”” do not talk to law enforcement (medical treatment only, anonymous reporting).

Patient Consent: Please initial to the right to indicate agree/disagree for each statement Agree | Disagree

Examination

¢ T understand that a forensic examination to collect evidence from the sexual assault may be
conducted, with my consent, by a health care professional(s), to discover and preserve evidence
of the assault. If conducted, the report of the examination and any evidence will be provided to
law enforcement authorities.

¢ Tagree that law enforcement can send the evidence to a laboratory approved by the Federal
Bureau of Investigation (FBI) for CODIS access. The evidence will undergo testing analysis by
the approved laboratory.

¢ Tunderstand that I may withdraw consent at any time for any portion of the examination. —_— | —

¢ Tunderstand that I may withdraw consent for evidence testing by contacting the law enforcement
agency investigating my case.
Photographs P

¢ Tunderstand that collection of evidence may include photographing injuries and that these
photographs may include the genital area.
General Information

¢ Tunderstand that evidence including photographs may be collected from this report for health and
forensic purposes and provided to health authorities and other qualified persons with a valid
educational or scientific interest for demographic and/or epidemiological studies.

I fully understand the nature of the examination and the fact that medical information gathered by this means may be used
as evidence in a court of law or in connection with enforcement of public health rules and law.

Print Name (patient) Signature of Witness

Signature (patient) Date Time

Signature of Parent or Guardian/Relationship

Initials Date
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Addendum 11
Transfer of Evidence/Chain of Custody Form - Example

STEP 10 Transfer of Evidence/Chain of Custody Form
On at (am or pm) the following items were
(Date) (Time)
given to
(Police Officer)
of the

Evidence Received

(Police Department)

Check YES or NO for all items (if no, explain):

Photographs: CD O YES 0O NO
Other O YES 0O NO
Clothing (list): Shirt/Blouse [0 YES O NO
Pants/Slacks [0 YES 0O NO
Bra O YES 0O NO
Underpants [0 YES O NO
Jacket/Coat [ YES 0O NO
Other O YES 0O NO
Sexual Assault Evidence Collection Kit: 0O YES O NO
Tampon/Sanitary napkin included: 0O YES O NO
Drug Facilitated Sexual Assault Kit: O YES 0O NO
Other evidence: [0 YES 0O NO
If YES, describe:
From:
Date: Time: am/pm
To:
Date: Time: am/pm
From: i
Date: Time: am/pm
To:
Date: Time: am/pm
Initials Date
Copy 1 - Medical Records Copy 2 - Law Enforcement FEPAS TR0

SDFI-TeleMedicine LLC, 806 Buchanan Blvd, STE 115-299, Boulder City, NV, 89005
Ward.Allen@SDFl.com < 310-492-5372 -+ www.SDFIl.com

Page 7 of 7



mailto:Ward.Allen@SDFI.com
http://www.sdfi.com/

